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The Muted Rise of the Silent Witness
Rule in National Security Litigation:
The Eastern District of Virginia’s
Answer to the Fight Over Classified
Information at Trial

. INTRODUCTION
II. THE STATE SECRETS “PROBLEM”
A.  The State Secrets Privilege Defined
B.  History and Development
C. State Secrets Controversy
I1I. THE CLASSIFIED INFORMATION PROCEDURES ACT
A. Enactment
B.  Provisions: The Act Itself
IV. THE SILENT WITNESS RULE: A STATE SECRETS SOLUTION
A.  Conceived from the Language of the CIPA
B.  Development: Implicit Approvals of the Silent Witness
Rule
C. United States v. Rosen: Victory for the Silent Witness Rule
V. CONCLUSION

[. INTRODUCTION

In 2003, German citizen Khaled El-Masri found himself abducted while
on vacation in Macedonia.' Blindfolded and transported to an airport,

1. Petition for Writ of Certiorari at 2, El-Masri v. United States, 128 S. Ct. 373 (2007) (No. 06-
1613), 2007 WL 1624819. Macedonian officials initially detained El-Masri while attempting to pass
through the border between Serbia and Macedonia. /d. According to El-Masri, he was held in a
hotel and interrogated by Macedonian officials regarding alleged ties with Islamic fundamentalists
and told that he could return to Germany (his country of citizenship) if he confessed to membership
in Al-Qaeda. Id. at 2-3. Moreover, El-Masri alleges that his interrogators denied him access to an
attorney, his family, or contact with the German embassy during confinement. /d. at 2.
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United States Central Intelligence Agency (CIA) agents allegedly took over
his custody.?

There he was beaten, stripped naked, and thrown to the ground. A
hard object was forced into his anus. When his blindfold was
removed, he saw seven or eight men, dressed in black, with hoods
and black gloves. He was placed in a diaper and sweatsuit,
subjected to full sensory deprivation, shackled, and hurried to a
plane, where he was chained spread-eagled to the floor. He was
injected with drugs and flown to Baghdad, then on to Kabul,
Afghanistan.’

El-Masri alleges that he was kept incommunicado for nearly five months,
detained in a CIA prison in Kabul, and only after a hunger strike and forced
feeding through a nasal tube was he mysteriously placed on a flight to
Germany and released.*

The public will probably never learn what actually happened because
the government asserted the “state secrets privilege” upon commencement of
El-Masti’s civil lawsuit.” With this privilege, the government protects state

2. Id at 3. “After twenty-three days of detention, Mr. El-Masri was videotaped, blindfolded,
and transported to an airport, where he was turned over to U.S. agents.” Id.

3.

4. Id. at 3-5. According to El-Masri, hooded men came into his cell and force-fed him through
a nasal tube after four weeks of a self-initiated hunger strike. Id. at 4. El-Masri told the press that
“[alfter five months, they simply took me back and dropped me like a piece of luggage in the woods
of Albania.” Bill Mears, Supreme Court Refuses to Hear CIA Kidnapping Allegation, CNN.com,
Oct. 9, 2007, http://www.cnn.com/2007/US/law/10/09/cia.rendition/index.html.  After being
dropped in Albania, El-Masri was allegedly transported to Mother Theresa Airport in Tirana,
Albania and placed on a flight to Germany. Petition for Writ of Certiorari, supra note 1, at 5. Upon
his arrival in Germany, El-Masri promptly related the events to an attorney who reported to German
authorities. Id. Upon a preliminary investigation, German prosecutors issued arrest warrants for
unnamed CIA operatives allegedly involved in the affair (part of the investigation involved a test of
El-Masri’s hair and the results confirmed prolonged deprivation of food and presence in “a South-
Asian” country). /d.

5. See infra Part Il (discussing the history, development, criticisms, and use of the state secrets
privilege). El-Masri initiated the civil complaint against the United States in district court on
December 6, 2005. El-Masri v. Tenet (E/-Masri I), 437 F. Supp. 2d 530, 534 (E.D. Va. 2006), afi"d
sub nom. El-Masri v. United States (El-Masri II), 479 F.3d 296 (4th Cir. 2007). El-Masri brought
the civil complaint against then CIA Director George Tenet (acting in his individual capacity),
several corporate defendants, and unnamed CIA agents whom allegedly participated in the actual
events. El-Masri I, 437 F. Supp. 2d at 534. Moreover, the complaint alleged that

El-Masri had not only been held against his will, but had also been mistreated in a
number of other ways during his detention, including being beaten, drugged, bound, and
blindfolded during transport; confined in a small, unsanitary cell; interrogated several
times; and consistently prevented from communicating with anyone outside the detention
facility, including his family or the German government.
El-Masri I1, 479 F.3d at 300 (citing many of the allegations and facts found by the district court in
El-Masri I). The United States submitted a formal claim of the state secrets privilege to the court on

214



[Vol. 36: 213, 2008] The Muted Rise of the Silent Witness Rule
PEPPERDINE LAW REVIEW

secrets from public disclosure at trial by having the case dismissed in its
entirety.® The district court accepted the assertion of the privilege in El-
Masri’s case and ordered the case dismissed.” Subsequently, the Fourth
Circuit affirmed.® Finally, El-Masri’s pursuit of justice ended when his
words fell on deaf ears—the highest ears in the land—as the Supreme Court
denied his writ of certiorari in 2007.° By refusing to hear the case, the Court
left El-Masri without a forum in which to attempt to prove his claims of
abduction, extraordinary rendition,'® and torture by the CIA.

While El-Masri’s allegations seem extraordinary, lesser claims have also
been dismissed pursuant to the state secrets privilege."' This prompted
critics to allege that the government invoked the privilege far too often in

March 8, 2006. El-Masri I, 437 F. Supp. 2d at 535; see also notes 69—71 and accompanying text
(discussing the elements for a “formal” claim of privilege). The court took a concurrent motion to
dismiss under advisement, heard oral arguments on May 12, 2006, and granted dismissal on the
same day. El-Masril, 437 F. Supp. 2d at 535.

6. See infra Part 11.A for a brief overview of the purpose and use of the state secrets privilege.

7. “1 was humiliated, | was beaten, [ was drugged,” claimed El-Masri. Mears, supra note 4.
The district court responded, “the United States” motion to dismiss must be, and hereby is,
GRANTED.” El-Masri I, 437 F. Supp. 2d at 541.

8. The court of appeals retuctantly recognized “the gravity of [its] conclusion that [Plaintiff]
must be denied a judicial forum for his Complaint . . . and affirm[ed] the Order of the district court.”
FEi-Masri 11, 479 F.3d at 313.

9. Upon petition to the Supreme Court, El-Masri received a one-line response: “Petition for writ
of certiorari to the United States Court of Appeals for the Fourth Circuit denied.” El-Masri v. United
States, 128 S. Ct. 373 (2007) (denying certiorari from El-Masri {I, 479 F.3d 296, alleging illegal
kidnapping, rendition, torture, and interrogation of a German citizen by the CIA) (emphasis added).
A German parliamentary investigation remained underway at the time El-Masri submitted his brief
to the Supreme Court in 2007. Petition for Writ of Certiorari, supra note 1, at 5-6. However, a
European inquiry’s findings supported El-Masri’s allegations. /d.

10. The Fourth Circuit adopted the wording of El-Masri’s complaint when explaining the
concept of “extraordinary rendition”:
El-Masri alleged that his detention and interrogation were “carried out pursuant to an
unlawful policy and practice devised and implemented by defendant Tenet known as
‘extraordinary rendition’: the clandestine abduction and detention outside the United
States of persons suspected of involvement in terrorist activities, and their subsequent
interrogation using methods impermissible under U.S. and international laws.”
El-Masri II, 479 F.3d at 300 (quoting Complaint § 3, El-Masri I, 437 F. Supp. 2d at 530). The
“extraordinary rendition” program is a complex method of avoiding United States laws on torture
and interrogation. See Janet Cooper Alexander, Jurisdiction-Stripping In a Time of Terror, 95 CAL.
L. REV. 1193, 1209-11 (2007) (summary of the “extraordinary rendition” program); Tarik Abdel-
Monem, Precedent of the European Convention on Human Rights to the CIA’s High Value
Detainees Program In and Through Europe, 31 SUFFOLK TRANSNAT'L L. REV. 45, 45-52 (2007)
(describing the “extraordinary rendition” program and Europe’s complicity in the program); Jane
Mayer, Outsourcing Torture: The Secret History of America’s “Extraordinary Rendition” Program,
The NEW YORKER, Feb. 14, 2005, at 106, 108.
11. See infra notes 14-19 and accompanying text (describing other “lesser” claims that have
been dismissed pursuant to the state secrets privilege).
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recent years due to the aggressive anti-terrorism policies of the war on
terror.'> These anti-terrorism policies often left the United States at the
defendant counsel’s table answering for mistakes and unconstitutional
actions.” For example, the state secrets privilege prevented litigation of
claims of unconstitutional and illegal wiretapping,'* illegal firings of CIA
and executive branch whistleblowers,”” Federal Bureau of Investigation
(FBI) surveillance of a twelve-year-old boy,'® discrimination at intelligence
agencies,'” and psychological operations,'® among others."®

12. Louis FISHER, IN THE NAME OF NATIONAL SECURITY: UNCHECKED PRESIDENTIAL POWER
AND THE REYNOLDS CASE 212 (2006) (asserting that the use of the state secrets privilege has been
“on an upward climb™); Amanda Frost, The State Secrets Privilege and Separation of Powers, 75
FORDHAM L. REV. 1931, 1939 (2007) (arguing that the Bush Administration “raised the privilege in
twenty-eight percent more cases per year than in the previous decade, and . . . sought dismissal in
ninety-two percent more cases per year than in the previous decade.”); William G. Weaver and
Robert M. Pallitto, State Secrets and Executive Power, 120 POL. ScI. Q. 85, 85 (2005) (“Since the
administration of Jimmy Carter, there has been a sharp increase in secrecy claims by executive
branch officials . . . .”); contra Robert M. Chesney, State Secrets and the Limits of National Security
Litigation, 75 GEO. WASH. L. REV. 1249, 1297-99 (2007) (arguing that the privilege has not been
asserted with a significant increase recently—finding that the privilege was asserted twenty-three
times from 1981 to 1990, twenty-five times from 1991 to 2000, and twenty times from 2001 to
2006).

13. See infra notes 1419 and accompanying text.

14. See Halkin v. Helms, 598 F.2d 1 (D.C. Cir. 1978) (upholding a dismissal under the state
secrets privilege for an action brought against the CIA, FBI, National Security Agency (NSA),
Defense Intelligence Agency (DIA), Western Union International, RCA Global Communications,
and ITT World Communications for allegedly illegal and warrantless interceptions of international
cable, telephone, and wire transmissions of individuals and organizations who opposed the Vietnam
war).

15. See Barlow v. United States, No. 98-887X, 2000 WL 1141087 (Fed. Cl. Aug. 3, 2000)
(holding that government action withholding documents under the state secrets privilege was valid in
an action by plaintiff contesting termination from the Department of Defense (DoD) Office of Non-
Proliferation Policy as a violation of the Whistleblower Protection Act, 5 U.S.C. § 2302 (1994), even
though the plaintiff and counsel each held the requisite security clearances). Generally, the
Whistleblower Act makes it a statutory violation for the government to take personnel action against
employees because they report what they reasonably believe is a government violation of the law.
Barlow, 2000 WL 1141087, at *2.

16. See Patterson v. Federal Bureau of Investigation, 893 F.2d 595 (3d Cir. 1990) (affirming
exemption of the FBI, under the state secrets privilege, from disclosure of information under a
Freedom of Information Act request by a sixth grade boy whom the FBI monitored due to a flood of
international correspondence stemming from a school project).

17. See Tilden v. Tenet, 140 F. Supp. 2d 623 (E.D. Va. 2000) (dismissing gender discrimination
claim of CIA employee under the state secrets privilege).

18. See Black v. United States, 62 F.3d 1115 (8th Cir. 1995) (holding dismissal under the state
secrets privilege valid in an action where a government contractor alleged a campaign of harassment
and psychological attack by the CIA upon reporting suspicious questioning by a Soviet
mathematician).

19. See Weaver & Pallitto, supra note 12, at 90-91. Other causes of action relating to the war on
terror include illegal imprisonment, abduction, illegal surveillance, discrimination, limitation on
public demonstrations, and wrongful termination. See, e.g., EI-Masri v. United States, 479 F.3d 296
(4th Cir. 2007) (alleging torture, abduction, and illegal rendition); Sterling v. Tenet, 416 F.3d 338
(4th Cir. 2005) (race discrimination); Bl(a)ck Tea Society v. City of Boston, 378 F.3d 8 (1st Cir.
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Each of these examples illustrates a seemingly unjust dismissal due to
the state secrets privilege. Yet the state secrets “problem” is emblematic of
a larger judicial issue which is not confined to civil cases: the tension
between the government’s interest in protecting classified information and
society’s interest in justice by resolution on the merits.”* The United States
must be allowed to prosecute terrorists, conspirators, and enemies by using
classified information as evidence. How may the government do this
without compromising the rights of the accused? Conversely, the United
States should arguably be held liable for mistakes and unconstitutional
actions resulting from aggressive anti-terrorism policies. How might the
government act as a defendant in civil actions, yet adequately protect
classified information while allowing plaintiffs some access to it for use at a
trial?

The answer might be a little known evidentiary doctrine called the
“silent witness rule.””' The rule recently received approval by Judge T. S.
Ellis in the Eastern District of Virginia.”> Under the silent witness rule, trial
participants would have copies of a classified document “key” designating
code names for classified places, names, documents, or other information.?
When referring to classified information during trial, trial participants®
would use the code name to reference a particular piece of classified
information, thereby protecting the actual information from disclosure.

2004) (limiting public demonstrations); Terkel v. AT&T Corp., 441 F. Supp. 2d 899 (N.D. lil. 2006)
(illegal surveillance and disclosure of phone records); Edmonds v. U.S. Dep’t of Justice, 323 F.
Supp. 2d 65 (D.D.C. 2004) (illegal termination).

20. The rules of civil procedure require that defendants and plaintiffs alike must have access to
materials necessary to adequately litigate or defend their cases. See generally FED. R. Civ. P. 1-86.
Conversely, government secrets which may include the classified evidence needed to litigate a claim
are often protected from disclosure by statute. See infra Part III (describing the Classified
[nformation Procedures Act (CIPA)).

21. See infra Part IV (describing the “silent witness rule,” its development, and subsequent
approval).

22. United States v. Rosen, 520 F. Supp. 2d 786, 797 n.20 (E.D. Va. 2007) (approving the silent
witness rule for use in a four minute and six second segment of recorded conversation); see infra
Part [V (discussing the development and approval of the silent witness rule).

23. Rosen, 520 F. Supp. 2d at 793-94. Although the public could still observe the trial, the key
card prohibits disclosure of the classified information. /d. The United States government proposed
the use of the silent witness rule in a handful of circumstances over the last twenty-five to thirty
years, with unclear results. See infra Part IV.B (describing the minimal attempts to implement the
silent witness rule).

24. “Trial participants” include the judge, jury, defendant, counsel for defendant, and counsel for
the prosecution or plaintiff. Rosen, 520 F. Supp. 2d at 793-94.

25. See id. For example, a defense witness might indicate his or her presence at “Airport 4.”
The trial participants consult the key card, which indicates “Airport 4” is actually “Baghdad
International Airport.” The judge, jury, defendant, and counsels would understand the witness’s
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The procedure allows classified evidence to be used at trial without fear of
public disclosure.”® The approval currently extends to use in the criminal
arena, where the United States prosecutes persons for their roles in crimes
such as espionage, conspiracy, disclosing classified information, and giving
false testimony.”’” This Comment hopes to address Judge Ellis’s recent
judicial approval of the silent witness rule and whether its approval for use
in the criminal arena implicitly endorses its use in civil actions.”® However,
this Comment does not suppose to analyze the practical applicability of
invoking the silent witness rule in the civil arena, but instead endeavors to
present the information necessary to understand this new doctrine.

Part II will acquaint the reader as to the history of the state secrets
privilege and survey some of the current legal thought.® Part III will
discuss the Classified Information Procedures Act (CIPA, or the Act), its
application to classified evidence in national security litigation, and the
government’s reliance on the Act to justify the use of the silent witness
rule.®® Part IV will address the preliminary case law history of the silent
witness rule,”' culminating with an analysis of Judge Ellis’s opinion in
United States v. Rosen—arguing that his approval creates an answer to the
state secrets “problem.”*? Part VI will conclude the Comment.**

II. THE STATE SECRETS “PROBLEM”
A.  The State Secrets Privilege Defined

Recent history has revealed a noticeable assertion of the state secrets
privilege—an evidentiary privilege where the government moves a court to
dismiss a civil case in which the United States is a defendant or intervenor

indication, but the public would be unaware as to the actual location.

26. See infra notes 17678 and accompanying text.

27. See Rosen, 520 F. Supp. 2d 786 (prosecution for conspiracy to violate the Espionage Act, and
aiding and abetting unauthorized disclosure of National Defense Information); United States v.
Libby, 467 F. Supp. 2d 20 (D.D.C. 2006) (prosecution for false statements to the FBI and false
testimony to a grand jury); see also United States v. Femandez, 913 F.2d 148 (4th Cir. 1990)
(prosecution for making misrepresentations to the Inspector General of the CIA, and making false
statements to the Tower Commission); United States v. Zettl, 835 F.2d 1059 (4th Cir. 1987)
(prosecution for conspiracy, conversion, and espionage). A discussion of United States District
Court Judge T. S. Ellis’s opinion approving the silent witness rule in Rosen follows in Part IV.C.

28. Civil cases do not pose the same constitutional concerns as criminal actions. See Robert E.
Stein, Revised Report 1164 to the House of Delegates, 2007 A.B.A. SEC. OF INDIVIDUAL RTS. &
RESPS. 1, 8, 9, available at www.abanet.org/adminlaw/annual2007/State-Secrets-Report-Full-
HOD.pdf; see also infra Part IV.C.4.

29. See infra notes 34—130 and accompanying text.

30. See infra notes 131-75 and accompanying text.

31. See infra notes 176-254 and accompanying text.

32. See infra notes 255-332 and accompanying text.

33. See infra notes 333-39 and accompanying text.
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because litigation in open court will likely reveal state secrets or other
classified information to the public.** In general terms, the state secrets
privilege “protects information that would result in ‘impairment of the
nation’s defense capabilities, disclosure of intelligence-gathering methods or
capabilities, and disruption of diplomatic relations with foreign
governments.””* The privilege can only be asserted by the head of an
executive branch agency with control over the state secret, and the agency
head may only assert the claim upon personal review of the information.*®
The privilege protects classified information from disclosure and often
results in outright dismissal of any claim against the United States because
the plaintiff cannot access information essential to the claim.”” It derived

34. In state secrets cases, the government argues that that the potential risk to national security is
too great for disclosure of classified information at trial and backs it up with a formal claim of the
privilege by the head of the agency with control of the information. Upon successful assertion of the
state secrets privilege, the court will dismiss a case due to national security dangers. See infra notes
78-81 and accompanying text (illustrating the purpose and use of the state secrets privilege).

35. Frost, supra note 12, at 1935-36 (quoting Ellsberg v. Mitchell, 709 F.2d 51, 57 (D.C. Cir.
1983)).

36. The claim of privilege can only be invoked through the procedural framework adopted by the
Supreme Court in United States v. Revnolds, 345 U.S. 1 (1953). The head of an executive agency
must assert the privilege, vowing that disclosure of sensitive information in open court would pose
such a risk to national security that the only adequate alternative is dismissal. See infra notes 62-70
and accompanying text (discussing Reynolds and the formal requirements for government assertion
of the state secrets privilege). “{Olnce the privilege is found to attach, it is absolute and cannot be
overcome by a showing of need or offsetting considerations.” Chesney, supra note 12, at 1252
(citing Reynolds, 345 U.S. at 11). Not only must the privilege be asserted by the government
through the head of an executive agency, but the government is the only entity that may claim the
state secrets privilege. Reynolds, 345 U.S. at 7-8. According to Reynolds:

The privilege belongs to the Government and must be asserted by it; it can neither be
claimed nor waived by a private party. . . . There must be a formal claim of privilege,
lodged by the head of the department which has control over the matter, after actual
personal consideration by that officer.
Id. (footnotes omitted); see also infra note 69 and accompanying text (explaining the process for
invocation of the state secrets privilege).

37. See infra Part ILC. When the privilege attaches to particular evidence, the claimant can be
left without access to the very information that would prove the case. Therefore, courts have little
option other than to dismiss the case. Thus, the state secrets privilege is used most often to dismiss
civil cases brought against the United States, but it has been argued that the privilege could also be
used to dismiss federal criminal prosecutions by the government. See Stein, supra note 28, at 1;
Brian Z. Tamanaha, 4 Critical Review of the Classified Information Procedures Act, 13 AM. J.
CRM. L. 277, 316-17 (1986) (“It follows . . . that all properly classified information qualifies for the
state secrets privilege.”). See also Chesney, supra note 12, at 1297-98. Chesney shows that the
government “prevailed more often than not” when seeking dismissals under the state secrets
privilege. Id. In sixty-five published opinions regarding the state secrets privilege (from 1973—
2001), “twenty-three of the twenty-eight dismissal motions were granted, as were thirty of the thirty-
seven discovery motions.” /d. at 1298.
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from English and American common law, finding its true beginnings in
early American court decisions on executive privilege.*®

B. History and Development

American jurisprudence first mentioned the state secrets privilege
(although not by that name) during 1803 in the watershed case of Marbury v.
Madison.®®  Although Marbury is widely known as the landmark case
regarding judicial review, the opinion also encompassed decisions on
evidentiary procedure.”” The Supreme Court decision, written by Chief
Justice Marshall, suggested in dicta that Attorney General Levi Lincoln
would not have been forced to disclose information which was
communicated to him in confidence by the President of the United States.*'

38. See Marbury v. Madison, 5 U.S. (1 Cranch) 137 (1803); see also United States v. Burr, 25 F.
Cas. 30 (C.C.D. Va. 1807) (No. 14692D).

39. Marbury, 5 U.S. (1 Cranch) at 137. According to Robert M. Chesney, the Court in Marbury
was the first to allude to the privilege that would later become the “state secrets privilege.” Chesney,
supra note 12, at 1271.

40. See Chesney, supra note 12, at 1271. In the course of litigating for the delivery of Marbury’s
commission as Justice of the Peace, the Supreme Court addressed evidentiary concerns and the
resulting separation of powers issues. /d. Marbury sought to prove that his commission was found
in the Secretary of State’s office by hearing testimony from Attorney General Levi Lincoln (who
acted as Jefferson’s Secretary of State). /d. at 1271-72. Yet Attorney General Lincoln did not want
to testify as to anything he learned while acting in his official capacity as Secretary of State. /d. at
1272.

41. The Marbury Court noted that:

The [S]ecretary of [S]tate . . . is also bound by the same rules of evidence. These duties
are not of a confidential nature, but are of a public kind, and his clerks can have no
exclusive privileges. There are undoubtedly facts, which may come to their knowledge
by means of their connection with the [S]ecretary of [S]tate, respecting which they cannot
be bound to answer. Such are the facts concerning foreign correspondencies, and
confidential communications between the head of the department and the President.

Mr. Lincoln, [A]ttorney [G]eneral, having been summoned, and now called, objected to
answering. He requested that the questions might be put in writing, and that he might
afterwards have time to determine whether he would answer. On the one hand he
respected the jurisdiction of this court, and on the other he felt himself bound to maintain
the rights of the executive. He was acting as [Slecretary of [S]tate at the time when this
transaction happened. He was of opinion, and his opinion was supported by that of
others whom he highly respected, that he was not bound, and ought not to answer, as to
any facts which came officially to his knowledge while acting as [S]ecretary of [State].
Marbury, 5 U.S. (1 Cranch) at 141-43. The aforementioned quote demonstrates Mr. Lincoln’s
struggle with whether to reveal the confidential information related to him by the President, but that
upon seeking advice from trusted persons, he decided that he should not answer any questions that
would reveal the communications between himself and the President. The Court, however, found:
There was nothing confidential required to be disclosed. If there had been he was not
obliged to answer it; and if he thought that any thing was communicated to him in
confidence he was not bound to disclose it; nor was he obliged to state anything which
would criminate himself; but that the fact whether such commissions had been in the
office or not, could not be a confidential fact; it is a fact which all the world have a right
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Although this suggestion of such an evidentiary privilege was the first in a
published Supreme Court opinion, the decision failed to elaborate on the
specific application of the privilege.*

The Court revisited the issue during an evidentiary matter in the United
States v. Burr® treason trial of 1807, where Aaron Burr sought production
of a letter from General James Wilkinson to the President of the United
States that purported to detail Burr’s treacherous actions.* Chief Justice
Marshall indicated that if the letter contained “any matter which it would be
imprudent to disclose,... such matter, if it be not immediately and
essentially applicable to the point, will, of course, be suppressed.”® The

to know.
Id. at 144-45. Chesney notes that:
Marbury had sought to elicit testimony from Attorney General Levi Lincoln—who had
been the acting Secretary of State in the opening months of the Jefferson
administration—concerning whether the commissions at issue in that case had been
found in the Secretary of State’s office. Lincoln objected, arguing that he should not
testify “as to any facts which came officially to his knowledge while acting as [Slecretary
of [S]tate.” Ultimately, the Court sided with Marbury, reasoning that there was nothing
confidential about the information he sought concerning the location of the commissions
at a particular point in time. The Court suggested in dicta, however, that Lincoln would
not have been “obliged” to disclose information “communicated to him in confidence.”
Chesney, supra note 12, at 1271-72 (quoting Marbury, 5 U.S. (1 Cranch) at 143-44),

42. Chesney, supra note 12, at 1271. Marbury’s exact language stated: “If there had been
[confidential information] he was not obliged to answer it; and if he thought that any thing was
communicated to him in confidence he was not bound to disclose it.” Marbury, 5 U.S. (1 Cranch) at
144.  The opinion failed to detail the exact application of the privilege whether the privilege
extended to confidential communications of executive branch officials, to certain confidential
information, to any actions taken by an executive officer in furtherance of their duties, or to some
combination of interactions between executive officers and confidential information or
communications. Chesney, supra note 12, at 1272.

43. United States v. Burr, 25 F. Cas. 30 (C.C.D. Va. 1807) (No. 14692D).

44. Id. at 30. Chief Justice Marshall sat as a judge on the Circuit Court, although he was, at the
time, the Chief Justice of the United States Supreme Court. Chesney, supra note 12, at 1272 n.130.
The arguments over issuing a subpoena for production of the letter “turned more upon the propriety
of granting the motion, than upon any strictly legal question.” Burr, 25 F. Cas. at 31.

On the part of the prosecution it was insisted that the subpoena was unnecessary, because
certified copies of any documents in the executive departments could be obtained by a
proper application. It was said to be improper to call upon the [P]resident to produce the
letter of Gen. Wilkinson, because it was a private letter, and probably contained
confidential communications, which the [Plresident ought not and could not be
compelled to disclose. It might contain state secrets, which could not be divulged
without endangering the national safety. It was argued that the documents demanded
could not be material to the defence, and objected that the affidavit [of Aaron Burr] did
not even state, in positive terms, that they would be material.
1d
45. Burr,25F. Cas. at 37.
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evidentiary matter became moot, but Chief Justice Marshall curiously noted
that the prosecution did not refuse to produce the documents because
disclosure would “endanger the public safety.”* In this way, Chief Justice
Marshall signaled the existence of an evidentiary privilege that could
suppress evidence concering public safety.” Chief Justice Marshall’s
comments remain important for the “introduction of the notion that risk to
public safety might impact the discoverability of information heid by the
government.”*® Chief Justice Marshall’s opinion in Burr foreshadowed the
importance of public safety and classified information that would codify the
modern state secrets privilege, but the Court did not speak on the subject
again until 1875, sixty-eight years later.”

Yet the absence of published American decisions on the evidentiary
privilege did not stifle the increasing scholarship and development of the
privilege.®® By way of example, Robert M. Chesney cites the American
edition of Thomas Starkie’s English evidence law treatise and its “public
policy” and “state policy” privilege.”' Starkie asserted that “[t]here are
some instances . . . where the law excludes particular evidence, not because
in its own nature it is suspicious or doubtful, but on grounds of public
policy, and because greater mischief and inconvenience would result from
the reception than from the exclusion of such evidence.”” Additionally,
Starkie included in his writings another category of privilege rooted in
“grounds of state policy,” where evidence should be excluded from use
because its disclosure would be “prejudicial to the community.”*

46. Id. “There is certainly nothing before the court which shows that the letter in question
contains any matter the disclosure of which would endanger the public safety.” /d.

47. Seeid.

48. Chesney, supra note 12, at 1273. Thomas Starkie’s “state policy” privilege stemmed from
three distinct English privileges. /d. at 1274. The “informer’s privilege” shielded communications
between government officials and their confidential informants. Jd. at 1274. The deliberative
process privilege shielded certain government communications that are used in intra-governmental
discussions and operations. /d. The third and most pertinent English privilege provided that some
factual information could be kept from public disclosure based on security grounds. /d. This
“security privilege” flowed from an 1817 English decision, Rex v. Watson, 171 Eng. Rep. 591, 604
(K.B. 1817), concerning an alleged plot to overthrow the British Government where a Tower of
London employee was not allowed to testify as to the accuracy of a map of the Tower found in the
conspirators’ possession. Chesney, supra note 12, at 1274-75.

49. The Burr decision in 1807 was the last reference to the evidentiary privilege until Totten v.
United States, 92 U.S. 105 (1875). Chesney, supra note 12, at 1273, 1277.

50. See Chesney, supra note 12, at 1273-77. British treatises continued to develop evidence law,
and some of these treatises published American editions with citations to American law when
possible. Id. at 1273.

51. Id. at 1273-75.

52. Id. at 1273-74 (quoting THOMAS STARKIE, A PRACTICAL TREATISE ON THE LAW OF
EVIDENCE AND DIGEST OF PROOFS IN CIVIL AND CRIMINAL PROCEEDINGS, § LXXVI at 103 (Boston,
Wells and Lilly 1826)).

53. Chesney, supra note 12, at 1274.

«,
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Development of the privilege continued, through the first evidence treatise
written from an American perspective, up until the publication of the first of
two Supreme Court cases that construed the new privilege into what is now
known as the modern state secrets privilege.**

The modern formulation of the state secrets privilege flows from two
cases: Totten v. United States,>® and United States v. Reynolals.56 Totten, in
1875, involved the estate of a Union spy and its attempt to enforce a
purported contract with President Abraham Lincoln.”” The estate alleged
that the government only reimbursed Totten for expenses incurred during the
exercise of duties and failed to pay the full contract salary.” Affirming
dismissal by the Court of Claims, the Supreme Court found that the “secrecy
which such contracts impose precludes any action for their enforcement.”*
The Court stated that, as a general principle, a court of justice cannot hear
matters where trial would lead to the disclosure of information where the
law prohibits such disclosure.®® Cases involving government secrets fall

54. Id. at 1276-77. Chesney states that Harvard Law School Professor Simon Greenleaf’s
treatise, 4 Treatise on the Law of Evidence (Tth ed. 1854), is arguably the first major treatise of
evidence law published from an explicitly American perspective. Chesney, supra note 12, at 1276—
77.

55. 92 U.S. 105 (1875).

56. 345 U.S.1(1953).

57. See Totten, 92 U.S. at 105-06. The facts, as found by the Court, were as follows:

The action was brought to recover compensation for services alleged to have been
rendered by the claimant’s intestate, William A. Lloyd, under a contract with President
Lincoln, made in July, 1861, by which he was to proceed South and ascertain the number
of troops stationed at different points in the insurrectionary States, procure plans of forts
and fortifications, and gain such other information as might be beneficial to the
government of the United States, and report the facts to the President; for which services
he was to be paid $200 a month.
ld.
58. Id. at 106.
59. Id. at 107.
60. Id. The Court placed government secrets at the same level of protection as utterances in a
confessional, attorney—client communications, or physician’s privilege.
It may be stated as a general principle, that public policy forbids the maintenance of any
suit in a court of justice, the trial of which would inevitably lead to the disclosure of
matters which the law itself regards as confidential, and respecting which it will not allow
the confidence to be violated. On this principle, suits cannot be maintained which would
require a disclosure of the confidences of the confessional, or those between husband and
wife, or of communications by a client to his counsel for professional advice, or of a
patient to his physician for a similar purpose. Much greater reason exists for the
application of the principle to cases of contract for secret services with the government,
as the existence of a contract of that kind is itself a fact not to be disclosed.

1d. The Court further noted that the publicity of the secret contract would itself be a breach of that

contract, and thus precluded recovery. /d.
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especially within this category because such secrets are often protected by
statute.®!  Totten clarified the instances where the privilege would be
applicable, but a procedure for officially invoking the privilege still did not
exist.

Reynolds, however, provides the modern framework for invocation of
the state secrets privilege.®> In the three Reynolds actions, widows of
several service men that died in a plane crash while testing secret electronics
equipment sued the government under the Federal Tort Claims Act.® In
district court, the government resisted production of the accident report on
the grounds that “the investigation board report and survivors’ statements
could not be furnished without seriously hampering national security, flying
safety, and the development of highly technical and secret military
equipment.”® The district court denied the government’s assertions of
privilege and instead ordered production.®® The district court issued another
order finding for the plaintiffs on the issue of liability when the government
failed to produce the report.** On appeal, the Court of Appeals for the Third
Circuit found that “[s]tate secrets of a diplomatic or military nature have
always been privileged from disclosure in any proceeding,” but that the
decision of the district court denying the government’s claim of privilege did

61. See Classified Information Procedures Act, 18 U.S.C. app. 3 §§ 1-16 (1980) (prescribing
methods for protecting classified information from public disclosure).

62. Chesney, supra note 12, at 1283.

63. United States v. Reynolds, 345 U.S. 1,2 (1953). Originally enacted in 1946, the Federal Tort
Claims Act (FTCA) waives sovereign immunity and subjects the United States to liability for some
tort claims. 28 U.S.C. §§ 1346(b), 2671 et seq. (2000). Prior to the FTCA, the only remedy
available for the tortious acts of federal employees was to file a private bill with the United States
Congress. Frank Hanley Santoro, 4 Practical Guide to the Federal Tort Claims Act, 63 CONN. B.J.
224,224 (1989).

64. Reynolds v. United States, 192 F.2d 987, 990 (3d Cir. 1951), rev'd, 345 U.S. 1 (1953).
Initially, the government did not resist production of the accident report based on the still ephemeral
state secrets privilege, but because the Secretary of the Air Force “determined that it would not be in
the public interest to furnish this report of investigation as requested by counsel in this case.” /d.
The letter from the Secretary, describing the reasoning for non-production, went on:

This report was prepared under regulations which are designed to insure the collection of
all pertinent information regarding aircraft accidents . . . and the optimum promotion of
flying safety. Because this matter is one of such primary importance to the Air Force, it
has been found necessary to restrict the use of aircraft accident reports to the official
purpose for which they are intended. Under our regulations, this type of report is not
available in courts-martial proceedings or other forms of disciplinary action or in the
determination of pecuniary liability.

It is hoped that the extreme importance which the Department of the Air Force
places upon the confidential nature of its official aircraft accident reports will be fully
appreciated and understood by your Honorable Court.

Id. at 990 (internal quotation marks omitted).

65. Id. at 990-91.

66. Id. at 991.
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not contain error meriting reversal.”” Chief Justice Vinson, writing for the
Supreme Court, reversed and held that “where necessity is dubious, a formal
claim of privilege, made under the circumstances of this case, will have to
prevail.”® Chief Justice Vinson articulated a set of formal criteria that must
be met for a valid assertion of the privilege, requiring the head of the
executive agency with control of the information to: (1) assert the privilege,
(2) personally review the information to determine applicability, and (3)
lodge a formal claim of privilege with the court if the agency head
determines the privilege applies.” The Supreme Court effectively endorsed
the state secrets privilege and indicated that absent evidence to the contrary,
a court is obliged to accept the government’s assertion of the privilege.”
Although the Court was helpful in articulating formal criteria for
asserting the privilege, Chief Justice Vinson required significantly less
review of the evidence than mandated by the courts below. Importantly,
Chief Justice Vinson modified the Third Circuit’s requirement of automatic
“ex parte” and “in camera” review of the evidence in determining
application of the privilege.”' He instead determined that the government

67. Id. at 996. The court further noted that the judiciary is competent to determine whether the
evidence is subject to the privilege through examination of the evidence in camera and ex parte. /d.
at 997, see also infra note 71 and accompanying text (defining “in camera” and “ex parte”).

68. United States v. Reynolds, 345 U.S. 1, 11 (1953). Fred Vinson was the thirteenth Chief
Justice of the Supreme Court, nominated by President Harry Truman in 1946. JAN PALMER, THE
VINSON COURT ERA: THE SUPREME COURT’S CONFERENCE VOTES 6 (1990).

69. Reynolds, 345 U.S. at 7-8. According to the Court:

The privilege belongs to the Government and must be asserted by it; it can neither be

claimed nor waived by a private party. It is not to be lightly invoked. There must be a

formal claim of privilege, lodged by the head of the department which has control over

the matter, after actual personal consideration by that officer. The court itself must

determine whether the circumstances are appropriate for the claim of privilege, and yet

do so without forcing a disclosure of the very thing the privilege is designed to protect.
Id.

70. Seeid. at11.

71. Seeid. at 10. Chief Justice Vinson stated:

[W]e will not go so far as to say that the court may automatically require a complete

disclosure to the judge before the claim of privilege will be accepted in any case. It may

be possible to satisfy the court, from all the circumstances of the case, that there is a

reasonable danger that compulsion of the evidence will expose military matters which, in

the interest of national security, should not be divulged.
Id. Later in the opinion, Chief Justice Vinson applied this rule, and found that “[t]here is nothing to
suggest that the electronic equipment, in this case, had any causal connection with the accident.” /d.
at 11. “Ex parte” examinations consist of only the court and one party, without notice to or
arguments from the adverse party. BLACK’S LAW DICTIONARY 616 (8th ed. 2004). “In camera”
proceedings take place in the judge’s private chambers, in the courtroom with all spectators
excluded, or when the court is not in session. Id. at 775.
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must not always present the evidence to the court for review, but first a court
must apply the deferential “reasonable danger” test to determine whether
further inquiry is necessary.”” Under this test, a court looks at the context of
the case in deciding whether “there is a reasonable danger that compulsion
of the evidence” will disclose information that would harm national
security.”” Chief Justice Vinson attempted to fashion a compromise between
the need for the court to keep some information secret and leaving a court
with the ability to check the executive.”*

Many years later, once the government declassified the Reynolds
accident report, it became clear that it did not contain any information about
the secret electronic equipment.”> Herein lies the primary point of agitation
for those who oppose the current use of the state secrets privilege—had the
court reviewed the documents, it would have been clear that the state secrets
privilege was not applicable.” This example alone demonstrates the

72. Reynolds, 345 U.S. at 10 (“When this is the case, the occasion for the privilege is
appropriate, and the court should not jeopardize the security which the privilege is meant to protect
by insisting upon an examination of the evidence, even by the judge alone, in chambers.”).

73. Reynolds, 345 U.S. at 10. Vinson believed that it would sometimes be obvious from the
mere context of the case that a reasonable danger was present. Chesney, supra note 12, at 1286. In
such cases, reviewing information in camera or ex parte would increase the danger of disclosure and
should not be done. Id. at 1287. According to Chesney, the reasonable danger test left open several
questions for consideration. /d. For example, how deferential should the court be to the claims of
privilege by the government? /d. When the information is necessary a court should not accept the
claim of privilege lightly, but the court would still be deferential to any claim of privilege. Id.
Following his “reasonable danger” test, Chief Justice Vinson was satisfied that “there was a
reasonable danger that the accident investigation report would contain references to the secret
electronic equipment which was the primary concern of the mission.” Reynolds, 345 U.S. at 10.

74. See Christopher D. Yamaoka, The State Secrets Privilege: What's Wrong With It, How It Got
That Way, and How the Courts Can Fix It, HASTINGS CONST. L.Q. 139, 155-56 (2007) (discussing
in broad terms the problems with the state secrets privilege).

75. See FISHER, supra note 12, at 166-69. Several of the original plaintiffs in Reynolds
attempted to get access to the accident report through Freedom of Information Act requests in 1991.
Id. at 165. Each time they requested the report, the government fulfilled the request but sent the
document’s redacted version. Id. Finally, in 2000, the daughter of one of the crash victims
requested and received the full and un-redacted accident report, declassified in 1996, and distributed
it to the other victim’s families. Id. at 166-67. Upon seeing the declassified accident report, the
family was shocked to see that “what ‘had been blacked out all those years ago was not government
secrets, but the names of those who had been at fault.”” /d. at 166. On March 4, 2003, the families
petitioned the Supreme Court for a writ of error coram nobis. Id. at 176. Such a writ allows parties
to petition a court to “review and correct its judgment because it was based on error of fact.” /d. at
169. According to the Reynolds families, an error of fact occurred because the government asserted
that the accident report contained secret military information when it tummed out the reports
“include[d] nothing approaching a ‘military secret.”” /d. at 177. On June 23, 2003, the Supreme
Court denied the petition to file a writ of error coram nobis. In re Herring, 539 U.S. 940 (2003). In
October of 2003 the Reynolds families started over at district court, seeking relief from fraud
perpetrated upon the court. FISHER, supra note 12, at 188. The district court found for the
government, the Third Circuit agreed, and the Supreme Court again denied certioran. /d. at 197,
207,211.

76. Chesney, supra note 12, at 1288. The report at issue did not contain information about the
classified equipment aboard the Reynolds flight. /d. “Had the Supreme Court permitted the district
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fundamental error in Reynolds, its subsequent application, and illustrates the
controversy over the state secrets privilege.”’

C. State Secrets Controversy

When the government asserts the state secrets privilege, a civil action
brought against the United States may be subject to outright dismissal,
depriving the litigant of a venue to prove the merits of the action.” In such
a situation, the government is unwilling to risk disclosure of classified
information (or even acknowledge existence of such information) and
refuses to produce the necessary documentary evidence for use at trial.”
Moreover, the United States usually invokes the state secrets privilege when
acting as a defendant in a civil action.*® However, the state secrets privilege
might also be used in a criminal trial where a defendant seeks discovery of
classified information for use in a defense.®’ The American people are
either deprived of the ability to prosecute and convict a criminal defendant—
possibly a defendant involved in espionage or terrorism against the United
States—or a civil plaintiff is deprived of a remedy for alleged wrongdoings.

judge to conduct an in camera, ex parte review of the report, the judge presumably would have
discovered this fact.” /d.

77. See id. at 1288. Chesney is careful to note that subsequent courts have been careful to avoid
the Reynolds error in that they ensure the proffered evidence actually contains classified information.
Id. at 1289.

78. See id. at 1252 (citing United States v. Reynolds, 345 U.S. 1 (1953)); see also supra note 36
and accompanying text. Not only will the state secrets privilege have bearing on a civil claim
against the United States, but it will affect the outcome of criminal prosecutions.

The privilege affects litigation in at least three different ways. First, it can bar evidence
from admission in the litigation. The plaintiff’s case will then go forward without the
barred evidence, and will be dismissed only if the plaintiff is unable to prove the prima
facie elements of the claim without it. Second, if the privilege deprives the defendant of
information that would provide a valid defense, then the court may grant summary
judgment for the defendant. And third, “notwithstanding the plaintiff’s ability to produce
nonprivileged evidence, if the ‘very subject matter of the action’ is a state secret, then the
court should dismiss the plaintiff’s action based solely on the invocation of the state
secrets privilege.”
Frost, supra note 12, at 1937 (internal citation omitted); see also Brian M. Tomney, Contemplating
the Use of Classified or State Secret Information Obtained Ex Parte on the Merits in Civil
Litigation: Bl(a)ck Tea Society v. City of Boston, 57 ME. L. REV. 641, 649 (2005).

79. See generally FISHER, supra note 12, at 212--52.

80. See Stein, supra note 28, at 1.

81. See Tomney, supra note 78, at 650; Stein, supra note 28, at 8—9; Tamanaha, supra note 37, at
316-17.
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1. The American Bar Association Call for Action

The American Bar Association (ABA), among other groups, recently
called on Congress to enact legislation that deals with problems inherent in
the current use of the state secrets privilege.* The ABA Section of
Individual Rights and Responsibilities and the Association of the Bar of the
City of New York submitted a report and recommendation to the ABA
House of Delegates in August of 2007, outlining the state secrets problem
and possible solutions.® As the government is the only party that may
assert the state secrets privilege, the report and recommendation called for
legislative action, and urged the judiciary to act as an independent check on
government assertions of the privilege.*

2. Current Thoughts on State Secrets

There already exists a plethora of academic literature espousing the
shortcomings of the state secrets privilege in its current form.’® This
Comment does not suppose to repeat what more versed and eloquent writers
have already exposed. The possible problems and alleged current misuses®®

82. See Stein, supra note 28, at 1. The American Bar Association supports legislation or judicial
scrutiny, which assures that “federal civil cases are not dismissed based solely on the state secrets
privilege.” Id. (emphasis added). “[I]n furtherance of this objective the American Bar Association
urges Congress to enact legislation governing federal civil cases implicating the state secrets
privilege (including cases in which the government is an original party or an intervenor) . ...” /d.

83, See generally id.

84. Seeid atl.

85. See Yamaoka, supra note 74, at 156; see also infra notes 87-130 and accompanying text
(relating the shortcomings of the state secrets privilege).

86. Some argue that the use of the privilege increased during the administration of President
George W. Bush. See, e.g., Frost, supra note 12, at 1938. Frost cites other authors’ contentions that
the Bush Administration used the privilege with greater frequency than previous generations.

But starting in 1977, the executive raised the privilege with greater frequency. . . .

Scholars debate whether the Bush Administration’s assertion of the state secrets privilege

differs from past practice. Several contend that it does, claiming that the executive is

now raising the privilege with far greater frequency and is using it to obtain outright

dismissals rather than simply to limit discovery.

Id. Frost concludes that “[t]he Bush Administration has raised the privilege in twenty-eight percent
more cases per year than in the previous decade, and has sought dismissal in ninety-two percent
more cases per year than in the previous decade.” Id. at 1939. Other authors agree in principle,
citing their own numbers. “Indeed, recent cases indicate that Bush Administration lawyers are using
the privilege with offhanded abandon. In one case, DOJ attorneys raised the privilege on 245
separate occasions . . . . Weaver and Pallitto, supra note 12, at 109.

Others argue that the United States seeks dismissal on state secrets grounds at nearly the same
rate as previous decades. See Chesney, supra note 12, at 1249, 1301. “The available data do
suggest that the privilege has continued to play an important role during the Bush [A]dministration,
but it does not support the conclusion that the Bush [A]dministration chooses to resort to the
privilege with greater frequency than prior administrations or in unprecedented substantive
contexts.” /d. at 1301. Either way, the literature debating the use of the state secrets privilege is
prevalent. See supra notes 12, 28, 36, 78, and infra note 121; see also David Kay and Michael
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of the privilege have been well discussed, but for the reader’s benefit, some
of the current thoughts on the state secrets privilege are discussed below.

One critic views the state secrets privilege as an attack on democratic
accountability and suggests a new system of courts to deal with classified
civil trials.’” Another believes the privilege works directly against the rights
of private citizens and suggests that the government should be forced to lose
any case where the state secrets privilege is invoked.® Still others disagree
regarding how to deal with the issue, whether through Congress, the
judiciary, or some other already existing rules or regulations.’” One thing is
clear—critics agree that the state secrets privilege presents a real problem in
need of a solution.

Robert M. Chesney, for example, criticizes the judicial treatment of E/-
Masri v. Tenet™ and the court’s application of the Reynolds’ “reasonable
danger” test.”’ The government asserted the state secrets privilege upon the
commencement of El-Masri’s civil complaint pursuant to the United States’
“extraordinary rendition program” and fulfilled each of the Reynolds’
formalities.”> The district court found that the government met all the
requirements for the privilege and dismissed the case; subsequently, the
Fourth Circuit affirmed under the holding in Reynolds.”” Chesney argues
that El-Masri demonstrates how the state secrets privilege conflicts with
democratic accountability and enforcement of the rule of law.” Although
government secrecy is necessary in some circumstances, it comes with a

German, Abusing the Secrets Shield, WASH. POST, June 18, 2007, at Al17 (calling for independent
judicial review of the evidence in state secrets cases); Scott Shane, /nvoking Secrets Privilege
Becomes a More Popular Legal Tactic by U.S., N.Y. TIMES, June 4, 2006, at Al (asserting that the
state secrets privilege has been used more under the administration of George W. Bush than any
presidential administration); Stein, supra note 28.

87. See Chesney, supra note 12, at 1249,

88. See infra note 106 and accompanying text.

89. See Weaver & Pallitto, supra note 12, at 86 (2005). But see Chesney, supra note 12; Frost,
supra note 12, at 1958.

90. El-Masri v. Tenet (El-Masri I), 437 F. Supp. 2d 530 (E.D. Va. 2006), aff’d sub nom. El-
Masri v. United States (El-Masri II), 479 F.3d 296 (4th Cir.), cert. denied, 128 S. Ct. 373 (2007).

91. El-Masri IT, 479 F.3d at 307; see also Chesney, supra note 12, at 1249.

92. El-Masri I, 437 F. Supp. 2d at 537. El-Masri revolved around the United States’
“extraordinary rendition” program where the government allegedly transferred a terrorist suspect of
German citizenship to a foreign location for questioning by “unscrupulous” methods. Chesney,
supra note 12, at 1255; see also supra Part I (describing EI-Masri in detail). The government
satisfied the formal privilege elements. El-Masri 1,437 F. Supp. 2d at 537. “There must be a formal
claim of privilege, lodged by the head of the department which has contro! over the matter, after
actual personal consideration by that officer.”” United States v. Reynolds, 345 U.S. 1, 7-8 (1953).

93. El-Masri 11,479 F.3d at 299.

94, See Chesney, supra note 12, at 1266.
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cost—injury to the democratic process and government accountability to its
citizens.” El-Masri, for example, was deprived of the ability to “attempt to
establish even the legal sufficiency of his claims, a harm that arguably is
experienced by the larger public as well.”®® The question remains: How
may we protect secret government information without depriving civil
litigants of their day in court? Aside from an obvious change from the ultra-
deferential standard in Reynolds, Chesney proposes another possible
solution.”’” He suggests a court system similar to the current Foreign
Intelligence Surveillance Courts (FISC).”® Here, Congress could authorize
judges to transfer cases to a specially created court that would hold non-
public proceedings rather than dismiss the action on state secrets grounds.*
At least, Chesney suggests, Article I judges would hear the cases—
admittedly in camera and “on a permanently sealed, bench-trial basis.”'®
Although this suggestion is a step in the right direction, Chesney himself
believes the suggestion is “far from ideal.”'” Indeed, such a suggestion
utilizes a model already in practice (the FISC) and so it provides a concrete
process to follow. Yet the specially created courts do not address the
public’s aversion to secrecy and will not likely convince the public that
justice is being served.

Louis Fisher believes that the privilege is unnecessary and contradictory
to the rights of private American citizens.'”” He suggests that the judiciary

95. Id. Many argue that the Bush Administration has used the privilege too many times—cutting
off legitimate litigation before it starts. d. at 1306-07. Chesney also argues that the administration
has not drastically increased the use of the privilege, but that the government has been seeking
dismissal of cases under this privilege, with relative frequency, since the 1970s. /d. at 1307.

96. Id. at 1266. Moreover, Chesney notes that no United States citizen has brought a case
against the government for extraordinary rendition. /d. at 1266. Chesney challenges his reader to
imagine a situation where a citizen was denied the ability to even attempt to prove his or her case.
Id. at 1266-67. This scenario demonstrates the reason for the heated academic criticism of the
privilege. /d.

97. Id. at1311.

98. Id. at 1313. In 1978, Congress enacted the Foreign Intelligence Surveillance Act (FISA) to
deal with a peculiar problem: the government needed to conduct surveillance operations of foreign
targets in order to thwart terrorist attacks, but such surveillance would only be admissible in
domestic court if conducted under the authority of a warrant attained pursuant to probable cause that
a crime had already been committed. See John C. Yoo, Judicial Review and the War on Terrorism,
72 GEO. WASH. L. REV. 427, 441-42 (2003). The government wanted a way to conduct surveillance
that would be admissible in domestic court, conducted per a warrant based on evidence of a crime
that had rot yet been committed. Jd. at 442. Congress, through FISA, established the FISC and
empowered it to issue warrants for surveillance of a foreign power or an agent of a foreign power.
Id. In pertinent part, FISA proceedings are held ex parte and the government is the only party
present so that classified information can be discussed openly without the fear of public disclosure.
Id. at 44243,

99. See Chesney, supra note 12, at 1313.

100. /d.
101. /d. at 1314,
102. See generally FISHER, supra note 12,
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should look at evidence in camera to assure that a relationship exists
between the evidence and national security concerns.'”® In such a
circumstance, a judge must be willing to challenge the determination of the
head of an executive department.'™ Instead of a deferential standard, the
privilege should be regarded as qualified rather than absolute so that it may
be subject to adversarial scrutiny.'® In the alternative, Fisher suggests that
the government should be forced to lose the case if it elects to assert the
privilege.'® From his perspective, the government has nothing to lose in
asserting the privilege and must be put to the test—assert the privilege and

103. Id. at 253-54. In describing a solution to the state secrets “problem,” Fisher responds to
Chief Justice Vinson’s treatment of United States v. Reynolds, 345 U.S. 1 (1953).
The logical answer would be for a court to look at the documents in camera to assure that
the department’s judgment was on reasonable grounds. Judicial scrutiny of the
documents might reveal that the official would not have personally considered the
affidavit, because the documents had no remote relationship to national security or
military secrets.

FISHER, supra note 12, at 253-54.
104. FISHER, supra note 12, at 254. Judges must be willing to challenge the determinations of the
executive official lodging the claim of privilege with the court, whether through in camera review or
other judicial scrutiny. /d. Fisher claims that the Supreme Court’s flawed analysis in Reynolds ties
the hands of the judiciary. /d. Chief Justice Vinson’s opinion in Reynolds does not describe how the
judiciary can hold executive officials accountable while protecting “the legitimate rights of private
citizens to gain access to needed documents.” /d. Chief Justice Vinson’s proclamation that courts
determine the privilege’s applicability from “‘from all the evidence™ is qualified by the mandate to
“‘not jeopardize the security which the privilege is meant to protect.”” [d. at 254-55 (quoting
Reynolds, 345 U.S at 9-10). Fisher looks to Chief Justice Vinson’s opinion as circular in reasoning,
requiring deference to the executive determination of the privilege’s applicability while also
requiring the judiciary to assess the presence of a “reasonable danger” to national security “without
requiring further disclosure.” /d. at 256. Such flawed reasoning results in nearly certain deference
to the executive head’s affidavit. /d.
Litigants have little reason in such cases to expect judges to exercise the independence
they claim to possess. In such cases, the courtroom is not a place where the private
litigant has a fighting chance. The private party is pitted against two superior forces: the
executive branch joined with the judiciary.

Id. at 257.

105. “The state secrets privilege must be regarded as qualified, not absolute. Otherwise there is
no adversary process in court, no exercise of judicial independence over what evidence is needed,
and no fairmess accorded to private litigants who challenge the government.” FISHER, supra note 12,
at 257. Instead of deference to the executive, Congress and the judiciary should adopt a skeptical
approach to executive claims of secrecy. /d. The Reynolds case indicates that the government does
not merit deference because its state secrets assertion of privilege turned out to be false. /d.; see also
supra notes 68—77 and accompanying text (discussing Reynolds and its allegedly flawed holding).

106. FISHER, supra note 12, at 257. If the government asserts the state secrets privilege because
the requested information is vital to United States national security concerns, then “a fair resolution
would be for the courts to decide in the plaintiff’s favor, as the district court and the Third Circuit
did in Reynolds.” Id. (discussing Reynolds v. United States, 192 F.2d 987, 991, 998 (3d Cir. 1951),
rev'd, 345 U.S. 1 (1953)).
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be willing to lose the case.'” “Disposing of a case in that manner may
reward plaintiffs who have unproven cases, but it also puts the government
on notice that asserting state secrets comes at a price.”'® Here, however, it
could easily be argued that the public loses, rather than wins. Such a
scenario could indeed create extraordinary monetary burdens for the
judiciary and the tax base alike. Under such a plan, any former government
employee with a piece of particularly sensitive classified information could
win an uncontested monetary judgment. However, Fisher steadfastly
believes that the government should be forced to pay a hefty price for
keeping a necessary secret.'”

William G. Weaver and Robert M. Pallitto argue that the privilege
obstructs the judiciary’s constitutional duty to oversee the executive.''® The
American system of government, with open checks and balances on each of
the three branches of government, provides a “powerful argument[] for
Jjudicial oversight of executive branch action even if national security is
involved.” """ According to Weaver and Pallitto, “[t]he privilege, as now
employed, is tantamount to courts capitulating in their oversight function”
and failing in the constitutional duty to balance the other branches of
government.''”  Moreover, the state secrets privilege erodes the

107. FISHER, supra note 12, at 257. Finding for the plaintiff when the government asserts the
privilege puts the government on notice that state secrets privilege assertions come with significant
cost. Id. “That principle is understood in criminal proceedings. If the government refuses to release
documents needed by the defendant, it must agree to drop the case. The accused goes free.” d.

108. Id.

109. See supra note 107 and accompanying text.

110. See generally Weaver & Pallitto, supra note 12, at 86. “Despite frequent involvement by
Congress in issues concerning executive secrecy, most challenges to refusals to disclose information
are handled in the courts, and we believe that the state secrets privilege, a judicial creation, is now
judicially mishandled to the detriment of our constitutional system.” /d.

111. /d. at 89-90. Such a liberal and democratic country as the United States is defined by the
oversight and accountability provided by the balance of power. Indeed, Weaver and Pallitto advance
“powerful arguments for judicial oversight of executive branch action even if national security is
involved.” Id. at 90. They argue that allowing executive agencies to violate the constitutional rights
of United States citizens without judgment in open court is contrary to the rule of law. Id. Further,
the mere existence of the privilege enables executive agencies to abuse it because it protects the
agency from judicial oversight. The executive will be tempted to use the privilege to “avoid
embarrassment, to handicap political enemies, and to prevent criminal investigation of
administrative action.” /d. Perhaps most convincingly, Weaver and Pallitto argue that the state
secrets privilege impedes on the judiciary’s constitutional duty to provide oversight of the executive.
Id. They ably summarize their concerns regarding the state secrets privilege: “Although the
privilege is crucial to national security, it is also a bane to constitutional government, and we believe
that the judiciary must carefully and selectively exercise oversight of administrators to prevent abuse
of the citizenry and the Constitution and the weakening of the rule of law.” Id.

112. Id. at 90. The deference to executive assertions of the privilege is a dangerous precedent
emanating from the Reynolds case. Id. at 102-03. Judicial deference may tempt the executive to
violate constitutional rights of citizens, knowing that asserting the privilege will eliminate the
possible disclosure of such violations. /d. at 103. Compounding the problem, the court’s refusal to
test the executive “doublefs] the damage by refusing to impose costs on the executive branch for its
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Constitution’s role as the supreme law of the land; it places remarkable
power in the hands of the executive because the judiciary nearly always
grants the government’s invocation of the state secrets privilege.'” The
executive abuses the privilege at the expense of an open and democratic
society, while the judiciary and Congress sit idly by.'"*

Amanda Frost initially argues that courts should be reluctant to dismiss
cases when the executive is seeking to prevent review of constitutional
challenges to specific executive programs.'' If such judicial restraint is
unsuccessful or impossible, courts should have the option of foregoing
jurisdiction and transferring oversight back to Congress.''® According to
Frost, Congress already “checks” executive actions through oversight
hearings, impeachment proceedings, power of the purse, and enactment of
new law.'"” It should not be a stretch for Congress to effect oversight of the
state secrets privilege through the same mechanisms.'"® Only when the
judiciary is satisfied that Congress is effectively policing the executive
should the judiciary willingly dismiss cases under the executive assertion of
the state secrets privilege.'” Finally, Frost asserts that if neither of the
aforementioned solutions can be successfully implemented, the judiciary
must stand up and challenge the executive on its assertions of privilege.'”’

breaches [of the Constitution].” /d.

113. See id. at 86-87, 111-12. The current state of the privilege “virtually guarantees that its
assertion in any particular case will be successful,” id. at 111, and therefore the executive loses
nothing, not even resources, by asserting the privilege. /d. at 86, 111 (“At present, it is costless for
the president to assert a privacy privilege . . . .”).

114, Seeid. at111-12.

115. See Frost, supra note 12, at 1958. Congress delegated oversight power to the federal
judiciary; courts should not be so quick to refuse this oversight responsibility by granting outright
dismissals based only on the executive’s claim. Id. Instead, courts should take steps short of
dismissal and “attempt to respond to the executive’s claim of privilege by narrowing discovery,
providing for discovery under seal, or modifying plaintiff’s claims.” Id. As a general matter, courts
should not dismiss cases until some discovery has occurred. /d.

116. Id. at 1959. Frost argues that Congress might be better positioned to deal with the state
secrets “problem.” Id. “If a court is not the proper institution to delve into the constitutionality of
executive conduct because its inquiry would jeopardize national security, then Congress can take
over that task.” Id. Congress granted the power of oversight to the judiciary in the first place,
through creation of the courts; so if the courts are not the proper forum for oversight regarding
national security, then it makes sense to return the responsibility to Congress. /d.

117. Id.

118. Id

119. See id. at 1934. Because the executive assertion of the state secrets privilege often results in
complete dismissal, courts should only do so if Congress is actively engaging in effective oversight
through hearings, legislation, or other means of balancing the executive. See id.

120. Id. at 1962—-63. Congress might not accept the transfer of oversight from the judiciary. /d. at
1962. “If Congress appears unwilling or unable to inquire into the legality of executive conduct,
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Professor D. A. Jeremy Telman reacts to the pre-discovery dismissal of
actions when allegations have already been exposed through press reports or
acknowledged by the government.'”’ Telman believes that “courts have
transformed the [p]rivilege into a new and extraordinarily expansive doctrine
of executive immunity” through a confusion of the language in Totten and
Reynolds.' He opposes congressional oversight of the privilege because
Congress does not have a good track record of opposing the executive,
especially during times of war.'” Moreover, Telman states that Congress
has been unwilling to pass legislation that would fix abuses of the
privilege.'** The only way to truly fix the privilege is to allow the courts to
use creative solutions to protect state secrets while allowing litigants their
day in court.'”” Courts could remand the entire trial for in camera
proceedings,'?® appoint counsel with requisite security clearances,'?’ issue a

however, then the judiciary’s obligation to review that conduct is all the stronger.” Id.

121. See generally D.A. Jeremy Telman, Our Very Privileged Executive: Why the Judiciary Can
(and Should) Fix the State Secrets Privilege, 80 TEMP. L. REV. 499 (2007).

122. Id. at 500. At one point, the difference between the state secrets privilege as understood in
United States v. Reynolds, 345 U.S. 1 (1953), and the doctrine in Totten v. United States, 92 U.S.
105 (1875), was clear. Telman, supra note 121, at 522. The state secrets privilege was meant to be
an evidentiary rule that limited discovery or precluded specific evidence from introduction at trial.
Id. The Totten doctrine immediately stops an action when the case itself would “inevitably” lead to
the disclosure of confidential information protected by law. /d. However, the two doctrines have
become intertwined such that courts dismiss cases pre-discovery under the state secrets privilege,
although “the impact of the [p]rivilege could not possibly be discerned until discovery is
completed.” /d. at 523.

123. Telman, supra note 121, at 516-17. Recent history proved that Congress will not “second-
guess executive decisions relating to national security” during times of war. Id. at 516. “Congress
appears to lack the institutional will to stand up to the President in the realm of foreign affairs.” Id.
at 517.

124. Id. at 516-18. Congress has not passed legislation that would restrict the executive’s use of
the privilege. Telman admits that “it is hard to imagine” what a statutory solution to the state secrets
“problem” would look like. /d. at 514. Even so, Congress has the power to pass legislation that
would define and restrict the use of the privilege, and has had plenty of opportunity to do so. /d. at
516-18.

125. Id. at 521. “Reynolds left a lot of room for courts to be creative . ...” /d.

126. See Halpern v. United States, 258 F.2d 36, 43 (2d Cir. 1958) (holding that a district court is
not required to hold in camera proceedings, but that it should hold such proceedings if the hearing
can be held without “serious risk of divulgence” of secrets). The court further found “that a trial in
camera in which the privilege relating to state secrets may not be availed of by the United States is
permissible, if, in the judgment of the district court, such a trial can be carried out without substantial
risk that secret information will be publicly divulged.” Id. at 44; see also Telman, supra note 121, at
519-20.

127. See Al Odah v. United States, 346 F. Supp. 2d 1, 14 (D.D.C. 2004) (This is an order by the
district court requiring plaintiff’s counsel to acquire necessary security clearances equal to the
classification level of evidence presented at trial, in order to represent plaintiff. The case, 4! Odah v.
United States, was eventually swept into the controversy surrounding Guantanamo Bay enemy
combatant detainees and their habeas corpus petitions, resolved by the Supreme Court in
Boumediene v. Bush, 128 S. Ct. 2229 (2008).). The court also noted that the government decision to
grant a security clearance “amounts to a determination that the attorney can be trusted with
information at that level of clearance” and that “there are significant statutory sanctions relating to
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protective order, or place time restrictions on the scope of the privilege'*—
approaches that courts have successfully used in the past.'”® Telman asserts
that the judiciary is best poised to balance, on a case-by-case basis, the clash
between the protection of secrets and individual rights."*’

Whether one agrees with the aforementioned authors or not, their
commentaries allege significant problems with the state secrets privilege and
its use to dismiss civil actions. The proposed solutions are as numerous as
the perspectives on the “problem.” There must be a better way to protect
national security concerns in civil actions other than outright dismissal.

III. THE CLASSIFIED INFORMATION PROCEDURES ACT

The government does not dismiss cases against federal criminal
defendants when the introduction of classified information is necessary at
trial.  Instead, the government follows procedures in the Classified
Information Procedures Act (CIPA), which is pertinent to this discussion for
two reasons. First, the CIPA is the statutory mandate for dealing with
classified evidence in federal criminal prosecutions.””’ As this Comment
presents a state secrets solution through a new evidentiary doctrine called the
“silent witness rule,” a close look at the CIPA is necessary because it offers
valuable insight into evidentiary rules governing classified information
methods that have already received legislative approval and judicial
application.”*? Second, the government implies that the silent witness rule is
an outgrowth of the CIPA." In fact, the very idea behind the silent witness

the misuse or disclosure of classified information” which help prevent disclosure. /d.; see also
Telman, supra note 121, at 520 n.139. Moreover, the “[d]isclosure of classified information is
subject to fines, imprisonment, and loss of personal property.” FISHER, supra note 12, at 228.

128. See, e.g., In re United States, 872 F.2d 472 (D.C. Cir. 1989) (twenty-year-old secret
surveillance of a Communist Party member did not create a reasonable danger to national security);
see also Telman, supra note 121, at 521 (noting that the aforementioned case, In re United States,
demonstrates that the government has a time limit to argue that there is a reasonable danger to
national security).

129. See Telman, supra note 121, at 519-22.

130. Id. at 527.

131. The “CIPA ‘was designed to establish procedures to harmonize a defendant’s right to obtain
and present exculpatory material upon his trial and the government’s right to protect classified
material in the national interest.”” United States v. Pappas, 94 F.3d 795, 799 (2d Cir. 1996) (quoting
United States v. Wilson, 571 F. Supp. 1422, 1426 (S.D.N.Y. 1983)).

132. See infra Part 1V (discussing the silent witness rule).

133. It remains difficult to ascertain whether the government attempted to use the silent witness
rule as a potential document substitution under CIPA section 6 or whether the government
introduced the rule as a creation of its own. Two cases suggest, though only by implication, that the
government attempted to assert the silent witness rule as part of the CIPA. In United States v. Zettl,
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rule emanates from procedures allowed under CIPA section 6."** Moreover,
the silent witness rule must not run afoul of CIPA procedures, or it cannot be
used at criminal trial (and thus the implication for use in the civil arena
becomes more difficult).”  Therefore, the CIPA necessitates a close
examination, beginning with its enactment and general provisions.

A. Enactment

In 1980, Congress enacted the CIPA to deal with the problem of
“graymail” in national security litigation."*® “Graymail” refers to the
situation where a defendant threatens to disclose classified information
during the course of litigation, forcing the government to dismiss the case
rather than risk disclosure of sensitive information."” To combat this
problem and the resulting dismissals, Congress enacted the CIPA."** The

the government introduced the silent witness rule as an option during a CIPA section 6(c)
substitution hearing. United States v. Zettl, 835 F.2d 1062-63 (4th Cir. 1987). “At the 6(c)
substitution hearing, the district court also ruled upon the government’s request for what the court
called the silent witness rule to be used at trial for the handling of classified documents.” /d. at
1063. In United States v. Fernandez, the court noted that the government proposed substitutions on
July 12 pursuant to CIPA section 6(c), and revised them on July 14, 21, and 24. United States v.
Fernandez, 913 F.2d 148, 152 (4th Cir. 1990). Later, the court stated that “on July 24, the morning
of trial, the government submitted revised proposals which provided that the * * * * Jocations could
be referred to by a number in open court that correlated with a written key provided to the jurors
identifying the actual locations.” Id. at 153; see also id. at 150 n.1 (noting that omitted classified
information is denoted as “* * * *”). The July 24 revision of the proposed CIPA substitutions
asserted a tactic that meets the definition of the silent witness rule (although it was not called by that
name). Therefore, by implication, the government proposed the silent witness rule under the CIPA.

134. Classified Information Procedures Act, 18 U.S.C. app. 3 § 6 (1980).

135. “The threshold question that must be resolved with respect to the [silent witness rule]’s use in
this case is whether it is even permissible to use in the CIPA context.” United States v. Rosen, 520
F. Supp. 2d 786, 795 (E.D. Va. 2007).

136. Tamanaha, supra note 37, at 277. “The Classified Information Procedures Act (CIPA) was
enacted by Congress in 1980 to deal with the growing graymail problem. CIPA is an omnibus act
containing pretrial and trial procedures to be applied whenever classified information may be
involved in a criminal case.” /d.

137. The possibility for graymail may present itself in several situations. At times, defendant and
counsel press the government for release of classified information during the discovery process,
forcing the government to produce the document or face dismissal of the action. In other situations,
the government must present classified information to make a case against the defendant. Also, the
defendant might already possess the classified information, and intend to disclose the information at
trial as part of a defense. See United States v. Pappas, 94 F.3d 795, 799 (2d Cir. 1996); Tamanaha,
supra note 37, at 277.

138. United States v. Smith, 780 F.2d 1102, 1105 (4th Cir. 1985). “CIPA was enacted by
Congress in an effort to combat the growing problem of graymail, a practice whereby a criminal
defendant threatens to reveal classified information during the course of his trial in the hope of
forcing the government to drop the criminal charge against him.” Jd. at 1105 (citing S. REP. NO. 96-
823, at 1-2 (1980), reprinted in U.S.C.C.AN. 4294, 4294-95).
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Act has survived judicial scrutiny and interpretation since 1980, and now is
an important mechanism for protecting classified information.'*’

B. Provisions: The Act Itself

The CIPA creates an environment where the government is able to
prosecute defendants in national security cases, while protecting classified
information.'® Even with the Act’s protections, the risk of disclosure is

139. See United States v. O’Hara, 301 F.3d 563, 568 (7th Cir. 2002).
CIPA’s plain terms evidence Congress’s intent to protect classified information from
unnecessary disclosure at any stage of a criminal trial. Any other interpretation would be
who