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Abstract

This report summarizes the work performed as part of a one-year LDRD project, “Evolutionary
Complexity for Protection of Critical Assets.” A brief introduction is given to the topics of
genetic algorithms and genetic programming, followed by a discussion of relevant results
obtained during the project’s research, and finally the conclusions drawn from those results. The
focus is on using genetic programming to evolve solutions for relatively simple algebraic
equations as a prototype application for evolving complexity in computer codes. The results were
obtained using the lil-gp genetic program, a C code for evolving solutions to user-defined
problems and functions. These results suggest that genetic programs are not well-suited to
evolving complexity for critical asset protection because they cannot efficiently evolve solutions
to complex problems, and introduce unacceptable performance penalties into solutions for simple
ones.
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Introduction

The natural evolution of organisms has created remarkable systems that slowly change in
response to sometimes harsh and unforgiving environments. This process shows that starting
from the simplest one-celled bacteria, amazingly complex, well-adapted creatures that function
on a high level can evolve in response to external stimuli. It is natural, therefore, to conclude that
a similar paradigm might potentially be an extremely useful problem solving technique.
Evolutionary methods for solving complex problems were introduced in 1975 by John Holland
in his book, Adaptation in Natural and Artifical Systems. The field of Evolutionary Computing
(EC) is generally divided into two major subfields, genetic algorithms (GA) and genetic
programming (GP), which both use the concept of evolutionary methods although for different
problems. We describe both GA and GP in detail, below.

Genetic Algorithms

With EC methods, in general, one starts with a population of trial solutions to a problem. As an
example, we will demonstrate the use of a GA to find the minimum value of the function

f(x) = (x - 192)%, )

with an initial population consisting of a collection of random integers. Each organism in the
population (i.e. each integer) can be assigned a fitness that describes how well it solves the
problem. An example population with only four individuals is given in Table 1, below. The
organisms in the population here are shown by their genome (i.e. their representation in binary
notation) in order to simplify later discussions.

In this trivial example, the fitness for each organism n is the value F(n). The population is ranked
according to fitness (in this case, lower values being better), and then a certain number of the
fittest individuals are replicated in the next generation. In this example, we keep organisms 2 and
3 for transmission to the next generation. This is referred to as reproduction, and is clearly
asexual. The more fit individuals in the population also undergo sexual reproduction, which is
referred to as crossover. Crossover begins with the selection of a subset of the more fit
individuals, which are then randomly paired so that information can be exchanged between the
genomes. In our example problem, the genome has been chosen to be the binary representation
of the numbers, as shown in Table 1. A random point in the genome is chosen as the crossover
point, and the bits to the right of this point are swapped between the parents to give two children,
as shown in Fig. 1. After this operation, there are four members of the new population as shown
in Table 2.

Parents Children
101111010 10111 111
>
11000 | I I | 11000 | 010

crossover point

Figure 1. Example of crossover between two genomes.
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Table 1. First generation of solutions to f(x) = (x - 192)2.

Organism Genome Value Fitness
Number
1 01011100 92 10000
2 10111010 186 36
3 11000111 199 49
4 00011011 27 27225
Table 2. Second generation of solutions to f(x) = (x - 192)°.
Organism Genome Value Fitness
Number
1 10111010 186 36
2 11000111 199 49
3 10111111 191 1
4 11000010 194 4

As is clear from Table 2, the overall fitness of the population has increased greatly. There are
now two organisms that are very close to the correct answer of 192. The procedure of
reproduction and crossover is continued until either a given number of generations has been
reached, or an exact solution is found. There is one final mechanism available for modification
of the genome that is distinct from the two forms of reproduction demonstrated above. This
operation is the mutation operator, and for this example would consist of randomly flipping a bit
in the genome (i.e. 0 becomes 1 or vice versa). As in biological evolution, the probability of a
beneficial random mutation is small, and thus the rate of mutation in the algorithm must be kept
correspondingly low.

Genetic Programming

The procedure for GP is essentially the same as that for GA in that a given population is
evaluated for fitness, and the more fit individuals are chosen to propagate to the next generation
through both reproduction and crossover. The essential difference is that GA seek potential
solutions to a given problem (e.g. numbers, blackjack strategy tables, or electronic circuits),
whereas GP evolves self-contained computer code whose fitness is determined by its output.
There are a number of different methods that can generate, evaluate, and evolve a population of
programs, but we will only describe two here. The first method is exemplified by the freely
available Avida platform (http://dllab.caltech.edu/avida/). In this code, the genome of the
organisms consists of programs in Avida’s own stripped-down assembly language which runs on
a virtual machine. Each organism contains code that allows it to replicate, and hence to
reproduce. The programs compete for CPU time and resources that are allocated based on
fitness. We determined that the Avida platform was not appropriate for this project. We instead
used the common alternate paradigm developed by Koza [1], in which organisms are represented
by snippets of Lisp code. To generate and execute codes we use the package lil-gp [2], which
strictly adheres to Koza’s methods. Before describing the method of GP with Lisp, however, it is
first useful to explain the basics of Lisp itself.



http://dllab.caltech.edu/avida/

Lisp is a simple language consisting of a small basic instruction set from which more complex
instructions can be made. Operations are constructed in the form

(opAB), (2)

where op is an operator, also known as a terminal; and A and B are the arguments. For example,
the expression (+ 3 5) would evaluate to 3+5, i.e. 8. Both A and B can be expressions of their
own, so that the more complex expression (+ 3 (+ 3 2) ) would also evaluate to 8. The nested
operator (+ 3 2) is evaluated first, with the result passed up to the enclosing operator.

The structure of Lisp codes makes them ideal to represent as parse trees. The example above can
be written as the tree shown in Fig. 2. More complex functions including variables can also be
constructed in Lisp. For example, the function f(x) = x *+x*+x can be represented by the Lisp
expresion (+ (+(* X (*X X)) (* X X)) X), or more conveniently as the parse tree shown in
Fig. 3a. In Fig. 3b we show an alternate method of representing this parse tree that we will use
below for longer, more complicated functions that would be excessively large if written as
shown in Fig. 3a. It is precisely the method of representing Lisp programs shown in Fig. 3a that
makes it ideal for GP. Each individual organism can be represented as a parse tree, and crossover
can be achieved by selecting a random node in two organisms, and swapping the subtrees at that
node. As an example, if we were to perform crossover between the organisms in Fig.s 2 and 3,
with the nodes selected being the ones marked in red, the resulting organisms are those shown in
Fig. 4.

Figure 2. Example of a Lisp parse tree.

(++*X(*XX))
(*XX))
X)

Figure 3. Example representations of Lisp parse trees for x +x*+x.
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In GP, as in GA, it has been found that when solutions are generated, they are often exceedingly
complex and difficult to understand [3]. As an example, consider the function f(x) = x 3, given by
the simple Lisp expression (* (* X X) X ). A GP used to evolve this function, however, arrives
at the equally correct expression (* (+ (+ (/X X)(* X X)) (- (*XX) (/I XX))(-(/(*X
X)(+XX))(+(-XX)(-XX)))).Clearly the evolved expression is more complicated to
understand than the original one. It is, of course, possible to develop complicated expressions for
f(x) = x> by hand, but it is unlikely that human-developed expressions will be as perverse as
those derived by a program that evolves solutions. Just as in nature, where organisms evolve into
complex and mysterious systems, the results of GP can be obfuscated through indirect and
redundant methods resulting from the lack of human intervention. Here we will discuss attempts
to exploit this aspect of GP in order to develop intentionally obfuscated code with the goal of
protecting of critical intellectual property from reverse-engineering attempts.

Obfuscation

The goal of code obfuscation is to transform working source into code that is functionally
identical, yet much more complex syntactically. Such a transformation is desirable for preventing
reverse-engineering of concepts or algorithms that are important intellectual property or crucial
for national security. The difficulty with code obfuscation is that, while in some cases it can be
easy to identify code that is intentionally obfuscated as compared to code that is not, there is no
clear way to quantify the obfuscation because, unlike in cryptography, there has not yet been a
theory developed that allows such a measure [4]. Obfuscation differs from cryptography,
however, in that once a cryptographic cipher is broken the code is no longer protected. With
obfuscated code, the deobfuscation of one section of code, hopefully a time-consuming process,
is of little to no use in attempts to deobfuscate other sections. In this sense, obfuscation is a
complementary technique to cryptography. In general, actively preventing reverse engineering is
a difficult prospect. The International Obfuscated C Code contest is a prime example of the
lengths some will go to in order to hamper reverse engineering. As an example, consider the
following code, one of the winners in 1998:

Figure 4. Example Lisp parse trees after crossover.



#include <stdio.h> main(t,_,a) char *a; { return!0<t?t<3?main(-79,-13,a+main(-87,1-
_,main(-86,0,a+1)+a)): 1,t<_?main(t+1,_,a):3,main(-94,-27+t,a)&&t==2? <13?
main(2,_+1,"%s %d %d\n"):9:16:t<0?t<-72?main(_,t," @n"+ #/*{3w+/w#cdnr/+,
{3r/*xde}+ <>+, w{%+ /wHg#n+ [#{l+, In{n+ /+#n+ [#\ ;#g#n+ [+k#; >+ 1 'd*'3, H{w+K
WK:'+}e#';dg#'| \ g#'+d' K#/+k#;g# r}eKK#} w'r}eKK{nl]'/#;#g#n")
DHEWHYOLnIT/+Hn"d w53 \D){nI]Un{n#; r{#EW'r ne{nl]' 7#{1,+'K {rw" iK{;[{nl]/
wH#g#n'wk nw' \ iwk{KK{nI]\/w{%'l##w#" i; :{nl]'/*{o#Id;r'} {nlwb!/*de}'c\ ;;{nl-
{rw]'/+ 3> Hine,', #nw]'/+kd'+e}+:# rdg#w! nr'/ ") FHHri#E{n' Y\ P+ t<-
50?_==*a?putchar(31[a]):main(-65, ,a+1): main((*a=="")+t, ,a+1)
:0<t?main(2,2,"%s"):*a==""||main(0,main(-61,*a, "'ek;dc i@bK'(q)-
[w]*%n+r3#l,{}:\nuwloca-O;m .vpbks,fxntdCeghiry"),a+1); }

It is unlikely that anyone can decipher this code, which prints all of The Twelve Days of
Christmas, without enormous effort. Similarly, however, writing this code was not a simple
process. The emerging view in computer science is that automatic code obfuscation through the
use of transformations similar to compiler optimizations is the most appropriate path for the
prevention of reverse engineering. On the other hand, some experts feel that this type of
obfuscation is impossible because a corresponding deobfuscator can always be devised [5]. This
is partially the motivation for evolved complexity — human engineers and programmers, no
matter how talented they may be, generally work within constrained mathematical models of
idealized systems, and attack problems with particular, well-defined methods. This is why it is
possible to create deobfuscators for human-developed obfuscation techniques. The enormous
complexity of biological systems, and the correspondingly copious funding currently being
allocated to researchers attempting to reverse engineer their functionality, demonstrates that
evolution is the ideal technique for developing complex solutions that would never occur to
human engineers. As Jostein Gaarder wrote, “If the human brain were simple enough for us to
understand, we would still [sic.] be so stupid that we couldn’t understand it.” [6]

While it is indeed true that no theory of obfuscation has yet been developed, there have been a
number of researchers who have studied various techniques used in code obfuscation and
attempted to classify them. Such a classification is beyond the scope of this work, and the reader
is referred to the excellent review by Campbell [7] for a more complete introduction to
obfuscation and the attempts to quantify it.

The GP method will naturally lead to code that is large and difficult to understand even for
extremely simple functions. For most practitioners this is an undesirable side effect referred to as
“code-bloat,” and efforts have been made to try to understand its cause in order to prevention it.
This is clearly antithetical to our purposes here, but understanding the cause of code-bloat can
also potentially lead to methods for encouraging rather than discouraging it. The major effort in
the GP community has been on the relationship of code-bloat and introns (i.e. sections of
nonfunctioning code such as are found in DNA), although there is no consensus on which is the
cause and which is the effect [8,9]. Simple examples of introns that occur in GP include
multiplying or dividing large expressions by one [often in the form (/ A A)], adding or
subtracting zero [often in the form (- A A) or a large, complex expression that is multiplied by
this], and combinations of these. Introns are evolutionarily useful for the organism itself since
they provide protection from crossover. The more introns that exist in a parse tree, the more
likely it is that the subtree selected for crossover is useless to the overall function of that
organism, and thus the more likely it is that the code will perform identically before and after
crossover.
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Introns are one of three types of obfuscation that occur naturally in code produced by GP. These
types can be further classified according to the taxonomy of obfuscation due to Collberg et al.
[4], but this detail is not necessary for our purposes here. The second trivial form of obfuscation
arises from the overall allowed tree depth. Often the tree depth is constrained (generally to
around 17 [1]) in order to prevent code bloat. Clearly the tree depth and introns are related in the
production of code bloat. We have performed some experiments of induced obfuscation through
tree depth manipulation which will be described below.

The third form of obfuscation from GP is algorithmic obfuscation. Algorithmic obfuscation is
essentially using a complicated algorithm where a simpler one would do — in some sense it is the
opposite of simplification of an equation. This form is arguably the most important for true code
obfuscation, as introns can be easy to spot and ignore. This can greatly speed up understanding
of a parse tree, particularly when large sub-trees (as occur with increased tree depth) can be
ignored.

Results
Simple Functions

We begin by presenting results of GP runs to produce simple functions. The goal here is to study
the method itself and to understand the types of obfuscation produced. To this end, we will show
examples of the three types of obfuscation described above as produced by actual GP runs on a
simple function. For this section we choose the trivial function f(x) = 2x.

We begin with an example of an intron. In Fig. 5 we show a successful run in lil-gp to generate
f(x) = 2x. The code shown evaluates to X + [ (X — X) + X ], or 2X. The appearance of the intron
(- X X') does little to obfuscate the code here, and it is clear that it can be ignored upon only
cursory examination of the parse tree. It is not surprising that this example is trivial, however,
since it was generated as one of the original random trees in the population, and just happened to
be correct.

The code shown in Fig. 6 in the alternative format is an excellent example of a more complicated
intron that cannot easily be distinguished from important code. This code appeared in generation
10 of the run, and contains 47 nodes with a tree depth of 7. The code is equivalent to the
expression

Figure 5. An example of an intron in a GP-evolved solution for f(x) = 2x.
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(X-X)*-(X*-X?)

(X+X)- 7 X 3)
X-X X X-X
NG +XL4X- X J
X

where it can easily be understood that the third term is identically zero. It is, however, also more
difficult to parse this expression than the trivial one shown in Fig. 5. This code shows how
introns and increased tree depth lead to code bloat.

To give an example of algorithmic obfuscation we move to the slightly more complicated
function f(x) = x°. For this example we show in Fig. 7a and 7b two different results that evolved
to find this solution. In Fig. 7a, the code shown evaluates to [ X** X — (X = X)(X = X) 1= (X
+ X) — (X + X) ] [X? * X?], which simplifies to X* + 0. Although this code looks complicated, it
is essentially obfuscation by introns, and is not particularly interesting. The purpose of showing
this code, however, is that while it looks nearly identical to the code shown in Fig. 7b, there are
distinct differences.

The code shown in Fig. 7b is an example of algorithmic obfuscation. Evaluation of the tree leads
to the partially simplified expression (X/X + X2 + X? = X/X) [ X?/2X — (X = X) + (X = X) ].
Clearly there are introns in this expression, but after their removal further simplification steps
give (X% + X?)(X%2X), then 2X? * (X/2), and finally X*. The fundamental difference between the
expressions in Fig. 7a and 7b is that in Fig. 7a after removal of the introns, one is left with
simply X3; whereas in Fig. 7b, removal of the introns leaves one with an expression that must be
evaluated to give X>. This, then, is what is meant by algorithmic obfuscation.

Polynomial Functions

Let us now turn our attention to the practical example of the obfuscation of the polynomial, f(x)
= x3+x2+x. While it is clear from the preceding discussion that introns and algorithmic
obfuscation tend to arise naturally during the course of GP optimization, we will further
encourage obfuscation by incorporating not only the accuracy of the output but also the size of

-+ XX)
(/ (- (* (- X X)
(- X X))
(- (* X X)
(* X X))
(+(/ (- X X)
(* X X))
- (+ (+ X X)
(+ X X))
(/ (- X X)
(/X X))
(/ X X))

Figure 6. An expression for f(x) = 2x that contains numerous introns. Everything after the first
line equates to 0.
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the evolved tree in the fitness criterion. Specifically, consider a GP in which the available
terminals are +, -, *, and / and the arguments are functions of X. (This is the same sort of GP
presented above.) In order to evolve a program that computes f(x) = x*+x?+x, it is natural to
choose a fitness function like

F=>|f(0-g(0) )

trials

where the summation is performed over some predetermined set of fitness cases or “trials” (i.e.
values of x), and g(x) is the evolved GP that is attempting to evaluate to f(x). Lower values of F
represent a higher fitness. While the optimum fitness value, F = 0, might never be reached (in a
tractable time) for complex target functions, something as simple as f(x) = x*+x%+x is generally
achievable in relatively few generations of the GP.

For example, we ran lil-gp with input values of 5120 trees (i.e. organisms), initial tree depth
between 2 and 8, maximum depth of 32, a 9:1 ratio of crossover to reproduction rates, and 200
randomly-selected trial values for x between —1 and 1. This required only one generation to
evolve the Lisptree (+ (/(* X X) (* (/X X) X)) (*(+ X (* X X)) (+X(-XX)))).

B
B
]
< X G
Nx EXEE EEEEEEXX

(b)

Figure 7. Evolved versions of f(x) = x® that show a) no evidence and b) clear evidence of
algorithmic obfuscation.
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Substituting (- X X ) =0, (/X X)=1,and (* X X ) =X?yields (+ (/ X*(*1 X)) (*(+X
X?) (+X0))), which clearly reduces to (+ X (* (+ X X?) X)) =X + X? + X3, Thus, the
evolved program contains introns, but is equivalent to the target function f(x) = x*+x%+x. For
comparison, the fitness function in Eq. 4 was used to evolve solutions to both f(x) = x*+x3+x?+x
and f(x) = x>+x*+x3+x2+x, with 10240 trees, initial tree depth between 2 and 10, and maximum
depth of 64. The first accurate solution to the fourth-order polynomial lived in the 33" generation
and had the form (* X (+ (/ X X)) (*(+ (* (+(* X X)X)X) X) (/X X)))), which
contains two instances of the intron (/ X X). (The construct, X+1, is common in these examples
for obvious reasons, and the only viable mechanism for generating a 1 is via (/ X X).)
Surprisingly, for the fifth-order polynomial, the eighth generation contained the individual ( - ( *
(+(*(*XX)X)X)(+X(*XX)))(-X(+XX))),which is a match to the target
function and contains no introns.

In order to see how quickly the GP can arrive at a completely unobfuscated solution, it is useful
to modify the fitness function to discourage bloat, such that

F=Y N[|f(x)-g(x)|+1], (5)

trials

where N is the number of nodes in the tree. While this is an overly simplified representation of
obfuscation as applied to the fitness function, it is satisfactory for our present purpose. In this
case, using lil-gp with the same input parameters as above, the GP arrived after only two
generations at the solution (+ (* (+ (* X X ) X) X ) X)), which is clearly X* + X* + X. For
comparison, the fitness function in Eqg. 5 was used as before to evolve solutions to both f(x) =

X +x3+x2+x and f(x) = x°+x*+x>+x%+x over 256 generations, with 10240 trees, initial tree depth
between 2 and 10, and maximum depth of 64. The best solution to the fourth-order polynomial
lived in the sixth generation and had the form (* (+ (/ X X) X) (+ X (*(* X X) X))),
which again contains the intron (/ X X'). The GP could not evolve a match to the fifth-order
polynomial within 256 generations, and ended up with the rather poor solution of X itself with a
fitness of F = 97.6. (The strong bias in Eq. 5 against large trees is partly to blame for this.)

The preceding examples demonstrate that the feasibility of evolving polynomial functions
decreases rapidly with increasing complexity of the target function. However, for the purposes of
the present study, it is useful to consider tractable functions and to examine how the GP evolves
solutions for them when obfuscation is rewarded rather than penalized. To do this, we use the
fitness function

F=>[If)-g(x)|+1]/N. (6)

trials

and the same input parameters as above, to evolve f(x) = x>+x?+x. The fittest individual lived in
generation 10 and is shown in Fig. 8. The tree in Fig. 8 simplifies to exactly X + X? + X, but
clearly has numerous introns and algorithmic obfuscations. As discussed above, while this tree
can be simplified to reveal its functionality in a relatively short time, a more complex code
containing many similarly obfuscated functions would be much harder to decipher.

However, it is apparent that the evaluation of the tree in Fig. 8 might require substantially more
computer time than the evaluation of X + X? + X itself. To quantify this, we converted the tree
into the C code shown in Fig. 9a, and compared its performance with the code in Fig. 9b. The
codes were compiled using the GNU Compiler Suite’s gcc 3.3.3 on an 800Mhz Intel Pentium 111
Xeon processor running Red Hat Fedora Core 2 (kernel 2.6.5 and glibc 2.3.3). The assembler

14



instructions for two main() functions from Fig. 9 are shown in Fig. 10. Each benchmark
represents the average over ten executions of the code. Without any compiler optimizations, the
target code (Fig. 9b) evaluated in 0.4 sec and the evolved code (Fig. 9a) in 18.90 sec. When
compiled with compiler optimization at level 3 (via the —O3 flag), producing the assembler
instructions in Fig. 11, each code completed in 0.15 sec. This is because, as is evident from Fig.
11, the compiler’s optimizations have simplified the assembler instructions of the obfuscated
code (Fig. 9a) so that they are identical to those of the target code (Fig. 9b). In an attempt to
reduce the optimizer’s ability to rearrange the code, we converted all the arithmetic operations
into function calls, as reflected in Fig. 12. While this is in general a bad idea from the perspective
of the code’s performance, it is a useful exercise for the present purpose. Without compiler
optimizations, the compiled codes in Fig. 12b and 12a executed in 4.41 and 54.28 sec,
respectively, compared to 2.48 and 35.85 sec with level 3 optimization. In this case, the
compiler’s optimizer was unable to substantially simplify the code in Fig. 12a, as evidenced by
the assembler instructions in Fig. 13.

(+X
(*X
(+(*(/XX)
(+X
(*(-XX)
(-XX))))
(+(-C/(C*(C*(/XX)
(-XX))
(-(*XX)
(*XX)))
(*(+(+XX)
(/X X))
(F(*XX)
(/XX))))
(+(+(/(*XX)
(/XX))
(+(+XX)
(-XX)))
(+(-(-XX)
(+(/(*XX)
(/XX))
(+(+XX)
(-XX))))
(-(+XX)
(+XX)))))
(-(*XX)
(/(-XX)
(+XX)))))))

Figure 8. A solution to f(x) = x*+x°+x, evolved with a fitness function rewarding large trees.
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int main (int argc, char **argv) {

double X, Y;

for (X = -100.0; X <= 100.0; X += 0.00001) {
Y = CCCCCCCCCOX+COX=XDIDD*((X-C(X-X22222D
+COXCFCCCAXXD D *((X/X)))DI22)+CCCCCOxX* (X~
X222)*CCCCX*X))/((X*X))))))/CCCCCCX-XD)-
COX*XD D)) *CCCCX-XD0*C(X/X)))))))))/
CCCCCCCOXZCAXZXDN* (CCCCCCCX=XD)/ X/ X))+
CCCAX4XD)+CCX=-XDDDID2*C(X-XIDII))+
CCCCCCCOX+XDD+CCX-XDD2)/ CCCCX+X)) -
(CX-X22222)+((X-X11111)/X1)));

}
return(@);

(a)

int main (int argc, char **argv) {
double X, Y;
for (X = -100.0; X <= 100.0; X += 0.00001) {
Y = (X*X*X) + (X*X) + X;
}
return(@);

(b)

Figure 9. C code representations of a) the tree in Fig. 8, and b) the function X3 + X? + X.
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Figure 10. Assembler instructions for the C codes in Fig. 9, compiled without optimization.

b

—~
~
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e (1804833C <main>:
B04B33c: 55 push  %ebp 80483cf: de c9 frulp %st,%st(l)
804833d: 89 e5 mov %ﬁ, 80483d1: d= 9 frulp %st,%st(1)
B04833f: 83 ec 18 ab S B,%e?g 80483d3: de £9 fdivrp %st,%st(1)
8048342: 83 e4 0 and SOxEFEEELED, Sesp 80483d5: de cl faddp L3st(1l)
8048345: 8 00 00 00 00 o $0x0, %eax 80483d7: dd 45 f8 fldl  OxEEEEFFEQ( )
804834a: 29 c4 sub teax, tesp 80483da: o 75 18 fdivl OxEEELEFER( )
804834c: B8 00 00 00 00 mov , beax 80483dd: dd 45 f8 fldl  OxfEEEEEER(%ebp)
8048351: ba 00 00 59 c0 mov $0xc0590000, %edx 80483e0: de fl fdivp %St'%Styf'é
8048356: B9 45 1B mov teax, OnffEEEE8 (%ebp) 80483e2: dd 45 £8 fldl  OxEEEEELFH( )
804B359: B9 55 fc mov fedx, (xf£fffffo(%ebp) 80483e5: dc 65 £8 fsubl OxEffffFE8(%ebp)
804835c: dd 45 £8 fldl OxEEEEEFF8(%ebp 80483e8: dd 45 f8 fldl  OxEEEEEFEB(%ebp
804835f: dd 05 28 85 04 08 fldl  0xB048528 80483eb: & 75 £8 fdivl OxEffffffe(%ebp)
8048365: da e9 fucampp 80483ee: de £9 fdivrp %ﬁ,%st%lé
B048367: df el fnstsw tax 80483£0: dd 45 £8 fldl  OxEEE£FLf8(%ebp)
B04B369: f6 c4 05 test  $0x5,%ah 80483£3: dc 45 £8 faddl OxfEEEEFEB(%ebp)
8048360+ 74 05 je 8048373 <amaintOx37> B80483f6: dd 45 8 fldl  OxEfEEFFER(%ebp)
804836e: &9 da 00 00 00 % 804844d <maint0x111> 80483f9: dc 65 fB faubl OxEEEEEFFB(%ebp)
8048373: ad 45 £8 OxEFFFEEER (2ebp) 83fc: decl faddp %st,ist(l)
8048376: dc 65 1B fsubl OxEEEEEEFB(%ebp) 80483fe: de cl faddp %st,‘lst%l}
8048379: ¢ 45 1B faddl OxfEE£££18(%ebp) 8048400: dd 45 £8 fldl  Oxfffff EEW)
804837c: dd 45 f8 fldl  OxEEEEEFE8(%ebp) 8048403: ac 65 8B fsubl OxEEEEEEFB(%ebp)
804837f: dc 65 1B fsubl OxEEEE£EEE8(%ebp) 8048406: de 9 frulp $st,%st(l
8048382: dd 45 f8B fldl OxfEEEEEL8(%ebp) 8048408: de 9 fulp %st,%st(l
8048385: e el faubp %st,ist(1) 804840a: dd 45 f8 fldl  OxfEEEEFFB(%ebp)
8048387: de c9 fulp %st,%st%l& 804840d: dc 45 f8B faddl OxEf£EEFFR8(%ebp)
8048389: dd 45 f£8 fldl  OxEEEEELE8(%ebp) 8048410: dd 45 8 fldl  OxEEEEEFE8(%ebp)
804838c: ¢ 75 8 fdivl OxEEL££L£8(%ebp) 8048413: dc 65 £8 fsubl OxEEEELEEB(%ebp)
804838f: dd 45 £8 fldl OxEEEEEEF8( 8048416: decl faddp %st %St%l&
B048392: cc 75 8 fdivl OxEEfffffs(%ebp) 8048418: dd 45 £8 fldl  OxEEfEFLEB(%ebp)
8048395: de c9 gn“ﬂf ist,ast(l 804841b: ac 45 f8 faddl OxFEEFFfE8(%ebp)
8048397: ¢ 4d 8 OxEEEEEEEB( %ebp) 804841le: dd 45 £8 f1dl  OxFEEEFEFB(%ebp)
80483%a: de cl faddp %st,%st%l 8048421: dc 65 f8B fsubl OxfEEEEFER(%ebp)
804839c: dd 45 £8 £1d1  OxEEFEFEEB(%ebp) 8048424: de e9 st Bst(1)
804839f: dc 65 8 foubl OxLLL££££8(%ebp) 8048426: de £9 fdivrp %Bt,%st%l}
80483a2: dc 4d 1B frull OxE£EEEE£E8(%ebp) 8048428: dd 45 £8 fldl = OxEEEf£EEB(%ebp)
80483a5: dd 45 f8 fldl OxEEEEEEE8(%ebp) 804842b: dc 65 f8B fsubl OxEEEEEFEB(%ebp)
80483a8: dc 4d 1B full OxEEEEEEEB(%ebp) 804842e: de cl £ 4st,%st(1)
80483ab: dd 45 £8 fldl OxEEEEEFE8(%ebp) 8048430: decl fac %St,%stg&
80483ae: dc 4d B frull OxEEEEEFFQ(%ebp) 8048432: de 75 £8 fdivl OxFELEFIFH(%ebp)
80483bl: e £9 fdivrp %st,ist(1) 8048435: de f9 fdivrp %st,%stg
80483b3: e c9 fmulp %st,%st 1& 8048437: dd 5d £0 ?ﬁl OxEEEEEEED (Bebp)
80483b5: dd 45 £8 fldl  OxEEEEEEF8(%ebp) 804843a: dd 45 f8 OxEEEEEFEB(%ebp)
80483b8: c 65 1B fsubl Oxfff££££8(%ebp) 804843d: dd 05 30 85 04 08 fldl  (xB048530
80483bb: dd 45 £8 fldl OxEEEEELE8(%ebp) 8048443: decl fi’.‘iﬂf %st,%st%l&
80483be: &t 44 8 fmill OXEEEEEEEB(%ebp) 8048445 dd 5d £8 fstpl OXEFFFELf (%d:pE
80483cl: e e9 fsubrp %st,%sti(%g 8048448: e9 0f £f £f £f Jp 804835¢ i 0=
B0483c3: dd 45 8 fldl  OxEEEEELE8(‘%ebp) 804844d: b8 00 00 00 00 mov 0x0, %eax
B0483ch: cc 65 8 fsubl OxfEfEfff8(%ebp) 8048452: 9 leave
B0483c9: dd 45 8 fldl  OxEffffff8(%ebp) 8048453: 3 et
80483cc: dc 75 8 fdivl OxFEEFEFFB(%ebp)
(a)

80a8330: . e EL push  %etp

804833d: 89 e5 mov ﬁ,‘behp

804833f: 83 ec 18 ab $ %}%

8048342: 83 e4 0 and SOt 0, %esp

8048345: B8 00 00 00 00 mow SO0, Soax

804834a: 29 c4 sub =

804834c: BB 00 00 00 00 mov =

8048351: ba 00 00 59 <0 mov S0:c0590000 , ke

8048356: 89 45 B mov %eax, OxEEEEEEE8 (%ebp)

8048359: 89 55 fc mov Redh, Ouf££££1fo(%ebp)

804835c: dd 45 8 fldl  OxEff£f£f8(%ebp)

804835£: dd 05 78 84 04 08 fldl  0xB048478

8048365: da e9 fucarpp

8048367: df el fnstsw tax

8048369: f6 c4 5 test  $0x5,%ah

804836c: 74 02 je 8048370 <maint(x34>

804836e: eb 27 %— 8048397 <maintixsh>

8048370: dd 45 £8 fEFFFEB(%ebp)

8048373 o 4d £8 frull OxFEfEEEE8(sebp)

8048376: ac 4d 18 fall OxEEEFFFER(%ebp)

8048379: ad 45 £8 F1dl  OxEEEFEEFS(3ebp)

804837¢: & 4d f8 fll  OxFEFFEFES(%ebp)

804837f: decl Eﬁ %st, 1&

8048381: dc 45 8 OxFEEEFEER (Sebp)

8048384: dd 5d f0 gﬁl OxEEEEEEL0( )

8048387: dd 45 £8 OxEEEEEEFS(%ebp)

804838a: dd 05 80 84 04 08 fldl  (xB048480

8048390: decl ’ 1)

8048392: dd 5d £8 : OEEELELER( )

8048395: eb 5 Jmp 804835¢c (=

8048397: b8 00 00 00 00 mov 0x0, ¥eax

804839¢: 9 leave

804839d: 3 ret

804839%: 90 op

B04839f: 90 o




804833¢c ggma.ﬂc s h  %ebp

pus
804833d: 89 e5 mov . Bebp
804833f: 83 ec 08 sb m,
8048342: 83 e4 0 and SOxELE ,%esp
8048345: &9 05 50 84 04 08 flds  (xB048450
804834b: d9 05 54 84 04 08 flds (xB048454
8048351: dd 05 58 B4 04 08 fldl  (xB048458
8048357: 0 fr'es]
8048358: ccc2 fadd %st,%st(2)
804835a: d c9 fxch  %st(1)
804835¢c: dd e2 fucom %st(2)
804835e: df el fnstsw fax
8048360: f6 c4 05 test  $(0x5,%ah i
8048363: 75 07 %ne 804836¢c <@rain+0x30>
8048365: &8 c9 %Stgl)
8048367: eb ef E 8048358 <maintixlc>
8048369: &d 76 00 0x0(%esi),tesi
804836c: dd dB fstp #st(0)
B046370: o Bl wt0)
8048372: 31 c0 Xor %enax,%aax
8048374: 9 leave
8048375: <3 et
8048376: 0 nop
B04B377: 0 o

(a)

0804833c <main>:
804833c: 55 push
804833d: 89 e5 mov , Bebp
804833f: 83 ec 08 sb $0x8,
8048342: 83 e4 0 and SOXEEL , %esp
8048345: 9 05 50 84 04 08 flds  (0xB048450
804834b: 9 05 54 84 04 08 flds OxB048454
B8048351: dd 05 58 B4 04 08 fldl  OxB048458
8048357: 0 fr'es]
8048358: dcc2 fadd %st,¥st(2)
804835a: B c9 fxch  %st(l)
804835c: dd e2 fucam %st(2)
B804835e: df el fnstsw %ax
8048360: f6 c4 05 test $0x5,%ah
8048363: 5 07 %ne B04836c <main+0x30>
B8048365: B c9 %stglj
8048367: eb ef E 8048358 <maintixlc>
8048369: 8d 76 00 0x0(%esi),tesi
B04836c: dd dB fstp #st(0)
B046370: o Bl wt0)
8048372: 31 c0 Xor %enax,%aax
8048374: 9 leave
8048375: <3 et
8048376z 90 nop
B04B377: 0 o

—~
(=)}
~

Figure 11. Assembler instructions for the C codes in Fig. 9, compiled with level 3 optimization.
Note that the two sets of assembler instructions are identical.
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double a(double X, double Y);
double s(double X, double Y);
double m(double X, double Y);
double d(double X, double Y);

int main (int argc, char **argv) {
double X, Y;
for (X = -100.0; X <= 100.0; X += 0.00001) {
Y =
(d(CaCCaCmCCa(X, (s(X,X)))), (s(X,(s(X,X113))),(
m(X, (mCCd(X, X)), (d(X,X)))))))), (d((mC(m(X,
(s(X,X2))), (dC(m(X, X)), (m(X,X)1)))), (mC(sCC
s(X, X)), (m(X,X)))), (m((s(X,XD),(d(X,X))))))))))
, (d(CaC(mC(d(X, (d(X, X)), (m(Ca(d((s(X, XD, (
d(X,X))1), (a(Ca(X, X)), (s(X,X3111)),(s(X,X31)1))
» (aC(d(CaCCa(X, X)), (s(X,X)))), (sC(alX,X)),(
s(X,X3333)),(s(X,X31111),X3)));
}
return(@);
}

double a(double
double s(double
double m(double
double d(double

, double Y) { return(X+Y);
, double Y) { return(X-Y);
, double Y) { return(X*Y);
, double Y) { return(X/Y);

(@)

> > x>} X

o b g gl

double a(double X, double Y);
double s(double X, double Y);
double m(double X, double Y);
double d(double X, double Y);

int main (int argc, char **argv) {
double X, Y;
for (X = -100.0; X <= 100.0; X += 0.00001) {
Y = aCa(m(m(X,X),X),m(X,X)),X);
}
return(@);

}

double a(double X, double Y) { return(X+Y);
double s(double X, double Y) { return(X-Y);
double m(double X, double Y) { return(X*Y);
double d(double X, double Y) { return(X/Y);

(b)

L

Figure 12. C code representations of a) the tree in Fig. 8, and b) the function X3 + X? + X, using
function calls in place of arithmetic operators.
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—————— (804833c <main>
804833c: 5 pash %ebp 804848a: dd 1c 24 i %aé,g)
B804833d: 89 e5 mov tesp, %ebp 804848d: 8 66 01 00 00 c:ﬁl gl]il £8 <
et % = s JSu i gl it
8048341: 83 ec 10 ab $0x10, tesp 8048497: 53 push %ex
8048344: A 05 8 86 04 08 flds  (xB0486e8 8048498: 56 push  %esi
804834a: dad 5d £0 gﬁl OxELELLEE0 (%ebp) 8048499: 53 push felx
804834d: 83 ed 0 SOXEEEEEEFD, Yesp B804849a: e8 59 01 00 00 call B04B5f8 <
8048350: & 5d 0 mov  OxEEFEEFFO(%ebp),%ebx 804849f: dd 5c 24 08 0xB(%esp)
8048353: & 75 # mov  OxfEFFFff4(%ebp),%esi 804B4a3: 56 %esi
B8048356: 89 £6 mov %esi,%esi B80484ad: 53 push  %elx
8048358: 56 push i 80484a5: 56 pash  %esi
8048359: 53 push 80484a6: 53 push  %ebx
804835a: 83 ec 08 sb $0x8, %esp 80484a7: eB 40 01 00 00 call 80485ec <=
804835d: 56 push %esi 80484ac: 83 cd4 10 add $0x10, %esp
804835e: 53 push  %ebm 80484af: dd 1c 24 fﬁsﬁl g )
B04835f: 56 push %esi 80484b2: eB 35 01 00 00 04 <>
8048360: 53 pash  %ebm 80484b7: 83 c4 10 add  50x10,%esp
B048361: 8 B6 (2 00 00 call B0485ec <> B0484ba: dd 1c 24 gﬁl é )
8048366: dd 5c 24 08 ml 0x8(%esp) 80484bd: 8 36 01 00 00 0485£8 <m>
804836a: 56 1 B04B4c2: dd 5c 24 08 ggl 0x8(%esp)
e S = = st ==
804836d: 53 pash 80484cB: 56 push
B04836e: B 79 (2 00 00 call B0485ec <> 80484c9: 53 pash
8048373: A 5¢c 24 08 If;.E.‘L 0xB(%esp) B04B84ca: 8 29 01 00 00 call  80485f8 <>
B048377: 56 %es1 80484cf: & 5c 08 fstﬁl 0x8(%esp)
§04g379; % Pon et B04g4Ga: 3 Pn tax
804837a: 53 push  %ebx B04B4d5: 56 pash  %esi
804837b: eB8 60 (2 00 00 call 80485e0 <a> 80484d6: 53 psh  %ex
8048380: 83 c4 10 add $0x10, $esp 80484d7: e8 1c 01 00 00 call 80485f8 <
8048383: dd 1c 24 f‘;ﬁl é ) 80484dc: 83 c4 10 add 0,
8048386: eB 61 (2 00 00 048 <g> 80484df: dd 1c 24 gﬁl éﬁ?h
804838b: &d 5¢c 24 08 gsbr;l 0xB(%esp) 80484e2: 8 1d 01 00 00 048604 <d>
804838f: 56 1 80484e7: i 5¢c 24 08 ;ﬁl 0x8(%esp)
8048390: 53 pash  %ebnc 80484eb: 56 %esl
8046397: 3 Peh s 80484eq: 5 Piah e
8048393: e8 54 2 00 call B0485ec <s> 80484ee: 53 pash %
ggigggg gg 5c 24 08 If;.E.‘L 0xB(%esp) g%gﬁ g £8 00 00 00 call B80485ec <=

t 1 1 pop %ex
804839d: 53 pash  Sebn 80484£5: 8 gzp Seax
804839%: 56 push %esi B04B4f6: d lc 24 (%esp)
804839f: 53 pash 80484£9: 56 #esi
80483a0: 8 3b (2 call 80485e0 <a> 80484fa: 53 ps=h e
80483a5: 83 c4 10 add = $0x10,%esp 80484fb: 8 £8 00 00 00 call 804858 an-
80483a8: dd 1c 24 ﬁl ) 8048500: 83 c4 10 add $0x10,
80483ab: €8 30 (2 048! <> 8048503: dd lc 24 gﬁl (%)
80483b0: 83 c4 10 add  $0x10, %esp 8048506: 8 ed 00 00 00 8048518 <
80483b3: dd 1c 4 6 804850b: 83 cd4 10 add $0x10, %esp
80483b6: B 49 (2 00 00 cal 048604 <d> 804850e: dd 1c 24 fs (%)
80483bb: 83 c4 10 add 0x10, tesp 8048511: e8 e= 00 00 00 8048604 3>
80483be: dd 1c 24 ggﬁl ) 8048516: dd 5c 24 08 fstpl OxB8(%esp)
8046306: G 5¢ 24 08 0x8 (sesp) 804gs1b; 33 et

£ c 3
80483ca: 56 %l :(_ : 804851c: 56 push  %esi
80483cb: 53 pash  %ekn 804851d: 53 push  %=Ex
80483cc: 56 push %esi 804851e: e8 el 00 00 00 call 8048604 <>
80483cd: 53 pash 8048523: dd 5c 24 08 gﬁl 0x8(%esp)
8048303; a15c 24 08 | fotpl Ox(sesp) 8048828: 55 BEh  sex

] c E
80483d7: 56 ;f:-i?;l %ﬁzl. 8048529: 56 push %esi
80483d8: 53 push  %ebx 804852a: 53 push  %Ex
80483d9: 56 push %esi 804852b: 8 d4 00 00 00 call 8048604 <3
80483da: 53 pash  %ebn 8048530: &3 c4 10 add = $0x10,%esp
80483db: e8 O0c (2 00 00 call B0485ec <s> 8048533: dd 1c 24 gﬁl é%?,]
ggigﬁ %5:: 24 08 gﬁl 0xB(%esp) 8%%&: g bd 00 00 00 0485£8 <>

t 1 1 pop  %eax
80483e5: 53 push  Sebx 804853c: 5a gﬂp el
80483e6: 56 pash %esi 804853d: dd 1lc 24 Pﬁl (%esp)
80483e7: 53 push 8048540: 56 $esi
80483e8: 8 £3 01 00 00 call B80485e0 <a> 8048541: 53 psh e
80483ed: 83 c4 10 add $0x10, $esp 8048542: e8 bl 00 00 00 call B80485f8 <>
80483£0: &d 1c 24 gﬁl ) 8048547: dd 5c 24 08 fstpl OxB(%esp)
B0483£3: eB B 01 00 00 048! <a> 804854b: 56 pash  %esi
80483f8: dd 5¢c 24 08 gﬁl 0x8(%esp) 804854c: 53 push  %ebx
804gsa; 53 Beh  se 804sade: 53 Pah o
80agaee: a3 Beh  sa B0agesa: B - pp e

: : pop
B048400: B ££ 01 00 call B048604 <d> B048555: 58 {fx:p e
8048405: dd 5¢c 24 08 (B (%esp) B048556: dd 1c 24 (%esp)
8048409: 56 %eazg. B8048559: 56 tesi
804840a: 53 pash  %ebx 804855a: 53 push  %dx
804840b: 56 push %esi 804855b: B 8c 00 00 00 call 804B5ec <g>
804840c: 53 pash  %ebn 8048560: dd 5c 24 08 Ifxg,\?l 0x8B(%esp)
Bododts: B od 10 L0 S Soxiocse 804855+ 53 Baeh  dax

: 8Bc P 2
8048415: dd 1c 24 f;ﬁl é 80485662 56 push %esi
8048418: e8 7 01 00 00 048604 <d> 8048567: 53 pash el
8048453: 2?4 ﬁ add SOxlai%eap g%%gg % 7£ 00 00 00 call 80485ec <>
8048420: c 3 pop  %eax
Gitigdoee oF See  HEmE. N

: c ’ 1 )
804842b: &d 1c 24 fcgﬁl é )| 8048572: 56 % %esi
804842e: eB c5 01 00 00 0485£8 <m> B048573: 53 ps=h e
8048433: dd 5¢c 24 08 fstpl OxB(%esp) 8048574: 8 67 00 00 00 call 80485e0 <=

Figure 13. Assembler instructions for the C codes in Fig. 12 with level 3 optimization.
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8048437: 56 push %esi 8048579: & c4 10 add  $0x10,%esp
8048438: 53 push  %ebx 804857c: dd 1c 24 f;ﬂl Bt%)
8048439: 56 push  %esi 804857f: e8 74 00 00 00 0485£8 <
804843a: 53 push  %ebx 8048584: &3 c4 10 add $0x10, %esp
804843b: eB c4 01 00 00 call B048604 <d> 8048587: dd lc 24 Ezﬁl )
8048440: 58 pop %$eax 804858a: 8 51 00 00 00 <>
8048441: 5a %p 804858f: & c4 10 add  $0x10,%esp
8048442: dd 1c 24 (%esp) 8048592: dd 1c 24 (E;El )
8048445: 56 8048595: 8 46 00 00 00 8 <>
B048446: 53 push 804859%a: &3 c4 10 add  $0x10,%esp
8048447: e8 b8 01 00 00 call B048604 <d> 804859d: dd lc 24 gﬁl &ﬁ?}
804844c: 83 c4 10 add 0,%esp 80485a0: e8 5£ 00 00 00 604 <d>
= fe =
804844f: dd 1c 24 gﬁl éﬂ ) 80485a5: dd d8 fstp  %st(0)
8048452: eB al 01 00 00 4858 <m> 80485a7: 89 5d f0 mov Sehot, OXEEEEEEL0(%ebp)
8048457: 83 c4 10 add $0x10, ¥esp 80485aa: 89 75 £4 mov %esi, OxELEEEEE4 (%ebp)
804845a: dd 1c 24 fstpl ) 80485ad: dd 45 0 fldl  OxE£EEEFEO(%ebp)
804845d: e8 Te 01 00 00 48 <a> 80485b0: dc 05 £0 86 04 08 faddl OxB0486£0
8048462: 83 c4 10 add $0x10, %esp 80485b6: d9 05 ec 86 04 08 flds (xB0486ec
8048465: dd lc 24 £ éﬂ & 80485bc: dd e9 fucamp #st(1)
pmssUnge ol Ee  pEmdn, B R
2 ) : ( )
8048471: 56 pﬁl 80485c3: 3 c4 10 5?1 $0x10, %esp
8048472: 53 push  %ebx 80485c6: f6 c4 05 test  $0x5,%ah
8048473: 56 push %esi 80485c9: & 5d f0 mov OeEEE£FFF0( %abp) , bebx
8048474: 53 push 80485cc: & 75 f4 mov OfEELLEE4 (%ebp) , Besi
8048475: B Ba (1 00 00 call B048604 <d> B0485cf: Of 84 83 fd ff ff Eza 8048358
804847a: dd 5c 24 08 E (x8(%esp) 485d5: 8d 65 £8 OxEEEEf££8(%ebp), tesp
804847e: 56 tes1 80485d8: pop ek
804847£: 53 push  %ebx 80485d9: 31 c0 mor  %eax,beax
8048480: 56 push  %esi 80485db: Se gﬁ %esi
8048481: 53 push  %ebx 80485dc: 9
8048482: 8 65 01 00 00 call B0485ec <s> 80485dd: c3 ret
8048487: 83 c4 10 add $0x10, ¥esp 80485de: 89 f6 mov %esi, %esi
aa;a;;a—- 22043590 a=i Ea—a—é—g;a— 023485f8 ==
80485el: 89 e5 mov %esg,%el'.p B80485f9: B89 e5 mov %e%,%@
80485e3: dd 45 10 fldl  0x10(%ebp) 80485fb: dd 45 10 fldl = 0x10(%ebp)
80485e6: dc 45 (8 faddl M{éebp] 80485fe: dc &d 08 fsubrl Ox8(%ebp)
80485e9: 9 leave 8048601: c9 leave
80485ea: <3 ret 8048602: <3 et
80485eb: 90 nop 8048603: 90 op
M—— 022435& > Ea—;g-;a—q— gOQSGOQ <gd-:
80485ed: B89 e5 mov , Bebp B8048605: @9 e5 mov iﬁg,%etp
80485ef: dd 45 10 fldl  0x10(%ebp) 8048607: dd 45 10 fldl  0x10(%ebp)
80485f2: dc 4d (8 fall  Ox8(%ebp) 804860a: dc 7d 08 fdivrl 0x8(%ebp)
80485£5: 9 leave 804860d: 9 leave
80485f6: c3 ret 804860e: <3 et
80485£7: 90 nop 804860£: 90 e
b
(@) (cont’d)
804833c: 55 e push  %ebp 8048388: 83 c4 10 add 5010, %esp
804833d: 89 e5 mov %ﬁ,kﬂ:{) 804838b: dd 1c 24 f;taﬁ (m!id:
804833f: 83 ec 08 sb S ,Bﬁ 804838e: 8 49 00 00 00 <>
8048342: & 05 B 84 04 08 flds 0x8048 8048393: 83 c4 10 add $0x10, esp
8048348: 83 ed f0 and SOXEEEFFFFO, %esp B8048396: dd lc 24 fﬁ ( )
804834b: dd 5d f8 fstpl OxEfELE££f8(%ebp) B048399: 8 32 00 00 00 80483d0 <=
804834e: 89 £6 mov %esi, %esi B80483%: 83 c4 10 add $0x10, $esp
8048350: ££f 75 fc pushl Oxfffffffc(%ebp) B80483al: dd 1c 24 fﬁ ( )
8048353: ££ 75 8 pushl OxfEEEFFF8(%ebp) B80483ad: eB8 27 00 00 00 80483d0 <=
8048356: &3 ec 08 sib 0x8 80483a9: dd d8 gjﬁ lhd'_%m
8048359: ££ 75 fc pushl OxfEEEfffe( 80483ab: dd 45 £8 FEFFFB(%ebp)
804835c: ££ 75 1B pushl OxfEE£££f8(%ebp) B80483ae: dc 05 e0 84 04 08 faddl (xB
804835f: ££ 75 fc pushl OxfEEffffe(%ebp) B80483b4: d9 05 dc B4 04 08 flds  (xB80484dc
8048362: £f 75 18 pushl OxEfE££E£f8(%ebp) 80483ba: dd e9 fucamp #st(1)
8048365: eB8 72 00 00 00 call B0483dc <m> 80483bc: df el fnstsw
804836a: dd 5c 24 08 éggﬁ OxB{%E} 80483be: 83 c4 10 add $0x10, %esp
804836e: ££ 75 fc fffffc(%ebp) 80483cl: £6 c4 05 test  $0x5,%ah
8048371: ££ 75 18 pushl OxfEEEFFf8(%ebp) B80483c4: dd 5d £8 fstpl OxELEEFFB(%ebp)
8048374: 83 ec 08 ab v 80483c7: 74 B7 je 8048350 4>
8048377: ££ 75 fc pushl Ox£ffffffc(%ebp) 83c9: 31 c0 Xor %eax, $eax
804837a: £f 75 18 pushl OxEEFFEFFB(%ebp) 80483chb: 9 leave
804837d: ££f 75 fc pushl mcﬁffffffc{%ekp] 80483cc: c3 et . .
8048380: ££ 75 18 pushl OxfEEEFEF8(%ebp) B0483cd: 84 76 00 lea 0x0(%esi),%esi
8048383: e8 54 00 00 00 call 8048 <
Ea;g;é-u— gms:&dﬁ a>: 504938 0%248393 ==
80483d1: 89 e5 mov , bebp 80483e9: 89 e5 mov  bebp
80483d3: dd 45 10 fldl  0x10(%ebp) 80483eb: dd 45 10 fldl = 0x10(%ebp)
80483d6: dc 45 (8 faddl Ox8(%ebp) 80483ee: o 6d 08 fsubrl 0x8(%ebp)
80483d9: <9 leave 80483f1: c9 leave
80483da: 3 ret 80483£2: c3 et
80483db: W0 nop 80483£3: 90 op
-B-E;E—BC-;:— 0353483&! he i M 220483f4 <d=:
80483dd: 89 e5 mov . bebp 80483£5: 89 e5 mov  bebp
80483df: dd 45 10 fldl  0x10(%ebp) 80483£7: dd 45 10 fldl  0x10(%ebp)
80483e2: dc 4d (8 frull  Ox8(%ebp) 80483fa: dc 7d 08 fdivrl Ox8( )
80483e5: c9 leave 80483fd: c9 leave
80483e6: c3 ret 80483fe: c3 et
80483e7: 90 nop 80483ff: % e

(b)

Figure 13 (cont’d). Assembler instructions for the C codes in Fig. 12 with level 3 optimization.
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Conclusions

Our results point to a few fundamental shortcoming inherent in GP, when applied to obfuscation
for asset protection.

First, the very nature of evolution by reproduction and mutation makes it unlikely that a random
population will converge to any complex solutions in a tractable time frame. In addition, the
primary mechanism for obfuscation is complexity through introns, and the presence of introns
will by definition increase the number of operations required to evaluate a function, for example.
Therefore, using the tools and approaches detailed herein, it is practical to apply GP only to
relatively simple functions and algorithms, and the natural process of obfuscation by introns
leads to dramatic penalties in performance when compared to an unobfuscated solution, as
evidenced by the benchmarks described above.

Second, introns are potentially very easy to identify, especially in algorithms that use basic
operators like arithmetic. This means not only that a human might quickly simplify smaller
algorithms obfuscated using a GP, but also that a computer can easily simplify the algorithm to
its target form through compiler optimization, for example. While steps can be taken to mitigate
this shortcoming, e.g. by replacing basic operations with function calls, this procedure is
potentially impractical in both its logistical implications and its impact on the performance of the
obfuscated algorithm.

We therefore conclude that GP is not an appropriate mechanism for the obfuscation of code
because complex functions can not be reproduced exactly, and the obfuscation of multiple
smaller functions will lead to unacceptable penalties in performance.
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