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The human brain acts as an intelligent sensor by helping in effective signal 

communication and execution of logical functions and instructions, thus, coordinating all 

functions of the human body. More importantly, it shows the potential to combine prior 

knowledge with adaptive learning, thus ensuring constant improvement. These qualities help the 

brain to interact efficiently with both, the body (brain-body) as well as the environment (brain-

environment). This dissertation attempts to apply the brain-body-environment interactions 

(BBEI) to elevate human existence and enhance our day-to-day experiences. For instance, when 

one stepped out of the house in the past, one had to carry keys (for unlocking), money (for 

purchasing), and a phone (for communication). With the advent of smartphones, this scenario 

changed completely and today, it is often enough to carry just one’s smartphone because all the 

above activities can be performed with a single device. In the future, with advanced research and 

progress in BBEI interactions, one will be able to perform many activities by dictating it in one's 

mind without any physical involvement. This dissertation aims to shift the paradigm of existing 

brain-computer-interfaces from just ‘control’ to ‘monitor, control, enhance, and restore’ in three 

main areas - healthcare, transportation safety, and cryptography. In healthcare, measures were 

developed for understanding brain-body interactions by correlating cerebral autoregulation with 

brain signals. The variation in estimated blood flow of brain (obtained through EEG) was 

detected with evoked change in blood pressure, thus, enabling EEG metrics to be used as a first 

hand screening tool to check impaired cerebral autoregulation. To enhance road safety, distracted 

drivers’ behavior in various multitasking scenarios while driving was identified by significant 



changes in the time-frequency spectrum of the EEG signals. A distraction metric was calculated 

to rank the severity of a distraction task that can be used as an intuitive measure for distraction in 

people - analogous to the Richter scale for earthquakes. In cryptography, brain-environment 

interactions (BBEI) were qualitatively and quantitatively modeled to obtain cancelable 

biometrics and cryptographic keys using brain signals.  Two different datasets were used to 

analyze the key generation process and it was observed that neurokeys established for every 

subject-task combination were unique, consistent, and can be revoked and re-issued in case of a 

breach. This dissertation envisions a future where humans and technology are intuitively 

connected by a seamless flow of information through ‘the most intelligent sensor’, the brain. 
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CHAPTER 1

INTRODUCTION

1.1. Background

The human brain is often called ‘the most complex object in the known universe’ [132].

It is fascinating to explore the engineering behind this bewildering complexity. The brain is re-

sponsible for the body’s physical and mental health, response to external stimuli, and a person’s

behavior/nature. It is the brain, which gives a person a sense of identity and a unique personality

[99]. The brain sits at the head of the human body, both literally and figuratively, controlling and

regulating all bodily processes. It achieves this by sending electric signals through neurons (nerve

cells) to all parts of the body, and in turn receiving signals from them through the same route [43].

The unique patterns of this electrical activity form the language of the brain.

The electrical activity gives rise to electric pulses which can be most easily detected on the

scalp as changes in electric potentials due to currents flowing through scalp tissue, arising from

synchronous activity/firing of neurons. This process of measuring electric potentials on the scalp

is called electroencephalography (EEG) [134]. EEG measurements vary depending on a persons

state of mind, the activity being performed, and his/her mood. A set of measurements made during

a particular activity represent a person’s brain state for that activity. Brain state not only varies

from activity to activity, but also from person to person. Thus, a person’s brain state is their unique

signature, just like their fingerprints or DNA [99].

1.2. Motivation

Our lives today, are very comfortable due to technology. Be it the automatic lighting up

of a room on entering or the automatic collision avoidance of self-driving cars, sensors not only

provide convenience (sensors in lights), but also safety (car sensors) and security (burglar alarms).

Similarly, the human brain is responsible for all functions of the human body. It acts as an intel-

ligent sensor by helping in effective signal communication and execution of logical functions and

instructions. More importantly, it shows the potential to combine prior knowledge with adaptive
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FIGURE 1.1. An example to illustrate a futuristic scenario of brain-body-
environment interaction.

learning, thus ensuring constant improvement. These qualities help the brain to interact efficiently

with both, the body (brain-body) as well as the environment (brain-environment).

The grand challenge is to apply brain-body-environment interactions (BBEI) to elevate

human existence and enhance our day-to-day experiences. For instance, when one stepped out

of the house in the past, one had to carry keys (for unlocking), money (for purchasing) and a

phone (for communication). With the advent of smartphones, this scenario changed completely

and today, it is often enough to carry just one’s smartphone because all the above activities can

be performed with a single device. In the future, with advanced research and progress in BBEI

interactions, one will be able to perform many activities by dictating it in one’s mind without any

physical involvement. This study envisions a future where humans and technology are intuitively

connected by seamless flow of information through ‘the most intelligent sensor’, the brain.

1.3. Objective

The primary goal of this dissertation is to realize the brain as a super sensing entity that

facilitates any and all interactions of the body with the environment. Whenever a human being

2



interacts with his/her surroundings, the unique signature of his/her brain state is invariably found

in the way he/she responds to external factors, his/her state of mind during this interaction, etc.

The multisensory experience originates from merging all the information together parallelly from

all senses.

It is my aim to use this ubiquitous nature of the human brain signals to decode the brain-

state information. My work is interdisciplinary to Computer Science, Neuroscience and Digital

Signal Processing, with a focus on recording, analyzing, and decrypting brain signals through

EEG measurements. This information can be used to enhance the above mentioned interactions by

making them better, faster, safer, and more convenient to improve the quality of life.

1.4. Dissertation Roadmap

To capture the ubiquitous nature of the human brain as a super sensing entity that facilitates

brain-body-environment (BBE) interaction. To validate this hypothesis, I am focusing my efforts in

three broad, varied fields - healthcare, transportation safety, and cryptography. The most important

criteria that binds them together is the idea of using brain signals to elevate human experience and

improve lives of people. My research focusses on shifting the paradigm of existing brain-computer-

interfaces from just control to monitor, control, enhance, and restore by developing qualitative and

quantitative measures for more accurate and in-depth understanding of brain-body interactions.

My work is organized around these goals as specified below (Figure 1.2):

• Biometric Application: Introducing a new paradigm of cancelable biometrics based cryp-

tographic key generation: brain-environment-interaction (BEI)

• Public Safety: Sensing of driving behavior and distractions for safe driving: (BEI)

• Health support system: Quantifying cerebral blood flow regulation process for monitoring

autoregulation - introduce it as a brain vital sign for routine use by physicians and general

public (considered as a grand challenge): brain-body-interaction (BDI)

• Assisted living / Rehabilitation tools: Mental activities classification for brain-computer-

interface applications: brain-computer-interface (BCI)

• Software Platform: facilitate EEG knowledge discovery applications on mobile platform

3
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FIGURE 1.2. An overview of the brain body interactions evaluated in the thesis.

1.5. Contributions

In this section, I will highlight the significance and impact of each project in the three areas

- cryptography, transportation safety, and healthcare.

1.5.1. Neurokey: Cancelable Biometric based Key Generation

For an individual, the number of biometric features are limited - ten finger prints, a single

set of face features, and two iris images. Though it is hard to replicate these biometrics, the problem

is that once they are compromised, there are not many alternatives. Thus, the present biometric key

generation (BKG) systems suffer from the problem of permanent loss of one’s biometric feature

in case of a compromise by an adversary. Under such circumstances, a user may run out of their

limited unique identity features. The advantage of using other forms of cryptographic generators

such as password based or thermal noise etc. is that they can be revoked and re-issued in case of

a breach. This is not a natural advantage in biometric based crypto-systems. If someone’s DNA is

compromised in the database, it is impossible to create a different cryptographic key.

Through my research, I am analyzing a biometric key generation approach using the human

brain waves as a solution to this problem. In this novel approach the number of ways in which the
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biometric key can be changed is limited only by one’s imagination. The feasibility of deriving this

Neurokey was studied by using the online EEG data of various mental tasks.

1.5.2. Drive Safe - Save Lives: Sensing Distracted Driving Behavior

Driver distraction is one of the primary factors of accidents, followed by drunk driving,

and speeding. It has become a big concern in road safety and health measures are being taken by

National Highway Traffic Safety Administration [117]. The number of people killed in distraction-

affected crashes totaled 3,328 in 2012 [41, 117, 67]. The underlying problem is that humans cannot

multitask efficiently. The brain switches between one task and another resulting in slower response

times to the events on the road [3].

The simple fact is that drivers don’t realize or understand how cellphones and other dis-

tractions take away focus from driving. The only way to identify cognitive distraction is through

detecting cognitive overload using an individual’s brain waves. This can be used to create an

intuitive measure for distraction in people analogous to the Richter scale for earthquakes.

In my work, a clear indication of distracted behavior was identified using the EEG sig-

nals in a real world scenario in contrast to a virtual simulated driving environment. One of the

biggest challenges in EEG analysis was to reduce the number of electrodes. This was overcome by

isolating one electrode (FC5) from 14 electrode locations with a mean accuracy of 91.54 ± 5.23%

1.5.3. Neurosign- A Sixth Vital Sign

The brain requires an adequate continuous supply of blood for its proper functioning. It has

an intrinsic ability to maintain a constant blood flow despite changes in systemic blood pressure.

Cerebral blood flow is the measure of blood supply to the brain in a given time and is typically

around 50 ml/100g/min (100g of brain tissue) [104]. It is as fundamental to our body as any other

vital sign (heartbeat, respiratory rate, temperature, blood pressure and oxygen saturation). A major

limitation in measuring the regulation of cerebral blood flow is the lack of a gold standard for its

assessment.

Scientists have been able to measure blood flow in the brain since 1948 with help of various

expensive techniques such as MRI (magnetic resonance imaging), TCD (trans cranial doppler) and
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NIRS (near-infrared spectroscopy). They provide snapshots of blood flow at defined intervals and

are inadequate for continuous monitoring. Hence, there is a significant delay between monitoring

the onset of brain disorders (e.g. migraine, ischemia and stroke) and their subsequent treatments

[148].

In my experimental observations, changes in blood pressure affected the estimated cerebral

blood flow and the underlying EEG signals. Using this information I developed an index of dy-

namic blood flow regulation by correlating the blood flow in the brain and blood pressure variation

with EEG signals.

6



CHAPTER 2

UNDERSTANDING ELECTROENCEPHALOGRAPHY (EEG)

2.1. Introduction

Our brain has hundreds of billions of neurons. When large number of neurons fire at the

same time, they produce voltage fluctuations resulting from the ionic current flows. Electroen-

cephalography (EEG) is the recording of this electrical activity along the scalp that is detectable to

an electrode placed on the head. EEG are also commonly known as the brain waves [133]. Richard

Caton in 1875 was the first to observe the electrical activity with monkeys and rabbits and Hans

Berger (considered as the father of modern EEG) was the first to observe EEG from humans. [78].

EEG signals are typically described as rhythmic oscillations in certain frequency ranges (Figure

2.1). The basic groups include [134]:

• Delta: Rhythmic activity between 0.5-4 Hz.

• Theta: Rhythmic activity between 4-8 Hz.

• Alpha: Rhythmic activity between 8-13 Hz.

• Beta: Rhythmic activity between 13-30 Hz.

• Gamma: Rhythmic activity between >30 Hz.

2.2. EEG Measurement

Most of the EEG studies use an electrode cap to record the electric pulses from the scalp.

EEG acquisition is a non-invasive procedure, presents no known risks or limitations and be repeat-

edly used with patients, normal adults, and children [134]. There is a special cap that contains

electrodes at certain locations over different areas of the brain. The brain is mainly divided into

cerebrum (containing cerebral cortex) and cerebellum (Figure 2.2.

The cerebrum consists of mainly four lobes [42] described as follows:

• Frontal lobe is involved in working memory, emotions and actions.

• Parietal lobe helps to integrate various sensory modalities from the environment and

visual-spatial processing.
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FIGURE 2.1. Various types of EEG bands filtered from one second of an EEG
sample. (Uploaded in Wikipedia By Hugo Gamboa. Free License. Used under
Creative Commons Attribution-ShareAlike 3.0 Unported (CC BY-SA 3.0).)

• Occipital lobe is the visual processing centre of the human brain.

• Temporal lobe is associated with memory, language and auditory processing.

Many laboratories use between 16 and 64 electrodes, but the caps with more number of

electrodes have been used in scientific and medical studies. International 1020 system (Figure 3.2)

is an internationally recognized method to describe and apply the location of scalp electrodes in

the context of an EEG test or experiment. Figures 2.3 and 2.4 show an example of the clinical and
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FIGURE 2.2. Major parts of the brain. (Uploaded in Wikipedia By Bruce
Blaus. Free License (”Blausen gallery 2014”. Wikiversity Journal of Medicine.
DOI:10.15347/wjm/2014.010. ISSN 20018762). Used under Creative Commons
Attribution 3.0 Unported (CC BY 3.0).)

consumer EEG recording devices.

2.3. Discussion

EEG was traditionally limited to neuroscience applications, and clinical treatments and

research. Quantitative EEG (QEEG) describes a procedure of recording, pre-processing, quantify-

ing, analyzing, and interpreting electrical impulses from the human brain. QEEG applications are

gradually extending into areas such as effective human computer interfaces, gaming training, enter-

tainment, and other ubiquitous computer applications in addition to the cerebro-vascular disorders,

epilepsy, ADHD and other clinical applications.
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FIGURE 2.3. Example of a multi-electrode system that may be used for recording
in clinical circumstances. (Uploaded in Wikipedia by Thuglas at English Wikipedia
[Public domain], via Wikimedia Commons Free.)

FIGURE 2.4. Example of a single electrode consumer device used for EEG record-
ing [96].
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CHAPTER 3

NEUROKEY: TOWARDS A NEW PARADIGM OF CANCELABLE BIOMETRICS-BASED

KEY GENERATION USING EEG

3.1. Structured Abstract

Background: Brain waves (Electroencephalograms, EEG) can provide conscious, continu-

ous human authentication for the proposed system. The advantage of brainwave biometry is that

it is nearly impossible to forge or duplicate as the neuronal activity of each person is unique even

when they think about the same thing.

Aim: We propose exploiting the brain as a biometric physical unclonable function (PUF).

A user’s EEG signals can be used to generate a unique and repeatable key that is resistant to crypt-

analysis and eavesdropping, even against an adversary who obtains all the information regarding

the system. Another objective is to implement a simplistic approach of cancelable biometrics by

altering one’s thoughts.

Method: Features for the first step, Subject Authentication, are obtained from each task

using the energy bands obtained from Discrete Fourier Transform and Discrete Wavelet Transform.

The second step constituting the Neurokey generation involves feature selection using normalized

thresholds and segmentation window protocol.

Results: We applied our methods to two datasets, the first based on five mental activities by

seven subjects (325 samples) and the second based on three visually evoked tasks by 120 subjects

(10,861 samples). These datasets were used to analyze the key generation process because they

varied in the nature of data acquisition, environment, and activities. We determined the feasibility

of our system using a smaller dataset first. We obtained a mean subject classification of 98.46%

and 91.05% for Dataset I and Dataset II respectively. After an appropriate choice of features, the

mean half total error rate for generating Neurokeys was 3.05% for Dataset I and 4.53% for Dataset

This chapter is presented in its entirety from Garima Bajwa and Ram Dantu, “Neurokey: Towards a New Paradigm of
Cancelable Biometrics-based Key Generation using Electroencephalograms.” Computers and Security, 62 (2016),95-
113, with permission from Elsevier (http://dx.doi.org/10.1016/j.cose.2016.06.001) [9].
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II, averaged over the subjects, tasks, and electrodes. A unique key was established for each subject

and task, and the error rates were analyzed for the Neurokey generation protocol. NIST statistical

suite of randomness tests were applied on all the sequences obtained from the Neurokey generation

process.

Conclusion: A consistent, unique key for each subject can be obtained using EEG sig-

nals by collecting data from distinguishable cognitive activities. Moreover, the Neurokey can be

changed easily by performing a different cognitive task, providing a means to change the biomet-

rics in case of a compromise (cancelable).

3.2. Introduction

The design of cryptographic systems has two parts; a cryptographic algorithm (complex

mathematical function) and a cryptographic key. According to Kerckhoffs’ principle, a cryptosys-

tem should be secure even if everything about the system, except the key, is public knowledge

[114]. Hence, the strength of the cryptographic systems depends on the secrecy of the weakest

link, i.e., cryptographic keys (crypto keys). The majority of encryption algorithms desire long,

random keys that are difficult to memorize. Alternately, these crypto keys are stored in a database

and released upon presentation of an authentication token (password). Such a scenario increases

the likelihood of tokens being compromised by sharing (willfully or coercively), losing or stealing.

Generating truly random numbers to be used as cryptographic keys has been an age old

problem. Biometrics alleviates the problem of remembering passwords or PINs, providing a

stronger defense against repudiation. It is significantly harder to forge, copy, share, and distribute

biometrics compared to passwords or PINs [57]. The authors believe that strong cryptographically

secure keys can be obtained from biometric-dependent key generation systems given the appropri-

ate selection of enrollment schemes, feature descriptors/vectors, and entropy mixers as surveyed

by Rathgeb et al. [119]. Advancements in biometrics-based cryptographic systems provide a better

solution to the key management practices that address the security weakness of conventional key

release systems using passcodes, tokens or pattern recognition [153]. Biometrics such as iris recog-

nition, fingerprints, voice, hand geometry, and facial recognition are being employed at present to

derive cryptographic keys [56, 136]. The immutability and non-repudiability of these biometrics
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make them a strong tool for biometric-dependent key generation systems [27, 14].

For an individual, the number of biometric features is limited. We only have ten finger-

prints, a single set of face features, and two iris images. Though it is hard to replicate these

biometrics, the key problem is that once they are compromised, there are not many alternatives.

Thus, the present biometric key generation (BKG) systems suffer from the problem of permanent

loss of one’s biometric feature in case of a compromise by an adversary, and a user may run out of

their limited unique identity features. The advantage of using other forms of cryptographic gen-

erators such as password-based or thermal noise is that they can be revoked and re-issued in the

case of a breach. This is not a natural advantage in biometrics-based cryptosystems. If a person’s

DNA is compromised in the database, it is impossible to create a different cryptographic key. To

overcome this, the system of cancelable biometrics has emerged.

Ratha et al. [118] first introduced the system of cancelable biometrics where distortions on

the biometric features are varied to provide various versions of a biometric template. As a result, it

can be revoked or changed like generic passwords and yet remain unique for intended applications.

The catch here is that the ‘evil eve’ can still plan a feasible attack based on the auxiliary or helper

distortion data. Hence, it is extremely challenging for cancelable biometrics to scale up to both

performance and non-invertibility of transformed features [20, 59].

We propose a biometric key generation approach using the human brain waves (Electroen-

cephalograms - EEG signals) as a solution to this problem. The brain is what gives a sense of

identity and a unique personality to a person. The brain sits at the head of the human body, both

literally and figuratively, controlling and regulating all bodily processes. It achieves this by sending

electric signals through neurons (nerve cells) to all parts of the body, and in turn receiving signals

from them through the same route. The unique patterns of the electrical activity form the language

of the brain. These electric pulses can be most easily detected on the scalp as changes in electric

potentials due to currents flowing through scalp tissue, arising from synchronous activity/firing of

neurons. This process of measuring electric potentials at the scalp is called Electroencephalog-

raphy (EEG). EEG measurements vary depending on a person’s state of mind, the activity being

performed, and his/her mood. A set of measurements made during a particular activity represents
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an individual’s brain state for that activity. Brain state not only varies from activity to activity, but

also from person to person. Thus, an individual’s brain state is their unique signature, just like their

fingerprints or DNA.

3.2.1. Motivation

Noninvasive brain-computer interfaces (BCI) have enhanced our capabilities to study the

neural circuits and utilize them for applications ranging from those in the medical field like neu-

roprosthetics to entertainment like neurogaming. In this paper, we propose a new modality for

generating crypto keys (Neurokeys) from an individual’s EEG signals while a subject performs

certain mental tasks. As the tasks can be easily substituted by altering the passthoughts [135], these

EEG signals extend a simplistic approach to implementing cancelable biometrics-based crypto key

generation.

Empirical reasons to exploit EEG for a plausible Neurokey are as follows:

• Physical unclonable function (PUF): EEGs are nearly impossible to forge because the

neuronal wiring of each person is unique and will result in a different pattern of EEG

between subjects while performing similar mental activities [152] analogous to PUFs.

• Cancelable: EEG readings enable us to develop cancelable biometric keys since taking a

reading requires having the user engage in a specific cognitive task that can be changed if

the user’s biometric information is compromised.

• Entropy: The measured EEG biometrics have a high entropy across populations i.e. the

amount of uncertainty in the key from an adversary’s point of view is large.

• Coercion Attack: Biometric keys from EEG signals could possibly provide prevention

under coercion attacks as the brain responses change under threat [23, 102]. Gupta et

al. [46] showed that detecting changes in a user’s skin conductance provided good resis-

tance against coercion attacks when the keys were generated using both voice and skin

conductance.

We believe our breakthrough idea will interest a diverse research community including

machine learning, cryptography, and computer security.
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3.2.2. Problem Definition

The goal of this research initiative is to provide portable, on-the-go, cognitive keys with a

possibility of regeneration even on mobile devices. This eliminates the problem of key manage-

ment for encryption of user-specific data which can now be protected by the Neurokey obtained

from one’s EEG signals. The solution to the following research question is intended: Can we

consistently generate a Neurokey in any environment to differentiate between individuals based on

their cognitive activity? We aim to validate how the existing challenges affect the usefulness of

EEG signals as a key generation scheme.

3.3. Related Work

There are four fundamental requirements to use a biometric as a cryptographic key gener-

ation system [57]. Universality: it should be possible to generate keys from the biometric features

of all individuals. Uniqueness: the system should be able to separate keys of different persons

with a reasonably low failure probability. Consistency: biometric characteristics of the individuals

should remain fairly constant for a reasonable time. Collectable: biometric values should be easy

to obtain, easy to quantify, and cause no discomfort.

EEG signals can be easily recorded using a headband containing dry or wet electrodes on

a desktop or mobile device. Early works by Poulos et al. [116] and Paranjape et al. [110] studied

the possibility of using the brain signals as a means for a new biometric authentication system.

The theory of neurologists that the EEG carries genetic information of an individual [139, 87, 7]

influenced their studies. Since then, several researchers have contributed towards establishing

the feasibility of using EEG for biometric authentication systems, with a focus on improving the

accuracy [115, 105, 18, 108, 91, 52, 94, 121, 2, 66].

On similar lines, Thorpe et al. [135] describe a system that uses pass-thoughts as opposed

to a conventional text-based password for user authentication, making it resistant to dictionary and

shoulder-surfing attacks. Chuang et al. [21] performed usability studies to advance the idea that

consumer grade single electrodes in a non-clinical setting are sufficient to fulfill the requirements

of accuracy for classification. Also, various mental tasks based on difficulty, enjoyability and

recall ability were evaluated for the performance of the system. Another interesting work by Yeom
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et al. [147] was based on the paradigm that unique subject-specific brain wave patterns exist in

response to the visual stimuli of self and non-self face images. The validation of the stability of

the EEG waves over time was established by comparing the inter-individual variation in spectral

observations to the intra-individual stability over more than a year [95].

Only a few research studies have explored the possibility of employing the brain signals

to generate keys for cryptographic applications. Palaniappan et al. [107] present one of the early

ideas about the use of EEG for PIN generation. Their system was based on P300 based BCI design

incorporating an external visual stimulus paradigm. They identified Cz electrode to be appropriate

considering a limited number of trials. Lokeshwari et al. [86] proposed data encryption using a

genetic algorithm with EEG. Their system intends to feed a pseudorandom number generator with

a seed obtained from EEG feature extraction. Their system represents a theoretical idea with a lack

of implementation analysis.

3.3.1. Contributions of the Paper

To our knowledge, no one has extensively studied the performance of a biometric system

using EEG for both authentication and cryptographic key generation, utilizing different types of

online EEG datasets varying in the nature of data collection, the number of electrodes, and the

types of activities.

Our EEG key generation is based on a cascade system of EEG authentication followed by

key generation. It is similar to a key binding system that binds a random key with a user’s biometric

data at the time of enrollment and releases the key upon successful authentication [128, 136]. The

difference is that our system derives the random key also by using the subject’s EEG biometrics

itself. The inherent property of authentication ensures that the subject whose EEG signals are being

used to generate his/her cryptographic key is the one whom he/she claims to be. An adversary also

has to obtain access to both the authentic features and the feature vectors (of keys) to attack the

system. It helps increase the overall resistance of the system to forgery as the key is never retrieved

if the authentication fails.

The key generation scheme does not require original biometrics data to be stored. The

feasibility of changing Neurokeys for the same subject by switching to a different mental activity
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is also studied, thus, providing a usable and comparable alternative to cancelable biometrics-based

key generation schemes. In summary, the paper explores the following:

• Empirical evaluation of using EEG for Neurokey generation

• Experimental feasibility of using EEG for Neurokey generation

• Potential as a cancelable biometrics-based key generation

3.4. System Overview

Our proposed cancelable Neurokey generation scheme, shown in Figure 3.1, has three

phases:

Enrollment: In this phase, an individual establishes the authentic regions of his EEG fea-

tures for a chosen activity using his training samples. These regions are stored as a template to

authenticate later and generate the cryptographic keys. We shall not dig into the biometric tem-

plate security in this paper [13, 56].

Authentication: The second part of the system will authenticate a subject using the classic

biometric approach. The key is generated directly from the EEG features of an individual after the

person has been authenticated using those same signals.

Key Generation: The key generation scheme does not require original biometrics data to

be stored. It accepts the EEG signals of the established mental activity and generates the feature

vectors after the appropriate feature selection. The feature vectors are binarized using the authentic

regions of an individual in the template to generate the key. Though authentication phase is a

screening process itself, the generated key is matched to the stored hash value of the genuine key

to be accepted or rejected.

Lastly, the feasibility of changing a Neurokey for the same subject by switching to a dif-

ferent mental activity is also studied, thus, providing a usable and comparable alternative to other

distortion-based cancelable biometric key generation schemes.

3.5. Experimental Data

Currently, the approaches to obtain biometrics from EEG data are derived from brain re-

sponses to either visually evoked stimuli or mental tasks. Our goal was to study the key generation
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FIGURE 3.1. The flow of key generation from EEG of the subjects.

process from such EEG datasets, varying in nature of data collection equipment, environment and

activities, and their subsequent impact on the generation of keys.

In our investigation, we applied our methodology to two public EEG datasets to determine:

• Dataset 1: Experimental feasibility using seven subjects dataset (mental task activations)

• Dataset 2: System’s general applicability using 120 subjects dataset (visually evoked

stimuli)

3.5.1. Dataset I

This dataset has been obtained previously by Keirn and Aunon [69, 62, 61]. It consists of

EEG signals from seven subjects performing five mental tasks. The tasks were chosen in a way to

invoke hemispheric brainwave asymmetry.

3.5.1.1. Task Description

The five mental tasks are described as follows:

• Baseline Task: This task was considered as a reference or a base that was used to control

and measure EEG signal activity. The subjects were asked not to engage in any specific
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mental task and relax as much as possible with very few movements, and to think of

nothing in particular.

• Letter Task: In this task the subjects were instructed to mentally compose a letter to a

friend or relative without vocalizing it.

• Math Task: The subjects were shown images consisting of some multiplication problems,

such as 49 times 78, and were asked to solve them, again without vocalizing or making

any physical movements.
• Geometric Figure Rotation: The subjects were instructed to visualize a particular three-

dimensional block figure being rotated about an axis.

• Visual Counting: The subjects were asked to imagine a blackboard and to visualize num-

bers being written on the board sequentially.

3.5.1.2. Data Collection

Signals were recorded from six channel placements C3, C4, P3, P4, O1, and O2 specified

by 10-20 electrode placement via an Electro-Cap elastic electrode cap. The standard electrodes

placement is shown in Figure 3.2.

The subjects were asked to sit in a sound controlled booth with dim lighting and noiseless

fans for ventilation. The electrodes were connected through a bank of Grass 7P511 amplifiers and

band pass filters (0.1–100 Hz). Data recording was done at a sampling rate of 250 Hz with a Lab

Master 12 bit A/D converter mounted in an IBM-AT computer. Eye blinks were detected using a

separate channel of data recorded from two electrodes placed above and below the subject’s left

eye.

All tasks were performed with the subjects eyes open. Subject 1, left handed, aged 48, and

Subject 2, right-handed, aged 39, were employees of a university. Subjects 3-7 were right-handed

college students between the ages of 20 and 30. All were male subjects except Subject 5. They

performed five trials of each task in one day. Each task lasted for 10 seconds, and they returned

to do another five-trial session on a different day. Subjects 2 and 7 completed only one five-trial

session. Subject 5 completed three such sessions and the rest completed only two sessions.
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FIGURE 3.2. Black circles indicate positions of the original 10-20 system [58],
gray circles indicate additional positions introduced in the 10-10 extension [103].
The occipitotemporal region of interest is marked in color.

3.5.2. Dataset II

This dataset was taken from UC Irvine Machine Learning Repository [55]. It was collected

to examine EEG correlates of genetic predisposition to alcoholism. The dataset is described below

[151].

3.5.2.1. Task Description

There were two groups of subjects: alcoholic and control. Each subject was exposed to

either a single visual stimulus (S1) or to two stimuli (S1 and S2). These stimuli were composed of

pictures of objects obtained from the 1980 Snodgrass and Vanderwart picture set [127]. In the case

of second stimuli (S2), it was presented in either a matched condition where S1 was identical to S2

or in a non-matched condition where S2 differed from S1. The duration of each picture stimulus

in each test trial was 300 ms. The interval between each trial was fixed to 3.2 s. The occurrence of

matching and non-matching stimuli were randomized.
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TABLE 3.1. Comparisons of the datasets

Datasets Dataset I Dataset II
Subjects 7 120

Electrodes 6 64
Activities 5 3
Frequency 250 Hz 256 Hz
Total trials 325 10,861

Recording duration per trial per activity 10 sec 1 sec

So, we divided the data into three sub-tasks; S1 task, S2 NoMatch, and S2 Match to study

the generation of keys in these three scenarios. An important consideration is that we will generate

the keys from 1 s of EEG data as compared to 10 s in the previous dataset. The comparison of

datasets is given in Table 3.1.

3.5.2.2. Data Collection

The dataset contains EEG measurements from 64 electrodes placed on a subject’s scalp

at a sampling rate of 256 Hz for 1 second duration. There were 122 subjects and each subject

completed 120 trials of the three visually evoked stimulus presented in a random fashion. We

removed the data of two subjects as the EEG signals were noisy and contained many error trials.

The data was recorded in a sound attenuated RF shielded room with the subject seated in a reclining

chair. The signals were amplified with a gain of 10,000 by EpA2 amplifiers (Sensorium, Inc) with

a bandpass between 0.02 and 50 Hz. Data readings involving eye and body movements (> 73.3

uV) were rejected as noise.

3.6. Feature Extraction Process

Several methods can be used to extract features from the EEG signals. Different methods

produce different size of feature vectors. We take advantage of both Discrete Fourier Transform

(DFT) and Discrete Wavelet Transform (DWT) to extract the relevant features from the EEG sig-

nals. DFT breaks down the signal into its constituent sinusoids of different frequencies whereas

the DWT breaks the signal into its wavelets, using scaled and shifted versions of a mother wavelet.

Wavelet properties of temporal localization and Fourier’s frequency localization make them an

ideal combination for extracting properties of non-stationary signals such as EEG.
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FIGURE 3.3. Process of FFT feature extraction from frequency distribution of dif-
ferent channels.

3.6.1. Discrete Fourier Transform

Time domain signal of each channel was converted into the frequency domain using Fast

Fourier Transform (FFT), an efficient algorithm for computing the DFT of a sequence. The stan-

dard EEG frequency bands obtained are:

• Delta (δ)- rhythmic activity between 1-4 Hz

• Theta (θ)- rhythmic activity between 4-8 Hz

• Alpha (α)- rhythmic activity between 8-12 Hz

• Beta (β)- rhythmic activity between 13-30 Hz

• Gamma (γ)- rhythmic activity between 30-44 Hz

These bands were calculated for each channel. Therefore, the FFT feature vector consisted

of five features for an electrode. Figure 3.3 shows the process of obtaining FFT features of subject

classification for the authentication process.

22



FIGURE 3.4. Decomposition structure of the Discrete Wavelet Transform.

3.6.2. Discrete Wavelet Transform

We used the Daubechies family of wavelets to create robust features for the subject classi-

fication. The general decomposition of the signal into its detail and approximate coefficients was

achieved by applying a series of high and low pass filters to the signal. Figure 3.4 shows the se-

quential application of the filters. Unlike FFT, DWT provides a time-frequency representation of

the signal and the Daubechies wavelet’s irregular shape and compact nature help in analyzing sig-

nals with discontinuities or sharp changes. Each wavelet characterized by the vanishing moments

is used to represent the polynomial information in a signal. We compared ‘db4’, ‘db6’ and ‘db8’

and found ‘db8’ to be the most appropriate for capturing the underlying changes in the EEG sig-

nals. The decomposed coefficients at DWT levels have been approximated to the nearest standard

EEG frequency bands as shown in Table 3.2.

Instead of using all the coefficients at each decomposition level, we extracted the following

statistical information from the wavelet coefficients at every level.

• Mean of the absolute values of the coefficients in each level (both high and low sub-band)

• Average power of the wavelet coefficients in each sub-band
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TABLE 3.2. Wavelet-decomposition level and EEG sub-bands relationship (A - approximate co-
efficients, D - detail coefficients)

Energy band Frequency Range Decomposition Level
Delta 0 - 4 Hz A5
Theta 4 - 8 Hz D5
Alpha 8 - 16 Hz D4
Beta 16 - 32 Hz D3

Low Gamma 32 - 64 Hz D2
High Gamma 64 - 128 Hz D1

• Standard deviation of the coefficients in each sub-band

The DWT feature vector was composed of 18 features for an electrode (six energy bands *

3 statistical features per band). Thus, the combined DWT-FFT feature vector for a subject had 23

features per electrode.

3.7. Authentication

3.7.1. Repeatability

Measurement of an individual’s EEG samples taken at multiple time frames are almost

never identical. We studied the problem of repeatability of the EEG biometrics for the identification

process by using various sessions of EEG recordings, obtained at different time intervals (different

days and times) for training and testing in the classifier. Random samples were chosen from the

datasets, 66% as train set and rest as a test set, and classification was carried out using 10-fold cross

validation. The mean of 10 such sampling processes were used to calculate the results. Similarly,

the Neurokeys were tested by splitting the dataset into genuine and imposter users for each subject.

3.7.2. Classification

We performed discretization of feature vectors as another preprocessing step before the

classification. Supervised discretization transforms numeric attributes to nominal attributes and

takes into account the class labels as compared to unsupervised discretization like equal binning

or frequency. WEKA (Waikato Environment for Knowledge Analysis) tool was used to analyze

the dataset [49]. The tool accepts ARFF (Attribute Relationship File Format) file format. Our

MATLAB data set in a cell array format was converted into appropriate ARFF file for each of the
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feature extraction methods. For each of the ARFF file two types of classification models, Support

Vector Machine and Bayesian Network, were used.

Support vector machine (SVM) was used as a classifier because of its accuracy and abil-

ity to separate the classes using the concept of hyperplane separation to the data, mapping the

predictors onto a new, higher-dimensional space in which they can be separated linearly. The per-

formance metrics were compared with Bayesian network classifier. Neural networks including

Multilayer perceptron took a considerably long time to build and classify and hence, not included

in comparisons.

The extracted features from each record were corresponding to the task performed by the

subjects. Once the classification was performed, the results were analyzed, and the performances

were compared using the following metrics.

(1) Accuracy =
Tp + Tn

Tp + Tn + Fp + Fn

(2) Precision =
Tp

Tp+ Fp

(3) Recall =
Tp

Tp+ Fn

(4) F −measure =
2 · Precision ·Recall
Precision+Recall

where Tp = True positive, Tn = True negative, Fp = False positive and Fn = False negative.

We based our results on the datasets described in the previous section that consists of 325

records from Dataset I and 10,861 records from Dataset II. For Dataset II, the initial feature ex-

traction was carried out with 61 electrodes (excluding the reference electrodes). Our aim was to

empirically derive a subset of electrodes (features) in such a manner that it does not affect the

subject classification significantly. In the dataset the topographical distribution of the event-related

25



TABLE 3.3. Subject classification for each classifier across various tasks for Dataset I.

Support Vector Machine Bayesian Network
Accuracy F-measure ROC area Accuracy F-measure ROC area

Baseline 96.92% 0.969 0.982 98.45% 0.985 1
Count 98.46% 0.985 1 100% 1 1
Letter 96.92% 0.968 1 95.38% 0.953 0.999

Multiply 100% 1 1 100% 1 1
Rotation 100% 1 1 100% 1 1

potentials to picture stimuli were mainly located in the occipitotemporal area of the brain [151]

as shown in Figure 3.2 (marked in color). We achieved a higher distinguishability in the activities

using occipital, temporal and central lobes of the brain, compared to the other electrode positions.

We were able to isolate a subset of 18 electrodes from 61 electrodes (T7, T8, O1, O2, PO7, PO8,

TP8, TP7, P3, P4, P5, P6, C3, C4, P8, P7, P1 and P2).

Table 3.3 shows the classification performance of Dataset I. Table 3.4 displays the classi-

fication accuracies and F-measures for successive empirical combination of electrodes for S1 task

in Dataset II. Having empirically established the 18 best electrodes from this activity, the classifi-

cation metrics for other activities of Dataset II were obtained only using these electrodes in Table

3.5. Measures were derived from the confusion matrix to evaluate the performance of the models

using the metrics in equations 1-4. Bayesian Network performed better for the smaller dataset

(Dataset I) while SVM provided improved measures as the dataset became bigger (Dataset II).

3.8. Neurokey Generation

The authentication ensures that the subject whose EEG signals are being used to generate

his personal cryptographic key is the one who he claims to be. As stated before, the feature

extraction process here should be different because the classifier used for subject authentication

can handle variations in the values of the feature set. Contrary to this, even a small variation will

change the key by a significant number of bits. The following subsections describe the feature

selection and binary feature vectorization processes.
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TABLE 3.4. Subject classification with SVM for S1 task in Dataset II using successive empirical
combination of electrodes.

Electrode combinations for classification Accuracy F-measure ROC area
T7 T8 O1 O2 PO7 PO8 80.81% 0.803 0.803

T7 T8 O1 O2 PO7 PO8 P8 P7 82.63% 0.822 0.912
T7 T8 O1 O2 PO7 PO8 PO1 PO2 82.20% 0.817 0.91
T7 T8 O1 O2 PO7 PO8 TP8 TP7 85.61% 0.852 0.927

T7 T8 O1 O2 PO7 PO8 TP8 TP7 P3 P4 86.81% 0.865 0.933
T7 T8 O1 O2 PO7 PO8 TP8 TP7 P5 P6 88.97% 0.887 0.944

T7 T8 O1 O2 PO7 PO8 TP8 TP7 P3 P4 P5 P6 89.70% 0.895 0.948
T7 T8 O1 O2 PO7 PO8 TP8 TP7 P3 P4 P5 P6 C3 C4 90.91% 0.907 0.954

T7 T8 O1 O2 PO7 PO8 TP8 TP7 P3 P4 P5 P6 C3 C4 P8 P7 91.22% 0.911 0.956
T7 T8 O1 O2 PO7 PO8 TP8 TP7 P3 P4 P5 P6 C3 C4 POZ OZ 90.94% 0.907 0.961

T7 T8 O1 O2 PO7 PO8 TP8 TP7 P3 P4 P5 P6 C3 C4 P8 P7 PO1 PO2 90.96% 0.908 0.954
T7 T8 O1 O2 PO7 PO8 TP8 TP7 P3 P4 P5 P6 C3 C4 P8 P7 P1 P2 92.28% 0.921 0.954

FP1 FP2 F7 F8 AF1 AF2 FZ F4 F3 FC6 FC5 FC2 FC1 T8 T7 CZ C3 C4 79.56% 0.794 0.813
F7 F8 AF1 AF2 FZ F4 F3 FC6 FC5 FC2 FC1 T8 T7 CZ C3 C4 CP5 CP6 75.27% 0.7515 0.787

AF1 AF2 FZ F4 F3 FC6 FC5 FC2 FC1 T8 T7 CZ C3 C4 CP5 CP6 CP1 CP2 74.14% 0.741 0.752
FZ F4 F3 FC6 FC5 FC2 FC1 T8 T7 CZ C3 C4 CP5 CP6 CP1 CP2 P3 P4 82.70% 0.8235 0.844

All Electrodes 96.17% 0.961 0.981

TABLE 3.5. Subject classification for each classifier across various tasks for Dataset II.

Support Vector Machine Bayesian Network
Accuracy F-measure ROC area Accuracy F-measure ROC area

S1 task 92.28% 0.921 0.954 87.46% 0.875 0.993
S2 NoMatch 90.45% 0.899 0.952 87.54% 0.876 0.995

S2 Match 90.43% 0.898 0.952 88.22% 0.882 0.995

3.8.1. Feature Selection

We used a similar approach of Chuang et al. [21] to study the self-similarity within the

subjects and cross-similarity amongst different subjects’ EEG feature vectors across multiple tri-

als. Self-similarity refers to similarity of the feature vectors arising from multiple trials of the

same task within a subject. Cross-similarity measures similarity of the feature vectors arising from

every combination of the trials of the same task between different subjects. The following equa-

tion represents a general case to determine similarity between feature vectors based on the cosine

distance.

(5) similarity = cos(Θ) =
A ·B
||A||||B||

=

∑n
i=1Ai ∗Bi√∑n

i=1A
2
i ∗
√∑n

i=1B
2
i
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ifA == B : self − similarity, A 6= B : cross− similarity

Figures 3.5(a) and 3.5(b) show the self-similarity and cross-similarity scores for both the

Datasets averaged over the tasks. The self-similarity scores were higher than the cross-similarity

across all the subjects. The relative percentage difference between the two scores was used to

determine the distinguishability between the feature vectors. The subjects that scored low on self-

similarity also showed less relative percentage difference to cross similarity. This is a probable

contributing factor to false acceptance rates in the system. As observed by Chuang et al., there was

a good variation between the subjects for the relative difference scores. This difference was useful

in deriving a unique key for a person’s authenticated feature region.

The distribution of feature vectors for every subject was obtained from the training samples

of each mental activity. We assumed that these distributions would also be distinguishable if the

feature vectors of the subjects could be differentiated based on the variations in relative percentage

difference of the similarity scores. The global feature segmentation protocol used to generate the

Neurokeys was adopted from Chang et al. [18] who extended the original Monrose et al. [93]

scheme of stable key generation. The procedure for the approach is as follows:

• First, the features were calculated from the time domain EEG signals using FFT and DWT

across all electrodes, activities and subjects. Feature vectors for key generation from each

electrode were formed by

(6) Feature vector =
(δ)3 + (θ)3 + (α)3 + (β)3 + (γ)3

(δ) + (θ) + (α) + (β) + (γ)

• The distribution of feature vectors for each electrode and activity was obtained from the

training samples of a subject and parameters such as mean and standard deviation were

calculated for each distribution.

• The width of the global distribution was defined using the global mean and standard de-

viation via a segmentation parameter, k seg.

Window start = µglobal − k seg ∗ σglobal

Window end = µglobal + k seg ∗ σglobal
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FIGURE 3.5. Similarity scores obtained across each subject of the Dataset I (a) and
Dataset II (b).
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• Equiprobable interval bins were derived in the global distribution using the authentication

region of each subject’s feature vector.

Auth region(sub,feature) = [µsub,feature−ksub,feature∗σsub,feature, µsub,feature+ksub,feature∗

σsub,feature]

The maximum value of ksub,feature parameter was calculated using the distinguishability

criterion [18] as

ksub,feature = (µglobal,feature − µsub,feature)/σsub,feature

• Each feature vector from the training samples was mapped to an appropriate bin in the

global distribution. The bin containing the maximum feature vector samples of the subject

was used to represent that feature.

if(feature vector ≥ (Window start+ increment ∗ step size)&&feature vector ≤

(Window start+ (increment+ 1) ∗ step size))

The step size was proportional to the authentication region of a subject’s feature vector,

thus, varying the number of equiprobable bins in the global distribution with each subject,

electrode, and activity. Figure 3.6 shows an example of key generation region using a

feature of a subject in the global distribution.

• The key bits were computed from the feature vector using the binary feature quantization

explained in the next subsection.

• This process was repeated for the six electrodes of Dataset I and the chosen 18 elec-

trodes of Dataset II across all the subjects to generate the keys. The length of keys can

be changed by combining different electrodes as required by the user conditioned to a

particular application.

3.8.2. Binary Feature Quantization

To use the keys for any cryptographic application, the feature vectors have to be binarized

appropriately without compromising the inherent security properties of the biometrics. The statis-

tical evaluation of the Neurokeys is detailed in next section. The basic idea to extract the bits was

to use the binary value of the feature vectors and perform the mixing function using the authenti-

cation regions of each subject’s electrode. We can also use the SHA-1 hash function to spread the
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FIGURE 3.6. Example key generation process from the global feature distribution
of an electrode for a subject [18].

bits more uniformly in the keys. The index of the circular shift was obtained using the number of

segments in the global feature window. After all the concatenation rounds for the desired number

of electrodes (18 in this case), the average key length of 230 bits was derived from each subject

and activity. The pseudo code for the quantization is shown in Algorithm 1.

Algorithm 1 Binary feature vector quantization
Require: Biometric feature vector Fv , number of segments N, Authentic region Ar
Ensure: Neurokey N key

for i← 1 to N sub do . Number of subjects
for j ← 1 to N elec do . Number of electrodes

temp key[0]← dec to bin(Fv[i][j]) . Binary quantization
seed← Fv[i][j] mod Ar[i][j] . Determine seed for temporary key
temp key[k]← XOR(temp key[k − 1], seed)
key[k]← circularshift(temp key[k], N [i][j]) . Use the number of segments to

perform the circular shift
N key[i]← (N key[i]||key[k]) . Concatenate the bits from each round to form the key

end for
end for
return N key

3.8.3. Key Evaluation

The amount of data with various parameters can restrict the ability to derive a unique and

repeatable key from the entire data set for each subject as outlined in Table 3.6. The number of

possible combinations of electrodes to determine an optimal combination given by
∑n−1

k=0

(
n
k

)
is
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TABLE 3.6. Complexity of deriving the key.

Parameters (n) Frequency
No. of electrodes (Ne) 1 to 61

Frequency windowing (Fw) 5
Time-Frequency windowing (Tw) 18

Distribution of Data (Dd) 1
Segmentation parameter (Sk) 1

Number of subjects (Sub) 7 to 120
Complexity (Ne x Fw x Tw ) ++ (Dd x Sk x Sub)

= O(n3)

significantly large. Therefore, a subset of electrodes derived during the subject classification will

be used in key generation.

The following metrics were considered to evaluate the keys generated from the subjects.

False Acceptance Rate (FAR) is the measure of the likelihood that the Neurokey system

will incorrectly accept the derived key from an unauthorized user. As there is only one legitimate

user, keys of all other subjects in the dataset apart from the authorized user were used to assess this

error rate.

False Rejection Rate (FRR) is the ratio of the number of times the Neurokey system will

incorrectly reject the derived key of a genuine user to the total attempts. The dataset of the subjects

was randomly split into 40% train and 60% test sets to assess this error rate.

Half Total Error rate (HTER) is an average of the FAR and FRR, defined as:

(7) HTER =
FAR + FRR

2

K seg, the number of segments in the global window, was a crucial parameter in determin-

ing the width of the global window for the feature key and the initialization of the seed in Neurokey

binarization. Figure 3.7 shows the variation of HTER with the segmentation parameter averaged

across subjects and electrodes. The graph is an exponential variation and K seg =10 was chosen

to be an optimal number for the window segmentation.

We also wanted to study the error rates corresponding to the number of trials needed to

enroll a user in the key generation process. Figure 3.8 shows the HTER versus the number of trials
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FIGURE 3.7. HTERs for varying the segmentation parameter values averaged
across electrodes and subjects.

for both the datasets. In each dataset, the subjects did not perform an equal number of trials. So,

the curves in this figure are plotted up to thirteen trials for Dataset I and five trials for Dataset II.

These were the minimum of the number of trials performed by the subjects in each dataset. Thus,

it gave a measure of the average number of trials required to enroll a user.

Figure 3.9 shows the HTERs for Dataset I, averaged over the electrodes. The mean HTERs

for Dataset II (4.53%) were slightly higher compared to Dataset I (3.05%). Since Dataset II rep-

resents a larger population, we shall analyze it in greater detail than Dataset I. We compared the

FAR’s and FRR’s of the Neurokeys obtained using FFT, DWT and combined FFT-DWT feature

vectors in Figures 3.10(a), 3.10(b) and 3.10(c) for the S1 task. The error rates for other two tasks

of Dataset II using DWT-FFT feature vectors are shown in Figures 3.11(a) and 3.11(b). We also

studied an alternate view of the error rates for the subjects averaged across all electrodes in Figure

3.12. It shows the fraction of users versus the probability of failure of generating their own genuine

Neurokey.

FFT features were more suited for the key generation as both average FAR and FRR were

less compared to DWT features. Combining the two features, FAR further reduced to nearly zero

in many electrodes. This could be an excellent feature to keep away adversaries. However, the
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FIGURE 3.8. HTERs variation with number of trials for Dataset I (top) and Dataset II.

increased FRR would comparatively degrade the overall performance of the system.

3.8.4. Randomness Measures - NIST Statistical Test Suite

We utilized the guidelines of the statistical test suite for random number generators by NIST

to evaluate the output of our biometric key generator [122]. These tests are helpful in determining

the suitability of a generator for the cryptographic application. We tested our sequences with nine

out of the fifteen tests that applied to our system (Table 3.7). It is difficult to include the details of

all NIST tests in this paper. We briefly list the parameters that help to understand the evaluation of
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FIGURE 3.9. HTERs variation for Dataset I for each subject and activity averaged
over the electrodes.

each test.

Ho:: The null hypothesis that the sequence being tested is random.

Ha:: The alternative hypothesis that the sequence is not random.

α:: The level of significance of the test. It is the probability that a test will indicate that the

sequence is not random when it really is random. The default value of significance is

0.01.

: A p-value >= α would mean that the sequence would be considered to be random with a con-

fidence of 99%. A p-value < α would mean that the sequence is non-random with a

confidence of 99%.

Each test was carried out for Dataset II for a sample size = 360 sequences resulting from

120 subjects, and 3 activities combined for 18 electrodes. A useful interpretation of the 3240

results (120*3*9 tests) is necessary. Two approaches outlined by NIST include (1) Examine the

proportion of sequences that pass a statistical test and (2) Verify the distribution of p-values from

a test for uniformity.

35



 

0

2

4

6

8

10

12

14

T7 T8 O1 O2 PO7 PO8 TP8 TP7 P3 P4 P5 P6 C3 C4 P8 P7 P1 P2

FA
R

/F
R

R
 (

%
)

Electrodes

FAR FRR

(a)

 

0

2

4

6

8

10

12

14

T7 T8 O1 O2 PO7 PO8 TP8 TP7 P3 P4 P5 P6 C3 C4 P8 P7 P1 P2

FA
R

/F
R

R
 (

%
)

Electrodes

FAR FRR

(b)

 

0

2

4

6

8

10

12

14

T7 T8 O1 O2 PO7 PO8 TP8 TP7 P3 P4 P5 P6 C3 C4 P8 P7 P1 P2

FA
R

/F
R

R
 (

%
)

Electrodes

FAR FRR

(c)

FIGURE 3.10. False acceptance and rejection rates for each electrode averaged
across the subjects for S1 task (Dataset II) using different feature vectors (FFT
feature vectors (a), DWT feature vectors (b), DWT-FFT feature vectors (c)).
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FIGURE 3.11. False acceptance and rejection rates for each electrode averaged
across the subjects for S2 NoMatch (a) and S2 Match tasks (b), using DWT-FFT
feature vectors for Dataset II.

3.8.4.1. Proportion

The acceptable range of proportions that pass the test is given using α, the level of signifi-

cance, and m, the sample size.

(8) Range = p̃± 3

√
p̃(1− p̃)

m

where p̃ = 1-α, α = 0.01 and m = 360 sequences, we get range = 0.99 ± 0.01573213272 (i.e.

proportions should lie above 0.97426786).

37



TABLE 3.7. Results for the proportion of sequences passing the tests and the uniformity of p-
values.

Statistical test Proportion Decision P-value of p-values Decision
Frequency (Monobit) Test 0.975222 Pass 0.983235 Uniform

Frequency Test within a Block 0.988889 Pass 0.985372 Uniform
Runs Test 0.997222 Pass 0.989165 Uniform

Longest Run of Ones in a Block 0.979444 Pass 2.82E-19 Non-Uniform
Spectral Test 0.172222 Fail 1.49E-06 Non-Uniform

Non-overlapping Template 0.979889 Pass 8.46E-06 Non-Uniform
Serial Test a 0.983333 Pass 0.978447 Uniform
Serial Test b 0.983333 Pass 0.882427 Uniform

Approximate Entropy Test 0.975 Pass 0.982684 Uniform
Cumulative Sums Test 0.727778 Fail 0.996361 Uniform

3.8.4.2. Distribution

The distribution of p-values of a test is evaluated by dividing the interval between 0 and

1 into 10 sub-intervals. The frequency of p-values that lie within each sub-interval is calculated.

Uniformity is statistically determined by χ2 test and finding the P-value of all p-values for a test

[64]. If P-value >= 0.0001, then the sequences can be considered to be uniformly distributed.

(9) χ2 =
10∑
1

(Fi −m ∗ Si)
2

m ∗ Si

(10) P -value = igamc(9/2, χ2/2)

where Fi gives the frequency of p-values in the ith sub-interval, m is the sample size, Si denotes the

rate of each ith bin which is computed from the histogram of p-values and igamc is the incomplete

gamma function.

3.9. Discussion

The accuracies and F-measures of the subject classification using Support Vector Machine

and Bayesian Network are shown in Tables 3.3 and 3.4. Dataset I (using six electrodes) had a

mean accuracy of 98.46% whereas Dataset II (using selected 18 electrodes) had a mean accuracy

of 91.05%, averaged over the activities. It is due to the vast difference in the number of subjects in

the two datasets. The F-measures and ROC areas were reasonable given that the EEG signals were
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recorded over multiple sessions separated in time. From the observations, we can conclude that

Bayesian Network can be used to classify small datasets, and SVM can be used for large datasets.

Dataset II will be analyzed and discussed more as it represents a larger population set.

Our system faces the trade-offs such as entropy vs practicality and number of features vs

accuracy. All subsets of electrodes shown in Table 3.4 showed lower classification accuracies

compared to using 61 electrodes together (96.17%). But, clearly some subsets obtained better

classification than the rest (mainly frontal electrodes). For instance, using a subset of 18 electrodes

(bold in Table 3.4) achieved an accuracy of 92.28% whereas the subset of 18 electrodes containing

FP1 through C4 (italics in Table 3.4) showed an accuracy of 79.56%. The reasons for this could

be:

• Feature reduction is sensitive to type of electrode because its characteristics are depen-

dent upon underlying brain activations. Zhang et al. [151] showed that the topograph-

ical distribution of event-related potentials to picture stimuli were mainly located in the

occipito-temporal areas of the brain, and these regions play a key role in high level visual

information processing. We also observed that using occipital, temporal and central brain

areas of the brain (P3, P4, O1, O2, C3, C4), resulted in higher distinguishability of the

activities compared to other electrode positions.

• The features from biometrics such as fingerprints [90] are well established but feature

extraction from EEG is still an active area of research. Hence, estimating the entropy

contribution of each electrode to the system is a challenging endeavor. Using all the 61

electrodes increases the total number of features that may account for accommodating the

variations in EEG among the trials.

For key generation process, we observed that using the same feature vectors of authentica-

tion for key generation indeed caused avalanche effect in error rates. The mean HTERs were nearly

nine to 10 times lower using the global feature segmentation [18] feature selection process for key

generation. It is not feasible to detail all these comparisons currently in this paper. The activities

that provided better classification among subjects also produced lower error rates for the Neurokey

generation process. For example, the rotation and multiplication activities had F-measures of 1
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for subject classification. They also had low mean HTER values in the range of 2-3% (averaged

over the subjects and electrodes). Similarly, S1 task of Dataset II with 0.961 F-measure provided

a better subject distinguishability compared to other visually evoked stimulus tasks. It had a mean

HTER of 4.28% (FAR 0.27%, FRR 8.30%). Thus, combining the activity with certain electrodes

will help to generate strong cryptographic keys. The flexibility to change an activity upon com-

promise is an attribute not yet offered by most of the existing biometrics. The mean HTERs of

Neurokeys from other activities were also low (S2 NoMatch 4.78%, S2 Match 4.8%). It has been

shown that brain responses change during threat [23], providing a resilient solution to coercion

attacks. Another possible solution could be to think of a different activity than the enrollment ac-

tivity when forced to reveal one’s authentic biometric key. However, it requires further work to test

the performance of our scheme to key generation under a threat/coercion attack model.

As observed previously in Figure 3.10, Neurokeys from the DWT (FAR 3.60%, FRR

4.27%) and FFT (FAR 1.23%, FRR 4.50%) feature vectors had lower mean error rates compared to

the combined DWT-FFT feature vectors (FAR 0.27%, FRR 8.30%). Failure rate of our system has

similar implications as other biometrics-based cryptographic systems. The UK Biometrics Work-

ing Group has suggested a scheme for understanding relative biometric strengths - FAR of 1.0%

as basic security strength, 0.01% as medium and 0.0001% as high security strength [45, 111]. Our

Neurokey system fulfills this criterion of basic strength with a best FAR of 0.27%. However, the

current FRR of 8.30% implies that a user will be falsely denied permission to his/her encrypted

content in one out of nearly 12 access requests (when used as a private key). This leads to user

annoyance while also rendering the system undeployable in large settings. False acceptance rate

(FAR) is the most critical accuracy metric in a cryptographic system because an imposter break-in

is certainly a more critical event than other failures of a biometric key system. Therefore, the keys

generated from DWT-FFT features were accepted to be tested against the NIST randomness tests.

We are currently working towards improving the FRR metrics to make it a more usable system.

With any biometric data, there will be changes in a user’s characteristics - fingerprints

change with time, scarring, aging and general wear, voice-scan system is influenced by sore throats,

and facial-scan is affected by changes in weight. There will be a need to update the EEG feature
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vectors of the subjects whenever there is a biological or emotional change in the brain so that

the EEG signals can effectively authenticate a genuine user and reject an imposter. Five to seven

trials were needed to establish a key for the user (Figure 3.8), which is relatively small. We also

studied the probability of failure to generate a genuine key for the users from their biometric

samples collected over different sessions in time, shown in Figures 3.12(a), 3.12(b) and 3.12(c).

For S1 task, 19 users failed to generate their genuine keys with a maximum failure probability of

6%. For S2 NoMatch task, 18 users failed to generate their genuine keys with a 9% maximum

failure probability. For S2 Match task, 16 users did not generate their genuine keys with a 9%

failure probability. This shows that some tasks are better for certain group of users to generate

their Neurokeys. Nonetheless, there is an alternative task to switch one’s Neurokey in the case of

a compromise.

We performed the NIST tests on the sequences obtained from the tasks of Dataset II. The

average length of key bits generated from each activity using 18 electrodes was 230 bits. Most

of the sequences passed these tests. However, Spectral Test and Cumulative Sums Tests were not

able to produce the proportion of the sequences that should pass the threshold of 0.9742. Majority

of the NIST tests recommend a minimum input size of 100 bits. The recommended input size for

Spectral Test is 1000 bits and our system was tested with an average length of 230 bits. This could

be a possible reason for the test failure by a big margin. This test is based on the Discrete Fourier

Transform to detect periodic features in the bit strings. These features play an important role in

cryptanalysis [50]. Also, the proportion of sequences passing the Cumulative Sums test was below

the threshold. It implies that some of the sequences had too many zeros or ones in the beginning or

at the end, which can be easily detected by an adversary by cryptanalysis of a few sequences. For

a sequence to have good random properties, the cumulative sum of the partial sequences should be

near zero. For the uniform distribution test, Longest-Run-of-Ones in a Block and Non-overlapping

Template Test showed non-uniform distribution of p-values. This is because the variety of p-values

in these tests were limited even though the sequences passed the tests.

Using the results of Datasets I and II, we prove the feasibility of deriving random bits

from the EEG biometrics of a person. Irrespective of the differences in activities, electrodes, and
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FIGURE 3.12. The fraction of users versus the probability of failure of generat-
ing their own genuine Neurokey for Dataset II (S1 task (a), S2 NoMatch task (b),
S2 Match task (c)).

recording conditions, a key can be derived with a low error rate. A smaller dataset provides better

authentication capability and lower error rates for the Neurokeys. For a larger data set, despite

having acceptable mean HTERs for the keys, we need better feature vectorization for subject au-

thentication.

3.10. Security Analysis

Template Security: The information regarding the global feature segmentation protocol and

an individual’s authentic region needs to be stored. The authentic region windows of all subjects

42



and feature vectors are equiprobable in the global window. However, the authentic window widths

are not equal for any subject or feature i.e. equiprobable ! = equal interval. Hence, an imposter

gains no information regarding the feature vector or EEG biometric sample from the equiprobable

authentic regions. The template can be secured using techniques suggested by Lucas et al. [13]

and Jain et al. [56].

Key Space: It is a crucial factor of a cryptographic system and refers to the set of all possible

keys (2n combinations for n bits key). Average key space for the Neurokey generation is 230 bits

per activity. Combining different activities will change the maximum length of keys for subjects.

Thus, the range theoretically is 230 to 690 (230*3) bits. However, the effective key space is given

by 1/False Acceptance Rate (FAR) [44]. Comparing with other biometrics, we see that Token

(10
12) > Password (1014 - 106) > Iris (106) > Fingerprint, PIN (104) > Neurokeys (1/0.0027 ∼

370) > Face (6.25) [44]. Our current effective key space performs better than face biometrics only

and is comparable to basic the key sizes of standards such as AES and DES. A reasonable defense

against guessing and search attacks would be similar to the conventional systems that restrict the

number of failed attempts by a user. We hope to increase the Neurokey space in future by exploring

better entropy mixers for our system.

Entropy: It is the amount of uncertainty to guess the key from an adversary’s perspective.

The maximum is n bits for a truly randomized key and zero for a guessable key.

(11) Entropy =
n∑
i

p(x)log2p(x)

where n = the total number of possible locations for a feature vector in the global window and p(x)

= the probability of a feature vector occurring at each location in the global window. The overall

entropy is less than n, i.e. 230 bits as stated above, since we accommodate variations among the

genuine EEG samples of the subjects using the mean and standard deviation of the EEG features.

The average entropy for the subjects, averaged over the tasks and electrodes, was 82 bits for our

system.
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3.11. Practical Considerations

Brain-computer interface (BCI) applications were considered impractical just two decades

ago. In the last 6 years, with the advent of affordable, comfortable, more sensitive, and dry EEG

headsets possessing high resolutions (up to 512 Hz) [131, 150], BCI is now used routinely to

control prosthetics [72], wheelchairs [131, 53] and gaming applications [101].

Not very far in the future, we will be using EEG for cryptographic purposes similar to

today’s commonplace biometrics like fingerprinting. This study is a step in that direction and was

aimed to explore the challenges and study the outcomes of a system using EEG as a cancelable

biometric identifier for key generation.

Social engineering attacks, dictionary attacks, and phishing attacks have not been studied

in a systematic fashion for the EEG-derived keys. The attacks can be countered depending on the

strength of the derived key and process. We outline some of the practical limitations of using BCI

technology for the cryptographic key generation.

Ethical issues: Abusing the BCI technology to trick a user into inputting a thought for

deriving meaningful interpretations. Protection from user non-compliance: The EEG biometric

template should not be easy to transfer to other parties so as to share the key using the same BKG

system. This can be prevented by not storing the EEG in a raw form. Electrodes: There is no

consensus on the number of electrodes and electrode positions for authentication or key generation

processes. Larger Dataset: More number of distinguishable features have to be evaluated to gener-

ate keys in future from larger datasets (e.g. 1 million people). Emergency: Performing a behavioral

activity or task in an emergency, as opposed to a normal situation, will result in a change in the

brain signals due to emotional stress. The system should still be able to generate a key. Coercion

Attack: Similar to an emergency situation, performing an activity under duress will also result in a

change in the EEG patterns. However, in this case, the system should not generate a key.

3.12. Conclusion

A unique key for each subject was obtained using EEG signals by collecting data from

distinguishable mental activities. We studied the feasibility of deriving a cancelable biometrics-

based Neurokey using various mental tasks. Uniqueness and consistency amongst the subjects and
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their keys can be asserted from the results achieved using different datasets. Cryptographic systems

based on biometrics such as fingerprinting have evolved over time with extensive research work

and marketing technologies leading to a reduction in their error/failure rates. It is a challenging

task to characterize EEG variations for cryptographic purposes but we envision to bring the error

rates down with better grade recording devices and feature fusion mechanisms. Hybrid algorithms

for feature mapping to binary codewords are under progress. We would also like to explore the

possibility of combining the EEG data with fMRI, and study the correlations for producing the

Neurokeys. We ascertained the strength of the obtained Neurokeys by using entropy and NIST’s

statistical tests. Additionally, it seems promising to combine other synchrony measures with EEG

features.

3.13. Dataset Acknowledgements

We would like to acknowledge the late Prof. Henri Begleiter at the Neurodynamics Labora-

tory at the State University of New York Health Centre at Brooklyn, USA, who generated the data

and UCI Machine Repository for making it available online. The authors also thank the assistance

of Dr. Charles Anderson of Colorado State University, USA, for maintaining a repository of 1989

Keirn and Aunon data and making it available for experimentation.

3.14. Acknowledgements

This work is partially supported by the National Science Foundation under grants CNS

-0751205, CNS-0821736 and CNS-1229700.

45



CHAPTER 4

DETECTING ON-ROAD DRIVER DISTRACTION EVENTS USING A SINGLE CHANNEL

DRY SENSOR EEG

4.1. Structured Abstract

Background: Driver distraction is one of the primary factors of accidents, followed by

drunk driving and speeding. It has become a significant concern in safety and health measures

taken by National Highway Traffic Safety Administration.

Introduction: The integration of information and communication technology has led mo-

bile phones to constitute a significant part of cognitive distraction, in association with visual,

acoustic and manual distractions. Our aim is to utilize the capabilities of these mobile phones

to identify a distracted drivers behavior by analyzing his/her neurological response from the Elec-

troencephalograms or brain signals in various multitasking scenarios while driving.

Materials and Methods: A 14 electrodes headset was used to record the brain signals while

driving in the pilot study with two subjects and a single dry electrode headset with 13 subjects in

the main study. Subjects completed typical tasks involving distractions such as texting, calling,

using the camera on a mobile phone, reading an article, and operating Google Glass while driving.

We used a naturalistic on-the-road driving study as opposed to a virtual-reality driving simulator

to perform the distracted driving maneuvers, consisting of over 100 short duration trials (three to

five seconds) for a subject.

Results: We detected significant changes in the time-frequency spectrum of the EEG sig-

nals during distracted driving compared to the normal driving. We overcame one of the biggest

challenges in EEG analysis - reducing the number of electrodes by isolating one electrode (FC5)

from 14 electrode locations to identify certain distractions. Our machine learning methods achieved

a mean accuracy (averaged over the subjects and tasks) of 91.54 ± 5.23% to detect a distracted

driving event. Identifying the type of distraction for a driver can be certainly difficult as there is an

overlap in the brain activations of the neurological mechanisms. However, we achieved a reason-

able mean accuracy of 76.99± 8.63% to distinguish between the five distraction cases in our study
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(read, text, call, and snapshot) using a single electrode. A distraction metric was also calculated

to rank the severity of a distraction task. Lastly, an assistive real-time distraction alert system was

developed using an android application based on the communication protocol between the EEG

device and a mobile phone.

Conclusion: This study localized the everyday distraction events to one part of the brain. A

clear indication of distracted behavior was identified using the EEG signals in a real world scenario

in contrast to a simulated driving environment. Our real-time assistance application adapted to a

drivers mental state can address the safety concerns resulting from driver distraction.

4.2. Introduction

Electroencephalography (EEG) is a technique for the measurement of electrical activity or

the potential difference between different parts of the brain. It occurs as a result of ionic current

flows when neurons communicate with each other. The novel idea of using EEG to communicate

with a computer emerged in the early 70’s with the research initiated by Vidal [138]. Since then,

many diverse areas such as robotics, gaming, and neurofeedback applications use this technique

[26]. Brain-computer interfaces (BCI) are being adopted increasingly for real-time monitoring

of patients, controlling wheelchairs to assist physically challenged people, and neural prosthetics

[146]. Hence, the future developments are focused on recording and transmitting EEG signals

using a wireless platform and at the same time supporting mobility for such applications [79, 16,

143].

In the recent past, many investigations have been made for driver distraction behavior.

Specifically, the U.S. National Highway Traffic Safety Administration (NHTSA) has given signif-

icant attention to this issue [41, 117, 67]. It reported nearly 3,154 deaths in 2013 resulting from

distracted driving crashes. NHTSA defines driver distraction as “any activity that takes a drivers

attention away from the task of driving”. Their recent guidelines [100] have listed manual text

entry, reading and displaying graphics unrelated to driving as unsafe driver distractions. Accord-

ing to a study on drivers willingness to engage in various sorts of potentially distracting tasks,

highest mean ratings were shown in activities like entering text messages from the phone, looking

up stored phone numbers, picking up and reading a message on PDA and sending emails [71]. It
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influenced us to formulate an experiment to study an individuals brain pattern involved in common

distraction activities.

Measuring whether a driver is distracted or not is not an easy task and may involve analysis

of many parameters. There must be proper metrics and measurements available to quantify driver

distraction accurately. Obtaining data directly from the brain to measure distraction sounds more

natural and plausible. According to a review by Dong et al. [28], there are primarily three types

of inattention detection methods. They are biological signal processing approaches, subjective

report approaches and behavior signal processing approaches. Under biological signal processing

approaches, EEG plays a critical role in detecting driver distractions. Further, their study highlights

EEG technique as one of the most accurate methods of detecting driver inattention. Their findings

inspired the usage of EEG in our research to study about driver distraction.

Most of the existing work for analyzing driver distraction using EEG was performed in

simulated environments [60, 123, 70, 81]. Faro et al. [35] in their study of analyzing driver status

observed that channel locations F7, F8, FC5 (according to international 10−20 system, Figure 4.1)

play an active role in detecting distraction. They observed the frontal areas as the most significant

channels for 18 out of 20 peoples’ sample. Using a virtual-reality (VR) based simulator, Lin et al.

[80] observed increased powers in the theta, and beta frequency bands in the frontal cortex while

studying the dynamics of dual-task driving performance. They also proposed that motor area was

not related to the distraction effects as most of the brain resources were occupied in the frontal area

to deal with the two tasks. Also, the correlation was low between EEG dynamics in motor area

and its corresponding response times.

Detecting driver emotions using EEG can also be very useful in observing driver distrac-

tion. Fan et al. [34] explained the importance of emotions towards driver safety. Their research

claims to detect human emotion using EEG with an accuracy of 72.25% for the targeted group

samples. Studies in the past have also evaluated drivers’ mental workload [112]. Lei, Welke and

Roetting [75] assessed this workload using EEG data when drivers were performing multiple tasks

simultaneously. They also used a virtual driving simulator to present each subject with four dif-

ferent blocks of lane change tasks and observed that EEG is very effective tool for evaluating a
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FIGURE 4.1. 10-10 Electrode positioning system. Black circles indicate positions
of the original 10-20 system, gray circles indicate additional positions introduced in
the 10-10 extension [103]. The letters F, T, C, P and O stand for frontal, temporal,
central, parietal, and occipital lobes, respectively. The electrodes used in EPOC
headset are marked in green color and Neurosky electrode placement in orange.

drivers mental workload. An EEG-based drowsiness estimation system used the EEG power spec-

trum methods to estimate indirectly a driver’s drowsiness level in a VR-based driving simulator

[83]. Another work by Lin et al. showed the use of independent component analysis (ICA) in

estimating driver’s drowsiness effectively [82].

4.2.1. Contributions

Current literature focuses on the use of simulated driving in distraction studies using EEG.

In this work, we collected responses from human subjects during on-the-road driving in a real

environment that incorporates complexities arising from multisensory cues as opposed to virtual-
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reality driving that involves only distal cues and non-vestibular self-motion cues [113, 51, 120].

The newer generation of EEG recording devices [96, 30] have eased the signal acquisition pro-

cess and storage. Our aim is to utilize these devices to develop a reliable and robust application

that supports mobility as well as simplification of high-dimensional EEG data that generates safe

real-time feedbacks for the drivers’. A user acceptable assistive application is highly desirable to

prevent fatal accidents resulting from distracted driving.

The key contributions of this paper are:

• Performed extensive on-the-road trials with 15 subjects in a real-life naturalistic driving

setup where the brain responses are much more complex and intriguing than a simulated

driving environment. Nearly all the prior studies focused on the use of simulated study

[80, 142, 141].

• Localized the identification of common distractions to one electrode (FC5) from 14 elec-

trode locations. All the previous work performed classification and prediction with more

than one electrode [28]. Using a single dry sensor EEG also increases the usability and

acceptability of our system.

• Established a system to understand and distinguish between multiple scenarios of every-

day driver distractions such as reading, texting, calling and taking a snapshot.

• Developed a real-time training and calibration of a mobile application to provide safety

alerts to the drivers based on their level of cognitive distraction computed using the EEG

spectrum.

The methodology of the driver distraction system consists of three main stages; process

the EEG signals, analyze using time, frequency and independent components, and classify them

into various types of distraction events (Figure 4.2). The rest of the paper discusses scenarios of

distraction and the methods that help to recognize such behaviors. The last section is dedicated to

the feasibility of detecting these events on a mobile platform.
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FIGURE 4.2. A schematic depiction of the processing stages of the distraction de-
tection system. The first process stage deals with EEG signal acquisition and fil-
tering. In the analyze stage, three techniques time, frequency and independent
components were used to understand the signals behavior in distractions. The clas-
sify stage incorporates feature formation, selection, and classification evaluation of
various distraction events.

4.3. Materials and Methods

4.3.1. Ethics Statement

Ethical approval for the study was obtained from the Institutional Review Board at Univer-

sity of North Texas (Denton, Texas, USA). All participants provided written informed consent to

participate in the study and also consented to the publication of the data and media.

4.3.2. Driving Tasks

The aim of this experiment was to quantify driver distractions using EEG while a subject

performed certain activities along with driving a car in a real world scenario. The scope of this

study was constrained to the common distractions while driving [117, 65, 3] as follows:
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(1) Base (undistracted): Normal driving behavior of a subject without engaging in any tasks

while driving

(2) Read: Subject was presented with an unseen article on a printed paper to read while

driving

(3) Text: Involved composing and sending a message while driving by using any of the stan-

dard messaging services on the mobile phone

(4) Call: Subject browsed his/her contact list and made a call to the desired person

(5) Snapshot: Subject operated the phones camera that involved taking pictures either using

the front or back camera

In addition, one of the subjects volunteered for using Google Glass to perform the above activities

of read, text, call or snapshot while driving. Google glass was becoming a popular device for

navigation and other activities at the time we were collecting data for our study. We wanted to

observe the changes in the brain signals while using this device in driving. We also performed

a pretending to text activity to observe the differences from an actual distraction task. In this

activity, the driver looked at his phone screen intermittently while driving. The testing conditions

were purposely kept simple in order to implement a controlled driving environment by isolating

only the designated distraction. Adding complicated driving courses and behaviors such as hard

turns, lane changes can cause more complex brain activity that could mask or mislead the driver

distraction signals.

4.3.3. Driving Location

The road section adjacent to a parking lot on the University campus was chosen for the

study (Figure 4.3). We conducted the experiment during the time the parking lot was rarely used

to ensure a safe environment for the study. The path driven was a straight and curved stretch of

nearly one mile. There was a minor risk of accident associated with performing the tasks while

driving. Therefore, principal investigator and the student investigator constantly kept a check for

any undesirable events such as subjects moving out of the lane while driving, monitoring incoming

traffic on the opposite lane, and rare cases of any pedestrians being present to make sure of the

safety on the road. There was no case of any injury or accident at the end of data collection process
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FIGURE 4.3. A view of the road section inside the university campus used to con-
duct the distracted driving experiment.

from any subject.

4.3.4. EEG Acquisition Devices

The distracted driving study was conducted using two different EEG recording devices;

Emotiv’s EPOC neuroheadset [30] and Neurosky’s Mindband [96]. EPOC is a portable device to

record EEG data from 14 saline electrodes placed according to the international 10−20 system

(Figure 4.1). Its sampling rate is 128 Hz. It has a built-in gyroscope that generates optimal posi-

tional information for cursor and camera controls allowing a total range of motion. The Neurosky

headband contains a single sensor dry electrode with an ear clip reference to record signals from the

scalp. Its sampling rate is 512 Hz and records signals up to 100Hz. It has a rechargeable battery,

and a stretchable fabric makes it very convenient to wear and adjustable to different head sizes.

A significant benefit over Emotiv is that it has a single dry electrode and needs no preparation.
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Since, the data collection was carried out in a dynamic environment with multiple subjects, we

used conductive gel in some cases to ensure good contact with the Neurosky electrode. Quality of

the signals was monitored using the signal strength information from the electrode (good strength

equivalent to 200 is solid contact with the skin/scalp).

4.3.5. Data Collection

The data was recorded for 15 right handed subjects, nine males, and five females with ages

between 24 to 28 years, and one male with age 55 years. In the pilot study with two subjects, EEG

data was recorded from both the 14 electrodes and single electrode headsets. In the main study with

13 subjects, EEG data was collected using the single electrode device (explained in forthcoming

sections). A session consisted of performing one trial of each distraction activity (read, text, call,

and snapshot). The recording time for each task was nearly 60 seconds over the pre-defined road

route. We avoided contaminating the EEG readings of participants with any known factors such

as tiredness or boredom. At the end of every session, the participants either chose to come back

or continue with the data collection. The variation in sessions was dependent upon the willingness

of participants to volunteer for more than one session. Hence, the number of sessions varied from

two to four for the subjects. The details of the complete dataset are shown in Table 4.1.

The experiment was carried out by two people; one performed the driving task, and the

other person recorded the data as well as gave the audio prompts for the desired activity. The

driver was asked to relax for few seconds before a prompt to start driving. Similarly, audio cue

was given to perform a certain distraction activity (text or read) and finally, the driver was asked

to stop the vehicle safely. The subject was not aware of the order in which he/she will perform

the distraction tasks. We wanted to carry the distraction activity as a controlled event to visualize

the maximum effect of distraction in the EEG activity. Also, we did not want to bias the EEG

signals with any known criteria prior to performing the distraction activity and intended to keep

the experimental conditions similar for all participants.

A laptop was used to establish a wireless connection to the EEG headsets and record the

data for further processing. A video of the driver was also recorded simultaneously throughout

the experiment for reference and verification of the distraction tasks. Both the EEG and video
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TABLE 4.1. Statistics of the dataset. Each row corresponds to the details of the trials for a subject
performing the various distraction tasks. Duration of each trial varies from three to five seconds.

Subject Interface Baseline Text Read Snapshot Call Total
Number of trials

1 BCI 20 20 20 20 20 100
2 BCI 20 20 20 20 20 100
3 BCI 25 25 25 25 25 125
4 BCI 25 25 25 25 25 125
5 BCI 15 15 15 15 15 75
6 BCI 25 25 25 25 25 125
7 BCI 30 30 30 30 30 150
8 BCI 30 30 30 30 30 150
9 BCI 30 30 30 30 30 150
10 BCI 25 25 25 25 25 125
11 BCI 15 15 15 15 15 75
12 BCI 25 25 25 25 25 125
13 BCI 35 35 35 35 35 175
14 BCI 30 30 30 30 30 150
15 BMI 60 69 69 69 69 336

BCI - brain-computer interface, BMI - brain-mobile interface

recording were synchronized at all times. The same EEG data was also collected synchronously

on the smartphone using the mobile API (application interface) described in the section on brain

mobile application interface. During the whole experiment, the second person in the vehicle also

kept a check on any undesirable events. In such a situation, the experiment was aborted and started

again.

4.4. Driver Distraction Identification

The challenge in this experiment was whether we could localize the identification of dis-

tracted activity to only a few scalp locations. The data collected from 14 electrodes added many

parameters and constraints for carrying out effective real-time analysis on the recorded brain sig-

nals. Also, the subjects preferred to wear an EEG cap with less number of electrodes. So, the

initial phase of the experiment involved reducing the electrode positions for distraction identifica-

tion using a 14 electrode headset. We performed three analysis - time domain, frequency domain

and independent component analysis to discover the electrodes capable of detecting distraction

with reasonable accuracy.
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FIGURE 4.4. EEG signals from a base profile (undistracted driving) trial of a sub-
ject using the 14 electrodes headset.

4.4.1. Time Domain Analysis

A base trial (undistracted activity) was recorded before each distracted driving task trial

using 14 electrodes. This collection generated a large number of data readings. Therefore, for

illustration purpose, we plot the brain activity of only one trial of two activity types for a subject.

Figures 4.4 and 4.5 show the brain activity during normal driving and sending a text message while

driving. O1, O2, FC5 and FC6 electrodes showed a rhythmic pattern of occurrence of high and

low frequency in the EEG signals of text activity compared to the baseline signals (statistical tests

detailed in Results and Discussion section).

Shweizer et al. fMRI study suggested that brain activation shifted dramatically from the

posterior, visual, and spatial areas to the prefrontal cortex during distracted driving [124]. We also

observed that channel-4 (FC5) clearly showed sudden bursts of high and low frequency in the brain

signals compared to other electrodes for various types of distraction events.
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FIGURE 4.5. EEG signals from a texting while driving trial of a subject using the
14 electrodes headset. Signals corresponding to the O1, O2, FC5 and FC6 electrode
regions exhibit alternating high-low frequency patterns in the raw EEG compared
to the baseline signals (Figure 4.4).

We further investigated to verify if the EEG behavior identified in the FC5 channel corre-

lated to driver’s distracted activity. As the recorded video of the driver was synchronized with the

EEG data recording, it was easy to find a correlation between our observations and the behavior

exhibited by the EEG signals. Figure 4.6 shows the moments of distraction extracted from the

video frames of the distracted activity. The time of the extracted event shown under each frame

explains the corresponding EEG pattern. The text while driving activity showed the appearance of

rhythmic occurrence of EEG bursts corresponding to the action of typing a text while looking at

the screen of the phone.

We also analyzed the activities of distraction associated with operating Google Glass (read,

text, call and snapshot). Reading activity caused the maximum bursts with more power in high

57



FIGURE 4.6. An example of the time frames extracted from the video recording of
a texting while driving activity. These recordings were used to verify the observed
changes in the EEG signals corresponding to the distraction events captured in the
video frames.

frequencies. It could be because it was difficult to focus on the small glass projection. The text

was next, and the call activity showed the least activity. These findings were in conjunction with

our previous two scenarios of reading an article in hand and texting while driving. Also, the same

FC5 channel as shown in Figure 4.7 proved to be associated with this type of distraction activity

as well.

4.4.2. Time-Frequency Analysis

Similar to the previous experiment with the 14 electrodes headset, EEG signal acquisition,

and video recording were synchronized while collecting the data. The recording was started a few

seconds before the distraction activity to verify the base profile. We observed a similar pattern

of high and low alternating frequency bursts in the time-frequency data obtained from the single

electrode band for other tasks such as reading while driving (Figures 4.8 and 4.9). Likewise,

the time-frequency spectrum of other distraction tasks obtained from the single electrode also
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FIGURE 4.7. EEG signals from the distraction trials of a subject using Google
Glass while driving. There were differences in the pattern of the raw EEG signals
of the read (a), text (b), and call (c) activities. These changes were quantified using
the spectrum features during the classification phase (Table 3).

showed similar changes with different signatures in average power during the distraction time span

(Figure 4.10). The change was spread across the higher frequency bands except the low frequencies

between 1−4 Hz. EEG signals have inherent characteristics that lower frequency components

have higher magnitude compared to higher frequency components. No difference observed in the

intensity for frequencies above 10 Hz in baseline is because the magnitude of lower frequencies

have masked the subtle changes in the higher frequency components. We observed this behavior in

power spectrums of all the subjects. However, again for illustration purposes, the spectrum plots

show activities from only a single subject. Thus, the power spectrum analysis further strengthened

our hypothesis of identifying distraction from FC5 location (statistical tests detailed in Results and
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(a)

(b)
(b)

FIGURE 4.8. Time-frequency plot of the FC5 scalp location comparing the base-
line (a) and texting activity (b) of a subject while driving. The left part of each
figure shows power (dB) in the various EEG frequencies averaged over time, and
the right part shows the detail time-frequency power spectrum. There was an over-
all increase in the total power of the texting activity. Also, the observed rhythmic
appearance of high-low frequency in time domain EEG signals corresponded to a
pattern mainly in the frequency range of 20 Hz to 40 Hz.

Discussion section).

4.4.3. Independent Component Analysis

The 2D scalp map for each component of the independent component analysis (ICA) of all

14 channels is shown in Figure 4.11. Again, ICA was carried out for all the activities, but we dis-

cuss the components of one distraction type (texting) to facilitate our discussion. The components

were calculated for the entire duration of a trial [24]. ICA is a popular method to separate linearly

mixed sources. However, even when the sources are not truly independent, it converges to a max-

imally independent space of sources separation, which was desired by our study. Component 13

accounts for a significant EEG variance observed in the distraction activity of texting. Component

4 contributes to the eye movement artifacts in the frontal region.

The ICA algorithm has no apriori knowledge about the electrode positions for the EEG

signals and gives us maximally independent sources of cortical synchrony [89, 6]. Figure 4.12
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FIGURE 4.9. Correlation between the beta frequency band (12 Hz - 30 Hz) and
the raw EEG signals from a reading while driving task of a subject using the single
electrode headband. The concentrations of high-low bursts in the raw EEG clearly
corresponded to the increase in the power of the beta frequency band at the FC5
location.

shows the topographical distribution of power at the center frequencies of the EEG bands (theta-θ,

alpha-α, beta-β, gamma-γ) and each colored trace represents power spectrum of the texting activity

in a channel. We can see the scalp distribution of power at 25 Hz (beta-β) and 34 Hz (gamma-

γ) of a texting task were concentrated in regions around FC5 and FC6 electrodes. Similarly, the

scalp map distribution (Figure 4.11) of the components shows that IC 13 accounts for a significant

variance in the activity spectrum. Also, it was evident that IC 13 has the highest contribution

to the activity at FC5 electrode at 25 Hz as shown in Figure 4.15. We compared the activity
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FIGURE 4.10. Time-frequency representation of the distraction activities (read,
text, call, snapshot) from one driving session of a subject recorded using the single
electrode headband at FC5 location. All the distracted driving maneuvers exhibited
an increase in the total EEG power spectrum compared to baseline (undistracted
driving).

spectra of all components at this electrode and contribution of IC 13 to other scalp locations to

validate this (Appendix B). The activity spectrum plots in Figures 4.13 and 4.14 showed a perfect

synchronization between the neural activations recorded at FC5 electrode and the cortex source

identified by Component 13. Hence, it was reasonable to conclude that the activity observed in
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FIGURE 4.11. 2D scalp map projection for all the independent components. These
components were obtained from the independent component analysis (ICA) of the
14 channels EEG data for a texting trial of a subject. ICA helped to unmix the
multi-channel EEG data into a sum of linearly independent, spatially fixed cortical
sources.

FC5 electrode could be used as a cortical source to identify distractions without any significant

loss of distraction related information (ignoring the smaller contributions of other cortical sources

to the power distributions in higher frequency bands such as beta and gamma). This favors the use

of the single electrode (FC5) compared to that of bulky 14-electrode system.

4.5. Driver Distraction Quantification

People develop different kinds of driving habits over time. The level of concentration, skill

and reaction times vary among subjects. EEG signals of each person while driving are different

(significant or minute), even if they are performing the same activities. Our goal was to study the

effects of the various types of distraction on these signals. Therefore, we looked into the problem of

distraction classification for each subject separately through the existing machine learning models.

Later, we shall discuss how this information can be used to calibrate an application to detect the

distraction levels and create an index to measure such distractions.
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FIGURE 4.12. The electrode spectra and associated topographical distribution of
power at the specified center frequencies of the EEG bands (theta-θ, alpha-α, beta-
β, gamma-γ).

4.5.1. Quantification

We studied the distraction classification problem as a two-class problem and a five-class

problem. In the two-class problem, the distraction class was the positive class a grouping of all the

distraction tasks (read, text, call and snapshot). The other category, the base class was the negative

class which represented a normal driving pattern of a subject. For the five-class problem, each of

the tasks performed while driving were considered a separate category base, text, read, call, and

snapshot and we performed multi-class machine learning assessment. Since each task recording

was nearly 60 seconds, we split the baseline and distraction tasks to form multiple trials of three to

five seconds. This smart sub-sampling of the tasks was done to increase the instances and have a

balanced dataset for classification. Also, it was difficult to precisely perform a distraction activity

for three to five seconds. Hence, the same distraction activity was carried out for a longer time and

repeated in multiple sessions to reliably capture distraction signatures. Secondly, the variations in

brain dynamics were better captured in smaller intervals than using the whole reading as a single
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FIGURE 4.13. Activity power spectrum and the scalp map projection of component
13 for a texting trial of a subject (same trial as in Figure 4.11). This dipole-like scalp
map distribution of component 13 has a beta band peak near 25 Hz and accounts for
a significant EEG variance observed in the distraction activity of the texting trial.

event.

Additionally, we compare the performance of distraction classification between 14 chan-

nels and one channel (FC5) for the pilot study subjects. Table 4.1 shows the details of the complete

dataset with the number of trials for each task. Subject 2 performed the distraction maneuvers using

the Google glass and 14 electrodes headset. Subject 15’s data was recorded on the mobile phone to

test the real-time application for distraction detection. Therefore, we label the data obtained from

either the brain-computer interface (BCI) or the brain-mobile interface (BMI).

4.5.2. Feature Extraction

The feature extraction process was the same for the data obtained from both the 14 elec-

trodes and single electrode headsets. We used two approaches for feature extraction.
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FC5

FIGURE 4.14. Activity power spectrum of FC5 channel for the same texting trial
of a subject as in Figure 4.13. The power spectrum showed a perfect synchroniza-
tion between the neural activations recorded at FC5 electrode and the cortex source
identified by component 13 with a similar beta band peak near 25 Hz.

• Fast Fourier Transform (FFT): First, the raw time domain data was converted to frequency-

time spectrums. Then, the window size was increased to the whole EEG reading duration

of a trial, so that it will eliminate the time axis of the plots and only produce the frequency

spectrum. Thus, the time window for the FFT was the total EEG recording duration of a

trial. The attributes consisted of 5 bands, namely Delta (1-4 Hz), Theta (4-8 Hz), Alpha

(8-12 Hz), Beta (12-30 Hz) and Gamma (31-40 Hz). The power values in each window

were averaged to produce the feature value. Hence, for 14 channels there were 14×5 = 70

values in the final feature vector for each EEG reading. Similarly, for the single electrode

we had five values in the feature vector of a trial (Figure 16).

• Discrete Wavelet Transform (DWT): We used the Daubechies family (db8) as the mother

wavelet for the transform. Its irregular shape and compact nature help in analyzing signals

with discontinuities and sharp changes such as EEG signals. Instead of using all the
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FIGURE 4.15. Contributions of the five largest independent components as a per-
centage of the total power at FC5 electrode at frequency 25 Hz for the texting trial
(same trial as Figure 12) of a subject. Component 13 accounted for the maximum
variance compared to other independent components with more than 87% of the
power at the FC5 electrode.

coefficients at each decomposition level, we extracted the information from the wavelet

coefficients only at the levels corresponding to the five frequency bands mentioned in FFT

feature extraction (Figure 4.16). The mean of the absolute values of the coefficients and

their average power in these levels were used as features. Thus, the DWT feature vector

was composed of 10 features for an electrode.

Once the feature vectors were extracted from an each EEG reading, they were organized into an

ARFF (Attribute-Relation File Format) file format for Weka [48] tool to process various machine

learning models.
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FIGURE 4.16. The process of extracting features from the frequency spectrum of
EEG to form feature vectors used in distraction classification. Fast Fourier Trans-
form (FFT) and Discrete Wavelet Transform (DWT) were the two methods used to
obtain the relevant features. Using FFT (a), power values in each frequency band of
the transformed signal were averaged for the feature vector. Using DWT (b), mean
of the absolute values of the coefficients and average power of the coefficients in
each level wavelet band were averaged to produce the feature vector.

4.6. Results and Discussion

4.6.1. Classification

The distraction classification was performed using supervised learning models. We include

the brain-computer interface (BCI) and brain-mobile interface (BMI) to compare the classification

performance using both the interfaces. Bayesian Network and Multilayer Perceptron were the two

classifiers that gave good performance in our experiments of classifying distraction and it’s types.

K-fold cross validation was conducted for each classifier. The training set was randomly divided

into K disjoint sets of equal size, K-1 folds used for training and the remaining one for testing with

each time a different set held out as the test set. The overall performance was analyzed by using

various indexes such as accuracy, precision, recall, F-score and AUC (area under curve). F-score
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TABLE 4.2. Classification performance of the two class distraction problem for each subject mea-
sured with Bayesian Networks and Multilayer Perceptron using k-fold cross validation. The true
class consisted of the distraction events, and the other class was the base driving (undistracted)
activity.

Subject Electrodes Interface Classifier Precision Recall Accuracy % F-Measure AUC
1 14 BCI Bayesian Network 0.962 0.958 95.83 0.958 0.986
1 one BCI Bayesian Network 0.917 0.917 91.66 0.917 0.847
2 14 BCI Multilayer Perceptron 0.96 0.957 95.65 0.956 1
3 one BCI Bayesian Network 0.955 0.95 95 0.95 0.97
4 one BCI Multilayer Perceptron 0.951 0.947 94.73 0.946 1
5 one BCI Multilayer Perceptron 1 1 100 1 1
6 one BCI Multilayer Perceptron 0.907 0.889 88.88 0.886 0.775
7 one BCI Multilayer Perceptron 0.929 0.92 92 0.918 0.923
8 one BCI Bayesian Network 1 1 100 1 1
9 one BCI Multilayer Perceptron 0.946 0.938 93.75 0.938 0.908
10 one BCI Bayesian Network 0.904 0.882 88.23 0.88 0.757
11 one BCI Multilayer Perceptron 0.944 0.938 93.75 0.937 0.898
12 one BCI Bayesian Network 0.9 0.875 87.5 0.873 0.906
13 one BCI Bayesian Network 0.889 0.84 84 0.843 0.774
14 one BCI Multilayer Perceptron 0.864 0.813 81.25 0.806 0.695
15 one BMI Multilayer Perceptron 0.87 0.868 86.84 0.869 0.923

BCI - brain-computer interface, BMI - brain-mobile interface, AUC - Area under curve

is a measure that combines precision and recall, and is computed as the harmonic mean of them.

The equations below describe the relationship between all the measures.

Accuracy =
Tp + Tn

Tp + Tn + Fp + Fn

Precision =
Tp

Tp+ Fp

Recall =
Tp

Tp+ Fn

F −measure =
2 · Precision ·Recall
Precision+Recall

where T p = True positive, T n = True negative, F p = False positive and F n = False negative

Tables 4.2 and 4.3 show the distraction performance of the classifiers for the two-class (base,

distract) and five-class (base, read, text, call, camera) problem respectively for each subject.

Similarly, we analyzed the complete dataset consisting of all the subjects together to study
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TABLE 4.3. Classification performance of the five class distraction problem for each subject mea-
sured with Bayesian Networks and Multilayer Perceptron using k-fold cross validation. Each of
the tasks performed while driving were considered a separate class - base (undistracted), text, read,
call, and snapshot.

Subject Electrodes Interface Classifier Precision Recall Accuracy % F-Measure AUC
1 14 BCI Bayesian Network 0.961 0.947 94.73 0.946 1
1 one BCI Bayesian Network 0.876 0.871 87.09 0.871 0.993
2 14 BCI Multilayer Perceptron 0.941 0.929 92.85 0.929 0.981
3 one BCI Multilayer Perceptron 0.857 0.848 84.8 0.847 0.956
4 one BCI Multilayer Perceptron 0.856 0.856 85.6 0.856 0.966
5 one BCI Bayesian Network 0.804 0.8 80 0.803 0.953
6 one BCI Multilayer Perceptron 0.728 0.728 72.8 0.727 0.921
7 one BCI Multilayer Perceptron 0.816 0.813 81.33 0.814 0.95
8 one BCI Multilayer Perceptron 0.724 0.7 70 0.698 0.881
9 one BCI Multilayer Perceptron 0.835 0.768 76.8 0.777 0.92
10 one BCI Bayesian Network 0.823 0.792 79.2 0.794 0.935
11 one BCI Multilayer Perceptron 0.726 0.724 72.4 0.719 0.882
12 one BCI Multilayer Perceptron 0.71 0.672 67.2 0.676 0.873
13 one BCI Multilayer Perceptron 0.607 0.6 60 0.599 0.837
14 one BCI Multilayer Perceptron 0.665 0.651 66 0.667 0.868
15 one BMI Multilayer Perceptron 0.79 0.789 78.86 0.789 0.918

BCI - brain-computer interface, BMI - brain-mobile interface, AUC - Area under curve

the two-class and the five-class problem (Table 4.4). The performance measures were weak com-

pared to the subjective classification of distraction because of the difference in the EEG response

among the subjects while performing similar tasks. Five-class classification measures were worse

than the two-class problem. The normalized confusion matrices of the five-class problem were

compared among different subjects (Figure 4.17 and Appendix A). It clearly reflects the variation

in the classification of the same distraction activities for the subjects. Hence, a real-time distraction

detection application requires calibration for each driver, as discussed in the section below.

4.6.2. Distraction Index

We can observe the differences in the active regions of the frequency bands for various

distraction activities. However, it’s difficult to quantify these distractions from raw EEG signals,

time-frequency plots or even machine learning models, especially for real-time alerts. Therefore,

we developed an index of distraction using the signal power in various frequency bands of EEG as
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TABLE 4.4. Overall classification performance of the two class and the five class distraction prob-
lem using the trials from all subjects. Baseline (undistracted) driving, and collectively the dis-
tracted driving activities constituted the two class problem. The various tasks performed while
driving - base (undistracted), text, read, call, and snapshot separately formed the five class prob-
lem.

Classifier Classes Precision Recall Accuracy (%) F-measure AUC
Bayesian Network Two class 0.776 0.774 77.37 0.774 0.81

Five class 0.502 0.509 50.93 0.498 0.816
Multilayer Perceptron Two class 0.81 0.81 80.99 0.809 0.803

Five class 0.511 0.511 51.06 0.51 0.792

        

    (a) Subject 4                                                           (b) Subject 15 

FIGURE 4.17. Normalized confusion matrices of two subjects to depict the perfor-
mance of the system to distinguish between various types of distraction (read, text,
call, and snapshot). The normalized counts on the diagonal are the true positives
for each class and the counts not on the diagonal are the errors for each class. The
classifier performance for a subject was independent of the other subjects.

follows;

DistractionIndex(DI) = θ/α + α/β + β/γ

where θ is the average EEG power between 4-8 Hz, α - between 8-12 Hz, β - between 12-30 Hz,

and γ - between 31-40 Hz.

The reasons to include these EEG frequency bands was to capture their varying contribution

in distraction. The ratios were important because the common noise in all the bands such as

muscle artifacts will be mitigated. EEG signals have inherent characteristics that lower frequency

components have higher magnitude compared to higher frequency components. Hence, each term

(e.g. θ/α) in the index was specifically a ratio of the adjacent band so that no band masks the

contribution of another frequency band. The addition of the three ratios increases the dynamic
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TABLE 4.5. Users perception of the level of distraction for the various driving tasks compared to
the order obtained by our distraction index metric (Figure 18).

Subject User’s perception of distraction User’s perception of least
tasks in descending order distraction task

1 Snapshot, Text, Read, Call None
2 Read, Text, Snapshot, Call None
3 Snapshot, Text, Read, Call Call
4 Text, Snapshot, Read, Call None
5 Text and Read, Snapshot, Call Call
6 Text, Read, Snapshot, Call None
7 Read, Text, Snapshot, Call Call
8 Read, Text, Snapshot, Call None
9 Snapshot, Text, Read, Call Call
10 Text, Snapshot, Read, Call Call
11 Snapshot, Read, Text, Call Call
12 Snapshot, Read, Text, Call Call
13 Snapshot, Text, Read, Call None
14 Read, Snapshot, Text, Call None
15 Snapshot, Read, Text, Call None
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FIGURE 4.18. Distraction Index (D-Index) of various types of distractions (read,
text, call, and snapshot) for each subject. Features from the time-frequency spec-
trum were used to rank these distractions. The rank was obtained from the value
of distraction index given by a summation of power ratios obtained in different
frequency spectrums of the EEG for an activity (θ/α + α/β + β/γ).

range of the index and helps in evaluating the extent of distraction. We also ranked the tasks in

order of the severity of distraction and compared it to the actual order of distractions rated by the

subjects (Table 4.5 and Figure 4.18). An average over all the trials was taken to represent the

mean Distraction Index for each task of a subject. The differences in the levels of distraction were

certainly unique to the activity and subject.
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TABLE 4.6. Average EEG power (µV 2/Hz) in the activity spectrum of 15 subjects during nor-
mal/base driving and various distracted driving scenarios.

Subject Baseline Distraction
1 4.322328629 8.106168937
2 2.664582 3.4866521
3 3.111189679 7.875135417
4 2.086580297 9.029101508
5 2.336924079 5.267485052
6 1.585887914 4.56627038
7 1.836878292 2.757522033
8 1.083730232 2.590520998
9 4.449198532 5.391230252

10 2.604087967 6.304723748
11 1.803099442 3.435682585
12 2.150271466 8.187098718
13 3.682609891 4.267558023
14 3.857001751 4.310074392
15 3.346612251 6.025901425

4.6.3. Statistical Analysis

Nonparametric test - Wilcoxon matched pairs signed rank test [92] was used to compare

between the base and distraction activities as we had two paired groups with sample size 15.

H 0 (null hypothesis): There was no difference in the average EEG power of the subjects

in normal (base) driving compared to distracted driving scenario. The critical value for this two-

sided test with n=15 (sample size) and α=0.05 (level of significance) is 25 and the decision rule is

to reject H 0 if W ≤ 25 (test statistic) [1]. Table 4.6 shows the average EEG power in the activity

spectrum of 15 subjects during normal/base driving and various distracted driving scenarios. We

obtained p = 6.1035e-05 and signed rank (W) = 0. SinceW ≤ 25, we can reject the null hypothesis

that there was no difference between the average power spectrums of the two groups.

Nonparametric Friedman’s test [92] was used to examine whether performing distraction

tasks while driving caused any difference in the average EEG power measured at various electrodes

(14) for a subject, using a two-way layout as shown in Table 4.7.

H 0 (null hypothesis): There was no difference in the average EEG power measured at the

14 electrodes for the various distraction distractions performed by a subject with α=0.05 (level of

significance). We obtained that there was a statistically significant difference in the average EEG
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power of various electrodes during distraction while driving, χ2(2) = 34.54, p = 0.001.

To examine where the differences actually occurred, we ran separate post hoc test - Wilcoxon

signed-rank tests on the three combinations based on our previous observations. We used one-tailed

test with n=16 (sample size) and α = (0.05/3 = 0.0166) (Bonferroni corrected level of significance).

The summary of the test is as follows:

• FC5 to FC6 - Test revealed an increase in the average EEG power at FC5 compared to

FC6 (p = 0.0015, zval: 2.9733)

• FC5 to O1 - Test revealed an increase in the average EEG power at FC5 compared to O1

(p = 0.0039, zval: 2.6630)

• FC5 to O2 - Test revealed an increase in the average EEG power at FC5 compared to O2

(p = 0.0070, zval: 2.4562)

4.6.4. Discussion

Previous studies have revealed the effects of distracted driving regarding the attentional

resources of one brain region being compromised over another. The observations indicated a sub-

stantial shift in brain activations from posterior (back of head area) to anterior (forehead area) re-

gions, particularly in prefrontal area that is critical to driving [144] [29] [68]. In our study through

EEG signals, we also observed similar demands on the mental processing of different tasks while

driving.

Qualitative analysis of the subjects’ EEG signals using time domain, frequency domain

and independent component analysis led to FC5 scalp location as the most appropriate identifi-

able location for determining a distraction event (Figure 4.6, 4.9 and 4.15). The machine learning

results were in agreement with our observations from the distraction analysis. The mean classifi-

cation results using one electrode for both the two-class (91.54 ± 5.23)% and five-class problems

(76.99 ± 8.63)% were reasonable across all the subjects (Tables 4.2 and 4.3). The F-measures and

ROC areas were reasonably high as well (greater than 0.7). We see that the classification accuracy

dropped from 95.83% to 91.66% using only the single electrode for the two-class problem in the

pilot study for subject 1. However, the processing overhead and overall training time was signifi-
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TABLE 4.7. Average EEG power (µV 2/Hz) measured at various electrodes (14) for a subject
performing different distraction tasks while driving.

Activity Trial AF3 F7 F3 FC5 T7 P7 O1
1 2.4214752 2.4981809 2.3926721 2.4672167 2.4537251 2.5601602 2.8574317

Call 2 2.4347413 2.4729524 2.4361315 2.3754349 2.4241006 2.6834061 2.7273037
3 2.4279513 2.4650245 2.4330645 2.4140978 2.4705017 2.522824 2.676507
4 2.5287697 2.5791395 2.5299034 2.517122 2.4597104 2.8035517 3.1059065
1 2.6744332 4.0664635 2.6502247 4.4818392 3.8846357 2.7514007 2.7116179

Read 2 2.9250038 2.9563489 2.8790686 3.3520169 3.1556339 2.7855651 2.7135143
3 2.635082 3.5064738 2.5460846 5.0874629 3.5924051 2.6608219 2.599179
4 2.6065793 3.4197419 2.6382325 3.9598022 2.9867475 2.5310094 2.4755123
1 3.2478967 3.5448542 3.9311559 4.0561976 3.4324446 3.5578644 3.6534033

Snapshot 2 2.8223073 4.2352448 2.8834374 4.7531309 2.7212167 2.6228042 3.3407328
3 2.6893418 2.9432366 2.7538092 3.6618721 2.5144477 2.415884 2.4211514
4 2.6671553 3.0878718 2.7727659 3.7537279 2.5740485 2.4142389 2.3955367
1 2.9869101 4.2868524 3.1079965 5.8076501 3.3425231 2.6736579 2.6249413

Text 2 2.5955961 2.7717819 2.4941945 2.9578588 2.5736146 2.3959432 2.413789
3 2.4637313 3.039103 2.547775 3.0722754 2.5503836 2.4926076 2.3438687
4 2.4745536 2.4191566 2.4521291 2.3884513 2.4261627 2.430717 2.3713632

Activity Trial O2 P8 T8 FC6 F4 F8 AF4
1 2.8621693 2.5580797 2.3760216 2.4576824 2.4028533 2.4821734 2.4983783

Call 2 2.7133338 2.5219572 2.4690683 2.4598217 2.4115481 2.4615436 2.4418302
3 2.6805191 2.5085919 2.4453657 2.3933685 2.4249372 2.4244306 2.4233027
4 3.0501297 2.8355846 2.6063755 2.5199046 2.4523113 2.494493 2.5130088
1 2.7799065 2.7040005 2.6929064 3.6230438 2.6564288 5.0124846 2.9661417

Read 2 2.8175149 2.426374 2.5852654 2.8593514 2.6942704 3.2400942 2.9929171
3 2.614526 2.5878289 2.6682968 3.1144288 2.6079624 3.3645532 2.7210817
4 2.5711627 2.4911165 2.5489254 3.1336505 2.518424 4.1870437 2.6842604
1 3.839448 3.120744 3.3499269 3.3758676 3.3225701 3.4972935 3.2727661

Snapshot 2 3.1243985 2.7641568 2.6531153 2.9631443 2.6733487 3.0371733 2.7402406
3 2.4218996 2.4387803 2.4160261 2.6179724 2.6229534 2.7957058 3.064657
4 2.4215443 2.4266396 2.4192357 2.5572968 2.5817022 2.8330786 2.8972125
1 2.6944857 2.6453888 2.9356737 4.284204 3.0896397 5.5555711 3.5289237

Text 2 2.4593246 2.386148 2.4703412 2.6398413 2.4761744 3.1388083 2.6252344
3 2.4223473 2.4383831 2.5079806 2.8174579 2.4746096 3.0528491 2.7614758
4 2.411974 2.4470479 2.3850336 2.4338882 2.4373732 2.373611 2.5013528

cantly reduced from 14 electrodes down to one electrode with a small compromise in classification

results. On the other hand, distinguishing between different kinds of distractions using a single

electrode was relatively difficult as reflected by the accuracies of the five-class problem for all the

subjects (Table 4.3). There was a significant drop in classifier performance for subject one, from

94.73% (14 electrodes) to 87.09% (one electrode). The normalised confusion matrix of classi-
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fication highlights these variations in detecting different types of distractions (Figure 4.17). For

instance, the subtle differences in brain activations during a read and text activity while driving for

subject 4 were hard to capture by the feature extraction mechanisms employing a single electrode.

Nearly 25% of the time classifier misclassified text as a reading activity and vice-versa.

The individual differences in classification results have interesting implications. It suggests

that the brain activations of each subject are different (significant or minute) even when they are

carrying out the same distraction activity. The machine learning outcomes of training the classifiers

with data from all the subjects help us to understand this (Table 4.4). We clearly observed that there

was no improvement in mean classification results of the two-class problem. The performance of

the classifiers was worse even with the increase in the training and testing instances for the five-

class problem (read, text, call and snapshot). It clearly signifies that a general classifier cannot be

obtained for the entire population to provide metrics for distracted driving by just increasing the

amount of training data. Hence, the need for an application that provides individual calibration was

tested using the data from subject 15, acquired by the brain-mobile interface (BMI). We achieved

86.84% and 78.86% accuracy for the two-class and the five-class problems respectively. Wang

et al. [140] showed the potential to predict the start of a map viewing distraction event during

navigation while driving. Their study produced interesting results with nearly 81% accuracy of

prediction, however, conducted only in a simulated environment with 36 active EEG electrodes and

a single distraction task. A combination of our mobile phone based detection application coupled

with their prediction algorithm could form a robust framework for predicting driver intentions

a-priori to the distraction events.

The feature vectors also play a significant role in the overall classification of the distraction

events. We observed that the DWT features alone gave good classification accuracies for the

two-class problem. So, the size of feature vector was reduced by deselecting the FFT features.

However, we needed more features for the five-class problem to improve the classification. Hence,

the combined FFT-DWT feature vector was used for the classification of various distraction tasks,

although, using both DWT and FFT feature vectors will add overhead in the application for real-

time alerts. In addition to the features selection, probabilistic classifiers such as Bayesian Network
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and Multilayer Perceptron were chosen as the machine learning methods because of their extensive

use in brain research based on EEG. The overall performance of these classifiers varied among the

subjects. Comparing all the measures - recall, precision, accuracy, F-measure and ROC area, we

observed that Multilayer Perceptron achieved better classification results for many subjects in our

dataset, even though Bayesian Networks offered a computationally efficient approach. Therefore,

classifier selection also showed a dependence on the individual differences in the synchronous

brain activations of the drivers’.

Our findings suggest that quantifying drivers’ distraction events and generating real-time

alerts is possible through a single electrode placed at FC5 location. The system offers a com-

fortable, wearable EEG option without compromising mobility, and usability. A limitation of this

study is the assumption that the tasks while driving (read, text, call and snapshot) were the only

source of distraction in a given frame of time. Our replication of the on-road driving incorporates

many other complexities that are not addressed by simulated driving such as anxiety and atten-

tion that are absent in a virtual environment as there are no real consequences of distraction tasks.

Another limitation is that we did not test the cognitive abilities of the subjects before the data col-

lection. The subjects confirmed that they had no known neurological disorders before participating

in the study. Also, our current study did not involve younger (<24 yrs) and older drivers (>55 yrs)

or gender based comparisons of driving behaviors - that may be interesting areas for further study.

The following section describes the prototype of the driver alert system that can communi-

cate with the EEG headset, retrieve data, and perform the necessary signal processing to generate

safe feedbacks to the distracted driver in real-time.

4.7. Brain Mobile Application Interface

We intended to use mobile computing resources to extract useful cognitive information

from the brain signals to determine the real-time distraction level of a driver. Therefore, we de-

veloped a reliable interface between the brain sensor and the mobile phone. It provides ease of

mobility for recording and processing the data in any driving environment. An Android API was

used to display the raw EEG data and power in various frequency bands simultaneously while the

data was being collected. We performed onboard processing in the phone to analyze, and compare

77



these power levels in various EEG frequency bands. The expected primary results were displayed

using the existing API; otherwise the rest of the data was stored in the phone memory or sent to a

cloud [11]. The cloud analysis of this mobile data can be advantageous to not only to the current

driver but also the other vehicles/drivers for vehicle to vehicle (V2V) communication network in

future.

4.7.1. Design

The brainwaves were captured via a single EEG sensor [96]. The formula for converting

raw EEG values to voltage is given by equation below [98];

(12) ScalpV oltage =
Rawvalue× (inputvoltage)

4096

2000

where the input voltage is 1.8v, 2000x is the gain, and 4096 is the value range. Bluetooth protocol

was used to establish the communication to the headband (Figure 4.19). An Android API was used

to retrieve the EEG data on the smartphone [97]. The messages exchanged between the integrated

chip in the headband, and API were parsed to obtain the necessary data on the phone. All the

data was obtained at a frequency of 1 Hz except the raw data that was sampled at 512 Hz. Figure

4.20 shows our Android API, which retrieves the raw EEG data and the power plots of different

frequency bands.

Our brain-mobile interface API implements a real-time capturing of EEG signals on the

phone without any delay. The system consists of two modes: (1) Recording mode and (2) Replay

mode. In the recording mode, the application shows the contact strength of the headband at the

top to indicate a user the signal quality - a complete status bar for full strength. User records the

EEG data via a toggle button on the screen. All the calculated EEG parameters are made available

to the user on the go. In the replay mode, the saved files in the phone memory can be retrieved for

display and further analysis off the phone for driver behavior metrics (Figure 4.21).

4.7.2. Mobile EEG Data Processing

Distraction occurs in a high-low frequency pattern as observed in the power spectrums of

the data from the subjects. Hence, a peak detection algorithm is useful at the start of a distraction
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FIGURE 4.19. The architecture of the Brain Mobile system used to obtain and
process EEG data on the smartphone using an Android application interface.

 

FIGURE 4.20. An example screen from the Android application interface. The
application displays connection strength with the headband (top), the raw EEG sig-
nals, and power values of each frequency band (bottom). A voice prompt alerts the
user when the peak detection algorithm detects a distraction event.
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FIGURE 4.21. An example screen from the Android application interface in the
replay mode. The replay mode is used to calibrate and test the peak detection algo-
rithm for each subject separately to minimize false alerts.

event. Our detection algorithm was tailored to various customized thresholds for a subject and

tested during the replay mode of the API (Figure 4.22). The alerts were in the form voice prompts

to the user if the power in frequency bands or a combination of frequency bands passed the cus-

tomized threshold level. The instantaneous value of the Distraction Index was used to differentiate

the extent of distraction.

4.8. Conclusion

In sum, we have shown that using a single dry sensor in the frontal region of the scalp (FC5)

is sufficient to detect driver distraction using an individuals’ EEG signals in a mobile environment.

We tested our mobile application interface for detecting distraction events using peaks in the higher

frequency bands of EEG data. Our real-time detection and feedback can help to bring about the

cultural change needed in distraction driving intuitively and create safer driving scenarios. The
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FIGURE 4.22. Flowchart representing functionality of the system.

scientific understanding of distracted driving is necessary to guide policies and support laws to

answer critical questions for investment in next car technologies.

We are working on identifying other driver behaviors such as taking turns, lane changes,

sudden acceleration, braking time and reaction time using the brain signals. This multi-paradigm

integration into a single mobile application will lead to predicting drivers’ behavior based on their

current state. We would also like to study the activations in occipital lobes corresponding to distrac-

tion tasks, that may be helpful in understanding relations between cognitive and visual distractions.
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It would be a substantial improvement in ensuring the health and safety of the drivers and other

drivers who are becoming a part of the vehicle-to-vehicle communication network. The classifica-

tion performance can be further improved using statistical feature selection algorithms. Classifier

fusion methods [32] can also be used to extract EEG feature vectors that can further improve the

detection capability of a distraction activity.
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CHAPTER 5

QUANTIFYING CEREBRAL AUTOREGULATION ASSESSMENT USING

ELECTROENCEPHALOGRAMS

5.1. Structured Abstract

Objective: To obtain an index of dynamic cerebral autoregulation by correlating cerebral

blood flow (CBF) and blood pressure (BP) variation with electroencephalograms (EEG).

Design: Prospective cohort study.

Setting: University Research Lab.

Participants: A random sample of seven university students was asked to participate in

the study, and five agreed (ages 22-28 years). Interventions: Participants received five minutes

of training on how to evoke changes in blood pressure by means of valsalva, sit-stand, handgrip

maneuvers, and releasing arm cuffs that were inflated above systolic pressure.

Outcome Measure(s): Instantaneous BP changes were measured with a smartphone appli-

cation using a customized stethoscope. Estimated CBF response from EEG signals was computed

using Hilbert transform and canonical hemodynamic response function. Quantitative EEG pa-

rameters such as relative power spectrum and composite band indices were used to quantify the

relationship between EEG and BP, and estimated CBF and BP.

Results: Pearson correlations showed that the rise and fall of estimated CBF from EEG

was significantly associated with changes in instantaneous BP (r = 0.81, p<0.03). The fall back of

estimated CBF to the baseline value took about six to fifteen seconds, depending upon the subjects

and method of evoking changes in BP. Among all the indices, variability in composite alpha index

Parts of this chapter have been previously published in Garima Bajwa, Ram Dantu, and Arvind Nana “Quantifying
Dynamic Cerebral Autoregulation using Electroencephalograms.” Archives of Physical Medicine and Rehabilitation,
96 no. 10 (2015), e69., reproduced with permission from Elsevier (http://dx.doi.org/10.1016/j.apmr.2015.08.231) [12],
and Garima Bajwa and Ram Dantu, “Cerebral Autoregulation Assessment using Electroencephalograms.” Proceed-
ings of the 8th International Conference on Body Area Networks, 327-330 (2013), reproduced with permission from
ACM (http://dx.doi.org/10.4108/icst.bodynets.2013.253703) [8].
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FIGURE 5.1. Relationship between Cerebral Blood Flow and Cerebral Perfusion
Pressure [125]

showed the most significant change, about two to eight times increase for changes in evoked BP.

These observations were dominant in temporal and occipital brain regions.

Conclusion: Our results suggest that both relative power spectrum and composite band

indices obtained from EEG are associated with changes in BP; and behavior of estimated CBF

is correlated with BP. Therefore, EEG metrics can be used as a firsthand screening tool to check

impaired cerebral autoregulation, especially critical for people at higher risk of developing stroke.

5.2. Introduction

Cerebral blood flow (CBF) is the measure of blood supply to the brain in a given time and

typically varies between 50 to 54 ml/100g/min (100g of brain tissue). Brain needs continuous

adequate supply of blood for its proper functioning. Cerebral autoregulation (CA) refers to the

intrinsic ability of the brain to maintain constant cerebral blood flow despite changes in perfusion

pressure due to active modulation of cerebrovascular resistance/conductance as shown in Figure

5.1 [125]. It is as fundamental as any other vital sign (heartbeat, respiratory rate, temperature,

blood pressure and oxygen saturation). A major limitation in measuring the regulation of cerebral

blood flow is the lack of a gold standard for its assessment.

It becomes increasingly important to monitor CA in a number of common disorders such
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TABLE 5.1. Requirements for a methodology to be used for cerebral blood flow
monitoring

Properties needed for a CBF
monitoring technique EEG (Fulfils)
Quantitative Results Features needed
High Spatial resolution No
Continuous Measurements
(if clinically required) Yes
No influence on the normal brain function Yes
No or minimal risk to the patient Yes
Cost Effectiveness Yes
Application in clinical setting May be

as hyper/hypotension, stroke, trauma, concussion or other serious mental illness requiring inten-

sive care. Monitoring of cerebral blood flow is extremely useful for population at higher risk of

developing stroke. It comes handy as an alternate way of planning effective strategies to mini-

mize consequences of cerebral ischemia. The symptoms of a brain injury detected by hospital

examination often occur at late stages of brain health deterioration [25]. Some clinical ways of

CBF measurement include using xenon-133, thermal diffusion technique, laser doppler flowmetry

(LDF), jugular venous oximetry, trancranial doppler sonography and near infrared spectroscopy

(NIRS)[148]. MRI techniques for calculating CBF in acute settings is not feasible for practical ap-

plications. All the above mentioned techniques lack the possibility of detecting flow abnormalities

that can occur between short spans over different times before causing a significant/irreversible

brain damage. The focus of the present study was to explore the possibility of a quantitative mea-

sure of cerebral autoregulation by non-invasive means using individuals’ EEG signals. We outline

the essential properties needed for a methodology to be used for measuring cerebral blood flow in

Table 5.1 and correspondingly highlight the features that EEG fulfils [149].

5.2.1. Hypothesis

The focus of our present study is to establish a quantitative measure of cerebral autoregu-

lation by non-invasive means using individuals’ EEG signals. The primary reason is that brain can

tolerate only very short periods of lack of blood supply (3 - 8 min) as the neurons possess very

limited capacity of anaerobic metabolism [74]. Hence, adequate blood supply is required at all the
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times.

In order to quantify the relationship between the cerebral blood flow and mean arterial

pressure (MAP), the changes in EEG with respect to mean arterial pressure have to be understood.

Also, the canonical hemodynamic response functions can be used to estimate the CBF from EEG

[63]. So, having established the two individually, we can deduce the changes in EEG corresponding

to the ones arising in CBF because of changes in MAP. Thus, also reflecting the variation in CBF

because of changes in MAP. In the following subsections, we discuss different scenarios relating

CBF and MAP to changes observed in EEG signals, proving our hypothesis for real-time monitor-

ing of CA. Our method of estimating the CBF covers only regional response with no influence on

normal brain functioning.

5.3. Physiology of Autoregulation

Ample literature confirms the existence of neurovascular coupling between EEG signals

and CBF [15][85]. EEG-CBF correlation can be considered as a result of the change in local

neuronal activity, which affects local blood flow regulation. This is because regional metabolic

demand increases, requiring more oxygen and energy. As a result, the byproducts of metabolism

(CO2, NO, lactate etc.) act as vasodilators causing relaxation of smooth blood vessels and increases

blood flow. As CBF serves to deliver metabolic substrates and also washes away waste products

of metabolism, focal increases in CBF closely follow neural activity and hence, measures local

changes in EEG signal. Figure 5.2 shows the mechanism of neurovascular coupling [38].

Using statistical parametric mapping’s (SPM) canonical HRF function that serves as a good

link function for the neurovascular coupling [129], we demonstrate observed changes in CBF with

EEG recorded activities. The estimated CBF was obtained from EEG signals via a linear convo-

lution of canonical HRF with the neural activity (as measured from the instantaneous EEG signal

activity). The methodology for estimating CBF from EEG is given in Figure 5.3.

CBF is dependent on a number of factors but can be broadly related to cerebral perfusion

pressure (CPP) and cerebrovascular resistance (CVR) [149] by the equation given below:
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FIGURE 5.2. Flowchart showing vascular response as a result of neuronal activity [38]

FIGURE 5.3. Flowchart of methodology for estimating CBF from the EEG signal data.

(13) CBF =
(CPP )

(CV R)
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(14) CPP = MAP − ICP

(15) MAP = DP +
(SP −DP )

3

where MAP = Mean Arterial Pressure, ICP = Intracranial pressure, DP = Diastolic Pressure, SP =

Systolic Pressure.

5.4. Methodology

Ethics Statement: Ethical approval for the study was obtained from the Institutional Re-

view Board at University of North Texas (Denton, Texas, USA). All participants provided written

informed consent to participate in the study and also consented to the publication of the data and

media.

Cerebral autoregulation refers to maintaining a constant flow of blood over a range of mean

arterial pressures (60-160 mmHg) assuming in normal adults ICP is less than 10mmHg (constant)

[40]. In order to quantify cerebral autoregulation, variation in MAP was evoked by using different

activities for producing fluctuations in blood pressure as discussed in following sections. A random

sample of seven university students was asked to participate in the study, and five agreed (ages 22-

28 years). Participants received five minutes of training on how to evoke changes in blood pressure

by means of valsalva, sit-stand, handgrip maneuvers, and releasing arm cuffs that were inflated

above systolic pressure.

5.4.1. Procedure 1: Arm Cuff Inflation

Large quantitative variation in EEG signals corresponding to changes in MAP can be in-

duced pharmacologically but may expose subjects to risk of stroke. Previously, mean arterial pres-

sures have been elevated with the application of leg compression cuffs with no changes in heart

rate, cardiac output, thoracic impedance and central venous pressure [109][145]. Similar approach

was adopted in this experiment using a sphygmomanometer and the EEG headband. Figure 5.4

shows the experimental setup to study the changes in EEG signals corresponding to changes in

mean arterial pressure. It is harder to measure MAP compared to the blood pressure. Hence, the

change in MAP can be reflected by evoking changes in instantaneous blood pressure as they are
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FIGURE 5.4. Experimental setup to acquire simultaneous recording of blood pres-
sure and EEG signals during arm cuff inflation.

related according to equation 15. The EEG signals were recorded on the laptop via a Bluetooth

interface using the single dry electrode headband from Neurosky Incorporation [96].

The subjects were seated in a chair with closed eyes and data was recorded from the FP1

location according to the 10-20 international system of electrode placement [58]. The cuff was

inflated in the arm to restrict blood flow (140 mmHg) and held constant for the time the EEG signals

were recorded from the subject (10 secs). The blood pressure was also recorded simultaneously

along with the EEG data by using the blood pressure android application on a smart phone using a

combination of inbuilt camera, external stethoscope and microphone [17]. Data was recorded with

five trials each for the baseline and arm cuff inflation activity.

5.4.2. Procedure 2: Posture Transitions

In this experiment, variation in blood pressure is studied by posture transition between

supine, sit, and stand positions [137]. Figure 5.5 shows the experimental setup to study the changes

in EEG signals corresponding to changes in mean arterial pressure. In the supine position (left of

Figure 5.5), blood flows relatively easy to the brain and feet because gravity is evenly affecting the

body. The heart does not have to fight against gravity to push blood to the brain. However, when
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FIGURE 5.5. Set up of the system to acquire simultaneous recording of blood pres-
sure and EEG signals during sit stand maneuvers.

we move from supine position to a standing position, there is an initial drop in the blood pressure

followed by rise in the blood pressure [130].

5.4.3. Procedure 3: Sustained Handgrip Test

The subjects were seated comfortably in a chair and asked to exert maximal hand grip

strength on the pneumatic dynamometer with their dominant hand. After recording the maximum

voluntary contraction (MVC), they were asked to exert 30-40% of MVC for one to two minutes

with the dominant hand [33]. The blood pressure and heart rate were measured in the other free

hand at rest just before the release of hand grip pressure using the smartphone as mentioned pre-

viously. It has been established that heart rate and blood pressure approximately increase linearly

with handgrip contractions above 15% MVC [84, 54].
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5.4.4. Procedure 4: Valsalva maneuver

In this activity, data was first recorded while the person is breathing normally for nearly 30

seconds. This was the baseline reading of the subject for normal cerebral blood flow estimation.

Then, the subject was asked to inhale the air and hold the breath. An audio prompt was used

to indicate the start of holding breath and forceful exhaling to bring momentary blood pressure

variation. Again, the data is recorded for 30 seconds. A decrease in the pressure during the strain

period followed by an overshoot with the release of the strain is considered a normal response to

valsalva [76].

5.5. Observations

This section provides a discussion of the observations in terms of the derived EEG param-

eters and estimated CBF variations.

5.5.1. EEG Parameters

Studying EEG signals in time domain or only its power spectrum, changes in the underlying

brain activity were difficult to observe as illustrated by Figures 5.6 and 5.7. EEG parameters

were derived from the decomposed frequency bands of the power spectrum of EEG signal. They

were used to quantify the changes in EEG activity compared to the baseline activity. The relative

frequency power change was defined as Delta (1-4)(δ), Theta (4-8)(θ), Alpha (8-12)(α), Beta (12-

30)(β), Gamma (30-50)(γ) Hz frequency power divided by the Total power (1-50 Hz), calculated

over every 0.25 seconds time windows. The analysis was carried out for all the activities and

subjects, but we discuss a trial of each activity of a subject to facilitate our discussion. The changes

were observed in all subjects as shown in the statistical analysis section.

Figure 5.8 shows the power variation in these bands during the stand (blue) and supine posi-

tion (red). We observe a higher order relative power in stand position compared to supine position.

Similar trend is observed in the relative power variation of arm cuff inflation activity compared

to baseline activity as shown in Figure 5.9. Using these quantified EEG (Q-EEG) parameters,

changes related to blood pressure and EEG were studied quantitatively in next section.
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FIGURE 5.6. EEG signal recording during baseline and arm cuff inflation activities

FIGURE 5.7. EEG power spectrum of baseline and arm cuff inflation activities

5.5.2. CBF Variations

CBF is estimated using the flowchart given by Figure 5.3. A comparison in the variation

of estimated CBF from the above activities is discussed here. It takes around 2 seconds for the

estimated CBF to reach to a peak value and then settle to a baseline value for supine position EEG
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FIGURE 5.8. Relative power variation in frequency bands during the Supine (red)
and Stand Position (blue)

recording as shown in Figure 5.10. It is interesting to see that the there is a rise in the peak of

estimated CBF for stand position compared to supine whereas no visible changes are observed in

EEG waveforms in time domain to detect any such phenomenon. Also, it takes 8 seconds for the

estimated CBF to fall back to the baseline value for the stand position.

The above observation also co-incides with rest and arm cuff inflation activity. Inflating

arm cuffs causes temporary increase in mean arterial pressure reflected in the increased estimated

CBF values as shown in Figure 5.11. The fall back of estimated CBF to baseline in arm cuffs takes
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FIGURE 5.9. Relative power variation in frequency bands during Baseline (red)
and Arm Cuff Inflation (blue)

about 6 seconds which again strengthens our observation of detecting increase in estimated CBF

with increase in blood pressure. The changes in CBF while performing valsalva is shown in Figure

5.12. An example of mean changes in blood pressure for handgrip activity is shown in Table 5.2

that was used to evaluate the correlations between estimated CBF from EEG and blood pressure.

The percentage change in systolic and diastolic pressure for each subject varies. For most of the

subjects the change nearly 15 mmHg indicating a normal response. The systolic pressure change
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FIGURE 5.10. Comparison of estimated CBF for Supine (red) and Stand Position (blue)

FIGURE 5.11. Comparison of estimated CBF for Baseline (red) and Arm Cuff In-
flation (blue)

in each subject closely follows the diastolic. This indicates that autoregulation mechanisms can be

reflected by analyzing the behavior of EEG signals in different quantitative ways.

5.6. Statistical Analysis

Frequency domain EEG can be quantified in several ways such as band separation, power,

amplitude, mean, standard deviation etc. to observe trends different from the baseline. In this

study, composite band index is used to characterise the changes that occur due to variation evoked

in blood pressure [37]. Power in the frequency bands is calculated every 1 second and averaged

over the entire duration of each EEG recording (10 secs). The standard deviation and mean power
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FIGURE 5.12. Comparison of estimated CBF for normal breathing and valsalva
maneuver

TABLE 5.2. Systolic and Diastolic variation in blood pressure in a sustained hand-
grip activity

Baseline Sustained Handgrip

Subject Systolic Diastolic Systolic Diastolic
1 103 64 114 75
2 97 56 110 72
3 102 63 108 69
4 111 74 119 83
5 108 69 120 88

are multiplied to obtain the composite band index as given in equations below:

(16) Mu =
1

N
·

N∑
i=1

Pi

(17) Sig =

√√√√ 1

N

N∑
i=1

(Pi −Mu)2.

(18) CompositeBandIndex = Muk · Sigk

where ’k’ represents the five frequency bands namely δ, θ, α, β and γ

The composite band indices of supine position and stand position are summarized in Tables
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TABLE 5.3. Composite Band Index for Supine Position

Subject δ θ α β γ
1 47.71 12.08 2.34 0.39 8.79 E-05
2 52.91 12.14 3.61 0.22 2.96 E-05
3 42.42 11.55 1.58 0.10 1.99 E-05
4 46.84 3.36 0.36 0.032 0.31 E-05
5 56.84 9.40 0.61 0.03 1.91 E-05

TABLE 5.4. Composite Band Index for Stand Position

Subject δ θ α β γ
1 90.75 29.17 4.45 0.15 2.05 E-05
2 75.85 7.561 3.45 0.07 1.35 E-05
3 69.42 38.88 23.00 0.66 1.78 E-05
4 79.39 66.90 26.18 1.14 2.90 E-05
5 62.45 9.30 4.00 0.32 7.97 E-05

5.3 and 5.4 respectively.

Among all the indices, variability in composite alpha index shows the most significant

change for rise in mean arterial pressure in the experiments. Magnitude of variability observed in

composite beta and gamma indices was low compared to alpha index. Delta and theta indices do

not follow any definite pattern in their variability. The variability in the alpha index can be easily

visualized by the box plot shown in Figure 5.13. We observed that the baseline, and supine position

activity exhibit similar behavior indicating low variability and stand position behaves analogous to

arm cuff inflation indicating high variability.

Pearson correlations showed that the rise and fall of estimated CBF from EEG was signif-

icantly associated with changes in instantaneous BP (r = 0.81, p<0.03). Among all the indices,

variability in composite alpha index showed the most significant change, about two to eight times

increase for changes in evoked BP. These observations were dominant in temporal and occipital

brain regions.

5.7. Conclusion

This paper presented the scope of EEG as a monitoring tool for the mechanism of Cerebral

Autoregulation. Our results suggest that both relative power spectrum and composite band indices

obtained from EEG are associated with changes in BP; and behavior of estimated CBF is correlated
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FIGURE 5.13. Mean variability in composite alpha band index for various activi-
ties in the study.

with BP. The observation was strengthened by analyzing the change in behavior (rise and fall)

of estimated cerebral blood flow as well. Therefore, EEG metrics can be used as a firsthand

screening tool to check impaired cerebral autoregulation, especially critical for people at higher

risk of developing stroke.

We are currently working on porting our quantitative EEG measures over to an Android mo-

bile platform which is capable of recording and transmitting EEG signals in real-time. Although,

we are able to show the possibility of quantifying Cerebral Autoregulation via EEG, appropriate

cut-offs have to be determined to state if the change in parameters are significant to be alarmed.

Last, it is important to analyze the sensitivity of this approach to avoid confusion with artifacts.
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CHAPTER 6

COGNITIVE TASK RECOGNITION

6.1. Introduction

Cognitive task classification has gained attention over the past decade because of its im-

plied usage in BCI (brain-computer interface) technology. The ability to distinguish between any

two states of the user can be used as an input to the computer to design applications based on

the varied response from the user [73]. There are various existing brain sensing technologies like

functional magnetic resonance imaging (fMRI), electrocorticography (ECoG) etc. but Electroen-

cephalography (EEG) proves to be a relatively simpler, less costly, silent, non-invasive sensing

technology for BCI research. It is used to detect the changes in brain activity that helps in diag-

nosing brain related abnormalities like epilepsy, head injury, sleep disorders, memory impairment

etc. Nowadays, EEG signals are widely being used for brain-computer interface (BCI) including

detecting neurodegenerative diseases, PC based gaming, and operator controlled robots. Cognitive

task recognition can be specifically useful to disabled people - who can control and interact with

the world by thinking about a particular event.

6.2. Background

The process of cognitive task recognition can be done in two ways; operant conditioning

or pattern recognition [126]. In operant conditioning method, the user has to get accustomed

to train their brainwaves in order to achieve the desired output results via a feedback loop. In

pattern recognition method, advanced signal processing and machine learning techniques are used

to differentiate between the different brainwaves associated with different mental tasks.

Fitzgibbon et al. studied eight different cognitive tasks and found statistical differences

in the spectral power of EEG signals while subjects performed these tasks [36]. But only statis-

tical differences do not qualify to prove the classification between such tasks. Keirn and Aunon

recorded EEG signals for subjects performing five mental tasks to indicate hemispheric differences

in the mapping of brain functions [62]. They obtained accuracy about 75 90% while comparing

pair of these tasks using within the subject models. Numerous researchers have re-used the data set
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obtained by Keirn and Aunon to study the issue of task classification from EEG signals. Palaniap-

pan was able to obtain an accuracy of about 97.5% using Keirn data for separable pairs of tasks

which was different of each subject. This made the model less general to be used in different BCI

applications [106].

Liang et al. have evaluated the performance of the tasks based on Keirn dataset using three

classifiers, namely Back propagation Neural Network (BPNN), Support Vector Machines (SVM)

and Extreme Learning Machine (ELM) [77]. They obtained that ELM needed nearly 1 to 2 orders

of magnitude less training time in contrast to other two methods with about the same classification

accuracy for all three. However, better testing accuracy may achieved by smoothing the raw outputs

for all three classifiers. Lastly, the optimal classifier parameters for ELM are obtained relatively in

lower time span than the other two classifiers.

Anderson used two and three layered neural networks with 10 fold cross validation to clas-

sify the EEG data into the respective five mental tasks classes [4]. They were able to increase the

efficiency from 54% to 96% by proposing an approach to average the output of the neural network

over consecutive half-second windows. Thus this higher classification accuracy was obtained by a

run done with averaging over 20 consecutive windows.

6.3. Data Collection

6.3.1. Ethics Statement

Ethical approval for the study was obtained from the Institutional Review Board at Univer-

sity of North Texas (Denton, Texas, USA). All participants provided written informed consent to

participate in the study and also consented to the publication of the data and media.

6.3.2. Tasks

In our study, we collected the EEG data from three participants while they performed four

cognitive activities using the commercially available single electrode Neurosky band [96]. The

duration of a trial was 10 secs and the subjects completed two trials of each of the following task.

• Baseline: In this task, the subject was asked to close his eyes and relax as much as possible

without thinking anything in particular.
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• Focus: The subject focuses on two different objects; rubik cube and baseball in different

trials.

• Read: A 100 word paragraph was presented to the subject on the computer screen with

instructions to find a particular word.

• Math: The subject was given two multiplication problems in the two trials.

6.4. Feature Extraction

We have used several methods to extract features from the single channel EEG signal. Dif-

ferent methods produced different size of feature vector (number of input is different). Following

is the description of different feature extraction methods.

• Average power of frequency bands with one second time window: In this method, we

converted the EEG data into frequency domain usinf FT Transform. Then the standard

EEG frequency bands, Delta (0.5-4Hz), Theta (4-8Hz), Alpha (8-13Hz), Beta (13-30Hz),

and Gamma (36-44Hz) were calculated for each channel. The data was split into one sec

non-overlapping windows. Since the data set has 10 seconds of data for each channel this

will produce 50 (10*5) features. The class type was determined as usual.

• Logarithmic power of frequency bands with the whole signal: This method was similar

to the previous method. But, we used the whole 10 seconds of data from the channel to

obtain the frequency power spectrum. The logarithmic power of each band was then used

as the feature.

• Logarithmic power of frequency bands with one second window: Here, the logarithmic

power of each frequency band per second of the data was used as feature. Thus, increasing

the total of number of features for classification.

Figure 6.1 gives a general idea of the feature extraction methodology.

WEKA is a tool that can be used to analyze the dataset by applying it to various classifica-

tion models [48]. WEKA accepts ARFF file format. Since our data set was in MATLAB cell array

format, we wrote a set of different Matlab scripts to produce appropriate ARFF file for each of

the feature extraction methods. Then for each of these ARFF file (that correspond to each feature
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FIGURE 6.1. An overview of the feature extraction methodology

extraction methods), we tested multiple classifiers and obtained the results. The model was always

validated using train-set and test-set in a predictive validation strategy where train set is used to

build the model (train the model) and then the test-set was used to test the model. Confusion matrix

and measures that were derived from the confusion matrix was used to evaluate the performance

of the model. The dataset was split into train-set and test-set based on 10-fold cross validation

technique.

6.5. Results and Discussion

The prefrontal lobe is associated with behavior, short-term/working memory tasks, and rea-

soning [22]. So, using only FP1 region for recording EEG signals to classify the tasks is sufficient.

But, the reading task in which subject was asked to identify a particular word was a language pro-

cessing with pattern recognition task. However, we observed power changes in frequency bands

even when this activity is carried out (Figures 6.2, 6.3). We observed that there was a signifi-

cant power level change in the power spectrum of the tasks compared to the baseline. However,

it was not very prominent in case of multiplication task which makes the use power bands as a

non-optimal option for classifying this task (Figure 6.4). One reason could be that this task was

carried out using closed eyes, so more power was concentrated in the lower bands. A very similar
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FIGURE 6.2. Power spectrum of the base task of a subject

FIGURE 6.3. Power spectrum of the reading task of a subject

pattern in change of power levels of read task and focus task was observed, which causes difficulty

in classifying the two tasks generally among all subjects (Figure 6.5.

To determine the ability to predict a task for a particular subject, the classifier was trained

using the other subject’s data except the one to be predicted. This was repeated for all three
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FIGURE 6.4. Power spectrum of the multiplication task of a subject

FIGURE 6.5. Power spectrum of the focus task of a subject

subjects. Different classifiers result in different accuracy for classification even within the subjects.

A maximum accuracy of classification achieved for the activities was 83.33%. Table 6.1 shows the

classification results from the three feature extraction methods.
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TABLE 6.1. Accuracies and F-measures for the different feature extraction meth-
ods used for the cognitive task recognition

Features Classifier Accuracy F-measure
Average Power features (with windowing) Multilayer Perceptron, Regression 83.33% 0.742

Logarithmic features Multilayer Perceptron, Logistic 75% 0.702
Logarithmic features (with windowing) Bayesian Network, Random Forest 66.66% 0.67

6.6. Conclusion

The rapid emergence of wearable technology has led to a boom in number of quantized

self-applications. The integration of body sensor networks and mobile phones with increasing pro-

cessing capability has motivated me to develop a simple and easy to use infrastructure to make

wearable EEG systems as a ubiquitous tool, helping to monitor the activity of brain in uncon-

ventional environments. The methods used we used in this study cannot determine a complete

ontology of mental states, however spectral differences in frequency bands were observed in these

limited tasks performed. The potential applications arising from the ability to differentiate be-

tween various cognitive tasks are endless, ranging from disease monitoring, to assisted living to

recognition applications.
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CHAPTER 7

MOBILE PLATFORM TO FACILITATE EEG KNOWLEDGE DISCOVERY APPLICATIONS

7.1. Introduction

The use of electroencephalography (EEG) to analyze brain activity has existed since 1924

after its invention by a German Scientist Hans Berger [47]. EEG measures the potential difference

across the scalp as a result of ionic current flows, when the neurons in the brain communicate with

each other. Previously, it was not a fully developed diagnostic tool but has now become viable

in diagnosing and treating neurological disorders especially epilepsy, seizures, brain tumors, sleep

disorders, coma and brain death.

One of the initial attempts to provide real-time remote EEG monitoring [19] was developed

as an internet based EEG information system using the wireless local area network (WLAN) and

a WLAN compliant EEG sensor node named pEEG. In another work, [39] proposes architecture

based on Cloud Computing and MapReduce for Ubiquitous Learning systems. However, in his

scheme only generated EEG data sets and virtual users were used. [31] also offer the use of cloud

runtime to allow training of neural networks for EEG classification of different mental tasks from

multiple users to use their intended actions for keyboard input or control motion of wheel chair.

Their results were based on only pseudo generated EEG streams and a static data set.

The main motivation of our brain-mobile-cloud interface for EEG monitoring is to bridge

the enormous gap between diagnosis and treatment of mental disorders. Also, a constraint EEG

recording environment cannot accurately determine the onset or presence of many of the complex

neural disabilities. As more and more people have access to smart phones, adding mobility in EEG

data collection provides unrestrained, remote monitoring of people for more accurate, up-to-date

patient data readily available to the doctors. This helps to deliver patient centric care and prioritize

the resources of hospitals towards acute patients. It will prevent unnecessary visits to healthcare

Parts of this chapter have been previously published in Garima Bajwa, Ram Dantu, Mohamed Fazeen, and Rajiv M.
Jospeph, “Self-tracking via brain-mobile-cloud interface.” AAAI Spring Symposium Series, 2013, reproduced with
permission from AAAI [10].
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FIGURE 7.1. System design for the brain-mobile-cloud interface

centres thereby cutting overall costs involved in mental healthcare. In the following sections we

discuss the proposed infrastructure of the BMCI design, application interface, relevance of our

work in applications of self-tracking behavior and finally, some challenges and future work.

7.2. Application Interface Prototype

The system design as shown in Figure 7.1 is a detailed overview of the proposed archi-

tecture for brain-mobile-cloud interface. The EEG brain signals are captured using a headband

called Mindband [96]. The Bluetooth interface i.e. brain-mobile interface obtains data on the

smart phone and the android API displays the collected data from the EEG sensor on the mobile

phone. The phone has a 1 GHz processor with 512 MB internal storage. Light weight on board

processing can be performed in the smart phone itself for preliminary data analysis. The expected

urgent results are displayed using the existing API; otherwise the data is sent to the cloud network

via the mobile-cloud interface.

7.2.1. Brain-Mobile Interface

In our system we use the headband as the brain-mobile interface to obtain the EEG data

of the user. The headband contains a single sensor dry electrode with an ear clip reference to
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record signals from the scalp. It is comfortable and convenient to wear. Additionally, it does some

preprocessing of EEG data and provides bluetooth connection for transfer of data to peripheral

devices.

7.2.2. Mobile-Cloud Interface

To realize the mobile-cloud interface, we have used the NSL server (Network Security

Lab at UNT) to test the upload of raw EEG data file onto the server from the mobile phone. For

this process, we used the available Intents from the AndFTP application to perform the upload,

download and browsing process. AndFTP is a FTP, SFTP, SCP, FTPS client for android devices

[88]. To use these Intents in our current brain-mobile API, the AndFTP application needs to be

already installed in the mobile system [5]. The file transfer is performed over a secured SSH

connection using Wi-Fi and the authentication process is carried out by verifying a username and

password.

7.2.3. Discussion

The observed results in our experimental measurements capture the features that have been

reported in the model framework of neurovascular coupling in literature and are in accordance with

the underlying assumptions. It highlights the potential use of portable EEG monitoring devices

to be used for real time self-tracking of an individuals cerebral blood flow in absence of fMRI,

NIRS techniques (assuming the state of the art techniques existing in EEG capturing devices will

expand to offer more miniaturized, reliable and cost effective devices). Numerical validation of the

measures has to be carried out to provide a better estimate of such measures for clinical relevance

and personal health monitoring. Though EEG signals qualitatively characterize the CBF behavior,

all the ideas motivating the model may not be correct as neurovascular coupling still remains a

subject of debate with researchers and no consensus has been established on exactly which aspect

of neural activity drives the hemodynamic response.

Further, we have shown that EEG signals from one channel may be sufficient to detect the

intense thinking that can be used to quantize drivers distraction index. Frequency bands can be used

for peak detection algorithms to quantify any variations. Such algorithms involve less intensive
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TABLE 7.1. Performance Metrics for Data Transfer between the two Interfaces

Brain-Mobile-Interface Mobile-Cloud-Interface
Metrics EEG Data Transfer Upload Process Download Process

to mobile phone
Transfer Size Streaming 2,644 KB 2,644 KB

(raw data at 512 Hz)
Transfer Rate 250 kbits/sec 344.08 KB/s 293.22KB/s

(RF data rate)

computation in low resource devices like mobile phones as compared to detecting bursts in time

domain. Thus, a mobile implementation of these applications would be a major improvement in

ensuring the health and safety of an individual.

7.3. Performance Metrics

We used some metrics to evaluate the data transfer speeds of our interfaces, namely; Blue-

tooth data transfer from headband to mobile phone and upload, download processes for mobile-

server-interface. The results of our trials are shown in Table I. We used the same file to perform

the upload and download for the mobile-cloud interface to compare the metrics. The impact of

transfer rates between the different interfaces is more significant for real-time alerts compared to

the diagnosis and processing of data at the health providers side.

The EEG recording of 1 minute from single electrode amounts up to nearly 1.12 Mb of

data. As the number of electrodes and the duration of EEG recording increases, the data storage

requirement will be enormous. The mobile-cloud interface will be a feasible solution to handle

such large data collections.Presently, upload of the EEG data file to server and collection of the

raw EEG data from the headband is not supported simultaneous in our application. However,

transfer speed of 344 KB/sec during upload is sufficient to allow the data recording and relaying

being done simultaneously.

7.4. Conclusion

The BMCI design described in this paper put forwards the idea to carry a wearable head-

band that is easily connected to the smartphone, which acts as a medium to transfer data to the

cloud network for analyses. It provides the ability to use EEG signals with BMCI application
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as a means to equip individuals with a self-tracking tool for monitoring their brain signals for

symptoms of developing any brain injury. This self-knowledge about ones brain health leads to

timely acknowledgment of abnormalities, improved patient centric treatments leading to an overall

change in behavioral response of both patients and doctors.

Further use of this application can be extended in driver distraction detection which will

lead to safe driving scenarios with timely distracted alerts. More work is in progress to study the

relationship of our observations in the EEG data of diseased patients. Also, we need to investigate

what kind of risk models can be developed for brain abnormalities/distracted driving based on

long-term assessment of EEG self-tracked data in cloud. Lastly, the security and privacy of the

EEG data has to be taken care at all times.
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CHAPTER 8

CONCLUSION AND FUTURE WORK

I hypothesize that the wearable EEG would be soon be like a miniaturized chip-sticker that

can be readily attached to the scalp, which will allow ease of access for all modern brain-computer-

interface applications. Developments in the field of flexible electronics are expected to lead to the

advent of even smaller, lighter, and more comfortable wearable devices. Benefits of having EEG

in our pocket are manifold - health, memory, mind and learning, and emotions. The work of this

dissertation shows how the system of brain-body-environment interaction (BBEI) emerging from

multi-disciplinary fields (computer science and neuroscience) will improve real-time understand-

ing of human perception and cognitive skills for innovative applications. Understanding human

behavior and actions has always been a topic of interest to psychologists and neurologists. The

future work can be inclined towards predicting the brain events before their occurrences and en-

hancing the accuracy of this estimation by mathematical models.
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APPENDIX A

NORMALIZED CONFUSION MATRICES OF SUBJECTS FOR DIFFERENT TYPES OF

DISTRACTION
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Subject 1 (14 electrodes) Subject 1 (single electrode) 

Subject 2 Subject 3 

Subject 4 Subject 5 



Subject 6 Subject 7 

Subject 8 Subject 9 

Subject 10 Subject 11 

              

 

              

 

            

 

 



Subject 13 Subject 12 

Subject 14 Subject 15 



APPENDIX B

ACTIVITY SPECTRA OF ALL COMPONENTS AT FC5 ELECTRODE AND

CONTRIBUTION OF IC 13 TO OTHER CHANNELS
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