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1. INTRODUCTION 

1.1 PURPOSE 

This Software Configuration Management Plan (SCMP) describes the methodology for control of 
computer software developed and supported by the Systems Development & Integration (SD&I) 
organization of Lockheed Martin Services, Inc. (LMSI) for the Tank Monitor and Control System 
(TMACS). 

1.2 SCOPE 

This plan controls changes to the software and configuration files used by TMACS. The 
controlled software includes the Gensym software package, Gensym knowledge base files 
developed for TMACS, C-language programs used by TMACS, the operating system on the 
production machine, language compilers, and all Windows NT' commands and knctions which 
affect the operating environment. The configuration files controlled include the files downloaded 
to the Acromag' and Westronic? field instruments. 

This document does not cover the following: 

Process for controlling service requests. 

Process for controlling hardware configuration which includes the interfaces between 
the TMACS computers, the TMACS field equipment, the Surveillance Analysis 
Computer System (SACS), and the communications networks (phone and LAN) 

These processes are documented in WHC-IP-0842, Volume IV Section 4.13 "Tank Farm 
Surveillance System Configuration Management Plan". 

1.3 OVERVIEW 

TMACS was established in 1991 as part of the Tank Farm Instrument Upgrade project. TMACS 
was designed to monitor temperatures and surface levels in the Hanford 200 area "watch list" 
tanks. The system consisted of a DOS based software system running on PC hardware located in 
Room B-105 of building 2750E. The system monitored field sensors via programmable 
input/output stations (Acromag'M 4000 Series) over dedicated telephone lines. 

In January 1993, the TMACS monitoring computers were upgraded from PC hardware/ 
DOS-based software to engineering workstations running the UNIY-based G2' "expert system" 

'Windows NT is a trademark of the Microsoft Corporation. 
'Acromag is a trademark of Acromag Incorporated, Wixom, Michigan 
"Westronics if a registered trademark of Westronics, Inc. 
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~ 

Term 
AcromagTM Station Configuration Files 

Application components 

Backup 
Baseline 

and C-language software programs. The new computers continued to use the installed sensors 
and communication s stem Additional types of UO station interfaces were added. These UO 
stations talk to EnraJleveIgauges (ENRAF BV), Panalarm7 (Panalarm) alarm displays, and , 

remote alarm systems. 

In 1999 the TMACS was converted to run on a Windows NT hardware pl%tform. The purpose 
for the conversion was to lower maintenance operating cost. A Westronic I/O interface was also 
added to communicate to temperature sensors. 

1.4 ACRONYMS AND DEFINITIONS 

Definition 
The configuration data stored on each AcromagTM station. 
These data are controlled by this procedure, and maintained in 
a fireproof vault. 
Locally developed or modified computer files used to support 
the system. 
A recoverable copy of computer files. 
A set of uniquely identified Configuration Items, which 
constitute the current and controlled software product baseline. 
The software product baseline serves as the basis for finther 
development of the software product. 

1.4.1 Acronyms 

COTS 
mm 
SCCB 
SCM 
SD&I 
SR 
T&NE 
VDD 

QA 

Commercial-Off-The-Shelf 
Hanford Local Area Network 
Quality ‘ Assurance 
System Change Control Board 
Software Configuration Management 
Systems Development & Integration 
Service Request 
Telecommunication and Network Engineering 
Version Description Document 

1.4.2 Definitions 
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Term 
Bridge Code 
Configuration Item 

Controlled software 

Development Environment 

Driver 
Field Instrument Station 

Formal Test 

G2' 

Knowledge Base (KB) 

Major Release 

Minor Release 

Object Module (or Object file) 

Operating System Software 

Patches 

Definition 
G2"'s terminology for a software device driver. 
The basic unit of software configuration management. This 
could be any life cycle document, source code module(s), 
various libraries, utilities etc., which comprise the system 
baseline. 
The software configuration controlled according to this plan to 
which access must be limited. In particular the software source 
and configured GZ@ knowledge base. 
A development environment in an area dedicated for project 
personnel to effect system changes. The development 
environment is maintained and controlled by the project 
developers. 
See Software Driver. 
An intelligent hardware device in the field that communicates 
between TMACS and the field instruments. The field 
instrument stations can be configured to different types of 
instruments 
A test procedure performed under controlled conditions with a 
customer or qualified third party as a witness. A Formal Test is 
usually released as a supporting document 

The.underlying software product used in the TMACS project. 
Gensym Corp., Cambridge, MA, produces G2". G2' is an 
interpreted language and does not use object files. It runs using 
knowledge bases. 
A G2" file containing the configuration classes, instances, rules, 
relations, procedures and displays for the software application 
(Le., TMACS). 
Software release that usually contains several distinct revisions 
to the software, and warrants a comprehensive retest of the 
system. 
A software release that consists of one or more distinct 
revisions to the software that warrants testing of the system 
components believed to be affected by the revisions. 
The computer file resulting from the compilation of a source 
file, i.e., the output of a language compiler. 
The operating system used by the computer where TMACS is 
run. The vendor provides the operating system versions. For 
example, Windows NTTM Server 4.0 for the HP Netserver Pro 
r 1, n 

See Software Patches. 
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Term 
Project Lead 

Revision History Record (RHR) 

SACS 

Softiare Configuration Control 

Software Driver 

Software Patches 

Service Request (SR) 

Service Request Log 

Software Configuration Management 

System Administrator (SA) 

Software Revision 

Definition 
The Software Engineer from the SD&I organization assigned 
to handle the system support. 
G2' record of revisions. This record is contained within the 
knowledge base. 
Surveillance Analysis Computer System. A management 
information computer system that serves as a repository for 
data collected through the TMACS, and other systems. SACS 
also has the capability to do statistical analysis and trending of 
tank farm data. 
The systematic evaluation, control, documentation and tracking 
of changes to computer software. 
Software developed to communicate between a host computer 
and an external device. In the case of TMACS, there are 
drivers for the Field Instrument Stations and the printers. In 
the G2m software environment, software driver code is also 
referred to as "Bridge Code". 
Minor modifications to the TMACS software or operating 
environment. Changes that have less impact than a Minor 
Release, usually to correct small defects in the code. 
A document that describes specific changes required to resolve 
a system problem, modify functionality, or improve 
performance. SRs are the initial identification of proposed 
changes to systems. (Note: A Service Request (SR) is 
synonymous with a Change Request or Problem Report). 
A list of the SRs that are open against the system; a list of SRs 
closed or cancelled. 
A set of management disciplines that applies technical and 
administrative direction and surveillance to software 
development. It identifies and documents the functional and 
physical characteristics of a product, controls changes to those 
characteristics, and records and reports on the change 
processing and implementation. 
The key user from the Customer Organization assigned to 
oversee the system administration. Typically, security, access, 
and data issues are reviewed and resolved by the SA. 
Unresolved issues or system functionality problems are 
forwarded via Service Request (SR) to the development staff 
A modification to a component of the TMACS Software done 
under Software Configuration control. 
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Source file (or Source module) 

Production 

Production Environment 

Term I Definition 
A computer file containing the source language (C, etc.) 
statements for a computer program or part of a computer 
program, but not including a G2“ knowledge base file. Source 
files are used primarily on TMACS as software “drivers”, to 
interface with Field Instrument Stations. 
The status of a system once it has entered the operation and 
maintenance phase. Production status is granted after customer 
acceptance and implementation is complete. 
The production environment is the set of operating system, 
programs, and hardware that are used for a system in the O&M 

System Change Control Board (SCCB) 

Test Environment 

Tank Farm Surveillance System 
(TFSS) 

TMACS Software Configuration 
Change Log 

The controlling and approving authority for changes to 
software product baselines. The system’s SCCB will review 
System Change Requests (SRs) and determine the criticality, 
benefit, and risks of the SR(s) as defined by WHC-IP-0842, 
Volume IV Section 4 13 “Tank Farm Surveillance System 
Configuration Management Plan”. 
The environment, including hardware, operating system, and 
programs, where software is formally tested. 
An umbrella organization in Tank Farms composed of CASS, 
TMACS, SACS, and the instrument maintenance organization. 
Members of this organization participate in the TFSS 
Configuration Control Board, whose Configuration 
Management Plan is specified in WHC-IP-0842, Volume IV 
Section 4.13 “Tank Farm Surveillance System Configuration 
Management Plan”. 
A log, maintained by the TMACS Software Project Manager 
that tracks all TMACS service requests that apply to TMACS 

TFSS 
TMACS Test Case 

TMACS Test Procedure 

1.5 REFERENCES 

Tank Farm Surveillance System. 
Identifies a TMACS function and the customer acceptance 
criteria for that function. A test case usually specifies the input 
data and actions and the expected results for a function. 
A set of test cases used to verify operation of a functional area 
within TMACS. 

“F-PRO-233, “Review and Approval of Documents” 

HNF-PRO-309, “Computer Software Quality Assurance Requirements” 
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HNF-PRO-3 17, “Engineering Release and Approval Requirements” 
HNF-PRO-432, “Software Practices - Testing” 

HNF-PRO-555, “Software Practices - System Configuration Management Plan” 

WHC-SD-WM-SDP-004, “Tank Monitor And Control System (TMACS) Upgrade Project 
Management Plan.” 

WHC-IP-0842, Waste Tank Pro-iect Administration Manual, Volume IV Section 4.13, “Tank 
Farm Surveillance System (TFSS) Configuration Control”. 

2. MANAGEMENT 

2.1 ORGANIZATION 

The Tank Monitor and Control System is an integrated multi-company effort. It is composed of 
people from LMHC, LMSI and Numatec. LMHC provides the funding the fimding and overall 
project direction. LMSI provides the TMACS project technical lead and integration for software 
development and interfaces. Numatec provides engineering and development support. 

2.2 RESPONSIBILITIES 

Manager, Tank Farm Process Engineering 

Chair the TFSS Change Control Board per instructions given in WHC-IP-0842, 
Volume IV Section 4.13 “Tank Farm Surveillance System Configuration Management 
Plan”. ’ 

Manager, Tank Farms Surveillance & Data Acquisition 

Appoint the TMACS Cognizant Engineer 

Assure that configuration management controls identified in this plan are documented 
and used. 

Assure that appropriate approvals and reviews are obtained in accordance with 
HNF-PRO-233 and HNF-PRO-445. 

TMACS Design Authority 

Establish the approvals and reviews of the TMACS software documentation 
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Identifies the safety class of the TMACS equipment 

TMACS Cognizant Engineer 

Establish the approvals and reviews of the TMACS software documentation, and the 
safety class of the TMACS equipment. 

Assure that the configuration management requirements as in this plan are followed. 

Assure that proper procedures are used for the documentation of the TMACS 
software. 

Identie the fi~nctional requirements of TMACS software and modifications to the 
TMACS software. 

Review tank temperature data 

Establish and update tank temperature alarm levels 

TFSS Change Control Board 

Review and approve System Change Requests, per WHC-1P-0842, Volume IV 
Section 4 13 “Tank Farm Surveillance System Configuration Management Plan” 

Quality Assurance 

Review and approve software documentation in accordance with “I-PRO-233 
“Review and Approval of Documents” 

Perform the responsibilities as designated in “I-PRO-309, “Computer Software 
Quality Assurance Requirements” 

TMACS Software Project Manager 

Assign software engineers to implement approved changes to the TMACS software. 

Maintain the TMACS SR report, which describes all known faults and failures of each 
version release. 

Maintain the TMACS Software Configuration Change Log, which tracks all TMACS 
change requests that apply to TMACS software. 
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Assign TMACS software release numbers. 

Maintain TMACS Project File and current documentation. 

Report project status to LMHC and LMSI management. 

TMACS Software Engineers 

Perform or establish the necessary actions required for TMACS software control, 
configuration management, software verification and validation, and software 
documentation. 

TMACS System Administrator 

Act as the TMACS Software Custodian 

Assure that the TMACS computer hardware Configuration is maintained for proper 
execution of the TMACS software. 

Assure that the station configuration stored in the G2@ knowledge base agrees with the 
actual station configuration. 

Install all version releases of the G2" software, TMACS software configuration, and 
applicable software drivers. 

Maintain controlled software source files and knowledge bases in controlled 
directories. 

Assign G2" user passwords and system access privileges to TMACS users and 
software development and maintenance personnel. 

Windows NFM System Administrator 

Install revisions to Windows N?TM operating system 

Assure that the TMACS software is backed up and logged and that proper recovery 
procedures and contingency backup plans are in place. 

Assure that the TMACS daily reports, which serve as the TMACS data backup, are 
sent to SACS, and that these SACS records are backed up. 

Assign passwords and access privileges to TMACS software development and 
maintenance personnel. 
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2.3 INTERFACE CONTROL 

Current TMACS interfaces include the field instrument stations (AcromagTM, etc.), network 
(HLAN, phone lines), and the SACS computer system. These interfaces must be controlled as 
part of the TMACS cofiguration. Any additional interfaces with the TMACS software must 
have the approval of the TFSS Configuration Control Board. 

2.3.1 Field Instrument Station Interface Control 

The TMACS System Administrator shall assure that the remote station configuration stored in the 
G2@ knowledge base agrees with the actual station configuration. 

2.3.2 TMACS System Users Interface 

The users of the TMACS computer system are Tank Farm Operations and Engineering personnel. 
Password control and physical access control protect direct access to the TMACS. This 
interface prevents access of all users to the controlled software. 

2.3.3 SACS Computer System Interface 

The SACS computer system is connected to the TMACS central computers through the HLAN. 
This access allows the transfer of data from the TMACS to the SACS. The TMACS System 
Administrator or Windows NT System Administrator shall assign the appropriate access controls 
to assure that the TMACS software configuration is protected. Any change in the type or level of 
access to TMACS by SACS shall be managed by the TFSS Configuration Control Board, per 
WHC-P-0842, Volume IV Section 4.13 “Tank Farm Surveillance System Configuration 
Management Plan”. 

2.4 IMPLEMENTATION 

The baseline version of TMACS as of Revision 10.6.1 has been documented in a Version 
Description Document (”F-3538 Rev. 0). 

A new VDD will be released for each release of the TMACS software. 

Commercial-Off-The-Shelf (COTS) software and development tools are stored on CDs in a vault. 

Other software files are stored in the Source Code Control System (known as SourceSafe*) on the 
server \\uDo. All references to software and files refer to this repository. 

‘SourceSafe is a trademark of the Microsoft Corporation 
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2.5 POLICIES AND PROCEDURES 

The following documents provide requirements implemented by this plan 

WHC-IP-0842, Tank Farm Surveillance & Operations Administration, Volume IV 
Section 4 13, “Tank Farm Surveillance System (TFSS) Configuration Control” 

HNF-PRO-233, “Review and Approval of Documents” 

“l-PRO-309, “Computer Software Quality Assurance Requirements” 

HNF-PRO-432, “Software Practices - Testing” 

“F-PRO-555, “Software Practices - System Configuration Management Plan” 

“F-PRO-3 17, “Engineering Release and Approval Requirements” 

3. SOFTWARE CONFIGURATION MANAGEMENT 
ACTIVITIES 

3.1 CONFIGURATION IDENTIFICATION 

3.1.1 G2@ Software and Operating Environment Identification 

New releases of this G2@ software and the operating environment are controlled under the TFSS 
Configuration Management Plan and this plan. The G2@ software consists of the proprietary 
runtime executable(s) files (including the Telewindows’ remote multi-user interface software) and 
libraries distributed by Gensyrn Incorporated. The operating environment includes the 
Windows NTfM operating system and any Windows NTTM utilities such as batch files. 

3.1.2 TMACS Knowledge Base Identification 

The approved versions of the TMACS G2m knowledge bases are controlled in the Source Code 
Control System (known as SourceSafeTM) directory \TMACS\KnowedgeBases. 

3.1.3 Software I/O Driver Identification 

The source code for the VO Drivers is controlled in the Source Code Control System (known as 
SourceSafefM) directory \TMACSDrivers with the code for each driver in a subdirectory. The 

’Telewindows is a registered trademark of the Gensym Corporation. 
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executable code for the drivers is in \TMACSUlelease Files\X.Y.Z, where X is the major release 
number, Y is the minor release number, and Z is the patch number. 

3.1.4 Field Instrument Station Configuration Data 

The configuration files for the field instruments are stored in the Source Code Control System 
(known as SourceSafeTM) subdirectories under "\TMACSWield Device Configuration" where 
each type of device has it own directory. 

3.1.5 Identification Requirements 

3.1.5.1 Version Release 

Each TMACS Version Release shall be identified by a two-part decimal number of the form, 
"M.m", where "M" is the major revision number, and "m" is the minor revision number. For 
example, the number 5.0 indicate the initial release of major revision 5, and the number 5.2 
identify the second minor revision to major revision 5. Release numbers shall start with 0.0 and 
be assigned sequentially to each software release thereafter. The TMACS Software Project 
Manager assigns release numbers. 

3.1.5.2 Software Patches 

The TMACS System Administrator may make emergency patches after a software release has 
been installed, to correct anomalies. An approval process as determined by the TMACS 
Cognizant Engineer and the TMACS Design Authority shall approve installation of these patches. 

3.1.5.3 Service Request 

The TMACS Service Request is a document used specify changes required to resolve a system 
problem, modify hnctionality, or improve performance. This information is taken by the TMACS 
Sofiware Engineers, recorded, analyzed, and resolved. See Appendix A for an example of a 
Service Request. 

3.2 CONFIGURATION CONTROL 

3.2.1 Change Approval Authority 

All TMACS service requests are reviewed and approved or disapproved by the TMACS 
Configuration Control Board Chairman and, if required, by the TMACS Configuration Control 
Board. The procedure for this activity is included in WHC-IP-0842, Volume IV Section 4.13 
"Tank Farm Surveillance System Configuration Management Plan". 
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3.2.2 Request Processing 

All requests for changes to the TMACS Software configuration shall be initiated from a Service 
Request form. The processing of these requests is included in WHC-IP-0842, Volume IV Section 
4.13 “Tank Farm Surveillance System Configuration Management Plan”. 

Software Changes must be traced to a TMACS Service Request. Any changes to the fimctional 
requirements shall be incorporated in WHC-SD-WM-SFR-006, TMACS System Functional 
Requirements. 

3.2.3 Release Processing 

A Version Description Document (VDD) describes the current software. An Engineering Change 
Notification (ECN) will be prepared against the VDD when software system changes are 
required. 

Installation of software will be coordinated with Tank Farm Operations 

The software engineer and the design authority will determine appropriate testing of software 
system changes. 

3.2.4 Interface Configuration Control 

Configuration control of interfaces with parts of the TMACS system and with other 
projects/organizations shall be controlled by WHC-IP-0842, Volume IV Section 4.13 “Tank Farm 
Surveillance System Configuration Management Plan”. 

3.3 CONFIGURATION STATUS ACCOUNTING 

The status of all system change requests, including those for TMACS, shall be tracked by the 
Chairman of the TMACS Configuration Control Board or hidher designee, per requirements of 
WHC-IP-0842, Volume IV Section 4.13 “Tank Farm Surveillance System Configuration 
Management Plan”. 

The TMACS Software Project Manager shall keep a Software Configuration Change Log. This 
log keeps status information on those TMACS change requests that affect software, and tracks 
the assignment of the changes to the various version releases. 

3.4 AUDITS AND REVIEWS 

An audit of the software configuration can occur anytime. It shall be the responsibility of the 
Project Lead through a known baseline and status accounting to be prepared for such an audit. 
When the audit takes place the Project Lead shall participate as required. 
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3.5 ACCESS CONTROL 

Both physical access and computer logon control measures are used to prevent unauthorized 
access to the TMACS. The TMACS central computer is located in the CASS Room (2750EB- 
105/200E), which is operated 24 hours a day, and locked with a Cypher lock whenever operators 
are out of the room. 

The TMACS operator is only granted access to read data values and acknowledge alarm 
messages on the computer screens. Access to modify data values or alter the software is 
restricted by user name, password, and login mode. 

The Shift Office computers display TMACS data located on the central computer using 
Telewindows@ software. The login security at the shift office only allows the users to view data, 
not modify values or underlying files. 

3.6 BACKUP AND RECOVERY 

Complete backups are kept for the TMACS software and data. These are stored in the fireproof 
safe located just outside the CASS room, and are updated after each software release, and once a 
week for the data. 

3.7 VERSION CONTROL 

3.7.1 Format of a Version Number 

The System Version Number will have three components. The first two digits will represent the 
baseline versions. The next two digits represent major changes or block releases. The final digits 
represent smaller changes or patches to the application. For example, let us assume application X 
is on its second baseline, third quarter block release, and has applied two patches since the block 
release. The Version number would appear as follows: 

Application X Version 
Baseline 
Major Change or Block Release 
Pa tcMinor  Change 

3.8 DOCUMENT REVISION CONTROL 

3.8.1 Revision Requirements 

Major modifications to a system will trigger SCM to notify the SCCB that a new baseline 
(02.01.01) should be considered. The SCCB will examine the changes and direct the SD&I 
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Project Lead accordingly. Block releases or significant changes to an application will trigger 
recommendation of a block release update (02.01.01). Minor changes will be termed patches and 
the version number should be updated accordingly (02.01.01). 

3.8.2 SCM Revision Control 

Every system update will trigger a change to the system version number. Each change will be 
stored in a manner that will enable SCM to identify which modules were changed for Block and 
Patch releases. Baseline changes will be a recreation of the complete system repository. 

4. TOOLS, TECHNIQUES, AND METHODOLOGIES 

4.1 TOOLS 

All TMACS-related files are stored in SourceSafeTM on the server identified as \\UDO 
SourceSafeTM is a source-code control system from Microsoft. 

4.2 TECHNIQUES 

Source code is checked out of SourceSafeTM. Modifications are made. System is tested in 
development. Files are checked into SourceSafeTM. Files are retrieved for formal testing and 
installation. 

4.2.1 Baseline/Library-Management 

Management of the different sofiware baselines and libraries is described below: 

a. Development. The development baseline is controlled and managed by SD&I project 
personnel. The development environments are used by software engineers to develop 
and unit test code. 

b. Test. The test baseline will be established using the product baseline, if one exists. If 
none exists, as would be the case in a new development project, the test environment 
will be built using specific elements from the development environment. Test baselines 
and environments are managed and controlled by project personnel. 

c. Configuration. The server \\UDO will house the controlled configuration baseline for 
TMACS. As described in Section 3. I .  1, Baseline Configuration, All application 
components should be stored in SourceSafeTM. The vendor-supplied software (like 
G27 is on CD and may be in SourceSafeTM as you stated in Section 2.3. Access to 
this server, as well as all production servers, will be restricted authorized personnel. 
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d. Production. Authorized personnel will only accomplish updates to the production. 
Depending on the environment, this authority may reside within the T&NE, O&S, 
and/or SD&I organization. The product baselines shall be a replication of the 
configuration-managed baseline except as modified by an emergency change. 

4.3 METHODOLOGIES 

The software lift cycle in effect for the TMACS system will be Operation and Maintenance. 

5. SUPPLIER CONTROL 
Vendor supplied software on the TMACS central computer includes the Windows NPM 
operating system software and the G2" software produced by Gensym, Inc These vendors 
provide periodic revisions, as well as documentation, that detail changes from the last release 
Notification to users of known faults and failures and any suggested work arounds are also 
supplied on a regular basis. 

5.1 VENDOR-SUPPLIED SOFTWARE CONTROL 

Vendor-supplied software and operating systems are available on CD. Copies of these CDs are 
kept in a vault. 

5.2 SD&I SUPPORT AND SUBCONTRACTOR SUPPORT 

Responsibility for installation of software revisiondreleases shall be divided between the TMACS 
System Administrator, who shall be responsible for installing releases of the G2@ software, and 
the NT System Administrator, who shall be responsible for installing releases of Windows NPM. 
These installations shall be made on the basis of an approved Service Request. The installation 
shall be made in such a manner that the last previously installed version can be restored to service 
easily should problems be encountered after installation. 

6. RECORDS COLLECTION AND RETENTION 
Major software release documentation consists of the following: 

Version Description Document 
Acceptance Test Procedure 
Acceptance Test Report 

The documents listed above are released as supporting documents, and shall be processed in 
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accordance with HNF-PRO-3 17 “Engineering Release and Approval Requirements” 

TMACS Service Request forms. 
The TMACS Service Request Log. 

The TMACS Software Project Manager shall maintain the documents listed above. 
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