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The tzlecommunicaticns sector plays a pivotal role in the system of increasingly connzcted and
interdependent networks that make up national infrastrucnore. An assessient of the probable strochoe and
function of the “hit-moving” industry in the twenty-first century must include issues associated with the
sirety of elecommumications. The term surety, as used hers, means confidence in the acceptable behavior
of a system in both inteaded and unintended circumstances. This paper awilines varicus engineering
approaches to surety in systems, generally, and in the telecommunications jnfraswuchrre, specifically. It
uses the experience and expectations of the telecormmunications system of the United States as an sxampls
of the global challenges.

The paper examines the principal factors underlying the change to more distributed systams in this
sector, 35505568 SUTELY issuss agsociated with these changes, and suggests several possible strategies for
mitigation, It also smdies the ramifications of what could happen if this sector became a target for thase
seeking 10 compromise a pation's sectrity and economic well being. Experts in this area penerafly agree
that the U, §. telecommumications sector will eventually respond in 2 way that meets market demands for
surety. Questions remain open, however, about confidence in the telecommunpications sector and the
nafion's infrastructure during “aninterded" circumstances -— such as thoge posed by infermation watfars or

by cascading software failures. Resolution of these questions is complicatsd by the lack of clear
accountability of the private and the publie sectors for the sursty of telecommunications.
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The World Trads Organization recently released a report on the future of the Intecnst and
electronic commerce. Ik states that there are many technical and legal challenges ahead, which we believe
apply 1o telecommunications in general: “secuming adequate lecom infrastrucore; providing legal and
jurisdictional safety; ensuring security and privacy of information; degigning tax regimes; and ‘fostering
equal opportunity through appropmate policies to promote aducation and access, particelarly in developing
couptries.""[Gin] Although not offering solutions, the report identifies two beoad considerations that must
be addressed in meeting these challenges: governments should not regulate the Internet individuatly, that
any such regulation should be multilateral; and, the 1ssue of equity in electronic commerce among
developed and Jeveloping countrias mngt be addressed. ‘We assert a third broad consideration; the
tzlecommunication system mast be sure. Surety of the system encompasses maes than the security apd
privacy issuss cibed above. System surety is the theme of this paper. Before proceeding to a discussion of
issues surrounding telecommumications surety in the new paradigm, we first must present the concept of
enticatl infrastruchures and then a genernl description of surety and the Sundia approach to surety.

The United States relies increasingly upon an infrastrocture composed of a complex framework of
interdependent networks and systams that provides a continual flow of goods and services essendal to the
defense and economic security of the United States.  Telecommunications is one of these elements; in fact,
according to Richard Euhn of NIST, “The telephone system of the Unijted States is possibly the largest
distributed system in sxistance."[Kuh] Other elaments include anspartation, electric powet, oil and gas
distribution, finance end banking, and vital hnman services. This highly interdependent system of systems is
owned and serviced primarily by peivate industry, bt is also an egsential elsment in governmental
operations. Thr mounting dependence ot the infrastrocture is, enfortunately, accompanied by increasing
vulnerability to feilures and disraptions from malicicus ingusion, inadvertant error, aging end degradstion,
catural disasters and, more and mere, by the complexity of the system itself as the number of
interconnectons withiz and among the infrastructure slements increases. We must addrass the sarery
(safery, security, and relighility) of the telecommunications infrastrucrure and thoss elements of the global
infrastnzeturs that affact national gecurity.

Many elementa of critical infrastructures are valnerable to both physicai and cyber threats. Some
cyber threats can be moumted at very litde cost to an adversary and are hard o detect and trace. In the
bunking 2nd finance commnity, for example, consequences of 2 seceessiul eyber anack could be
staygering. Trllions of dollars in funds and securities are transfarred daily by elecronic communications
mechanisms. The high value and volume of such ransactions within an open eovironment sxposes the
buginess comnupity and 1S customers 1o severe potaniial comseguences from accidental or deliberate
alteration, substitwion, ot destruction of data. This potential is compounded by interconnected networks
and by the increased numbes-and sophistication of maliciouws adversaries (see, for sxample, [Ric] and [Fis]).

The interconnection between elements of the infrastrocture increases its vuinetability on & national
tavel. If designed and implemented properly, the interconnection could reduce the number and severity of
failures; however, without adequate Iorethoughs, the coupling may cascade failures within and across
diverse elements of the infrasiroctore. As the infrasoructure systems of felecommunications, electric
transmjssion, and gas transmission change topolopy and technology in the face of deregulation, the system
could svelve so that it 12 more yulnerable to intentiomal or unintenticnal disraption.

Even though terrorist attacks on pieces of the critical infrastruciure are oot as commen in the U5,
as they are in Burope and Latin America [OTA ), recent events within the 195 such as the Qklahoma ity
and New York Trade Center bombings illustrate that these statistics may chapge. Publicly available
documentation contains sefficieal information o identify potental power grid rargets chat conld result in
maye, long-term Blackos.

Historicadly, private industry has not addressed certain low prabability of scourence but
nevertheless high-conseguence events because of the high potential cost of protective measures and the lack
of 4 comasponding clearly defined benefit from those measures. However, as interdependency between
infraseructure slements continues to build, particularly between the banking/finance, telecommunications
and ¢lzctric power industries, some additional staps may have to be taken to understand and pradict how
national secority and the economy might be affected by potential cascading impacts.




The term “surety” may be unfamiliar to the reader. “Surety” was first used in a military context and
included readiness, reliability, and other similar 3ssues. The t2rm was adogted by the United States Atomis
Energy Commission {mow the Depachineént of Energy) and then iis laboratories, including Sandia Matonal
Laboratories. Surety is an attribute of a syster, one of the most important atiributes. We define surety as the
confidence that a system will perform i acceptable ways in both intended and unintznded ciroumnstances. The
latter include abnormeal {recident) and malevolent (intelligent attack) situations. Elements of surety inclode
relisbic performance, safety, and security, Within the security element are three sub-elements: protection
against unauthorized access, protechion against unauthorized use, and permagzion for authorized access and use,
The three high-level elements of reliable performance, safely, and security are not orthogonal, In fact, they are
closely associated; unreliability can make a system less safe and too many safety andfor security feanmes can
make 2 system less reliable or less safe.

A giire system, then, is 2 system in whick, and through whick, sigmificant events ocour if, and only if,
the designer and suthorized operator intend therm ty soeur.

Approaches to Svstern Suretv

Two primary theotias have been proposed for achisving surety in high-consequence systems: a
theory based oo high-relability and one based on notmal accidents. For example, John von Neumann asked
whether it ig poagible to build reliable systems from unreliable parts. For hagh-ratiability theorigts, the
answet is “yes,” and this is achieved in part throwgh appropriate system design and operations. Some high-
reliahiliry theorists advocate.anticipation and resilience— the former is 1o desigm a system that prevents
undasired events from oceuming and the later is to design & system that mitigates the oifects of the
undesired avent once it has occurred. Scott Sagan, a Stanford University political scientist with expertise
i organization theory, wittes that high reliability theorists contend prevantion and matigatior are enhanced
by the application of redundancy, and that in addition, they “...believe that harardoos technologiss can be
safely controlled by complex organizations if wise design and management techniques are followed.” [Sag)
Omn the other hand, Digne Vaughan's recent stedy of the Challenger accident found that following
established procedures in a system with many engineered redundencies is insafficient to assure surety if
organizafional soucore and processes are flawed {Vau] Management struciures and processes can have as
many complexities and couplings as any hardware or software systam,

In contrasting the two theories Sagan writes, "'[Normal accident] theory predicts thai serious
accidents are inevitable if the organizations that conmrol hazardows technologies display both high
unteractive complexity (which produces bizarre and unanticipated failusesy and tight coupling { which causes
the failures to sscalate rapidly out of control)."[Sag]

Charles Perrow coined the term “normal accident.” He writes that “dost high-risk systems have
some special characteristics, beyond their toxic or explasive or geoetic dangers. that maks accidents in them
inavitable, even *normal.” This has o do with the way failures can intersct and the way the system is ted
together....The odd term norme! accident 5 meant to signal that, given the system characteristics, multpls
end unexpected interactions of failures ars inevitable, Thas 13 2an &xpression of an integral charactenistic of
the zystemn, not a siatement of Frequency."[Per, emphasis in the original]

Several systems-engineering approaches exist o achieve a sure system. They are not mutually
exclustve, although proponents of the w0 prevalent academic theories would likely disagree. In the design and
operation phase, the approaches can complement each other. The approaches involve risk management, formal
management of large, integrated, complex systems, and reliance on first principles to achieve a sure system.
Another and more wmal approach is a hybeid of the other approaches, 1aking cértain ¢lements of each and
combining them. In any design for surety, organizational factors must be evaluatzd in terms of how they affact
surety of the systemn. We discuss the merits of these several approaches below:,

. |
Risk management for hiph-consequence rechnolopies may well have been born with the seminal paper
written in 1969 by Chauncey Starr, now president-emeritug of the Electric Power Research Inatituta [5ta,
1969]. He posited then that the performance critenia for a mature tachnological system is a balanced made-
off of zocietal benefits and societal costs, indirest 2z well as direct. He mors racently returned to these
fssues: "Tn a world in which z2ro nsk is impossible, and safery has oo absoluts measure, the questicr then
arises as o how to defermine "how safe is safe encugh."[Sta, 1921] (Ir keeping with the three elements of
system sueery, we could alseask, “How reliabls is reliable snough?” and “How secore is securs enough?™)
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Risk management eapliciily recognizes that off-normal situations will arise and secks to manage the risks
associated with those situations. Tt is risk management. not risk elimination.

Risk management starts with an objective assessmeat of the risks and benefits of technologies and
their applications. Examples of risk assessments shound;, for example, see [USN]. The aim of risk
management is o provide a rational basis for decision making, and such snatyses should include
uncertainties. Risk management {echniques have also been applied to the apalysis of the regulation of risk
[Har).

The use of formal methods in system design. The literabare on systems enginsering is almost unanimons in
recognizing the existence of major difficulties in the specification and design of large, integrated, complex
systerps. Always a problem, this is becoming increasingly acute with the use of micropracessors that are
evolving o ever-smaller sizes with ever more possible components apd interconnections, Simply
developing and maintaining an accurate characierization of a large carrier network [s a major chaileoge.
Verifying and validating the integrity of the states that can occur for all network elements and services
across carmiers would be a daunting task, as it also is (o verify and vajidate the integrity of 1he states that
ocour in the evolving elecommunications network, Adter 2ll, as mentioned above, the tedephope system of
the U.5. is huge and is becoming both larger and more complex on almest a daily basis.

A recent paper concerning formal methods notes, “A [specific) problem encouniered when
designing high-consequence, high-assurance systems involves using unclear, mformal, and non-nigerous
techniques to design and analyze the system. This problem manifests itself in the systems-level design
when describing reactive behaviors.™ [Day] {Reactive systems continuously react te both external and
intsrial stimuli.)

More formal methods do exist. “Bobust product design” is one that uses quality approaches o
optimize design perfarmance [Fow]. Another, championed at Vanderbilt University, involves pacadigm-
somcept davelopment. It borrows aspects fiom analytical and mode] ganeration concepts developed in
computer seience, in particular object-orignted analysis and fivits-state machines. Risk assessment analysiq
technigues such as fault tree analysis or failure modes and effects analysis have proven preblemmatic for
examining sysesms with complex timing dependencies. The newer computer science-based approaches
should bener address this limitanon.

First Principle Approach, Instead of attempting to nszezs and manage risks or create intricate state
machines, the systam designer can raly on first prineiples to schisve 2 sure system. For example, newer
nuclear reactor designs rely on physics to provide inberent safety; in some such designs, water cools the
reactor cors in an emergency by being fed by gravity from a (2nk through a pipe with a fusible drop-out
plate in it which melts ax accident temperatures.

We at Sandia use first principles in nuclear weapan safety so that we do pot need o analyze every
possible perturbation of accident environment using risk assessment - o other technigques. Instead a safey
theme fer 2 weepon is developed, penarally using the “thrse s [D An, Plu] fsofation of critical components
from their surroundings; assuring that a firing signal is incomparible with any other that could be generated in
ertber normal or abnormal environments; and inoperabiliiy of the system if certain abnormmal circurnsiances
occur, It can be shown mathematically that, in theery, this first principle design approach is parfest [Kun],
engineezing implementation, however, may be less se. Proper design, manufachome, and agsembly can creste &
prediciably safe high consequence system.,

The desipn theme of the three s was spacifically created for the safery element of a system.
Iselation, Ineperability, and Incomparibility can also be extendad inte the security element, but security
themes are less well articulated. Recently, sume ar Sandia have labeled this the three Ds for seeurity:
delay, dizable, and discriminate [Tall. Others keep the three s but define them somewhat differently for
security then for safety [D°An]. The concept of defay for an intelligent attack against a system is o make
penetrating te system difficult, if not impossible. Included is the concept of detection, that the suthonzed
operators of the system know they are being attacked. In addition, one Hine boundary of delay is etemity,
that is, a limiting situation is defeat of the attack 2nd the system is not penetrated.

Even if the degsigners and authorized operators believe that the system will defeat all attackers, if
the faifure of the system would cause high consequeaces, it wounld sl be prudent to design #nd operate the
system with the second 2 in mind. If the system is penetrated, the attacker becomes Lhe unauthixized user
who will disrupt the normat operation of the system by sither ceasing its normal operation or causing the




sysizm bo perform operations that ave not authenzed. Designing clements of the system to disable itself if
aperator authentication is lacking is the second D,

For a tslecommunications network, temporary, localized disablement is the preferred feature rather
than 2 more severe disruption of the system.  Carz must be made in designing the reversibility, so the
sttacker does not automatically gain access io it when he penetrates the system.

Lastly, the system must be able to discriminate bebween an authentic message and a noo-authentic
one. Cryptographic methods can be used. Also incloded in this third I is the concet of thwarting an
attack whose purpose is to deay authorized use.

Hybrid approaches are move comnon in system dexign. Razely does the system designer or analyst use just one
approach to achieve or assess system surety. It is certainly prodent to use natare to achieve surety as much as
possible, but enginsering designs are not theories, and implementation of a design occurs in an imperfact human
world, Hence, hybrid approaches are generally used. It is also prudent to simplify and decouple dis system as
much a5 possible so that fanit propagation is limited and mitigaton strategies can be used. Mare complex is not
recessanly batter, nor is more tightly coupled necessarily more effective when all aspects of surety are
considered.

How organizational factors affect surety must alse be considered. [PatC, Kai, Sag, Van, Zeh1989,
Zeb1991] Not just bardwars and sofrware are important, but alse the struciure of and commounication
within the organization designing and operating the sysizm, “Accidental experiments™ of the last two
decades include Three Mile Island, Bhopal, Challenger, Chernobyl, Piper Aipha, and airline crashes such as
that of Amedican Aidines at Cali, Columbia. Some findings to date, with 20-20 hindsight ar= that all
invglved human srror, questionable operations, design flaws, and most invelved problems at interfaces.
But, to & large exteat, these do not seem to be the root causes. Rather the rool causes were the systems
themselves, which were complex and tightly coupled. often with enforeseen interactions, in spite of much
testing and analyzis. The systems were unforgiving, and, in genersl, the organizations did not approach
them with a broad examination of all possible system states and often kept responsibilities
compartmentalized at too high a level. In addition, in some cases, the accident that happened could not
have happensd according to the understanding of the designers and the predictions of their modais. Ina
majority of cases, the accidents against which the design was anatyzed were not among the type of accidents
that were actually experienced.

The lessans are: (1) to think broadly for the definition of the system to includs aperations, normal
and off-normal, and operators, humans and procediurzss, as well as hardware and soiftware; (1) to avoid
compartmentalizing aspects of the system at too high 2 level; (3} to have gommeone assessing, continueally,
the sntire system; and (4) to make the system (ault-tolerant o the real threats it may sucounter. In a highly
competitive marketplace with a large number of new entrants, we would expect an intensificstion of
compartmentalization ta occur at the level of individual camier cetworks. The informal cooperation that
may have developed among, a few large carmiers (o manage widespread failure svents will be challenged in
the futare. Cost pressures and the lack: of trained staff may maks the dedication of msources 1o simpiy
monitor the network too sxpensive for many new entrants, and perhaps even for more established providers.

TELECOMMUNICATIONS

We inciude in the definition of telecommunications not only telephony bot also a wide varisty of
communications media and devices. For the UL 5., the Communications Act of 1934, as amended by
Congress in 1996 provides the following definftion:

The term “elecommunications” means the ransmission, betwesn or among points
specified by the user, of information of the user's choosing, without change in the form or
content of the information as sent and received, [Act]

' This phrase was coined by Henry Petrosii of Duke University. (Wal}




A key phrase in this definition is “infermation of the user’s choosing”. This encompasses the wide
spectrum of information types and média types that current technology allows and which techrology is
envisioned io accommodats. Telephones axe now used for both voice and date communicasions, data that
may be facsimik: infornration, digital data that uses a télephons connectsd o & computer or computer
network, and others. Cellular, satellits, and other wireless slephons sysieos are now being widely used as
wel) and allow comimunications to take place from varying locations or from remote areas. Thaz defnition
does pot resirict telacomaumication to current technology. It is technology indepesndent albawing for newer
technologies as they are discoversd apd developed. The impacts of the fact thae technology has advasced to
provide new opecational concepts and new ways to deliver information are only now beginning to be
realized. For example, the advent of on-demand-information content opens up new service possibilities.

With the advent of the “digital age”, information to be transmitted may be of a varisty of types:
andio, video, faceimile, textual, and the many other forms in which information can be compmimicated.
Each of these media types use the same underlying telecommunications infrastruchire with sach type being
converisd into digital bie, tranemived among points regardless of their content, and when recaived are
preseoted in the imtended form. The intended form is no longer limited o the form in which the iformaron
was created. Content can be presented in diffareni waye determinad by either the sender or the receiver of
the information.

The telecommurication infrestructure necessary to support the fransmizsion of this wide variaty of
information consists of a vast network of beterogensous equipment and their integrated software systems
with each element of this infrastrucimre contributiog 10 the provision of the collection of wlecommunication
services. The complexity of thiz syatem defies i13 comprehension by any individual. Ome aothor states chat
“a] highly intercommunicating decentralized structure shows far more resilience and likelihood of survival.
It i5 certainly more sustainable and likely (o evolve over ime "[Neg] Information within this system is
ransmitted over millions of miles of copper, coaxial and fiber cables, and includes satellite and ground
based wireless facilities as.well, The switching of information among points specified by the user iz n key
element of the infrastrchure and it typically accomplished with automated, computsr—ontrolled switching
equipment. The systems within the telecommunicatdon infrastrucure provide for management of the
infrastruciure as well as its adminisoration and cperation. In essence, the felecommunications infrastrucure
moves bits around the world for the benefit of and at the request of the users.

Thwe Act also states that the Federal Communications Commission shall be constiteted for the
puspose of regulating communication commerce o provide:

a rapid, efficient, Nation-wide, and world-wide wire and radio communication service with
adequate facilities s reasonable charges, for the purpose of the nationa) defense, for the
purpose of promoting safety of life and property through the use of wirs and radio
communcation [Aet]

Policy and Buslness Dievers to & Moye DMstributed Futgye

Changes in technoiogy and the implied aconomic banefite of 2 more competitive industry have
been the findamentat drivers behind deregulation of the telecommunication industry. From a historical
perapective, the telecommunications industry, initially the telegraph and later the telephone, were regutated
becanse it fit the classic definition of 4 natnral monopoly. Allowing competing services would have led o
Juplication of infrastructure in the form of duplicated islephone lines and switching squiprment.

Over time, lechnnlogical change and the potential for larges consumer benefits eroded the logic
behind maintsining nataral monopolies and led to changes in the exigting regulations. For example, in
1963, Microwave Commamications Inc. (MCT} filed applications with the FCC o consinuct and operais
microwave service from 31 Louie to Chicago, thereby bypassing the existing common carrier. These
carriers opposed the proposal on the gronnds that it would regult in duplicative, and hence inefficient,
services and that MCI was financially and techoically ungualified (o operate such 2 system. [Phi, p. 766)
The FiZC voted to grant the permit, wltimacely noting that “...it wounld be inconsistent with the public
intersst to deny MCT's applicadons.” [Phi, p. 766] Within 12 months of this ruling, 37 additonal
applications were filed, proposing the constroction of some 1713 microwave stations. By 1971, the FOC
had afficially announced a policy of free aceess by new specialized carriers that could meet financial and
technizal standards [Fhi, p. 764]




Ag technology condioued evolving, additional hallenges to the raditionad role of the common
carriers arose. And aver time, the common carriers had praater and preater difficulty convincing the FCC
that jugtification remained for protecting them from competition. Kasstanbgum concludes that by 1971 the
FCC had adopted a legal-economic judgment that *.. reliance on sepulation [shoild ba] a last resort,
justified only when competiton i not faasible or practical. "[Phi, p. 772]

While the changing lechoology made it possible for new companies to chellenge the common
carriers, the FCC atlowed increased competition because of the potentiai for large sconomic bepefies to
congurners. A study by the Crandali and Ellig [Cra)] of the sconomic bepefits of deregulation in several
industri=s suppotts the view that deregulation benefits the consumer in terms of lower refative prices,
Crandall and Eflig astimated that deregnlation led to real price redoctions afier tan years of 27-57% in the
gas industry, 40-47% in the long distance siecommunication industry, 20% in the airline industry, 28-56%
in the owcking industry, and 44% in the rairoad industry. [Cra, p. 2]

By the time that the Telecommunications Act of 1996 became law, technology had furtber bhucred
the artificial distinctions between varioos telecommunicaton providers. Specifically, as the wse of digital
technologies replaced analog technologies, the distinction betwesn cabie, computer, utiiity, and telephone
companies as poteatial (elecommunication providers became less clear. Telephone companiea could deliver
movies, radio broadcasts, or newspapers on dereand via its lines directdy (o the user’s TV of computer when
they wani them, rather than gt preset times. Ukilities could electronically read meters and control the Aow of
elzciricity (0 houses hased on time-of~day pricing.

These distinctions betwesn telecommmication providers will continue to evolve in the futre.
Traditionelly, one of the BFCC's roles has been 1o allocate the spectrum, so that radio, wireless telephone,
and tetevision signals are bromdcast io such s way as te not interfers or overlap with each cther. However,
a5 digital tschnologies have evolved, the distincuion has blured. Consumers can benefit 1n choasing how to
use thess digital flows. Negroponte {(Neg] uses the example of forecasting weather, Under the old formula,
a lelevision station might use its share of the spectrum to broadeast a weather report (o your elevision.
Technology now allows the broadcaster o wansmit the weaiher in bit foom to your home persomal
computer/ TV that thep, baged on your preferences, displays the weather in taditional form, or a3 a printsd
map, o a5 ab individual pewspaper update, or as a voice report. “'The broadcaster does oot even know what
the bits will norn into: vidso, audie, or print. You decids that."[Neg, p. 55] This example illusizates that
the technolagy will continue pushing the regulation over time; the corrent regulatory system, even after the
Telecommmnications Act of 1996, 13 sHll not able 1o daal with the digital fomre, As technology and
applications advance, the regulatory structure will have ta continually change to cateh up; bul, bowever it
changes, the structure muat respond quickly. A cecent editorial in The Economast atated “There are clear
lessons from [British Telecom's recent] experience for bath regulators and other embattled incumbents. For
regulators, it is that shock treatment 15 best. Get put a8 $oom as takecoms can ba treated like a normesl
competitive markat—ihe technology will make it bappen sooner than yvou dared hope "[Eea]

Technology andd economics are the ultimate drivers behind telecommunicaticn restruciuring.
Restruchuing has led 1o 2 more decentralizad, distributed, and less well-defined telecommunications
indusry. The FOC's role and responsibilities will continus to change as the definition of the “pubiic
interest” changes, Future roles for the FCU include enzbling compsbtion, maintaining overall system
integrity and reliability, and settling disputes among vadous competitors. Bt job wiil be less and less o
determing how the broadcast spectrum ts used {zince technology advances should continve to relieve
bandwideh limitations) and mote on how to establish standards for competition. The future, though, will
probebiy not be toially deregulated: regulation to some depree will still be necessary, As Caimeross has
observed, “This business rewards size. The more people and businesses a network connects, the greater the
value of being plugged into i1, Without regulation (o sustain competition, the telephone perwork might
naturally revert io a single giant. Even if services remained competitive, the netarrk probably woold
mH.. S0 regulation is probably inevitable to snsure competition. JCai)

The &zternal public impacts are many, and most concern cultural changes, which we are not
qualified to address. We do not know the unintsuded caltural consequences of the telecommunications
tevolution. Arthur Schiesinger, writing in Foreign Affirs, considerad the effect of telecommunications
interconnectivity and rapidity on the body politc. “..[T]be intezactivity introduced by the Computar




Revelution makes “pure democrecy” technically feasible on a netional scale.... The rise of public opinicn
polls, focus greups and referendums suggests popular demand for a finished democracy. With 2 nation of
compurters plugged into information and communication rerworks, “full democracy” is just sround the
cornes....[[]s this a desicabla prospeat? [Schi] He argues thet it is not, that “interactiviy sacourages instant
responses, dhiscourages second thoughts, and offers outlets for demagoguery, egomania, insult, mmd hate ™

i intent 35 not te debate the political and cultural ramifications of clecommunicative citizenry sxcept
from one specific viewpaint. [f such voting occurred, would the integrity of the resnit be unquestioned? How
would the sanctity of an individual’s ballot be assured? If talecommunicative citizenry happens, loss of
confidence in the process might bave a devastating effect on the body pelitic with sven a greater decling in the
public's respect for instutions. Surs telecommunications for this application are 2 must.

Faster telecommunications and larger, more accessible databases can alse challenge the privacy of
individuals. This has always been a concern whenever detabases have been kept, but the future of
elecommunications increasss the concern by a significant degree. Already today we see information “brokers”
on the Worldwide Web offering tc acesss salary information on an individual for $73, telephore records for
$E0-200, and ten year madicai histories for $400 par person [Ber]. Either the public will come to accept this
logs of privacy or it will vebel against such an invagion. Privacy standards and regulation, whether by the
business community or governments, may be prefarabls,

Cine way 1o look at thrests for telecommunications in the futare is to separate internal from sxternal
threats: internal threats are based on the technelogies wsed and the organizational structures uging them, and
external threats are from outside individuals or groups intent on harm. We briefly explore them in this
section with the emphasis on those threats sxternal to the systern. Threats due (o external bat naural
phenomens {&.g., weather) should be noted but are oot further discussed. Threats posed by malsvalent
nsiders are also discussed below.

1

Internal System
Without proper atention, surety may berome more and more difficult o achizve, as the pace of

innorvation in tslecommumication mereases from its own recent, fast acceleration. This is the internal
technelogical threat. An article in the London Times last autumn discussed this issue:

Unfortunately technological chuming also prevents improvements in reliabilily and
quality. Would you feel safe in an aircraft if you knew that Rolls-Royee and Pratt and
Whitney were reinventing the jet engine every six months?

Techoological chuming also prevents the establishment of common standacds that would
make «quipment compatible. [Kal]

I the old telecommunications worid, the public ook reliability, quality, and compatibitiey for granted. The
challenge for the future is to assure continuity in surety, so that the changzs wrought by technology are as
seamless as possible. For example, the numbers needed ¢ ring, dial, &r punch a particular perzon’s telephone
may change in themr digits, but eonversation will shll aceur reliably and with high quality, whether analog or
digital, and any other bits tranaferred throuph the convsction will not be routed wrongly nor not at all. In
addition, we do not want any fault, when one cocurs, to propagate throughout the system, bringing it all, ot &
sebstantial part of it, to a halt. As Hirman writes, “Why do distobuted systems erash? 1f we sxclude systems
that fail because they were mismanaged or pocrly designed, the most common scenario involves an isolated
probler at one site that triggers a chain of svents in which program after program troughout the network
svenmally shins down."[Bir] Some befieve that the 1990 nation-wide AT&T failure was due to the complexity
of the network and its potential for cascading failures [Kuh] Wil the new deregulated telecommumications
system be more or less suzceptible o suck failurez? In 2 later secdon, we present some ideas on how 1o
approach designing a syatem so that it will be less susceptible.

[}




External System Threats
A second class of challenges to the future telecommunications world is posed extarnally, by persons
intent on harm, and anises because of changes to society at largs. We introducs the changmg external threat

picture in this section and, further below, discuss what that threat can do to the talecommwunication infrastructurs
in a section entided “Tnformation Warfare” The externel threat can be posed by any number of people-- hacker,

terrorist, Tops busipass, rogue CORTY, of otganisad crime. The intentions of all, though, are surreptitions

information gathering, data manipulation, or system maffunction. Walter Laquer, of the Center for Scategic and

Internatonal Stedies, has written

Society has also become valnerable to a new kind of terrorism in which the destructive
power of both the individual lerrorist and terrorism as 2 actic are infinitely greater.
Earlier terrorists coudd kilt kings or biph officials, but others only too eager to inhent their
mantle guickly stepped in. The advanced societies of teday are more dependent every
day on the electonic storage, retrieval, analysis, and transmission of informatian,
Defense, the police, banking, wade, transportation, scientific work, and a large perceniage
of the government’s and the private sector’s transactions are on-line. That exposes
eoormous viel areas of national life to mischief or sabotage by any computer hacker, and
concerted sabotage could render a country vmable to finetion.

An ymnamed U.S. intelligence official bas boasted that with 31 billion and 20 capable
hackars, ke could shur down America. What he conld achieva, 3 terrorist could tog.
There is litte secrecy in the wired society, and protective measures have proved of
lignitzd valne: teenage hackers have pencirated highly secret systems in every field, The
possibilities for ermating chaos are 2lmest unlimited aven now, and vulperability will
almaost certainly increase. Terroriats’ targets will change: Why azsassinate a politician or
indiscriminately kill people when an attack on electronic switching will produce far oo
deamatic and lasting results?...If the new tecrorism directs its energies toward information
warfare, its destructive power will be 2xponentially greater than it wislded in the past—
preater sven than i waild be with biological and chemical weapons [Laq]

Although some of the statesents in this example are not stroctly accurate, the general notons
underlying the conclusions are worth considering ~ New telecommunications technology makes it eagier for
the terrorist to comnueicate demands ta the public since they cannot be as easily isolated from the media.
But ironically, the same technology enables the ermorist w have reladvely secure communications with their
fellows and o perform telecommunications attack from afar,

As another recent article noted, “The fulare economic temorist could artack U.S. corporations
through their depsndence on information.  Their use of Trojan horses, vinses, and spoofing could render
information systems inoperative. Proprietary concepis and designs could be stolen, test resul: altered,
research and development dereiled, damaging date exposed, or personne! records modified."{Med] There
15 also no editor om the Intermet. An attack could simply be the spread of malicious gassip abowt an
individual,

For all the fears of a temorist assault on telecommunicatons, however, some fear assaults by others
more. Laquer writes, ...the vulnerability of states and socicties will be of less imterest ta terrorists than to
crdinary criminals and organized crime, disgruntled employees of big corporations, and of course, spies and
kagtile povernmeants.” [Lag] Furthermote, Medd and Geldstein nate that the states that the 11.5. labeled as
sponsors of terrorism in 1994 {[ean, Libya, Cuba, Syria, Nocth Korea, Iraq, and Sudan) had a combined
OMF less than one-fourth tha! of organized ctims! [Med]

How likely ure external threats? They are cccuming now. Asmong other examples, the Cali drug
cartel has engaged in elecironic terrorism against the Colorabian government [Med) and deug gangs
Amsterdam bave as well against the Dutch police [Ratb]. In more direct ¢xtortion, since 1993, City of
London and New York financial instititions have been attacked forty tirnes by cyber criminals who were
able o extort $500 million [Rat a]. The aceurncy of these peports is perbaps ot as important an jggne a8 the
credibility of the threat.

As to terrorism, its frequency fluctuates with the regional and glebal political climate. The annual
nmmber of rrorist imcidents against the U5, kas generally decreased over the past three decades (since the




State Department and F.B.I begm keeping such ststistics) but the severity of the average incident per year
(measured by average number of casualties per incident) has increased. Since the early 1980s, busioesses
have been the predominant target for terrorism when ULS, public or private assets are the tarpets, and this
trend is growing. Medd and Goldstein poted thai by 1984, ., business targets dominate the statistics by
nearly a factor of two over the pext closest ULS. target type..."[Med]. Furthermore, they argue tha
organized crime connections with terrorists will increase and that sconomse motives will continue to be
mpst important. In the 1960s and 19705, the motive for tapporism was mainly political; in te 1980z, it was
religious. Now and in the future, the motive is often, and will likely ofien be, sconomic.

A political salnticn may become much more difficult. Deterzence against, and boycotts of,
countries that sponsor temoasm may become less effective than now because that sponsorship is also
chanping. The financial backing for many tetrorists eones oot from a state but from wealthy individuals.
[Ger, Mag]

ISSUES OF A MORE DISTRIBUTED FUTURE

This secrion brisfly reviews the pre-competitive telecommumications infrastrucurs. The next
subsection then discusses the changes brought on by competition. In general, today's infrastructure is more
robust, and service offarings are more diverse. Competition does presant new challenges to surety. Sursty
may be critical in the fature in an environment of more distributed technology and more sophisticated
threais,

The ] Litive hrocinre

The pre-1984 telecommunications infrastucmre consisted primarily of largs regulaled monopoliss,
such a4 AT&T and the Bell System in the United States and governmental entities {so-called PTTs) in
Europe and Japan. Although those networks wens quite large, they had fairly simple service requirements
by loday's standards. First, they were optintized for one service — 4 KHz voice. Other services, soch as
television, data and fax, ¢ither used separate networks., such as cable television, or operated within that 4
& Hz constraint, Jike the FAX, Second, ceflular tzlephones were not ver widely used. Thus, customers had
fixed locations that used well-characterized wired media. That basic service mix grealy simplified waffic
enginesnng.

A3 noted above, the number of service providers, the common carmiars, was limited, further
simphifying the system. In addition, those providers usually bought proprietary hardware and software
systems from a limited, and often vertically integrated, veodor base. In the United States, an example was
Wegtern Electric, the captive supplier of the Bell System.. So, although the equipment wes nominally
standards-based, those standards were often just pro fooma publication of the existing, well-testzd interfaces
of the capdve-suppliers. Although that limited supplisr base did simplify problems of intsroperability, in
retrospect, it also Jed o increased cost and a slow pace of innovation. Finally, the limited number of service
provigers also allowed a closed sigmaling network, which increassd surzty, ence out-of-band signaling was
introduced.

The regulation of the business placed the complexity, and hence cost, into the switching and
transmission elements that led to relatively low-cost and reliable equipment for the cusiomers. This
business approsch alaa saverely Limited the types znd brands of equipment that ¢could use the network. So,
while the pre-competiive infrastructure did provide reliable, universal servics, it also stifled service
innovation. At the same time, the regulatzd monopoly provided, in essence, lifetime employment for the
maintemance aml operations staff. While this produced a highly-skilisd and loyal workfores, it also helped
increase servies costs.

The twin deficiencies of decreased innovation and increased cost forced the gradual inroduction
of competitive elements into the telecommunications infraswruchare. That process began in the UL, during
the 1970s. In other countries, telecommunications remaing a ragulated monopoly, The next subsection
details soape of the infrastructure changes and their effect on averall network surety.

Mu!ﬂple Unregu.iarzd Service meders le prmnt cm:q:lcuuvc mﬁ'asu'ucture. d]ffe:rs fmul the gldar
telecomimunizations infrastrocture in several important ways. The cbvious change is the move to multiple,




unregulated service providers. The competition among them has reduced telecommunizations costs. It hag
also presented the potential for increased reliability in that & cautious business cap split its taific among
different providers. Qther factors mny tend to offset the potential for increased reliability, bowever. For
example, calls now are commonly rowed through more then one service-provider network, which can
increase the difficulty of detsrmining the exact nature of a problem should one occur.

Stondards-Based Nerworking., The new competitive service providers usually do not have caplive
suppliers. (Even ATET finally divestzd itself of its manufacuring arm, now Lucent Tachaologies, in
1996.) As competitive sntities, those new service providers must have competitive squipment prices from
their vendors, This ofien drives them to a handware and sofiware mix from muldple vendors which means
that interoperability is now driven by vendor compliance with industry and international standards. Time-to-
market concarns with this quickly changing technology usually preclude producing the highest quality
standards. {Version 1.0 of any standard is often filled with bugs.} Another unintsnded sursty-telated result
of standards-based networking is the loss of security via obscurity. Industry-standard software platforms,
such as UNIX and Windows NT, have well-known villngrabilities, In addition, smaller service providers
often use freeware, such as Linox, for which the source code is freely availeble. In that case, naw
vulnerabilities are easier 10 find #ince adversanies havs access o the underlying source code as well. To
oifset this potential disadvantage, the source code it also available to mare defenders capable of working as
a distributed communily to improve its seciwity. For xampls, when the SYN floods appeared in recent
years, Linox patches were available within a matter of hears, while many vendors dido’t release patches for
days or even waeeks.

Multimedia Trafic Mix. Modern networks must carry multimedia waffie fvoice, video, rael-time data and
non-real-time data) in one integrated network fabric. This complicates traffic engmineering. Overloads
currently canse abouwt half of the putage-minutes in the LS. telephone system [Kuh). The overloads accun
whem the actual service demand exceeds the capacity of the network. For the older infrasiructure in such
situations, the syst=m was designed 1o block a specified smalt fraction of the call-orgination requests.
Etlang first modeled that blocking probability in the early 1900s. (Indeed, the Erlang-B and Frlang-C
models [Kle] are still useful for rough-cut voice-traffic planning.) Subsequent decades of research have
refined those models. From a business perspective, well-proven, single-service models allow the monopoly
executives to justify their rate requesis ro their regulaters. From a surety perspective, pood models help
guarantes peranori service levels.

The case of multicnedia i considerably mors complex [Wir] for ac least thre# reasons. First, there
are new traffic types in addition to voice. Some multimedia types are minor xtensions 10 the 4KHz voice
ransmission. For example, constant bit-ratz ({CBR) compressed video, such as MPEG-]1 and MPEG-2, can
stll uge the classical traffic-sogineering techniques. Most new seTvices are “hursty,” however, because their
peak and average bit-rates differ. One example is web browsing, Users may spend several minutes reading
each web-page but then want the next web-page (o arrive in seconds, Traditional models assumed that this
bursty behavior disappeared if call statistics wers aggregated over a large enough user population. Recent
research indicates that assumption is false {Lal], and new models peed 10 be developed. The zecond reason
is the traffic mix within each multimedia call. The call origination times and call-holding times for bath
residential and busitess voice-calls are well characterized. Multimedia calls ars mare complex. For
example, a business call may start as voice and then become a video-conference with accasional file-
transfers. Hence, even if each multimedia application has well-knows traffic characteristics, the overall
traffic charactariztics of the call may still be difficult to predict. Furthermore, the incteasad rate of servies
mnovation makes: modaling even more difficult beeause the rafiic miv may change rapidly. The third
reason is the growth of wireless and mobile networks. The nexe subsection discusses that vopic further.

Wirslesy and Mobile Networking, Wirsless connectivity and user mobility are undergoing explosive growth
in the [990's. Indeed, in some developing countrisg, the cellular network is being built befors the wired
infrastructure. In addition, the cellular service providers are migrating from first generation analog cellelar
systems, such as AMPS [Rap), 1o second generation digital systems such as GSM [Meh). Furthermore,
several Low Earth Orbit (LEQ) satellite systems, such as Teledise and Iridium, should become gperational
in the next few years. Finally, wireless LAN: are appearing in factories, warshouses and offices. 3o, fora




price, users will eventually bave seamless, worldwides access to their praferred cormunicatons and
COMpUting environments.

These factors have a muxed effect on network surety. Mobility certainty complicates waffic
engineering. It also increases the signaling load on the network. In older necworks, users usually signal
ooly duning call oogination. Tn ecnirast, mobile users must periodically signal their current location ko the
netwock, sven if they don't have an active call. Mobitisy today also requices that the user's home nerwork
share the user’s service profile with other netwocks, This can raiss both security concems for the network
and privacy concerns for the user.

The ongoing ransition from anzleg to digital cellular bas not mads a big impact on the raffic mix
yet, but the next generation digital cellular systems, such as Wirsless Asynchrongus Traopsfer Mode
(WATM) [JEE], may bave 2 negative impact for several reagons, First, the cell-size will be much smallet.
Current ceflular systems often use cell-sizes of several kalometers. Neat generation digital cellular systems
will probably be “micro-cellular™ with cell-sizes of less than 100 meters. This means that pood models for
user-mobility petterns become even more critical. The second reason is the bandwidth per subscriber.
Current analog cellular systems (AMPS) allocate 30 KHz to each active subscriber, which is less than 1/50"
of each cell’'s total available bandwidth. In contrast, WATM systems may have a bandwidih per cell of 20-
30 Mb/s. In addition, one subscriber could use most, or all, of that cell's bandwidth. Smail wser groups tend
te complicate statistical medeling, and hence traffic engineering. The final reason is that naxt generation
digital cellular systems will alzo support multinvedia traffic, such as MPEG video. As noted above, multple
media complicate traffic enginesang.

Digital cellular companies are paying mors attention to nebtwork security. Io gencral, wireless
channels are sasizr to attack than wired ooes. Bavesdropping is virwelly undetectable. Cryptographic
techniques can provide privacy, but they uwsually entail a eost and performance penalty. In conjunction with
mobility, unauthorized access is more difficult to detect and pundsh. So wireless system designers should
incluge security in the earliest phases of the network design. The AMPS cellular system is one example
where that was not dons. (To be fao, AMPS was designed in the lats 1975 and 2arly 1930°s before the
cornbination of Microsoft's Windows and ¥niel’s microprocessors brought cheap computing power to the
magses.) AMPS ases clear-text signaling channels. Each handset has 2 Mabile Identification Mumber
{MIN) and an Eiecironic Serial Number (E5N). For location managemsnt purposes, that data must be
periodically broadeast to the cellular base-stations. As such, it can be easily stolen and -programmed into a
“clene”. That “clone” can then impersonate the e2al user, and hence steal service, The callular comparies
now have numerous successful techniques for combating cloning. The simplest is FIN sumbers that the
subscribers anter while dialing a pew c2ll. This makes it harder 1o steal service, bus not impossible. The
oeed to use the PIN numbers also often annoys eustorners. Hence, other techniques have been inroduced.
A recent one is RF “fingerprinting”. Each AMPS handset bas a fairly vnique RF signature, and the network
will anly accept calls if the ESN, MIN md RF gignatures of the equipment maich their sored valpes,
Although this lechnique reduces cellular cloning [Bui), it is still not foolproof. 5o, a layered zecurity-
approach that uses PIN numbers. RF fingerpriots, calling-pattern, location checking, and ather simitar
informsation is stll best.

Another securicy problem is that AMPES sends the user’s speach as clear-text. This flaw has
embarrassed several prominent individuals. Although cellular scanners are now illegat in this country, they
are still widsly available, as is information on convertiop Iegally available equipment to that purpose.

[War] The AMPS fravd problem has been estimated at $700 million dollacs per year in the U 5., which is
about 3% of 1otal industry revence. [Bul] Digital systems which use the Cellular Authentication and Vaoice
Encryption {CAVEMIS-41C algosithm are more secure. Recent publications, however, have demonstrated
weaknesses in both the voice privacy algorithm [Schw] and the authentication protocol[Pate]. Although it
might appesr that the answer for the AMPS security problem is to retrofit CAYE into every handset, that is
nt scomomically feasible. There are approximately 50 million of te AMFS handsets already in service.
Security designs for public-network wireless systems should include a low-cost upgrade path.

Customer-Owned Equipment and Intelligzns Content. In the older infrastructure, the regulated monopolies
atempled to severely limit the types of equipment a customer could use on their network, They also
centralized switching in their wholly owned network equipment. Thote approaches are no longer feasible,
or possibly even desimable, in the competitive environment. The cucrent Intérnat phalosophy is a prime




example of that shift. [St2] That philosophy has the network flow comtrol vesiding in the TCF layer in the
end-systems, which then further complicates traffic enpmesring, since traffic peaks become less pradictable,

As switching and other decisions miprate to customer-gwned squipent, executable content
becomes an issue. Readers are probably fasnitiar with this probiem in the context of Java applets or Word-
macio ¥iroses. The network infrastructore can also bave similar probiems. Proposed active nerworks may
increase those problems. [Ten] o active networks, roulers and switches perforin custornized computations
on individual user data-flows. In addition, individual users can download and modify the programs that
contrel thoge computations. As discussed below, the S57 signaling netwerk may evenmally uss active
network concepts as it evolves into the so-called Advanced Intelligent Metworks (ATINs).

Vulnerabilities of the Physical Plant. Opening the network to preater competition may make general
petwork services less valnerable than the current infrastrocture to physical attack if custemers are awares of
the vulnerabilities and diversify their telecommunications services across vendors. The sconomies of fiber
optics have led to migration of waffic off diverse media (analog radio, digital radio, coax cable) and onto a
few fiber optic routes. This minimizes right-of-way and maintenance costs while exploiting the ability to
expand capacity by factors of ten by either upgrading electronics or putting several different colors of Eght
down the Hber (Wavelength Division Multiplexing). These economies have subrogated any coscetns for
retwork-wide robustness.  This was not trus i the earlier integrared ATET network (the “metro junction”
plan). A few culs of well-selected fibers would pariition Targe parts of the nationwide telecommunications
network. The same would be Tue regarding aitacks on telephone equipment offices. Addition of a diversicy
of vendors, sspecially locally, may evenmally enhance the connectivity of the long-distance
telecommunications network, And the new diversity of local calling media (cellular, sateilite, fiber) and
divecsity of protocols (eircuit-switched, Intarnet phooe) should make local phome service more robnst,

The physical plant (suppont systems, physical squipment, atc.) is quite exposed to physical attack.
In addition, there i po rigoros security cultare within emerging télepheny that reflects the growing
importance that telscommumnications in playing in the U1.5. economy. By rigorous security culture we mean
a cultare that halarces the management of the seeurity of telecommunications with economic and service
petformance considerations. While pre-divestiturs telephone companies had a strong security culture, the
maove loward more open systems, cost-based market forces, and extremely short time (o market has eroded
this culbure. Surety is often at odds with minimized short-term cost and time t market.

Software Vulnerabilities. Over the last 30 years, i=lephony has been moving toward total sofiware control
of the installed switching and iransmission equipment (e.g., operations, administrative, and maintenance,
OAM, systems such as provisioning, monitoring, maintenance, billing; signaling controd of ereuit/packet
routing}. This change improves service performance and reduces costs, and increasing merket pressures
will ensure this wall continue, with new software releases delivered in shorter development times.
Unfortunately, the ability is lacking 1o ensure the sursty of spch an totegrated software conmal sysiem in the
open elecommunications environment. The Year 2000 may well provide an example of the vuinerahility
of telecommunications bo a pervasive soitware reliability flaw [Youl.

The open network of tomorrow will likely be luss resistant to oyber-attacks than the previous
closed systam. Each telephony network, especially the regional elaphore sysiems resulting from the
breakup of the old ATET, has on the crder of coe kandred major legacy operations, administrative and
maintenance (QAM) software systems that comirol large portions of the network. Such systerns were never
dezigned to provide safe, secure access io the telephone network by outsidecs, In fact, =ach of these systems
is considered a black art in itself, and few telephony experts {some would say nons), understand bow such
systems interact under all abnormal cenditions. They do not expleit such principles as functional isolation 1o
mznage the creation of unintended vuloerabilities in the DAM architecture. The ability of an unauthorized
uger to discover & previously unconsidered sysiem vulnerability is substantial. Unfortmately, software
reliability and secaxity engineering is im its nascent phases. There ars strong theoretical reasons why it may
remain that way for some tHims b come, 30 thers may not be a technology fix for eyber-attacks on either new
or lepacy systems.

Changes 10 the Signaling Neswork, When we riscuss the distrbuted nerwork of the future, we nesd 1o
describe those elements that will be distributed: transport, switehing, and control. For oanspert and
switching, distributed capabibities often mean a more robust network. A single network element failure may




lead to less, or perhaps no, service gutage. IF the network 15 properly designed, altemnative routings and
media are provisioned, and a ceordination system for managing failures is io place and working. An open
15502 15 whether the markst will metivats a consortium of providers to coordinate the development of such a
vendor-diversa system across their wirious networks — increasing network robustness at lower cost - or
whether each carrier will parceive account conbrol 43 too important. A potentizlly inefficient solution could
tesult if each serviee provider develops g own vendor-diverse network,

Dismributed control is mother matter. It is ugually difficult to guarantes the surety of coopled
control systems. A munber of well-publicized t2lecommunications failures have resulted from out-of-
eontrol, eoupled disttibutad control systems (for axample, s24 [Kuhl). In part, this results becanse it iy
difficult to get informahon or which to base 4 propes surety management system;

*  Such systems are difficult to conceptoalize or analytically mode! because they are highly complex,
nomlinear 1 theiz bahavior, and bave many different inputs, autputs and processing functions;

* Performiog a baselioe chamcierization of them is difficult since many parts of the system may be
changing at any given time;

*  They are large snough so that organizetional barriers get i the way of characterizing and
understandiog the entive: coupled systen

Even if an accurate characterization of the conpled control system could be developed, there may be linde
hope of managing a real-time control system. If the adversary has access to pertwrb it in clever ways, the
complicated nature and openness of the system mey maks it impossible to guarantes its invaloerability to
atiack in advance.

One goal is to have a single network for all multimedia eaffic. The reality is that the Interpet and
phone networks will likely use separate backbone signaling networks for several more years. Both typez of
gignaling have their own surety concerns. The old tzlephone infrastructurs vsed in-band signaling which
could be exploited with many tocls. Cut-of-band signaling, over closed Signaling System 7 (357) networks
{Mod], elinmpated that valnerability during the 1980 s, The 19%)'s, however, brought new problems for the
infrastructure’s sipnaling network, The first goe wag the retun of in-band signalieg. TCPIP vses in-band
signaling, since the control information rides in the same IP packets as the user data does. [Com] The
classic exploitation of that is [P source-address spociing, which became a substantial Internet nudsance.
Authenticated TCPAP headers coold stop these in-band zignaling problems, in theory. However, current
anthentication and key management techniques do not seale well 1o the planned Ghis throughputs of the
Internet backbone routers. . The authentication problem is solvable at the Incal-access level though, if sach
ISF does key management for ooly its subseribers. In addition, the access speeds are much lower, so
authentication may be technically feasible. Similarly, router-based source address controls can solve the IP
spoofing problemm to a Jarge extent. This strategy has been applied in many of the newer high-speed
network infrastructures, mweluding some of the cable-modem infrastructure. Given the dishibated,
transnational nanwe of the Intermet, however, not all ISPs are rustworthy. In-band signaling abuses may not
have an ideal technical solution. As such, societal solutions must also be used. Cme exampis is the so-
called “Internet Death Penalty™, wherein other ISP stop camrying traffic from an ISP that won't police its
customers” behavior.

Ini the clagsical infrasmucture, the signaling network of the telephone was “closed” in that only a
few large monopolies and govermment-owed entities had access. In addition, employees Tom those entities
wrotz the software for the Service Logic Programs (SLFs) that ran on the 557 network's Service Controf
Points (SCPs). Furibermors, the lack of time-to-market concems allowed axtensive testing of the programs.
Restructuring has changed this closed system for several reasons [Cas]. The first reason is that third-party
connestions to the S57 network ars mandaied by law in the restuchmed “Advanced Intelligent Network™
{AIN). Those third parties may include customers as well as other service providers. The customer
intsrfaces to their service parameters may be via the Enternet. As such, the 357 nerwork may gradually
acquirs all of the Entern=t’s security problems. One exampls is one plumber's call-forwarding aack that
stole busioess from cival plumbers, [NYT] The second reason is time-to-market somcerns that dictste repid
service deployment in a competitive marketpiace. Rapid deployment, though, often means lower-quality
software. Consequently, improved software methodologies are a critical research arza. The final reason is
that peoest 357 traffc is sent as clear-text. That traffic includes sensitive data such a3 calling-gard PIMs and




credit card numbers. 3¢, as the S87 network becomes more ogen, data privacy may requirs cryptographic
techniques.

Another futire direction of the: tzlephope network is to move away from channsled circuit-
switched network towards TCP/IP o ATM oetworks lying on high-capacity transport. These networks
operale on packsts. If raffic routing contiol for these packet networks is provided to each competing
vendoe, then a malicions consortia of vendors could adversely affect trafftc by manipulating the routing and
creating congestion or failure conditions in the network for competiters, or pethaps for the entire network
itself, This has its equivalent it market manipuolation where the achons of a cartel can impose inefficiencies
for nonmembers. The challenge is o impose real-time controls that enhance stability and fair operation of
the network bandwidth marketplace while being minimally iptrusive.

Rermiote Maintendnce and OQuttoarcing. Competitive service providers ace under fnbense pressure o reduce
the size of their operations and maintenance staff. These reductions usaally take ewe forts -- remote
maintenanee asd outsourcing. Remote maintenance allows a centralized belp desk to pecform
troukbleshooting and 3ome repairs and obvivusly lowers costs. It can also improve surety. Conbinvcus
monitaring can often uncover wansient and systemic problems before they affect service. On the other
hand, remots monitering via the Intsroet or dial-in modems aiso introduces abl of the standard securicy
problems of computer networks into the telecommunications infrastructurs. The sxecutable content probleca
may &lsc appear. For example, applet-based remote-monitoring probes might downtoad exezutable content
into the ISP backbone routers.

Ousourcing repiaces ap in-house mainenance staff with either on-5ite conraciors or o service
contract. The sarvice contraets ara typically with gither squipment vendors or firms that specializes in
network maintenance. These service conracts, which often mandate remoie access to the customer's
network, entail the tradeoifs mentionad above, However there are additional surety radeoffs. The
contraciors ar usually quits knowledgeabls about particular hardwarefsoftware platforms. Also, their
multi-company focus often exposes them 1o a wider range of solotions than in-bouse staff. These benefils,
however, are ofter: balanced by their lack of detailed knowledge of, and long-term experience with, the
quirks of a particular customer’s perwork, Finally, maintznance personnel ofien have access to sensinve
company data as it passes throagh the company’s infrastroctare. One long-distance company has already
had a probiem with an employse acquiting calling-card numbess off of their 557 network. It is uncisar if
outsourcing will incrsase that nyider-fravd problem, or not. Omtsourcing certaioly inwoduces a number of
challenges to surety, including but not limited 1o, incompatibilities in personne] security policies, a lack of
employee loyalty, swrety culture, and gronp cohesion, an id=al location for the placement of agents, and the
potential abilicy for a smaller number of altackers to impact a larger number of systems.

Haman Facters Concerns, Towoducticn of technology used to be relatively slow and measured, and training
was thorough. A single vendor made moat 1slephons equipment, and the carriers and equipment providers
had a large and experienced staff to check and recheck. The telephony future looks like more veadaors
demanding more services from lean-and-mean data-freight providers, in a market with greater vendor and
servios churn and greater desand for quick lurnaround in provisioning sernces. This will lead 1o more
people reconfiguring, etther physically or logically, various network elements. To provide for the new
services that opening the network is expected to stimulate, there will be increasingly quick intreduction of
new hardware and software. The combination of these effects will lead to more misrakes baing made during
opetations.

There is no single vendor who is going w0 take the lead, a5 the old Western Elzctric had, in
improving the human factors of such squipment. it was difficnlt enough to transiate the economic costs of
pooe operations theough to effective equipment desipn when thers was one manufacturer, one service
provider, and appropriate incsntives. With a multitode of suppliers and carriers, it ie overly optimistic (o
assome the market will make things right, at least in the near term.

The Riske of Reliance on Redundancy. Not only is redundancy not a panaces, bat excessive reliance om it
gan ultimately maks a systam less reliable, less safe, less secure--less sure. To have redundancy
implementsd cormotly, the designer muse inclode the initial design as well as the construction processes and
oparational procedurss in hie analyses--the entire systerm ac designed, a8 built, 2nd as operated.




Peopk: often count on redundancy without examining the system in sufficient detail to identify all
the potential comoum mode md commeon catse failures. Seeing what looks like redundancy on a more
superfacial lavel can make management complacent, Digging deeper, however, can ofien reveal is a hidden
shared support requirement among “redundant” systems or compenents or unrecognized interconnection
between them. And. the more redundant pathways that ars built into a system. the more potential sxists that
at lsast soume of them share interconnzctions or support.

Thas is not just academic. Let two examples from transportation suffice. First is the crash of the
just bavely controllable Unitzed Airlines DC-10 ai Sioux City, Towa on July 19, 1989, The DC-10 had three
“redundant” hydraulic systems. or 5o the designers and airplane certifiers believed. Al thres, however,
shared a particular location, and a single malfusction—a fragment from a failed engine rotor--was the
common cause for all three to fail concurently. The systems were not redundant with respect to this fanlt
[NTS]

Second., the Monon-Thickol designers and MASA engineers thought that the two O-rings on the
solid rocket booster used for Challenger were “redundant,” in all but one possible scenario. Thar scenario
was deemed (0 be exremely unlikely. For all other situations, their models predicted that either of the Q-
rings woukl individually provide the nagessary seal. Unfornmately as we now know, the models wers
wrong, and there was another scenario in which the redundacey failed, an additional common cause for
double seal failure [Vau)]

While redundancy may provide coverage for certain classes of fawlts, redundancy also increases
component failure raws. Redundant commumications paths increase the opportunities for leakage and ather
attacks whils increasing the cost of protection of theze now separaes and different components, The
elimination of commen-mode failures means that we need 1o do redundant enginesring, maintsnance, and
acquisition, amd that we need to produce smaller numbers of more different components. Bach of these leads
to mefficiencies from a cost perspective.

Security vs, Privacy. Network surety has two sompeting aspects. The first one is society's desire that
individuals of groups nat ase public resources for nefarions purposes. The other aspect i3 a fundamental
right to privacy for an individual. These privacy concerns can revolve around perzonal data, stich a2 health,
purchasing end entertainment records, in addition to fundamental political rights, such as free spesch.
Hence, the appropnate political compromise between security and privacy is still unclear. Strong
cryptography is one solution to these privacy concemas. [Plz] Eneryplion allows individuals to communicate
with reduced overall risk of eavesdropping. PUP remailers allow anonymouns web-surfing and USENET
posting. With the growth of the Internet culure. those cryptographic technigues are now widely available
from multiple vendors in madtple countries. These same cryprographic techniques, however, also abet
organizad crime and 1errorist organizations, Some national governments have instituted bans on private
cryptography. Others have propossd either key escrow systems or weak cryptographic profocols for their
natignals. While those proposals reduce individoal privacy, they can also place a counay's industry ata
competitive disadvantage. Enforcement is afso difficalt, given the global nature of the infragtuciure.
Finally, weak cryptographic protocols mey be techrieally dubious. Recent Internet axperiments have shown
that even 56-bit DES is vulnerable o concerted attacks with widely available hardware and scfoware.

I access to physical plant such as offices is peovided and thers is a prearer availability of high-hit-
rate services by vendors, then there will be greater opportunity for a malicious vendor to access high-bit-
rate lines withow awchorization and o compromise the integrity, availability, and confidentialicy of
hundreds of voice lines or voice-grade private lines.

A more open and distribute future for telecommunications is both good and bad from a reliability
and security standpoint. There may be more routing options, especially for the vanilla data-freaght services,
although it will =Gl be the mesponsibility of the customer or some third-party provider (o design their
vendor-diverse network robustly. But many of the major failures of the last fow years have been either
softwrare failures, supporting infrastructurs failures or subtle sysiem failures. Many signs point to the
telecommunications infrastructure becoming mora vulnerably as restructuring and evolving new
technologies apen the network to rapid, uncoordinated change.

Infarmarion Warfare, As mentoned above when discussing the external threats to the U.3,
telecommunication infrastucturs from temrorists, criminals, and others, one of the threats they pese is
“Information Warfare “{I'W), This tarm has a disdnct military flavor dus to the word “warfare.” One




military definicion of W 15: “Actions taken to preserve the mtegrity of one's own information systems from
exaploitation, coruphon, of desinction while at the same time sxploiting, cormapting, or dearoying an
adversary's informanon systems." Ulse of this term by the military has been replaced with “Information
Dominance, * which represeals nen-wartime protection of U8, assets and preparation for conflict with
patentiz] eneoues. “Information Warfare™ 15 ther reserved fur active operations against ensmies.

IW ig a fairly broad term which has heen intsrpreted to cepresent a number of activities which
divactly affect the inlegrity, use, and flow of infarmation or which affsct information in order to produce
some secondary outcome. Examples include the following:

*  hacking +  blackmail

s diversion + mauthorized use

w  theft of services 4 propaganda

»  loss of information s (emorist activity

*  bank frand s  economic instabitity
»  cyber crime *  military agtack

*  COTpOrale esplonige

Ir: an carlier section we discussed this threat in general. The range of possible IW attacks can alsc
be explored by examining the monvation of the attackers in more detail. For the system destgner and
operator anather characterization of IW attacks is by how an attack is implemented. The many methods of
attack can be divided into physical and non-physical (information) attacks. These attacks may result in both
physical and non-physical impasts. Examples are shown in the following table.

Changes caused by attack
Informotion/non-physical FPhysical
L. Unauthorized mopote secess o . Telaphone denial of service outage
telephone switching system brings down air traffic control
configuration allows derial of communications which slows or
Information/ service or lhefl of service stops flight depariures and landings
Hon-phystenl | 2. Computer vines is activated 2. Access to a satellite conorel system
which could stop, madify or jettisons stabitization fuel which
purge record of financial reduced Life of satsllite or cauzes
Antack transactions immediatz loss of use.

Physical

Damaging comrounication cable
of microwavs tower prevents
communication over the link.
Damaging of one of mors
communication links causes
remaining links and nodes to be
Jammed with rezouted
rangmizzions, slowing and
slopping certain commurications

. Bombs cause damage ko switching

equipment in stralegic locations
which is difficult and expensive 10
teplage and causes denial of service
& telecommunications switching
center stops working for no appareat
reason. A truck just drgve by and
emmitted a high-power microwave
pulss, damaging sensitive
elecironics.

Terrorst I'W activities can be grouped into a1 least three general categories. They can be used w
dizseminate propaganda, 1o raise fands, and 10 amack the infrashicture itself. 'When telecommunications is
the infrastructure under consideration, the frst two of the thres also indirectly affect the infrastuciure in
that the unauthorized use of elecommunications chanpels to sither spread falsshoods or 1o steal or extort
money would tessen the confidence of the public in the integrity of the telecommunications network, While
confidence can be restored, it is not instantanecus nor is restoring it without cost, including the cost of lost

revenus due (o public avoidancs.




Unless an atack is physical. {e.g.. 2 bomby}, the atacker must get access 16 the system (e.g., Lecess
a lelephone). Hence, a successfol amtack must first penerate and then distupt the nommat operation of the
telecommunications netwixk, Rathmell has written that

Terrarist activities i cyberspace may be considered a2 part of a new kind of war:
software warfare. When InfoWarriors plan to hack or penetrate particular nerworks, their
goal is to modify softwars and, consaguently, its proper functions. Conversely, the
system managers of the targated informaticn systems have to make sure that sofrware is
protectzd and running properdy. Other forms of Information Warfare, such as Command
and Control wartare, Information Infrastructurs Warfare, or economic information
warfare are therefore dependent on the cutcome of this competition to control the
software of information systems. [Rat a)

This software war-this war for conrol of the telscommunication system—may involve access 0
an authorized user's password, This can be doos, for exampis, physically by theft from or extortion of &n
insider, weacherousty by an insider willingly cocperating, or elecironically by a software “sniffer”. Afier
penetration, if the attacker wants the capability of the system manager or its equivalent, they might
introduce a Trojan Horse. A Trojan Horse 15 a program that has undocumented side effects. The anacksr
might also creats a software bomb 10 destroy logic or files at 4 later point in time. Another possibility is
viruses (by the end of 1996, about 3000 virus stains were known). They could be wsed (o spread panic or
could reproduce in such numbers a2 to cause sridlock. [Rat a)

The concept of information warfare is not new. After all, the mmcient Chinese strategist Sun Tzu
wrode about confusion, conceslment, and deception. As Lawrence Freedman of King's Coilege has wryly
observed, “Large explogions are a traditional and effective form of information warfare when directed ar
key transmission or storage facilities. "[Fre]

What is paw is the evolving ubiquity of the sysiens that can be attacked, and the mereasing reliznce
of government and business on the timely flow of accurats informetion from that system. The
telecommunications system has 50 many interconnections and is handling so much traffic that a pecturbation
of it may have great effect, both in rapidity and in breadth of activity, on our lives. Again, Freedman notes
that 45 with 50 much slse modern wechoalogy appears o bave tvaved us well beyond the inefficiencies of
vesteryear but at the prics of magnifying the consequences of even a zingle matfunction."[Fre]
Malfunctions bappen everyday, but they can slso result from an attack, and atacks can be dasigned o maks
the negative effects of the malfunction much greater than those of a single point failure.

We shonid not maks the success of such an avtack se=m easizr than it would probably be. The
telscommunications systam showld not ba assunwed to be an easy tarpet, “Common senss has led most users
of modem information lechnology to take precautions.” [Fre] For sxzample, from the softwars side of
things, we make backops and conirol access ko our systems. We search for viruses. Yes, peneirations have
ocewred and sl oocur, but detected attacks have heen primarily sttributsd to hacksrs, not “cyber-
mercenaries.” According to Rathmell, those who wamn of TW

for=see concerted, swategic attacks on the [elecommunications infrastrocture] by foreign
states or organized terrorist groups. They envisage an cnemy able to crash the
tekcommunications system, distupt air and reil raffic control systems, subvert the
financial system and undermine the power distribution nervork,  All of these activines are
possible, and the tools and techniques for doing so are readily available on the Intermat.
Camrying out such an antack would however require a sophisticated intellipence study of
the targets, something which only a faw states and organizarions could contemplate.,
[RatB]

To be successful, the attacker needs 2 competent abiack capability. They ars computer literate
people wha are " highly skifled and rained products of government agencies or corperaie intelligence
beanches working on the open market."[Fat a] In addition, the IW attacker requires an sxtensive knowledge
of computer networking and must do detailed intelligence work of the retwark to be attacked.

The planning of such attacks requires resources, and thus, it is more likely that a larger
orgenization would be the sponsor of TW. Would people do it? Medd has written




Terrorists of the future will likely intensify their targeting of the world's financial
resources that are baing transferred daity over the information highway. By using and
attacking these financial conduits, tarrorists will be able 1o transfer funds from their
sponzors as well as to tap illegally into the moest vulnerable legitimate transfers of others.
They could conceivably cripple the financial marksts either by direct artacks or by
instillieg doubt in the electronic financial world.[Mecd]

The goal of TW attackers ". .would be the disrupaon or destruction of information infrastructires meloding
basic services such az power supply, police databases, social security ransfers, medical networks,
transportation signals, money transfars and telephons switching systems “[Rat a]

Terrorist orpanizations and rogoes states may well prefer to attack in cybarspace, The risks to the
attacker are reduced, they can stiack from a distance, and it is mors difficolt to prove cavsality, Freedman
points aut, hewever, that, if an enemy is not sure that he bas the computer expertise a1 his disposal, as well
as the right analyses, he ".might well be gnsure about relying on claver and subtle forms of electronic
warfare to disable a critical facility, especially when something cruder, sirapler and probably more violznt
will do. Why bacome a hacker when it ie a2 sasy to be 2 homber?" [Fre] There iz the difference, noted
ghave, that a omber must physically transport the bomb to the itk whersas an mformation, warmior couid

do g0 with only bits being physically wansported.

MITIGATION STRATEGIES

Issues have bean raised above that indicare that surery issues may challenge the future of
telecommuonications. In this section, we inroduce saveral mitigation stratepies, siratagiss that we have
found useful in many different applications to surety issues that can lassen the likehhood or seventy of
“accidental experiments.” These strategies a2 not motnally sxclusive: in fact, the best approach that we
have found 1o achieving a sure gystem is to incorporate a number of them in the design,

The first principle for designing systems is to make them reliable by nsing reliable parts. But rore
must be considered in the design. Birman writes, “Even if every componznt of a system were extremely
depandable, the story would pot end there, Merely interconnecting reliable computers and bug-free
programs does not yield a robust disiribuied system. Tnsiead it produces 2 petwork that works well under
most conditions. ...Some additional form of protection is therefore needed.”[Bir} This is particularly Eue
when the possibiliey sxists for intelligent attack. Whit programmers have developed is the same as what
communications network designers nesd (o continue to develop—favlt-tolerant systerns thai can rapidly re-
configure themselves to bypass failed elements, whatever the failure cause. In the case of inrlligent atack,
the volume of the network attacked might very well be much larger and detecting the attack could well be
more difficult, but the principles for continued $ystem success ars the same. The quasiron then 13 “How do
we do this?"

Reeal] that Perroor conzidered the susceptibility of a syster to have an accident & functon of two
parameters: compiexity and tight coupling.[Per] Kuhn has observed that the telecommunications systzm,
whilz it iz quite complex, is actally relatively loosely coupled: “In most system, a rade-0ff can be made
between simplicity of interactions and looseness of coupling. We can consider the PSTN [the public
switched telephone narwork] a loosely couplad systam becauss it can dynamically reroute catls along many
paths. However, it achieves this loose coupling at the cost of soms complex interactions between
componsnts.” He goss on to write, “For 2 communicatons system, coupling is probably the more importam
of the 1w properties [the other is complexity] in determining it capacity to tolerats failures. 1t iy divectly
related to the system’s primary function: maintaining connections between points.”[Kuh]

We agaert that & means of designing loose coupling into 2 sysiem, whether complex or simple, is 10
incorporate the concept of the 3 J5 (or 3 Ds) imo the design. At Sandia, we do this by the creation of a
“safety theme"” for a system that addresses the 3 Js and demonstrate how that theme 15 achieved by the
specific design. A possible usape of the concept in telecommunications is to design in isolation 50 that




faults do no propagate throughont the system and rasult in a scenanio like the rortheast 11.S. electric power
blaciout of 1965. For authentication of the communication, make the lkay incompatible with other signals
corurming in the system. If faults ocour and start to propagate, one can degipn that portions of the system
become inoperable. 1 may well be bettar 10 lose part of a system for a short time then all of a system for a
lomg time, and some customers may be willing, for & price, o be separable. There are obvicus apslogies
bera to the eleciric power grid and the concept of selective blackouts. For security cotcerns, design the
system that an uhanthorized attampe a1 aceess is delaved ss long ss possible, including detection and
ultimate defeat in this seope. Provide diserintination between logitimate and illagitimate signals. Again, if
access is pained, disabling part of the system may be the preferred altermnative to contaminating the whole.

Consequence-Based 4 nalysls
Portions of the nation’s jnfrastructure are vulnerable o a wide range of potential threats, ranging

from aging and degradation to physical attacks o malicious intrusion of soffwere systems, whether
computers or telecommumications switches. ¥While aging and degradation threats are real apd can be
significant, we shall focus 1o this section on intelligent Boeats and a strategy o address them called
“conseqoence-based analysis.” An exact definition of such threats to infrastroctares, complete with
probabilities of occumrence, would enable the U5, o efficiently design protecticn and countermeagures.
Such a definition would also support the 1denafication of critical nodes and allocation of resources to the
most important areas. Unforounately, the defininon of such a threat hes been elusive. Few specifics are
known although we have thegs:

1. The number of compurer security incidents has substantially iocreassd
2. Cyber attacks are hard to detect and mace and are plausibly deniable,
3. There are indications of wide spread "listening.”
4. Temorists, organized crime, and foreign governments have access (o
sophisticated rechnology.
. Cyher threats 10 an organization often ariss from withio the greanization.
6. Analysis of the new threat may require new approaches by threat analysts.

It 15 unlikely that this natdon, or any other paticn or intematiaonal body, will have a threat definition
in the foresaeable future that is sufficiently detmbed to be the sole basis for infrastruchue protection
decisions. The problem of throat definition is compounded by the fact that the nature of the threat is ever
changing. Changes can be caused by:

1. Advances in threat technology (affects an adversary’s capability)

2. Changes in the local, national or international political climate - some of which may be
umknown and enknowable to the analyst (sffects an adversary”s modvation)

3. Advances in deployed protection technolopy (as one "hole” 15 cloged, an adversary may seek
out another point 1n the system to exploit), and

4. Adveances in the perceived level of system protection {if a system is perceived to be too oupgh
tcr attack, an adversary may seek ko agack another system that is perceived o be an "easier
target”).

These factors combioe to demonsracs thet it may never be possible to have an edequate and workable threat
defimidon. Even if such a definition could be created, it wouid be ac best difficult o demenstrate its
completeness, and the task of keeping it up to date would be formidable.

. The protection of critical infrasmuctares is vital (o our pation’s ability to effectively respond o
both nateral disasters and hostile acts. However, the lack of a detailed threat definition has historically
limited the degree to winch private industry 13 willing to invest in infrasiructute protectzon. Protection
cannot be effectively achieved if indusky is nol involved, but industry requires, and has thus far not
received, a clear business case for investing in protection against high-grade threats. Furthermore, the
proper tle of government in protecting privaiely held assets is being debated. Without some clear rationale
for a decision 25 (o where responsibility lies for protection, the question is difficult to resolve.




Sandia has developed a consequence-based approach to the identification of eritical nodes that has
found ecceptance with some businesses. For examples, this approach is currently usad by ingurance
companies at a high level and has beer used as the hasis for the assessment of nuclear power plant zafaty.
The approach incorporates the probebilistic risk assessment methodologies that Sandia has developed for
and applied to the problem of designing safe, secure nuclear peactor facilities. The consequence-based
approach provides an identification of critical nodes from a sygtern perspective. The definition of "criticaé™
is based on an undersmnding of the consequences of a failure of 5 system or cotoponent of the syseem. Not
all vulperabilities are critical. When development of this method began, there was no clear definition of the
threat, hut it was recognized that certain conseqoences {e.2.. the release of radioactivity to the stmosphere)
were upacceptable to the public. Avoidance of thes: consequences was accomplished by starting from a
systems design approach, understanding (e system operation, identifying fatlurs modes, assessing the risk
of system failurs, identifying critical nodes, and desizming safety featmes. This process allows
identification of risk sa that the costs of protection ars viswed in the context of aceeptable risk. Similar
approaches appear to be beneficial for enhancing the security of telecommunications.

Tt prepare for a malicious attack, ooe may perform a vulnerability assessment, which discovers
specific technical vulnerabilities in a system and the compenents of which it is comprised. Ta do this well,
ons must understand thorpaghly the spectrum of techoologies involved, have msight inte the community
which has the skills o cause damage. and understand the groupsfaabons that might which to wilize these
skills [Rat a]. Ideally, such assessments are performed by an independeat entity, since the judpement and
understanding of the system cwners may lead b assessmenis that are colored by the same culware that
influenced the system designers. Internal self-assessments penecally lack the “ont of the box™ thinking and
degp maliciousness that could characterize an externel entiiy determined 1o do harm.

The vezolts of valnerability assessmwents must be kept Gghtly held since the mitigation of specific
vilnerabilities may not be completed rapidly. Additionally, the sysiem owmer may feel that the probability
of attack for certain vulnerabilities 35 low enough and cast of mitipatiom high enough that leaving the
vulnerability in place is an acceptable rsk. Widespread knowledps of the vulnerability would adversely
affect the probability of attack. The background and proven discretion of the individuals performing the
assessinent must be understood.

The gpreading lelecommunicatron network hes not had system-wide security as a major design
reguirerment {Rat b]. In peneral, vuloerability sssessments such as described above have not been
periormed at a leval that would capture critical systems-level vulnerabilitiez. Identifying the vulnerabilitie:
of the entire system is 2 common good, but not necessarily geod for a particular company vs. anothes
company. Hence, this may be an area where cooperative action involving business and governments may
be warranted.

As io all mitigation swrategies for the U.5. infrasoucture, proteciing the management lavers should
involve inclusion of sorety both st a component and a systems level. Concepts discussed here are included
to provide examples. Independent improverments inteoded to secure information, but added outside of 2
gystamns perspective, may be meffective at improving sursty of the infrastructure. Improvements muzst ba
considerzd at a detailed systerns level to avoid overlooking vuloperabilities, or inoroducing new ones.

Exact configuration of management layers mey depend on particular location, companies involved,
and technologies selecied, and may also depend on the time a particular provider connecis 1o the
inftasmuciure and whick reguiationa are in effect. To discuss mitigation strategies here, the management
layer is divided into severat concepinal pieces. The first piecs is the physical connections, ligks, and
equipment in the management network which carry management information. Sscond, independent
command and eontrol functions exist in varicus systems and equipment which are accessed by a limited
number of authorized cwmers or costomers. These systems control equipment and network operation in a
way which normal providers need oot actess or control (such as fundamertal routing information, computer
codes for nerwork operation, ste.). The thizd is a network-based command aed control network to which
all providers attach to route information.,

Hardening and survivabilicy of the first component, the physical components which carry
managemen: infosmation, requires protection from unauthorized access and modificanion. I zn adversary is




able to deny, alter, or even access this information, 1t could be used to adversely affect the communication
network, the providers, of customers. Solutions hers may mclude adding authentication information to the
raanagement data so adempied alterations would be incempatible with the system.  Adding encryption
would make it very difficult to eavesdrop or alter management data. Monitoring the links for state of health
and providing redundancies may also improve the physical links. Equipment selected for use in a network
may have inherent vulnerabilities. These may be idennfied by an investigation and certification review of
the equipment using a systema approach.

Hardening the second component, functionality of independeat system commeand and comirol, is
often reliant on surety concepts used for remote and local access 1o computer systzms. Thess systems are
typically more securs becsuse they allow limited access by a small set of authorized persons. Qften
passwords are used to control accounts. Is access available remotely over a network, the Internet, 2
telephone line or is only local access available? Are these links protected? Are the networks secure?
Vulnerabilitiss of these systems include theft of passwords, password guessing, savesdropping on Links, Link
hijacking, and denial of service attacks. Apain, the ability of the system to discriminate berween authentic
and unauthentic messagas 13 paramount.

The third component has the problem of access by the widest range of individeals and therefors is
vulnerable because it is more likely for one of these people to be an adversary or make a mistake due to
incompetence. Limiting functicnelity at this level is a useful toel ko limit possible damage to the
communicaton network, yet it will ¢ause more overhead and creation of an elive command and contrsl
segment  As decisions ars made about this tradeoff, other wethods of improving surety may be considered.
Including systems designed with multi-tevel access, accountability {audit rails), and automated monitors for
improper use may imprave the inher=nt surety of such a nerwotk.

All of these three conceptual segments could benefit from addition: of physical gectrity maanmes.
Fhysical security can be implemented in many ways. Access (o particular licks and wodes can be disabied
except for those specificafly authorized. Facilities, eguipment, and links are located away from sreets and
parking lats which may be bombed. Rooms holding important equipment &re Iocked and entry only grantegd
to thoze who nesd sccess. Basic staps used to protect from lightoing and radio interfarsnce may be
Eoilowed 10 avoid damage from electromagnetic puise weapons. Personnel are investigated to help
eliminate potential adversaries from holding rusied pasitions. Tmportant concepis (o consider in physical
security are detactzon, delay, and responss. A simple lock may proisct access to a room; however, an alarm
system helps enbence this security. It detects unauthorized entry inio that room. Delay mechanisms can be
used o prevent further access--pr even rotreat by the intmjer--umbil some response can be made. Response
may be sending security perscaned or simply video-recording the event and intmder. These measres help
deter unautharized access.

Ho Wa Sysiem

The Defense Science Board postulates that it is possible for an adversary (0 mount a soruciured
attack against infrastructures while disguising the attack as e series of apparently unstrucored, rendom
events. This scenari is plausible because thers 15 fo capability within the (1.5, to coordinate among he
infrastmuctures an Indications and Werning (I & W) of physical or computec-based attecks, Providing
I &W of amacks in 2 dmely fashion may be the most difficult techmical and organizationa| challenge facing
those charged with protecting the U5, infrastrciure.

Traditional strategic and tactical warmning systems may not be useful in providing Indications and
Wamnings of attacks againyt the U8, infrastructure. The infrastructure threal is vaguely defined in pants of
industry and the abiliey to determine the extent of an attack on the U.5. does oot currantly exist. The
tzchnical and arganizatonal challenges are formidable. For exampile, the information recessary to provide
the indications of an indirecst (subtle or balow frashald) or o direct attack would have 1o come from private
sector organizations who own the vatious isfragtrucnire elements. Rezl-time monitoring of system
operafing parametsrs it common in most of the infrastroctures hut the analysis and response of abnormal
events is focused on maintenance and restoring operation of the system. For an I&W system, the response
mst focus on restoring operation of the system as well as providing wamings to the infrastructurs ander
attack as wefl as the other infrastructures which might be impacizd and identifying the adversary for
criminal prosecution. In addition, certain infrasguchmes such as the elecommunications industry must
contend daily with numercos attempts to illegally sntar their systems using the computer a5 a criminai wol.
This burden of providing security o thess mfrastenres whose needs differ greatly emphasizes the




importance of an awomated system which recognizes, recands and stores sslectad events for analysis. The
orgamizational challznge lies in creanng A structure where industry would agree to the monitoring and
reporting of this daty among competitors, law enforcement officials, and othet elements of the
infrastruchws. Furthermore, the ration needs the capability to monitoe the interdependencies among the
infragtruchrs slaments and use this information to improve the ability to aseas the hature and severity of an
attack Private indugtry and government mmist conperate to achieve the cbijective of providiog adequate
responge Hme to assass an attack sitvation and respond accordingly.

The I&%W probler is by its nahme 3 very large diswibmted collection of technical and
meganizational issues. The approach should be to a) identify the major participants needed For the [&W
concept, b) detsrming the technical problems vo be addressed with pricrides of importance and o} begin
eoordination of the organizations neaded to implement the goals of the I&W concept.

The featnres desired in an [rdications and Warning system include a} detection of peecursors to an
attack, b) awarensass that an attack it in process, o) correlation of disparate attacks, and J) recommendations
on how 1o recover from an attack and, perhaps, identification of perpetrators.

The activicy of an I&W effort should be guided by a coordinating center which is the focal point of
8 large mairixed activity. The ceater would provide the coordination amonyg the infrastructures and liaigon
vath the law enforcement community. Analysis by the coordinating center would resuit in attack warmang
pravided 1o both indusiry and the lew enforcement.

Orher Mitization Possibilities

Technology is advancing and revolutionizing telecornmmmicadons. At the same gme, its
advancement will also deliver new mitigation techniques, ooes that we canpot foresss at this ime. Az an
example, recent research by Rashari Roy at the Georgia Insdute of Technolegy suggests that encoding
nmessages into the background noise found in fiber-optic cables has the potential 1o increase security of
information rransmission. The ransmitier and e receiver would both need 10 know the sncryption
protocol, but without jt, oo message could be detscted within the noise. [Pri] Other examples of innovation
shall undovhiedly Gocur in the futhure.

CONCLUSTON

The challenges to the telecommmunicahons indusiry and its stakeholders appear daunting.  Above,
we have briefly discussed how thig industry is rapidly changing in the TLS. It is also doing so worldwide.
Global infraswructure surety will be increasingly dependent upon the various national infrasbuctures.
Indeed, the notion of a discrete national infrastrocturs iz losing meaning. The telecommunications
infrastructure will dramatically reconfigure to ircorperate rapid technological advances, will probably grow
arders of maghitude in terms of the numbers of compsting providers, and muost reapond to 2n uncertain
regulatcry and legal framework. Surety is easisst o engiseer inta discrete, well-undarstood systems.
Indeed, the #xceptional reliability and acceptable sacurity of the current infrastrocture are & rezult of the
systems enginesring environment of the pest. The fumre environmeet of multiple providers, multiple
technologies, dizmibuted conirol, beoad sccexs to hardware apd seftware js fundamentaily different. The
solutiona that will underlie the surety of the telecommumications infrasiructiure of the future will be shaped
by this different environment, and may be expecied to differ from the solutions of the past,

Current policy discussions tend (o trea: the infrastruciurs’s surecy as an expected preduct of market
forces, ‘Where there are demands for high reliability or high security, there will be suppliers—at a price.
Indsed, end customers will have an unprecsdented ability to chose to protect themsslvas by buying services
that can function a8 a back-op, demanding sexvices thai support individual needs for securnity, and choosing
proven performers as suppliers. However, pervasive confidence in the infrastrocture, comparable to the
expectations that are a result of the surety of today's infrasouctore, is not guaranteed. The surety of the
future global telacommunications infrastcucturs could well be significantly greater that that of today for
both specialty nesds and as a collective average. It could also be lower, if market forces do not cesult in
surely requirements comparable to those met today. The ability of the marketplace to anticipate and address
public expectations around the low probability of occurrence but high consequence events that could result
from abnortnal of malevalent sovironments remains 1o be seen. We are moving from an era where the




suraty of the infrastructure was generally predictable and controfled to one in which thére are profoond
uncertaintes.

Generajly, the private sector does not expect thet the market will provide the level of secority or
rezilience that would be reqmired to mitigate a serious information warfere attack on the elacorrmmunications
network or other essental pieces of the infrastrocture. The issoe of private sector and public sector rights
and responsibilities as relates 1o the surety of the telecomnmunications network remains an intriguing policy
arena. Within the U.5., the govemnment serves the role of both reguiator and concerned castomer. Essential
governmental functions including continuicy of government, emergancy services, and military operations
depend upon the surecy of the telecommunications industry. Institutions such as NSTAC and the NCC
have provided an effective forum For working these issues cooperatively. Their role and their sffactivenszs
int the dramatically changed policy, basiness, and technical environment of the futnre remain to be defined.
Recent initiadves external to government irclode the recent Manhatwan Cyber Project, described in a press
releags ag *a concentrated outreach initiative betwesn indush'y, goverment, and academia to address the
cyber threat impact on the National Information Infrastructure and competitiveness of corporate America.”
The recommendatione of the Prezident's Commission on Critical Infrasmucnme Protection [PCC), and the
public and private sector response to those recommendations, are critical (o anticipating the fobure
public/private sector relationship as oo the surety of the telecommunications piece of the infrastuctors.
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