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ABSTRACT

This report summarizes the efforts compieted in identifying candidate
fluorescence compounds and radioisotopes for a developing tagging
system. The tagging system is being developed as a deterrent to nuclear
smuggling, by providing a means of: 1) tracing materials and pilferers to the
facility of origin for any recovered special nuclear materials, 2) inventory
control of long-term stored items containing special nuclear materiais, and
3) tracking materials transferred between facilities. The system uses three
types of materials to cover a range of applications intended to prevent the
pilfering of special nuclear materials. One material, fluorescent compounds
which are invisible without ultraviolet or near-infrared detection systems, is
marked on controlled items with a tracking pattem that corresponds to a
specified item in a specified location in the data control system. The
tagging system uses an invisible, fluorescent dusting powder to mark
equipment and personnel who inappropriately handie the tagged materiai.
The tagging system aiso uses unique combinations of radionuclides to
identify the facility of origin for any special nuclear material. This report aiso
summarizes the efforts completed in identifying hardware that will be used
for the tagging system. This hardware includes the devices for applying the
tagging materials, the commercially available fluorescence detection
systems, and gamma ray detection systems assembled from existing,
commercially available technologies.




EXECUTIVE SUMMARY

This document represents the final deliverable for the Idaho National Engineering and Environmental
Laboratory’s Warhead Dismantlement/Special Nuclear Materials Control Program (IL500) Task E “Radioisotope
Cocktail for Nuclear Smuggling Deterrence.” This project is funded through the Department of Energy Office
~ of Nonproliferation and National Security’s Office of Research and Development (NN-20). The purpose of this
project is to develop a tag which will deter the pilfering and illegal trafficking of special nuclear material (SNM).
The deterrence to pilfering of SNM is achieved by using the tag to improve the accountability of SNM and
providing readily traceable forensic evidence. The described tag is being developed for use by the international
nuclear community.

This report describes the justification for this project, the technical requirements of the materials and
methods, the tagging methods, and the candidate materials for the tag. The tagging system is composed of three
types of tags: 1) a fluorescent tag, 2) a radioisotope tag, and 3) fluorescent and radioisotopic tampering tag.
These tags’ relative importance and function are determined by their respective applications. In combination,
the tags will uniquely identify the facility of origin for materials and their storage containers, will uniquely tag
each container for inventory control, and will provide forensic information to assist in the identification of
equipment and personnel involved in the handling or transport of pilfered SNM. The tag is based on the ability
of solvents, containing fluorescent compounds and radionuclides, to become embedded into the SNM or metal
storage containers as the solvent penetrates into the metal’s surface microcracks. The tag will be colorless under
normal lighting conditions and will be detectable by: 1) a gamma detector, 2) an ultraviolet light, or 3) a near
infrared camera.

Design criteria for the tagging system cover the materials to be tagged, location of use, and physical
characteristics of the tag. The tagging system will be designed to tag components and containers of at least 500g
of plutonium and uranium metals and salts; warhead components; unirradiated nuclear fuel rods; and storage
containers. The tags will be applied in normal process areas at SNM handling facilities and be detectable with
portable equipment throughout the handling facility and transport processes. The tag will be designed to be
difficult to remove all traceable evidence of the tag from the SNM and the personnel and equipment used to
remove the tag. Currently, 18 long-lived radioisotopes, 38 short-live radioisotopes, and 10 fluorescent
compounds have been selected as candidate materials for the tagging system.

Detection of the tag is based on the concept that fluorescent indicators and gamma emitting isotopes can
be applied to a surface and then detected by their characteristic emissions. The uniqueness of the tag is
established by assigning unique patterns of fluorophores and unique combinations of radioisotopes to each
facility. Advantages of this tag are: 1) it can be detected and read with simple detector technology, 2) parts of
the tag will be detectable for a minimum of twenty years, 3) very small quantities of the tag can be detected, 4)
materials inside storage containers and packaging can be identified without opening the container, and 5) efforts
to remove the tag will leave significant forensic residues.

This report contains the design criteria for and a preliminary design description of the hardware that will
be used for the tagging system. This hardware includes the devices necessary to apply the tagging materials, the
detection systems for the fluorescence compounds, and the detection systems for the gamma-emitting
radioisotopes. The design criteria describe the capabilities that the hardware must meet to implement an effective
tagging system within the limitations imposed by the program sponsor and the facilities potentially using the tags.
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DISCLAIMER

This report was prepared as an account of work sponsored by an agency of the United
States Government, Neither the United States Government nor any agency thereof, nor
any of their employees, make any warranty, express or implied, or assumes any legal liabili-
ty or responsibility for the accuracy, completeness, or usefulness of any information, appa-
ratus, product, or process disciosed, or represents that its use would not infringe privately
owned rights. Reference herein to any specific commercial product, process, or service by
trade name, trademark, manufacturer, or otherwise does not necessarily constitute or
imply its endorsement, recommendation, or favoring by the United States Government or
any agency thereof. The views and opinions of authors expressed herein do not necessar-
ily state or reflect those of the United States Government or any agency thereof.




The criteria address issues such safety, adaptability, sensitivity, and portability. Upon continuation of further
finding, prototype tagging application and detection systems will be constructed and demonstrated on SNM and
storage containers.







CONTENTS

EXECUTIVE SUMM AR . . ot e e e e et iv
ACRON Y M ittt ittt e e XV
L INTRODUCTION ...ttt ettt e ettt e e e ettt eaanns 1
2. PROJECT DESCRIPTION .. ittt e ettt et e e 2
2.1 PUIPOSE - - et e 2

A 1T T 2

2.3 Polioy DIivers . . ... e e 2

24 Technology USers . .. ...ttt e i et e 2

3. BACKGROUND ... . e e e e e 3
4. DESCRIPTION OF TAGGINGSYSTEM .. ............... ..ot e 4
4.1 Intended Applications forthe Tagging System ................ ... ... ... ... oi.... 4

4.1.1 Identifying Point of Origin for Recovered Materials ............................. 4

4.1.2 Verifying Inventory of Stored Material . . ............ .. ... ... ... ... ... ..., 4

4.1.3 Tracing Material Movement Between Facilities ................................. 5

4.1.4 Identify Tampering with MaterialsinProcess ............ ... ... .. .. ... ontt 5

4.2 Functional Features of Tagging System .......... ... ... i it 5

4.3 Description of System Components ............... ... iiiiiiiiiiiiiiarreeenna 6

43.1 TaggingMaterials ........ . ... .. ... i P 7

4.3.2 ApplicationMethod . ........ ... . e 8

433 DetectionMethod ............ . . i 8

434 DataControl Subsystem ........... ... i i e 8

5. DESIGN CRITERIAFORTHE TAGGINGSYSTEM ....................... U 9
5.1 Materialtobe Tagged .. ... o i e e e 9

5.2 Facilities Applyingthe Tag .. . ... ... . .. e e e 9

5.3 Process Location for Applyingthe Tag . .......... ... i 10

5.4 Process Location for Detectingthe Tag ... ... ... i, 10

vil




55 TagRemoval ..... ettt ettt ieieaiiiieeeeeaeaanas 10

5.6 Retention of Components Functional Properties .. ........... ... ... . ... ........... 10
5.7 Release of Information Related to the Composition and Shape of the Tagged Material ....... 11
5.8 Implementation CostS ... ......unuiiiit i e 11
5.9 Method of Application . ........ ... ittt et 11
S.10Lifetimeof the Tag .. ... ...ttt e e e 11
5.11 Regulatory Compliance .. ...... .. ...t iiiii e e 11
6. SELECTION OF CANDIDATE FLUORESCENCECOMPOUNDS ..........c.ccoiiiininnnnn.., 12
6.1 Design Criteria for Fluorescence Tag ........ ...ttt iiiiiiaann.. 12
6.1 1 Safety ... e 12
6.1.2 Vistbility ...t e 12

6.1.3 Solubility ..... ... 12

6.14 Sensitivily ............iiiii e 13

6.1.5 UniquenesstoFacility .. .........c.. oo it 13

6.1.6 Uniqueness 0f Tag ... .....oouuunun i et 13

6.1.7 Traceable Across Facilities ......... ... ... i, 13

6.18 Sizeand Pattern .. ... e 13

6.1.9 Composition of Tag ... ...ttt i e 14
6.1.10 Viewability . ... ... .. . 14
6.1.11 Detection Instrumentation . .......... .. ... . i i 14

6.1 12 Lifetime . ... et 14
6.1.13 Disposition 0f Tag .. .. ..ottt e 14

6.2 Candidate Fluorescence Compounds . ............ ... it 14
6.2.1 Material Suppliers . .......... .. e 14

6.2.2 ViSibility . ... e 15

6.2.3 Fluorescencein Solution ........ ... .. .. . e 17

6.2.4 FluorescencefromaMetal Surface ........ .. ... .. ... ... ... 20

6.2.5 Fluorescence in COAtiME .. ... ....cuinrinrin ittt i 21
6.2.6 Continuing Efforts for the Candidate Fluorescence Compounds ................... 21

7. SELECTION OF CANDIDATE APPLICATION SOLVENTS

7.1 Design Criteria for Application Solvent ....... ... ... ... ... ... .. . i
Tl Al ety .ot e
712 Vistbility . ...

viii




7.1.3

RESOIUION .« oot e ettt e et e e e e

704 DIYING THNE . .. nve et e et et e e e e e

7.1.5
7.1.6

ComPOSIHON ...\t e ittt ettt e
SORIBIILY ...\ in et ettt e

.17 VOl .« ettt e et e et et e e et e e e e e

7.1.8

7.2 Candidate Application Solvents

BT o1 . = SR U RPN

7.2.1 Material Suppliers ......... PP
722 Vistbility ... ..oooiiti e
7.23 Patternability . ... .. ...
7.2.4 COmPOSION ... ..ounnnetntttaiitt e et eneat et
7.2.5 RetentiOn ... ....oouiiiiiiiteeeiite et
7.2.6 Continuing Efforts for the Candidate Application Solvents .. ..................... 27
8. SELECTION OF CANDIDATE RADIQISOTOPE COMPOUNDS .............cciviinrvnenn, 33
8.1 Design Criteria for Radioisotopic Tag .. ...... ..ot 33
2 O T P 33
8.1.2 UniquenesstoFacility .......... ... i 33
8.1.3 Uniquenessof TamperingTag ......... .. ... ... it 33
8.1.4 Traceable Across Facilities ........... ... 33
8.1.5 Lot ...ttt ettt e e 34
8.1.6 Sizeand Pattern .. ... . ... . 34
8.1.7 Compositionof Tag ...... ...t 34
8.1.8 Detection Instrumentation .............cooiiiiii i 34
8.1.9 Detection of Recently Applied Tag .............oi i, 34
8.1.10 Detectionof Adulterated Tag ...........oo ittt 34
8.1.11 Disposition of Tag . . .. .....c.oiiiiiniiianea.. e 35
8.2 Candidate RaGIOISOIOPES - . . .o o o vv ettt et et i it 35
821 Halflife ... e 35
8.2.2 IsotopeDecayMode ........ ..ot 35
823 Gamma-rayEnergy ........... 508050600 506000500000690930580008806050000a: 36
824 Branching Ratio . ...... ...ttt e 36
8.2.5 Massof Radioisotopeinthe Tag .......... ...ttt 36
8.2.6 Count Rates for Candidate Radioisotopes ............ ... .. i, 37
8.2.7 Count Rates Through a Storage Container for the Candidate Radioisotopes ......... 37
8.2.8 Interference of Gamma-ray Energies from Other Candidate Radioisotopes .......... 38
8.2.9 List of Candidate Radioisotopes. ...........oiiiiiiiiiii i 39
8.2.10 Biological Tampering Tag ............evuuneeeeemennenaaaeonns e 39
8.2.11 Continuing Efforts for the Candidate Radioisotopes .................. ... ...... 39

x




9. SELECTION OF CANDIDATE TAGGING MATERIAL APPLICATION SYSTEM ............. 44

9.1 Design Criteria for the Tag Application Technology ................... ... ... ....... 44
011 SAIOLY < o ettt e 44

9.1.2 Compatibility with TaggantMaterials ....................................... 44

9.1.3 Waste Generation .. ........ouuuteiintinemnnt e aanaaans 44

0.1.4 Size Constraints . ... ..ottt e e i e 44

9.1.5 Lifetimeof Components .................iuiiiriiiiietee it 44

9.2 Candidate Mechanical PrintingMethods .. ........... ... ... i, 45
9.2.1 Manual Tagging Application System ....... ... ... ... ... ... .. ittt 45
9.2.2 Mechanical Tagging ApplicationSystem ........................iviiiiai.. 45

10. SELECTION OF FLUORESCENT TAGDETECTIONSYSTEM . ............... ..., 50
10.1 Design Criteria for Fluorescence Tag Detection System . .. ............................. 50
R P 50
10.1.2 Configuration . ... ..ot e 50
10.1.3 Spectral Regions . ... .. i e 51
1014 ReSOIIEON .. ...et 51
10.1.5 Detection Surfaces . ... ... i it e 51
10.1.6 Sensitivity ..., e 51
10.1.7 Availabilityto Users ....... ... ... i i e 51

10.2 Fluorescence Detection Systemis ... ... ... ... . . .. i 52
10.2.1 Hand-held Fluorescence Detection Systems . ................ ... ... . .....c..... 52
10.2.2 Remote Fluorescence Detection Systems ..................................... 57
10.2.3 Laboratory Fluorescence Forensic Evidence Detection Systems ................... 58

11. SELECTION OF CANDIDATE RADIOISOTOPE TAG DETECTION SYSTEMS ............. 59
11.1 Design Criteria for Radioisotope Tag Detection System . .............................. 59
SRR 59
1102 SeCUIItY o ot 59
11.1.3 Configuration............. e e e 59
11,14 Spectral Regions . ...ttt e 59
11.1.5Resolution ............ e e et e e e e e e e e 60
11.16Detection Surfaces . ... e 60
R A A 60
11.1.8 Availability to Users ........... i e 60

11.2 Radioisotope Detection Systems ... ... .. ... . ... titat it 60
11.2.1 High Resolution Ge Detection System . ............. ... ... .. ..cviieiiiennn.. 60
11.2.2 Low Resolution Nal Detection System . ............... ..ottt 61




11.3 Demonstration Measurements with the Detection Systems ............................. 62

11.3.1 Experimental PrOCESS ... .....oiiintttit ittt aiaenans 62

11.3.2 Experimental Results ......... ...ttt 64

12, REFERENCES ... ittt et et et et 68
Appendix A. Absorbance Spectra for Candidate Fluorescence Compounds . ...... e, A-l
Appendix B. Fluorescence Spectra for Candidate Fluorescence Compounds ....................... B-1

- Appendix C. Long-Lived Candidate Radionuclides ......... ... ... .. .. ... . ... .. .. C-1
Appendix D. Short-Lived Candidate Radionuclides ............ ... ... ... ... ... D-1
Appendix E. Gamma Ray Spectra Collected with Radioisotope Detection Systems .. ............... E-1




FIGURES

. Functional features of tagging system. ........... ... ittt e 6

4-1
4-2. Tagging System COMPONENS. ... ... ...ttt ettt ttttttiiaiaaiaeteeeeeneeenanans 7
6-1. Absorbance spectrum for HM-704 inisopropanol. .......... ... ittt 16
6-2. Absorbance spectrum for D-282 inisopropanol. .. ...... ... .. .. i 16
6-3. Absorbance spectrum of IR-125inisopropanol. ........... ... .. ... .. ... ... 17
6-4. Fluorescence spm of D-282 under 365 nmexcitation. . ......... .. ... ... i 19
6-5. Fluorescence spectrum of IR-125 under 755 nmexcitation. ............... ... ............. 20
8-1. CPM Versus amma-Tay BNCTZY. - .« o oo enene s et e e te et e ae e e aaaaeaaneans 37
8-2. Photon attenuation VETSUS ENETZY. . ... ... cuvvtttnuntnnaaae e et reeannnneenonaaannn. 38
9-1. Examples of manual marking devices. ......... ... ..o iiiiiiiiiii e 45
9-2. Bubblejetnozzle. ... ... . e 46
9-3. Sketch of Canon ink-jet cartridge and print head mechanisms. ............................. 46
9-4. CanonBJC-240printer. ...... ... ... ... i R BEE S B 47
9-5. Unmodified and modified Canon ink cartridges. ............ ... ... ... oo iiiiiii.nn. 47
9-6. Filling ink cartridge. .. ...........iinntteii ettt e 48
9-7. Placement of modified ink cartridge within theprinter. ................... e 48
9-8. Placement of coupons forprinting. .. ...... ... ... .. 48
10-1. Fluorescence Detection System. . ... ... ... . . it 50
10-2. Hand-held4-Watt UV Iamp. . .. ... oo e 52
10-3. Standing 15-Watt UV Iamp. ... .. i e 52
10-4. Tagged and untagged metal coupons exposed to room light (top) and UV light (bottom). ....... 54
10-5. Metal coupons with small quantities of tamper indicating dusting powders exposed to room light . 55




10-6.
10-8.
10-7.
10-9.
10-10.
11-1.
11-2.

11.3.

6-2.
7-1.
7-2.
7-3.
7-4.
7-5.
7-6.
8-1.
8-2.
8-3.

8-4.

Rubber gloves exposed to room light (top) and UV light (bottom). ......................... 56

Olympus boroscope imaging system. ................................................ 57
Majik-Cam VIdeo IMager. ... ...\ttt it e 57
Fluorescence spectra for four of the candidate tagging materials, excitation with 254nm. . . ... ... 58
Fluorescence spectra for four candidate tagging materials, excitation at 254 nm. ............ | .. 58
Ge high resolution detection system. ............ ... . ... . e 61
Nal detection Systemm. .. ... ...ttt et ..... 62
Experimental procedure followed to test the detectability of radioisotopetags. ................ 63
TABLES

. Listing of candidate fluorescencecompounds. .......... ... ... ... ... ., 15
Fluorescence color of the fluorescence compounds .................. ..., 18
Listing of candidate applicationsolvents. ... ................ .. ... . ... ... 24
Patternability observations for the candidate applicationsolvents. .......................... 26
Retention observations during rinses with removal solvents. .............................. 27
Observations of fluorophores dissolved in SKC-HF on stainless steel substrates. .............. 28
Observations of “Pastes “ of fluorophores mixed with SKC-HF on stainless steel substrates. . ... 28
Patternability tests of Bonn-Trace 191 (BT 191) on aluminum and stainless steel substrates. .... 31
Efficiency of gamma-ray transmission throughmaterials. ................................. 36
Long-lived candidate TAIOISOtOPES. .. . oottt ettt ettt e 40
Short-lived candidate radiolSOEOPES. .. . . . ...ttt e e 41
Concentrations of Cs and Sr deposited on and removed from stainless steel substrates . ......... 43
. Concentrations of Cs and Sr deposited on and rc#noved from aluminum substratgs ............. 43

xtii




11-1. Radioisotope sources tested foruseasatag. ............ ..., 63

11-2. Detected counts observed for various gamma rays at four positions above a uranium source. . . . .. 67




CPM
DOE
DOT
EPA
IAEA
ICP-MS
INEEL

ACRONYMS

counts per minute

United States Department of Energy

United States Department of Transportation

United States Environmental Protection Agency
International Atomic Energy Agency

Inductively coupled plasma mass spectrometry

Idaho National Engineering and Environmental Laboratory
National Defense Authorization Act

near infrared

United States Nuclear Regulatory Commission
United States Occupational Safety and Health Agency
special nuclear material

ultraviolet light

visible light

weapons of mass destruction




1. INTRODUCTION

This document represents the final deliverable for the Idaho National Engineering and Environmental
Laboratory’s Warhead Dismantlement/Special Nuclear Materials Control Program (IL500) Task E “Radioisotope
Cocktail for Nuclear Smuggling Deterrence.” This project is funded through the Department of Energy Office
of Nonproliferation and National Security’s Office of Research and Development (NN-20). The purpose of this
project is to develop a tagging system to deter the pilfering and illegal trafficking of special nuclear material
(SNM). The deterrence to pilfering of SNM achieved by using the tag will be realized by enabling the SNM
handling community to: 1) improve the accountability of materials being prepared or stored at facilities; 2)
provide readily available forensic information related to the facility of origin for materials recovered from
smugglers; and 3) provide traceable safeguarding measures and forensic evidence to detect personnel pilfering
(or attempting to pilfer) SNM.

This report describes the justification for this project, the technical requirements driving the selection of
candidate tagging materials and methods, and the proposed tagging methods. Also described are the candidate
fluorescence compounds , candidate radioisotope compounds, candidate application solvents needed to effectively
apply the tagging materials, candidate hardware necessary to apply the tagging materials, and candidate hardware
to detect the fluorescent and radioisotope tags.




2. PROJECT DESCRIPTION

2.1 Purpose

The purpose of this project is to develop tagging methods for SNM, dismantled nuclear weapon components
and their containers to determine unambiguously the point of origin of interdicted smuggled materials and to deter
pilfering of these materials by personnel from facilities missioned with manufacturing, dismantling, or storing
these materials.

2.2 Participants

This project is funded through the United States Department of Energy’s Office of Non-Proliferation and
National Security (NN-20) and is being performed at the Idaho National Enginecring and Environmental
Laboratory (INEEL) by Lockheed Idaho Technologies Company, Managing and Operating contractor under DOE
Idaho Operations Office Contract DE-AC07-941D13223,

2.3 Policy Drivers

Federal sponsorship of this research is justified through congressional charter, Section 1502 of the FY 1995
National Defense Authorization Act (NDAA). The NDAA directs the Counter proliferation Program Review
Committee, chaired by the Secretary of Defense and composed of the Secretary of Energy, Director of Central
Intelligence, and the Chairman of the Join Chiefs of Staff to “identify and review existing and proposed
capabilities and technologies for support of U.S. nonproliferation and Counter proliferation policy.” The DOE’s
initiatives address enhanced programs in: material protection, control and accounting for the physical protection
of Russian nuclear materials, expansion of the DOE’s support to the International Atomic Energy Agency
(IAEA), strengthening of support to U.S. and international commerce, preventing a black market in nuclear
materials, and providing additional intelligence products in support of U.S. Intelligence. Within these initiatives,
DOE is sponsoring research to build the technical foundation for a national capability to detect and track illicitly
transported weapons of mass destruction (WMD) materials, including the ability to identify the source of
materials and the participants in nuclear smuggling incidents.’

2.4 Technology Users

The described tag is being developed for use by the international nuclear community as a deterrent to
pilfering of SNM. The tag will be applied directly to SNM and storage containers so that the facility of origin
of the materials can be identified, storage containers can be inventoried, and individuals improperly handling the
materials can be detected. Facilities using the tag include those producing usable forms of SNM (metals, fuel
rods, and salts), those dismantling nuclear weapons, and those preparing and monitoring SNM for long-term
secured storage. Once developed, it is envisioned that the tagging methodology will be available (potentially via
the IAEA) to each country handling SNM. Each facility handling SNM will be assigned its unique tagging
materials and patterns and be able to obtain the instrumentation necessary to apply and detect the tags.




3. BACKGROUND

Since the first known incident of illegal trafficking of radioactive materials in 1966, DOE has provided
support to law enforcement personnel in many cases. Most of these cases occurred during this decade.” This
trend becomes significantly alarming in that the trend is not localized in one area but is spreading throughout the
international (Russia, Germany, Poland, etc.,) marketplace. As an example, the number of cases of illegal
transfers of radioactive and fissile material to Germany has grown from four cases in 1990 to more than 500
cases over the next four years.>

Even though most of the cases of nuclear smuggling involve scams, there are a significant number of
incidents involving actual radioactive materials. Of the cases in Germany, forty-six cases resulted in the recovery
of radioactive materials and fifteen cases involved fissile material.> The fissile material recovered generally
included small quantities of natural or low-enriched uranium. Some cases have involved the recovery of
plutonium and americium from smoke detectors. However, smuggling incidents can involve quantities of
materials that indicate an active market for nuclear proliferation materials. One of the most significant of these
cases involved the recovery of 2.7 kg of 88% enriched U-235 powder in Prague.*

This incident, in combinations with claims that 150 kg of plutonium has been transferred from Russia and
stored in Switzerland,? indicate that there is an increasing demand to secure existing stockpiles of SNM.
Improved methods of security and accountability are needed to make it more difficult to gain access to fissile
material and increasingly dangerous to handle the SNM. These deterrence measures can be realized by improving
the chance that a person pilfering material is more likely to be caught during the act of pilfering or eventually
tracked down using the forensic information gleaned from recovered materials.

Because of the inherent similarities of SNM throughout the international nuclear community, deterrence
from forensic data has significantly lagged behind deterrence accomplished through security and accountability
measures. This lack of forensic information has been recognized and is being addressed through international
conferences and technology development activities. The tagging system described in this report is one of the
measures underway to provide more usable forensic information to deter the pilfering of SNM.




4. DESCRIPTION OF TAGGING SYSTEM

The developing tagging system for this project is composed of three types of tags: 1) a fluorescent tag, 2)
a radioisotope tag, and 3) a tampering tag. These tags’ relative importance and function are determined by their
respective applications. In combination, the tags will uniquely identify the facility of origin for materials and their
storage containers, will uniquely tag each container for inventory control, and will provide forensic information
to assist in the identification of equipment and personnel involved in the handling or transport of pilfered SNM.
The tags are based on the application of a solvent containing a mixture of radionuclides and fluorescent
compounds to the surface of the metal. The solvent, radionuclides, and fluorescent compounds become embedded
into the metal as they penetrate into the microcracks normally present in metal surfaces. The components of the
tag will be colorless under normal lighting conditions and will be detectable by: 1) a gamma detector, 2) an
ultraviolet light, or 3) a near infrared camera.

4.1 Iintended Applications for the Tagging System

To design a tagging system that meets its intended purposes, there must be an understanding of the intended
applications for the tagging system. For this tagging system, there are four intended applications: 1) identifying
the facility of origin for SNM recovered from smugglers, 2) identifying materials for inventory control, 3) tracing
the transfer of materials between facilities, and 4) identifying personnel that improperly handle controlled
materials. More detail describing these applications is provided as follows:

4.1.1 ldentifying Point of Origin for Recovered Materials

In most incidents in which interdicted SNM has been recovered, the source of the smuggled material is
difficult to determine. Currently, many national and international efforts are devoted to forensic analysis of these
recovered materials to establish the facility from which the material was taken and possibly the people, vehicles,
and locations involved in the transporting of the material. The purpose of a tag which identifies the facility of
origin of the material will minimize the need for the current extensive practice of particle, residue, and isotopic
analyses. Developing a tag which identifies the facility of origin achieves the following benefits: 1) the tag
provides evidence which may assist in the arrest of personnel responsible for pilfering the material and 2) the tag
improves safeguarding and accountability at the facility from which the material was pilfered.

4.1.2 Verifying Inventory of Stored Material

A significant aspect of safeguarding SNM is controlling the inventory of material that is placed in storage.
Currently it is planned that enriched uranium and weapons grade plutonium that was prepared for or removed
from nuclear weapons will be packaged in metal cans and stored in secure facilities. An integral part of
safeguarding these stored materials will be periodic (potentially every day) inventory checks to determine if the
stored material is in the storage container and if the storage container has been disturbed. One low risk, low
exposure means of performing this inventory check may be robotic sensor systems that are controlled remotely
for operation in limited access storage bunkers. To use such a system, the sensor system will have to detect either
unique signatures from the SNM and storage containers or unique signatures from a tag embedded on the SNM
and storage containers.




Because there is a strong possibility that the SNM and containers at a specific storage facility will have
similar shapes, chemical composition, isotopic composition, and contaminant composition, resolution of
traditional detectable signatures (neutron or gamma spectra and intensities) will be difficult to interpret to
establish the identity and position of individual items. Therefore a unique tag placed on the SNM and on the
storage container will offer an opportunity to develop a remotely controlled sensor system that can verify the
unique identity of the material and its locations. Use of a unique tag would improve safeguarding of the SNM
by making a remote inventory monitoring system more practical. Benefits of having an implementable remote
inventory system based on unique tags would then be realized through: 1) minimizing personnel access
opportunities to the storage bunker, 2) minimizing radiation exposure to personnel performing the inventory, and
3) increasing the rate of periodic/random inventories.

4.1.3 Tracing Material Movement Between Facilities

Another important feature of safeguarding SNM is the ability to verify the unique identity of materials that
are shipped and received between facilities. This verification is done with a variety of methods which include:
1) administrative documentation, 2) stamped markings, 3) mass, 4) energetic spectral measurements, and 5)
laboratory analysis of samples. A tag which identifies specific shipments or containers that have been transferred
will reduce the time and expense of the verification process if the tag: 1) uniquely identifies the material; 2) can
be read with inexpensive, non-labor intensive instruments; and 3) requires minimum unpacking and handling of
the shipment material.

4.1.4 ldentify Tampering with Materials in Process

Because materials have been pilfered from SNM facilities, known weaknesses of material safeguarding are
the vulnerability of materials that are handled manually in high traffic areas and those left in storage in low traffic
areas. Normally, the handling of SNM is performed in a glove box or secured room where access/exit is
controlled. However, the large number of personnel in combination with the complex operations and equipment
in these areas, provide opportunities for personnel to improperly tamper with or even remove materials from these
facilities. Therefore, the known presence of a tagging material which would mark personnel or equipment will
deter personnel from improperly entering a controlled area or improperly handling a controlled material.

4.2 Functional Features of Tagging System

The tagging system must be designed to meet all the functional needs for the above described tagging
applications. These functions (shown in Figure 4-1) are achieved by using the physical and chemical
characteristics of the materials used in the tag; the sensitivity and resolution of the detectors for the tagging
materials, and the flexibility and control features of the data acquisition system. The tag materials (a combination
of fluorescence compounds and radioisotopes) provide the uniqueness and traceability necessary to identify
individual components and storage containers, facilitics of ownership, tampering efforts, and forensic evidence.
The detectors provide the means to verify the existence and identity of the tag. The data acquisition system
assigns the tag, controls the application systems, interprets detection data, and tracks the location of tagged items.
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Figure 4-1. Functional features of tagging system.

4.3 Description of System Components

The tagging system is composed of several hardware and software subsystems which must be integrated
to complete the development of the tagging system. A schematic of these subsystems is shown in Figure 4-2.
The tagging system consists of four major subsystems: 1) the fluorescence compounds, radioisotopes, and
solvents that will be the constituents of the tag, 2) the method of applying the tag to the SNM, 3) the method of
detecting the tag, and 4) the database system for tracking the use of the tag.
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Figure 4-2. Tagging system components.

4.3.1 Tagging Materials

The tags will consist of a variety of materials which when applied in combination will provide a system for
all of the intended applications. The materials include fluorescent compounds and radioisotopes that will be
applied to SNM or container surfaces. The utility of these materials is derived from the phenomena of these
tagging materials to adhere to the surface or become embedded into the microcracks normally present on surfaces.
For all of the intended purposes, the fluorescence compounds will be either a dye or pigment in a quick drying
solvent carrier or as a dry dusting powder. The purpose of the dye or pigment will be to form a readable pattern
which can be used for SNM identification for inventory control. The purpose of the dusting powder will be to
transfer a traceable tag to equipment or personnel handling the SNM. The radioisotope tag will be dissolved in
a solvent carrier which carries the radioisotopes within the surface of the SNM. The purpose of the radioisotope
tag is to provide a more permanent tag which is difficult and hazardous to remove and which can be detected
through packaging containers. ‘

The solvent matrix for each type of tagging material may vary. The solvent for the fluorescent identification
tag will be similar to a lacquer or polymer coating which will cure when applied to the surface of the material.
This coating will serve two functions: 1) provide the stability to form a readable pattern and 2) provide a solution
matrix which allows the compounds to maintain their fluorescence sensitivity. The solvent for the fluorescent
dusting powder may include air or volatile solvent propellents. The solvent for the radioisotopes will perform
like a penetrating solvent. Solvents for the removal of the tag are also included in this subsystem.




4.3.2 Application Method

The application method subsystem includes the hardware to remotely or manually apply the tagging
materials and the software to control the remote application system. This subsystem also considers: 1) the safety
issues that will be necessary to consider when manufacturing, transporting, and handling the tagging materials,
application solvents, and the removal solvents; 2) methods to remove the tag when it is inappropriately applied
or needs updated by the processing facility and methods to minimize tag removal when pilferers attack the tag;
and 3) issues to be addressed when disposing of unused tag materials, tagged materials, and tag removal solvents
and supplies.

4.3.3 Detection Method

The detection subsystem includes the hardware to remotely or manually detect the applied tags and the
software to interpret the collected data. The hardware will address the following methods: 1) remote and portable
detection methods that can be used to validate the application of the tag and verify the identification of
unadulterated tags and 2) detection methods necessary to identify SNM and personnel that have tampered with
the tag. This subsystem will also consider the safety issues that may arise when handling the SNM and detection
equipment during tag detection efforts.

4.3.4 Data Control Subsystem

The database subsystem will address the issues associated with securing and controlling the unique
identification features of the tags. This control will be necessary to ensure that: 1) facilities maintain the integrity
of their unique tags between facilities; 2) a facility can maintain the integrity of unique tags within a facility; 3)
facilities can track the transfer of materials between facilities; and 4) a facility can track the transfer of material
within the facility.




5. DESIGN CRITERIA FOR THE TAGGING SYSTEM

Using the description of the conceptualized tagging system and the intended applications, a series of design
criteria can be composed to establish specifications for the eventual development of the tagging system. The
design criteria address the expectations of the system and can be used to establish system level specifications for
development, testing and verification. This section provides a description of the criteria that apply to the design
of the overall tagging system. The design criteria and selection status for the fluorescence compound and
radioisotopic components of the tagging system are provided in Section 6 and Section 8, respectively.

5.1 Material to be Tagged

There are wide variety of candidate materials that should be tagged. However, the types of material to be
tagged will be dependent upon the risks associated with the loss of the material. A listing of materials from
highest to lowest priority includes the following materials:

1)  weapons grade plutonium metal, enriched uranium metal, partially dismantled warhead components
containing SNM (i.e., including their storage containers);

2) unirradiated nuclear fuel elements and irradiated nuclear fuel elements;

3) tritium containers, unirradiated nuclear fuel elements, containers of plutonium salts, containers of
enriched uranium salts, and cylinders of enriched uranyl gas;

4)  depleted and natural uranium, beryllium metal, heavy water containers, enriched °Li, dismantled
warhead components not containing SNM, and containers of specialty radioisotopes (e.g., “Co, *°Sr,
and ¥Cs).

To balance cost and handling and risk, the tag will be designed to tag components and containers of at least
500 g of plutonium metal; enriched uranium metal; plutonium or enriched uranium salts (solid oxides, chiorides,
and nitrates); warhead components containing SNM; unirradiated nuclear fuel rods; and containers of plutonium,
enriched uranium, and tritium liquids and gases. Even though tagging of irradiated fuel elements, especially those
under IAEA control, is considered important, the cost of application and detection of the tags is considered
prohibitive. The storage containers are expected to be constructed of aluminum, carbon steel, or stainiess steel.

5.2 Facilities Applying the Tag

Because the purpose of using the tag is to deter the pilfering of SNM, facilities missioned with producing
refined process quantities of SNM, assembly/disassembly of weapons, storage of SNM stockpiles, or preparation
of SNM for storage will be considered for use of the tag. It is not expected that the different processing locations
or building within a facility (localized complex) will apply different tags. Because the tag’s primary objective
is to relate recovered SNM to the facility in which it was taken, the tag must provide sufficient uniqueness to be
traced to the last facility responsible for the material. The number of facilities needing the tag is projected to be
at least one hundred based upon the number of proliferant countries and the number of facilities in the United
States and Former Soviet Union block countries. Therefore, to ensure that each participating facility has a unique
tag, the tag will be designed to accommodate at least one hundred unique facilities.
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5.3 Process Location for Applying the Tag

To maximize the deterrence impact of the tag, the tag should be applied directly to the SNM just prior to
or during its initial exposure to manual handling. Therefore, the tag will be designed so that the tag can be
applied upon receipt of the material at the facility, reapplied whenever the processing of the material significantly
alters the detection of the previous tag (e.g., after machining, dissolution, recasting, or washing), prior to placing
the SNM or container in long term storage, and before transferring the container to another facility.

5.4 Process Location for Detecting the Tag

To minimize the transfer and handling of the tagged materials, the tag should be detectable in the area where
the SNM is received, immediately after the tag is applied, in SNM transfer areas, and in SNM storage areas.
Because the tagged component will be hazardous and securely controlled, access to the material should be avoided
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