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Further consequences of the inductive inference model of anomaly and misuse detection are presented. The
results apply to the design of both probability models for the inductive inference framework and to the design of
W&S rule bases. The issues considered include: the role of misuse models M, , the selection of relevant sets of
attributes and the aggregation of their values, the effect on a rule base of nonmaximal rules, and the partitioning
of a set of attributes into a left hand and right hand side.

1. Introduction

We build on the research presented previously to establish a collection of basic principles for rule base design.
The issues addressed include: the effect on the rule base of nonmaximal rules, the selection of relevant attri-
butes, the aggregation of the values of the relevant attributes, the partition of a rule’s attributes into left hand
and right hand sides, abstraction of values, and the effect of competing probability models.

Section 2 presents an overview of design issues, focusing on the role of probability models in testing, and
considers models for some specific types of misuse. Also considered in these terms is the relationship between
anomaly and misuse detection, and the consequences of competing models. Section 3 generalizes the results of
[Helm90a]. In [Helm90a] we presented a two field model which demonstrated that nonmaximal rules can al-
ways be forced to lead to inconsistencies in scoring. This result was derived for several specific M, models,
and the specific scoring function used in [Vacc89]. Section 3 generalizes this result in several important ways,
demonstrating that the result holds for transactions over arbitrarily many fields, and for large and natural classes
of M, models and scoring functions. Section 4 considers the partioning of a rule’s attributes into left and right
hand sides. Section 5 explores a criterion for the selection of attributes and the partitioning of their values.
Section 6 translates these results into a few suggested modifications and extensions of W&S.

2. An Overview of Rule Base Design Issues

In this section we present an overview of the rule base design issues considered in the remainder of the paper.
Some of these issues are summarized as first presented in [Helm89,Helm90a], others are presented in refined
form, and other issues are new. While this paper analyzes thoroughly several of the issues, we just scratch the
surface of others; however, we feel that we have come a long way in identifying what issues are important and
in developing techniques for addressing these issues.

Our primary vehicle for studying the rule base design issues of interest is the inductive inference-based hy-
pothesis testing model for anomaly and misuse detection developed in [Helm89]. This model is useful because
it provides a framework for studying rigorously design questions pertaining directly to W&S and similar sys-
tems.

The subsections that follow review and refine the components of our hypothesis testing model, consider the
relationships between our model and W&S, and summarize what what we believe to be the fundamental design
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2.1 The Role of the Models My and M, M\

As before [Helm89,Helm90a], we begin by assuming that one of two probabilistic processes, My (the "good”,
normal process) or M, (the "bad", misuse process) has generated the transaction under consideration. The prob-
fem is to rank incoming transactions based on the likelyhood that a given transaction was generated by M, .

Before reviewing the details of our testing procedure, we make two remarks reflecting recent research:
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LIKEly Were gencraicd Dy sOme SpeCiuc Process ol COnceim.  in dECHIoN 4.5 WE view dnomaly detection as a
special case of misuse detection, a case in which the model M, has special characteristics. We note that
from this perspective, results in this paper and in [Helm89,Heln ! address the general problem of
misuse detection. As such, M, is perhaps bad notation (the A u.ginally was meant to stand for
anomalous; M,,, for misuse, is now seen to be more appropriate); however, for consistency with our previ-
ous work, we shall continue to use the notation M.

2.  To simplify our introductory discussions, we assume only two possible models, My and M,. However, as
the current paper argues, the concept of competing models (for both My and M,) is extremely important.
In the framework of competing models, we perform testing of each transaction under alternative models,
and use techniques for combining the results which the models yield. For example, we might compute a
linear combination of the results yielded by competing models, where the weights in the combination are
adjusted by means of learning. More on this perspective in Section 2.4.

With these remarks in mind, we review now the details of the proposed transaction testing mechanism, Sup-
pose we were able to compute, for each transaction ¢, Pr{tIMy} and Pr{tIM,}. In this case, we could use
Bayes’ formula to test the hypothesis: "The normal process My generated t."

Pr{tiMy }*Pr{My}

PriMylt} = Pr{t\My }*Pr {My }+Pr {t M, }*Pr (M, }

One issue that arises from the use of this formula is that the a priori values Pr {My} and Pr {M,} are re-
quired. While in some contexts it is reasonable to estimate these values, in others, it’s not. However, often it
suffices to consider the ratio

Pr{thN}

R(t)= —————.
( ) Pr {f 'MA}

Since the value Pr{Mylt} is monotonic in R(¢), R(¢) is all that is required to rank incoming transactions ac-
cording to their level of alarm.

The above formulae highlight the importance of the model M, to the hypothesis testing problem. In partic-
ular, when considering the general misuse (as opposed to anomaly) detection problem, it does not suffice to
identify rare transactions. Intuitively, rare is a relative quality and, almost always, individual transactions will
be rare. The transactions of interest are those that are rarer under My than M,. Consequently, it scems highly
desirabie to hypothesize and study various models for M,. Additionally, it seems highly desirable that a detec-
tion system be parameterable to the M, models of interest (and to the a priori values we associate with them)
for given applications.

We propose for consideration several simple, sample M, models. These models include:

Independence model M,y Attributes take on values with the same distribution as in My, but associations
break down. Thus:

k
Pr{t[81]=v1. 00 o ,t[Bk]-:Vk 'MA(l)l =iI;IlPr(t[Bi]=V,- IMN}

Constant value model M, . Probabilities are calculated as a function of domain sizes. Domain sizes can
be assigned by the expert, or can be inferred from observations of the historical database. (See [Helm90a]
for more details.) In either case, frequencies observed in the historical database play no role. This class of
models is intended to reflect misuse characterized by the user performing seemingly (with respect to normal
behavior) haphazard actions.

Masquerader model My oy Associations between attributes in M, ) are like those in My, but with some
values "crossed over." For example:

Pr{t[User="Smith" nt[Port}="tty 9’ A t[Process}='rm’ IM, o)}
Pr{t[User1="Jones’ nt[Port}="tty9" rt[Process1="rm’ My}

This model seems to hold a good deal of promise, and we propose to investigate it further in the future.

Negative correlation model My ,,: Probabilistic quantities in M, 4, are inversely related to corresponding
quantities in My. In particular, this is the family of models characterized by the property that whenever
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We first need the following definitions.

Definition: If DB is a .astorical database of transactions, EPr {S=ti., | My » DB} denotes the estimate
of Pr{S=t[S]| My} obtained by sampling DB. That is,

number of transactions t in DB with t[S1=S

EPr{S=t[S]1| My »DB }=
r{S=t[§] N } number of transactions in DB

Similarly, EPr {S=t[S] | W=t[W]AMy A DB} denotes the estimate of Pr{S=t[S]| W=t[W]rMy} ob-
tained by sampling DB . That is,

number of transactions t in DB with t[S]=S A W=t[W]
number of transactions in DB with t{S]=S

EPr{S=t[S]| W=t[W] My »DB )=

When we say that a value is computed against DB, we shall mean that estimates of the above form are
used in the computation. Quantities of the form EPr{S=t[S] | M, »DB} and
EPr{S=t[S]| W=t[W]AM, »DB} denote probabilitics for M, that are derived from probabilities com-
puted against DB.

Definition: The model M, is consistent with piecewise sampling (we shall say simply that M, is a
piecewise model) if it obeys the following condition.

Suppose that A is the set of transaction attributes, and that DB, and DB, are historical databases,
such that for every ScA we have that for transaction ¢:

EPr{S=t[S]\My A DB }<EPr{S=t[S]IMy r»DB,}.
Then it is the case that
EPr{S=t[S1IM, » DB }<EPr{S=t[S]IM, » DB,}.

1t is fairly easy to demonstrate that independence and constant value models are piecewise. Negative corre-
lation models clearly are not piece-wise. It remains an open question what types of masquerader models are
piecewise and what types are not.

One reason for interest in piecewise models is that the results first presented in [Helm90a] and generalized
in Section 3 of the current paper demonstrate a sense in which W&S is not consistent with any piecewise model,
if W&S’s rule base includes nonmaximal rules. There are several interpretations of this result which are ex-
plored at various points throughout the paper. At this juncture, we make the foliowing general comments re-
garding what we hope to gain from the type of analysis performed in Section 3.

a) One of the primary goals of our research is the identification of criteria for pruning and searching the
space of probability models (rule bases, in W&S terms). The results of Section 3 support the pruning of
rule bases containing nested rules, whenever we are attempting to detect a type of misuse reflected in a
piecewise model.

b)  More generally, if W&S wishes to approximate the testing supported by the inductive inference frame-
work, for some specific class of misuse models, the type of analysis performed in Section 3 can be used to
"parameterize” W&S (i.e., by designing its rule base) so as to make it consistent with the models of in-
terest.

c)  Additionally, it has been established experimentally that W&S performs quite well in many environments.
The type of analysis performed in Section 3 also can be used to discover characteristics of the M, model
that W&S is implicitly assuming. For example, it may be that W&S performs well in anomaly detection.
If we can leamn the details of the negative correlation model with which W&S is consistent, we could then
add such a model to our collection of competing models to be used in the inductive inference framework.

2.2 Selection of Attributes and the Aggregation of their Values

The identification of modele for M. ic one critical asnect of the decion and annlication of traneaction testine A
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form of a rule base (i.e., rule bases containing nonma)umal rules) which should be avoxded in many contexts.
Section 4 proposes a further  'ning of the solution space based on an an” ‘s of the effects of multiple rules
that are different partionings _ .o a left hand side (LHS) and a right hand s. (RHS)) of the same collection of
attributes and values.

In the current section, we. introduce three additional aspects of the design problem: The selection of attri-
butes to be used in the estimation of the probability distribution of transactions; the aggregation of attribute
values; and, a proposed criterion for addressing these design problems. Section 5 presents a more rigorous
analysis of the proposed criterion.

The Antribute Selection Problem

If we could compute accurately for every transaction ¢ the ratio R (t) (with respect to one or more models for
M,), we would have a method of ranking transactions by their level of suspiciousness. Unfortunately, R () can-
not be estimated well empirically from a finite historical database when ¢ is rare. This is likely to be the case
when transactions have many attributes, when attribute domains are large, and, of course, when one or more at-
tributes form a key (making each transaction unique).

Our solution to this problem is to search for subsets B = {B,,...,B;} of the set of all attributes
{Al' o o AN} such that:

(1) The quantity Pr{¢[B,],...,t[Bx]IMy} is accurately reflected in the historical database, our sample popu-
lation.

(2) The behavior of R (¢t[B], . . . ,t[B;]) reflects that of R ().
In effect, we approximate the hypothesis test

Pr{Mylt}
with the hypothesis test

Pr{Mylt[B,], ... t[B.]}.

Because of the exponential number of candidate subsets, we require heuristics to lead us to the most promis-
ing subsets. '

Aggregation of Values

Additionally, it might be beneficial to apply aggregation (also called abstraction) to the values that the attri-
butes can take on. This leads us to consider quantities of the form:

Pr{t[BI]EXI, 0oo ,I[Bk]EXk‘MN} 0

for sets X; of values. We shall argue in Section 5 that using aggregations of attribute values, rather than single
values, may be a reasonable method for obtaining "good” tests which are likely to apply often to random tran-
sactions.

Selection Criterion

Attribute selection and value aggregation are two dimensions of choice in the design of probability models and,
of course, in the design of rule bases for W&S.

In Section 5 we propose as a heuristic measure of a candidate solution how well it separates the competing
models (i.e., My from some model for M,). If we expect a given probabilistic quantity to differ significantly
under the two models of interest, it is worthy of consideration because it potentially can yield much information.
As is explored later:

a)  Methods are required (e.g., experimental feedback) to assess the quality of candidates chosen by this

henristic  Tn narticniar model cenaration i< not sufficient tn enenre that a candidate solntion nrovides eond
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the measure are difficult (probably NP-hard). Hence, search heuristics are reqmred to build the candidate
solutions.

2.3 Design Issues in the Specific Context of Anomaly Detection

In order to present a simple illustration of the attribute selection and value aggregation problems, and in order to
view anomaly detection in the framework we have presented, we summarize briefly some recent work with G.
Liepins [Helm90b). As observed earlier, [Liep90] defines anomaly detection, as opposed to misuse detection, as
the identification of rare transactions. This is viewed as a special case of the misuse detection problem studied in
this paper, where a negative correlation model is used for M, ."

We observe that we can describe anomaly detection, without explicit reference to an M, model, simply as
the identification of those transactions ¢ such that Pr {# My} is smallest. Notice that, in the specific context of
anomaly detection, rareness relative to My suffices, because the characterizing property of negative correlation
models M, 4, is that Pr {t My }<Pr{¢ |My} implies Pr {t My ,}>Pr {# IM,4,}. Hence, "¢ rarer than ¢ in My"
implies "R (¢ )<R (¢') with respect to any negative correlation model.”

Despite this simpler statement of anomaly detection, the phenomenon described in Section 2.2 which leads
to the problems of attribute selection and value aggregation is present in anomaly detection as well. That is,
Pr{tIMy } cannot be estimated well empirically from a finite historical database, when ¢ is rare. Thus, while it
should not be too surprising that the naive detector [Liep90] worked well relative to W&S when the empirical
sampling is accurate (because of only two fields and two values), in the general case where transactions are ex-
pected to be rare, we require estimation techniques similar to those described in Section 2.2,

Helman and Liepins [Helm90b] have proposed that, in the context of anomaly detection, attribute selection
and value aggregation be stated as finding probabilistic quantities (e.g., Pr {t[B], . .. ,t[B,1!My}) that accentu-
ate the tails of the distribution under sampling (i.e., by peaking the distribution), while preserving the relative
frequencies of the transactions. This appears to be a special case of the model separation criterion proposed in
Section 2.2, and we propose to investigate the relationship between heuristics for the more general problem and
the anomaly detection problem.

2.4 Competing Models and Pruning the Search Space

Observe that if we somehow knew that a given selection of attributes and aggregation of their values were op-
timal, and if we knew the M, model we were attempting to detect, we would implement a single test of each
transaction, based on a single ratio R (r). Similarly, under this assumption, W&S’s rule base would contain a
single rule.

In reality, however, we have only conjectures as to good selections of attributes, aggregation of values, and
models of M,. To handle this uncertainty, we propose a general framework in which a single transaction ¢ is
analyzed simultaneously under many competing models for My and M,. That is, we compute for  many R(¢)
based on different, selections, aggregations, and models for M,. We then (for example) take a linear combina-
tion of the results. The learning problem, which does require some expert feedback, adjusts the weights attached
to the existing models, and creates new models when appropriate. From this perspective, a W&S rule base is a
collection of competing probability models, and its scoring functions (e.g., TFOM) are methods of combining
the results yielded by the competing models.

The main thrust of our research is to develop techniques for determining which competing models to build
and include in our tests. Because of the enormity of the search space, we require: (1) Heuristics for pruning the
search space before any optimization is performed; (2) Heuristic measures which can be evaluated very quickly
and indicate which candidates should be explored further; and (3) Search heuristics which explore, based on the
heuristic measures, the solution space resulting from the pre-search pruning. Examples of heuristic pruning are
suggested by the results of Sections 3 and 4. Note that such pruning eliminates entire classes of models, based
on heuristic criteria. Section 2.2 introduced informally a heuristic measure which is explored more thoroughly in
Section 5. We are just beginning to investigate search heuristics in the framework of the problem that has
resulted from this work.

3. The Effect of Nonmaximal Rules

A rerent chanoe in the imnlementation of W&S wag to disallnw miles aver attribinte cete which are nested hv el-




In particular, suppose that, through experimentation and learning, we discover that the Bayesian hypothesis
test should be performed wi*  ‘spect to a specific set A of attributes, an¢  t one or more piecewise models
should be used for M,. We u..nonstrate that when a W&S rule base contaii.. any rule which does not reference
all the attributes in A, W&S scoring is not consistent with the hypothesis testing framework outlined in the pre-
vious section. We interpret this result to mean that: (1) If a W&S rule base is to approximate a final, static pro-
bability model, and if M, is piecewise, then the rule base should contain only rules which reference all the
relevant attributes since, otherwise, W&S scoring in some cases will be inconsistent with our hypothesis testing
model; (2) While we cannot say that it is always detrimental to have nested rules in an initial rule base that is to
undergo modification in response to learning, the fact that the rules over nested sets necessarily give conflicting
information is construed as strong evidence for pruning from the search space rule bases that contain nested
rules. -

Suppose that A={A,, . .. ,Ay} is the set of attributes that is used to approximate the distribution of transac-
tions in My and M,. That is, we compute

Pr{MNlt}

Pri{Mylt[A]....t[AN]}.

A is said to be the relevant set of attributes. Suppose the W&S rule base RB contains a rule
R: (B=v;) - - - (By=v;)—>(B=r), where

{B,By,...,B;} is a proper subset of A. Rule R is said to be nonmaximal.

We shall demonstrate that, relative to piecewise M, models, "W&S-like" scoring functions exhibit certain
types of inconsistencies whenever the rule base contains one or more nonmaximal rules. To this end, let R be
the nonmaximal rule above, and B’ a relevant attribute not appearing in R. Consider a fixed transaction ¢
which fails the nonmaximal rule R (i.e., 7[B;]=v;, 1sisk, f[B]=v#r). We shall establish a sense in which ¢ is
scored in a manner inconsistent with the Bayesian hypothesis test. The proof strategy is as follows. In the next
subsection we introduce pairs (DB ,DB,) of historical databases, such that DB, is obtained from DB, by means
of a simple transform, and compare the Bayesian test of a transaction against DB, with the Bayesian test against
DB,. The following subsection exhibits the inconsistency by performing the same analysis on a class of W&S-
like scoring functions, against a rule base containing nonmaximal rules.

3.1 A Class of Database Transforms and their Effect on the Bayesian Measure
We consider a class of simple transforms to historical databases.
Definition: Let ¢+ be a fixed transaction, and A; ,A; a pair of relevant attributes. Historical database DB,
is obtained from historical database DB, by means of a simple (¢ .4; .A;)-transform if every /' that differs
between the DB, and DB, is such that in DB, ¢’ agrees with ¢ everywhere but on A; A;, and in DB, ¢
agrees with ¢ everywhere but on A;.
In the following analysis, we shall be concerned exclusively with pairs (DB ;,DB) of databases such that

DB, is obtained from DB, by means of a simple (1,8 ,B”) transform, where f ,B, and B’ are as defined previous-
ly. In this case, we shall say simply that (DB ;,.DB,) is a simple transform pair.

Theorem 3.1: Let (DB ,DB,) be a simple transform pair, and supposc': that the Bayesian hypothesis test is
performed with respect to some piecewise model for M,. Then

(Pr{My |t} computed against DB,) = (Pr {My |1} computed against DB ).
That is, ¢ is ranked as being more suspicious in DB, than in DB ,.

Proof: Observe first that

(Pr{t'My ) computed against DB,) = (Pr {t My } computed against DB,),




Caiv AL v Al eErASL Mscmaw ase AW asevans 4b AF g o

The significance of this  jrem is that when RB contains one or m¢  onmaximal rules, transform pairs
(DB ,DB ) can be constructed so that any scoring function in the class defined in the following subsection ranks
t such that:

(Score (t) computed against DB ) > (Score (¢) computed against DB ,).
That is, contrary to the Bayesian hypothesis test (assuming a piecewise model for M, ), such scoring functions
rank ¢ as being more suspicious relative to historical database DB than relative to historical database DB,.
3.2 A Class of Rule Base Scoring Functions

We now define a large class of transaction scoring functions which includes most imaginable variations to the
W&S scoring function of [Vacc89].

Generally speaking, a scoring function is a function of the transaction ¢ being scored, the rule base RB, and
the database DB of historical transactions. Property 1 restricts the manner in which a scoring function may
depend on DB .

Property 1. Score(t), computed against RB and DB, is a function
f(’>RB ’(Rl’al’bl)’ LR r(Rn ’an,bn))’

where Ry, . . . ,R, are exactly the rules in RB fired by ¢, a; is the number of transaction in DB which fire
R;, and b; is the number of transactions in DB which fail rule R;.

Notice that a scoring function obeys this property if Score (t) depends on DB as a function of only the con-
ditional probability

PriB=v | (Bj=vr - - NB=vp)},
for each rule

(B=vh - - - NBe=v)—(B=V)
that ¢ fires.

Property 2 stipulates that the scoring function interprets in the natural direction a change in any rule’s
(#fired/#failed) ratio. We first need the following definition.

Definition: A collection of #fired,#failed values for some or all of the rules in a rule base is consistent if
there exists a historical database yielding these values. A collection of values that is inconsistent, but in
which #fired > #failed for each rule, is called a pseudo-database.

In what follows, as a definitional convenience, we assume that a scoring function is defined (as an abstract func-
tion) over pseudo-databases, as well as over consistent #fired #failed values.

Property 2: Score(t) is monotonic in the following sense. Let R be any rule and ¢ any transaction. If
the (#fired R #failed R) values are varied while the #fired,#failed values for all other rules are held fixed,
then:

If ¢ fails R, Score (¢) is nondecreasing as the ratio (#fired R / #failed R) is increased.

If ¢ passes R, Score (1) is nonincreasing as the ratio (#fired R / #failed R) is increased.

In the special case where #failed R is 0, Score (¢) is nondecreasing as #fired R is increased, if ¢ fails
R; if ¢+ passes R, Score (¢) is nonincreasing.

In the special case where #failed R = #fired R, Score(¢) is nonincreasing as #fired R and #failed R
are increased by the same amount, if ¢ fails R; if ¢ passes R, Score (t) is nondecreasing.




emsanaey  tsemvemis  we Sasi)  pues e isases 4 teaws —mevav  pacosviivass 2 I e A TR O R

definition.

Definition: Let V be a vector of fixed (#fired,#failed) values for somu collection C of the rules in RB. A
S-neighborhood 8(V) is the set of vectors V’ specifying (#fired,#failed) values to this same collection C
of rules such that if the triple (R ,a,b) appears in V then the triple (R ,a’,b") appearing in V’ is such that

la’—a <8 and 'p"~b 1<

The required sensitivity condition is as follows.
Property 3:
3.1: Sensitivity to change within a constant-size neighborhood is bounded uniformly.
Let A; and A; be any attributes in the relevant set A and let ¢ be any transaction. Let V be a fixed vector

of consistent values for all rules that ¢ fires which contain A; in the LHS and A; in the RHS. Then for
every constant 8, there exists an € such that for every vector X of values for the remaining rules,

|Score (¢,V X y-Score (¢t V' X )I<e,

for all V' (V).

3.2: Sensitivity to unbounded change is unbounded.

‘ Let A; be any attributes in the relevant set A, ¢ be any transaction, and Y be a fixed vector of consistent
values for some subset of the rules with A; in the RHS, such that this subset does not include at least one
such rule failed by ¢+. Let RP,,... ,RP, and RF,, ... ,RF; (f21) be the rules with A; in the RHS
respectively passed and failed by + which are rot assigned a value by Y. Then for every constant A, there
exists a constant & such that for every assignment Z to the rules not containing B in the RHS:

SCOI‘e (t ’(RF 1>a »b )v-n(RFf a 9b )’(RP l,a ’a—b )’---9(RPP -a ﬂ—b )9YZ)
— Score (1 (RF 1.@’ b'),...(RF; 2’ b')RP a’ @' ~b’),...RP, . a'~b").Y Z) > A,

whenever % - %,—>8 and a ,b,a’ b’ >0.

Theorem 3.2: The W&S scoring function TFOM in [Vacc89] obeys Properties 1-3.
Proof: It is obvious that the function depends on the historical DB only as permitted and is monotonic.
We now verify that the two sensitivity conditions are obeyed.

3.1. Sensitivity to change within a constant-size neighborhood is bounded uniformly.

Let B and B’ be the attributes in question, ¢ the transaction in question, RPy, . . . ,RP, the rules with B
in LHS and B’ in RHS that ¢ passes, RF|, ... ,RF, the rules with B in LHS and B’ in RHS that ¢ fails,
OP,...,0OP, rules without B in LHS and with B’ in RHS that ¢ passes, OF;,...,OF, the rules
without B in LHS and with B’ in RHS that ¢ fails.

By inspection of the scoring function, the values associated with these rules influence only the FOMp
component. FOMp- can be written as:

Y Score (RF;)
i=1

(iScore (RP; )+2m:Score (RF; Hzp:Score (op; )+iScore (OF;) )*?
i=1 i=} i=1 i=1
}q:Score (OF;)

i=l

(f_:Score (RP; )-l-iScore (RF; %iScore (OP; )—&-E‘I;Score (OF;) )2

i=1 i=1 i=l i=}

%
-+
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YScor ) Y Score (RF;) +
i=1

i=]
l,

! _
(3 Score (RP; }+Y Score (RF; ) ks (X Score (RP; }+Y Score (RF;) +kj )V 2
i=} i=1

i=] i=1

where k; and k, are constants depending only on V and &. Since the values Score(RF;) and
Score (RP;) depend only on V and not X, there is a bound on the term’s change that is valid for all
values X.

(b) The contribution to the difference between Score (¢,V X) and Score (: .V’ X) of the second term is
no greater than

iScore (OF;) zq:score (OF)

P=1 =
’ i $ |’

(f‘;core (OF )? (}fSaare (OF;)) +k)\?

i=] i=1

q
wheré & is a constant depending only on V and 8. While ) Score (OF;) can be made arbitrarily large

i=1

q g
Y Score (OF;) Y Score (OF;) ,
by varying X, both ;=1 and — =t approach (3 Score (OF;))'? as
(X.Score (OF ;)" (X.Score (OF;) +k)'? bl
i=l1 i=l

q

Y Score (OF;) grows. Hence, the sensitivity of this term to a change from V to V' decreases as
i=]

g

Y.Score (OF;) is increased. Therefore, there is a bound on the term’s change that is valid for whatev-
i=1

q
er value X induces in Y Score (OF;).

i=]
3.2. Sensitivity to unbounded change is unbounded.

Let B be the atiribute in question, ¢ the transaction in question, and Y the fixed set of triple values. By
inspection of the scoring function, changes to the a/b ratios of the rules RF; and RP; influence only the
FOMp component. Let ¢ be the largest ratio in the given Y. Write FOMp as a sum of terms: one term
for each failed B-rule assigned a value by Y and a single term for the remaining failed B-rules. (A B-rule
is any rule with B in the RHS.)

The largest term among those for the failed B-rules assigned a value by Y is no larger than

c
(sum grades of all B—rules)"?’

Hence, when we change values, the largest change to the overall function contributed by each of these
terms is not more than ¢ (the denominator is never less than 1), a constant depending only on Y (and not
onZabab).

Let £ be the number of failed B-rules not assigned a value by Y and p the number of passed B-rules
not assigned a value by Y. When these rules are assigned the (fired, failed) values of (a.,b) and (a.a-b)
respectively, the contribution of these rules to FOM; is:

a
)
f b
*8 o« T
F*5+p (a_b)+k)

where k is a constant depending only on Y (and not on Z). For sufficiently large values of % this can be

made arbitrarily close to (f *—Z—)m. When values (a’ .b°) and (a’ ,a’—b") are used, the contribution of this

’

~ -~ -~ ~




large enough to make arbitrarily close to (f*j)“‘ , and to make

*£+ *_a.___ 12
, 7 ey ™
(f*-[‘;—)”2 - (f*i;;)m arbitrarily large. []

Observation: It appears, based on an informal description of the scoring function used in the current im-
plementation of W&S, that this function obeys Properties 1-3 as well. However, more detailed informa-
tion on this function is required before a formal analysis can be performed.

3.3 An Inconsistency Result

In order to establish inconsistency when a nonmaximal rule is present, we consider 3 classes of rules. Nonmaxi-
mal rule R, attributes B and B’, value v, and transaction ¢ are as defined at the beginning of Section 3.

Rule Classes

WR(a): 7, fires rule, (B=v) appears in LHS, B* does not appear
WR(b): ¢ fires rule, B appears in RHS, B’ does not appear
RR: 1 fires rule, (B=v) appears in LHS, B’ appears in RHS

Observe that by the construction of t, rule R is in class WR(b). Observe also that of the 3 classes, only RR can
contain maximal rules.

Theorem 3.3: If DB, is obtained from DB, by a simple transform, then every rule fired by ¢ whose
(#fired #failed) values differ between DB, and DB, is in one of the 3 classes WR(a), WR(b), or RR.
Proof: Consider any rule whose (#fired, #failed) values differ between DB and DB ,.

(a) If B does not appear anywhere in the rule, it is clear that the rule’s (#fire #failed) values do not
change between DB, and DB,. Hence, B appears in the rule.

(b) If any (C#t[C]) appears in the LHS, then ¢ does not fire the rule. Hence, if B appears in the
LHS, it must appear as (B=t[B]).

(c) By the previous observation, if B’ appears in the LHS, it must appear as (B’=t[B’]). But if
(B’=t[B’]) appears in the LHS, no ¢ that changes between DB, and DB, can fire the rule, either be-
fore or after ¢+ is changed. Hence, the (#fired #failed) values are unchanged for such a rule. Thus, if
B’ appears in the rule, it must appear in the RHS. [

Consider intuitively the effect of a change from DB, to DB, on the #fired/#failed ratio of rules in the 3
classes. When DB, is changed to DB, by a simple transform, the ratio associated with each rule in WR(a) and
WR(b) increases (or is unchanged) for rules passed by ¢+ and decreases (or is unchanged) for rules failed by ¢.
For the class of scoring functions defined in Section 3.2 (actually for any function obeying Properties 1 and 2),
this implies that such a rule’s influence on the scoring of ¢ is to rank ¢ less suspicious with respect to DB, than
DB, a conclusion inconsistent with the Bayesian hypothesis test. On the other hand, the ratio for rules in RR
behave in the opposite manner, and hence such a rule’s influence on the scoring of ¢ is consistent with the
Bayesian hypothesis test.

In order to demonstrate that an inconsistency in the scoring of ¢ over all rules is always possible, we show
that simple transform pairs (DB,;,DB,) always can be constructed so that the effects of WR(a) and WR(b) is ar-
bitrarily stronger than that of RR. Many constructions suffice to demonstrate this; we exhibit here a construction
that is easy to describe and analyze, though the distribution of values in the database is perhaps a bit unnatural.
It should not be construed, however, that only unnatural distributions exhibit these inconsistencies.

We consider a family of historical databases (that will play the role of DB, in transform pairs (DB .DB))
defined by three distribution parameters n,,n, and n3;, whose meamng is given as follows. For every SgA’,
where A’=A—-{B B’ }:

'DB 1 ‘=n 1 _
#( = (¢[SI=ISD)=ny _
#( = ([B)=t[B]) and (t[S]=t[S]))=n>




#(t > (¢[B1=1[B]) and (:[B'|#1[B']) and (t[S)=t[S])=n| — (ny+ns)

Figure 1. Form of the family of historical databases.

The following theorem is this section’s main result.

Theorem 3.4: Suppose that scoring function Score satisfies Properties 1-3 and that RB contains one or
more nonmaximal rules. Then for every constant D, there exists transactions ¢ and transform pairs
(DB ,DB,) such that g -

(Pr {My Ir} computed against DB ) > (Pr {My |t} computed against DB,),
yet
Score (t RB ,.DB,) — Score(t RB ,.DB,)>D,

where the Bayesian hypothesis test is computed with respect to any piecewise model for M, .
Proof: Let the nonmaximal rule (with respect to relevant attribute set A) in RB be

R: (B 1=Vl)...(Bk=Vk )—9(8 =r).

Let r be any transaction which fires and fails R, and let B’ be an attribute that does not appear in R. As
before, define A’=A~{B ,B’}. Distribution parameters n;,1,, and n, have the meaning given above.

The construction of the required pair DB, and DB, is specified in the following steps.

A. Let DB be the historical database defined by any integral values 77,75 for the distribution parame-
ters ny,no,n5 such that O<y<it <.

In DB, the values for the rules fired by ¢ thus are as follows, where S is any subset of A’. (The values
are listed as (#fired #failed) pairs.)

S=t[SN>B=1[B]) : (71 (p-72)
S=t[SN->B#B]) : (71 (7))

(S=t[SN(B’=t[B')>(B=t[B]) : (2*3.73)
(S=IISD@E’ =B’ )—>(B#[B]) : (2*73,7T3)

(S=t[SHB=t[B))>B =t[B']) : (M2 (Tr73))
(S=tISNB=t BB #[B']) : (A7)

S=t[SN-@B =t[B’) : (7),07,-73))
S=t[S)—>B #[B')) : (F1.73)

For any C different from B and B’,

S=tISDB=t[BYC=[C) : (720)
S=tISN@=tBNCHICY : (A1)

(Omitted here and from future discussions are the values of some additional rules not containing B’ in the
RHS (i.e., rules containing neither B nor B’, rules containing both B" and B” on the LHS, and rules con-
taining B’ on the LHS and not containing B). It is easy to see that the values of these omitted rules do
not change between DB and D8, and have no effect on the relationships established in what follows.)

B. Select any integer constant §,>0. Let V be the values specified in DB for the collection of rules fired
by ¢ containing B in the LHS and B’ in the RHS. Find a bounding & with respect to neighborhood 8;(V'),
whose existence is guaranteed by Property 3.1.

C. Let Y be the triple values assigned in DB to B -rules containing B” on the LHS and let A>D +¢. Find




— Score(t RF 1,@ b'),.\RF @' b )(RP\ @ &' b ), (RP,.@ &' —b')Y Z) > A,

whenever a/b —a’/b’. _. Find integer p such that p/f, ~ p/(7i,+8,, &,. Note that such an integer p
always exist, since

pd;

n2+r7251 '

plity = p l(fiptdy)=

and hence can be made arbitrarily large by selecting p sufficiently large.

-

D. Let DB, be the historical database with n, and n3 equal to 7, and 73 as in DB, and n,=p. In DB,
the values for the rules fired by ¢ thus are as follows, where S is any subset of A’.

(S=t[SN->B=t[B]) : (p.(p-7D)
(S=tISD—=>@B#I[B]) : (p.(72)

S=tISN@B =1 [B' )>B=L[B]) : (2*73J3)
(S=tISNB'=I[B’))>B#[B]) : 2*7373)

Note that the last two rules have the same values as in DB, i.e., values induced by Y.

(S=1[SNHB=1[B)—>B =I[B']) : (Wo(Tr-73)
(S=TSDB=FBD—(B #[B']) : (727)

Note that the last two rules have the same values as in DB, i.e., values induced by V.

S=tISH>@B =t[B')) : (p.p-73))
S=tS)->B#[B]) : (p.73)

For any C different from B and B,

(S=t[SD@=t[BN-(C=[C]) : (72.0)
S=t[SDB=t[BNHC#IC] : (M)

Strategy: We now consider the DB, obtained from DB by application of a simple transform in which &,
transactions are changed in accordance with the definition of a (B ,B')-transform. The result is DB, in
which the distribution parameters are:

n,=p

ny=f+0;

n3y=iy
It follows that the values for rules in DB are as follows.

(S=TISD->B=LB]) : (. p-T-6)
S=T[SH->@B#(B]) : (p,(Fr+d))

(S=T[SNB'=T[B'N>B=I[B]) : Q*7373)
(S=ISNB'=IB' NHBAIB]) : 2*7573)

S=t[SDB=t[BY)>B =t[B']) : ((@y+8).(T-75+3;) )
(S=1[SNB=t[B])>®B #[B’]) : ( (Ix+8)),(73) )

S=t[SN->E=t[B’')) : (p.(p—73)
S=t[SN>@B=#[B)) : (p.A3)

For any C different from B and B’,

(S=HSDB=IBNC=1IC]) : (7+8,.0)
S=ISHB=TBNCHIC) : (Tx+dip+3)
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on two pseudo-database PDB and PDB’, a collections of rule values whxch are inconsistent in that no dis-
tribution parameters y  these values.

E. Create a pseudo-database PDB from DB, by changing the values for the RF; rules from (RF; p .,75) to
(RF; p Jiy+8)) and the values for the RP; rules from (RP; p .p—#,) to (RP;.p p—#,~8,).

By the way p was chosen in step C (observe that the values in DB, for the remaining B rules are as
specified by Y),

Score (1 ,DB)-Score (1 PDB )>A.
F. Create PDB’ from PDB by changing the values for all rules Q which ¢ passes containing B in LHS
and B’ in RHS from

(Q, 2 (T3—73) )
to

Q. @ 2;51),('7 2 13+81) ),

and changing the values for rules Q’ of this form which ¢ fails from

(Q, 213 )

to

(Q, (Ay+8)),(3) )

Since the starting values are V and the resulting V' <8;(V), we have that

IScore (r DB ,)-Score (t ,PDB )!<t.

G. Create DB, from PDB’ by changing the values for all rules W which 1 passes which contain B on the
LHS and do not contain B’ from

(W .n2,0)
to

(W ,7i2+6,,0),
and changing the values for all rules W’ of this form which ¢ fails from

(W my713)
to

(W ,p+0,,7124+9)).

By the special cases of the monotonicity condition,

Score (t PDB’)<Score (t PDB).

Putting together our sequence of changes, we have that

Score (t ,DB )-Score (t ,DB,)>D




4. Further Reducing the Search Space: The Equivalence of Joint
and Conditional Probabiliti- with Respect to Hypothesis Testing

The previous sections focused on the problem of selecting probability models for the process that generates tran-
saction and on the effects of including nonmaximal rules in a rule base. In this section we consider another
question that arises in rule base and model design, by addressing the following question raised in [Helm891:

For a given collection C of attributes and a set X of value vectors for these attributes, how do we choose
between the joint probability Pr{CeX} and the many possible conditional probabilities
Pr{CeX,ICseX,} (where C, [X;] and C; [X,] partition C [X]) as the best quantities to include in My
and M A- ' -

Observe how this question relates to the problem of partitioning a W&S rule into an LHS and an RHS. The
main results of this section are surprisingly simple observations that allow us to eliminate this question as a di-
mension of choice, thus yielding an enormous reduction in the size of the search space proposed in [Helm89].

The following theorem demonstrates that under the Bayesian hypothesis testing procedure we have proposed,
the choice of joint versus conditional (and the possible partitionings into conditionals) is immaterial. The
theorem states simply that the hypothesis tests supported by the joint quantity and any corresponding conditional
quantity are idexgtical in that the tests apply to the same transactions and yield identical results.

Theorem 4.1: Let C be a set of attributes, X any set of value vectors for these attributes, and C,, C, and X,
X, any partitions of C and X. The quantities Pr {CeX } and Pr{CeX,!C;¢X;} support the testing of the hy-
pothesis Pr {My It } for exactly the same transactions ¢, and yield exactly the same result.

Proof: The inclusion in the models My and M, of either of these quantities supports the test Pr {My It} of ex-
actly those transactions ¢ such that ¢[C]leX; and ¢[C,leX,, i.e., t[{CleX. If the models include the joint proba-
bility, then the hypothesis test approximates Pr {My It } of such a transaction by computing:

Pr{My !t }2Pr (My 1t [C \JeX; A t[CleX 2}

_ Pr{t[C,]eXI ’\l[C2]EX2lMN}*Pr{MN}
S Pr{1(C1leX; A 1[C JeX 1My 1*Pr (My 1+Pr {T[C 1oX, A1 [ColeX oM, 1*Pr (M, )"

If, instead of the joint probability, the models include the conditionals Pr{r[C,leXIMy A t[CyeX,} and
Pr{t[CleX,IM, A 1[C,leX,}, we would approximate Pr {My It} by computing:

Pr {MN lt }EPY {MN'I [CIJEXIM[CZ]EX2}

_ Prit[C 1 & M yMe[C )& J*PriM pat[C )X )
TPri{tlC 1 X M A [C )& J*Pr{M ynt[C } X J+Pr{1[C ]| & M A t[C )} & J*Pr(M ;s t[C 1 & })
In each case, the computed quantity is equal to

Pf{t[CI]EXl AI[Cz]eXz’\MN}
Pr{l[Cx]eXl ’\l[Cz}EXz}

’

i.e., the two forms of the test yield identical results. []

This result has several interpretations. First, when designing probability models to support the Bayesian hy-
pothesis testing approach, we can reduce significantly the search space defined in [Helm89]; reduction is by a
factor proportional to number of partitions of each selection of attributes and aggregation of their values.
Second, assuming that W&S is indeed based on the Bayesian model (or approximates it), the rule base design
decision of how to partition a potential rule into a LHS and RHS showld be immaterial. Since the above
theorem is valid regardless of the model assumed for M, or of the scoring function employed, its result imply
there is no mathematical reason to estimate and test against conditional rather than joint probabilities. On the
other hand, W&S’s structuring of rules in the form of conditional probabilities may be desirable for reasons of
an efficient implementation. Our results imply that this is perfectly valid mathematically; however, they imply
also that there is no reason to consider different partitions into LHS and RHS of a given set of attributes and
their values.

A question left open by the above theorem is whether its results apply when the probabilities are obtained
via empirical sampling. That is, could it be that the joint and conditional tests differ as a result of differences in
the sampling? If so, it might be reasonable to consider alternative quantities since, in this case, they could yield

e ]




appearing in Theorem 4.1. Thatis (s:;mpling from DB),

EPr{t[Ci]=Vin 2=V, | My \DB}
= EPI'{I[C1]=V1|I[C2]=V2AMN ADB }*EPr“[CZFVzAMN ~DB}.

Proof: The result follows from a simple combinatorial argument. Let

N=IDI|

N, = #transactions in DB with ¢t[{C]=V;

N, = #transactions in DB with ¢t[C,]=V,

N = #transactions in DB with ¢[C]=V, and ¢t[C,]=V,

Then,

N
EPr{t{C 1=V, A t[C,]=V, | My ADB }=—Ni

Ny _
Y=

N -—

EPr{t[C1]=V1 | f[C2]=V2}*EP"{t[C2]=V2 | MN » DB } = (:—z)* (']—V-

5. The "Distance from Unity” Optimization Criterion

In this section, we consider refinements to the "distance from unity criterion” proposed in [Helm89] as the ob-
jective function value to be used in determining which quantities should be included in the models My and M, .

Consider again the attribute selection and value aggregation problems discussed in Section 2.2. The attri-

bute selection problem requires us to find subsets {B,, ... ,B;} of the set of all attributes {A, ... ,Ay} such

that:

(1) The quantity Pr{t[B,), ... ,t[B;]IMy} is accurately reflected in the historical database, our sample popu-
lation.

(2) The behavior of R(t[By], . . . ,t[B,]) reflects that of R (t).

The only way we know of to test whether these conditions are satisfied for candidate subsets of attributes is
experimentally. In particular, this is one aspect of the problem for which at least a limited amount of expert
feedback seems essential. With feedback, the conceptual solution to the problem would be simply to experiment
with each subset of attributes and determine which does the best job of detection (i.e., for what subsets B is the
ratio R (t[B]) a good detector).

However, it is not computationally feasible to test these conditions experimentally as we attempt to design
the model, even if feedback were readily available. What we propose is heuristics for constructing subsets B
that are potentially interesting. We then would compute probability distributions for the candidate subsets, in-
clude these quantities in one or more probability models, and test the models experimentally.

Consider how we might determine quickly if a given subset B of attributes is potentially interesting. Ob-
serve that when the distribution of

Pf{t[Bll-—-Vl, RN ,t[Bk]=vk IMN}
is, for most values v;, similar to that of
Pr{t[Bl]zvl, .. ,t[Bk]=Vk ‘MA },

the ratio R (¢[B,], . . . ,t[B:]) often is near 1. This implies Pr {My |t} is often calculated to be near Pr{My}
and hence the test has little potential of yielding information. That is, if such a collection of attributes is includ-
ed in one of the competing tests R (), the test will often contribute information approximating the a priori value
Pr{My}. It seems reasonable to conclude that such subsets B are not potentially interesting. In contrast, sub-
sets that maximize the separation for most values v; should be considered good candidates, because such subsets
provide the greatest discrimination between the models in the sense that a transaction to which the test applies
will score either very much higher or lower than the a priori value and, hence, the test yields much information.
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Pr {t[31]=v1|MN}*...*Pr{t[Bk]—_-Vk IMN}

* is far from 1, for most value.

We emphasize the two comments made in Section 2.2:

a) Methods are required (e.g., experimental feedback) to assess the quality of candidates chosen by this
heuristic. In particular, model separation is not sufficient to ensure that a candidate solution provides good
approximation to the hypothesis test Pr {My It }.

b)  Even if the heuristic measure were a perfect criterion, the problem of building solutions which optimize
the measure are difficult (probably NP-hard). Hence, search heuristics are required to build the candidate
solutions,

In order to focus on the attribute selection problem, the previous discussion simplified away the related
problem of value aggregation. That is, once we have a candidate subset B, there remains the question of how to
partition the values of B’s attributes. For a given aggregation X, . .., X, of values, the corresponding test is
based on the ratio

Prit[BleX;, ..., t[B:leX; | My}

R(I[B])‘—“P,.U[BI]EXI, cot[BrleXy My}

Since the number of possible attribute aggregations for a fixed subset B is exponential in the size of B, we
desire heuristics of similar spirit to the one discussed above.

In [Helm89] we propose to apply the distance from unity criterion to this problem as well. While this cri-
terion of maximizing information when the test applies is valid, the it is easy to see that the partition cell X; (of
each attribute B;) which maximizes this measure will always contain only a single value. However, it is quite
possible that the test corresponding to such an aggregation will apply to only a very small percentage of transac-
tions. It therefore seems reasonable that the measure of a given aggregation be based on the expected separa-
tion, computed by weighting the separation of each potential test by the probability that the test will apply to a
random transaction.

6. Summary and Conclusions

The analysis performed in the previous sections is an important first step in the development of a methodology
for designing the probability models to be used in misuse and anomaly detection. This research has addressed
three important aspects of the design problem: The role and selection of probability models, the identification of
classes of models (and W&S rule bases) that can be pruned heuristically before the search begins, and heuristic
criteria to be used in the search.

The main results of this paper translate to the following basic principles for the design of a W&S rule base,

1. Knowledge of the M, models of concemn is required in order to analyze the quality of W&S rule bases. It
appears that current W&S rule bases perform anomaly, rather than general misuse, detection as they ap-
pear to be configured for negative correlation models. It may be possible in the future to configure W&S
rule bases for other misuse models, such as piecewise and masquerader models, by applying model-
specific principles to the design of the rule base.

2.  One model-specific principle implied by our results is that if the M, models of concern are piecewise,
then rule bases containing nested rules should be pruned from the search space. In particular, any rule
which does not contain all relevant attributes, in some cases, influences in an incorrect direction the scores
of certain transaction.

3.  Independent of the M, models of concem, it appears that rule bases containing rules which are different
partitions into LHS and RHS of the same attributes and values should be pruned from the search space.

In addition to proposing a trimmed search space for the design problem, we have refined our criteria for
evaluating candidate models. When searching for subsets of attributes and aggregations of their value, we pro-
pose considering only candidates that are potentially interesting, in that they are likely to discriminate between
the models of concern. We point out, however, that this criterion alone is not sufficient to identify probabilistic
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