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Abstract

A virtual electronic medical record system is
being deploved aver the Interner with security In
northern New Mexico using TefeMad a
muftimedia medical records managemens system
theat wses OORBA-based client-server techrology
vmd distributed database architecture, The goal
of the NNM Riiral Telemedicine Profect is to
implement TeleMed into fificen neal clinics and
twe kospitals within a 25,008 square milz avea
of northern New Mexico, Evaluntion of the
project consists of three components: job task
analyst, audlt of immunized children, and Hime
motion sfudier. Preliminavy results of the
evaluaion copiporents are presented

1. Introduction

Applications of telemedicine are becoming
mese wbiquitows as technology vvolves to
sapport greater bandwidth, better security and
vast amounts of mformation. TeleMed was
developed by the Los Alames National
Laboratory Advanced Computing Laborztary to
show how zdvanced techoology conld support a
roultimedia medical records manegement sgstam
over the Internet with secarity. TeleMed"
forms "virtual paticnf records™ by Boeessing data
from multiple geographically separaie locations
using the Internet, ordinary computer bardware,
state-cf-the-ant security and & Patiemt
Identification Service (PIDS). TeleMed"s virtual
patient record dispdays pointers (o diagnostic
images, laboratory test results, medication plans,
treatmert regimens, aod a record of curecnt
mmrrunizations fom a variety of sources pwd
shows this information in 5 comprehensive,
chronological time line, Data ie actually retrieved

aoly on demand, thereby tunomizing the
bandwidth requirements.

2. Overview of Project

Los Alamos Mational Laboratocy (LANLY),
clinics across aorthern New Mexico and state
Departrnent of Health partners recopnized the
need for commprrter-based patient records in this
mral arez and formed the Northern New Mexico
Rural Telemedicine I'roject, with the
institmtional suppert of Northern Wew Mexico
Comimunity College. The project, funded by a
Departrent of Commerce {DOC) Mational
Teleconununications and Infoernatici
Adminisiration {NTLA)} grant, officially began in
1997, The goal of the project is to mnploment a
LANWL-developed prototype telemedicine system,
TelaMed, mite sightesn roral clinic: md
hospitale in the northem New Mexico region,
The project will mitally focus on the followmg
goals: inereassd Fomnnization nics, deoreased
incidence of loat, misplaced or duplicate patient
records and improved commumications betwesh
clinics of current medications and lab test remalts.
Extengions to patient encounter information will
be added at a later date.

In ordet to successtully deploy TeleMed o
these il elimics and hospitals the sites were
surveved (Table 1}. The clinice znd hospitals ars
found at elevations rangmg from 5,000 to 5,000
ft, in the moyntamows terrain of northem Mew
Mexico, spread over am area of approvimately
25,000 quare miles.” In the winter, roads ofisn
become packed with snow, As the table shows,
many of the clinivs arc open only two days per
week, If an illness of emergency atises, patients
iUzt feavel to the next available clinic, which
has no record of the patient*s medical history,
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Table 1-Clinlcal Demographic Information

Clinic

Health Centers of
MNorthern New Mexico
Health Centers of

Northem New Mexico
Health Centers of
Northemn New Mexico
Health Centers of
Northern New Mexico
Health Centers of
Northern New Mexico
Healih Centers of
Northern New Mexico
Heaalth Centers of
Northern New Mexico
Health Centers of
Northern New Mexico
Health Ceaters of
Morthern New Mexico
Hcalth Centers of
Northern New Mexico
Health Centers of
Northern New Mexico
Heatth Ceniers of
Northemn New Mexico
Health Centers of
Northern New Mexico
Las Cliricas del Norte
Las Clinicas del Marte
Las Clinicas del Norte
Espaiiola Hospital
Los Alarnos Medical
Center

Location

Chama

Coyote
Embudo
Espatiola
Highlands
LaLoma
Las Vegas
Penasco
Roy
San Mignel
Springet
Truchas
Wagon Mound
Abiquiy
El Rito
Ojo Caliente
Espaiiola

Los Alamos

Average Number
of Patients/Day

17
19
58
13
13
3%
26
17
15
13
13
12
i0
10
17
125

26

Days
Open

Mon-Fri
Mon, Wed, Fri

Mon-Fri

Mot-Fri

Mon, Tue, Thu, Fri

Mon, Wed, Thu
Mon-Fri
Mon-Fti
Tue, Tha
Mon-Fri
Mon-Fri
Tue, Thu
Wed, Fri
Mon-Fri
Mon-Fri
Mon-Sat

Mon=-Sun

Mon=-Sun




medications, allergies, Tab test results, ete., that
reside in the paper-based record at other clinics m
the region, Thus, an electronic medical record
systern bas the potential to increase quality of
care by improving communications between the
clovics,

3. The TeleMed System

TeleMad 15 desizpnad as a distribuled object
$ysheam in which the various healthcare
components are dealt with ac objects and
distribuied via the Common Object Raquest
Ergleer Architectyne (OORBA) standand. Java has
been used w implement both the client and server
side to facilitate portability ;and ease of
development. Io its corrent coniigaradion, there
are al least three servers that must be commectsd.
The first is the anthenication server thal
validales the nser fvd manages the acoess policy
for various servers. The second is a Person
Identificatiom Server (PIDS) that utilizes a variety
of demographic information to pniquely ideotify
apalient wha is the subject of treatment.
Following saccessfuoll ideniification of the
patisat, the cltent connects to a MedLib server
that provides the relevand clinical infornation for
thal paticot.  There might be multiple MedLib
servers feeding information to the client,

At of the patient demographics is lecated on
the P1DS zerver which is separate from MedLib.
The goal of PIDS is to provide o standard
method of locating person idontifiers and their
associated reeords acress facilities apd
spterprices, subject to the confidentiality
concemns and the right for monymous care. By
separating the two servers a breach 0 security
would not reveal pertiverd infurmation becanse a
name or identity will not be associated with the
tnedical data,

PIDS provides for a flexible set of traits that
can be matched with varying quality as well az
peoviding for correlation of persco identi fication
across altiple domains, Traits might include,
fir example, social scourity oumb<rs, telephons
oumbers, zip codes, and even seacches on photos
of patients who “look like this patient.”
Telebled implements this standard so that
multiple, diverse systemns can be linked together
for patient logation mformation.

Access to patient records will shll be
tegtlated by the institution creating the record.
This measare of 2ecurity offers the clinical site
the opportinity to protect their osiginal patient
data. This system allows For the ownership of
medical data to remain with it creator and aids
m the control of access ko confidential

4. Security of the TeleMed System

TeleMed bas incorporaled a security system
that pnakes it possible to model the complexity
of varying role: of healthcays providers in how
they acceas medical data. The architectare uses
pubiic/private key infrastnwtns in both hardware
aml software, The philosophy is to keep all of
the yser ideotification, passwords, amd access
policies on the server side apd cxpose a5 littde as
possible directly in the mnterfacs to the PIDS,
Maintaining privacy and confidentiality when
elecironic information systers make data much
mere accessible is of primary importance [4],
Along with the authenbication, every server
(mcluding the suthenticator) is expecied Lo
manage the policies of its dats and a wser ligt
class is provided to implenzent policies, along
with a simple epcryption elass for rodimemary
SECUME COTTINIEAOnS,

5. Evalnation of TeleMed

Throughout the project a variety of
evaloaticn strategics are being nsed to assess the
overall effectivencss of the TekeMed systen ina
rural health care setting. At the beginping of the
project su evaluation plan was devisad that
incomporated the foliowing evaluation strategies:
a job task analysis, andits of immunizations, and
time motion shedies.

Job Task Analvsis

Job sk analysis is an malytical method
that uses focus groups and writien questionnaires
to detcrmine performance stapdands necessary to
successfnlly execute a zet of acliviges, Inorder
1o analyzs the impact of TeleMed in nural health
care ssttings, the focus groups and quastichnaires
were perfonned before any changes o the
currently used paper-based systern and will ba
repeated after Telebed is in place. Two foous
groups wers assembled, consisting of
representative medical record keepers in oms case,
and providers in the other. The purpose of these
focus groups was to identify amd ok current
problems with patent records, detenmine
possible solations te the current problens, and
cstablish success criteria for die TeleMed system.
Each focus growp was asked to follow 2 specific
protacol. First, the group would either
brainstorm of carry on 2 building dizcussion to
generle new ideas, Next, g roundtable
discussion occurred 1o allow participants the
ppperbmity to slanfy points already addresscd.
Fically, the group was asked to prictitize the list
generated baged oo a gimple vote.




Medical Revgrds Keepeyz The first focus group
consisted of medical record keepers and oceumed
in September 1996. The top five cument
problenss with paticnt records, according to this
focus, were as follows:

Table . Medical Recards Kcepers: Froblems

with Paper-Based Patient Records’

1. Having the records in the right place
when they are needed

2. Communicating across arganizations
(ic. getting lab cesults accurately and
quickly)

3. Coordinatmg records (o make sare the

mest recent information i5 aveilable and

the recerd is conplete

Pozsitive 1D of patient’s records

Multiple records of same patient in

different places

el

The participanis of this group suggested that
making medical records niere easily accessible
from 3 variety of sites, as well as,
communicating among those sites would
alleviate a majonty of the current pmhlams. The
moest obviois need for this group is for
admipisivarive mformation, such as a patient's
birth date, address and billing information.
Suceessful implementation of FIDS for the
medical records keepers will be an impoertant
asparct of how this group views the success of the
TeleMed system.

Health Cage Providers The second focus group
consisted of medical record users, the healih care
providsrs, and econrred i December 1996, The
top five currsnd problems with paper-haged
medical records or potential problems of &
computer-based systcm according to this group
of providers are summanized in Table 3. A major
concern of the providers with an electronic
medical record gystem mvolved seewrity and
confidentialoty. Thiz proup would consider the
gystem a success if it conld provide a more
effictent means for accomplishing tasks without
sactificing security and confidentiality.

Dutizs and Tasks As a fingl portion of e job
task analysis each fbeys proup was asked to
follow a specific procedure fo generate topics fora
written questionnaire. First, the group listed all
the duties asgociated with their job. Next, group
members generated a list of the major tasks for
each duty that must be completed in order to

preaform that duty properly. Finally, any
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pertment sub-tasks were added to the list of
take or duties. The fioal list of tasks or dwtes
was used as fe bagis for the written

questionnaire,

Tahle 3. Health Care Providers: Prnblems

with Paper-Based Patient Records’
1. Canmot ascess basic information easily
(i.e. allergies, immanizations, past
historiez, medications, surgical

2. TInability to determine in a timely
mamer what is covered by insurance
(i.. which lab tests axre covered o
which doctors participate in the
patient’s heaith planj. Th addihion, as
healih plans chamge, clinics may not be
inforned until they try & use the plan
to refer & patient and find that the
patient’s plan will not cover the referral.
3. Transfer of information from one cfinic
t¢ anodher is slow and labor-intensive,
Difficult to get information necessary to
squalify paticnts for financial assistance,
5. No feedback on results of medical
practice (i.e. medical treatment Failures,
readmissions, compliance failures, ete.)

The writicn quesBonnaire was nged to assess
the fizquency, difficulty, time spent, and
consequences of performance of the various duties
in order to determine potential job perfommance
areas that Teleled might facilitate. The medical
record keepers repored that creafing new pauem
recosds was the mosd frequent activity, cmauug
Aggregate reports was the most time consmmning
and difficult activity, and symmarzing
individual patient cecords was the most
consequential activity, The providers reported
that paticat iderachions and docnentation of
those intsractions wers the most frequentdy
performed and tirge consuming activities whale
following up on patient progeass was the most
difficolt and consequentizl activity,

Lasi, Mising or Duplicate Patfent Records

Our evaluation strategy included
decumentstion of the msbnces of duplicate
records and the oumber of lost or misplaced
reconds, During 62 howrs of observation there
were no instances of multiple records; seven
charts were labeled by a staff member as missiog
of misplaced This number is stanstically
small, considering that bundreds of records were
accessed during chat time period.




Immeunizafions

A megjor focus of the project is the
documentation of immunization secords. The
impact of TeleMed on the timely Immunization
of all children 0-2 years old will be assessed
through CASA, a software application created by
the MNationa] Immumization Program of the
Centers for Disease Control. An initial CASA
assessmenl was done in May 1997, From this
data collection we fonnd that 221 children in the
-2 year-old range visited the climics during the
mmrnediately preceding two years, OF that
mumber, 39-35% recerved itmumzations (see
Table 41, This, however, does oot acceunt for
children receiving vaccines elsewhere, such as
from public health offices, schools, etc, It is,
however, a measare of how many childeen
visiting the clinics recerve immuntzaiions.

The fitst three vaceines listed are required for
2-year-old children and the last hvo ane
recommended vaccines. However, the hepatitis
series iz expected wo become a required vaccine
within the pext two years. The New Mexico
Public Health Department (FHIY), as a partoer in
the praject, will provide a PIDS server
containing data on all live hinths ia the state,
data which is noew routinely coflected by the
PHD. As children visit the clinies, thex
immumizations will be posted o the TeleMed
record. Simple alards to the care gaver that 2
particndar immunization is either due ot overdue
will assist clinics in providing the
irmuoizaticos on 2 timely basis. Post-TeleMed
data will be collacted oace a stable
implementation is achieved and the reanlts will
be compared with the pre-TeleMed findings.

Tabla 4: 1997 Clinical Asseszment Software Application (CASA)

Results

Clinical Total # of
Sites Children DTP4 MMRI1 HEPBR3

Visiting Clinics OpPVv3 HIB3
Health Centers of
Northern New
Mexico{? clinics) 176 7 106 83 108 a3
Las Clinicas del
Narte(3 clinics) 45 10 16 IR 16 11
TOTALS 221 B7 122 101 124 109
PERCENTAGES 304% 55% 46% 56%  49%

DTP4: Diphtheria, t¢tanus, pertussis
0PV Oral polic vaccine

MME1: Measles, mumps, Tubela
HIB3Z: Haemophilivg igfluemzae Type B
HEPEI: Hepatitia B

Time Motion Siudies

A finai sivategy used to evaluate the impact
of the TeleMed systent in nyral health care
settiogs invelves a series of time moetion studics.
A time motion stady entails decomenting &l of
the activities and movements of a sobject, as
well as the fime spent perfonning each of these
tasks, for a predetermined time period. In order
te obtxin this dats 2 research assistant visited the
three nral clmies of Las Clinicas del Norte and
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the Loa Alamaos Medical Center Emergency
Room over 2 period of soveral weeks 1o frme-
Tuly 1598, Ak each of these clinical sites the
researcher followed a receptionist‘/medical record
keeper, nurss or provider for three hous
contiosnsusly and documented the subject’s
movements on a floor plan of the site, as well as
timed each activity with a stop watch. A total of
62 hours of observations was achicved. All of
this raw data was grouped, analyzed and ranked
to deterotine which activeties are the mest time




consuming, TeleMed’s fmal decign will attempt
ta target those activities that can positively
tropact fe nsers” tasks according to the priontics
identified in the focus sroup sessions.

Owr prebiminary analysts examined oaly the
activitics of the health care providers in the Tural
clinics, Wa grouped the activities indo &
categories: 1. Patient interactions (fime in the
exam room, telephone conversations, stc.); 2.
Medical tecord mitractions {review record, create
notes, medicabiona, dictations); 3. Interactions
with other 2ifF membets {preparing for the
pahent, discussing the patieat); 4. Pharmacy
activities (gefting medications, stocking
supplies); 5. Phone calls {about patients, other);
6, Reports and correspondence; ¥, Billing
dacumentalion; 8. Continning education; 9.
Other. A summary of our resnbte of 20.4 hoars of
chservations of heglth care providers is shown in
Table 5.

Table 5, Health Care Providers:
20 hours of Time Motion Studies
Patient interactons 0%,

Medical record 21
Otiver staff 12
Fharmacy B
Thonc 5
Reporta 2
Billing 1
Continning ed ]
Other 3

This data largely validated the results of the
focus gronp sessichs. Not surprisingly, patient
imeractions dominate the health care providers'
time (39%). Medical record nueractions occupied
21% of thaeir time. Breakdowun of this category
showed that 199 of this dme is spent reviewing
the record getting ready for the patient, 24%
documenting the patient encounter; and 48%
dictations, Intesactions with other staff members
ghowed that 16% of the time in this category was
spent in preparing for the patient encoumter and
B0 discussing the patient with other staff
(pharmacists, social worker, scheduling
appointments, etc.) Phanmacy activitics ars the
aciual mechanics of providing medications to the
paticnt awd will not be changed with an
elecronic medical record. Phone calls were
infrequent as were reports and billing. The
relatively small amount of time spent in repoits
is more a reflection of the timing of our
cbservations and not necessanily an acourate

pictiure over a year's time. Focus group analysis
showed that the providers are very concerned
about being able to gemerats aggregate reports for
quality assurance reviews, which occur on a
regular, but mfrequent schedule, An electronic
tredics] record systemt has the poteatial to
provide a very real service o this area.

6. Conclusions

We are exploring a variety of strategies to
document the impact of an electroaic medical
record gystom o a nural setting. We believe that
the health care provider is the primary user of the
systero as an information source fa providing
more timely and accurate data about a patient’s
carrent medical problems and requirements,
Medical records kespers need more accurate
methods of identifying patients apd linking their
records between clipics. Both groups tecd to be
able to track and coter data Frout mulliple
SOUFCES.

The TelelMad system has the potential to
impact clinical activities i the following ways:
inopeoved patent identification, timely sharing of
patient enconniers between clinics and capability
to aggregate data across multiple patient records.
Its acceptance i the clinie, however, will be
depepdant ou itz eage of use, aceessibility by the
differend ugere and ite relishility. We expact to
ghow that access 0 an electronic medical secord
system will iocroase the insidomee of propery
immmized children in the (-2-vear-old range.
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