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In this thesis I analyze and model the emergency medical dispatch protocols for
Next Generation 9-1-1 (NG9-1-1) architecture. I have identified various technical
aspects to improve the NG9-1-1 dispatch protocols. The specific contributions in this
thesis include developing applications that use smartphone sensors. The CPR
application uses the smartphone to help administer effective CPR even if the person is
not trained. The application makes the CPR process closed loop, i.e., the person who
administers the CPR as well as the 9-1-1 operator receive feedback and prompt from the
application about the correctness of the CPR. The breathing application analyzes the
quality of breathing of the affected person and automatically sends the information to
the 9-1-1 operator. In order to improve the human computer interface at the caller and
the operator end, I have analyzed Fitts law and extended it so that it can be used to
improve the instructions given to a caller. Using EEG waves, I have analyzed and
developed a mathematical model of a person's cognitive impairment. Finally, I have
developed a mathematical model of the response time of a 9-1-1 call and analyzed the
factors that can be improved to reduce the response time. In this regard, another
application, I have developed, allows the 9-1-1 operator to remotely control the media
features of a caller's smartphone. This is needed in case the caller is unable to operate
the multimedia features of the smartphone. All these building blocks come together in

the development of an efficient NG9-1-1 emergency medical dispatch protocols.
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CHAPTER 1

INTRODUCTION

The United States Emergency Dispatch services, also referred to as the 9-1-1 Sys-
tem, originated in 1958 when the Commission on Law Enforcement and Administration of
Justice suggested replacing local police and fire numbers with a single, easily remembered,
national emergency number. Their rationale for this change was that response time during
emergencies would be reduced as those calling for help would not need to search for phone
numbers. Since then, the 9-1-1 System has evolved (figure 1.1) from the first 9-1-1 call
placed in February 1968 through an Enhanced 9-1-1 System to the NG-9-1-1 architecture
[1]. Emergency Dispatch services (9-1-1) have become an important part of modern society.
While the three-digit number has improved response times overall, improved response time
is still needed. Now, with the advent of new telecommunications technologies, we can use
multimedia services for 9-1-1 rather than being limited to voice services. Such additions to
the 9-1-1 service promise to reduce response time even more, saving significantly more lives.
Since 2005, designers have been developing architecture for integrating these multimedia
services (also called Next Generation 9-1-1 services [NG9-1-1]).

The central interaction point for 9-1-1 calls is a dispatcher at a 9-1-1 center. This

dispatcher must respond to an emergency in an appropriate manner within a short time.

Next Generation 9-1-1

Traditicnal 5-1-1 Enhanced 9-1-1
1968 1878 1988 2000 2005 2008
| | | | | =
I 1 : | | | ¥
First Traditions Enhanced 81-1 fireizss E:El-_1- 1  VolP& Telematics FCC mandstes USDOT Proof of
3-1-1Cs - s, apphications thatVolP providers  Concept Demonstration

L @) MUST offer 3-1-1 of HGE1-1
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FIGURE 1.1. Timeline of the North American emergency calling system (9-1-1).



(The NG9-1-1 target is to have a response time of 60 seconds.) Responding to the emergency
involves asking the caller specific questions to determine the type of emergency and, then, to
decide on an appropriate course of action. To accomplish this, 9-1-1 operators currently use
Dispatch Protocols that guide the operator as to which questions to ask and what actions to
take. However, existing protocols assume a voice-only call. But, protocols within the NG9-
1-1 system must allow for multimedia calls using video, voice, and pictures. For example,
many callers now have mobile devices, (smartphones) which facilitate sending of pictures and
video. Using this technology means 9-1-1 operators will be able to view pictures and video
of the emergency scene in real time, improving their ability to respond. These smartphones
also have sensors that can be used to diagnose certain medical conditions - further enhancing
the information available to dispatchers. These technological developments render existing
Emergency Dispatch protocols obsolete. It has become obvious that there exists a need
to redesign the emergency protocols so that they reflect available multimedia technologies.
Should we do so, 9-1-1 dispatchers will be able to better assists people during emergency

situations.

1.1. Motivation and Objective

The goal of protocols for 9-1-1 services is to improve not only the response time but
the quality of responses in emergency situations. Protocols for NG9-1-1 services will use de-
velopments in technologies such as multimedia calls and smartphones to improve dispatchers
response time and quality. These new technologies have turned mobile phones into personal
devices using embedded sensors. Given that smartphones have become highly popular, the
likelihood that at least one will be present at an emergency scene means the NG9-1-1 archi-
tecture can use the presence of these sensors for initial health diagnoses. For example, as
reported in this dissertation an application has been developed where the NG9-1-1 architec-
ture can take advantage of the presence of an accelerometer to evaluate breathing quality or
to measure a persons breathing rate with about 90% accuracy; a second application running
on a mobile phone can guide a person to administer CPR properly and can provide real-time

feedback about the quality and effectiveness of such CPR. Similarly, smartphone sensors can



provide heart rate and blood pressure readings with an accuracy of about 90%. Another
factor which the NG9-1-1 architecture must respond to occurs when physically or cognitively
impaired callers cannot handle a mobile phones camera controls properly. In these instances,
the emergency dispatcher must be able to gather information remotely. This dissertation dis-
cusses a third application that allows an NG9-1-1 operator to remotely control camera zoom,
lighting, and other multimedia features so that the dispatcher can evaluate the emergency
efficiently and can provide appropriate help.

This dissertation focuses on redesign of the Emergency Dispatch protocols to take
advantage of newer technologies. In the process I designed three applications that can
be used in smartphones to assist the caller and the dispatcher. These applications assist in
conceptualizing how we can redesign emergency dispatch protocols to reflect the technologies
now available. In this redesign, I focus first on the Human Computer Interface (HCI) between
the dispatcher and the computer and, second, on the interface between callers and their
smartphones. Using applications as presented here ensures that redesigned protocols not

only reduce response time but also improve the quality of responses.

1.2. Overview of Each Chapter

Chapter 1 provides an overview of the Emergency Dispatch protocols. I discuss the
problem statement. Finally I give an outline of the study and contribution of each chapter
in this document.

Chapter 2 discusses evolution of Next Generation 9-1-1 (NG9-1-1) archiecture and
the issues and challenges relating to a NG9-1-1 emergency response system.

Chapter 3 discusses the difficulties NG9-1-1 dispatchers face when needing to evalu-
ate the quality of CPR administration when neither professional emergency personnel nor
medical equipment are available at the emergency scene. In this chapter, I discuss an appli-
cation I have developed that takes advantage of sensors currently available in smartphones
to assist dispatchers in ensuring that those in the field are administering CPR efficiently and
accurately. In this chapter I also present how I used a smartphone application to calculate

frequency and depth of compressions and to give real-time guidance to improve CPR. Fi-



nally, I integrate, with the CPR process, an application which measures oxygen saturation
in blood, providing an additional measure to dispatchers for evaluating the effectiveness of

in-the-field CPR.

Chapter 4 describes use of smartphone sensors to evaluate breathing quality. In this
chapter I present experimental results of a smartphone application which evaluates vital
factors dispatchers use to determine breathing quality. In the chapter I also discuss the
smartphone placement and orientation on the body (chest or upper abdomen) to get the
best results. Finally, I describe how the application can also evaluate breathing regularity

and effort.

Chapter 5 discusses Fitts law, an important tool in the study of Human-Computer-
Interface design (HCI). Fitts law, which predicts the time required to move to an object
given the distance to the objects center and its size, has been applied to single joints. The
objective was to use Fitts law to design an efficient HCI for Emergency Dispatch protocols.
It can also be used to enhance design of joints of robotic body parts or prosthetics. In this
chapter, I extend Fitts law to model movement by multiple joints. To accomplish this, I first
establish a relationship exists between the performances of joints using the concept of atomic
movement - the movement of the fastest joint from amongst the joints under consideration.
I argue that movements of other joints are a multiple of this atomic movement. In this

chapter, I further enhance Fitts law to reflect multiple movements to complete a task.

Chapter 6 describes a study to model two types of impairment: that caused by
physical stress and that caused by alcohol consumption. This chapter discusses how EEG
waves can be used to study such impairments. The chapter presents the results of this study

and discusses implications for design of NG9-1-1 emergency dispatch protocols.

Chapter 7, describes the improvements in HCI during a NG9-1-1 call. I first present
a mathematical model of the time to respond to a 9-1-1 call. Second, I discuss factors which
improve the HCI so that response time is reduced. In addition, I present two smartphone
applications I have developed to improve HCI. The first application allows the NG9-1-1 op-

erator to control media features of an impaired callers smartphone. The second application,



called Text to Speech synthesis, allows the NG9-1-1 operator to send text to a caller. The
callers smartphone then converts the text to speech. This reduces the operators need to
read or repeat standard instructions while freeing him to complete a related activity. I also
describe in this chapter the high-level software design for these applications.

Chapter 8 discusses modifications of the Emergency Dispatch Protocolsguidelines
that 911 operators follow for each emergency. Specifically, in this chapter I discuss how I
have modified the New Jersey Emergency Dispatch Guidecards to demonstrate how using a
smartphones embedded sensor technologies effectively reduces the questions operators must
ask when they can look at a scene via video and pictures, reducing the emergency response

time.



CHAPTER 2

NEXT GENERATION 9-1-1: ARCHITECTURE AND CHALLENGES IN REALIZING
AN IP-MULTIMEDIA-BASED EMERGENCY SERVICE

2.1. Introduction

Enhanced 9-1-1 (E9-1-1) service is an essential component of crime prevention units.
Quick, efficient emergency response systems result in timely amber alerts and timely de-
ployment of police personnel at crime scenes. Firefighting services and health care services
can enhance their operational efficiency with the support of E9-1-1 services. Transporta-
tion departments make use of E9-1-1 services by responding to automatic crash notifications
in a timely manner. More recently, the state of the E9-1-1 system has become pivotal to
the operation of the U.S. Department of Homeland Security, which makes use of automatic
surveillance information in conjunction with information provided by its citizens. In an ef-
fort to overcome the limitations of current E9-1-1 services in supporting new technologies
and communications devices, the idea of a NG-9-1-1 architecture has been discussed since
the late 1990s. NG-9-1-1 is not only an adaptation of current E9-1-1 system to support new
technologies but also a whole new concept based on open standards and new technologies.
NG-9-1-1 is a dramatic change from the current E9-1-1, for it is based on two main principles:
support of multimedia information and Internet Protocol (IP)-based communications. The
main contribution of this chapter is a brief description of NG-9-1-1 system and related issues
and topics that still require investigation. The focus is on research trends rather than on
implementation trends. In section 2.2 I first provide an overview of how current 9-1-1 works
and how it has evolved. Section 2.3 briefly describes the building blocks of NG-9-1-1, showing
how a voice over IP (VoIP)-based emergency call is handled and the network architecture
and protocols needed to support it. In Section 2.4 T address the main research challenges
that must be solved to allow for a flexible, secure, and robust NG-9-1-1 architecture. In the

concluding section 2.5 I discuss the current and future work related to NG-9-1-1.
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FiGure 2.1. a: PSTN-based 9-1-1 system; 2.1b: Evolution to E9-1-1

2.2. State of the Current 9- 1-1 System

When users dial 9-1-1, the calls are routed to special call centers, which must quickly
deploy emergency services (e.g., police personnel, firefighting services) to the user’s location.

The special call centers that answer these calls are called Public Safety Answering Points

(PSAPs).

Traditional 9-1-1 systems, which date back to the late 1960s, are based on the Public
Switched Telephone Network (PSTN). PSAPs are connected to the telephone company’s
local exchange office through dedicated trunks, as shown in Figure 2.1a. Some telephone
carriers have 9-1-1 Selective Routers that distribute calls directly to the PSAPs. The user’s
geographic location is very important for routing the call to appropriate PSAP, and to the
deployment of emergency services. To obtain the caller’s location, the PSAPs access the
automatic location identification (ALI) databases, where the telephone number of each user
is mapped to a physical, street address. With the introduction of mobile phone usage, the
traditional 9-1-1 services had to adapt to the user’s mobility. New requirements were imposed
on the 9-1-1 system, and the new system became E9-1-1. With the explosive growth in the
mobile user population, the 9-1-1 methods used to locate landline phones were inadequate

for cellular phone callers. Thus, in 1996, the Federal Communications Commission (FCC)



mandated that wireless carriers add location information as well as the phone number of the

caller in all emergency calls.

To comply with wireless E9-1-1, some wireless carriers have adopted network-based
location techniques [7], while others require phones to use Global Positioning system (GPS)
technology. Figure 2.1b shows this evolution from PSTN-based architecture to E9-1-1. Here,
the wireless network needs the location of the caller and can use GPS or a location server.
E9-1-1 was an improvement over the traditional 9-1-1 architecture, but it still had many
limitations. The lack of interoperability among the various communication devices used by
first responders makes it difficult to coordinate first responders during large-scale emergen-
cies. In some counties, analog centralized automatic message accounting (CAMA) trunks
between the local exchanges and PSAPs cause delays of several seconds. This situation is
further aggravated by the use of low-speed modems when accessing the automatic location
identification (ALI) databases by the PSAPs. The current E9-1-1 services also have limited
resiliency because the primary PSAPs can route calls only through one secondary PSAP.
In an era of global wireless mobility, the current E9-1-1 communication technology lacks
global number portability; that is, the system can only handle US numbers. The capability
to handle international numbers is now a mandatory requirement in the current era of in-
creasingly mobile cell phone and VoIP devices working across the number plan boundaries.
E9-1-1 services are based on voice media only, whereas the latest multimedia technology has
great potential to improve emergency services. NG-9-1-1 will not only support the current
communication devices that we have right now much more cost-efficiently, but it should also
be 7able to adapt to new technology and support new devices” [148]. Moreover, the goal
of an NG-9-1-1 system has always been clear: to enable the transmission of voice, video,
text messages, and data in emergency communications. Text messages, images captured by
cellular phones, video images, and automatic crash notification messages can dramatically

enhance 9-1-1 services by expediting emergency responses.

Typically, multimedia-capable communication devices use VoIP technology [93, 13,

76, 79]. VoIP has established itself as the next-generation technology because of its efficiency
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and cost effectiveness.

2.3. NG-9-1-1: How it Works

It will be a long time before we see the complete departure of existing PSTN based
PSAPs. IP-based PSAPs will take the place of PSTN-based PSAPs during the next few
years, creating a ”converged network” that must interoperate successfully [15] . In a con-
verged network, the calls initiated by IP phones can also be routed over non-IP networks;
and calls initiated over non-IP phones can be routed over IP networks. The protocol used in
the network to set up calls is Session Initiation Protocol (SIP) [96]. The main components
of an IP-based NG9-1-1 network are shown in the figure 2.2. If a 9-1-1 call is made from the
PSTN, it is routed through a PSTN-IP gateway to an IP network. A call from a SIP phone
is directly routed to the IP network. The IP network first determines the caller’s location

and then routes the call to an appropriate PSAP.

e An IP phone or a VoIP phone is a device that converts audio signals and telephone
control signals into IP packets. These stand-alone devices plug into (connect to) data

networks (such as Ethernet) and operate like traditional telephone sets. Normally,



a stand-alone phone is called a hard phone, and a personal computer-based phone
is called a soft phone. A caller initiates a call by dialing the appropriate digits; for
example, 9-1-1.

e A SIP user agent (UA) exists on the caller side and the called side. The main
functions of the UA are on the caller side are to identify the dialed digits as an
emergency call, determine the location of the caller, and determine the address of
the serving PSAP [93].

e The SIP UA then sends a query to the location information server (LIS).

e The next step is to find the address of the PSAP to contact by using location-
to-service translation (LoST) protocol, developed to map geographic location to
uniform resource locators (URLs) of serving PSAPs [171]. The SIP UA uses this
address to contact the PSAP.

e The SIP proxy resolves the SIP URL to a reachable address and then routes the

call to a destination, possibly a destination SIP proxy.

A list of requirements for emergency calls made using IP phones to IP-based PSAPs
is defined by the IETF [78]. In summary, when a user dials an emergency number from an
[P phone, the call setup signaling should support different emergency numbers (e.g., dial
strings) in VoIP calls. In a SIP-based IP call, it should identify the call as an emergency call
in the initial SIP call setup signaling. A device located near the caller should add location
information or a reference to a location server in the call setup signaling. The network then
finds an appropriate PSAP based on the location information and routes the call to the

PSAP. A basic call flow is shown in Figure 2.3.

2.4. Main Challenges of NG-9-1-1

In Section 2.3, I briefly described the main building blocks for IP-based emergency
communications. NG-9-1-1 is based on IP network, which allows support for new and en-
hanced services. The networks are required to support multiple modes audio, video, and
text. The fact the network is IP-based facilitates meeting this requirement easily. The flex-

ibility provided by IP-based networks also brings with it issues and challenges that need
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FIGURE 2.3. NG-9-1-1 call flow

to be resolved. In this section I describe the new and enhanced services that the network

facilitates and the challenges and issues that need to be addressed in this network.

2.4.1. Support for New and Enhanced Services

2.4.1.1. NG-9-1-1 Services Using Short Messaging Service (SMS) and Instant
Messaging (IM)

Emergency calls can have a significant effect in saving people’s lives. When seconds can make
a difference, rapid and effective communication with the emergency call service becomes
extremely important. IP-based networks allow IM and SMS services to be integrated into
emergency communications systems. IM and SMS services are useful in several scenarios
where voice calls are not possible. These services can be used to give anonymous crime tips
to the authorities. In case of disaster situations, voice calls may not be possible because of

network overload. In this situation, people can communicate better through IM and SMS
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[187]. One of the most important uses of IM and SMS is by the deaf and hard of hearing. In
the event of a 9-1-1 call received from a deaf person on a TTY device, the call taker makes
use of the text messaging facility to ask a set of questions for determining the location and for
obtaining emergency details (from a documented list of 30 questions). There may be a time
delay in SMS communications because carriers may not give priority to SMS transmissions.
In addition, because SMS length is limited to 160 characters, the messages use acronyms
("SMS lingo”), which the 911 operators would need to learn.

There is also an issue with connection management. For a 9-1-1 call, the user would
like to talk to the same operator. But based on current technology, a subsequent SMS sent
for the same call may be routed to a different operator in the same PSAP. In addition, if
the SMS is sent from a mobile phone, the subsequent SMS may be routed to a different
PSAP. This situation is not desirable and needs to be resolved. With availability of cheap
mobile phones, it is possible for someone, even with marginal resources, to create problems
for networks using SMS; and it would be hard to locate the source of such an attack. A
network can be flooded with large amounts of SMS messages. Swatting and spoofing becomes
easier, especially with the availability of spoofing services. Finally, if SMS messages have
multimedia attachments, like video or photos, the issue of attached viruses and Trojans needs

to be explored [167].

2.4.1.2. NG-9-1-1 Services Using I'mages and Videos

One of the important improvements in NG-9-1-1 is the ability to transfer images and video
as a part of a 9-1-1 call. This ability can be used in several scenarios. Highway cameras and
security cameras deployed at strategic points can automatically transfer images of people
to a remote database location. At this location, a computer can compare the images with
a database of images of known criminals or terrorists. If there is a match, it can alert
emergency personal automatically and provide them with location information. It would
be possible to send maps and layout of the building. Alarms and sensors can be installed

at strategic points in buildings and homes. In case of any problem or unauthorized access,
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they can automatically transfer images and/or video of the location to emergency personal.
Personal medical devices can be installed at homes or institutions serving the elderly or
the disabled. In case of medical emergencies, these devices can then automatically call for
help. When a person with speaking and hearing disabilities has an emergency, the need for
visual communication becomes important. Video phones can efficiently communicate with
the hearing-impaired. The use of sign language as a special category call is needed. In
normal situations (not necessarily only for emergencies), this kind of call is handled by video
relay service (VRS) [119]. With VRS, the caller can use a computer with a video camera
and a high speed internet connection to contact a VRS communication assistant who can
communicate in sign language with the caller. In an emergency, the VRS communication
assistant will be a facilitator between the caller and the PSAP (as shown in figure 2.4). In
other words, when a VRS user has an emergency, the call is first established with the VRS

communication assistant, who then calls the PSAP.

2.4.1.3. An Efficient Reverse-9-1-1 Service for VoIP and Mobile Devices

Call services that inform the public of impending emergencies and recurring problems are
called reverse 9-1-1 (R9-1-1). The computational capabilities and intelligence of VoIP phones
can be explored to implement innovative authorityto- citizen notifications. For instance, with

[P-based devices, it is now possible to initiate automated actions, such as locking doors or
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closing air intake valves or controlling cameras remotely to zoom in or focus. An efficient
[P-based R9-1-1 system can potentially deliver emergency notifications to users outside the
area that is affected by the emergency; for example, when a user’s child is in the emergency-
affected area. Current systems that offer emergency notification services to communities
(e.g., reverse9-1-1 at www.reverse911.com), universities (e.g., Code Maroon at Texas A&M
University), and public authorities send automatic calls to users in a selected geographical
area. The basic concept adopted by such systems is one in which users subscribe to the
service and have the ability to select some preferences. The preferences can include the day
and time when the user is willing to accept automated calls, the type and nature of calls the
user is willing to accept, the type of end device to receive the message, and the name of the
agency from which messages are accepted. As it is now possible to localize user preferences
to the IP phone, it is envisioned that peer-to-peer communication instead of a broadcast
capability can improve current R9-1-1 systems.

An initial architecture for IP-based emergency notification systems was proposed by
Schulzrinne and Arabshian [76]. A more recent work by the IETF’s ECRIT working group
[159] presents the main requirements for emergency notification protocols. In addition,
the OASIS standardization organization has created the Common Alerting Protocol (CAP)
[169]. In the case of R9-1-1 calls, an important issue is whether the authorities will be
able to deliver notification messages not only to users residing in the area but also to users
temporarily visiting the area (workers, travelers, commuters). The need for this capability
brings back issue of locating mobile users and VoIP phones (fixed/mobile). In addition,
Norreys et al. [159] specify a requirement related to the converged IP and PSTN-based
network, in which the emergency notifications should be able to traverse a gateway to the

PSTN.

2.4.1.4. Human Machine Interface (HMI) Improvements and PSAPs

With the possibility of multimedia access for NG-9-1-1 networks, the job of call takers at

PSAP becomes more complex. The NG9-1-1 system will have inputs from several different
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sources simultaneously for the same emergency call - video or text or sensor data in addition

to voice. The HMI display will offer many features:

e zooming

e links to additional information

e capability to process images, video, and text

e multiple screens or multiple windows on the same large screen to display different
kinds of data

e capability to switch between different responders from different PSAPs to efficiently
direct an emergency response

e capability to select a call to answer from the queue, initiate conference calls, and
forward calls

e capability to map so that the call takers can select the appropriate dispatch unit
based on the emergency type

e capability to access supplementary data - data that is not needed by the call taker
but that may be needed by the dispatch unit (for example, the call taker need
not know about the current medications the caller may be taking, but the medical

dispatch unit may need that information)

The amount of information available, due to multi-media services, may be difficult
to manage from a single screen. The screen may be crowded with information, affecting the
operator’s ability to respond, thus requiring the screen layout to be optimized. For example,
supplementary data should not be displayed on the screen because the call taker does not need
it, but the data should be accessible to him/her for forwarding to the dispatch unit. Because
multiple screens may be needed, making it difficult to navigate between different screens
and applications, the HMI display needs to be redesigned with the aesthetics of the screen
in mind (for example, the font size and the display colors). With the increased complexity
of input data, the need for standardization becomes apparent [50]. If computer systems in
two different PSAPs cannot communicate with each other, then it would not be possible to

take full advantage of these enhanced services and would require more comprehensive and
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thorough training for the call takers. From a network perspective, if the PSAP system has
a limited bandwidth, then video and data downloads may be slow. Even though the HMI
may be capable of handling multimedia input, a low bandwidth would prevent the transfer
of complete information from the caller to the call taker and slow down the response time of

the call taker.

2.4.2. Accurate Localization of Emergency Calls in Highly Mobile Environments

Determining the location of 9-1-1 calls is one of the main challenges of NG-9-1-1 and
involves a two-part procedure. The first part is an accurate determination of the location of
the caller. Second, based on the caller’s location, the routing functionality needs to determine

the location of the PSAP that serves the caller.

2.4.2.1. Obtaining Caller location Information

Since VoIP devices can get service from any IP network/any network port, VoIP service
providers may not have the user’s most up-to-date physical address. In most cases, it is the
subscriber’s responsibility to provide his/her location to the VoIP service provider; however,
the subscriber may not update this information when the VoIP device is moved to a different
location. Furthermore, VoIP 9-1-1 calls can be made from wireless devices; e.g., dual-mode
cellular phones with 802.11 radio, laptops, and personal digital assistants (PDAs). In all
cases, the Federal Communications Commission (FCC) requires the ISP to give the location
of the 9-1-1 callers. In outdoor locations, GPS receivers can provide the location, but they
are unreliable in urban canyons. Network-based location techniques [7] are not reliable in
networks with a larger footprint compared to cellular coverage. For instance, in WiMAX
networks, which are becoming popular in the metropolitan areas, locating callers is a chal-
lenge. Assisted GPS (A-GPS) [157] has been considered a potential solution for locating

callers.

Determining location indoors is also a challenge, as GPS generally does not work

inside buildings. There have been a number of location configuration protocols proposals
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to deliver location information to end systems: DHCP [94], LLDP-MED [176], HELD [113],
but all of them rely on system administrators to map every Ethernet jack and wireless access
point and store the correct location in a location database (LIS - location information server).
Another approach for indoor location is to use Bluetooth-equipped devices that can deposit
their location knowledge within a building and transmit this information to mobile users
(for example, see http://www.wirelesswerx.com). Additionally, the secure transmission of
the location information to the end user is an issue. Among the location protocols, only
HELD provides security and information protection. In addition, the call signaling messages
must be transported over the network using secure signaling protocols, such as Transport

Layer Security (TLS) or IPsec with cryptographic capabilities.

2.4.2.2. Determining PSAP location and Call Routing

Consider the case of the user’s location provided by the access network (e.g., an Internet
access provider). Issues have been raised about Internet access providers that can potentially
hide or not provide the detailed location of the end user [77]. Among the problems this issue
may cause is the misrouting of the emergency call to the wrong PSAP. To convey location
information to the PSAP, location by reference, in which the end user’s location can be
accessed at a remote server, can be used. However, location by reference cannot be used
as an input to LoST servers for routing calls. The misrouting of emergency calls often
happens for callers using cellular phones. The location provided by the cellular network
usually is based on signal strength and not on PSAP locations. Call routing based on the
cellular tower’s location may lead to calls being routed to the wrong PSAP. This problem
has been common for E-9-1-1 calls made near highways or jurisdiction boundaries (county,
city, or state boundaries) [95]. Research work is needed on call admission of emergency calls
in cellular networks, where knowledge of the PSAP boundaries could be embedded to the

cellular base station’s infrastructure to allow proper routing of a call.
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2.4.2.3. Location databases maintenance, synchronization, and security

When the end user acquires the location information or whenever this location is updated,
the end user accesses the LoST server [171, 75] to map the location to a PSAP URL, which
is used to route the call. Maintenance of location databases such as LoST is an important
issue. These LoST servers will usually consist of a large number of synchronized servers [74]
and not simply one large server performing on its own. Hardie et al. [171] have described a
proposal for a distributed and hierarchical architecture of LoST servers. These servers can
be synchronized in the same hierarchical format as they are designed, as described in a recent
IETF’s ECRIT draft [74]. In other words, in a ”query/response” communication, each level
of the server hierarchy can communicate with other servers at the same level. There is also
the issue of accuracy of the information in the databases. As there are changes in the road
maps, new construction, and changes in the PSAP areas, the databases need to be changed.

In the NG-9-1-1 architecture, it is recommended that the location databases be lo-
cated in the Emergency Services IP Network (ESN), which is a private IP-based network
that interconnects the PSAPs and receives VoIP calls [185, 148, 132, 134]. As a result,
there are questions on how to provide high speed, secure access to these location databases
to the millions of users located in a non-secure network (the Internet), and protection to
the servers against unauthorized modification. The main security mechanisms for location
servers [135] are the use of Public Key Infrastructure (PKI) to verify credentials, the use of
passwords, SIP authentication features, and login tracing, as documented in the NENA, i3
requirements document [131]. These procedures are needed to keep the privacy of people

whose information may be stored in these databases and prevent unauthorized access.

2.4.3. Securing PSAPs: Vulnerabilities of the NG9-1-1 Network

2.4.3.1. Securing PSAPs: prevention of Denial of Service (DoS) attacks

The objective of Denial of Service (DoS) attacks to a computer system or network is to
make this resource unavailable to its authorized users. In the emergency services context,

DoS attacks can impact the availability of three types of resources: PSAP network facilities
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[124, 25], both at the network layer and the call signaling level; call-taker resources; and first
responders. Two types of attacks from IP-based devices were considered as security threats
by the IETF in RFC 5069 [130]. The first involves the use of emergency service URN in the
signaling of a non-emergency call so that the malicious caller can reach the PSAP’s network
resources. The second involves the location-to-service mapping [171], which can create a new
form of DoS attack in which actual emergency calls are directed to a different place than the
appropriate PSAP. The methods used to prevent these attacks involve providing PSAPs and
the emergency services IP network with firewalls, authentication and authorization schemes,
message integrity protection, content filtering, verified service provider, and verified location
before forwarding a call. Such measures have been proposed by NENA [133].

However, the performance of IP-based PSAPs with respect to location identification
of malicious calls and scalability are still open problems [174]. False positives mean detecting
a DoS attack that is not really an attack, but an emergency overload condition (e.g., due
to a large-scale emergency situation). False positives must be avoided in PSAPs because
counter measures to this false attack detection will prevent actual emergency calls from

being answered.

2.4.3.2. Signaling interworking (PSTN and IP) vulnerabilities

Another challenge is to secure PSTN-based PSAPs in the converged network (figure 2.3). The
traffic from one domain can affect the performance of the other domain. The PSTN consists
of thousands of interconnected network elements over dedicated circuit-switched facilities
that use the SS7 (Common Channel Signaling System No.7, SS7 or C7) system, which
relies on a model of trusted neighbors. These gateways have the ability to provide protocol
translation between circuit and packet-based networks (i.e., SS7 and IP, respectively). Since
there are no concrete security controls to prevent malicious messages traversing the SS7
network, vulnerabilities that exist in IP-based networks may propagate and thereby affect
SS7 networks. The work of Sengar et al. [80] addresses several of these vulnerabilities; for

example, a blind conversion of a SIP header into an ISDN User Part (ISUP) parameter.
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For an emergency call that is originated at the PSTN and destined to IP-based PSAPs, one
threat is the falsification of automatic message parameters such as ”caller ID,” which can

lead to DoS.

2.4.4. Continuous Availability of PSAPs

2.4.4.1. When a communication link fails

We foresee an immediate need for highly available 9-1-1 service in the converged networks
(PSTN and IP-based). This means keeping 9-1-1 sessions alive even when the PSAP or
links fail in the middle of a call. This is very difficult while a session is in progress. In
VoIP networks, this switching should happen within 50 ms (this is 99.999% availability and
translates to 5 minutes of downtime for 1 year) [184]. During the switchover, we need to
keep the existing sessions active and at the same time complete the new calls. Furthermore,
when a large SIP proxy with Transport Layer Security (TLS) support goes down, it takes
a significant amount of time before all the SIP user agents can re-establish a transport
control protocol (TCP) connection and a security association. It can be life threatening
when one tries to dial 9-1-1 and fails to complete the call due to a flood of TCP and TLS

resynchronization mechanisms.

2.4.4.2. Fault Tolerance and Redundancy

A lot of literature is available on redundancy and fault tolerance; but by and large, they do
not address the problem of transferring multilayer contexts between the active and backup
nodes, particularly when changeovers in the middle of a session are required. One of the
methods of achieving redundancy is by connecting one or more network processing systems
in parallel and connecting each network processing system to its redundant mate. The
redundant network processing systems continuously exchange the state information using

out-of-band network.
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2.4.5. Addressing the Challenges in the NG-9-1-1 Architecture

Figure 2.2 illustrates the architecture and protocols of a successful deployment of
NG9-1-1 system that also addresses some of the challenges mentioned in the previous sec-
tions (based on the ”system of systems” defined in NENA [134, 137]. IP-based end devices
receive their physical location from any number of LCPs (DHCP, HELD [113], LLDP-MED,
GPS, etc.) and query the LoST server with that location for the correct PSAP URI. In
the event of an emergency call, the correct PSAP will be contacted regardless of whether it
is PSTN-based or IP-based. Each call must be made under a secure SIP transmission and
carry location information encapsulated within a PIDF-LO document. If the call reaches
a PSTN-based PSAP, the receiving SIP proxy must translate the IP messages to the SS7
gateway for secure delivery over the PSTN network. If the call reaches an IP-based PSAP,
security measures must also be taken to ensure that the caller’s location will only be accessed
by the appropriate parties such as the PSAP call taker and the necessary authorities. For
highly mobile users, we envision more dynamic location systems provided by the environ-
ment. If GPS is not available, the use of location-aware sensors or special devices, and even
neighboring users in a peer-to-peer fashion, might be able to wirelessly inform the mobile
device of its location. However, attention must be placed on the format and security of the
location information when using different location techniques. Moreover, the interoperability
between PSAPs and different location configuration protocols must be carefully validated.
To ensure continuous availability, the timely re-routing of calls between [Pbased PSAPs and
successful transfer of media context is required; and the SIP protocol must be able to sup-
port that. In addition, a SIP-based third-party call controller (3PCC) must be available not
only to ensure the handling of calls at the PSAPs [185] but also the communication between

emergency responders and other public safety agencies.

The implementation of the security protection on the border of the Emergency Ser-
vices Network (ESN) has been discussed in a NENA document [137] that shows the use of
Session Border Controllers, which receive the SIP messages before the messages are sent to

the Emergency Services Routing Proxy. Border Session Controllers can be seen as firewalls
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for VoIP applications. This solution is still under discussion as there are scalability and

reliability issues for using such devices to intercept and filter all emergency call requests.

2.4.5.1. When there is a large-scale emergency

During mass casualty events, each incident is likely to trigger dozens or hundreds of calls,
as callers independently call 9-1-1, largely reporting the same information. Often, such
redundant calls can be identified on the basis of their location. With IP-based PSAPs, calls
that overflow the primary PSAP can easily be redirected to other PSAPs outside the affected
area or even to third parties, such as Red Cross volunteers. The advantages of VoIP services
have been observed during disaster relief operations in the last few years. VolP services
provide a backup to the traditional PSTN services. VoIP technology has been used by
several entities like the FEMA, the Red Cross, the army, hospitals, emergency responders, call
centers, utility workers and also private businesses affected by disasters to restore services.
This backup can be achieved by moving the communications services equipment outside the
affected buildings. VoIP is proving to be an efficient and effective disaster recovery solution,
for example during the Katrina disaster and the Mississippi floods. After Katrina disaster,
the New Orleans city officials, hospitals and homeless shelters relied on VoIP-based services
for several days. The storm had knocked out millions of phones lines, cellular sites and also
emergency call centers. VoIP based services provided a quick and reliable back-up to restore
communications. When Mississippi faced vast floods, VoIP network was able to provide
relief to the affected areas by critical communications to the relief agencies. This shows the

robustness of this technology as the basic landline services had failed during the crisis.

2.5. Current and Future Work
2.5.1. NG-9-1-1 Progress

A prototype of a NG-9-1-1 is described in the work of Kim et al. [192]. More
recently, a proof-of-concept NG-9-1-1 system was demonstrated at SIGCOMM 2008 [185].

It showed calls, with different media types, originating at different access networks (e.g.,

22



PSTN-based devices, and IP-based devices). The calls were routed to emergency services
router proxies (ESRPs) and directed to IP-capable PSAPs. At the PSAPs, a third-party
call controller handled the calls, directed them to call takers, and allowed a conference
system with emergency responders. This NG-9-1-1 proof-of-concept was the result of a
project sponsored by the USDOT, implemented by students at Columbia University and
Texas A&M University, and managed by Booz-Allen Hamilton. The system implemented in
both universities was able to test calls originating at Booz-Allen Hamilton’s office to PSAPs
in different locations throughout the country. The NG-9-1-1 proof-of-concept represents a
critical step and an important building block to validate the IP-based NG-9-1-1 system.
It allowed the testing of IP-based emergency calls to IP-based PSAPs based on five main
scenarios: calls from traditional wireline phones, calls from cellular phones, text messages
(SMS), telematics service messages (e.g., automatic crash notification system), and calls from
fixed /enterprise VoIP devices. In this testing, location conveyance in the signaling messages
using PIDF-LO was implemented. Emergency call routing using LoST protocol and ESRPs

were also validated.

In the NG-9-1-1 proof-of-concept, the idea of using ESRPs for policy-based routing
was tested and showed the flexibility to re-route emergency calls to any PSAP (e.g., PSAPs
that are not overloaded or PSAPs with special capabilities, such as with operators who un-
derstand sign language). Note the extension of this idea that a PSAP can now be anywhere,
even in a mobile device such as laptop. This proof-of-concept and all the technology behind
it will require people to adapt to this new idea, in which a PSAP does not have to be a
centralized call center as before but rather can be a much more flexible, portable, and less

costly system.

However, the NG-9-1-1 proof-of-concept showed the need for much more work, mainly
to address the challenges covered in Section 2.5. Standards are still being developed; and
work is needed to define the operational policies, not to mention the transition issues that

need to be solved to allow for widespread use of NG-9-1-1 services.
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2.5.2. Future Work - A New NG-9-1-1 Test Bed

The standards being developed by IETF, NENA and other standard bodies represent
the future of telecommunication networks, which are a critical infrastructure for emergency
communications throughout the world. However, there is no measured data on the scalability
and vulnerability of these protocols. Hopefully, a test-bed will fuel the research on this
emerging area, and make the deployment of the NG-9-1-1 system feasible in the next 4-
10 years. As a follow-up to the DOT’s NG-9-1-1 proof-of-concept project, a test bed and
experiment with the NG9-1-1 system will be developed. It is a multiuniversity project
(geographically distributed) funded by the National Science Foundation (NSF). The test
bed will support experiments that can be used for research and development of NG-9-1-1
services [152]. Early implementations of the test bed will concentrate on the core 9-1-1

functionality and the issues related to high availability, security, and disaster recovery.
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CHAPTER 3

EFFECTIVE CPR PROCEDURE WITH REAL TIME EVALUATION AND
FEEDBACK USING SMARTPHONES

3.1. Introduction

Cardio Pulmonary Resuscitation (CPR) is an emergency procedure performed on
people under cardiac arrest and on people who stop breathing due to reasons such as drowning
[128]. CPR’s main benefit is that it maintains blood flow, which prevents tissue and brain
damage. The procedure involves creating artificial blood circulation by applying rhythmic

pressure to a person’s chest. The blood then carries oxygen to body organs.

References to resuscitation attempts can be found in ancient texts that date back
thousands of years [181], but the first known attempts at resuscitation in modern times
occurred in the 18th century. Practitioners, then, used various techniques to resuscitate a
person who was unconscious or not breathing. These included blowing air into the mouth,
massaging the chest, tickling the throat, or applying manual pressure to the abdomen
(144, 56, 37, 178]. These methods were most effective when used for drowning victims. Over
the years, practitioners refined the techniques, and until 1950s, the accepted resuscitation
method was applying back pressure and arm lifting [56]. James Elam developed the currently
used CPR method in 1954 [177]. He along with Dr. Peter Safar demonstrated the supe-
riority of their CPR method to earlier methods. Their method used chest compressions in
combination with periodic mouth-to-mouth breathing. Latest guidelines from the American
Heart Association have modified the Elam and Safar CPR approach; the AHA recommends
using Continuous Chest Compression (CCR) because this approach works better than peri-
odically stopping compressions for mouth-to-mouth breathing [128, 153, 104, 57, 65]. The
first organized attempt to make citizens part of the emergency procedure in cases of car-
diac arrest was made in Seattle in March of 1970 [35, 40]. Fire department personnel were
trained in CPR so that they could perform it on the victim before paramedics arrived to

attempt defibrillation. The data gathered from this exercise proved that when CPR was
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started within 2-3 minutes of the event, survival chances increased. In 1972 the project was
expanded to train over 100,000 people [36]. Over the years, community-based CPR training
of general public has expanded across the United States. In 1981, Washington State started
a program to give telephone instructions for CPR [39, 55]. Emergency professionals learn to
provide CPR instructions to the callers before the paramedics arrived. This increased the

rate of bystander-provided CPR by over 50%.

3.1.1. Effective CPR
Effective CPR consists of the following procedure [128, 181]:

e Lay the person flat on his back.

e Place your hand flat on the person’s upper chest between the nipples. For infants
only two fingers are used the middle finger and the index finger. For adults only,
place your second hand above the first hand (for children only one hand is used).

e Start applying pressure to compress the chest.

e The recommended rate of chest compressions is about 100 per minute.

e The depth of chest compression is about 2-2.5 inches for adults, about 1-1.5 inches

for children, and about 1/3 inch for infants.

Original AHA guidelines emphasized A-B-C as a CPR guideline. In the acronym,
A stands for airways, meaning that the person giving CPR needs to make sure that the
airways are open; B stands for Breathing, meaning that the person giving CPR does mouth-
to-mouth breathing; and C stands for Chest Compressions. In traditional methods, periodic
mouth-to-mouth breathing is also done to replenish oxygen supply, but newer guidelines
suggest that continued compression is more important. The acronym has been modified
to C-A-B. Consequently, mouth-to-mouth breathing has now become the third, optional,
portion of CPR [128, 181]. The primary reason for the change is that most bystanders or
paramedics hesitate to use mouth-to-mouth breathing with unknown people because mouth-
to-mouth breathing may cause spread of infectious diseases [24, 21, 164, 186]. Apart from

concerns over infections, there has also been discussion on how often to give mouth to mouth
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breathing. Normally there is enough oxygen in the blood stream to only do continuous chest
compressions. Breathing is needed only if the oxygen saturation in the blood stream falls.
Since an oximeter may not be available at that moment, there is no way to determine
the oxygen level; therefore, it is difficult to determine whether mouth-to-mouth breathing is
required. Making mouth-to-mouth breathing optional ensures that chest compression begins
within the critical survival window.

Experts are also debating the need to give mouth-to-mouth breathing in cases where
the blood oxygen saturation level falls. A person’s Blood Oxygen Saturation Level (BOS)
indicates how efficiently a body’s blood cells retain oxygen. Cardiopulmonary Resuscitation
is performed to force the movement of oxygenated blood through the circulatory system and
prevent the damage of vital organs in the body. The level is measured by analyzing the ratio
between the amount of oxygenated hemoglobin and the total amount of hemoglobin present.
The ideal ratio ranges from 95% to 100%. Among other things, BOS level ranges can help to
determine a person’s risk of lung disease and tissue death. This chapter, however, focuses on
the BOS level’s ability to determine the Cardiopulmonary Resuscitation’s efficiency. With
the knowledge of a victim’s blood oxygen saturation level, the decision to give mouth-to-

mouth breathing may be necessary to keep oxygenation at a healthy level.

3.1.2. Use of Technology for Effective CPR

Over the years, awareness amongst the general public that CPR can be a lifesaving
procedure has increased. There is a growing use of technology that aids people in performing
CPR. Several devices provide CPR training. These devices improve the quality of CPR by
providing feedback on proper placement of hands on chest and the correct frequency and
depth of compressions [193, 19, 105]. Mechanical devices which give accurate frequency
and depth of chest compression provide automatic CPR. Studies have shown that these
automated CPR devices improve the survivability of patients who need out-of-hospital CPR
[97]. During an emergency it is likely that a person trained in CPR may not be available.
In such situations 9-1-1 operators help the caller to administer CPR by giving instructions

over a phone. In such instances, a readily available technology would be useful in ensuring
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that people untrained could deliver CPR properly. Recently smartphone applications have
provided video instructions on how to give CPR [100]. If the application is not available,
a 9-1-1 operator can help in downloading that application. However, having to download
the application and then watch the video seriously reduces the window of survivability for
the injured person. Alternatively, there exist devices that give real-time feedback on the
quality of CPR [66]. This chapter reports on such a real-time feedback application that I

have developed.

3.2. Motivation

During an emergency situation, it is highly likely that persons trained in CPR are
unavailable. Even though devices can provide automatic CPR, these devices are highly un-
likely to be accessible at the time of need. In such cases, an untrained person will need to
administer CPR. In these situations, 9-1-1 operators provide CPR instructions over a phone.
However, the success of such an approach depends upon the emotional and physical capa-
bilities of the person actually administering the CPR. With newer technology, the operator
may even attempt to send video instructions, which may assist in improving the CPR given.
However, again, the 9-1-1 operator may not have all the information necessary to determine
whether the CPR is being done efficiently and helping the injured person.

Currently, 9-1-1 operators cannot evaluate the results of CPR remotely and, in fact,
there is no proven method to evaluate CPR effectiveness even when a trained person is
giving the CPR. In this chapter, I present a method to evaluate CPR performance in real-
time without the need of special devices. Using the sensors in a smartphone, such as an
accelerometer, I describe an application that can evaluate and guide a person in giving
effective CPR while providing timely feedback to the 9-1-1 operator. Figure 3.1 depicts a
flow chart of a CPR evaluation system. A mobile phone controller (box 1) holds an algorithm
to evaluate data from sensors (box 3). The system (box 2) consists of the affected person and
the person giving the CPR. A feedback loop to the System (CPR giver) provides corrective
action.

As mentioned in prior sections, continuous chest compressions have been emphasized
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FiGure 3.1. Flow Chart of a CPR Evaluation System. The smartphone’s
sensors provide feedback about chest compression frequency and depth, and

about blood oxygen saturation levels.

over cardiopulmonary resuscitation as the most critical CPR procedure to perform in an
emergency. That said, mouth-to-mouth breathing remains a viable option in certain cases,
especially when trained personnel are present. I present a smartphone application which
measurers the blood’s oxygen saturation level without specialized equipment. In conjunction,
one smartphone can be used by the person giving the CPR where it measures the frequency
and depth of compressions. A second smartphone can then be used to measure the oxygen
saturation level. The data from these smartphones is continuously reported to the 9-1-1
operator who can use the information to guide the CPR giver. A patent has been filed
by one of the authors for devices that can measure the vital signs using sensors of the

smartphones [44]. Figure 3.2 summarizes how CPR could be enhanced with these devices.

3.2.0.1. Issues and Source of Errors

Calculating depth using an accelerometer does not present a trivial task. It involves inte-
grating acceleration readings to compute velocity and further integration of the calculated
velocity to find the displacement or distance of movement. This error-prone process requires
a sophisticated algorithm to determine the displacement. Several sources of error may arise

in this process:
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FiGure 3.2. CPR and Its Evaluation. The compression frequency, depth and

the oxygen saturation levels are reported to the 9-1-1 operator. The person

giving CPR has a phone tied to the hands, as shown in the picture below the

arrow. A smartphone is also placed near the hand of the person receiving the

CPR with finger on the camera lens as shown in the second picture below the

arrow.

e Errors inherent in the accelerometer or caused by noise from the electronic signal.

e External errors: errors caused by force applied to the accelerometer such as lateral

movements of the hands during CPR or movement in a vehicle when a patient is

being transported while receiving CPR.

e Error due to drift: these errors are introduced during the compression of the chest.

For example, the chest may not fully recover to its normal position before the next

compression is started. This drift results in the device reporting an incorrect starting

position of the compression.

Unfortunately the process of double-integration on these readings compounds these ac-

celerometer reading errors - even a small error can produce large variation in calculated

displacement.
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Measuring blood oxygenation levels using a smartphone is even trickier because the
method has to be non-invasive, should not require additional devices, and should be simple

and quick for anyone to use, even if not a health professional.

3.2.1. Methodology for Measurement:

This section discusses the methods to measure the frequency and depth of chest
compressions and the oxygen saturation levels using smartphones. These three figures can

guide persons administering CPR, even when they lack CPR training.

3.2.1.1. Frequency of compressions:

An accelerometer measures acceleration of movement in the x, y, and z axes. When people
lie on their backs, chest compressions are in the direction of the Z axis. So, each upward
movement is considered to be negative acceleration; each downward movement is considered
to be positive acceleration. A complete up and down movement counts as one compression.

I, therefore, calculate the frequency of compressions as up-down movements.

3.2.1.2. Depth of compressions

The compression depth is calculated using the acceleration measurement. The accelerator
sends measurements to the smartphone’s processor every few milliseconds. The processor,
in turn, calculates the compression depth. Travers, et al. offer a basic theoretical framework

for measuring distance (depth) from acceleration [181]. Their straight-forward approach is

to:

(1) Calculate velocity from acceleration as follows: Given acceleration (a) and a period
of time (t), it is possible to calculate the change in velocity during the relevant time
period. If the original velocity is available, the change in velocity at the end of the
time period is calculated using the equation:

(1) Av = at
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where Av is the change in velocity during time period t. If the velocity at the start

of the time 0 is vy, then velocity at time t is:

(2) v =19+ Av

(2) Calculate the distance as follows:

where Ad is the change in distance, vy is the velocity at time 0, and v is the velocity

at the time t. If dj is the distance at time 0, the distance at the time t is:

(4) d = Ad+ dy

Unfortunately, these calculations assume a straight-line motion, which is not the case
for CPR. CPR measurements, instead, resemble sine curves. Consequently, I require other
methods to calculate displacement. More importantly, I need to calculate displacement in
real-time. This means I need to find velocity and displacement while the accelerometer read-
ings are still being logged, and so I need to use numerical methods that allow for integration
on data readings as they are logged. One method, trapezoidal rule, offers an approximation

technique for calculating the integration.

The existing literature on calculating displacement from accelerometer readings is
based on devices that are dedicated to CPR compressions. Dedicated devices can be cali-
brated accordingly. In most emergency situations special devices may not be easily accessible,
but a smartphone with an accelerometer is more likely to be available. The project assumed
that an untrained person administers the CPR and does not have access to such dedicated
devices. I was unable to collect experimental data when CPR is performed on actual person.
For obvious reasons it is not feasible to perform CPR on healthy people. I could collect data
in CPR classes which use manikins that simulated chest compressions. For the experiments,

I collected data by placing the smartphone in the middle of the chest.
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3.2.1.3. Blood Ozxygen Saturation level:

The Blood Oxygen Saturation Level is determined by using the camera lens of the smart-
phone [71]. Pulse oximeters measure the visible and infra-red spectrum of the oxy-hemoglobin
and de-oxy hemoglobin, respectively. A pulse oximeter works by exploiting particular prop-
erties of light. When light passes through a substance (such as blood), the substance absorbs
a certain amount of light. The amount of absorbed light depends on the sample’s concen-
tration, the sample’s absorbance capacity, and the light’s path length. The BOS level is

calculated using Beer-Lambert’s law:
(5) A = abc

where, A is absorption; a is molar absorptivity of the sample, ¢ is concentration of the
sample, and b is path length.

Oxy-hemoglobin (HbO2) and deoxy-hemoglobin (Hb) absorb light at different wave-
lengths. Oxy-hemoglobin (HbO2) absorbs more infra-red light than deoxy-hemoglobin (Hb);
Hb absorbs more red light. The color red is in the spectrum 660nm. The infrared spectrum
has a wavelength of 820nm-950nm. Oxygen saturation is calculated using the following

relation:

ACred/DCred

(6) SpO2 = f(8)swhere ¢ = (S EHE )

3.3. Experiments and results

I conducted several experiments to collect data. During each data collection, problems
were encountered that required resolution. In this section I discuss issues encountered during
data collection and the steps I took to resolve them.

One of the first problems resolved concerned placement of the smartphone on the
person receiving CPR. CPR cannot be performed if the phone lies directly on the chest.
Such a placement can be extremely uncomfortable and can cause injury if the smartphone
is pressed against the chest during CPR. Placing the smartphone between the palms of the

person giving CPR is also not feasible. The screen may crack under pressure. Additionally,
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FicURE 3.3. Accelerometer Readings Plot for Student in CPR Training.

Compressions are not uniform over time. Depth is inconsistent over time.

this placement is uncomfortable for the person giving the CPR. The ideal solution was
to place the phone above the hands of the person giving the CPR (Figure 3.2). In these
experiments, I tied the smartphone to the hands so that it did not fall off. This can be done
by any piece of cloth such as a shirt or undershirt. Another issue that needed to be resolved
was which type of manikin to use. There are two kinds of manikins used for training: a soft-
chest (sponge) manikin and a hard-chest manikin. Figure 3.3 shows the accelerometer plot
for a student performing CPR on a soft-chest manikin; Figure 3.4 shows a similar plot for an
instructor performing CPR on a soft-chest Manikin. Figure 3.5 shows the same instructor
doing CPR on a hard-surface manikin. It may be observed that the best results were from
the instructor doing the CPR on a hard-surface manikin. I used a hard Manikin to test my

algorithm.

3.3.1. Algorithm for calculating Frequency and Depth of Compressions

Calculating the frequency of CPR compressions is done with an accuracy of greater

than 95%. When the accelerometer moves towards gravity, the acceleration is considered
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Sponge Manikin.

positive and when it moves against the gravity, it is considered as the negative direction. I
count the number of times the accelerometer readings show a change in the sign of magnitude
from positive to negative number.

However, calculating depth of compression is subject to errors from several sources,
and so I fine-tuned my algorithm to reduce the influence of such errors on the results. In
this section I document efforts to improve the accuracy of calculation of depth of CPR com-
pressions. When I used a simple method of double integration to calculate the compression
depth (see Figure 3.6), the depth of compression varied up to 40 cm. The method needed
correction to more accurately measure compression depth.

The first issue to resolve is the granularity of accelerometer measurements. During
the first attempt at collecting the CPR data, I used smartphone model Google-1. This
accelerometer logged in its readings with time gaps between tens of milliseconds and hundreds

of milliseconds. As a result, the calculations derived from these readings were inaccurate

35



acceleration s time
10 ] T T T T

acceleration in misis

4 l 1 | 1 |
L] 1 2 3 ) 5 B

firna m mg : ID'

F1GURE 3.5. Accelerometer Readings for Instructor Doing CPR on Hard

Manikin. Compressions are uniform over time. Depth is consistent over time.

and inconsistent. One of the reasons for this was the large time gap in the readings. The
integration function uses the magnitude of acceleration and velocity over the time period
between two successive readings. So, if the time between two successive readings was large,
the algorithm calculated too large a displacement value. A more modern version of the
smartphone [Samsung Galaxy| provided a higher granularity of readings, giving more than
100 readings per second. Furthermore, the readings are spaced at a more uniform time gap,
increasing the accuracy of depth calculation. A major change in the basic algorithm to
calculate the depth used the fact that CPR involves restricted and repeated movements in

a vertical direction.

As mentioned earlier several sources can cause errors in displacement measurement. I
found even a minor error in the acceleration magnitude results in a large error in displacement
measurements. One way to reduce such errors employs calculating a rolling average of veloc-

ities. I modified the algorithm to calculate a rolling average after a number of accelerometer
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readings were logged.

Finally, the following method to reduce the errors has proved to be the most promis-
ing. First, I took advantage of the fact that CPR movements are in vertical direction and
are repeated motions within a range of 2-2.5 inches. I used this fact to reset the calculated
velocity to zero each time the motion changed direction. Note that compressions have zero
velocity points twice during each chest compression - velocity is zero at the start of the
compression, but the velocity also returns to zero when the chest, fully compressed, starts to
return to its normal position. I determined these two points and reset the velocity to zero,
even when the calculated velocity was not zero. This avoided error build up. Similarly, I
reset the depth calculation to zero at the start of each compression, even though the calcu-
lated depth might be non-zero. Figure 3.7 shows a plot of the acceleration magnitude and

the corresponding velocity and the calculated distance.
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The bold dots show the points where velocity is reset to zero. This solution localized
errors of magnitude to within one compression, which provided further correction to errors

that build over time. Particularly, this adjustment to the algorithm reduced error caused by

drift.

3.3.2. Accuracy of the Distance Calculation

In this section I describe the method used to determine the accuracy of distance

calculations. The experimental setup consists of the following steps:

e Write an android application to calculate the CPR depth from the smartphone’s
accelerometer.

e Use a commercially available manikin designed for CPR training to collect data.
The force required to press the manikin’s chest matches the actual force required to

press a human’s chest during a real CPR.
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FiGure 3.8. Manikin for CPR. Lines of scale are superimposed to calibrate

movement as the manikin chest is compressed.

e Use a Mobotix camera to record CPR compressions. The professional security
Mobotix camera allows us to study video frame by frame and determine actual
depth of compression.

e Compare the calculated CPR depth for each compression with the actual movement

observed on video.

Figure 3.8 shows the manikin used in the experiments. I overlaid a scale on the image
to allow us to calibrate the actual movement during CPR as compared to the observed move-
ment on the video frame. As CPR was performed, the smartphone recorded the calculated
depth in a file. The Mobotix camera recorded the CPR process in a file. After recording
40 seconds of CPR, the video file was played frame by frame and the actual depth of CPR
was measured. My algorithm then compared the two to determine the difference between
the actual depth of compression (as observed on the video frame) and the depth calculated

by the application.
3.3.3. Results

In this section I present the experimental results. I discuss the application’s accuracy
of depth calculation. The application prompts the CPR giver to increase or decrease the
depth of chest compression to meet the 2-2.5 depth requirement. I, also, discuss the accuracy
with which the application provides alerts. Similarly, the application gives a prompt when
the frequency of compressions is not within a range of 90-100.

I conducted experiments using 40 volunteers. Each volunteer performed CPR for
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FI1GURE 3.9. Accuracy of Each Compression as Calculated by the Application
for One Volunteer. The range is from a low of 57% to a high of 98%.

about 30 seconds. The number of compressions volunteers performed during these 30 seconds
ranged from 30 to 50. Figure 3.9 shows a scatter plot of each compression for one subject.
It shows the accuracy of the depth calculation done by the application as compared to the
actual depth as observed in the Mobotix video. The application’s accuracy ranged from a

low of 57% to a high of 98%. The other 39 subjects had similar ranges of accuracy.

3.3.4. Accuracy and Frequency of Alerts

In the previous section I discussed the accuracy of the application to determine the
depth of compression. The focus was on how accurately the application can calculate the
depth as compared to the actual depth. In this section I focus on the frequency and accuracy
of giving alerts.

As has been noted earlier, the person administering the CPR must accurately judge
whether the chest has been compressed to the recommended depth before releasing the chest
to return to normal. The application gives an alert when the depth of the compression falls

outside an acceptable standard range. One of the questions I had to answer was ”When
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should the application provide an alert?” One of the factors I considered was the accuracy of
application’s calculation. If the accuracy of a particular calculated depth of compression is
low, then the decision to provide an alert by the application may be inaccurate. Figure 3.10
shows a bar plot comparing the actual compression depth and the calculated compression
depth for the same volunteer as in Figure 3.9. It may be observed that the calculated depth
value reaches near 2 inch value for many compressions, but the actual depth never reaches
the 2 inch value. So, for these compressions, the algorithm will not give an alert, even
though it should have given one. I address this issue by averaging the calculated depth over
a period of time. Some of the calculated errors have a positive magnitude and some have a
negative magnitude. So an average provides a better accuracy. Table 3.1 shows the accuracy

of average over different time durations ranging from 1 second to 10 seconds.
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A second factor is alert frequency. It is not feasible to alert for every compression.
Too frequent alerts can overwhelm the person giving CPR. A person requires a few seconds
to understand and respond to an alert. By the time the person reacts, another alert may
already have sounded. This leads to confusion and the person may not be able to adjust

their compressions accurately and in a timely manner.

I did an analysis to decide how frequently the alert should be given (Table 3.1).
When the application gave an alert for each compression, out of a total of 38 alerts (for 38
compressions in that session), 21 alerts were less than 90% accurate. This means that for
21 alerts the accuracy of calculated depth as compared to the actual depth was less than
90%. When the application gave an alert every second, I averaged the calculated depth
of all compressions within each second. As Table 3.1 indicates, the total number of alerts
for one second will be 20. Of these 9 alerts will be less than 90% accurate. When the
application gave an alert every 6 seconds, then 4 alerts were more than 90% accurate. I
continued this analysis through 10 seconds. At 10 seconds, the application gave two alerts,
each 100% accurate. I conclude that the accuracy of alerts increases when an alert is given
every few seconds rather than for every compression. The accuracy improves because the
errors with negative magnitude adjust the errors with positive magnitude with in the time
period. So the overall accuracy improves. Within the 6-7 second range, the application’s
accuracy is reasonable at more than 90%. But, the experiments suggest an alert every 6-7
seconds does not provide persons giving CPR enough time to adjust their CPR compression
depth. The experiments also suggest that an optimum time for giving alerts is every 10

seconds. However, I still need to decide the optimum time gap between alerts.

As explained, alerts provide feedback to a person giving CPR so that person can
adjust the compression depth or frequency to fall within a prescribed range. Figure 3.11
shows a scatter plot of the compression depth for one subject. The duration of CPR session
depicted in this plot was 120 seconds. The application issued alerts when the compression
depth fell below 1.5 (Low Alert) or rose above 2.5 (High Alert). Initially, the compression

depth was 1.4. The application provided a Low Alert at 10 seconds and then, again, at 20
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Frequency of Alerts | Total Alerts | Accuracy Range for Alerts
each compression 38 71812 5)
1 second 20 3 8 3
2 second 10 0(0]3] 4 3
3 second 7 0/0]3] 2 2
4 second 5t 0/0]1] 3 1
5 second 4 0(0|1] 2 1
6 second 4 0(0]0] 4 0
7 second 3 0/0(0| 1 2
10 second 2 0/0]0] O 2

TABLE 3.1. Accuracy of Alerts Over Time. The rows show accuracy for alerts
given for each compression, and for each second between 1 and 10 seconds.
Frequency of Alerts shows the time period analyzed. Total Alerts shows the
total number of alerts that occur during the specified time period. Accuracy
Range for Alerts (%) shows, in 5% increments, the number of alerts with
compression accuracy. For example, when an alert is given every second, 6
alerts of the 20 alerts have a compression accuracy of less than 85%. However,

when an alert is given every 5 seconds, all the alerts have compression accuracy

greater than 85%.

seconds. At 30 seconds, compression depth increased to 1.8 and the application gave another
Low Alert. The compression depth then increased to more than 2 for a 30-second period,
so no alerts were issued. At 80 seconds, the depth was greater than 2.5, so the application
provided another alert. I concluded that the application achieved its purpose of providing

alerts to the CPR giver, which enabled the CPR giver to adjust to more effectively administer

CPR.

Table 3.2 shows the overall compression depth accuracy of CPR sessions for all par-

ticipants. The results show that the accuracy ranges from a low of 77% to a high of 99%.
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FiGUuRE 3.11. Compression Depth Alerts. Low alerts indicate compression
depth should be increased. High alerts indicate compression depth should be

decreased.

Average% | Minimum% | Maximum% | Median%

93.8 7 99.6 88
TABLE 3.2. Accuracy of Depth Calculation for All Participants

The average accuracy is 93.8%. But most readings are more than 90% accurate. Only 3

people

had an accuracy of less than 90%

3.3.5. CPR in a Moving Vehicle

in a moving vehicle to the hospital.

In certain situations, one may have to give CPR as the patient is being transported

Several factors come into play in a moving vehicle

that increase the difficulty of calculating the compression depth accurately when using a
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Average Compression | Median Compression | Standrd Deviation

1.721 1.664 1.085
TABLE 3.3. Results of CPR in a Moving Vehicle, Showing the Depth of Com-

pressions in Inches

smartphone accelerometer. The first, a vehicle moving affects accelerometer readings. If
shock absorbers are inadequate, an accelerometer records vehicle movements in the 7 axis,
skewing the Z axis motion of the chest compressions. Road condition presents another major
factor that contributes to increased errors. Bumps in the road, lane changes, and traffic turns
also affect readings. Traffic patterns also add to the randomness of readings. The vehicle
may have to be slow at times and then accelerate as the traffic moves. It may have to stop
at traffic lights and then accelerate. Even if I keep factors constant, such as using the same
vehicle, driving on the same road and even driving at the same speed, randomness of a traffic
pattern still produces different results each time the CPR is attempted.

[ ran an experiment with extremely controlled conditions. I selected a smooth road
with no bumps. The road had almost no traffic, required no turns for a few miles, and had
no traffic lights. I, then, drove at a constant speed of 30 mph to minimize movements due

to vehicle motion. The results of the experiments are shown in the Table 3.3.

3.3.6. Calculation of Oxygen Saturation of Blood

CPR’s purpose is to circulate oxygen-carrying blood through the body. Should the
injured person’s Blood Oxygen Saturation (BOS) Level drop precipitously, the person may
suffer physical deterioration and even death. To reduce this risk, the algorithm must monitor
the BOS levels while it is measuring compression frequency and depth. In this section I
describe a procedure that uses smartphones to measure the BOS level using principles of
optics [166, 121, 146, 183, 165, 71]. While a person gives CPR, this information can assist in
deciding whether to give breathing. Mouth-to-mouth breathing replenishes the oxygen in the
blood stream. However, many prefer to avoid using the technique unless absolutely necessary

because of possible exposure to infectious diseases. The algorithm needed to provide a
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method for the 9-1-1 dispatcher or the person giving the CPR to determine whether mouth-
to-mouth breathing was really necessary. To resolve this issue, the application makes use
of the smartphone’s optical capabilities. The surface of the injured person’s fingertip (the
area of analysis) is placed on the smartphone’s camera lens. By taking a video, a beam of
near-infrared light is passed through the finger. As the light passes through, the smartphone
creates video of the area of analysis. The video is then analyzed to determine the RGB
values (red green blue). RGB values of the refracted light in the blood are then analyzed for
the scattering effect of near-infrared light. This scattering effect allows determination the

BOS level.

3.4. Conclusions

The advantages of timely CPR have been well recognized in the medical community.
There are programs in place to teach people how to administer effective CPR. But, in emer-
gency situations, a trained person may not be available. The application described in this
chapter uses a smartphone to evaluate the CPR being given. The application then provides
feedback to the person administering CPR to improve its effectiveness. Existing applications
available on smartphones simply furnish a short video tutorial on how to perform CPR. The
smartphone application prompts the CPR giver in real time on when and how to adjust
their frequency and depth of chest compressions to meet CPR guidelines. The experiment’s
results show that the smartphone application can be used to effectively administer CPR,
even by people who have not been trained to give CPR. In emergency situations, where a
trained person may not be easily available and timing is crucial, these devices can mean
the difference between life and death. Additionally, the device’s sensors can also help by
continuing to provide vital information to paramedics as they rush a patient to a hospital.
By measuring oxygen decay using the smartphone camera, the application allows accurate
determination of the blood oxygen saturation level. By using the ubiquitous smartphone,
people performing cardiopulmonary resuscitation can also determine when the frequency and
depth of their compressions enhance blood flow. For example, the oxygen saturation level

may offer a better indicator of CPR effectiveness than the depth or frequency of compres-
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sions. This also improves the CPR procedure for the trained people. They can determine
when to provide mouth-to-mouth breathing.

For future work, additional experiments may improve the CPR depth calculations in
a moving vehicle, in actual traffic and in uncontrolled conditions. Also future studies may
help determine a more accurate time between alerts rather than the 10 seconds I used. The
oxygen saturation evaluation also shows promise. It provides new and additional information

for effective CPR administration.
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CHAPTER 4
EVALUATION OF RESPIRATION QUALITY USING SMARTPHONE

4.1. Introduction

The vital signals of human body give critical information about its functioning. There
are five vital signals that are considered important from a medical point of view. These
are: body temperature, heart rate (pulse rate), blood pressure, respiration rate and oxy-
gen saturation level. The normal equipment needed to measure these vital signs includes
thermometer for body temperature; sphygmomanometer for blood pressure, and the pulse
rate; pulse oximeter to measure oxygen saturation level and respiration rate is measured by
observation over a period of time using watch. Normally some kind of training is required to
measure these vital signs and use these devices. However, over the years these devices have
improved such that even a novice can use them to get reasonably accurate results. In this
chapter I focus on the evaluation of respiratory quality.

Respiratory rate is considered as one of the vital signs of human body. It is also the
vital sign most often ignored by the doctors [38, 172, 106]. Abnormal respiratory rates and
changes in it can be an important and early indicator of some major physiological problem.
A respiratory rate that is greater than 24 per minute is able to identify 50% of patients at
serious adverse risk with an accuracy of about 95%. Patients with greater than 25 breaths per
minute died in the hospital [38]. One of the ways of measuring respiratory rate is manually
counting the number of inhalations and using a watch to measure the time. But there are
several situations where use of some kind of device to measure the respiratory rate is useful
and even necessary.

The definition of a normal respiration is not precise. Among the important factors to
consider are breaths per minute, regularity, effort and depth of breathing. There is a fairly

well established range of respiratory rate as follows:

e Newborns: Average 44 breaths per minute, can vary anywhere between 30 to 60

breaths per minute.
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e Infants (up to 6 months): 20-40 breaths per minute.
e Preschool children: 20-30 breaths per minute.
e Older children: 16-25 breaths per minute.

e Adults: 12-20 breaths per minute.

A regular respiration means that the number of breaths per minute must be the same for
each minute. In an irregular respiration the rate of breathing changes periodically between
fast and slow. A normal breathing should be effortless. But sometimes a patient may have

breathing which is hard and labored using force or it may be a shallow breathing.

4.2. Breathing and 911 Calls

911 services play an important role in a nation’s emergency response preparedness
during disaster situations. Responding to health related emergencies is one of the critical
situations that help save lives. The time it takes to send paramedics after the initial 911
call can be anywhere from few minutes (2-3) to several minutes, depending on the distance
of the incident from nearest response center and traffic situation. It is important that this
time is used for some initial diagnostics so that by the time the paramedics arrive they have
some information about the patient and are prepared for an appropriate response on the
way to the emergency scene. Most states have prepared emergency protocols, which are
guidelines that the operator follows for each emergency situation. These protocols consist of
several questions that the operator asks the caller to determine the situation. For example
the operator might ask the caller to check if the patient is breathing. The caller then makes
observations about the breathing and reports to the 911 operator. Evaluation of quality
of breathing provides an important indication about the medical condition of the patient
[101, 175, 112]. A device to evaluate a patient’s breathing and automatically report to the

911 operator can be useful in such situations.

4.3. Devices to Measure Vital Signs

Over the years there are many consumer devices that allow people to measure some of

the vital signs on their own. Thermometers have been used by people to measure the body
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temperature for many decades. In the last 25 years or so there have been several devices in the
consumer market to help people measure the blood pressure outside a clinical setting. Heart
rate monitoring devices have been available in the market since 1980s. These devices can be
worn as a wrist watch by athletes or other people to monitor their heart rate. Respiration
rate can be measured by manually observing breathing pattern and using a stop watch. All
of the devices are special devices meant to measure the vital signs. In recent years technology
has advanced to a point where many sensors are integrated into the smartphones. There are
methods being developed to use these sensors to measure the vital signs [27, 189, 190, 84].
This is of great advantage during emergency situations when the special devices may not
be readily available. In such a situation, the sensors in the smartphones may be used to
measure the vital signs and report the results to the 911 operator and other paramedics
while the medical personnel are still on their way to the emergency scene. In this chapter I
present results of experiments that use the accelerometer in the smartphone to evaluate the

breathing quality.

4.4. Objective

There have been several publications that report the use of devices to study various
respiration patterns [72, 99, 9, 51, 48]. The main objective of the experiments is to evaluate
whether one can use the sensors in the smartphones to measure the quality of breathing.
Recording and measuring an accurate respiratory rate is more than just a simple number of
breaths. It is relatively easy to calculate the respiratory rate. One can watch the rise and
fall of a person’s chest cavity and count it for a full minute. But it is not easy to measure
other factors that determine the quality of breathing. In an emergency situation it is much
better if a device that is easily accessible, such as a smartphone, can evaluate the respiration
quality and automatically transmit this to the 911 caller. My objective in these experiments
is to use the smartphone to evaluate the quality of breathing using three of the factors the

respiration rate, regularity of respirations and the effort involved in breathing.
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4.5. Experimental Setup

The experimental setup consists of a smartphone with accelerometer. One of the
important issues to resolve is the placement of the smartphone on the body. One can place
the smartphone on the stomach, abdomen or on the chest. It can be placed in the horizontal
or the vertical position. The accelerometer sensor on a smartphone measures acceleration
magnitude along the x, y and z axis. So the placement may determine which magnitude

gives the best results for respiration rate, along the x axis or y axis or along the z axis.

4.5.1. Placement of the smartphone

I did several experiments to determine the placement of the smartphone. We did
experiments by placing the smartphone on stomach, abdomen and on the chest. For each of
these placement positions on the body, I experimented with two orientations of the smart-
phone - vertical placement and the horizontal placement. The subject was asked to place
the smartphone and breathe normally. At the start of the smartphone application the sub-
ject was asked to count the number of breaths. Each experiment was run for duration of
two minutes; the application timer would indicate the end of experiment. The accuracy of
the application is determined by comparing the breathing rate from the application with
the actual breathing rate of the subject. We repeated these experiments 10 times each. I
determined that on the chest the z-axis readings gave the best results when the orientation
of the smartphone is vertical. Figure 4.1 shows the plot of accelerometer readings along the
7-axis.

In case of horizontal orientation of the phone on the chest the y and the z axis data
gives a good measure for the frequency of breathing. Figure 4.2 shows a plot of the horizontal
placement on the chest along the z-axis.

The same experiment was repeated by placing the smartphone in vertical and hori-
zontal position abdomen. I repeated these experiments 10 times each. The conclusion was
that the y-axis and the z-axis give accurate results. Figure 4.3 shows a plot for the y-axis
when the smartphone is placed on the abdomen.

From these plots I conclude that the z-axis reading gives the best results when the
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FIGURE 4.1. smartphone placed on the chest, directly on the skin and in a
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FIGURE 4.2. smartphone placed on the chest in a horizontal direction.

smartphone is placed on the chest or the abdomen in a horizontal position. In the next
section I present the results of experiments to determine the quality of breathing. Figure 4.4

shows the placement of the smartphone on the abdomen.

4.5.2. Quality of Breathing Slow Breathing

In the next set of experiments I determined if the smartphone can recognize a slow
breathing pattern. In all these experiments the smartphone was placed on the abdomen and

in a horizontal position.
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FIGURE 4.3. smartphone placed on the abdomen, horizontal position.
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FIGURE 4.4. smartphone placement on the abdomen.

Figures 4.3 show the pattern for normal breathing for a subject and it shows the
number breaths per minute to be approximately 11. Figure 4.5 shows the slow breathing
pattern and it shows the number of breaths per minute to be approximately 5. I can conclude

that even if the breathing rate is slow, the smartphone application can measure it accurately.

4.5.3. Quality of Breathing Fast Breathing

In the next experiment I measured a fast breathing pattern. Figure 4.6 shows the
fast breathing pattern and it has the breathing rate at about 60 per minute. The experiment

was repeated 10 times and I concluded that the application did evaluate a fast breathing
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FIGURE 4.5. Slow breathing by the subject, the smartphone was placed on

the abdomen in a horizontal position.
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FIGURE 4.6. Fast Breathing, smartphone placed on the abdomen in the hor-

izontal direction.

pattern also accurately.

4.5.4. Quality of Breathing Irregular Breathing

Regularity in breathing is defined as a breathing pattern where the under normal

circumstances the number of breaths per minute is the same for every minute. The next
experiment was done to attempt to capture an irregular breathing pattern. The smartphone
placement was same - on the abdomen and in the horizontal position. The subject simulated

irregular breathing pattern by doing fast breathing for a few seconds and then changing
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FI1GURE 4.7. Irregular Breathing, smartphone placed on the abdomen in the

horizontal direction.

to slow breathing and then changing to normal breathing pattern. This was repeated at
random intervals. Figure 4.7 shows the plot of irregular breathing pattern. It shows that

the accelerometer does capture the irregular pattern accurately.

4.5.5. Quality of Breathing Effort to Breath

Another factor that determines the quality of breathing is the effort in breathing. This
is defined by shallow breaths or deep breaths. One can look at figures 4.1-4.3 to determine
the effort involved in breathing in a normal manner. In the case of normal breathing the
figures show the magnitude of acceleration is in the range of 1-2 m/s2. In the case of slow
breathing, the plot in figure 4.5 shows the acceleration along z axis to be in the range of 0 to
1.5 m/s2. This implies that in the case of slow breathing there was less effort in breathing
as compared to normal breathing. This would also imply that for fast breathing the range
of acceleration magnitude should be higher than the normal breathing range. A look at the
plot of figure 4.6 confirms that for fast breathing the magnitude of acceleration is in the

range of 6 to 7 m/s2.

4.5.6. Accuracy of Results

The experiments have been conducted changing several variables. Table 4.1 shows

the results for each of the variables. Another way of looking at the results is that smartphone
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can evaluate the person’s respiration, i.e. it can evaluate if the person is breathing at a rate

recommended for his age. I verified the data using t-test (h=0, p=0.533, ci=-.77 to 1.44).

4.6. Conclusions

From the experiments conducted and the results presented in the previous sections, I
conclude that the accelerometer sensor on the smartphone can actually help us determine the
quality of breathing automatically. I determined that the right placement of the smartphone
on the body is important. Also it was determined that the readings along the z axis gave the
best results. Also, while the readings from the placement on the chest were also accurate,
the placement on the abdomen was better. It was also possible to accurately determine
if the person was breathing slow or fast. Finally the accelerometer readings also gave a
good indication of the effort used to breathe. The last factor that determines the quality
of breathing is the odor. At this time there is no sensor on the smartphones that can
automatically determine this. One has to rely on another person to actually make an attempt

to determine the odor manually.

4.7. Future Work

The results for determining the quality of breathing have been very encouraging.
One can continue the research to enhance the use of smartphone sensors to make additional

diagnosis in a non-clinical setting. In this section I list some of these areas of interest.

Determine the volume of air intake during breathing. A mathematical formulation
can be derived from the breathing plot. A spirometer is normally used to measure the volume
of air inhaled and exhaled during breathing. The data from spirometer can be compared with
the data from the accelerometer and a normalizing function may be derived. This function
can then be used to calculate the volume from accelerometer data. Sleep apnea is a condition
where a person stops breathing for up to 45 seconds. This can be an indication of some other
serious problem [51]. Determining the sleep apnea condition using the accelerometer can be

another enhancement in this project. One can use audio recording of respiration to estimate
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Variable Accuracy of the results
Age (15 yr - 55 yr) 95 % - 100 %
Gender 95 % - 100 %
smartphone Type - google, nexus etc. 90 % - 100 %
position of the person - sitting, lying down 93 % - 100 %
moving vehicle 90 % - 95 %

TABLE 4.1. Accuracy of the results - Actual number of breaths vs. breaths

recorded by smartphone

the effort involved in breathing determine if it is it noisy, and also determine the kind of

noise.
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CHAPTER 5

FITTS LAW MODIFICATIONS FOR APPLICATION TO EMERGENCY DISPATCH
PROTOCOLS

5.1. Introduction

Human movement science, the study of human body movements, has applications
in several fields. In medicine, studying psychological impairment and impairment of body
limb functionality enables development of new therapies, creation of better treatments, and
design of more effective artificial limbs. Researchers in Computer Science also benefit from
these studies of human movement as they create applications that focus on human-robot in-
teraction or human-computer interaction (HCI) when designing human-machine interfaces.
HCI design has become particularly vital when developing Emergency Dispatch protocols:
guidelines that operators follow when they receive a 9-1-1 call. These guidelines involve a set
of questions that an operator asks a caller to determine an emergency’s nature and to deter-
mine an appropriate response. In addition, an operator may ask a caller to perform certain
tasks involving interaction with cell phones or some other devices, similar to human-robot
or human-computer interaction. The results of human movement studies allows designers
to consider what body movements are efficient and, accordingly, design devices so that un-
trained people can also use them. Similarly, in Emergency Dispatch protocols an optimal

instruction set, based on efficient HCI design, may save crucial, life-saving seconds.

Fitts Law has become an important tool for HCI. The law predicts the time required
to move to an object given the distance to that object’s center and size. For example, if a
hand is moving a mouse cursor towards a specific point on the screen, the Fitts Law predicts
that the time it takes to reach the target is a logarithmic function of width of the target and
the distance to the target. The original Fitts law was applicable to only one dimensional
movement of the arm [145]. Subsequent extensions of this law have studied movements in
two dimensions [91], three dimensions [6] or even cyclical [67] movements. In this chapter I

present the results of experiments to study applicability of Fitts law for remote task control.
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I also present experiments to model Fitts law for different joint movements and multiple joint
movements. Based on the results of these experiments, I extended Fitts law. An important
application of such a modified Fitts law is in the design of HCI for emergency dispatch

protocols.

5.2. Fitts law and Task activities

In this section I present literature survey to show the variety of experiments and
studies done using Fitts law. This study relates to tasks that may involve multiple activities

directed from a remote site.

5.2.1. Fitts Law and Current Literature

Frederick Winslow Taylor pioneered the concept of Time and Motion studies [61].
Frank and Lillian Gilbreth later refined the Time and Motion Study. They studied actions
taken by workers in completing a task to streamline the process [59]. In 1954, Paul Fitts
proposed the original Fitts law which describes an aimed, rapid type of motion [145]. Since
then, Fitts Law has been used to design efficient Computer interfaces and layouts of the
computer display screens, as a part of Human Computer Interaction applications. HCI
researchers employ Fitts Law to model motion of human body parts in a single dimension.
But, one can also consider the law to be a part of time and motion studies. Researchers
have extended Fitts Law to account for 2-dimensional motion [91, 154], for 3-dimensional
motion [6, 31], and for circular motion [67]. These studies establish that Fitts law applies
to several types of motion. The initial experiment to establish Fitts law was done on rapid
hand movement to reach a target of a given width. Over the years, several studies have been
done on various movements of different body parts.

The application of the Fitts Law has opened new areas of research and application.
For example, Fitts Law can be used when designing computer games requiring not only
one-direction hand movements but also movements of other body parts in several directions.
Studies about effectiveness of Fitts law have been done on head movements [155, 2, 63],

fingers [3, 4, 90, 115], hand and foot movement [149, 62, 92], movement of eyes [26], tongue
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[17] and even a vocal joystick [158]. In addition, studies of Fitts Law applicability have
examined virtual pointing [43] and movements underwater [150]. Most studies of Fitts law
focus on arm movement in a given direction and aim at reaching a target of a specified
width. While researchers have used Fitts Law to study motor activities of children [20, 8],
Fitts Law also has been used to study developmental deficiencies and learning disabilities of
impaired children [151]. Similar studies have been done of elderly people and of people with
disabilities or physical impairments [120, 64, 53, 52, 114].

Following an analysis of these studies of arm and head movements, I propose that one
can apply Fitts law to the motion of other joints. For example, in a 3D gaming environment
a player may use wrist motion to move knobs. When using Emergency Protocols, a 9-1-1
operator may give instructions to a caller to administer emergency aid. Such instructions
may be explicit steps to move human joints. I hypothesize that Fitts Law will provide a
baseline for efficient interaction between the operator and the caller. Equation 7 shows the

original Fitts law:

2D
(7) T:a—kb*logg(W)

Where T= the time it takes to complete a movement, D= the distance of the movement to
the center of a target object, W= width of the target object; a,b= constants.
An equation based on Shannon’s [54] formula (8) provides a better fit with the ob-

servations. Thus, it is more commonly used.

2D
(8) T:a—i—b*logQ(W—i—l)

Index of Difficulty (ID) is defined as in Equation 9:

2D
I replace the ID in Equation 8 and rewrite it as in Equation 10:
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(10) T=a+bxID

All variations on Fitts law focus on modification of the ID. Equations 7 - 10 assume
movement in one dimension. Mackenzie and Buxton [91] extend the Fitts law equation to

two-dimensional movement as follows:

D
11 ID =logy(—————
(11) ng(mm(wl,wg)
Where w; = the target’s width in X-direction and wy= the target’s width in Y-
direction. In Equation 11, the ID uses a minimum of the two widths for its evaluation.

Equation 12 shows a similar extension to 3-dimensions as follows:

D

mm(wl, Wy, wg)

(12) ID = logs(

Where ws= target’s width in Z-direction and the ID uses a minimum of the three
values of width. In the next section I present the motivation for the study and why the focus

is on tasks that are directed from a remote site.

5.2.2. Remote Task Control

In many situations, a 911-operator remotely controls a caller’s actions. Such control
may be through a device such as a smartphone. In these instances, a capability to quickly
assess a situation and direct a caller’s actions can reduce the impact on an injured person.
For example, when a person calls 9-1-1 to report an emergency, the operator may ask the
caller to perform tasks before an emergency team arrives. In medical emergencies, tasks
may involve checking a patient’s state, such as level of consciousness, breathing pattern, or
alertness. Tasks may also require directing a caller to provide first aid before medical help
arrives. In emergency situations it is critical that the caller follows instructions accurately
and in a timely manner. It, therefore, becomes necessary to formulate instructions a caller

can easily understand and execute accurately. Operators must also be able to monitor
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task execution so they can advise callers on how to perform the task correctly. The task
monitoring assumes importance because callers may themselves be cognitively impaired when
they are close relatives or friends of the injured person. Or callers may be physically impaired
if they themselves are the injured person.

Fitts law has been traditionally used to study body movements where separation
between observer and performer does not become a relevant factor. And, as has been noted,
such studies frequently focus on single movements physically reaching an actual target. I
hypothesized that one can use the Fitts law to study movements that occur in performing
remote tasks where instead of physically reaching a target, the target is brought into view
of a camera lens [116, 188]. For example, when emergency operators need to see injuries,
they may ask the caller to show them the injury using a smartphone camera. An application
using an amended Fitts Law can remotely analyze the caller’s movements, transmit them
to the operator, and, thereby, enable the operator to revise instructions to work within a

caller’s physical and cognitive capabilities.

5.2.3. Task Activity

In current applications of Fitts Law, tasks are considered to be one action, usually
movement in one direction. However, when working with multiple-joint movements as fre-
quently occurs in emergency situations, one needs to consider situations where an activity
may involve more than one action. Therefore, I propose to extend the Fitts Law to incor-
porate motion activity involving multiple-joint movements in sequence, for example, a 911
operator asks a caller to move a body part such as shifting a leg by walking. This could be
followed by asking the caller to move the arm (for example point the video camera at the

victim’s face). Such studies have been carried out in the past [58, 107].

5.2.4. Problem Definition

In many emergency situations, more than one joint needs to be considered. My
ultimate goal is to develop an application which uses Fitts Law to accurately analyze such

multiple-joint movement. To date, as discussed in the previous section, researchers have used
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Fitts law to model motion of human body parts, particularly one-dimension arm movement.
In this research, I had two goals. One was to study the effect of multiple movements by
joints to determine whether Fitts Law could be enhanced to take this multiple movement
into consideration [58, 107]. The second was to study the comparison between the movements
of different joints to determine how this relationship would affect Fitts Law. For example,
I wanted to evaluate whether a mathematical relationship existed between one wrist-joint
movement and one elbow-joint movement. An attempt at such a comparison has been made
in the previous studies [147]. But in those studies no mathematical formulation was made.
Based on the mathematical formulations arrived at in the study, I propose to enhance Fitts
Law so that the equation reflected the mathematical relationship occurring with multiple-

joint movement.

5.3. components of modified fitts law
5.3.1. Motion Activity

Fitts Law’s original equation in assumed a physical motion along one dimension.
Later modifications amended the equation to include motions along 2-dimensions and 3-
dimensions for one joint. However, many HCI tasks involve moving more than one body
part in sequence. HCI in gaming activity involves not only movement of one body part but
may also require moving two or more body parts in sequence. Similarly, Emergency Protocol
tasks may involve moving two or more body parts. The current Fitts Law equation does
not distinguish between movements of one body part as compared to another. For example,
walking to an object (moving legs) will have a different difficulty level than moving an arm
or a hand. Also, a task may involve a complex movement such as moving several joints in
multiple directions to complete the task successfully. The objective is to extend Fitts law to
account for different joints having differing IDs.

To acceptably extend Fitts Law, I first needed to resolve whether one can compare
movement of two or more joints. That is, can I define a Difficulty Index for each joint so
that one can compare ID of one joint with the ID of another joint? To compare different

joints’ IDs, I introduced the concept of atomic movement. I define atomic movement as one
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by the joint that moves the fastest unit distance. I consider every other joint movement as
a multiple of this atomic movement. If I denote a as a factor whose value depends on the

joint that is moved, I write the modified Equation 9 for Difficulty Index as follows:

2D
(13) IDjoins = ax lOQQ(W +1)
I write Equation 13 for atomic joint as follows:
2D
(14> IDatomic = Qgtomic * lOgQ(W + 1)

Where agiomic = « value of the atomic joint, the joint used to define atomic movement.
Similarly, I write Equation 14 for any joint, joint; as follows:

2D
(15) IDjoint1 = Qjoint1 * lng(W +1)

Using equations 14 and 15, I express the relationship of one joint to another as follows:
(16) jointl = )\jointl * Qlgtomic

Where Ajgine1 is the ratio of atomic movement between the atomic joint and joint,

I can rewrite equation 15 for index of difficulty for joint; as in equation 17:

2D
(17) IDjointl = )\jointl * Qgtomic * l092(W + 1)

Equation 17 represents a relationship between the atomic joint and the index of
difficulty for any joint. A task’s completion may involve multiple motions. So, I derive a

composite Index of Difficulty (ID) by applying Fitts Law to each motion:

& 2D
(18) IDmotion = Z{/\z * Qgtomic * lOgZ(W + 1)}

i=1

Where n is the number of motions needed to complete a task. Equation 18 does not
take into account that multiple movements may add difficulty to an overall task. The effect
on the ID increases non-linearly when moving each additional type of joint. For example, a

task involving two movements in sequence will be more difficult and will have a higher factor
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than a task involving one movement; similarly, a task involving three movements will have
a higher factor than a task with two movements. Based on this, we can modify Equation 18

for ID as follows:

a 2D
(19) [Dmotion = ;{Bz * )\z * Ogtomic * lOgZ(W + 1)}

Where 3 represents a factor that takes into account the multiple motions needed to
complete a task. If there is only one motion, #; will have a value of 1, which indicates a
normal Difficulty Index.

In the following subsections I present results of experiments to demonstrate these
concepts. I did two sets of experiments for motion activity. In the first set of experiments I
validated that the b parameter’s value is higher for tasks involving movement of more than
one joint. I also present an example of calculations of o and A parameters based upon the
experimental results. In the second set of experiments I validated my concept of atomic
movement by showing that bigger joints move faster than smaller joints. I also confirmed
that the time required to move smaller joints is a multiple of the time required to move
bigger joints.

A motor motion takes a few seconds to complete. An arm or a leg’s full, free movement
takes approximately 4 to 5 seconds. This short duration makes the experiment error prone.
Careful planning was needed to complete the experiments successfully. Error also can be
introduced not only from the measurement of the time but due to the variable nature of
a body’s joint movement. Each repetition of a joint movement can give a different timing.
Given each measurement is of the order of 2-3 seconds, a small error in measurement can
contribute to an accumulation of wrong results. To reduce this error, I conducted the

experiments with repeated motions several times and averaged the measurements.

5.3.2. Methodology for first Set of Experiments

As mentioned earlier, the goal was to establish a mathematical relationship between

movements of different joints. In this section I present the results of experiments designed to
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achieve this goal. To collect data for the remote task control, I simulated the conventional
experiments for Fitts Law. Instead of physically moving towards the target and reaching it, in
the experiment, participants stood at a distance from a 1-inch-wide target. The participant
then moved a camera towards the target to bring the target into view through the lens. I
performed three experiments, each using a different joint movement to move the camera to
bring the target into view. In the first experiment, the participant moved a shoulder joint
from a preset position and stopped when the target could be viewed through the camera
lens. In the second experiment, the participant moved only the elbow joint; and, finally, in
the third experiment only the wrist joint was moved. In each experiment I collected 4 data
points to plot. For each data point, the subject repeated the movement 10 times to reduce
the margin of error.

To further increase the accuracy of each measurement, I used a video camera to record
each movement. I set the accuracy of the timestamp on the video frames to a granularity of
milliseconds. I analyzed the video frames and the time stamp corresponding to each frame
to measure the exact time of movement.

The data collected from these three experiments was also used to establish the math-
ematical relationship between the movements of the three joints. I calculated and observed
the changes in the joint’s Difficulty Index. I measured the time necessary to move specific
joints to establish a baseline identifying the fastest (atomic) movement and to determine
the relationship of other joints to this baseline. Specifically, from the data collected in these

experiments, I evaluated the atomic value («) and the ratio (\) between each of them.

5.3.3. Results of First Set of Experiments

In the first set of three experiments I studied movement of the shoulder, the elbow,
and the wrist joints. For each experiment, participants performed the joint movement 4 times
to give four data points. As mentioned each of these gives four data points and the distance
for each data point was recorded by repeating the same motion 10 times. To calculate the
values of the constants, I used the Matlab function Polyfit. Using the recorded data, the

constant values, I calculated the Difficulty Index using Equation 8 of Fitts Law.
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FIGURE 5.1. Fitts Law for Wrist Movement

Figure 5.1 shows a plot of the time required for wrist movement. The time required to
complete the wrist-joint movement ranged from 17 to 26 seconds. The distance for wrist joint
movement was recorded in 20-inch increments, ranging from 20 to 80 inches. The calculated
Difficulty Index ranged from 4 to 6.5. For wrist-joint movement, Polyfit calculated a constant

value of a = -3.4955 and b = 4.6312. .

Figure 5.2 shows a plot for the time required to move the elbow joint. The time
required for elbow-joint movement ranged from 22 to 36 seconds. The distance for elbow
joint movement was recorded in 100-inch increments, ranging from 100 to 400 inches. The
calculated Difficulty Index ranged from 6.5 to 9. For elbow-joint movement, Polyfit calculated
a constant value of a = -20.5081 and b = 6.5095.

Finally, Figure 5.3 shows the plot for the time required when moving the shoulder
joint. The time required for elbow-joint movement ranged from 20 to 50 seconds. The

distance for shoulder joint movement was measured in 240-inch increments, ranging from

240 to 960 inches. The calculated Difficulty Index ranged from 7.5 to 10. For shoulder-joint
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FIGURE 5.2. Fitts Law for Elbow Movement

Type of movement | b Parameter | distance | Normalized b ( value) b value/inch | Ratio ( value)

wrist 4.6312 20 23156 4.286
elbow 6.5095 100 .06509 1.20
shoulder 12.9676 240 .05403 1

TABLE 5.1. Ratio of Difficulty as a Multiple for Each Joint Movement

movement, Polyfit calculated a constant value of a = -81.1875 and the value for constant
b = 12.9676. I also observed that the value of constant b increased as the size of the joint

increased.

Table 5.1 shows the Ratio of Difficulty as a Multiple for each joint movement. Column
”b parameter value” shows the value of constant b for each movement type. Normalized b
value provides the atomic movement value. The normalized value of b parameter is obtained
by dividing the b parameter value by the distance. The fifth column lists the ratio of the

two constant values.
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