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Abstract

Title: Portuguese hospitals’ main challenges in implemegniig Data projects for early
detection of adverse events
Author: Ana Oliveira Bianchi de Aguiar

Big Data has been creating much excitement andipesnio solve many of the current health
systems’ challenges. A specific application allogsedicting adverse events, such as
nosocomial infections, 24-48 hours earlier thaditranal methods, by analysing in real-time
physiological data allied with clinical informatipand by extracting knowledge from this
stored data. However, the implementation of thislkof projects is not without challenges.
Hence, the objective of this thesis is to understae main barriers in implementing Big Data
projects for early detection of adverse eventsiénspecific case of Portuguese hospitals.

The collection of primary data, through surveys amerviews, allowed identifying three
main barriers. Firstly, there is a generalized lavowledge regarding Big Data, which can
hinder the consideration of these projects in tearly budget and create difficulties in
understanding how it can be applied and benefithtepital. Secondly, a shortage of “Data
Scientists” in Portuguese hospitals was reportethdothis skilled labour crucial to creatively
look at the data and understand how it generateg v&inally, an initial high investment with
still undiscovered business value is a true bameftecting the hospitals’ budget constraints.

However, two initially identified obstacles weretn@lidated by this analysis. Firstly, being

an organizational change necessary to adapt tmévisparadigm, resistance from managers
and caregivers is not expected. Furthermore, datarisy and privacy were not considered

true impediments but rather a requirement of thRrielogy.

“Big Data” tem vindo a despertar muita atencaoaate resolver os principais desafios que
0s sistemas de saude hoje enfrentam. Uma apliesp@&eifica permite prever intercorréncias,
como infe¢cdes adquiridas no hospital, 24-48 horais wedo do que os métodos tradicionais,
através de uma analise em tempo real de fluxaddgcos e informacdo complementar, tal
como da extracdo de novos algoritmos integrados dambs armazenados. Contudo, a
implementagcéo destes projectos tem associada aesafdificuldades. Assim, o objetivo

desta tese é compreender quais as principais tzeri@implementacdo de projectos de “Big
Data” para detecéo precoce de intercorrénciasaso especifico dos hospitais portugueses.

Dados recolhidos através de inquéritos e entreyigiarmitiram identificar trés barreiras
principais. Primeiramente, o nivel de conhecimesttore “Big Data” € baixo, o que podera
impedir a inclusdo deste tipo de projetos no orgame dificultar o entendimento
relativamente a sua aplicacdo no meio hospitaleguifiamente, foi reportada uma caréncia
generalizada de “Data Scientists”, sendo estedatsupara olhar de forma criativa para os
dados, compreendendo como podem gerar valor. Fémdéma necessidade de existir um
elevado investimento inicial, associada a faltaedeéncia relativamente aos beneficios, foi
considerada uma barreira, refletida nas restrigdgamentais dos hospitais.

Contudo, dois obstaculos inicialmente identificadago foram validados pela andlise.
Primeiro, sendo necessaria uma transformacao aayaonal, ndo € esperada resisténcia por
parte dos gestores ou médicos e enfermeiros. Roy @do, seguranca e privacidade dos
dados nao foram consideradas uma barreira, magja&a tecnologia teria que garantir.
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1. Introduction

Currently, health systems are under extreme pres$acing challenges such as population
ageing and chronic diseases, the rising of costhowi the correspondent quality
improvement and an uneven access to care (Del@iits4; My Health London, 2015). For
example, in 2011, health expenses reached $6.&ortrifWHO, 2014b). Indeed, the
Portuguese health system shares these challenggrsyvated by the recent debt crisis and
consequent austerity measures, as well as thensysp@or governance (Sakellaridesal,
2005).

Nevertheless, Big Data may be an important catatysblving these challenges. Despite the
excitement around it, Big Data holds a fast-evajvdefinition (Gandomi & Haider, 2015),
which has been grasped by the concept of “Vs” —dtdta is high “volume” with a “variety”
of sources and formats, flowing and analysed ah Higelocity” (McAfee & Brynjolfsson,
2012; Gandomi & Haider, 2015), hence generatinghegoc “value” (Gantz & Reinsel,
2012), with “veracity” (White, 2012). In this comxte Mckinsey (2013) identifies five main
pathways in which Big Data may create value in theake: right living, right care, right

provider, right value and right innovation.

Inside the right care, it is possible to emphasazgarticular Big Data application for
prediction of adverse events, such as nosocomi@ttions or post-surgical complications.
Briefly, Big Data allows to predict with 24-48 heun advance the occurrence of such events
not only through the analysis in real-time of pbysgical data combined with
complementary clinical information, but also thradgiowledge extraction of this stored data
(Kohn et al, 2014). Indeed, this application couhormously prevent morbidity and
mortality (Khazaeiet al, 2014), being able to drive healthcare efficielaeyl dramatically

enhance patient outcome as well as reduce thejtef stay (Blounet al., 2010).

However, the implementation of Big Data projectsiaé without barriers and challenges. In
this context, the literature emphasizes data pyiveand security concerns (Feldman al,
2012), cultural and organizational inertia (McAfé&e Brynjolfsson, 2012), skilled labor
constraints (Cheet al, 2012) and the high initial investment and uncleanefits (Zillneret
al., 2014) as main barriers.

Therefore, this thesis aims to understaRdrtuguese hospitals’ main challenges in

implementing Big Data projects for early detectionof adverse events.




Hence, based on the Literature Review, Hypotheses formulated for the specific case of
Big Data for early detection of adverse events ortiRuese hospitals. In fact, 5 main
Hypotheses were suggested and analysed basednoarpriata collected by the researcher

through surveys and interviews to both caregivatsraanagers.

H1: Security and Privacy are a barrier to the implentation of Big Data projects for early

detection of adverse events in Portuguese hospitals

H2: Lack of IT skilled labour is a barrier to thenplementation of Big Data projects for early

detection of adverse events in Portuguese hospitals

H3: Cultural and organizational rigidity is a bamr to the implementation of Big Data

projects for early detection of adverse eventsantiyjuese hospitals.

H4: Budget constraints and undiscovered businekseva a barrier to the implementation of

Big Data projects for early detection of adversergs in Portuguese hospitals.

H5: The absence of knowledge regarding Big Data isgbotential benefits is a barrier to
the implementation of Big Data projects for earbtettion of adverse events in Portuguese

hospitals.
In this context, this study is relevant at an acsideand managerial level.

On the one hand, Big Data is extremely underdeeelédpm an academic point of view, with
only 44 articles in 2012 (Wambat al, 2015) - a comprehensive Literature Review,
particularly for the case of Portugal, is a sigrafit contribution. Besides, it is relevant to
provide insights on the barriers of this specifase, as they may differ among geographies

and applications.

On the other hand, understanding these challergextremely important for Portuguese
providers (hospitals), the Government and thirdtypauppliers/partners. This insight will
allow them to act upon the true constraints, thasnoting this kind of projects, which have

been proved to play a role in solving the healgteay current issues.

Therefore, the thesis is composed by 6 main chapBdrapter 2 is a comprehensive Literature
Review on subjects such as health systems’ chaterigjg Data definition and opportunities,
Big Data state-of-the-art in Portugal and main ibesrin implementing Big Data projects.

Chapter 3 presents the Hypotheses to test and tiheedi methodology. Chapter 4 is




composed by the results with a quantitative anditatise analysis. Chapter 5 discusses the
results in a critical point of view, followed by ac@mmendations. Finally, a Chapter 6

concludes the thesis with a wrap-up, limitationd aurther research topics.




2. Literature Review

2.1. Health systems overview

2.1.1 Health systems

Health systems have been defined as “all the ozg#ions, institutions and resources that are
devoted to producing health action§wWHO, 2000, p.11), undertaking the functions of
delivering services, producing resources, finanang preserving. Hence, their objectives
include improving the populations’ health, fulfiiy their expectations and protecting against
ill-expenses (WHO, 2000).

Nevertheless, health systems present diverse dedigrthis context, OECD typology has
been considered widely influential (Burau & Bla@06), distinguishing three main models,
based on level of coverage, the financing methad the delivery of healthcare (OECD,
1987). Firstly, the National Health Service (NH8),Beveridge, offers universal coverage,
while healthcare delivery is publicly owned andwarily funded by general tax revenues. On
the other hand, the Social Health Insurance magkll)( or Bismarck, is a social security
system, where healthcare is delivered by both puid private providers and financed by a
non-profit insurance fund, supplied by employersd @mployee’s contributions. Finally, the
Private Health Insurance (PHI) is solely based owafe insurance, being characterized by

private finance, provision and ownership of faiht

However, health systems historically associatedh whie classifications above, namely the
U.K. and Sweden with the NHS, are not necessatilse pnodels, but mostly variations
(Burau & Blank, 2006). For instance, changes inlhi€. policy have been eroding the free,
state-owned access to health (Propper, 2000). Mergaritics emphasize the emergence of
health systems that fail to be integrated into #irmodel typology, namely the new concept
of National Health Insurance (NHI) implemented byuh Korea and Taiwan (Leet al,
2008).

Despite this discussion and the systems’ differgnites main challenges are mostly shared.
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2.1.2 Health systems’ current shared challenges

Population aging and chronic diseases, the risfingpsts without the correspondent quality
improvement and an uneven access to care, wergnieeol among 2014’s healthcare shared
challenges (Deloitte, 2014; My Health London, 2015)

2.1.2.1 Population aging and chronic diseases

Together, the trends of population aging and peddiion of chronic diseases will be the main
drivers of healthcare demand growth (Deloitte, 2014

A combination of three factors has been driving #ging population growth for the last
decades. On the one hand, in only half centuryatiezage life span saw a 20-year increase
(CDC, 2003), with the number of people reachingyéfrs or above, more than tripling in the
past 50 years (UN, 2012). On the other hand, itgrtihte has been heavily declining, while
the post-war “Baby Boom” children will attain abo@8 in the period of 2010-2030 (CDC,
2003).

Simultaneously, this age group exhibits greatek af developing chronic diseases (non-
communicable diseases), namely circulatory problerhsart disease and diabetes
(Hofmarcheret al, 2007). Therefore, population ageing, combineith wopulation growth, is
expected to be the catalyst of the increasingly emof deaths by chronic diseases
(Abegundeet al., 2007). In fact, Global Burden of Disease Study @@ Horton, 2012)
concluded that 1.3 million deaths were attributedliabetes, while WHO (2014a) reported
that non-communicable diseases cause more deathsiirother causes combined.

Taking this trend into account, by 2014, chronisedises were considered one of the main
health and development challenges of the 21st pgrttoth due to the human and economic
harm (WHO, 2014). The latter accounts for two mégators: the direct cost of care and the
morbidity and mortality of labour units (Abegunéeal.,2007). An example would be Lt

al. (2002) which determined that coronary heart desgasm 1999, cost £1.73 billion to the
U.K. health system, £2.42 billion in informal caned £2.91 billion in productivity loss.

2.1.2.2 Expenses and Quality

Related to the ageing population and increasingbeuraf chronic disease patients, is the rise

of healthcare spending.
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In 2011, health expenses reached the $6.9 triji\dHO, 2014b), absorbing on average 7,4%
of the OECD countries’ GDP in 2000 and 9,1% in 2QQECD, 2015). In this scenario, U.S.
leads with 16,3% of GDP dedicated to healthcareGDE2015). In light of this, cutting costs
was considered by Mckinsey (2008) the great healéhchallenge of the century.

Nevertheless, this growth did not necessarily leagreater levels of quality in health, with
20-40% of this spending considered waste (WHO, BR1Zaking U.S. as an example,
despite being the country dedicating more resoutgesealthcare, it ranks last in overall
performance when compared with OECD countries (®awial, 2014. Another illustrative
example is the estimation that half of the patieldsnot obtain the necessary care (Asth
al., 2006).

This combined problem reflects the systems’ inafficies and undermines their
sustainability. Although some observers agreetthatrise is not a critical issue (Pauly, 1993;
Chernewet al, 2003), Bodenheimer (2005) concludes that mostarebers argue against,

emphasizing the negative effect to employers, eygas, governments, and patients.

2.1.2.3 Access to Health

Still today the “inverse care law” (Hart, 1971) applicable to health systems as they are
considered inequitable, offering less access amitguo those who need them more - the
poor (Gwatkinet al, 2004). In fact, either rich or poor, no countsyreported to have been
able to provide immediate access to their populati®vHO, 2010), although this
phenomenon is more prevalent in low-income cousitres an example, out-of-the-pocket
expenses are considerably higher in lower-incomewces (WHO, 2012). However, there
are also significant differences in access insig@-income countries, with, for example in
the U.S., infant mortality rates being more thamcémMn non-Hispanic blacks than in non-
Hispanic whites (CDC, 2013).

In this context, WHO established the progress tdwamiversal Health Coverage (UHC) as a
major priority in the international health agend#IC is defined as “all people receiving
quality health services that meet their needs witlexposing them to financial hardship in
paying for them” (WHO, 2013, p.3). Therefore, thisw embraces three main dimensions
which must be worked on: the population - who igezed by the pooled funds; the services -
which services are covered; and the cost - how neoshis covered (WHO, 2010). Based on




the evidence, this movement is expected to leaohpooved access to the necessary care and
higher levels of population health, especiallytfue poor (Moreno-Serra & Smith, 2012).

All in all, today, this combination of factors issting health systems sustainability, that have

to deal with the constant trade-off of cost-quatigch.

2.1.3 Portuguese Health System

The Portuguese health system is not pure, withetpgallel systems. These comprise the
NHS, private or public sub-systems associated ttaiceoccupations, and private Voluntary
Health Insurance. Regarding healthcare delivery,sistem is composed by both public and
private providers, funded through numerous formsom historically and activity-based

budget to out-of-pocket payments (Barebtsl.,2011).

Portugal has made exceptional advances in termhealth, with the life expectancy at birth
doubling in the 2B century and the mortality rate being reduced f&&5 to 3.3 in only 38
years (Barrot al.,2011). However, in the same line of other heajgteams, the Portuguese

system sustainability is being pressured, facinglar challenges.

Firstly, the fertility index has been decliningaching 1,4 in 2011 (OECD, 2014) and leaving
an elderly index of 1,29 (OECD, 2015). This supptine argument that Portugal is facing the
same aging population trend. Concurrently, obdsity been increasing (OECD, 2015) and,
by 2008, 50% of deaths in Portugal were imputeditioer circulatory system’s diseases or

malignant neoplasms, both chronic diseases (Batrak,2011).

In what concerns healthcare costs, despite theiomext rise, due to the recent debt crisis and
consequent austerity measures, Portugal is altaraddiss financial resources to this sector
(Sakellaridest al., 2005). For instance, an 11% reduction in the Nid8get for 2012 was

declared (Morgan & Astolfi, 2013). This gains pantar importance since the percentage of
the spending funded by the government is of 65%0GDE2015), which means an immediate

rationalisation in state hospitals and health asnte

Simultaneously, in 2014, only 15,6% classified tHealth status as “very good” and 30%
were extremely unsatisfied with the Portuguese Berasies (IMS, 2015). In fact, concerning
guality, several deficiencies in Portuguese heastitutions were identified, among which,
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the absence of performance indicators for decisigyport and an insufficient quality-
conscience culture (Mendes, 2012).

On the other hand, the percentage of out-of-popkgments in the total health expenditure
has increased from 24,3% towards 27,3%, rankingnasof the highest (OECD, 2015). This
leads to the matter of access to health. Indeeghadties have been found between both
regions and social classes. For instance, in 1993;anfant mortality rate (per 1000) was 2.3

points higher in Alentejo region than in Lisbonimyg(Barroset al.,2011).

Adding to these shared challenges, the Portuguyesens exhibits poor levels of governance.
Among European countries, Portugal scores extretoalyin Government effectiveness and
efficiency, policy fit to the level of developmeand, finally, parallel economy’s weight and
political influence in decision-making (Sakellargdet al., 2005). This hinders even further
the efficiency and effectiveness of the system.

Concluding, in line with the global scenario, aggipopulation and increased patients of
chronic diseases, combined with low efficiencyn$@arency and access are risking the
sustainability of the Portuguese health system.

2.2 Big Data, big opportunities

2.2.1 Big Data

Big Data has been generating excitement, becominguazword worldwide, the

“Management revolution” (McAfee & Brynjolfsson, 2Pl Nevertheless, much confusion has
been created around a fast-evolving definition @@am & Haider, 2015). Most researchers
use the idea of “Vs” to grasp the concept, varyortyveen 3 and 5 “Vs”. As described below,
the data is high “volume” with a “variety” of sows and formats, flowing and analysed at

high “velocity”, hence generating economic “valugith “veracity”.

McAfee & Brynjolfsson (2012) and Gandomi & Haid@0(5) attribute three main features to
Big Data. “Volume” is related with the high size thfe data, which could entail multiple
terabyte or petabyte (Gandomi & Haider, 2015). f&ff" is linked not only with the variety

of sources and data formats but also to stresshéferogeneity of the structured, semi-

14



structured and unstructured data. The final “V"responds to the “Velocity” at which data is
generated and delivered (Russom, 2011).

Later on, IDC included “Value” into the definitiohighlighting the economic benefits
extracted through Big Data (Gantz & Reinsel, 201Rnally, “Veracity” stresses the
importance of data and source quality (White, 2012)

Overall, Wambeet al. (2015, p.2) systematic review sees Big Data “aslstic approach to
manage, process and analyze 5 Vs...in order to caedittnable insights for sustained value

delivery, measuring performance and establishimypsditive advantages.”.

2.2.2.2 Healthcare Big Data

Healthcare Big Data presents no standard definiiod has been associated with other
subjects, namely Electronic Healthcare Records (E&tRl databases’ pooling (Velthues
al., 2013). Nevertheless, the industry is believethdee reached a point at which Big Data

may play a major role (Mckinsey, 2013).

Firstly, the healthcare industry is considered avehone of the biggest and fastest growing
datasets, in terms of size and extent of cover&genbatlaet al, 2014). Indeed, in 2011,
clinical data alone is estimated to have reached1hO exabytes, presenting an increase
between 1.2-2.4 exabytes per year (Hughes, 201ii$. ffanslates into high “Volume” of
data.

Secondly, this increased “Volume” has been attedub the increased “Variety” of health
data sources. In other words, the heavy adoptioBEHR by care providers (Chest al,
2012), the development of new medical instrumepdsient sensors, in-home care devices,
mobile devices and health communities (Kambatlal, 2014), as well as the emergence of

genetic-related data, are feeding the flow of theddta (Crown, 2015).

Finally, EHR data is accessible in almost real-tif@eown, 2015), giving in the “Velocity”

dimension.

Therefore, the healthcare industry has reachediat pdhere Big Data presents a great
potential.

15



2.2.2 Big Data in answering Healthcare systems’ dbages

The application of Big Data in Healthcare can aeatlue in diverse strands. Mckinsey
(2013) identifies five main value pathways: rigivirig, right care, right provider, right value

and right innovation.

In the first pathway, Big Data will allow improvirtge consumers’ ability to actively promote
their well-being, namely through effective targegtiof high risk patients for disease
prevention. For instance, Asthmapolis improvesdéié-management of asthma patients, by

providing feedback based on data attained froomhalér-sensor (Feldmaat al,, 2012).

Secondly, Big Data can prove a progress in eviddased medicine, making sure all
providers are able to come up with the best possibhtment, at the right time. For example,
Premier, based on compiled data from its 2,700-neembtwork, is able to provide clinical

outcomes comparisons, resource utilization andsdosbrmation, having, so far, prevented
more than 29,000 deaths and reduced expenseshitli®d (IBM, 2013).

Moreover, Big Data’s advancements in resource apétion and performance measurement
will enhance the decision-making over the caregivigh the most suitable skills and best-

proven outcomes.

The right value pathway is related with the redwuctof costs while providing the same or
higher levels of quality, maximizing health valWe example is the reduction of waste and
abuse by predicting health fraud through claimsal-tene analysis (Raghupathi &
Raghupathi, 2014).

Finally, Big Data can have a major role in innowatinot only by contributing directly to new
advancements but also by expanding the innovatiocegs itself. For instance, clinical trial
errors and duration could be reduced by an imprasiatimethod and targeting of the right
patients for recruitment (Mckinsey, 2011a).

Overall, by generating value through these pathw®yg Data will enable the evolution
towards a learning health system where continuoeistjhange of feedback between patients
and providers will drive treatment optimization (Weis et al, 2013). Therefore, Big Data
can play a major role in responding to the chaksniglentified in Section 2.1. In fact, were
Big Data effectively applied in the U.S., the impacefficiency and quality could generate a
value higher than $300 billion yearly, reducing emgiture in roughly 8% (McKinsey,
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2011a). A similar impact would be expected in Earopith an estimation of $149 billion
(Kambatlaet al, 2014).

2.3. Big Data in Portugal

2.3.1 Information Systems in Portuguese hospitals

Several efforts have been being undertaken to imgahe Information Systems (IS) more
effectively in the Portuguese health system (Espa@®10). In fact, these have already
produced positive results, namely in the patiemgblvement with the caregiver (Espanha,
2010). An example is the Electronic Prescriptioratthas been widely integrated in
Portuguese hospitals at the several levels of (Roetugal. Alto Comissariado da Saude,
2010). Evermore adopted by caregivers, this tosleen reinforcing patients’ security and
outcomes by reducing medications’ reading erros an providing clinical support through

warning signs (Espanha, 2010).

However, simultaneously, Portuguese hospital’'sd$ehbeen considered inadequate. In fact,
fragilities have been pointed out, such as theigterce of an integrated datacenter, capable
of aggregating all the necessary information (Ebpar2010). Moreover, Portugal is still
lagging behind regarding the usage of data foriadindecision support, namely in the
development of guidelines based on scientific awide for the main disease groups
(Sakellarides et al., 2005). Indeed, this is considered a driver in Rprese’s
overconsumption of antibiotics and the resultinghpbcations (Portugal. Alto Comissariado
da Saude, 2010).

All'in all, IS are ever more important and, despitany efforts, several fragilities have been
found in Portuguese hospitals, transforming thenone of today’s main problems (Lapé&o,
2010).

2.3.2 Big Data Overview in Portugal

Overall, Big Data is still in its infancy in Portalg Nevertheless, this platform grew in 2014 —
9,2% - undertaking an important part of the Infotiora Technology (IT) market (IDC, 2014).
Demonstrating its importance in managers’ agend®, af the businesses intend to invest in

17



Big Data & Analytics, being healthcare one of tleeters with highest IT estimated growth
for 2015 (IDC, 2014).

At the same time, Start-ups in the area of Big Dwase been emerging in Portugal. For
example, Feedzai, Stevie Award winner for Innovatis able to detect financial fraud 30%

earlier than previous models, through machine legrmethods (Feedzai, 2015). A second
example is Vitalidi, which incorporates into dalife objects sensors capable of measuring
and recording Electrocardiographic signals (ECQplyng an off-the-person approach

(Vitalidi, 2015).

lllustrative of Big Data’s state-of-the-art in Paghl are projects such as “Maquina do
Tempo” and VITAL. Firstly, “Maquina do Tempo”, ddeped by SAPO, allows viewers to
explore networks and connections between celebribased on a 25-year archive of news
(SAPO, 2015). Furthermore, VITAL by Centro Hosmtabao Jodo and winner of Microsoft
Health Innovation Awards 2014, analyses the hokpitaformation in order to instantly
detect possible patients’ anomalies. Partially lsimwith the Big Data application focused in
this work, VITAL allows an earlier and proactivetervention in infections, antibiotics

consumption as well as in health deteriorationdrhited patients (CHSJ, 2015).

From an academic perspective, Data Science acadestiating to emerge. Firstly, academic
research has been conducted in this field, withitkernational Journal on Multidisciplinary
Approaches on Innovation, co-edited by a Portuguesdertaking a Call for Papers on the
topic “Boosting Innovation with Big Data” (JIM, 261 Moreover, the Lisbon Machine
Learning School is already in it ®dition, covering theory and practice in thisdief study
(LXMLS, 2015). lllustrating these important firsteps in Data Science education, a
Portuguese team won the Filtering’s and Opinion iMjis awards in the Data Science
International Competition of RepLab. (Peixoto, 2013

2.4. Big Data in early detection of adverse events

Adverse events and complications, such as nosotameations and sepsis, cause extensive
morbidity and mortality, being extremely expensteethe system. Nevertheless, many are
preventable and Big Data can play a major rolergdigting these adverse events (Baks
al., 2014), not only through the analysis in realdiwf physiological data combined with
EHR, but also through knowledge extraction of gimed data (Kohet al, 2014).
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In a hospital, high volumes of physiological dasireaming from multiple sources are
generated every second. Indeed, the sequences talf signs are considered to be
multidimensional, extremely connected between eaitier, with high velocity and non-
stationary (Lehmaeet al, 2015). Therefore, as an example, in a Neonatahsive Care Unit
(NICU), newborns are monitored through several @emsecording functioning of the heart,
respiration rate, neurological function as welldasg and nutrition infusion data. Hence, the
amount of data produced per second from these ekeve extremely high, with the ECG
alone, sampling 1,000 readings in a second — 8@|®ma day for one patient (Khazaet
al., 2014).

Concurrently, the utility of vital signs in reveadj prognosis of adverse events has been
demonstrated, such as in late-onset neonatal s@@dsiSregoret al, 2012). In another

example, Goldberg (1981) concluded that negligitilal signs variations, such as increased
systolic arterial blood pressure and heart ratepanse pressure, may be an early warning of

pneumothorax.

Nevertheless, traditionally, caregivers’ diagnoaes mainly based on manual interpretation
of physiological data streams (Satal, 2012). As an example, in a NICU, medical records
derive from the hand annotations of vital signslimegs, summarizing a 30-60 minute period
(Catleyet al, 2008). On the other hand, alarms triggered whdefined threshold is reached
are considered to be based on limited processeq being its deficiencies widely accepted
(Stacey & McGregor, 2007). Hence, it is believedtthhysiological streams’ monitoring is
mostly left to a “black box regulatory body apprdveedical devices” (Khazaet al, 2014,
p.225), with all the data being posteriorly delefgdhnet al, 2014). Therefore, especially in
an ICU, the adverse event is only recognized after appearance of symptoms or

interpretation of an exam, leading to a reactiapoase (Kohmt al, 2014).

All things considered, despite the high amount athidgenerated at the point of care and the
proved relation between the data and complicatiphysicians are yet unable to extract
relevant information in real-time (Soet al, 2012) — this Big Data approach could drive

medical research and improve quality and efficiefMgGregor, 2013).
In this context, Kohret al. (2014) distinguishes between two Big Data appbcest

Firstly, systems capable of analysing in real-tstrectured and unstructured high volumes of

constantly flowing data points from vital signs aBHR, will allow the detection of already
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known patterns in physiological data, predictingeade events. For example, a decrease of
variability in heart rate, which is normally contett with initial stage of sepsis, will be
immediately observed and warned by the system (Keoblah, 2014).

Nevertheless, these patterns are solely pre-defineghysicians, leading to the second
application. There may be rules yet to be discav¢hnat could show the onset of an adverse
event - rules still hidden in historical data (@gtét al, 2008). In this context, researchers
can apply data mining, machine learning and stedistnodeling to the combination of stored

data, discovering new patterns intrinsic to onsetglications (Khazaest al, 2014).

Please notice that these new findings would beirfeithe first application, providing new
and more accurate algorithms, therefore, formingoatinuous learning loop. Hence, this
analysis will allow caregivers to base part of thdgcisions on the past experience of similar
patients (Kohret al, 2014).

An illustrative example of both applications, thete@mis project, was deployed in Sick Kids
Toronto’s NICU. The process starts with the datquesstion element which continuously

collects physiological data streams as well as dementary clinical information. This data

is then input into an online analysis componentcitis able to process it in real-time and
output early warning signs into the caregiverseiface. However, simultaneously, both the
data collected and the analytics’ results are dtore particular component, from which data
will be mined and knowledge extracted for clinicakearch support. Finally, these new
validated algorithms are redeployed into the onlnalysis, improving its efficacy with the

number of monitored patients (McGregor, 2013). Tépplication has been allowing the
hospital to predict signs of infections 24 hourdieathan traditional methods (IBM, 2013).

All in all, this multiple, high-speed vital signsoWing from numerous patients in several
places, combined with EHR, is a still untapped Bigta problem which could enormously
prevent morbidity and mortality by prematurely d¢tenset conditions (Khazaet al, 2014).
Indeed, it has been considered as disruptive asnges research (McGregor, 2013), being
able to drive healthcare efficiency and dramatycaiihance patient outcome as well as reduce
their length of stay (Blourdt al, 2010).
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2.5. Challenges in implementing Big Data projects

Many promises for Big Data were already identifigdt, many challenges are also effective
barriers to its successful implementation. Paréidulin healthcare industry, data privacy and
security are extremely important (Feldmast al, 2012). Moreover, cultural and
organizational inertia (McAfee & Brynjolfsson, 201Zs well as skilled labor constraints
(Chenet al, 2012) are also considered potential barriersaliinthe initial high investment

combined with a still undiscovered business valag tre an added difficulty.

2.5.1 Health data Privacy and Security

In this industry, data privacy reaches various disiens, from political and legal to

individual and cultural. Therefore, Big Data raiseany concerns in this matter.

Firstly, the government provides an intense neteglilations regarding data privacy, which
must be complied with. These include the EU Dinax®5/46/CE in Europe and the HIPAA
privacy rule in the U.S. In this context, theraiso a traditional, cultural and legal agreement
of doctor-patient confidentiality (Feldma al, 2012).

Moreover, there are personal concerns regarding detclosure to third parties, such as
insurers and employers, which may have a confli¢érest in acquiring such data, for

supporting decisions like insurance pricing andugaent (Feldmart al, 2012).

On the other hand, Big Data is often associatetl wibre data collection and pooling and

even cloud computing for storage and analysis. Bleas architectures become increasingly
integrated, so will the risk to data security (Mdey, 2011b). Today, security is a real
concern, with companies fearing unintentional leafk data to non-authorized entities

(Feldmaret al, 2012).

2.5.2 Cultural and Organizational changes

Big Data adoption implies structure and culturamdes - tremendous managerial challenges.

Firstly, in this new era, decision rights and imhation should be placed in the same
dimension (McAfee & Brynjolfsson, 2012) with bussse objectives and technology
capabilities being understood together. Besidesypamy culture should be shifted from the
traditional decision-making based only on expergeand intuition (McAfee & Brynjolfsson,

21



2012). In an ICU environment, this would translateo a learning system where a
multidisciplinary team of caregivers and engineeosild collaborate (Cekt al, 2013).

Therefore, effectively manage this change will bigical in order to fully appropriate Big
Data’s benefits (McAfee & Brynjolfsson, 2012). Imct, changing the mindset of the
employees in order to embrace and learn the netersybas already been considered the

biggest challenge in a Big Data project (Dutta &Ba2015).

2.5.3 Skilled labour shortage

“Data Scientists” is the new term for those whorkvavith Big Data, demonstrating

capabilities not only in data analysis but alsmekgive thinking and creative IT (Davenport
et al, 2012). Nevertheless, there is a real shortagsuoh experts. In fact, by 2012, no
university offered a Data Science program (Davengdratil, 2012) and Mckinsey (2011a)
estimates that demand exceeds supply by 50-60beib 1S. alone.

Therefore, as the market for their services becomese competitive, “Data Scientists”
become ever more difficult and expensive to hieewell as to retain (Davenport & Patil,
2012).

2.5.4 High initial investment and unclear benefits

Due to its underlying characteristics, such asrbgeneity and volume, Big Data raises
numerous challenges throughout the Big Data Analy&peline (Agrawalet al, 2012)
(Annex A for the description), requiring new metBodnd technologies, such as, the
development of storage systems capable of hougimngneely large datasets (Kambadiaal,
2014). Additionally, as mentioned above, it inv@va company-wide integration and

transformation. Hence, a high investment to impleinseich projects is required.

However, at the same time, as concluded in Sedi@rl, Big Data is an extremely new
concept, making business cases and quantitativéermse still absent. Moreover, for a
company, it is tremendously hard to understanddwaace the value of the data, as it is
necessary to, beforehand, gather it and explopottntial opportunities (Zillnest al.,2014).

22



3. Methodology

3.1. Research Focus

Big Data has many possible applications, includedhe five different value pathways
(Mckinsey, 2013), which are expected to face deebarriers in implementation. This
requires the thesis to focus on a single applinatigig Data in early detection of adverse
events. Moreover, due to relevance-seeking andraistconstraints, Portugal was chosen as

a geographical focus.
3.2. Hypotheses

Based on the Literature Review, Hypotheses wilfdyenulated for the specific case of Big

Data for early detection of adverse events in Rugge hospitals.

3.2.1 Hypothesis 1 — Data Security and Privacy

In Big Data projects for early detection of adveesents, it is believed that anonymizing
streaming physiological data is essential, for ggcand privacy reasons (McGregor, 2013).
Indeed, security and privacy are true concerns gnRortuguese hospitals’ ClOs, which are

seeking to implement measures to improve informgpimtection (Gomes & Lapéo, 2008).

Nevertheless, most Portuguese firms have reporteclrisy breaches (IDC, 2015).
Specifically for the NHS, Aradjet al. (2007 points out several security vulnerabilities in the
IS management, including, among others, the abseheppropriate security policies and

procedures.

Moreover, European Union Data Protection Directnatated with personal data protection,
has been facing a major reform (European Commis&0h2). Although this is expected to
adapt regulations to technological advancementgoffaan Commission, 2012), it will

impact information storage and governance expe(iB¥3, 2015) and increase compliance

concerns.

All things considered, security and privacy areical issues in these specific projects and a
general concern among Portuguese hospital ClOgrtinmless, security fragilities have been

found in the Portuguese realm. This, allied witmptex regulation, will create higher
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compliance concerns and costs. Therefore, secamdlyprivacy are expected to be effective

barriers in the implementation.

H1: Security and Privacy are a barrier to the implementation of Big Data projects for

early detection of adverse events in Portuguese hptals.

3.2.2 Hypothesis 2 - Shortage of Skilled Labor

In Big Data projects for early detection of comptions, a multidisciplinary team is required,
with “Data Scientists” being a critical element.rFexample, in Artemis project, the team
included the Hospital, University of Ontario Instié of Technology and IBM Canada
(McGregor, 2013).

Nevertheless, lack of qualified Human Resourcesoissidered one of Portuguese hospitals
IS’ main issue (Lapéo, 2007), with roughly 50% loé tworkers not holding a degree (Lapéo,
2005). In fact, illustrating this issue, in a stuatyalysing the adoption of IT and IS in two
Portuguese hospitals, it was concluded that thel levskilled personnel was insufficient to
implement IT (Martinhaet al, 2014).

All in all, this kind of projects requires multidiplinary teams, with “Data Scientists” being
an important element. However, Portuguese hospitiaésady struggle with unqualified IT

personnel. Therefore, lack of skilled labour isentpd to be an effective barrier.

H2: Lack of IT skilled labour is a barrier to the implementation of Big Data projects for

early detection of adverse events in Portuguese lpptls.

3.2.3 Hypothesis 3 — Cultural and Organizationaldrtia

In Portugal, IT is still perceived as a merely @fncy-driver, with only 30% of IT budget
being dedicated to innovation rather than operatiddC, 2015). Concurrently, in hospitals
this trend is yet to be reversed, with organizatiamgidity being one of the main deterrent

factors in hospital innovation (Martinket al, 2014).

Still, this inflexibility is also realized at theacegiver’s level. In fact, one of the key obstacles
in implementing telemedicine in Portugal was carers’ lack of adoption and resistance to
change (Alvarest al, 2004). Nevertheless, younger generation is detraimg) further

adoption towards EHR, which may imply a short-tedmgidity (Toméet al, 2008).




Overall, Big Data requires a data-driven mindsdtictv is still embryonic in Portugal. At the
same time, profound changes at the organizati@vall lare necessary and this country has
reported rigid managers and caregivers. Therefruttural resistance is expected to be a

challenge.

H3: Cultural and organizational rigidity is a barri er to the implementation of Big Data

projects for early detection of adverse events ind?tuguese hospitals.

3.2.4 Hypothesis 4 — High investment and uncertaalue

As concluded in the Literature Review, the investtmequired in implementing Big Data
projects is high and, aiming for a balanced puldéficit, the Portuguese Government

continues its efforts in cutting healthcare costs.

At the same time, early detection of adverse evism® exception to the generalized lack of
relevant evidence in Big Data projects’ benefitsfdct, case studies already mentioned, like
the Artemis, are still too embryonic to report sostivings and quantitative benefits (IBM,

2013).

Therefore, budget constraints combined with uncedaantitative benefits, may hamper the

management approval and, hence, the adoption.

H4: Budget constraints and undiscovered business ke is a barrier to the
implementation of Big Data projects for early detetion of adverse events in Portuguese

hospitals.
3.2.5 Hypothesis 5 — Absence of Knowledge on BigaDa

Although it is not mentioned in the Section 2.8nfrthe conclusions taken in the Sections

“Big Data” and “Big Data in Portugal” it is possébto infer a 5th Hypothesis.

Indeed, Big Data is still a new and ill-defined cept. In fact, in 2008, Wamlet al. (2015)
review could only identify 1 article related to Biata, although this trend rose to 44 in 2012.
At the same time, it was concluded that Portugaitils giving its first steps in this subject,
leading to the possibility that Portuguese hospitadanagers and caregivers are unaware of

such an innovation.
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Therefore, uninformed managers and caregivers intug@ese hospitals may be an

impediment.

H5: The absence of knowledge regarding Big Data anits potential benefits is a barrier
to the implementation of Big Data projects for eary detection of adverse events in

Portuguese hospitals.

3.3 Data Collection

In order to test the Hypotheses, primary data vadieated through surveys and person-to-

person semi-structured interviews.

3.3.1 Online Surveys

Primary quantitative data was collected througlveys.

Firstly, several studies analysing the barriergh® adoption of new technologies, such as
EHR (Ganset al, 2005; Shieldet al, 2007) and the Internet (Walczuehal, 2000), as well
as those analysing the reasons for companies niog Imore data-driven (LaVallet al,

2010) have collected data through surveys.

Moreover, advantages inherent to online surveysh s1$ speed and the possibility to easily
acquire higher quantities of data and downloadetahs & Mathur, 2005), were taken into
account. Besides, for caregivers, anonymity revetidoe important.

Nevertheless, surveys also present disadvantagk®féorts were made to mitigate them.
Particularly, uninformed on the concept of Big Datspondents, without the opportunity to
clarify questions, could have difficulties in ansimg and understanding what kind of
decisions they would make. This risk was mitigatedwo ways: (1) describe a possible
definition of Big Data, with an example and a comiee scheme, in a section of the survey

and (2) to analyse the survey with two caregiviexsyrporating their feedback into the text.

Therefore, surveys were distributed both to camgiv doctors and nurses - and managers of
Portuguese hospitals. These were spread in anecidimat, through email, personal contact

with the hospital and social networks.

The caregivers’ survey had an estimated completiore of 5 minutes, being mainly

multiple-choice with only an open-ended questiohe Thanagers’ survey followed a similar
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framework, taking an estimated time of 7 minutesl duestions were formulated in

Portuguese (refer to Annex B for both surveys).

The surveys were opened frofl Zpril until 23 May 2015. During this period 89 answers
from caregivers (refer to Annex C for demographiasll 7 answers from managers were

obtained.

3.3.2 Interviews

As a qualitative complement, interviews were urelen.

Interviews have already been utilized to enrich #ssessment of Big Data’s challenges
(Feldmanet al, 2012). Besides, this method provides more cora@eswers and depth of
the information (Harrell & Bradley, 2009). Finally,excludes the surveys’ main problem, as
the interviewer may explain the concept of Big Daxtd clarify misunderstandings.

However, this tool may have a courtesy bias astatiavhich might lead the interviewee to
answer what is socially acceptable, for examplewtmch concerns data privacy. Time

requirements may also be considered a disadva(@ggpenakker, 2006).

Hence, the interviews followed a semi-structureamiat, being all person-to-person.
Managers, caregivers and Project Managers of Btg pajects in Portuguese hospitals were
the main target. These were conducted frofhAdril until 13" May 2015.

Overall, 4 interviews were made to managers, 3 fdifierent hospitals — 2 private and 1
public. A Project Manager of a Big Data projectnfrcone of these hospitals was also
interviewed. Besides, doctors from still 2 differdmspitals — 1 private and 1 public - were
interviewed, being one of them part of the InfeesidCommission. Hence, the interviews’

sample included 7 individuals from 5 different hibsis.

Summing both surveys and interviews the sampleuded 91 caregivers — 0,08% of the
population — and 11 managers — 4,4% of the pojpulgtNE, 2013).
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3.3.3 Applying to Hypotheses
3.3.3.1. Hypothesis 1

Security and privacy concerns were tested throughagers’ surveys and interviews. The
surveys included a multiple-choice question, allayvrespondents to check the ones they

considered barriers, including a text field.

On interviews, the emphasis was on how importamé deacurity and privacy was to the

hospital and if the manager considered these grojegeopardize this priority.

Caregivers’ survey also included an option reldtedecurity and privacy in the reasons not

to adopt such technology in their daily practice.

3.3.3.2. Hypothesis 2

The shortage of “Data Scientists” as a barrier vested through managers’ surveys and
interviews. Firstly, it was important to assess thbe the hospital had accessed to such
skilled personnel and if hiring was a priority upithe Net Promoter Score from Qualtrics
scale, 0-10. In an interview, further discussiogareing this shortage as a barrier was

performed.

3.3.3.3 Hypothesis 3

Cultural and organizational rigidity was extensweferified through both managers’ and

caregivers’ surveys and interviews.
From the caregiver point of view three main aspe&se covered.

The first was directly related with the Big Datgoapation. The objective was to understand
the perception of (1) whether they would considhertbol useful — using 0-10 scale - and (2)
whether they would adopt it in their daily practiddain reasons for resisting the adoption
were verified in a multiple choice question, inchgla text entry.

The second dimension was related with historicdlaler, complementing the previous

prediction. Hence, it was crucial to understandhé caregivers have been adopting and
consider useful the technology implemented by th&phal — 0-10 scale. The adoption of the
last technology employed was also added in ordemtterstand the type of tools caregivers

were working with.
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Finally, on an organizational perspective, it wasaal to ask whether the caregivers believed
in a paradigm change towards data-driven medicattime — 0-10 scale.

The interviews covered all the aspects in an opele@ manner.

From the managers’ point of view the discourse diagled into organizational challenges
and physicians’ resistance.

Firstly, it was essential to comprehend if the itnibn had the required organizational
aspects. That is, whether or not it had an IS dewat and whether this was merely
operational or central to the institutions’ strateg scale 0-10. On the other hand, it was
necessary to understand if the manager believea jparadigm shift with organizational
change — 0-10 scale. In an interview environmerdyriérs to this organizational

transformation were also discussed.

A cultural inertia from the caregivers was alsolgsed based on the managers’ experience

and perception of their adoption rate.

3.3.3.4 Hypothesis 4

This evaluation was based on managers’ surveysrecviews. Firstly, it was important to
understand whether a cost-benefit analysis was md@é0 scale — and how relevant it was
in the decision process — 0-10 scale. Finally, deseof options as barriers to the

implementation regarding this issue were given imutiple choice.

In an interview environment, examples of this ygatojects and whether the absence of a

Return on Investment (ROI) could hinder a projeapproval were discussed.

3.3.3.5 Hypothesis 5

This was evaluated both at the management andicardgvel. The survey questions were
identical, with an initial approach on the levelkmiowledge in “Big Data” and its advantages
— scale 0-10. If the answer was not 0, two questwould evaluate the respondent’s true
knowledge (1) a true or false, multiple choice dques and (2) a question on the

comprehension of the application of predicting adgevents — scale 0-10.

In the specific case of interviews, it was oftekedsif the hospital was implementing any Big

Data project.
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Finally, in an overview, managers and all interaew were asked about the three main
barriers to the implementation. In the surveyss thas in the form of a 3-restricted multiple-

choice with several options and a text parameter.

3.3.4 Analysis

The Hypotheses’ testing was divided in a quantiéaéind qualitative part.

3.3.4.1 Quantitative analysis

The quantitative part was based on the surveysiteesnalysed in four ways in Excel 2010.

The first was to calculate the percentage of resg®ifrom one or other option, for example,

the percentage of those who would adopt the apjica

The second, was related with all the rating (O-qugstions, in which a One Sample t-test was
performed, comparing with the test value 6. If thBng was statistically significant higher
than 6, it would be considered a high rating, dreddame reasoning when significantly lower.

A third analysis was executed when comparing tealte of subgroups, using a Two Sample
t-test with different variances, for example, tongare the mean ratings of those who would

and would not adopt the application.

Finally, a statistical descriptive summary was maaligh Standard-Deviation (SD), Upper

and Lower Limits, using a confidence level of 95%.

3.4.1 Qualitative analysis

This analysis was solely based on the intervievespieserve anonymity, the hospitals were
named by letters — A, B, C, D and E (refer to Anr&Xor a brief description of each

hospital). In this context, in Hospital A two maeag) were interviewed as well as the Project
Manager of a Big Data project. In Hospital B anad @anager was interviewed and in D and

E a caregiver was interviewed.
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4. Results

4.1. Overview

Table 1: Hypotheses Overview

Hypothesis Valid?

Security and Privacy are a barrier to the implerugon of Big Data _
H1 ) ; ) ; Not valid
projects for early detection of adverse eventsaritRuese hospitals.

Ho Lack of IT skilled labour is a barrier to the implentation of Big Data Valid
ali
projects for early detection of adverse eventsaritguese hospitals.

Cultural and organizational rigidity is a barrierthe implementation o

H3 Big Data projects for early detection of adverserds in Portugues Not Valid
hospitals.
Budget constraints and undiscovered business valaebarrier to the

H4 implementation of Big Data projects for early déitet of adverse Valid

events in Portuguese hospitals.

The absence of knowledge regarding Big Data angbitsntial benefits
H5 is a barrier to the implementation of Big Data potg for early Valid
detection of adverse events in Portuguese hospitals

4.2. Hypotheses testing

4.2.1 Hypothesis 1- Data Privacy and Security

Data security and privacy were reflected in the agans’ surveys as the lowest barrier,
emerging only once as a top 3 barrier. Nevertheléiss non-compliance with data

management regulations and eventual security besaghre considered the main concerns in
this field.




Graphic 1: Main Security and Privacy Concerns frommanagers’ surveys
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On the caregivers’ perspective, data privacy armdirtg were named in the surveys as the

main driver to resist acceptance (39%).

On a qualitative outlook, in the interviews with magers, data security and privacy was not
considered a relevant barrier, but rather a remerdg of the tool and technology used.
However, from the Project Manager point of viewgould become a true issue if the data was
shared between hospitals.

Firstly, Hospital C's manager considered it was swhething particularly significant. In fact,
he mentioned a trade-off between patients’ privaeog security, meaning that it was more
important that a physician had accessed to alp#igents’ data, than to misdiagnose due to

restrained access to information.

Moreover, in Hospital A, the manager did not set ggivacy and security as a barrier to the
implementation, but more as a requirement in tl¢ toit had to guarantee confidentiality.
Indeed, in what concerns its Big Data project, thés not a barrier. Still, several steps were
taken in order to guarantee privacy and securitghsas anonymizing flows and ensure that
the access-rules were exactly the same. Howevewast believed that data privacy and
security issues could rise if (1) the data wasectdld and shared through different hospitals
or (2) the application was sold.

All in all, data privacy and security are not pevee as a true impediment to managers,
although it could raise some issues at a largele sddereforeHypothesis 1, from a
providers’ point of view is not valid. However, it is necessary to refer that from autatgpry

institution perspective, this may be a barrieris tould require further research.
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4.2.2 Hypothesis 2 - Shortage of Skilled Labor

Shortage of “Data Scientists” has been qualifiedhgymanagers’ surveys as the main barrier,

with 86% of the respondents including it in the 8p

Table 2: Hospital provided with skilled labour and priority to hire. One Sample t-test, Test
Value=6

N Mean SD UL LL

Provided with
Data Scientists?

Priority to hire? 7 3,14%x* 1,68 4,69 1,59

7 3,71* 2,81 6,31 1,11

*** P<0.01, *P<0.05, <0.10

At the same time, it was concluded that hospitadsewnot provided with “Data Scientists”
nor was their priority to hire them — means 3,78 814 respectively, significantly different
from 6. Hence, from the surveys, it is possibledoclude a shortage of this high-qualified

workforce in Portuguese hospitals.
On a more qualitative overview, in manager’s ini@ms, the results were consistent.

Hospital A’'s manager considered this to be the rbamier to the implementation. In fact, the
hospital had only one “Data Scientist”, without windhe Big Data project would have been
impossible. Hence, the manager saw the shortag&iltdd employees as a deterrent in the

projects’ extension to other areas.

On the other hand, Hospital B considered a gemgragap as the third main barrier to
implementation. In this manager’s point of viewwds not the shortage of people with know-
how, but rather the shortage of people which coediexperience and know-how that was an

issue.

Quantitative and qualitative conclusions point tdigh scarcity of “Data Scientists” in
Portuguese hospitals, which is perceived as aradlesto implement this kind of projects.

Therefore Hypothesis 2 is valid

4.2.3 Hypothesis 3 — Cultural and Organizationalartia

Cultural and organizational rigidity have been ¢desed in managers’ surveys as the third

most relevant barrier, with 57% including it in ttog 3 barriers.
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From an organizational point of view, all the siye@ hospitals had an IS department, which

was believed to be crucial to the strategy and grewmean of 7. Nevertheless, combining
this information with the shortage of “Data Scistdl, it is possible to conclude that these

departments are not consistent with the organizakicstructure mentioned in 2.5.2.

Therefore, it is not possible to determine thattiRprese hospitals have the organizational

structure normally associated with Big Data prgject

On the perspective of organizational change, masaged caregivers were keen to believe

that one had to occur — mean 7,29 and 7,25 respbgtsignificantly different from 6. This
indicates a positive mindset towards an organinatibere “Data Scientists” and caregivers

work together.

Table 3: Caregivers’ and Managers’ believe in datalriven medicine and organizational change.
One Sample t-test, Test Value=6

N Mean SD UL LL
Managers 7 7,29%** 0,76 7,98 6,59
Caregivers 89 7,25%%* 1,99 7,67 6,83

*** P<0.01, *P<0.05, <0.10

At the same time, all managers agreed that canegweuld adopt this tool. Moreover, when
asked directly to caregivers, they considered thai@tion as useful — 6,55 significantly

different from 6. Furthermore, only 20% would ndbat such tool in their daily practice.

Graphic 2: Reasons to resist the application adopin
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The central reason for caregivers to refrain frashoping would be patients’ privacy and

security concerns. However, to those who would adipt, the cause was related with the

lack of evidence regarding the technology’s besetloreover, a deficiency of resources,

high costs and incompatible information systemseweentioned in the “other” field.

Table 4. Caregivers’ believe that application is higful and in data-driven medicine and
organizational change. One Sample t-test, Test Vatz6

Whole Sample Sample Adopting Sample Not Adopting
N Mean SD UL LL N Mean SD UL LL N Mean SD UL LL
Application g ¢ o 537 705 608 71 7.28% 1798 771 6,868 367 2196 476 2,57
as helpful
Believe in
data-driven 89 7,25 199 767 6,83|71 7,557 181 7,98 7,12| 18 6,06 2,26 7,18 4,93
medicine

*** P<0.01, *P<0.05, <0.10

In fact, those who would not adopt, consideredatistically significant (Two Sample t-test

with different variances was performed with a P8P% less helpful than those who would,

and even not useful — mean 3,67, significantlyedéht from 6. Besides, this group also

believed significantly less (P=0,02) in a paradigrhange regarding medicine and

organizational structure.

Finally, on an historical point of view, caregivelgve been adopting and consider

advantageous the technology implemented by theitabspith a mean of 7,18, significantly

different from 6.

Table 5: Caregivers have been adopting and considadvantageous the technology implemented
by the hospital. One Sample t-test, Test Value=6

Whole Sample Sample Adopting Sample Not Adopting

N Mean SD UL LL |N Mean SD UL LL N Mean SD UL LL
Have been

adopting the oo 7160 243 769 6,67 71 7,28% 219 780 676 18 678,263 840 5,15
technology
implemented

*** P<0.01, *P<0.05, <0.10

Furthermore, when comparing those who would andidvoat adopt, although the difference

was not significant (P=0,54), the first group haeib accepting more easily. This proximity

may be explained by the fact that most of the imaleted technologies show complete

evidence of the benefits, namely, electronic omantlinical registration and prescription.
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On a qualitative perspective, the conclusions vadiverse. On the one hand, organizational
structures were extremely different, although alnagers agreed with a paradigm and
organizational change, with no cultural barriersh&t management level. On the other hand,

the opinions diverged in caregivers’ resistancadoption.

Firstly, Hospital C did not hold an official IS depment, being an organizational change
combined with a nonexistence experience in impldémgran IS area, considered a top 3
barrier. Indeed, this kind of projects did notwith the hospital strategy of adopting only
golden standards — “we are not and do not wishetarbinvestigation center”. On the other
side, Hospital A, which aims to be the most advdriuespital at the country level, and even
continent, had two distinctive departments: thedmfatics, which was maintenance-related,
and the Development, which was multidisciplinard aesponsible for the Big Data project.

Still, both managers believed in a paradigm andumaational shift. In fact, a manager from
Hospital A assumed that, in the future, the hospiauld invest in a team of “Data
Scientists” collaborating with caregivers and maragMoreover, another manager from this
hospital confirmed that there would be no resisaiocchange at the management level, as
long as it brought more efficiency and effectivendadeed, the Project Manager explained
that there was a cultural transformation insidehbspital in order to implement the project,

namely regarding communication between managershendifferent care units.

Concurrently, the manager from Hospital C agreed tihere would be no cultural barriers at
the management level, although it would be extrgndfficult to have a unanimous
acceptance of the tool, expecting resistance bygdnegivers — “most doctors are resistant to

change and accommodated to a style, there is nactia”.

In fact, a doctor from Hospital D agreed with tkagter vision. In his point of view, doctors
tend to accommodate to their work model. Moreotierpelieved doctors see themselves as
liberal workers, which obstructs teamwork, flexilyiland feedback exchange. In fact, care
unit directors are in charge for long periods afdj thus creating vice. Besides, a manager
from Hospital A agreed that a possible relevantribarcould be the resistance from

caregivers, who could, initially, distrust the taology results.

However, Hospital B was much in line with the magrag survey results, disagreeing with
caregivers’ resistance. In her opinion, doctors suientists, hence educated based on the

scientific method and with difficulties in everytly that is subjective — “90% of their
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decisions is based on data”. Hence, as Big Dataiggs more numbers and mathematical

reasoning, it will be welcomed.

Going a step further, the doctor from Hospital [ated the resistance to adoption with the
knowledge-acquisition process, which differs amgegerations. This was reemphasized by
the doctor from Hospital E, which considered thesistance was only visible in older
physicians. Analysing the surveys’ results, thees a difference between the mean age of
those that would and would not adopt — 39 agaifst-4lthough this difference was not
significant (P=0,12).

All things considered, most of the Portuguese halpido not have an organizational
structure required to apply this kind of projedtmwever, at the management level it is not
expected a cultural resistance to change. More@aiough opinions diverge, balancing the
results, it is possible to conclude that caregiweosild not resist to such a change and to
adopt this innovation. Therefordypothesis 3 is not valid.

4.2.4 Hypothesis 4 — High investment and uncertaalue

High initial investment allied with an undiscoverédsiness value was considered in the

managers’ surveys as the second most relevanehamith 71% including it in their top 3.

Table 6: Costs-Benefit analysis execution and relawce in project decision. One Sample t-test,
Test Value=6

N Mean SD UL LL
Cost-Benefit
analysis 7 7,57* 1,90 9,33 5,81
Revelance 7 7,864+ 1,07 8,85 6,87

*** P<0.01, *P<0.05, <0.10

This is a reflection of (1) an often performancecofkt-benefit analysis — 7,57 and (2) its
relevance in the decision-making process — 7,8@ther words, if a cost-benefit analysis is
extremely important, then it is expected that higlestments allied with uncertain benefits

become a barrier.

In a more detailed analysis, high costs associattdthe technology are the main component

of this barrier. This emphasizes the mentionedugokse budget constraints.

37



Graphic 3: Main barriers with high investment and lower evidence from managers’ surveys
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In a qualitative outlook, this is perceived as ssue, although opinions split the definition:
for ones absence of evidence is more importanf@nathers are the costs.

Firstly, Hospital C’s main barrier was the abseatevidence — this is not a golden standard
in medicine and it is not the hospital’'s objectiganvest in high-risk projects, “Start-ups”. In
fact, cost was not considered an issue, sinceeaael percentage of the budget is dedicated

towards new technology, as the hospital continyorgiovates its infrastructure.

On the other hand, manager from Hospital B coneuiléne cost as a true impediment, being
this project a medium-long term investment. In otherds, this spending would leverage the
business, as it improves quality, generates satisfaand loyalty. Hence, cost was the only

barrier.

In the same line, in Hospital A, the absence of@l Rias not an issue, as a return was
evident, namely through improved care, cost saviagd even the sale of the project.
Moreover, it is necessary to mention that the mtoyeas funded by both the hospital and

European Union — not many Portuguese hospitalsdMaaNe this kind of financial power.

Quantitative and qualitative evidence is consisteith budget constraints combined with
undiscovered benefits being a barrier to implementaHenceHypothesis 4 is valid

4.2.5 Hypothesis 5 — Absence of Knowledge on Bigaland its applications

In the managers’ surveys this was positioned as4thenost relevant barrier, with 43%

placing it among the top 3.

In what concerns the managers’ knowledge on theeminthe mean was of 3,86, although it

was not significantly different from 6, explaineg & high SD.

38



Table 7: Managers’ knowledge on the concept of BiData. One Sample t-test, Test Value=6

N Mean SD UL LL
Overall Knowledge 7 3,86 3,72 7,29 0,42
Overall Knowledge from 4 6.75 1,26 8.75 475

those different from O
Knowledge from those

different from O regarding 4 5,50 2,89 10 1
the specific application

*** P<0.01, *P<0.05, <0.10

In this context, 57% reported some knowledge, lp@mean understanding of 6,75 — also
not significantly different from 6. Nevertheless)ly 1 manager answered the true or false
correctly, reflecting that the previous results sed-reported and the knowledge may be, in
fact, lower. Hence, in the overall sample, only 14&tually had full comprehension on Big

Data.

Moreover, on the specific application focused iis thesis, the mean knowledge was of 5,50,
which is slightly lower from the knowledge regargliBig Data (P=0,47).

On the caregivers’ side, the overall understandih®ig Data was extremely small - 1,04,
significantly lower than 6. Moreover, only 28% mhtsome level of knowledge, although it
was significantly low - 3,72. Besides, merely 4egpvers responded correctly the true or

false, which corresponds to 4% of the caregivevsniggprofound knowledge on Big Data.

Table 8: Caregivers’ knowledge on the concept of BiData. One Sample t-test, Test Value=6

N Mean SD UL LL
Overall Knowledge 89 1,04%** 2,11 1,49 0,6
Overall Knowledge from o5 3,72k 2 44 4.73 271

those different from 0

Knowledge from those
different from 0 regarding 25 2,12%** 2,297 3,07 1,17
the specific application

*** P<0.01, *P<0.05, <0.10

On the specific application of adverse events’ cteia, the comprehension was also reported
as being low - 2,12 - even statistically signifitamaller than Big Data as a whole (P=0,02).

Finally, it is possible to determine a significakiiowledge gap between managers and
caregivers. As illustrated in Graphic 4, managemmahstrate significantly more
understanding on the concept of Big Data and irsjiscific application for prevision of

adverse events.
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Graphic 4. Managers vs. Caregivers knowledge on Bi@ata. Two Sample t-test with different
variances** P<0.01, **P<0.05, *P<0.10

8,00 -
7.00 - # Managers
6,00 1 Caregivers
5,00 -
4,00 -
3,00 -
2,00 -
1,00 -
0,00 -

Overall Knowledge* Overall Knowledge from those Knowledge from those different from O
different from Q*** regarding the specific application**

The qualitative research was in line with theselltesOn the one side, Hospital C manager
had no idea regarding Big Data, while the other Waspitals were not only fully aware of
the concept, but also already implementing Big Dalare specifically, Hospital B was
applying Big Data in Marketing while Hospital A wasing data for earlier and proactive
intervention in infections, antibiotics consumptiand in health deterioration of admitted

patients.

All'in all, the ratings regarding knowledge wergrsficantly low for caregivers and medium,

although extremely variant, for managers, exisangmportant gap between the two classes.

ThereforeHypothesis 5 is valid
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5. Discussion and Recommendations

5.1. Discussing Results

Knowledge regarding Big Data and its applicationsignificantly low at the caregiver level
and medium at the management level, existing abgdyween the two. This condition may
have many implications. Firstly, if managers antegavers are completely uninformed they
would not even consider implementing such proje&scondly, with little knowledge,

managers would present difficulties in understagdimow Big Data can be applied and
improve the various areas of the hospital. In féut “lack of understating of how to use
analytics to improve the business” was consideredld)/alle et al (2010) the main barrier

for firms to become more data-driven. Finally, tmfrmation gap may hinder caregivers’
adoption of the tool. Meaning that if the projestimplemented but caregivers do not
understand its benefits and how it works, thertrusing the results, they might refrain from

using it.

At the same time, Portuguese hospitals do not aoldrganizational structure prone to Big
Data projects. As discussed, although managersdmnsignificantly relevant the hospital’s
IS departments in its strategy, the absence ofd[Zaientists” and low priority to hire them,
lead to believe that the organization is not refimtya multidisciplinary environment, where
caregivers and “Data Scientists” work together.réfare, an organizational change would be

required.

Intrinsic to this transformation, the results destosted that managers’ resistance would not
be a barrier. Nevertheless, this finding is notsistent with the literature, revised in Section
2.5.2. This discrepancy may be explained by thetfeat the hospitals managers are not the
“HiPPO - the highest-paid person’s opinion” (McAf&eBrynjolfsson, 2012), but rather the

caregivers. In other words, this particular tooluwebnot transform the way managers decide,

but the caregivers’. Hence, resistance would be&xg at the caregiver level.

However, whether caregivers would resist was ratbentroversial, although a final
conclusion pointed for a general adoption. This rhaye several explanations. Firstly, this
application would enhance the caregivers’ infororatwith quantitative data, which is
intrinsic to their education on the scientific madh Secondly, the tool is intended to be
personalized to the caregivers needs, improvingtio rate. Moreover, by answering the
survey, the caregivers are already providing thgaut into the project, thus enhancing their




openness. Besides, those responding to an onliveysmay be more technology-friendly
and the mean age was fairly low — 39.

On another point, high investment allied with uedigered business value was considered a
valid barrier. Nevertheless, there was an intargssplit within this Hypothesis, with some
hospitals concerned with costs while others with [tttk of proved benefits. Combining this
information with a high SD on the managers’ knowledn Big Data, there might be a
relation between the hospital’'s strategy and thecifip barriers it endures. For example,
hospitals who are innovators or early adopters, wish to become a top investigation center,
would have high levels of knowledge, low preoccigrabn undiscovered business value, but
might present budget constraints. Meanwhile, laggonty or laggard hospitals would not
adopt the application because it is not a goldendstrd, having little knowledge but no major

cost concerns. This relation with the Innovatiom@uwould require further research.

Finally, in which concerns data privacy and seguritwas not considered a true impediment,
but rather something to make sure is complied. Téssilt is not in line with the literature,
although 71% of managers were concerned with Poeggand EU data management law
compliance. This mismatch may be explained by marsagonsidering that this application
would not require data sharing with other hospittds appropriate the benefits. This
requirement, on the other hand, would raise importasues, according to Hospital A’s

Project Manager.

5.2. Recommendations

5.2.1 Hospitals

CommunicationWhen implementing this kind of projects a Top-toapproach is necessary,
with a leading team of managers promoting the pto{éBM, 2013). This team should
establish a direct communication between the maneage and care units, promoting a
culture of information sharing. This could subsiaht reduce resistance to adoption and the
Big Data knowledge gap. For example, were the pesitesults of certain indicators
communicated, caregivers’ trust on the tool couigriove. In fact, a cultural transformation,
creating direct channels between these two lewgls,an important success factor in Hospital

A’s project.

Multidisciplinary team It is also recommended the formation of a teawming clinicians

with IT representatives, which would work as a diexi body in defining priorities and data
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needs (McKinsey, 2013). In this context, Hospitat#®ated a multidisciplinary team, with
managers, a “Data Scientist”, caregivers, meditgaehers and so forth. This allowed the
hospital to directly understand what the caregiveezds truly were, thus programing the
parameters accordingly and, as caregivers viewed itiput in the tool, minimize resistance.

Moreover, this team would share information andatiebhence, reducing any knowledge
gap.

Keeping track In the Project Manager’s point of view, it is ierptive to keep track of the
tool's usage rate, understanding who abandonedwdnryd This would allow them to react
immediately, thus enhancing the adoption rate.Heumhore, having quantitative evidence of

the results could reduce the H4 barrier, promdtiegprojects’ expansion.

Programs to develop skillddodules could be developed across the hospitaht@nce data
and analytics skills (IBM, 2013). This would notlprreduce the knowledge gap, thus
enhancing adoption rate, but could also createithydnployees, with IT and clinical skills,

which could look at the data in a creative andedéht way — “Data Scientists”.

Hiring and retaining “Data Scientists”.Davenport & Patil (2012) suggest that “Data
Scientists” are lured by interesting challengegpyeng the autonomy to experiment and
explore new approaches. Besides, their relationsitlpthe rest of the company is extremely
important, being the wage a symbol of their roledue inside the hospital. Therefore, these

are aspects to take into account when surpassinig2hoarrier.

5.2.2 Government

Educational program for skills developmefgiven the skilled labour shortage, it would be
crucial to establish centers of excellence to dgvedtudents’ skills in Big Data analytics
(Pentlandet al, 2013). Moreover, collaboration between thesedacac institutions and
hospitals could be critical in exploring new BigtBapplications.

Appropriate data management regulatidRegarding data privacy and security, one of the
biggest barriers was compliance with regulationsné¢, it would be of utmost importance to
adjust the regulation to this new reality, promgtdata collection, analysis and sharing, while

always guaranteeing security and privacy.

NHS common strategic plaklospital A’'s manager suggested the establishmemat @bss-

hospital plan towards innovation and implementatbnhis kind of projects — a centralized




plan. These actions could minimize the issue ra®eti4, namely by reducing costs, and
increase managers’ awareness on Big Data. Gointgpafsrther, this could promote data
pooling between NHS hospitals, which would maximibe applications’ benefits, thus

removing not only the absence of quantitative ewigebut also the siloed data constraint.

5.2.3 Third Party Suppliers/Partners

Prove benefitsDemonstrating case studies, showing performandieas of pilot hospitals
may be essential to reduce H4 barrier. In facg #hould be done both at the management
and caregiver level, guaranteeing full collabomawd the latter.

Keep it flexible It is crucial that parameters can be programnebraing to the specific
needs of caregivers. Indeed, one of Hospital AGgirements in choosing a partner was its

capability to build a solution fully personalizewin scratch.

Spread informationForums, lectures and conferences may be promosgde hospitals for

both caregivers and managers, overcoming the krigwlbarrier and gap.

Solid “Data Scientists” teamThe partner should be prepared to extend theidiadiplinary
team created by the hospital, with experts thatteach, develop the tool, and support the
hospital’s organizational change.

Guarantee Security and Privaciata security and privacy was not consideredradvaut
rather a requirement from the tool. This means th#te technology does not fulfil this
prerequisite it would not be considered. Hencés dvisable that the privacy and security
policy of the hospital is complied, with anonymizeidta flows and necessary access

restrictions.
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6. Conclusions

6.1 Conclusions overview

Overall, Big Data can effectively address healte@stems’ current challenges, but there are
barriers to implement such projects in a hospRatusing in the application of Big Data for
predicting adverse events, such as nosocomialtiofes; in Portuguese hospitals, three main

barriers were identified.

Firstly, there is a generalized lack of knowledggarding this phenomenon and its potential
benefits. On the managers’ side, only 14% had prafounderstanding, with a substantial
disparity between levels of knowledge. Barriershsas not even consider incorporating these
projects in the yearly budget or difficulties inderstanding how Big Data can be applied in
the various areas of the hospital may, hence, een€&g the other hand, the gap between
managers’ and caregivers’ knowledge may createudistegarding the results, increasing

caregivers’ resistance to adoption.

Secondly, a shortage of “Data Scientists” in Parasg hospitals was reported. Indeed, Big
Data projects require individuals capable of ckesdyi look at the data and understand how it
may generate value, with IT skills allied with atial comprehension. Hence, not having

access to, or not being a priority to hire sucliskis a barrier to implementation.

Finally, a high initial investment allied with amdiscovered business value is a true obstacle.

A cost-benefit analysis was considered to be ofteriormed and relevant in the decision-
making process. Therefore, a project with thoseadtaristics is not expected to be approved
by the management. However, there was an integespiit in this Hypothesis, with some
hospitals more concerned with costs while othetth wie lack of proved benefits. Indeed,
allied with the disparity in managers’ knowledghistmay be connected with hospitals’

positioning inside the Innovation Curve.

On the other side, two phenomenon initially ideetifas barriers, were discarded as being

true impediments.

Big Data implementation requires a specific orgatianal structure where decision-power
involves a multidisciplinary team formed by “Dataiéhtists”, caregivers and managers — a
patient will not have a doctor: a patient will haageam. Taking into account the collected
data, Portuguese hospitals do not reveal such gani@ational structure, hence the need for
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an organizational transformation. The question ¢ton whether managers and caregivers
would resist. In which concerned managers, it wascluded that they would not resist as
they significantly believe that a paradigm and argational shift is imminent and all the
interviewed managers denied any cultural obstddies behaviour may be explained by the
fact that they are not the “HIPPO” in a hospitatiemnment. However, caregivers’ resistance
raised much discussion. On the one hand, caregreersidered advantageous and have been
adopting the technology implemented by the hospitalreover, they rated the usefulness of
the application as high and 80% confirmed that tweyld adopt the tool. Besides, caregivers
significantly believed in a paradigm shift towamdsta-driven medicine. On the other hand,
qualitative interviews revealed some concern wéhegivers’ accommodation, perception of
being a liberal profession, resistance to new phoes and so forth. Balancing the two
positions, it was concluded that caregivers’, oleweould not resist to the application. Such
behaviour could be explained by their educatiothan scientific-method, the personalization
of the tool, the input given in the survey and lina possible technology-friendliness bias on

those answering to online surveys.

Furthermore, Big Data projects in a healthcare exrdre expected to generate much concern
around data privacy and security, from politicadl égal to individual and cultural. However,
according to the data collected, these concernsaira barrier but rather a requirement of the
technology. Still, compliance with EU and Portugriesgulation on the matter was the main
concern, opening the question on whether this neag barrier not to managers but rather to

regulatory institutions.

All in all, when implementing Big Data projects prediction of adverse events, Portuguese
Hospitals will face three main validated barrieshortage of “Data Scientists”, high
investment with undiscovered business value andcestiknowledge regarding Big Data and
its potential benefits. Besides, an organizati@hange will be required but neither managers
nor caregivers are expected to resist this tramsftion and adoption. Additionally, security

and privacy are requirements to the tool, rathen tharriers to the hospital’s implementation.

6.2 Limitations

This thesis was developed not without limitations.
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Firstly, articles on the field of Big Data are rateHence, there is a shortage of peer-reviewed
articles in the matter, thus limiting to some extére Literature Review, especially in which

concerns Portugal’s state-of-the-art.

Secondly, knowledge on Big Data among caregivets raanagers is limited. Therefore, it
was assumed that the explanation provided in theegs was sufficient for them to formulate

an informed answer.

Further, although the thesis aims to explore thgidra in Portuguese hospitals, most
caregivers’ answers were from Lisbon and Porto,ctvtare not truly representative of all

Portuguese hospitals. This was mainly due to tintespace constraints.

Finally, the survey was electronic, which implidsatt those answering to it are more

technology-friendly, thus possibly creating a brathe answers.

6.3 Future research

There is much research to undertake in the fiel®igfData and this thesis open yet more

questions.
During interviews, several new barriers emergedahikquire further research.

Absence of incentives to implement preventive tools. According to the doctor from
Hospital D, in most Portuguese hospitals there @meincentives to invest in

prevention.

Firstly, there is no accountability and the finahcsystem distorts incentives. For
example, as manager from Hospital B mentioned, wéred doctor washes his hands
or not (essential to prevent infections) the salarghe same. In another example,
according to doctor from Hospital D, most of theafncing in “Centro Hospitalares” is

based on a severity index calculated when themgatieeleased — the higher the index
the more the hospital receives. Hence, there isoentive to prevent, but rather to
“produce” more. Moreover, emphasising this, thetdioexplained that the hospital

receives the funding with a 3-year delay.

Besides, according to the same doctor, in oppdsithe U.S., insurance companies
are not constantly examining possible situationsn@lpractice, being infections

normally considered as a “risk associated to tlaetpe”.
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Siloed Data One of the crucial phases in Hospital A’'s Big ®aroject was the
creation of a common warehouse capable of quickbating and extracting
information without affecting the system. Howeveirere were some barriers in this

formation.

Indeed, there were several different applicationth wifferent databases inside the
hospital and the data marts did not communicaté wéch other. Moreover, even
inside the institution, some units were unwillimgshare the information and suppliers

hindered information pooling, as this access cgrigardize their power.

Off-the-shelf solutions are limitedAccording to those involved in the Big Data
project, the market has produced extremely inadegg@lutions - they are rigid with
few parameters and are extremely expensive. Herthe, market is still

underdeveloped.

Absence of promotion from GovernmeAt.barrier raised by Hospital A was the
absence of a consistent role from the Health Mipnist such a paradigm evolution -
there is no cross-hospital strategy from the NHSmadernizing and preparing
hospitals to this shift. On the contrary, much luacy is faced with several

authorizations required, since it is not considexguliority.

Besides these, further research on the relatiorstipeen barriers and hospitals’ positioning
in the Innovation Curve would be required. Are bariers the same for early adopters and

laggards?

Furthermore, this thesis could be validated wittadeom other parts of Portugal, such as the

interior of the country, being also interestingprform a geographical comparison.

Finally, it would be important to analyse the bersifrom the perspective of other industry
players, since they may be different. For examfile, data privacy and security is not a

concern for providers but could be for regulatarstitutions.




Big Data Analysis Pipeline

Annex A — Big Data Analysis Pipeline

—

Acquisition/
Recording

—

—p

Extraction/
Cleaning/
Annotation

\ 4

Integration/
Aggregation/
Representation

\ 4

Analysis/
Modeling

\ /4

Interpretation

Adapted from Agrawaét al. (2012)
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Annex B — Surveys for managers and caregivers

1. Survey for managers

Este questionario foi realizado no &mbito de uma tese de Mestrado da Catélica-Lisbon, desenvolvida na area de “Big Data” na sande,
para a aplicacao particular de previsao de intercorréncias, tais como as infeccées adquiridas nos hospitais.

Agradeco desdeja a disponibilidade em contribuir decisivamente para esta investigacio.

(tempo estimado de 7 minutos)

Qual o seu nivel de conhecimento relativamente ao fenémeno “Big Data” e o seu potencial impacto no sector da satde?
Nenhum Total
0 1 2 3 4 5 6 7 8 9 10

Pode ser considerado "BigData":
Seleccione aquelas que considera verdadeiras

| Analise de dados demograficos dos pacientes do hospital
Analise de dados de diversos hospitais para prever qual sera o resultado dos diferentes tratamentos num paciente especifico
Utilizar informagao das redes sociais para identificar a evolugao de surtos de gripe

| Digitalizagao de registos médicos

Tem conhecimento relativamente & utilizacao de “Big Data™ para previsiao de intercorréncias, tais como as infeccoes adquiridas no
hospital?
Nenhum Total

0 1 2 3 4 5 6 7 8 9 10

“BigData” em accao, um exemplo

SickKids em Toronto aplica “Big Data analytics™ 4 combinacio de “Electronic Health Records” com os sinais vitais dos pacientes,
recolhidos cerca de 1,000 vezes por segundo, de forma a detectar sinais de uma possivel infeccao, aproximadamente 24 horas mais
cedo do que métodos anteriores (IBM, 2013).

Por favor considere a aplicacéio de “Big Data” para previsao de intercorréncias, tais como as infeccoes adquiridas nos hospitais, na
resposta as quesioes seguintes.

() Quero saber mais

“Big Data™ é um termo utilizado para descrever uma nova geracao de arquitecturas e tecnologias que permitem captar valor, quase on
mesmo tempo real, de grandes quantidades de dados, extremamente variados, que estao constantemente a ser gerados em diferentes
origens (IDC,2011). Deste modo, “Big Data” tem vindo a ser definido por varios investigadores através da nocao de “V7,
incorporando caracteristicas como “volume”, “variety” e “velocity” (Gandomi & Haider, 2015; MecAfee & Brynjolfsson, 2012),
permitindo criar “value” econémico (Gantz & Reinsel, zo012).
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No caso especifico do exemplo descrito na pagina anterior, o seguinte esquema permite compreender qual o processo seguido para
captar este valor.

.
Data Collection User Interface [fl

Predict infections 24-48
hours earlier than with

K : Online previous methods
Physiological data Complemant -
heart activity analysis
> 1,000 readings a second ) \
i .
— 864 million readings a day per patient ,.rr .

/

Redeployment Data Persistency
New validated Algorithms ) Storage

Knowledge extracting
Data mining

Adapted from McG

B

No Hospital existe um departamento dedicado i Gestio de Sistemas/Tecnologias de Informacao?
() Sim
' Nao
Este departamento é considerado meramente operacional ou é determinante para a estratégia e crescimento do hospital?
E um departamenta de suports E crucial para o crescimento

0 1 2 3 4 5 6 £ 8 9 10

Se nao, quais as razoes?
|| Recursos escassos para alocar a esta area
| Sistemas/Tecnologias de Informacao nao sio necessarios para a actividade hospitalar
Criacio deste departamento nio foi considerada

| Outra

Acredita que as decisoes médicas serao cada vez mais apoiadas em informacao baseada em dados, tornando-se o departamento de
Sistemas de Informacao crucial na actividade hospitalar?

Nada Totalmente
0 1 2 3 4 a 6 T 8 9 10

Acredita que os(as) médicos(as) e enfermeiros(as) adoptariam este tipo de ferramenta na sua pratiea diaria®?
) Sim

) Nao

Das seguintes opc¢oes, o que contribuiria para resistir a esta adopcao?

| Nao acreditam nos beneficios desta inovagio, particularmente uma vez que, face i escassez de evidéncia quantitativa, ainda existe alguma incerteza

relativamente a sua eficieia

Evitam a utilizagio de computadores

Demonstram algumas dificuldades na adaptagao a novas tecnologias

Revelam alguma apreensaoc relativamente a privacidade e seguranca da informacao que o hospital passara a adquirir, armazenar e analisar

Qutra




Poderia este comportamento ser considerado uma barreira para a implementacfo deste tipo de projectos?

Sim

Nao

Na adopcao deste tipo de projectos, relativamente a seguranca e privacidade, considera como barreiras a sua implementacao as

seguintes:

Pacientes poderio demonstrar preccupagio relativamente a seguranga e privacidade da sua informacio, evitando o hospital em causa

Dificuldade em estar em total conformidade com a lei prevista para gestio de informagio da Unido Europeia e Portugal

| Possibilidade de quebras de seguranca, nas quais os dados poderio ser acedidos por terceiros nio autorizados
Custo na implementacio de medidas de seguranca, nomeadamente na melhoria da eficicia da gestio de dados

Outras razdes relacionadas com privacidade e seguranca dos dados dos pacientes

O hospital detém colaboradores qualificados na area de “data analytics”?

“Data scientists” é o termo agora empregue para os que trabalham com “Big Data”, que demonstram néo s6 competéncia na area de andlise

de dados mas também légica associativa e criatividade em TI (Davenport et al., 2012).

Nao

Nao

O orcamento deste ano contempla projectos de novas tecnologias?
Sim

Nao

No processo de aprovacao de projectos, é realizada uma analise de custo-beneficio?
Nunca

0 1 2 3 4 5 6 7

Quao importante é esta analise na aceitacao ou rejeicao dos projectos a implementar?

Nada importante
0 1 2 3 4 5 B 7

Na adopcao deste tipo de projectos, considera como barreiras i sua implementacao as seguintes:

Elevado custo associado as teenologias necessirias para implementacio

Nomeadamente para adquirir, extrair, integrar, analisar e interpretar os dados

Escassez de evidéneia quantitativa relativa aos beneficios destes projectos
Por exemplo a nivel de poupanca e melhoria de produtividade

Ineerteza relativamente ao Modelo de Negécio a adoptar

| Tecnologia ainda esta numa fase de desenvolvimento inicial

Muitos
9 10

E 2 nossa prioridade
9 10

Sempre
9 10

Principal factor de decisio
9 10
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Determine quais as trés principais barreiras na implementacao deste tipo de projectos:
Privacidade e Seguranga

Rigidez cultural e organizacional

Caréncia de pessoal qualificado na area de “Big Data” (i.e. Data Scientists)

Restrigdes orcamentais e escassez de evidéncia quantitativa dos beneficios

Sector da satide ter os dados organizados em silos
Dados estdo dividides em silos com acesso condicionado, reduzindo a quantidade e variedade da informacdo a qual o haspital tem acesso e, desta

forma, também os beneficios potenciais destes projectos
Iliteracia relativamente a esta inovagao

Qutra

Concluido!

Mais uma vez agradeco a disponibilidade demonsirada. Se desejar informacdes adicionais sobre este tema, nao hesite em contactar-
me atraveés do endereco de e-mail ana_bianchi_@hotmail.com
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2. Survey for caregivers

Este questionario foi realizado no Ambito de uma tese de Mestrado da Catélica-Lisbon, desenvolvida na area de “Big Data” na satide, para a aplicacio

particular de previsao de infeccoes, tais como as infeccoes adquiridas no hospital.
Agradeco desdeja a disponibilidade em contribuir decisivamente para esta investigacio.
(tempo estimado de 5 minutos)

Qual o seu nivel de conhecimento relativamente ao fenémeno “Big Data” e o sen potencial impacto no sector da saiide?

Nenhum
0 1 2 3 4 5 6 7 3 9

- o o o

Pode ser considerado "Big Data":
Seleccione aquelas que considera verdadeiras

. | Analise de dados demograficos dos pacientes do hospital
. | Analise de dados de diversos hospitais para prever gual sera o resultado dos diferentes tratamentos num paciente especifico
| | Utilizar informacio das redes sociais para identificar a evolucio de surtos de gripe

|| Digitalizaciio de registos médicos

Tem conhecimento relativamente a utilizacao de “Big Data” para previsao de infeccoes, tais como as infeccoes adquiridas no hospital?

Nenhum
0 1 2 3 4 5 6 7 3 9

o @ o

“BigData” em acc¢io, um exemplo

10

Total

“Big Data” & um termo utilizado para deserever uma nova geracao de arquitecturas e teenologias que permitem captar valor, quase ou mesmo tempo
real, de grandes quantidades de dados, extremamente variados, que estao constantemente a ser gerados em diferentes origens (IDC,2011). Deste
meodo, “Big Data” tem vindo a ser definido por virios investigadores através da nociio de “V”, incorporando caracteristicas como “volume”, “variety”

e “velocity” (Gandomi & Haider, 2015; McAfee & Brynjolfsson, 2012), permitindo criar “value” econémico (Gantz & Reinsel, 2012).

SickKids em Toronto aplica “Big Data analytics” 4 combinacao de “Flectronic Health Records™ com os sinais vitais dos pacientes, recolhidos cerca de
1,000 vezes por segundo, de forma a detectar sinais de uma possivel infeccio. aproximadamente 24 horas mais cedo do que métodos anteriores (IBM,

2013).

O seguinte esquema permite compreender qual o processo seguido para captar este valor.

.
User Interface [
Predict infections 24-48
hours earlier than with
previous methods

Data Collection

+

entary data

Online
analysis

Physiological data

heart activity

1

1,000 readings a second P
> B64 million readings a day per patient  /

rd N\
/ b

/'/ N

Data Persistency
Storage

Redeployment
New validated Algorithms
Knowledge extracting

Data mining

O processo constante do esquema £ iniciado por um elemento de
aquisicio de dados, que continuamente recolhe quer fluxos de
miltiplos dados fisiologicos, quer informagdo complementar, como
"Blectronic  Health Records”. Por sua vez esta informaclo &
incorporada numa componente de "Online J\nalysls‘ que a processa
e analisa em tempo real, sendo, desta forma. capaz de detectar

sinals de Inicio de infecgdo de forma precoce,

Além disso, o sistema & alnda composto por uma segunda fase na
qual os dados,
processados no elemento de “Online Analysis”, sdo armazenados e
analisados através de “Data Mining” & "Machine Learning’”. Esta fase
permite encontrar novas corelacdes e ‘clinical rules”, ou seja,

quer resultantes da simples recolha, quer

algoritmos  novos e validados, que serio posteriormente
reintegrados na componente de "Oniine Analysis™ que assim é
constantemente alimentada, gerando um ciclo de continuo

aperfeigoamento,
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Considera vantajosa a tecnologia de informacao que tem vindo a ser adoptada pelo hospital?
Por exemplo a prescrigdo e registo clinico electrénico e telemedicina.

Nenhuma Alguma Toda
0 1 2 3 4 5 [ 7 8 9 10

Acredita que "Big Data" para previsao de infecgoes - tais como infeccoes adquiridas no hospital - poderia ser titil no dia-a-dia da sua actividade?
Nada Totalmente
0 1 2 3 4 5 [ T 8 9 10

Adoptaria este tipo de método na sua pratica diaria?
Sim

Nao

Das seguintes opcoes, o que contribuiria para resistir a esta adopcao?

Nio acredita nos beneficios desta inovagio, particularmente uma vez que, face i escassez de evidéncia quantitativa, ainda existe alguma incerteza relativamente a sua
eficacia

Evita a utilizacio de computadores

Demonsira algumas dificuldades na adaptagio a novas tecnologias

Revela alguma apreensio relativamente a privacidade e seguranca da informacio que o hospital passard a adquirir, armazenar e analisar

Nenhuma

Outra

Acredita que as decisoes médicas serio cada vez mais apoiadas em informacao baseada em dados?
Nada Totalmente
0 1 2 3 4 5 6 7 g 9 10

Incorporou na sua pratica diaria a iltima tecnologia de informacao adoptada pelo hospital?
Por exemplo a prescrigdo e registo clinico electrénico e telemedicina

Sim, porque é obrigatoria
Sim, porque considero vantajosa

Néo

Se sim, qual?

Género:
Feminino

Masculino

Idade

Hospital
Privado

Piblico

Concluido!

Mais uma vez agradeco a disponibilidade demonstrada. Se desejar informacées adicionais sobre este tema, nio hesite em contactar-me através do
endereco de e-mail ana_bianchi_@hotmail.com
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Annex C — Caregivers respondents’ demographics

Respondents’ age

SO P N W b U1 O N
1 1 1 1 1 1 )

24 25 27 28 29 30 31 33 34 35 36 37 38 39 40 42 43 44 46 47 50 51 52 53 B H9 65

Respondents’ practice Responders’ gender

&5

Private
Public

& Female

= Male

Respondents’ locations

# Lisboa
m Viseu

Porto
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Annex D — Hospitals’ description

Hospital A:This public hospital is based in Porto, being oh#he biggest and most advanced
in the country. With more than 5000 employeesgitzed more than 150,000 patients in the
emergency room alone. Currently, it is implementinBig Data project, aiming to use data
for earlier and proactive intervention in infectsprantibiotics consumption and in health

deterioration of admitted patients.

Hospital B:This hospital is the biggest private hospitalna North and belongs to one of the
main private groups in Portugal. Having an initratestment of €90 million, it incorporates
35 specialities. At the moment, a cross-group BigtaDproject on marketing is being

implemented, working on the prevention perspective.

Hospital C:This hospital is located in Porto and is a privatennected with the Catholic
Church institution. Although it comprises many spkties, it is a fairly small hospital with
less than 60 rooms in the hospitalization divisibms not implementing any Big Data project

and does not hold a formal IS department.

Hospital D: This hospital belongs to a larger public groupef@o Hospitalar’- and is based

in Gaia. It is not currently implementing any Bigt2 project.

Hospital E: This private hospital belongs to a greater privgteup and is also not

implementing any Big Data project.
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