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Abstract. We presenthe developmentof T-UpPPAAL — a new tool for online black-box
testingof real-timeembeddedystemsrom non-deterministicimed automataspecifica-
tions. It is basedon a soundandcompleterandomizednline testingalgorithmandis im-
plementedusing symbolic staterepresentatiomnd manipulationtechniquesWe propose
the notion of relativized timed input/outputconformanceas the formal implementation
relation. A novelty of this relation and our testingalgorithmis that they explicitly take
ervironmentassumptionito accountgenerateexecuteandverify theresultonlineusing
the UPPAAL on-the-flymodel-checkingool engine.

This paperintroduceghe principlesbehindthe tool, describeghe presenimplementation
status andfuture work directions.

1 Intr oduction

The goal of testingis to gain confidencein a physicalcomputerbasedsystemby meansof

executingit. More thanonethird of typical projectresourcess spenton testingembeddednd
real-timesystemshput still it remainsad-hoc,basedon heuristics,and errorprone.Therefore
systematictheoreticallywell-foundedandeffective automatedeal-timetestingtechniquess of

greatpracticalvalue.

1.1 Model BasedTesting

Testingconceptuallyconsistsof threeactvities: test casegenertion, test caseexecutionand
verdict assignmentUsing model basedapproacha behaioral modelcanbe interpretedas a
specificationthat definesthe requiredand allowed obsenable (real-time) behaior of the im-

plementationlt canthereforebe usedfor automaticgenerationof soundand (theoretically)
completetestsuites.

An embeddedysteminteractscloselywith its ervironmentwhich typically consistsof the
controlledphysicalequipment(the plant) accessiblevia sensorsaandactuatorspthercomputer
basedsystemsor digital devicesaccessiblevia communicatiometworks usingdedicatedoro-
tocols,andhumanusers A majortaskof the embeddedystemdevelopmentis to ensurethat
it works correctlyin its real operatingernvironment.Due to lack of developmentresourcest is
not feasibleto validatethe systemfor all possibleervironmentsAlso it is not necessaryf the
systemenvironmentsareknown to a large extent. However, the requirementso the systemand
theassumptionsnadeaboutthe environmentshouldbe clearandexplicit.
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(a) Abstractionof anembeddedystem. (b) ExampleSpecificationS.. (c) ExampleervironmentE..

Fig. 1. Embeddedystemandexamplemodels.

We denotethe systembeingdevelopedIUT, andits real operatingervironmentReal ENV.
Thesecommunicateby exchanginginput and output signals(seenfrom the perspectie of
IUT). Using a model-basedievelopmentapproachthe ervironmentassumptionsnd system
requirementsare capturedthrough abstractbehaioral modelsdenoted€ and S respectiely,
communicatingon abstracsignalsi € A;, ando € A,,; correspondingvia a suitableabstrac-
tion) to thereal input andoutput. This setupis depictedn Figurel(a).

1.2 Online Testing

Testcasesanbegeneratedrom themodeloffline wherethecompletetestscenariosindverdicts
arecomputedapriori andbeforeexecution.Anotherapproacthis online (on-the-fly)testingthat
combinegestgeneratiorandexecution:only a singletestprimitive is generatedrom themodel
atatimewhichis thenimmediatelyexecutedon thelUT. Thenthe producedbutputby the IlUT
aswell asits time of occurrenceare checled againstthe specificationa new testprimitive is
producedandsoforth until it is decidecto endthetest,or anerroris detectedAn obsenedtest
runis atimedtraceconsistingof analternatingsequenc®f (input or output)actionsandtime
delays.

Thereare several advantagesof online testing: 1) testingmay potentially continuefor a
long time (hoursor even days),andthereforelong, intricate, and stressfultest casesmay be
executed) thestate-spacexplosionproblemexperiencedy mary offline testgeneratioriools
is reducedecausenly alimited partof the state-spacaeedgo be storedatany pointin time;
3) online testgeneratoroften allow more expressve specificationlanguagesespeciallywrt.
allowed non-determinisnin real-timemodels.

Non-deterministicspecificationallows greatflexibility in modeling. The implementation
modelcanbe precise following the exact computationlf the exactimplementatiormodelbe-
comesso large or complex thatit cannotbe interpretedonlinein real-time,it may be replaced
by a moreabstracione,wherethe functionaland/ortimed behaior is moreimportantthanthe
computationresultitself. Moreover, the model canbe a mixture of abstractionand precision
whereits neededlf desiredtheobsenedtracecanthenbe analyzedffline againsthedetailed
implementatiormodel.



1.3 Relativized Online Testing

Thegoalof relativizedconformanceestingis to checkwhetherthebehaior of thelUT is correct
(conforming)to its specificationS whenoperatingunderassumptiong abouttheernvironment.
We proposeelativizedtimedinput/outputconformanceelationbetweermodelandIUT which
coincideswith timedtraceinclusiontakingthe environmentbehaior into account.

The environmentmodelsthe useof the systemwhereaghe implementationspecification
modelsthe requiredandallowed systembehavior. An onlinetestgeneratiortool usesthe envi-
ronmentmodelto generateelevantinput stimuli sequenceto theimplementationThus,from
atestingperspectie the ervironmentmodelfunctionsasa load genemtor or ervironmentsim-
ulator. Similarly, the testtool usesthe implementatiormodelto checkwhetherthe actualob-
sened (timed) input-outputsequencearelegal accordingto the implementatiorrelation. The
implementatiorspecificationS thusmonitorstheimplementatiorandfunctionsasatestoracle
Figure2 shavs thetestsetupof relativized online testing,wherethe real ervironmentis substi-
tutedby testingtool beharing accordingto the modelof ervironmentandmonitoringbasedon
themodelof implementation.
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Fig. 2. Testsetupin onlinerelativizedtesting.

Modelingthe ervironmentexplicitly andseparatelyandtakingthisinto accountduringtest
generatiorhasseveraladvantageswhich we aregoingto elaboratdurtherin this section.

The testgeneratiortool cansynthesizeonly relevant andrealistic scenariosfor the given
typeof ernvironmentwhichin turnreducegshenumberof requiredtestsandimprovesthe quality
of thetestsuite.

Thetestengineercanusetheernvironmentmodelto guidethetestgeneratoto morespecific
situationsof interest.This canbe usedto concentrat®n positive behaior testingof early pro-
totypesratherthanall possiblesituationsfor robustnesgesting.Later, testingcanbe basedon
amoregenericenvironmentwhich allows ary input sequencerequiredfor negative andstress-
testing.Further the implementatiormodel often containpartsthat may be hardto reachby a
randomchanceanda moreintelligentguiding is neededFinally, it allows the testengineerto
guidetestingon specificpartsof the specificationgitherfor regressiontestingor delhugging.

A separaternvironmentmodelmakesit easyto testthe systemunderdifferentassumptions
andusepatterns It is sometimeshecasehatthesamebasiccontrolleris reusedn aslightly dif-
ferentsetup,e.g.temperatureegulatorin refrigerationplantsandincubationhousesembedded
softwarein PC CD-ROM controllerandportableCD players,etc.. The implementatiorcanbe
designedo work in anumberof differentervironmentsandmight neverbeusedin their strange
superpositiorat the sametime. Relatvized testingallows to concentraten differentfunction-
ality aspectsvhich areidentifiedin applicationusagepatternsAlso it is worth mentioningthat
ourassumptiorthattheimplementatiormodelsareinput enableccanberelaxed;they needonly
beinputenabledn the specificassumeernvironment.This easeshe constructiorof themodel.



Fromatestingtool implementatiorpoint of view, the onlinetestingconsistof environment
simulationandverdict assignmentwhich arequiteindependentasksconcentratingn different
modelsin the systemspecificationsimulationmainly follows the modelof environment,deals
with testgeneratiorandexecutionandthereforeis time critical, while testoracleis focusingon
possibleviolationsin theimplementatiormodelandthereforecanbe postponedo atime where
therearemoreprocessingpower or time available We canseparat¢he simulatorandoracleinto
two processegotentiallyrunningon differenthostsor evenpostponingverdictsto offline trace
analysis.

1.4 RelatedWork

Model basedtest generatiorfor real-time specificationshasbeeninvestigatedby others(see
e.g.,[6,9,11,13,14,18,21,22,27,28,30]), but remainrelatively immature.

A solid and widespreadmplementationrelation usedin model basedconformanceest-
ing of untimedsystemss the input/outputconformanceelationby Tretmang32]. Informally,
input/outputconformancerequiresthat, for all tracesin the specification the implementation
never producesan outputnot allowed by the specificationandthatit never refusesto produce
anoutput(staysquiescentivhenthe specificatiorrequiresone.

As alsonotedin [18,21] atimedinput/outputconformanceelationcanbe obtainedlassum-
ing inputenablednesgstimedtraceinclusionbetweertheimplementatiorandits specification.
Ourwork furtherextendsthis to arelativizedconformanceelationtakingenvironmentassump-
tionsexplicitly into accountin [32] the specificatioris permittedto be non-inputenabledthus
making the conformanceaelation non-transitve in general)in orderto captureervironmental
constraintsHowever, this requiresexplicit rewriting of the specificatiorwhen differentervi-
ronmentsareto be used.Following the seminalwork [19] our approactis basedn anseparate
modelof the ervironment.In particular onceconformancérasbeenestablishedvith respecto
aparticularervironmentwe canautomaticallyconcludeconformanceindermorerestricteden-
vironmentsAlso, whenthelUT is to beusedin differentervironmentsijt sufficesto testit under
themostliberal ervironmentassumptiong-urthermorerelativized conformances transitive.

Modelbasedfflinetestingis oftenbasednacoveragecriterionof themodellikein [13,15],
on atestpurposease.g.[17,18], or a fault-modelas[11, 14]. Whenspecificationsallow non-
determinismthe generatedestcasesannotsimply be a sequencehut take the form of behav-
ior treesadaptve to implementatiorcontrolledactions,e.gdifferentoutputsor timing. There-
fore, mostoffline testgeneratioralgorithmsexplicitly determinizehe specificatior{10,17,27].
However, for expressve formalismslike timed automatathis approachis infeasiblebecause
in generalthey cannotbe determinized?2] andtheir unobserableactionscannotalways (and
whenthey canit may be very costly) be removed [34]. Much work on timed testgeneration
from timedautomatahereforerestrictsthe amountandtypeof allowednon-determinismSome
works [11,13,30] completelydisallov non-determinismwhereasothers[18, 27] restrictthe
useof clocks, guardsor clock resets.However, in mary casesit is importantto allow non-
determinism,becausel) specificationsare often given as a parallel compositionof model-
components?) it allows theimplementorsomefreedom,and3) the testeris usuallyconcerned
with abstractrequirementsatherthan concretedetailsof the IUT. Note thatin particularfor
real-timesystemst may be crucial to allow specificationof timing uncertainty e.g.,thatan
outputis expectedn someinterval of time (e.g.,betweenl and5 time unitsfrom now), but not



exactly when.Timed automatanodelthis by a non-deterministichoiceof letting time passor
outputtinganevent.

In contrast,online testingis automaticallyadaptve and only implicitly determinizeghe
specificationandonly partially up to the concretetraceobsened so far. The (untimed)online
testingalgorithmproposedby Tretmanset. al. in [4, 36] continually computeghe setof states
thatthe specificationcanpossiblyoccupy afterthe obsenationsmadesofar. Basedon this the
testercanat ary time decideto eitherperformoneof theinputsenabledn the specificationpr
wait for outputfrom theimplementationandthencheckwhetherthe output(or its absencejs
allowedin thestate-setOnlinetestingfrom Promeld36] andL oTos specificationgor untimed
systemshave beenimplementedn the TorRX [35] tool, and practicalapplicationto real case
studiesshav promisingresults[4, 33,35]. However, TORX providesno supportfor real-time.
Ourwork generalizeshe TORX approachto timed systemsandto the handlingof the explicit
ervironmentassumptionsWe allow a quite generougnon-deterministiclimed automatdan-
guageln addition,we computethe state-sesymbolicallyto trackthe (potentiallydensetimed
statespace.

Onlinetestingfrom unrestrictechon-deterministicimed automatausingsymbolicstate-set
computatiorf29] wasfirst publishedby KrichenandTripakis[21]. We implementa similar ap-
proachby extendingthe UpPAAL model-checkr resultingin an integratedand maturetesting
and verificationtool. Our work (originating from [7, 24,26]; an abstractappearedn [25]) is
differentfrom [21] in that1) theexacttimedautomatdanguagevariantis differentandincludes
separablenvironmentmodels,2) we proposea relatvized versionof timed input/outputcon-
formance 3) our algorithm (presentedn muchgreaterdetail) generatesestsrelevantonly for
thespecifiedervironment,and4) is shavn to be soundandcompleteundercertainassumptions,
andfinally 5) we provide experimentakevidenceof thefeasibility of thetechnique.

1.5 Contributions

In this paperwe describea tool for online testingof real-timesystemsOur main contributions
arethe notion of relativizedtimedinput/outputconformanceandan implementatiorof a sym-
bolic algorithmin testingtool T-UPPAAL, which is basedon UpPAAL modelcheckingengine.
T-UprPAAL performsonlinetestingof timed systemsrom a (possiblydenselytimedandpoten-
tially non-deterministicjimedautomatamodelof thelUT andits assumeeanvironment.Under
a certaintestinghypothesiswe prove that our algorithmis complete(in a preciseprobabilistic
sensepndsound.Furthermorewe apply T-UPPAAL to a mediumsizedcasethatdemonstrates
good error detectionpotentialand very encouragingperformanceWe describethe statusand
futurework of our testingconceptandimplementation.

2 TestSpecification

This sectionformally present®ur semantidramework, andintroducesTIOTS, timedautomata,
andourrelativizedinput/outputconformanceelation.

2.1 Timed /O Transition Systems

We assumea given setof actionsA partitionedinto two disjoint setsof outputactions A ,,;
andinput actionsA;,. In additionwe assumehatthereis a distinguishedunobserableaction
T ¢ A. Wedenoteby A, thesetA U {r}.



Definition 1. AtimedI/O transitionsystem(TIOTS)S is a tuple (.S, so, Ain, Aout, —), Where
S isasetof statessp € S, and— C S x (A, UR>() x S is atransitionrelationsatisfyingthe

usualconstaints oftime determinism(if s 24 s ands L s thens' = s") andtime additivity

. d d dy+d .
(if s “ ¢ ands’ 2 ¢ thens “72, ¢") d € Rso, whee R, denoteion-najativereal

numbes.
Notation for TIOTS. Leta,a;. ., € A, a € A, UR>q, andd, d;..., € R>q. Wewrite s — iff
s 54 for somes We use= to denotetheT abstractedransmonrelatlonsuchthats 2 ¢
* d * dq * dy T * * d, *
iffs » 55 ¢,ands = ¢ iffs - 55 5 . 5T ¢ whered = dy + dy +
--d,,. We extend=- to sequencesf actionsanddelaysin theusualmanner

We assumehatthe TIOTS S is stronglyinputenabledandnon-blodking. S is stronglyinput

enabledff s - for all statess andfor all inputactionsi. S is non-blockingff for ary states and
ary t € R thereis atimedoutputtracec = d;01 ... 0,d,+1 Suchthats = and) . d; > t.
ThusS will notblocktimein ary inputenabledernvironment.

To modelpotentialimplementationst is usefullto definethe propertiesof isolatedoutputs
anddeterminismWe saythatS hasisolatedoutputsif whenaver s 2 for someoutputactiono,

thens /4 ands 7'/[i> for all d > 0 andwheneer s = theno’ = o. Finally, S is deterministicif
for all delaysor actionsa andall statess, wheneers = s’ ands — s” thens’ = s”.

An obsenabletimedtraces € (AUR>()* isoftheformo = dyaids . .. axdi+ 1. Wedefine
the obsenabletimedtracesT Tr(s) of astates as:

TTr(s) = {o € (AURsq)" | s 2} @)

For a states (andsubsetS’ C S) andatimedtraceos, s After o is the setof stateghatcan
bereachedaftero:

sAftero={s"|s3>5s}, S Aftero= U s After o ()
seS’
ThesetOut(s) of obsenableoutputsor delaysthatcanoccurin s € S’ C S is definedas:
Out(s) ={a € Apus UR>q | s =1}, Out(S) U Out(s (3)
seS’

TimedAutomatg[2] is anexpressve andpopularformalismfor modellingreal-timesystems.
Let X be a setof Rx(-valuedvariablescalledclocks Let G(X) denotethe setof guards on
clocksbeingconjunctionof simpleconstraint®f theform z < ¢, andlet /(X)) denotethe set
of updatef clockscorrespondingo sequencesf statementsf theform x := ¢, wherer € X,
c € N,andx € {<, <,=,>, >}. A timedautomatorover(A, X) isatuple(L, ¢y, I, E), where
Lisasetoflocations{y € Lisaninitial location,l : L — G(X) assignsnvariantsto locations,
andE is asetof edgessuchthat E C L x G(X) x A, x U(X) x L. Wewrite ¢ 222, ¢/ ff
(4, g,a,u,l') € E.

The semantic®f atimed automatoris definedin termsof a TIOTS over statesof theform
s = (£,v), where/ is alocationandv € RZ,, is a clock valuationsatisfyingthe invariantof /.
Intuitively, therearetwo kinds of transitionsdelaytransitionsanddiscretetransitionsIn delay
transitions¢, 7) 4, (4,7 + d), thevaluesof all clocksof theautomatorareincrementedy the
amountof the delay d. Discretetransitions(¢, v) =+ (¢',%") correspondo executionof edges
(¢, g, a,u, £') for whichtheguardyg is satisfiedoy o. Theclock valuations’ of thetargetstateis
obtainedby modifying v accordingto updates: andsatisfiegheinvariantson ¢’.



Figurel(b) shovsatimedautomatorspecifyingtherequirementso acoffeemachinelt has
afacility thatallows the user after paying,to indicatehis eagerness get coffee by pushinga
requesbuttononthemachindorcingit to outputcoffee.However, allowing insufficientbrewing
time resultsin a weakcoffee. Waiting lessthan30 time units definitely resultsin weakcoffee,
andwaiting morethan50 definitely in strongcoffee. Between30 and 50 time units the choice
is non-deterministicmeaningthat the IUT/implementormay decidewhat to produce.After
the request,it takes the machinean additional (non-deterministic)L0 to 30 (30 to 50) time
units to produceweak coffee (strong coffee). The timed automatonin Figure 1(c) modelsa
potential(nice) userof the machinethat paysbeforerequestingcoffee andwantsstrongcoffee
thusrequestingnly after60 time units.

TIOTS Composition. Let S = (.5, so, Ain, Aout, —) be aninput enabled,non-blocking
TIOTS. An ervironment€ for S is itself aninput enablednon-blocking, TIOTS £ = (E, e,,
Aoty Ain, —). Here E is the setof ervironmentstatesandthe setof input (output)actionsof £
is identicalto theoutput(input) actionsof S. Theparallelcompositiorof S and€ formsaclosed
systens || £ whoseobsenablebehaior is definedby the TIOTS (SX E, (so, €0), Ain, Aout, — )
where— is definedas

a a T T d d
s—s e—e s — 8 e—e s—s e—e
(s,e) L (s, ¢) (s,e) = (5, ¢€) (5,€) = (s,€") (s,e) LN (s',¢€)

The timed automataS,. and &, respectrely shavn in Figure 1(b) and 1(c) canbe composed
in parallelon actionsA;, = {req,coin} and A,,; = {weakCoffee, strongCoffee} forming a
closednetwork?.

(4)

2.2 Relativized Timed Conformance

In this sectionwe defineour notion of conformanceéetweenTIOTSs.Our notion derivesfrom

theinput/outputconformanceelation (ioco) of Tretmansandde Vries [32,36] by takingtime

and ervironmentconstraintsinto account.Under assumption®f input enablednessur rela-
tivizedtimed conformanceelationcoincideswith relativized timed traceinclusion.Like ioco,

thisrelationensureghattheimplementatiorhasonly the behavior allowedby the specification.
In particular 1) it is not allowed to producean outputat a time (too late or too early) when
oneis not allowed by the specification?) it is not allowed to omit producingan outputwhen
oneis requiredby the specificatiorby delayingmorethanallowed. Thus,timedtraceinclusion
offersthe notion of time-boundedjuiescenc¢8] that—in contrastto ioco’s conceptuakternal
quiescence—cabe obsenedin areal-timesystem.

Definition 2. Givenan environmente € FE the e-relativizedtimed input/outputconformance
relation rtioco. betweersystenstatess, ¢t € S is definedas:

sttioco. t iff Vo € TTr(e). Out((s,e) After o) C Out((t, ) After o)
Whenever s rtioco. t we will saythats is a correctimplementatior(or refinement)f the spec-
ification ¢ underthe ervironmentalconstraintexpressedy e. Underthe assumptiorof input-

enablednessf both S and £ we may characterizeelativized conformancedn termsof trace-
inclusionasfollows:

! To avoid clutteringthefigureswe have notmadethemexplicitly inputenabledfor theunspecifiednputs
thereis anundravn selfloopingedgethatmerelyconsumesheinput without changingthelocation.



Lemmal. LetS and€ beinput-enableavith statess,t € S ande € FE respectiely. Then
srtiocoet iff TTr(s)NTTr(e) C TTr(t) N TTr(e)

Thusif s rtioco, t doesnotholdthenthereexistsatraceo of e suchthats = butt . Given
the notion of relatvized conformancdt is naturalto considerthe preorderon ervironments
basedn their discriminatingpower, i.e. for two ervironmentse and f:

el f iff rtiocoy C rtiocoe (5)

(to be read f is more discriminatingthan e). It follows from the definition of rtioco that
e C fiff TTr(e) C TTr(f). In particularthereis a most (least) discriminatinginput en-
abled and non-blockingervironmentU (O) givenby TTr(U) = (A U Rx)* (TTr(0) =
(Aput URzo)*) . Thecorrespondingonformanceelation rtiocoy (rtiocop ) specialize$o sim-
pletimedtraceinclusion(timedoutputtraceinclusion)betweersystenstatesin Figure3(a)and
Figure 3(b) the most-discriminatingandthe least-discriminatingrvironmentsare givenwhen
Ain = {req,coin} and A,,; = {weakCoffee, strongCoffee}.

2| o}
SN g
e )
I s 2
g2 g
"

@é\ @,,OO z < 40

© 000 !

()
(a) mostL ervironment&y . (b) leastZ ervironment&o. (©)IUT: Z(Ds, Dw).

Fig. 3. Implementatiorof coffee machine

2.3 Examples

The specificationmachineS, and ervironment&,. were describedin Section2.1. The (de-

terministic)implementationiZ (Dg, Dy ) in Figure 3(c) produceswveak coffee (strongcoffee)

after lessthan 40 time units (more than 41 time units) and an additional brewing time of

Dg (resp. Dw) time units. Obsene that ary trace of the implementationZ (40, 20) (in ary

environment) can be matchedby the specification;henceZ (40, 20) rtiocog,, S. Thus also
7(40,20) rtiocog, S.. In contrastZ(70,5) rtiécos, S. for two reasonsi) it hasthe timed

tracecoin - 30 - req - 5 - weakCoffee thatS, doesnot, i.e.,it may produceweakcoffeetoo soon
(notimeto insertacup);2) it hasthetracecoin - 50 - req - 70 notin S, meaninghatit produces
strongcoffeetoo slowly. Assumenow thatthe strongcoffeeerroris fixed,andthatthe machine
(40, 5) is usedin therestrictedervironmentof niceusers,.. Here,despitethe remainingweak
coffeeerrorin &y, Z(40,5) rtiocog, S, becaus&,. neverrequestsveakcoffee.

3 TestGeneration and Execution

We presenthemainalgorithm,its soundnesandcompletenesproof, andhow to implementit.



3.1 The Main Algorithm

Theinputto Algorithm 1istwo TIOTSsS || £ respectiely modellingthelUT andervironment.
It maintainsthe currentreachablestatesetZ C S x E thatthe testspecificationcanpossibly
occuypy afterthe timed traceobsened so far. Knowing this, stateestimateallows it to choose
appropriataestprimitivesandto validatelUT outputs.

Algorithm 1 Testgeneratiorandexecution: TestGenExe(S, E,IUT,T). Z := {(so,€0)}-

while Z # () A titerations < T do switch(@ction, delay, restar) randomly:
action /[ offer an input
if EnvOutput(Z) # 0
randomlychoose: € EnvOutput(Z)
senda to IUT
Z .= Z Aftera
delay. /[ wait for an output
randomlychoose € Delays(Z2)
sleepfor § time unitsandwake up on outputo
if o occursatd’ < ¢ then
Z := Z After ¢’
if 0 ¢ ImpOutput(Z) thenreturn fail
elseZ := Z After o

else /I no output within § delay
Z = Z After §
restart llreset and restart
Z = {(s0,€0)}
resetiUT

if Z = () thenreturn fail
elsereturn pass

Thetestercanperformthreebasicactions:eithersendaninput (enabledernvironmentoutput)
to the IlUT, wait for anoutputfor sometime, or resetthe lUT andrestart.If thetesterobsenes
anoutputor atime delayit checkswhetherthisis legal accordingto the stateset. The stateset
is updatedwhenerer an inputis offered, or an outputor delayis obsened. lllegal occurrence
or absenceof an outputis detectedf the statesetbecomesmpty which is the resultif the
obsened traceis not in the specification.The functionsusedin Algorithm 1 are definedas:
EnvOutput(2) = {a € Ay | 3(s,e) € Z.e 5, ImpOutput(2) = {a € Auut | 3(s,¢) €
Z.s =}, andDelays(Z) = {d | 3(s,e) € Z.e :d>} Note that EnvOutput is emptyif the
ervironmenthasno outputsto offer. Similarly, Delays cannotpick at randomfrom the entire
domain of real-numbersf the ervironmentmustproducean input to the [UT model before
a certainmomentin time. We usethe efficient reachabilityalgorithm implementation[3] to
computethe operatorAfter. It operaten boundedsymbolicstateschecksfor inclusionsand
thusalwaysterminatesvenif the modelcontainsr actionloops.

3.2 Soundnessand Completeness

Algorithm 1 constitutesa randomizedalgorithmfor providing stimuli to (in termsof input and
delays)andobservingresultingreactiongrom (in termsof output)a givenIUT. Assumingthe



behaior of thelUT is anon-blockingjnputenableddeterministicTIOTS with isolatedoutputs
thereactionto ary giventimedinputtraces = dyi; ... dgird; 11 IS completelydeterministic.
More precisely giventhe stimuli o thereis auniquep € TTr(IUT) suchthatp 1 A, = o,

wherep 1 A;, is the naturalprojectionof thetimedtracep to the setof input actions.

Undera certain(theoreticallynecessarydestinghypothesisaboutthe behaior of IUT and
giventhatthe TIOTSsS and £ satisfy certainassumptionsthe randomizatiornusedin Algo-
rithm 1 may be chosensuchthatthe algorithmis both completeandsoundin the sensehat it
(eventuallywith probability one) givesthe verdict“fail” in all casesof non-conformanceand
the verdict“pass”in casesof conformanceThe hypothesisandassumptionsre basedon the
resultson digitization techniquesn [31]? which allow the dense-timeraceinclusionproblem
betweertwo setsof timedtracesto bereducedo discretetime. In particularit sufficesto choose
unit delaysin Algorithm 1 (assuminghatthe modelsandIUT sharethe samemagnitudeof a
time unit).

Theorem 1. Assumethat the behaviorof IUT may be modelled as an input enabled,non-
blocking, deterministicTIOTSwith isolatedoutputs.Furthermoe assumehat TTr(IUT) and
TTr(€) are closedunderdigitizationandthat TTr(S) is closedunderinversedigitization Then
Algorithm 1 with only unit delaysis soundand completéan thefollowing senses:

1. Wheneer TestGenEre(S, &, IUT,T) = fail thenlUT rticos S.
T—oo

2. Wheneer |UT rtiécos S thenProb ( TestGenEze(S, E,IUT, T) = fail) — 1
wheee T' is the maximurmumberof iterationsof the while-loopbefore exiting.

Proof. Seeg[20]

From[16, 31] it follows that the closurepropertiesrequiredin Theoreml are satisfiedif
thebehaior of IUT and€ areTIOTSsinducedby closedtimed automatgi.e. whereall guards
andinvariantsarenon-strict)ands is a TIOTS inducedby an opentimed automator{i.e. with
guardsand invariantsbeing strict). In practicetheserequirementsare not restrictve, e.g. for
strict guardsonecanalwaysscalethe clock constantgo obtainarbitraryhigh precision.

3.3 Symbolic State-setComputation

Theconcreteealizationof Algorithm 1 is describedn [20]. We use(well established$ymbolic
constrainsolvingtechniguedgo represensetsof clock valuationscompactlyby so-calledzones.

A zoneoverasetof clocks.X is aconjunctionof clock in-equationsof theform z; — z; <
Cijr Ti = Ciu, @Ndey < 5, Where<e {<, <}, ¢ 5, ¢y, ¢, areinteger constantsncluding
+o00, andz;, z; € X. A symbolicstateis a pair (¢, Z) consistingof a vector/ of locationsfor
eachparallelautomatorandthe zone Z. Z denotesa setof clock valuations,i.e., a symbolic
staterepresents setof concretestatesi(/, Z) = {({,9) | v € Z}.

Therequiredsymbolicalgorithmsaresimilar to thoseusedfor modelchecking[1, 3] except
thatonly statesup to a certaintime limit needto becomputedThisis mosteasilyaccomplished
by introducinganauxiliary clock ¢ thatis setto zerowhenereranobsenableactionoccurs.

2 Wereferthereadetto [31] for the precisedefinition of digitizationandinversedigitization.

3 Theassumptiorthatthe IUT canbe modelledby aformal objectin a given classis commonlyreferred
to asthe testhypothesisOnly its existenceis assumednot a known instanceln particularit may be
extremelylarge,andstructurallytotally unrelatedo the specification.
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4 Experiments

We implementedour algorithm by extendingthe matureUpPAAL model-checkr tool to the
testingtool T-UPPAAL. Besidesagraphicatimedautomataditor, UPPAAL providesanefficient
implementatiorof the neededasicsymbolicoperationsUnlike UpPaAL, T-UPPAAL doesnot
storethereachedstatespacebut only the currentsymbolicstateset.We allow thefull UpPAAL
timed automatalanguagejncluding non-deterministigaction and timing) specificationsand
discretevariables.The IUT is connectedo T-UPPAAL via an adaptercomponentranslating
abstract/O actionsinto their realrepresentatiormndsendgqreceves)themto (from) thelUT.
This sectionpresentghe resultsof the first setof experimentsusing our implementation.
The purposéds to give anindicationof the feasibility of our techniquen termsof applicability,
errordetectioncapability andperformancen termsof state-sesizeandcomputatiortime.

4.1 TestSpecification

For our experimentwe useda slightly changedand adoptedspecificationof a simple railway
controlsystemoriginally publishedn [37] andfoundin UPPAAL distribution. A rail-roadinter-
sectioncontrollermonitorstrainson a setof rail-roadtrackswith a sharedracksegment,e.g.a
train-station Its main objectie is to ensurethatonly onetrain occupieshe sharedsegmentat
atime, andto grantaccessn arrival order In this setupwe assumet tracks,andfor simplicity
1 train pertrackat atime. Trainson track: signalthe controllerwhenthey approactandleave
thestationusingsignalsappr; andleave; respectiely. Whentrain: approacheanoccupiedsta-
tion the controlleris requiredto issuea stop; within 5mtu (modeltime units), andis similarly
requiredto issuego; within 5mtuafterthe stationbecomedree.

x>=3 Free rem! Remove add?

leave_1!

Station

x>=7 @ == : len>=1

ditForLeave !

= AppFpa =7 e==list[0]
rem?

go_1! len--,
: i=0
App Btart )
. ‘ naIGreen Shiftdown
__ list[i]:=0,
- e==1
X:_l(?m release? e:=list[0]
i.?g— ’ x:=0 list[i]:=listfi+1],
T HoldingTrain i+
(a) Train1 of 4. (b) Controllerl of 4. (c) Queue

Fig. 4. Testspecificatiorfor traincontroller:trainsaservironment,controllerandqueueasimplementation.

Theenvironmentassumptiormodelconsistof 4 concurrentimedautomataachmodeling
the assumedehaior of atrain. The modelfor train 1 is shawvn in Figure4(a); the remaining
trains are identical exceptfor the train-id. The model of the IUT requirementsonsistsof 4
concurrentrain controlautomatgFigure4(b)) trackingthe positionof eachpotentialtrain, and
onequeueautomatortrackingtheirarrival order(Figure4(c): list is anarrayof integers,andi is
anindex into thearray).We useUPPAAL syntaxto illustratetimedautomatalnitial locationsare



markedusinga doublecircle. Edgesareby corventionlabeledby thetriple: guard,action,and
assignmenin thatorder Theinternalr-actionis indicatedby anabsenactionlabel. Committed
locationsareindicatedby a locationwith anencircled‘C”. A committedlocationmustbe left
immediatelyasthe next transitiontaken by the system.Finally, bold-facedclock conditions
placedunderlocationsarelocationinvariants.

The completetestspecificatioris a reasonablyarge andnontrivial first experiment:it con-
sistsof 9 concurrentimedautomatag clocks,anda sequentiajueuedatastructure.

4.2 Implementation Under Test

ThelUT isimplementedisanapproximatel\l00line C++ progranfollowing thebasicstructure
of the specificationlt usesPOSIX ThreadsandPOSIXlocksandconditionvariablesfor multi-
threadingandsynchronizationlt consist®f onethreadpertrain,andqueuedatastructurevhose
accesss guardedby mutualexclusionandconditionvariablesIn the experimentthelUT runs
in thesameaddresspaceasthe T-UPPAAL tool, andinputandoutputactionsarecommunicated
to andfrom thedriver/adaptevia two singleplaceboundedouffers.

In additionwe have createda numberof erroneousnutationsbasedn theassumedaorrect
implementatior(MO0):

M1: Thestops signalis issuedlmtutoolate.

M2: Thecontrollerissuesstop; insteadof stops.

M3: Thecontrollerneverissuestops

M4: The controllerusesa boundedqueuelimited to 3 trains. Thus, the fourth train overwritesthe third
trainin thequeue.

M5: ThecontrollerusesLIFO queueinsteadof FIFO.

M6: Thecontrollerignoresapprs signalsif atrain arrivesbefore2mtuafterenteringthelocationFree.

4.3 Error DetectionCapability

The experimentsare run on a 8x900 MHZ Sun SparcFire v880R workstationwith 32 GB
memoryrunningSunSolaris9 (Sun0S5.9). T-UPPAAL runson oneCPUwhereaghelUT may
run on oneor moreof the remaining.T-UPPAAL itself doesnot requiretheseextremeamount
of resourcesandit runswell on a standard®C, but a multiprocessoallows T-UPPAAL andthe
IUT to runin parallelasthey would normallydoin ablack-boxsystemlevel test.

To allow for fasterandmoreexperimentsandreducepotentialproblemswith real-timeclock
synchronizatiorbetweerthe engineandIUT, the experimentsarerun usinga simulatedclock
progressingvhenboth T-UpPPAAL andthe IUT needsto let time pass.Eachmutantis tested
1100timeseachwith anuppertime limit of 200000ntu All runsof M1-6 mutantsfailed and
all runsof MO passedwith timeoutfor testing.The minimum, maximum,andaveragerunning
time andnumberof usedinput actionsaresummarizean theleft sideof Table5.

The resultsshav thatall erroneousmutantsarekilled surprisinglyquickly usinglessthan
100input actionsandlessthan2100mtu In contrastthe assumedorrectimplementationvO
was not killed and was subjectedo at least3500 inputs stimuli and survived for more than
300timeslongerthanothermutantsin average.In conclusionthe resultsindicatethat online
real-timetestingmaybe a highly effective technique.
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Table 5. Error detectionandperformanceneasures:

Error detectioncapability State-sesize Executiontime, p.s

Mu-| Inputactions | Duration,mtu [|After(delay)After(action)After(delay)After(action
tant Min| Avg|Max|Min| Avg|Max||Avg| Max |Avg| Max |Avg| Max |Avg| Max
M1 2 48 16 0| 68.9 318(2.3| 18 |2.7| 28 |1113 3128|141 787

M2 2| 4.6 13 1| 66.4 389(2.3| 22 |2.8| 30 |111§ 3311|147 791
M3 2| 47 14 0| 66.4 398(2.2| 22 |27 30 |1112 3392(141] 834
M4 6/ 8.5 18 28165.0 532|2.8| 24 |3.1| 48 |1113 3469|125 936
M5 4/ 5.6 12| 14| 89.8 364(2.8| 24 |3.3| 48 |113] 3222|146 919
M6 2 1414 921 0[299.62077(2.7| 27 |2.9| 36 [1098 3531|110 861

MO0 [35653751.43966 10°| 10°| 10°[|2.7| 31 [2.9] 46 [1085 3591|101 950

4.4 Performance

Basedon the samesetupfrom Sectiond.3we instrumented-UPPAAL to recordthe numberof
symbolic statesin the state-setandthe amountof CPU time usedto computethe next state-
setafteradelayandanobsenableaction.Theright sideof Table5 summarizesheresults.The
state-sesizeis in averageonly 2-3symbolicstategperstate-sethut it variesalot, upto 48 states.
In averagethestate-sesizesreachedfterperformingadelayappeatargerthanafteranaction.
In averageit costsonly 1.1ms to computethe successostate-setfter a delay andlessthan
0.2ms afteranaction.Thusit seemdeasibleto generatdestsfrom muchlarger specifications,
obviously dependingon the scaleof time units.

To examinethesevariationsin greaterdetail andthe dependeng of computationtime on
state-sesize,we createdthe scatterplot in Figure 6, alsoincluding the regressionline of the
mean.Thefigure shavs the distribution of After(delay)successocomputatiortime of asfunc-
tion of state-sesize.Thefigureshavs graphicallyby farthatmostof the populationof state-set
sizesareconcentratetbelow 5 symbolicstatesandthatvery few arelargerthan25. We founda
similar, but lessdispersedpatternfor After(action)successocomputatiortime.

Figure7 plotstheaveragesuccessostatecomputatiortime asfunction of the state-sesize.
The After(delay) computationtime appearto dependlinearly on the state-sekize, whereas
After(action) appeareven sub-linear But this conclusionis uncertainbecausenly few mea-
surementpointsareavailablefor large state-sesizes. The scattemplot in Figure7(a)shovs the
averageof After(delay) successocomputationtimesasfunction of state-sesize.Figure 7(b)
displaysAfter(action)with a similar patternas After(delay),but is about10 times cheapeito
compute(variesbetweerD.4andl1 ms).

In conclusionthe performancef ourtechniqudooksvery promisingandappearso befast
enoughfor mary real-timesystemsObviously, moreexperimentsonvaryingsizeandcomplex-
ity modelsareneededo find thefirm limitations of thetechnique.

4.5 Industrial CaseStudy

We appliedT-UPPAAL on a first industrialcasestudyprovided by DanfossRefrigerationCon-
trols Division. The systemundertestis an ElectronicCooling Controller (EKC) for industrial
cooling plants.lts main objective is to keeptherefrigeratorroom air temperaturet a userde-
fined setpoint by switchinga compressopbn andoff. It monitorsthe actualroomtemperature,
andsoundsan alarmif the temperaturés too high (low) for too long a period. In additionit
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offersa myriad of featureq(e.g. defrostingand safetymodesin caseof sensorerrors)andap-
proximately40 userset-ableparameters-igure8 depictsthe photoof EKC unit.

The EKC obtainsinput from a room air temperaturesensora defrosttemperaturesensor
and a two-button keypad that controlsapproximately40 userset-tableparametersit delivers
outputvia acompressorelay, adefrostrelay, analarmrelay, afanrelay, andaLED displayunit
shaving the currentlycalculatedroomair temperatur@swell asindicatorsfor alarm,errorand
operatingmode.

Figure9 shavsasimplifiedview of controlobjective, namelyto keepthetemperaturevithin
setint andsetPint+differential. Theregulationis to be basedn anweightedaveragedoom
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Fig. 8. Photoof EKC unit onadesk.

temperaturd’, calculatedrom periodicallysamplingtheair temperatursensosuchthatanew
samplel is weightedby 20%andthe old averageT;, 1 by 80%:

T, 1 %4+ T
5

A certainminimum durationmust passbetweenrestartsof the compressqrand similarly
the compressomustremainon for a minimum duration.An alarmmustsoundif the tempera-
tureincreasegdecreasesjbove (below) highAlarmLimit(lowAlarmLimif) for alarmDelaytime
units. All time constantsn the EKC specificationarein the orderof secondgo minutes,anda
few evenin hours.

T, =

Temperature

highAlarm

Limit
highAlarm
Deviation

start

tart
alarm

compressor

setpoint
differential gy _—

differential

stop
compressor

setpoint

lowAlarm
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i stop

*  compressor
min cooling

time not elapsed

normalmin restart
time not elapsed

alarm delay
lowAlarm

Limit

v

Time
Fig. 9. Main Control Objective of an EKC is to maintaintemperaturavithin bounds.
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TestInterface. Thetestinterfacedefineshow thelUT canbecontrolledandobsened.Danfoss
proposedo testthe EKC by readingandwriting its parameteidatabaseNearly every input,
outputor systemparameters storedin a so-calledparametedatabasén the EKC, essentially
aparameterd indexedtablethat containsthe value,type andpermittedrangeof eachvariable.
The parametedatabasés accessibldrom a PC hostcomputerfirst via a LON network from
the EKC to a EKC-gatavay, from therevia a RS-232busto the PC host,andfinally via pro-
tocol softwareimplementedasa Microsoft COM object.We implementedadaptatiorsoftware
allowing T-UpPPAAL runningonaUNIX hostto interactwith the COM objectvia a TCP/IPcon-
nection.In additionthe adaptatiortranslatecchangesn the parametedatabasénto eventsand
viceversa.

The model. We modeleda central subsetof the functionality of the EKC as a network of
UpPAAL timed automatanamelybasictemperatureegulation,alarm monitoring,and defrost
modeswith manualand automaticcontrolled(fixed) periodicaldefrost(de)actvation. The al-
lowedtiming tolerancesndtiming uncertaintiesntroducedby the adaptatiorsoftwareis mod-
eledexplicitly by allowing outputeventsto beproducedvithin acertainerrorervelope typically

2 secondsThemodelconsistof themaincomponentslepictedn Figurel10,andexplainedbe-
low:

IUT-Model

Environment

| tempMeasurement |
| autoDefrost |

Te newTemp
[ TemperatureGenerator | Jimput > new empv
7
| defrostEventGen | <9Utput | compressor |< ---------------- high’remp-méﬁﬁ..--h
on/offoriaff + A
P v

compressor alarm alarm defrost

Relay Relay | | Display Relay

Fig. 10. Main timed automatacomponentsn model

Compressor controlsthe compressorelay basedon the estimatedroom temperaturealarm
anddefroststatus.

Defrost Controlsthe eventsthatmusttake placeduringadefrostcycle.
Auto Defrost automaticallyengageslefrostmodeperiodically accordingto a usersetting.In

this modethe compressoandalarmhandlingfunctionsaredisengagedintil delayAfterDe-
frosttime unitshave elapsed.
Relay automatanodeladigital physicaloutput(compressqrefrostalarm,alarmdisplay)that
whengivencommandswitcheson (respectiely off) within a certaintime bound.
Temperature Generator (part of the ervironment)simulatesthe variationin room tempera-
ture, currentlyeitherasa sinuscurve or randomly

Defrost Event Generator (part of the ervironment) randomly issuesmanual defrost on/off
commands.
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Experiences. Our preliminary experiencesshaws that it is possibleto accuratelymodel the
behavior of EKC lik e devicesastimedautomataandusethe resultingmodelasatestspecifica-
tion for online testing.lIt is alsopossibleto modelonly selecteddesiredaspect®f the system
behaior, i.e. a completeand detailedbehaioral descriptionis not requiredfor systemtest-
ing. However makingthe modelwasnot trivial becausé¢he systemspecificatiorwasgenerally
incompleteandambiguousThis meantthat muchtime was spenton questioningDanfossen-
gineers,qualified guessingand reverseengineeringWe concludethat explicit modelingis a
strongmethodof understandingndcapturingthe requiredsystembehavior. Oncethe behavior
is understoodwe find it importantto simulateand verify the modelto ensurethatit hasthe
intendedbehavior; someerrorswereintroducedn the modelanddetectedy spurioushehaior
of theresultingtestrun.

We alsolearnedthatthe providedtestinterfaceis notideal. Originally the AK-online soft-
wareis designedor basicmonitoringand changingconfigurationof the EKC ratherthantest-
ing. It lackscontrollability of somephysicalsensoinputsandsynchronizatiorieatureswith the
tester We arecollaboratingwith Danfossto proposea bettertestinterfacefor new generation
EKCswith improvedcontrolandobsenation.

Beforethe submissiordeadlineof this reportwe encounterecitumerougestrunswherethe
EKC disengagesdefrostingearlierthanexpected Accordingto Danfossa possibleexplanation
is that the EKC usesa low resolutiontimer with a precisionof around5 secondgo control
defrosting,whereashe model expects2 secondslt remainsto be seenif this canexplain all
failing testruns,but it indicatesthatour methodindeedcandetectsuchtiming errors.

5 Statusand Future Work

T-UPPAAL is basedn symbolicmodel-checkindechniquedbasedn differentboundmatrices,
which areefficiently implementedn the UPPAAL verificationengine Thetestspecificatiorcan
be createdhrougha userfriendly UPPAAL timedautomatanetwork graphicaleditor. The ervi-
ronmentandthelUT separatioris specifiedoy definingtheobsenablecommunicatiorchannels
betweerthem.In addition,for testing, T-UPPAAL needsanadapter(loadedasdynamiclibrary)
to connecto thelUT.

Thetool implementatiorhasbeenreleasedo the public andthe latestT-UPPAAL versions
canbedawnloadedor non-commercialiseat[23]. The experimentanbere-examinedanda
few moreexamplescanbetried out usingscriptsfrom thedistribution.

Ouir first experiencewith online timed-model-basetkestinghasbeenencouragingso far.
We obsened promisingerror detectioncapabilitieshaving just randomguiding techniquesand
the model-checkingengineprovided us with fastenoughreachabilityalgorithms—notust to
generatéestsonline—hut alsoto executethem,analyzeandcomputeheconformancererdictin
real-time.Theabstrackndnon-deterministi¢estspecificatiorminimizedtheeffort in modeling
andtestingvariouseventandtiming combinationsNon-determinisnprovedto beusefulto deal
with somepracticalissuedik e uncertaintyin floating point computationpossibletiming drifts
andcouldevenpartially substitutethe basicvaluepassing.

Testgenerationimpr ovements. Although generallysuccessfulour first applicationsalsore-
vealedthelackof certainmodelingfeaturese.g.,for interprocessommunicatiorsinceUPPAAL
channelsdefineonly handsha& communicationand datasharingvia global variableswhich
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needto be categyorizedinto IUT andervironmentin the T-UpPAAL framawork. During testing
aninput actionhasto be (non-deterministicallyselectedand/orpre-computedn the modelof
ervironment.We planto improve the value passingby implementingvariablevaluebinding to
channekynchronizationTo improve thedataselectiona specialtypesof variablescouldbein-
troduced Further it would beinterestingo combinewith stateof thearttestingdatagenerators
(e.g.GAST [12]) from symbolicspecificationsespeciallywhencomplex C-like datastructures
aresoonto beavailablein UpPAAL engine.

Somespecificationdrapperto contain(probabilistically)narrav passagethatmaybehard
to reachby a randomizedalgorithm.Moreoverit is not trivial to detectsuchbottleneckswvhile
modeling.To improve the guiding in suchcaseswe planto combinethe resultsfrom offline
test casegeneratordy corverting the generatedesttracesinto modelsof the ervironment.
Specificallyfor online testing,thereare even biggerexpectationgrom online modelcoverage
analysisdescribedelow.

Althoughthetestrunscanbelong, thereis still toolittle supportimplementedor estimating
the confidenceof successfutestrunsandthe testeris left in doubtwhetherall behaior com-
binationshave beentried out. To complementhis lack of confidencea coverage of the system
modelcanbemeasurecccordingo variouscriteria. The coverageof structureyvariablesusage,
andfunctional behaior for UPPAAL specificationshasrecentlybeenproposedn [5, 13] and
areawaiting to beimplementedor online testing.However the coveragecriteria for real-time
propertiemneedmorefundamentatesearch.

Whenatestrunfailsthetestemeedso find outwhy testfailedandwhatpartsof specification
were potentiallyviolated,i.e. the testfailure diagnosticinformation needsto be provided and
mostpreferablyautomaticallyTo provide thisknowledgewe proposeo analyzeheevolution of
the state-setmorespecificallydead-endsvhich arecut off by obsenableactionsandbranching
points which start alternatie historiesof computation.The coverageestimateof the system
model by varioustesttracescan provide probabilisticclue of what went wrong accordingto
specificationin somecasesthe coverageof the executedlUT codecanbe examinedtoo and
theerroneougpartsspottedvhenafailing testrunis identified.

Testexecutionimpr ovements. Oneof the main problemsfor the real-timesystemdeveloper
is the uncontrollableprogressionof time. Mainly thereare two ways of designingreal-time
applicationdo betime-avare:scheduleventsbasedn absoluteclock valuesor schedulevents
basedon offset from previous (internal or obsenable input/output)events.Both approaches
have their prosandcons,but the latermayhave timing drifts. The situationbecomegvenmore
complicatedif the systemis built mixing both approachesire used.We proposeto introduce
timing uncertaintiesn input/outputeventobsenationin orderto syndironizemodelclockswith
theonesin IUT, which requiresfurtherfutureresearch.

So far the testingalgorithm proved to be efficient enoughfor online execution,but still
the performancds unpredictablebecauseof highly varying state-setize, which may strain
time synchroty. Thereforemore sophisticatedalgorithmscould be usedto allow state-sepre-
computationin advance fasteralgorithmsallowing testingof larger specificationsand/orwith
finer time units. Onealternatve is to investigatewhetherthe tool shouldbe separatednto two
parts,the ervironmentsimulatorandtest oracle (monitor). This would allow finer computing
power distribution in time. Moreover, testoraclecanbe extendedto a fully equippedmonitor:
atthe sametime asanalyzingthe tracewith the implementatiormodel,it canmarkthe model
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coverageandgatherdiagnostidnformation. The modelcoveragefactscanbe converted(online
or offline) into guiding hints for (slightly) later testing. The diagnosticinformation can help
developersn identifying the possiblyviolatedpartsof specification.

Figure 11 shows the information flow and breakdevn into functional blocks of our envi-
sionedonline testingtool: the testspecificationconsistsof the ervironmentmodel MEnv and
the implementatiormodel MImp composedn parallel, the online testingtool separatednto
emulator(asernvironmentsimulator)and monitor (astestoracle)andextendedwith testselec-
tor for smartguidingbasedn coverage factsproduceddy monitor, generatedesttraces(from
offline casegenertor, modelcheder or from onlinetestingdiagnosticinformatior) areloaded
aservironmentmodelsthroughtracecorverter.

— I i & [input — Case Generator |
Guiding Emgator S %outpull Implem. |: criteria
env. simulator 'g under test
ilo —
Selector TestSpec: i Diagnostic Data
: or - pec. | o] Monitor || geadend-states Model Checker
cov. into guiding test oracle branching points
—— traces, verdicts —
Coverage
P . facts
sonlinetesting | e
Converter Concrete Simulator

trace to TAN

Fig. 11. Dataflow in onlinetesting:active processearein bold andpassie storagesrein normalfont.

6 Conclusions

We have presentedhe T-UPPAAL tool and approachto testing of embeddedsystemsusing
real-timeonline testingfrom non-deterministicimed automataspecificationsBasedon an ex-
perimentwith a non-trivial specificationwe concludethatour notionof relativizedinput/output
conformanceand our soundand completerandomizecdnline testingalgorithmappearcorrect
and feasible.We further concludethat our algorithmis implementableand T-UPPAAL tool
implementatiorshovs encouragingesultsboth in termsof error detectioncapabilityand per
formanceof the symbolicstate-setomputatioralgorithm.However, furtherwork andreal-life
applicationsareneededo evaluatethe algorithmandthetool in detail.
Besidegracticalapplicationwe planto improvethetool in severaldirections For instance,
to estimatemodel coverageof the traceand useit to guide the randomchoicesmadeby the
algorithmandinvestigateheirimpacton the errordetectioncapability Also we planto include
obsenationuncertaintyinto ouralgorithm(i.e.,outputsandgivenstimuli classifiedn aninterval
of time ratherthanatime instance)to improve clock synchronizatiorbetweenT-UpPAAL and
theimplementationanda valuepassingnechanismo make tool easierto adopt.

Acknowledgments Wewouldlik eto thankSTRES Srojectparticipantsin particularJanTretmans,
Ed BrinksmaandLauraBrancan Brionesfor valuablediscussions.

19



References

10.

11.

12.

13.

14.

15.

16.

17.

18.

T. Henzingerand X. Nicollin andJ. SifakisandS. Yovine. Symbolicmodelcheckingfor real-time
systemslInformationand Computation111(2):193-244Junel994.

. R.Alur andD.L. Dill. A Theoryof TimedAutomata.Theogetical ComputeiSciencel26(2):183—-235,

April 1994.

. G.Behrmann,J.BengtssonA. David, K.G. LarsenP. PetterssorandW. Yi. Uppaalimplementation

secretsIn Formal Techniquesn Real-TmeandFault-Tolerant Systems7th InternationalSymposium,
FTRTFT2002 pages3—22,Septembe002.

. A. Belinfante,J. FeenstraR.G. de Vries, J. TretmansN. Goga,L. Feijs, S. Mauw;, andL. Heerink.

Formal testautomation:A simple experiment. In 12¢" Int. Workshopon Testingof Communicating
Systemspagesl 79-196,1999.

. JoharBlom, AndersHessel BengtJonssonandPaul PetterssonSpecifyingandgeneratingestcases

usingobsenrer automata.ln Formal Approadesto Testingof Softwae, Linz, Austria, SeptembeR1
2004.LectureNotesin ComputerScience.

. V. BrabermanM. Felder andM. Marré. TestingTiming Behaviors of RealTime Software.In Quality

Week1997.SanFrancisco,USA, pagesl43—-155April-May 19971997.

. E. Brinksma,K.G. Larsen,B. Nielsen,andJ. Tretmans. SystematicTestingof RealtimeEmbedded

Software SystemgSTRESS)March 2002. Researcltproposalsubmittedandacceptedy the Dutch
ResearctCouncil.

. LauraBrandan Brionesand Ed Brinksma. A testgeneratiorframewvork for quiescenteal-timesys-

tems.In Formal Appmoadesto Testingof Softwag, Linz, Austria, SeptembeR1 2004.LectureNotes
in ComputerScience.

. R.Cardell-Olver. Conformancdestingof Real-Time Systemswith TimedAutomata.Formal Aspects

of Computing 12(5):350-3712000.

R. ClearelandandM. HennessyTestingEquivalenceasa BisimulationEquivalence.Formal Aspects
of Computing5:1-20,1993.

A. En-NouaaryR. Dssouli,F. Khendek,andA. Elgortobi. Timed TestCasesGeneratiorBasedon

StateCharacterizationTechnique. In 19th IEEE Real-Tme SystemsSymposiun{RTSS'98) pages
220-229 DecembeR—41998.

Lars FrantzenJanTretmansand Tim Willemse. Testgeneratiorbasedon symbolic specifications.
In Formal Approadesto Testingof Softwag, Linz, Austria, Septembe1 2004. Lecture Notesin

ComputerScience.

A. Hessel K.G. Larsen,B. Nielsen,P. PetterssonandA. Skou. Time-OptimalTestCasedor Real-
Time Systems.In 3rd International\Workshopon Formal appoadesto Testingof Softwae (FATES
2003) Montréal, Quebec,CanadaDctober2003.

T. Higashino A. Nakata K. Taniguchi,andA R. Cavalli. Generatingestcasedor atimedi/o automa-
tonmodel.In IFIP Int'l Work. Test. CommunicatSyst(IWTCS) pagesl97-214]1999.

H.S. Hong, I. Lee, O. Sololsky, andH. Ural. A temporallogic basedtheory of testcoverageand
generationIn Proceeding®f the 8th International Confeenceon Toolsand Algorithmsfor the Con-

structionand Analysisof Systemspages327-341 SpringefVerlag,2002.

J.OuaknineandJ. Worrell. Revisiting digitization,robustnessanddecidabilityfor timedautomataln

18thIEEE Symposiunen Logic in ComputerSciencgLICS 2003)Ottawa,Canada pagesl98-207.
IEEE ComputerSociety june2003.

T. JeronandP. Morel. Testgeneratiorderived from model-checkingln N. HalbwachsandD. Peled,
editors,CAV’'99, Trento, Italy, volume1633of LNCS pagesl08—-122 SpringerVerlag,July 1999.

A. Khoumsi,T. Jeron,andH. Marchand.Testcasegeneratiorfor nondeterministiceal-timesystems.
In 3rd InternationalWbrkshopon Formal Approadcesto Testingof Softwae (FATES'03).LNCS293],

Montreal,Canada2003.

20



19.

20.

21.

22.

23.
24.
25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

K.G. Larsen.A Contet DependenEquivalenceBetweenProcessesTheortical ComputerScience
49:185-2151987.

K.G. Larsen,M. Mikucionis, and B. Nielsen. Online testingof real-time systemsusing UPPAAL.
In Formal Approadesto Testingof Softwag, Linz, Austria, SeptembeR1 2004. Lecture Notesin
ComputerScience.

M. Krichen and S. Tripakis. Black-box ConformanceTestingfor Real-Time Systems. In Model
Chedking Softwae: 11thInternational SPINWbrkshop volumeLNCS 2989.Springer april 2004.

D. Mandrioli, S.MorascaandA. Morzenti. GeneratinglestCasedor Real-Time Systemgrom Logic
SpecificationsACM Transactionon ComputerSystemsl 3(4):365-3981995.

M. Mikucionis. T-UPPAAL web page.http://www.cs.aau.dk/"marius/tuppaal/

M. Mikucionis, K.G. LarsenandB. Nielsen.Onlineon-the-flytestingof real- tlmesystemsTechnlcaI
ReportRS-03-49 BasicResearctin ComputerSciencg BRICS),Decembe003.

M. Mikucionis, B. Nielsen,andK.G. Larsen.Real-timesystentestingon-the-fly In the 15th Nordic
Workshopon ProgrammingTheory number34 in B, pages36—38,Turku, Finland, October29-31
2003.Abo Akademi,Departmenbf ComputerScienceFinland. Abstracts.

M. Mikucionis andE. SasnauskaiteOn-the-flytestingusingUPPAAL. Masters thesis,Department
of ComputerScience Aalborg University, Denmark June2003.

B. NielsenandA. Skou. AutomatedTestGeneratiorfrom Timed Automata.In TACAS2001- Tools
and Algorithmsfor the Constructionand Analysisof Systemspages343-357 April 2001.

J. PeleskaP. Amthor, S. Dick, O. Meyer, M. Siggel, and C. Zahlten. TestingReactve Real-Time
Systemsln Material for the Sthool - 5th InternationalSdool and Symposiunon Formal Techniques
in Real-TmeandFault-Tolerant System¢$FTRTFT'98) 1998. Lyngby Denmark.

S. Tripakis. Fault Diagnosisfor Timed Automata. In Formal Techniquesin Real-Tme and Fault
Tolerant System¢FTRTFT'02) volumeLNCS 2469.Springer 2002.

J. Springintweld, F. VaandragemndP.R. D’'Ar genio. TestingTimed Automata.Theoetical Computer
Science254(1-2):225-25March2001.

T.A. HenzingerandZ. MannaandA. Pnueli. Whatgoodaredigital clocks?In WernerKuich, editor,
Automata,L anguaesand Programming 19th International Colloquium,ICALP92,\ienna,Austria,
volume623of LNCS pages545-558. Springerjuly 1992.

J. Tretmans. TestingconcurrentsystemsA formal approach.In J.C.M Baetenand S. Mauw; edi-
tors, CONCUR'99- 10" Int. Confeenceon ConcurencyTheory volume 16640f Lecture Notesin
ComputerSciencepagesA6—65.SpringefVerlag,1999.

J. TretmansandA. Belinfante. Automatictestingwith formal methods. In EuroSTAR'99: 7¢* Eu-
ropeanint. Confeenceon Softwae Testing Analysis& Review, BarcelonaSpain,November8—12,
1999.EuroStarConferencesGalway;, Ireland.

V. Diekert, P. Gastin A. Petit. Remwing epsilon-Fansitiondn TimedAutomata.ln 14thAnnualSym-
posiumon Theoketical Aspectof ComputerScienceSTACS1997 pageH83-594] iibeck,Germary,
Februaryl997.LNCS, Vol. 1200,Springer

R.deVries,J. TretmansA. Belinfante J. Feenstral.. Feijs,S.Mauw, N. Goga,L. Heerink,andA. de
Heer Cote de resystein PROGRESS. In STW TechnologyFoundation,editor, PROGRESS 2000 —
Workshopon Embedde®ystemgpagesl 41-148 Utrecht, The NetherlandsQctober2000.
R.G.deVries andJ. Tretmans.On-the-flyconformanceestingusing SPIN. Softwae Toolsfor Tech-
nology Transfer 2(4):382—-393March 2000.

WangYi, Paul Petterssonand Mats Daniels. Automatic Verificationof Real-Time Communicating
System®By Constraint-Solvingln DieterHogrefeandStefainLeue,editors,Proc. of the 7th Int. Conf
on Formal DescriptionTechniques page223—-238 North—Holland,1994.

21



