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Abstract. We presentthedevelopmentof T-UPPAAL — a new tool for onlineblack-box
testingof real-timeembeddedsystemsfrom non-deterministictimed automataspecifica-
tions.It is basedon a soundandcompleterandomizedonlinetestingalgorithmandis im-
plementedusingsymbolicstaterepresentationandmanipulationtechniques.We propose
the notion of relativized timed input/outputconformanceas the formal implementation
relation.A novelty of this relationandour testingalgorithm is that they explicitly take
environmentassumptionsinto account,generate,executeandverify theresultonlineusing
theUPPAAL on-the-flymodel-checkingtool engine.
This paperintroducestheprinciplesbehindthetool, describesthepresentimplementation
status,andfuturework directions.

1 Intr oduction

The goal of testingis to gain confidencein a physicalcomputerbasedsystemby meansof
executingit. More thanonethird of typical projectresourcesis spenton testingembeddedand
real-timesystems,but still it remainsad-hoc,basedon heuristics,anderror-prone.Therefore
systematic,theoreticallywell-foundedandeffectiveautomatedreal-timetestingtechniquesis of
greatpracticalvalue.

1.1 Model BasedTesting

Testingconceptuallyconsistsof threeactivities: test casegeneration, testcaseexecutionand
verdict assignment. Using modelbasedapproach,a behavioral modelcanbe interpretedasa
specificationthat definesthe requiredandallowed observable(real-time)behavior of the im-
plementation.It can thereforebe usedfor automaticgenerationof soundand (theoretically)
completetestsuites.

An embeddedsysteminteractscloselywith its environmentwhich typically consistsof the
controlledphysicalequipment(theplant)accessiblevia sensorsandactuators,othercomputer
basedsystemsor digital devicesaccessiblevia communicationnetworks usingdedicatedpro-
tocols,andhumanusers.A major taskof the embeddedsystemdevelopmentis to ensurethat
it workscorrectlyin its realoperatingenvironment.Dueto lack of developmentresourcesit is
not feasibleto validatethesystemfor all possibleenvironments.Also it is not necessaryif the
systemenvironmentsareknown to a largeextent.However, therequirementsto thesystemand
theassumptionsmadeabouttheenvironmentshouldbeclearandexplicit.
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(a)Abstractionof anembeddedsystem.
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(b) ExampleSpecification?�@ .
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(c) ExampleenvironmentF�@ .
Fig.1. Embeddedsystemandexamplemodels.

We denotethe systembeingdeveloped
���� 

, andits real operatingenvironment
�G�����
	��H


.
Thesecommunicateby exchanging IKJ�LNMPO and QBMPORLSMPO signals(seenfrom the perspective of���T 

). Using a model-baseddevelopmentapproach,the environmentassumptionsandsystem
requirementsare capturedthroughabstractbehavioral modelsdenoted

�
and

�
respectively,

communicatingon abstractsignalsUWVYX[Z]\ and ^<V_X<`badc corresponding(via asuitableabstrac-
tion) to thereal IKJ�LSMPO and QBMPORLSMPO . Thissetupis depictedin Figure1(a).

1.2 Online Testing

Testcasescanbegeneratedfromthemodelofflinewherethecompletetestscenariosandverdicts
arecomputedapriori andbeforeexecution.Anotherapproachis online(on-the-fly)testingthat
combinestestgenerationandexecution:only asingletestprimitive is generatedfrom themodel
at a timewhich is thenimmediatelyexecutedon the

���� 
. Thentheproducedoutputby the

���� 
aswell asits time of occurrencearechecked againstthe specification,a new testprimitive is
producedandsoforth until it is decidedto endthetest,or anerroris detected.An observedtest
run is a timedtraceconsistingof analternatingsequenceof (input or output)actionsandtime
delays.

Thereare several advantagesof online testing:1) testingmay potentially continuefor a
long time (hoursor even days),and thereforelong, intricate,andstressfultest casesmay be
executed;2) thestate-space-explosionproblemexperiencedbymany offline testgenerationtools
is reducedbecauseonly a limited partof thestate-spaceneedsto bestoredat any point in time;
3) online testgeneratorsoften allow moreexpressive specificationlanguages,especiallywrt.
allowednon-determinismin real-timemodels.

Non-deterministicspecificationallows greatflexibility in modeling.The implementation
modelcanbeprecise,following theexactcomputation.If theexact implementationmodelbe-
comesso largeor complex that it cannotbe interpretedonline in real-time,it maybereplaced
by a moreabstractone,wherethefunctionaland/ortimedbehavior is moreimportantthanthe
computationresult itself. Moreover, the modelcanbe a mixture of abstractionandprecision
whereits needed.If desired,theobservedtracecanthenbeanalyzedoffline againstthedetailed
implementationmodel.
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1.3 RelativizedOnline Testing

Thegoalof relativizedconformancetestingis to checkwhetherthebehavior of the
���T 

is correct
(conforming)to its specification

�
whenoperatingunderassumptions

�
abouttheenvironment.

We proposerelativizedtimedinput/outputconformancerelationbetweenmodeland
���T 

which
coincideswith timedtraceinclusiontakingtheenvironmentbehavior into account.

The environmentmodelsthe useof the systemwhereasthe implementationspecification
modelstherequiredandallowedsystembehavior. An onlinetestgenerationtool usestheenvi-
ronmentmodelto generaterelevantinput stimuli sequencesto the implementation.Thus,from
a testingperspective theenvironmentmodelfunctionsasa load generator or environmentsim-
ulator. Similarly, the test tool usesthe implementationmodelto checkwhetherthe actualob-
served(timed) input-outputsequencesarelegal accordingto the implementationrelation.The
implementationspecification

�
thusmonitors theimplementationandfunctionsasa testoracle.

Figure2 shows thetestsetupof relativizedonlinetesting,wheretherealenvironmentis substi-
tutedby testingtool behaving accordingto themodelof environmentandmonitoringbasedon
themodelof implementation.
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Fig.2. Testsetupin onlinerelativizedtesting.

Modelingtheenvironmentexplicitly andseparatelyandtakingthis into accountduringtest
generationhasseveraladvantages,which we aregoingto elaboratefurtherin this section.

The testgenerationtool cansynthesizeonly relevant and realistic scenariosfor the given
typeof environment,whichin turnreducesthenumberof requiredtestsandimprovesthequality
of thetestsuite.

Thetestengineercanusetheenvironmentmodelto guidethetestgeneratorto morespecific
situationsof interest.This canbeusedto concentrateon positive behavior testingof earlypro-
totypesratherthanall possiblesituationsfor robustnesstesting.Later, testingcanbebasedon
a moregenericenvironmentwhich allowsany inputsequencesrequiredfor negativeandstress-
testing.Further, the implementationmodeloften containpartsthat may be hardto reachby a
randomchanceanda moreintelligentguiding is needed.Finally, it allows the testengineerto
guidetestingon specificpartsof thespecification,eitherfor regressiontestingor debugging.

A separateenvironmentmodelmakesit easyto testthesystemunderdifferentassumptions
andusepatterns. It is sometimesthecasethatthesamebasiccontrolleris reusedin aslightly dif-
ferentsetup,e.g.temperatureregulatorin refrigerationplantsandincubationhouses,embedded
softwarein PCCD-ROM controllerandportableCD players,etc..The implementationcanbe
designedto work in anumberof differentenvironmentsandmightneverbeusedin theirstrange
superpositionat thesametime. Relativized testingallows to concentrateon differentfunction-
ality aspectswhich areidentifiedin applicationusagepatterns.Also it is worth mentioningthat
ourassumptionthattheimplementationmodelsareinputenabledcanberelaxed;they needonly
beinputenabledin thespecificassumedenvironment.Thiseasestheconstructionof themodel.
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Fromatestingtool implementationpointof view, theonlinetestingconsistsof environment
simulationandverdict assignment, whicharequiteindependenttasksconcentratingondifferent
modelsin thesystemspecification:simulationmainly follows themodelof environment,deals
with testgenerationandexecutionandthereforeis time critical, while testoracleis focusingon
possibleviolationsin theimplementationmodelandthereforecanbepostponedto atimewhere
therearemoreprocessingpoweror timeavailable.Wecanseparatethesimulatorandoracleinto
two processes,potentiallyrunningondifferenthostsor evenpostponingverdictsto offline trace
analysis.

1.4 RelatedWork

Model basedtest generationfor real-timespecificationshasbeeninvestigatedby others(see
e.g.,[6,9,11,13,14,18,21,22,27,28,30]), but remainrelatively immature.

A solid and widespreadimplementationrelation usedin model basedconformancetest-
ing of untimedsystemsis the input/outputconformancerelationby Tretmans[32]. Informally,
input/outputconformancerequiresthat, for all tracesin the specification,the implementation
never producesanoutputnot allowedby thespecification,andthat it never refusesto produce
anoutput(staysquiescent)whenthespecificationrequiresone.

As alsonotedin [18,21] a timedinput/outputconformancerelationcanbeobtained(assum-
ing inputenabledness)astimedtraceinclusionbetweentheimplementationandits specification.
Ourwork furtherextendsthis to a relativizedconformancerelationtakingenvironmentassump-
tionsexplicitly into account.In [32] thespecificationis permittedto benon-inputenabled(thus
makingthe conformancerelationnon-transitive in general)in order to captureenvironmental
constraints.However, this requiresexplicit rewriting of the specificationwhendifferentenvi-
ronmentsareto beused.Following theseminalwork [19] our approachis basedon anseparate
modelof theenvironment.In particular, onceconformancehasbeenestablishedwith respectto
aparticularenvironmentwecanautomaticallyconcludeconformanceundermorerestricteden-
vironments.Also,whenthe

���� 
is to beusedin differentenvironments,it sufficesto testit under

themostliberal environmentassumptions.Furthermore,relativizedconformanceis transitive.
Modelbasedofflinetestingis oftenbasedonacoveragecriterionof themodellikein [13,15],

on a testpurposease.g.[17,18], or a fault-modelas[11,14]. Whenspecificationsallow non-
determinism,thegeneratedtestcasescannotsimply bea sequence,but take theform of behav-
ior treesadaptive to implementationcontrolledactions,e.gdifferentoutputsor timing. There-
fore,mostoffline testgenerationalgorithmsexplicitly determinizethespecification[10,17,27].
However, for expressive formalismslike timed automatathis approachis infeasiblebecause
in generalthey cannotbe determinized[2] andtheir unobservableactionscannotalways(and
when they can it may be very costly) be removed [34]. Much work on timed testgeneration
from timedautomatathereforerestrictstheamountandtypeof allowednon-determinism.Some
works [11,13,30] completelydisallow non-determinism,whereasothers[18,27] restrict the
useof clocks,guardsor clock resets.However, in many casesit is important to allow non-
determinism,because1) specificationsare often given as a parallel compositionof model-
components,2) it allows theimplementorsomefreedom,and3) thetesteris usuallyconcerned
with abstractrequirementsratherthanconcretedetailsof the

���T 
. Note that in particularfor

real-timesystemsit may be crucial to allow specificationof timing uncertainty, e.g., that an
outputis expectedin someinterval of time (e.g.,between1 and5 time unitsfrom now), but not
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exactly when.Timedautomatamodelthis by a non-deterministicchoiceof letting time passor
outputtinganevent.

In contrast,online testing is automaticallyadaptive and only implicitly determinizesthe
specification,andonly partially up to theconcretetraceobservedso far. The (untimed)online
testingalgorithmproposedby Tretmanset. al. in [4, 36] continuallycomputesthesetof states
that thespecificationcanpossiblyoccupy after theobservationsmadesofar. Basedon this the
testercanat any time decideto eitherperformoneof theinputsenabledin thespecification,or
wait for outputfrom the implementation,andthencheckwhethertheoutput(or its absence)is
allowedin thestate-set.Onlinetestingfrom Promela[36] andLOTOS specificationsfor untimed
systemshave beenimplementedin the TORX [35] tool, andpracticalapplicationto real case
studiesshow promisingresults[4, 33,35]. However, TORX providesno supportfor real-time.
Our work generalizesthe TORX approachto timedsystemsandto thehandlingof theexplicit
environmentassumptions.We allow a quite generous(non-deterministic)timed automatalan-
guage.In addition,we computethestate-setsymbolicallyto trackthe(potentiallydense)timed
statespace.

Onlinetestingfrom unrestrictednon-deterministictimedautomatausingsymbolicstate-set
computation[29] wasfirst publishedby KrichenandTripakis[21]. We implementa similarap-
proachby extendingthe UPPAAL model-checker resultingin an integratedandmaturetesting
andverification tool. Our work (originating from [7, 24,26]; an abstractappearedin [25]) is
differentfrom [21] in that1) theexacttimedautomatalanguagevariantis differentandincludes
separableenvironmentmodels,2) we proposea relativizedversionof timed input/outputcon-
formance,3) our algorithm(presentedin muchgreaterdetail)generatestestsrelevantonly for
thespecifiedenvironment,and4) is shown to besoundandcompleteundercertainassumptions,
andfinally 5) weprovideexperimentalevidenceof thefeasibility of thetechnique.

1.5 Contrib utions

In this paperwe describea tool for onlinetestingof real-timesystems.Our maincontributions
arethenotion of relativizedtimedinput/outputconformanceandan implementationof a sym-
bolic algorithm in testingtool T-UPPAAL, which is basedon UPPAAL modelcheckingengine.
T-UPPAAL performsonlinetestingof timedsystemsfrom a (possiblydenselytimedandpoten-
tially non-deterministic)timedautomatamodelof the

���� 
andits assumedenvironment.Under

a certaintestinghypothesis,we prove thatour algorithmis complete(in a preciseprobabilistic
sense)andsound.Furthermore,we applyT-UPPAAL to a mediumsizedcasethatdemonstrates
gooderror detectionpotentialandvery encouragingperformance.We describethe statusand
futurework of our testingconceptandimplementation.

2 TestSpecification

Thissectionformally presentsoursemanticframework,andintroducesTIOTS,timedautomata,
andour relativizedinput/outputconformancerelation.

2.1 Timed I/O Transition Systems

We assumea given setof actions X partitionedinto two disjoint setsof outputactions X<`badc
andinput actionsX Z]\ . In additionwe assumethat thereis a distinguishedunobservableactionegfVYX . We denoteby Xih theset Xkjml e�n .
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Definition 1. A timedI/O transitionsystem(TIOTS)
�

is a tuple oqpTr�sbturdX<Z]\GrdX[`ba�cqr�vwyx , wherep is a setof states,s / V_p , and vw{z|p_}moqX h j�~ CP/ x�}2p is a transitionrelationsatisfyingthe

usualconstraintsof time determinism(if s��v w�s�� and sk�v w�s�� � then s�����s�� � ) and time additivity

(if s �u�vdw�s�� and s�� ���vdw�s�� � then s �u�K�����v(v�v�v(w�s�� � ), �mVg~ CP/ , where ~ C�/ denotesnon-negativereal
numbers.
Notation for TIOTS. Let ��r��P�b����� �mVYX , ��V�Xih<j�~ CP/ , and ��rd�P������� �mV_~ CP/ . We write s��v w if fs �v w�s � for somes � . We use � to denotethe e -abstractedtransitionrelationsuchthat s����s �
if f s hv wy� �v w hv w��Ws�� , and sg�� s�� if f s hv wy� � �vdw hv w�� � �v¡w hv w��£¢d¢�¢ hv w�� ��¤v�w hv wy�Ws�� where �¥�¦���¨§k��©9§¢d¢d¢d�ª� . We extend � to sequencesof actionsanddelaysin theusualmanner.

WeassumethattheTIOTS
�

is stronglyinputenabledandnon-blocking.
�

is stronglyinput

enabledif f sg«vw for all statess andfor all inputactionsU . � is non-blockingif f for any states and
any ¬­V�~ C�/ thereis a timedoutputtrace ®��¯� � ^ �N°d°�° ^ � � � � � suchthat s²±� and « � «

³ ¬ .
Thus

�
will not block time in any input enabledenvironment.

To modelpotentialimplementationsit is usefull to definethepropertiesof isolatedoutputs
anddeterminism. We saythat

�
hasisolatedoutputsif whenever s tv w for someoutputaction ^ ,

then s f hv w and s f �v w for all �2´¦µ andwhenever s t�¶vKw then ^b�·�¯^ . Finally,
�

is deterministicif
for all delaysor actions� andall statess , whenever s �v w s�� and s �v w¸s�� � then s����¹s�� � .

An observabletimedtrace ®ºV»oqX2jW~ C�/ x � is of theform ®¼�¹� � � � � ©¨°�°d° ��½P�ª½ � � . Wedefine
theobservabletimedtraces

 · �¾ oqsux of astates as: ¿ �¾ oqsux��¦lB®mV»o(Xkj2~ C�/ x �HÀ s ±� n (1)

For a states (andsubsetp � zÁp ) anda timedtrace ® , sWÂ�ÃKÄ ��¾ ® is thesetof statesthatcan
bereachedafter ® :

s·Â�ÃKÄ �d¾ ®¼�¹l¨s � À s�±� s � n rÅp � Â�ÃKÄ �d¾ ®¼� Æ¡Ç�È ¶ s·Â�ÃKÄ
�d¾ ® (2)

Theset É1Ê�Ä s of observableoutputsor delaysthatcanoccurin s9VYpT�HzËp is definedas:

É1Ê�Ä s �¹l¨�¥VYX[`badcTjÌ~ C�/ À s �� n rÍÉ1Ê�Ä p � � Æ¡Ç�È ¶ É-Ê�Ä s r (3)

TimedAutomata[2] isanexpressiveandpopularformalismfor modellingreal-timesystems.
Let Î be a setof ~ C�/ -valuedvariablescalledclocks. Let ÏÐoÑÎ�x denotethe setof guards on
clocksbeingconjunctionsof simpleconstraintsof theform Ò�Ó&ÔÖÕ , andlet ×¥o�Î�x denotetheset
of updatesof clockscorrespondingto sequencesof statementsof theform Ò�Ø��¦Õ , whereÒ�V2Î ,ÕWV¼Ù , andÓ&Ô�VYl�Ú<rdÛEr��[r�´Er ³ n . A timedautomatonover o(X-r(Î�x is atuple oqÜ¿rqÝ / r(ÞNr�ß¥x , whereÜ is asetof locations,Ý / V_Ü is aninitial location,ÞºØ�Ü»wàÏ�o�Î²x assignsinvariantsto locations,
and ß is a setof edgessuchthat ßÁzáÜ�}_Ï�oÑÎ�x·}_X h }Ì×¥oÑÎ�x·}_Ü . We write Ý¸â�ã � ã äv�v�v�v�wåÝd� if fo�ÝBrqæ�rd��rqç�rqÝd�*xÐV�ß .

Thesemanticsof a timedautomatonis definedin termsof a TIOTS over statesof theforms¥�ÁoÑÝBrBèé x , whereÝ is a locationand èé V�~iê CP/ is a clock valuationsatisfyingthe invariantof Ý .
Intuitively, therearetwo kindsof transitions:delaytransitionsanddiscretetransitions.In delay

transitions,o�ÝBrBèé xÖ�v wàoÑÝBrBèé §Y��x , thevaluesof all clocksof theautomatonareincrementedby the
amountof thedelay, � . Discretetransitionso�ÝBruèé xY�v wëo�Ýd�&rBèé �(x correspondto executionof edgeso�ÝBrqæ�rd��rqç�rqÝd�*x for which theguardæ is satisfiedby èé . Theclockvaluation èé � of thetargetstateis
obtainedby modifying èé accordingto updatesç andsatisfiestheinvariantson Ýd� .
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Figure1(b)showsatimedautomatonspecifyingtherequirementsto acoffeemachine.It has
a facility thatallows theuser, afterpaying,to indicatehis eagernessto getcoffeeby pushinga
requestbuttononthemachineforcingit to outputcoffee.However,allowing insufficientbrewing
time resultsin a weakcoffee.Waiting lessthan30 time unitsdefinitely resultsin weakcoffee,
andwaiting morethan50 definitely in strongcoffee.Between30 and50 time units thechoice
is non-deterministic,meaningthat the

���� 
/implementormay decidewhat to produce.After

the request,it takes the machinean additional (non-deterministic)10 to 30 (30 to 50) time
units to produceweak coffee (strongcoffee). The timed automatonin Figure 1(c) modelsa
potential(nice)userof themachinethatpaysbeforerequestingcoffeeandwantsstrongcoffee
thusrequestingonly after60 timeunits.

TIOTS Composition. Let
� � o(pTrds / r�X[Z]\�rdX<`badcìr�vw�x be an input enabled,non-blocking

TIOTS. An environment
�

for
�

is itself an input enabled,non-blocking,TIOTS
� �{oqß­r�í¡t�rX[`badcìrdX<Z]\�r�vw�x . Here ß is thesetof environmentstatesandthesetof input (output)actionsof

�
is identicalto theoutput(input)actionsof

�
. Theparallelcompositionof

�
and

�
formsaclosed

system
�ïîT�

whoseobservablebehavior isdefinedby theTIOTS o(p[}¿ß­rªoqs / r�í / xqr�X[Z]\�rdX<`badcìr�vwðx
where vw is definedas

s��v w¸s � í��v wàí �
oqsªrdíux2�v wào(s��&r�í��*x

s hv w s �
o(s�r�íux hv wào(s��$r�í�x

í hv w¸í �
oqsªr�í�x hv w�o(s�r�í��*x

s �v w s � í �v w í �
o(s�r�íux �v w�oqs��*rdí��*x (4)

The timed automata
��ñ

and
��ñ

respectively shown in Figure 1(b) and1(c) canbe composed
in parallelon actions X Z]\ �ål ¾$��ò rbódôBõ�ö n and X `badc �ålª÷ �d��øuù ôBú �d� rbûìÄ ¾ ôBö�ü ù ôBú �d� n forming a
closednetwork1.

2.2 RelativizedTimed Conformance

In this sectionwe defineour notionof conformancebetweenTIOTSs.Our notionderivesfrom
the input/outputconformancerelation( õ�ô�ódô ) of TretmansanddeVries [32,36] by taking time
and environmentconstraintsinto account.Under assumptionsof input enablednessour rela-
tivized timedconformancerelationcoincideswith relativized timedtraceinclusion.Like õ�ô�ódô ,
this relationensuresthattheimplementationhasonly thebehavior allowedby thespecification.
In particular, 1) it is not allowed to producean outputat a time (too late or too early) when
oneis not allowed by the specification,2) it is not allowed to omit producingan outputwhen
oneis requiredby thespecificationby delayingmorethanallowed.Thus,timedtraceinclusion
offersthenotionof time-boundedquiescence[8] that—incontrastto õ�ô�ó�ô ’s conceptualeternal
quiescence—canbeobservedin a real-timesystem.

Definition 2. Givenan environmentí_Výß the í -relativizedtimed input/outputconformance
relation

¾ Äqõ�ô�ódôBþ betweensystemstatess�r(¬£VYp is definedas:

s ¾ Äqõ�ô�ódô þ ¬åÿ����H® V  ¿ �¾ oqíux ° É1Ê�Ä oqsªr�í�xNÂ�ÃKÄ �d¾ ® z�É-Ê�Ä o�¬dr�í�xNÂ�ÃKÄ �d¾ ®
Whenever s ¾ Äqõ�ô�ódô þ ¬ we will saythat s is a correctimplementation(or refinement)of thespec-
ification ¬ undertheenvironmentalconstraintsexpressedby í . Undertheassumptionof input-
enablednessof both

�
and

�
we may characterizerelativized conformancein termsof trace-

inclusionasfollows:
1 To avoidclutteringthefigureswehavenotmadethemexplicitly inputenabled;for theunspecifiedinputs

thereis anundrawn self loopingedgethatmerelyconsumestheinput without changingthelocation.

7



Lemma 1. Let
�

and
�

beinput-enabledwith statessªrq¬1VYp and í9VYß respectively. Then

s ¾ Äqõ�ô�ódô þ ¬åÿ��  · �¾ oqsux��  · �¾ o(í�xÐz  · �¾ oÑ¬�x��  ¿ �¾ oqíux
Thusif s ¾ Äqõ�ô�ó�ô þ ¬ doesnotholdthenthereexistsa trace® of í suchthat s�±� but ¬ f ±� . Given

the notion of relativized conformanceit is natural to considerthe preorderon environments
basedon their discriminatingpower, i.e. for two environmentsí and � :

í��	� ÿ
� ¾ Äqõ�ô�ó�ô���z ¾ Äqõ�ô�ódô þ (5)

(to be read � is more discriminatingthan í ). It follows from the definition of
¾ Äqõ�ô�ó�ô thatí
��� if f

 · �¾ oqíux�z  ¿ �¾ o��Hx . In particular there is a most (least)discriminatinginput en-
abledand non-blockingenvironment � ( � ) given by

 ¿ �¾ o��¥xY� o(Xýj»~ C�/ x �  ¿ �¾ o���x��oqX `ba�c j�~ CP/ x � . Thecorrespondingconformancerelation
¾ Äqõ�ô�ódô�� (

¾ Äqõ�ô�ódô�� ) specializesto sim-
pletimedtraceinclusion(timedoutputtraceinclusion)betweensystemstates.In Figure3(a)and
Figure3(b) themost-discriminatingandthe least-discriminatingenvironmentsaregivenwhenX[Z]\Ì�Ël ¾&�dò r�ó�ôBõ�ö n and X<`badc��Ël�÷ �d��øBù ô�ú ��� r�ûìÄ ¾ ôBö�ü ù ôBú �d� n .
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Fig.3. Implementationof coffeemachine

2.3 Examples

The specificationmachine
��ñ

and environment
��ñ

were describedin Section2.1. The (de-
terministic) implementation:io�; È r<;%=»x in Figure3(c) producesweakcoffee (strongcoffee)
after less than 40 time units (more than 41 time units) and an additional brewing time of
; È (resp. ;%= ) time units. Observe that any traceof the implementation:io?>�µ�rA@�µSx (in any
environment)can be matchedby the specification;hence:io?>�µ�rB@BµSx ¾ Äqõ�ô�ódôDCFE{p . Thus also
:io?>�µ�rA@�µSx ¾ Äqõ�ô�ó�ô CHG � ñ . In contrast:ioBIbµ�rBJSx ¾ Ä K õ�ôuódô C E � ñ for two reasons:1) it hasthe timed
traceó�ôBõ�öE¢<LBµ­¢ ¾$��ò ¢MJ­¢ª÷ ����øuù ôBú �d� that

� ñ
doesnot, i.e., it mayproduceweakcoffeetoo soon

(no time to insertacup);2) it hasthetraceódô�õ�ö9¢NJBµ<¢ ¾&�dò ¢�I¡µ not in
� ñ

meaningthatit produces
strongcoffeetoo slowly. Assumenow thatthestrongcoffeeerroris fixed,andthatthemachine
:io?>�µ�rAJNx is usedin therestrictedenvironmentof niceusers

� ñ
. Here,despitetheremainingweak

coffeeerrorin
� � , :Wo?>BµGrAJNx ¾ Äqõ�ô�ó�ô CHG � ñ because

� ñ
never requestsweakcoffee.

3 TestGenerationand Execution

Wepresentthemainalgorithm,its soundnessandcompletenessproof,andhow to implementit.
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3.1 The Main Algorithm

Theinputto Algorithm 1 is two TIOTSs
�ïî��

respectively modellingthe
���� 

andenvironment.
It maintainsthecurrentreachablestateset O z p�}�ß that the testspecificationcanpossibly
occupy after the timed traceobservedso far. Knowing this, stateestimateallows it to choose
appropriatetestprimitivesandto validate

���� 
outputs.

Algorithm 1 Testgenerationandexecution: PRQMS�OUTVQ�J�WYXZQ�o � r � r ���� r�[0x . O Ø��Ël�o(s / rdí / x n .
while O f�	\^]`_bIKO6Qba�c�O$IKQ�JRS9Úd[ do switch(action, delay, restart) randomly:

action: // offer an input
if
	 öHe�É1Ê�Ä�f�Ê�Ä�o1O x f�
\

randomlychoose�¥V 	 öHe�É1Ê�Ä�f�Ê�Ä�o1O x
send� to

���� 
O{Ø��dOýÂ�ÃKÄ ��¾ �

delay: // wait for an output
randomlychooseg[Vih �d���bj ûbo1O x
sleepfor g timeunitsandwakeup on output ^
if ^ occursat g � Úkg then

O{Ø��dOýÂ�ÃKÄ ��¾ gb�
if ^mlV � n f�É1Ê�Ä�f�Ê�Ä�o1O x then return fail
elseO{Ø��dOýÂ�ÃKÄ ��¾ ^

else // no output within g delay
O{Ø��dOýÂ�ÃKÄ ��¾ g

restart: //reset and restart
O{Ø��¦l�oqs / rdí / x n
reset

���T 
if O{�	\ then return fail
elsereturn pass

Thetestercanperformthreebasicactions:eithersendaninput(enabledenvironmentoutput)
to the

���� 
, wait for anoutputfor sometime,or resetthe

���� 
andrestart.If thetesterobserves

anoutputor a time delayit checkswhetherthis is legal accordingto thestateset.Thestateset
is updatedwhenever an input is offered,or an outputor delayis observed. Illegal occurrence
or absenceof an output is detectedif the stateset becomesempty which is the result if the
observed traceis not in the specification.The functionsusedin Algorithm 1 are definedas:	 öHe�É1Ê�Ä�f�Ê�Ä�o1O x[� lu�_VËX[ZR\ Àpo oqsªr�í�x<VqO ° íË�v w n , � n f�É1Ê�Ä�f�Ê�Ä�o1O xE� lu�YV¦X<`badc Àpo o(s�r�íux<V
O ° s �v w n , and h �d���bj ûbo1O xÖ� lB� Àro oqsªrdíuxÖVsO ° í �� n . Note that

	 öte�É-Ê�Ä�f�Ê�Ä is empty if the
environmenthasno outputsto offer. Similarly, h �d���bj û cannotpick at randomfrom the entire
domainof real-numbersif the environmentmust producean input to the

���T 
model before

a certainmomentin time. We usethe efficient reachabilityalgorithm implementation[3] to
computetheoperatorÂ�ÃKÄ �d¾ . It operateson boundedsymbolicstates,checksfor inclusionsand
thusalwaysterminatesevenif themodelcontainse actionloops.

3.2 Soundnessand Completeness

Algorithm 1 constitutesa randomizedalgorithmfor providing stimuli to (in termsof input and
delays)andobservingresultingreactionsfrom (in termsof output)a given

���� 
. Assumingthe
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behavior of the
���� 

is anon-blocking,inputenabled,deterministicTIOTSwith isolatedoutputs
the reactionto any given timed input trace ®y�ï� � U �S°d°�° ��½�U>½�� « � � is completelydeterministic.
More precisely, given the stimuli ® thereis a unique u¹V  · �¾ o ���� x suchthat uwv X<Z]\y� ® ,
whereuxv9X Z]\ is thenaturalprojectionof thetimedtraceu to thesetof input actions.

Undera certain(theoreticallynecessary)testinghypothesisaboutthe behavior of
���� 

and
given that the TIOTSs

�
and

�
satisfycertainassumptions,the randomizationusedin Algo-

rithm 1 maybe chosensuchthat thealgorithmis bothcompleteandsoundin thesensethat it
(eventuallywith probability one)givesthe verdict “f ail” in all casesof non-conformanceand
the verdict “pass” in casesof conformance.The hypothesisandassumptionsarebasedon the
resultson digitization techniquesin [31]2 which allow the dense-timetraceinclusionproblem
betweentwo setsof timedtracesto bereducedto discretetime.In particularit sufficesto choose
unit delaysin Algorithm 1 (assumingthat the modelsand

���� 
sharethesamemagnitudeof a

timeunit).

Theorem1. Assumethat the behaviorof
���� 

may be modelled3 as an input enabled,non-
blocking, deterministicTIOTSwith isolatedoutputs.Furthermore assumethat

 · �¾ o ���� x and · �¾ o � x areclosedunderdigitizationandthat
 · �¾ o � x is closedunderinversedigitization. Then

Algorithm1 with onlyunit delaysis soundandcompletein thefollowingsenses:

1. Whenever PRQMS�OUTVQ�J�WYXZQ�o � r � r ���� r�[0xÐ�zybc�I?{ then
���� 2¾ Ä K õ�ôBódô C � .

2. Whenever
���� 2¾ Ä K õ�ôBó�ôbC � thenProb PRQbS�OUTVQ�J�WYXZQ�o � r � r ���� r�[0xÐ�|ybcBI?{ }Z~��v&v�v�v&w��

where [ is themaximumnumberof iterationsof thewhile-loopbeforeexiting.

Proof. See[20]

From [16,31] it follows that the closurepropertiesrequiredin Theorem1 aresatisfiedif
thebehavior of

���� 
and

�
areTIOTSsinducedby closedtimedautomata(i.e. whereall guards

andinvariantsarenon-strict)and
�

is a TIOTS inducedby anopentimedautomaton(i.e. with
guardsand invariantsbeing strict). In practicetheserequirementsarenot restrictive, e.g. for
strict guardsonecanalwaysscaletheclock constantsto obtainarbitraryhighprecision.

3.3 SymbolicState-setComputation

Theconcreterealizationof Algorithm 1 is describedin [20]. Weuse(well established)symbolic
constraintsolvingtechniquesto representsetsof clockvaluationscompactlyby so-calledzones.

A zoneovera setof clocksÎ is a conjunctionof clock in-equationsof theform Ò « v¼Ò����Õ « ã � , Ò « �|Õ « ä , and Õ «�� � Ò « , where �EVÁluÛEr�Ú n , Õ « ã � r�Õ «
� r�Õ « ä are integer constantsincluding�!�
, and Ò « rqÒ � V¼Î . A symbolicstateis a pair � èÝurM�r� consistingof a vector èÝ of locationsfor

eachparallelautomatonandthe zone � . � denotesa setof clock valuations,i.e., a symbolic
staterepresentsa setof concretestates:� èÝBrM�r�¨�¦l�o èÝBrBèé x À èé V�� n .

Therequiredsymbolicalgorithmsaresimilar to thoseusedfor modelchecking[1,3] except
thatonly statesup to acertaintime limit needto becomputed.This is mosteasilyaccomplished
by introducinganauxiliaryclock ¬ thatis setto zerowheneveranobservableactionoccurs.

2 Wereferthereaderto [31] for theprecisedefinitionof digitizationandinversedigitization.
3 Theassumptionthatthe )+*-, canbemodelledby a formal objectin a givenclassis commonlyreferred

to asthe testhypothesis. Only its existenceis assumed,not a known instance.In particularit may be
extremelylarge,andstructurallytotally unrelatedto thespecification.
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4 Experiments

We implementedour algorithm by extendingthe matureUPPAAL model-checker tool to the
testingtool T-UPPAAL. Besidesagraphicaltimedautomataeditor, UPPAAL providesanefficient
implementationof theneededbasicsymbolicoperations.Unlike UPPAAL, T-UPPAAL doesnot
storethereachedstatespace,but only thecurrentsymbolicstateset.We allow thefull UPPAAL

timed automatalanguage,including non-deterministic(action and timing) specificationsand
discretevariables.The

���� 
is connectedto T-UPPAAL via an adaptercomponenttranslating

abstractI/O actionsinto their realrepresentation,andsends(receives)themto (from) the
���� 

.
This sectionpresentsthe resultsof the first setof experimentsusingour implementation.

Thepurposeis to give anindicationof thefeasibility of our techniquein termsof applicability,
errordetectioncapability, andperformancein termsof state-setsizeandcomputationtime.

4.1 TestSpecification

For our experimentwe useda slightly changedandadoptedspecificationof a simplerailway
controlsystemoriginally publishedin [37] andfoundin UPPAAL distribution.A rail-roadinter-
sectioncontrollermonitorstrainson a setof rail-roadtrackswith a sharedtracksegment,e.g.a
train-station.Its mainobjective is to ensurethatonly onetrain occupiesthesharedsegmentat
a time,andto grantaccessin arrival order. In this setupwe assume4 tracks,andfor simplicity
1 train per trackat a time.Trainson track U signalthecontrollerwhenthey approachandleave
thestationusingsignals

� fHf ¾�� and
���d� e �b� respectively. Whentrain U approachesanoccupiedsta-

tion thecontroller is requiredto issuea ûìÄqôHf � within 5mtu (modeltime units),andis similarly
requiredto issueüBô � within 5mtuafterthestationbecomesfree.

Safe

Stop

Station

Appr Start

x>=10
x:=0

x<=10
stop_1?
x:=0

x>=3
leave_1!

x:=0

appr_1!

x:=0

x>=7
x:=0

go_1?
x:=0

(a)Train 1 of 4.

Remove

Approach

Free

SignalRed
x<=5

HoldingTrain

WaitForLeave

SignalGreen
x<=5

leave_1?
e:=1

stop_1!

rem!

appr_1?
e:=1

x:=0
add!
len>0

e==1
release?
x:=0

go_1!

len==0
add!

e==1
release?

(b) Controller1 of 4.

Start

Shiftdown

i < len
list[i]:=list[i+1],
i++

len==i,
len==0
list[i] := 0

len>=1,
e==list[0]
rem?
len--,
i := 0

add?
list[len]:=e,
len++

len==i,
len>0
list[i]:=0,
e:=list[0]

release!

(c) Queue

Fig.4.Testspecificationfor traincontroller:trainsasenvironment,controllerandqueueasimplementation.

Theenvironmentassumptionmodelconsistsof 4 concurrenttimedautomataeachmodeling
the assumedbehavior of a train. The modelfor train 1 is shown in Figure4(a); the remaining
trains are identical except for the train-id. The model of the

���� 
requirementsconsistsof 4

concurrenttraincontrolautomata(Figure4(b)) trackingthepositionof eachpotentialtrain,and
onequeueautomatontrackingtheirarrival order(Figure4(c):

� õ�ûìÄ is anarrayof integers,and õ is
anindex into thearray).WeuseUPPAAL syntaxto illustratetimedautomata.Initial locationsare
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markedusinga doublecircle.Edgesareby conventionlabeledby thetriple: guard,action,and
assignmentin thatorder. Theinternale -actionis indicatedby anabsentactionlabel.Committed
locationsareindicatedby a locationwith anencircled“C”. A committedlocationmustbe left
immediatelyas the next transitiontaken by the system.Finally, bold-facedclock conditions
placedunderlocationsarelocationinvariants.

Thecompletetestspecificationis a reasonablylargeandnontrivial first experiment:it con-
sistsof 9 concurrenttimedautomata,8 clocks,anda sequentialqueuedatastructure.

4.2 Implementation Under Test

The
���T 

is implementedasanapproximately100lineC++programfollowingthebasicstructure
of thespecification.It usesPOSIXThreadsandPOSIXlocksandconditionvariablesfor multi-
threadingandsynchronization.It consistsof onethreadpertrain,andqueuedatastructurewhose
accessis guardedby mutualexclusionandconditionvariables.In theexperiment,the

���� 
runs

in thesameaddressspaceastheT-UPPAAL tool,andinputandoutputactionsarecommunicated
to andfrom thedriver/adaptervia two singleplaceboundedbuffers.

In additionwe have createda numberof erroneousmutationsbasedon theassumedcorrect
implementation(M0):

M1: The �����M�U� signalis issued1mtu too late.
M2: Thecontrollerissues���6�b��� insteadof ���6�b�U� .
M3: Thecontrollernever issues���6�b� �
M4: The controllerusesa boundedqueuelimited to 3 trains.Thus,the fourth train overwritesthe third

train in thequeue.
M5: ThecontrollerusesLIFO queueinsteadof FIFO.
M6: Thecontrollerignores�<���b� � signalsif a train arrivesbefore2mtuafterenteringthelocation �����N� .

4.3 Err or DetectionCapability

The experimentsare run on a 8x900 MHZ Sun SparcFire v880R workstationwith 32 GB
memoryrunningSunSolaris9 (SunOS5.9).T-UPPAAL runsononeCPUwhereasthe

���T 
may

run on oneor moreof the remaining.T-UPPAAL itself doesnot requiretheseextremeamount
of resources,andit runswell on a standardPC,but a multiprocessorallows T-UPPAAL andthe���T 

to run in parallelasthey wouldnormallydo in ablack-boxsystemlevel test.
To allow for fasterandmoreexperimentsandreducepotentialproblemswith real-timeclock

synchronizationbetweentheengineand
���� 

, theexperimentsarerun usinga simulatedclock
progressingwhenboth T-UPPAAL and the

���T 
needsto let time pass.Eachmutantis tested

1100timeseachwith an uppertime limit of 100000mtu. All runsof M1-6 mutantsfailed and
all runsof M0 passedwith timeoutfor testing.Theminimum,maximum,andaveragerunning
timeandnumberof usedinput actionsaresummarizedon theleft sideof Table5.

The resultsshow that all erroneousmutantsarekilled surprisinglyquickly usinglessthan
100 input actionsandlessthan2100mtu. In contrastthe assumedcorrectimplementationM0
was not killed andwas subjectedto at least3500 inputsstimuli andsurvived for more than
300 timeslongerthanothermutantsin average.In conclusion,the resultsindicatethat online
real-timetestingmaybeahighly effective technique.
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Table5. Errordetectionandperformancemeasures:

Errordetectioncapability State-setsize Executiontime, ���
Mu- Inputactions Duration,mtu �� 
���N� (delay) �� ����¡� (action) �� ����¡� (delay) �� ��6�N� (action)
tant Min Avg Max Min Avg Max Avg Max Avg Max Avg Max Avg Max
M1 2 4.8 16 0 68.8 318 2.3 18 2.7 28 1113 3128 141 787
M2 2 4.6 13 1 66.4 389 2.3 22 2.8 30 1118 3311 147 791
M3 2 4.7 14 0 66.4 398 2.2 22 2.7 30 1112 3392 141 834
M4 6 8.5 18 28 165.0 532 2.8 24 3.1 48 1113 3469 125 936
M5 4 5.6 12 14 89.8 364 2.8 24 3.3 48 1131 3222 146 919
M6 2 14.1 92 0 299.62077 2.7 27 2.9 36 1098 3531 110 861
M0 35653751.43966 ¢A£5¤ ¢�£5¤ ¢A£F¤ 2.7 31 2.9 46 1085 3591 101 950

4.4 Performance

Basedon thesamesetupfrom Section4.3we instrumentedT-UPPAAL to recordthenumberof
symbolicstatesin the state-set,andthe amountof CPU time usedto computethe next state-
setaftera delayandanobservableaction.Theright sideof Table5 summarizestheresults.The
state-setsizeis in averageonly 2-3symbolicstatesperstate-set,but it variesalot, upto 48states.
In average,thestate-setsizesreachedafterperformingadelayappearlargerthanafteranaction.
In averageit costsonly � ° �¡¥»s to computethe successorstate-setafter a delay, and lessthanµ ° @�¥»s afteranaction.Thusit seemsfeasibleto generatetestsfrom muchlargerspecifications,
obviouslydependingon thescaleof time units.

To examinethesevariationsin greaterdetail andthe dependency of computationtime on
state-setsize,we createdthe scatterplot in Figure6, alsoincluding the regressionline of the
mean.Thefigureshows thedistribution of Â�ÃKÄ �d¾ (delay)successorcomputationtime of asfunc-
tion of state-setsize.Thefigureshowsgraphicallyby far thatmostof thepopulationof state-set
sizesareconcentratedbelow 5 symbolicstates,andthatvery few arelargerthan25.Wefounda
similar, but lessdispersed,patternfor Â�ÃKÄ ��¾ (action)successorcomputationtime.

Figure7 plotstheaveragesuccessorstatecomputationtimeasfunctionof thestate-setsize.
The Â�ÃKÄ �d¾ (delay) computationtime appearto dependlinearly on the state-setsize,whereasÂ�ÃKÄ �d¾ (action)appeareven sub-linear. But this conclusionis uncertainbecauseonly few mea-
surementspointsareavailablefor largestate-setsizes.Thescatterplot in Figure7(a)shows the
averageof Â�ÃKÄ ��¾ (delay)successorcomputationtimesasfunction of state-setsize.Figure7(b)
displaysÂ�ÃKÄ ��¾ (action)with a similar patternas Â�ÃKÄ �d¾ (delay),but is about10 timescheaperto
compute(variesbetween0.4and1 ms).

In conclusion,theperformanceof our techniquelooksverypromisingandappearsto befast
enoughfor many real-timesystems.Obviously, moreexperimentsonvaryingsizeandcomplex-
ity modelsareneededto find thefirm limitationsof thetechnique.

4.5 Industrial CaseStudy

We appliedT-UPPAAL on a first industrialcasestudyprovidedby DanfossRefrigerationCon-
trols Division. Thesystemundertestis an ElectronicCoolingController(EKC) for industrial
coolingplants.Its mainobjective is to keeptherefrigeratorroomair temperatureat a userde-
finedsetpoint by switchinga compressoron andoff. It monitorstheactualroomtemperature,
andsoundsan alarmif the temperatureis too high (low) for too long a period.In addition it
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Fig.6. Distributionof �� ����¡� (delay)state-setsuccessorcomputationon state-setsize.
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Fig.7. Thescatterplotsof averageCPUtime perstate-setsizewith linearregressionlines.

offersa myriad of features(e.g.defrostingandsafetymodesin caseof sensorerrors)andap-
proximately40 userset-ableparameters.Figure8 depictsthephotoof EKC unit.

The EKC obtainsinput from a room air temperaturesensor, a defrosttemperaturesensor,
anda two-button keypadthat controlsapproximately40 userset-tableparameters.It delivers
outputvia acompressorrelay, adefrostrelay, analarmrelay, afanrelay, andaLED displayunit
showing thecurrentlycalculatedroomair temperatureaswell asindicatorsfor alarm,errorand
operatingmode.

Figure9 showsasimplifiedview of controlobjective,namelyto keepthetemperaturewithin
setPoint andsetPoint § differential. Theregulationis to bebasedon anweightedaveragedroom
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Fig.8. Photoof EKC unit ona desk.

temperature[ � calculatedfrom periodicallysamplingtheair temperaturesensorsuchthatanew
sample[ is weightedby 20%andtheold average[H�R¦H� by 80%:

[H�m� [H�R¦H�¨§¨>�§z[J
A certainminimum durationmustpassbetweenrestartsof the compressor, andsimilarly

thecompressormustremainon for a minimumduration.An alarmmustsoundif thetempera-
tureincreases(decreases)above(below) highAlarmLimit(lowAlarmLimit) for alarmDelaytime
units.All time constantsin theEKC specificationarein theorderof secondsto minutes,anda
few evenin hours.
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Fig.9. Main ControlObjective of anEKC is to maintaintemperaturewithin bounds.
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TestInterface. Thetestinterfacedefineshow the
���� 

canbecontrolledandobserved.Danfoss
proposedto test the EKC by readingandwriting its parameterdatabase.Nearly every input,
outputor systemparameteris storedin a so-calledparameterdatabasein theEKC, essentially
a parameterid indexedtablethatcontainsthevalue,typeandpermittedrangeof eachvariable.
The parameterdatabaseis accessiblefrom a PC hostcomputerfirst via a LON network from
the EKC to a EKC-gateway, from therevia a RS-232bus to the PC host,andfinally via pro-
tocol softwareimplementedasa Microsoft COM object.We implementedadaptationsoftware
allowing T-UPPAAL runningonaUNIX hostto interactwith theCOM objectvia aTCP/IPcon-
nection.In additiontheadaptationtranslatedchangesin theparameterdatabaseinto eventsand
viceversa.

The model. We modeleda centralsubsetof the functionality of the EKC as a network of
UPPAAL timed automata,namelybasictemperatureregulation,alarmmonitoring,anddefrost
modeswith manualandautomaticcontrolled(fixed) periodicaldefrost(de)activation.The al-
lowedtiming tolerancesandtiming uncertaintiesintroducedby theadaptationsoftwareis mod-
eledexplicitly by allowingoutputeventsto beproducedwithin acertainerrorenvelope,typically
2 seconds.Themodelconsistsof themaincomponentsdepictedin Figure10,andexplainedbe-
low:
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Fig.10.Main timedautomatacomponentsin model

Compressor controlsthe compressorrelay basedon the estimatedroom temperature,alarm
anddefroststatus.

Defrost Controlstheeventsthatmusttakeplaceduringadefrostcycle.
Auto Defrost automaticallyengagesdefrostmodeperiodically, accordingto a usersetting.In

this modethecompressorandalarmhandlingfunctionsaredisengageduntil delayAfterDe-
frost time unitshaveelapsed.

Relay automatamodeladigital physicaloutput(compressor, defrostalarm,alarmdisplay)that
whengivencommandswitcheson(respectively off) within acertaintimebound.

TemperatureGenerator (part of the environment)simulatesthe variation in room tempera-
ture,currentlyeitherasa sinuscurveor randomly.

DefrostEvent Generator (part of the environment) randomly issuesmanualdefrost on/off
commands.
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Experiences. Our preliminary experiencesshows that it is possibleto accuratelymodel the
behavior of EKC likedevicesastimedautomataandusetheresultingmodelasa testspecifica-
tion for online testing.It is alsopossibleto modelonly selecteddesiredaspectsof the system
behavior, i.e. a completeand detailedbehavioral descriptionis not requiredfor systemtest-
ing. However makingthemodelwasnot trivial becausethesystemspecificationwasgenerally
incompleteandambiguous.This meantthatmuchtime wasspenton questioningDanfossen-
gineers,qualifiedguessing,andreverseengineering.We concludethat explicit modelingis a
strongmethodof understandingandcapturingtherequiredsystembehavior. Oncethebehavior
is understoodwe find it importantto simulateandverify the model to ensurethat it hasthe
intendedbehavior; someerrorswereintroducedin themodelanddetectedby spuriousbehavior
of theresultingtestrun.

We alsolearnedthat theprovidedtestinterfaceis not ideal.Originally theAK-online soft-
wareis designedfor basicmonitoringandchangingconfigurationof theEKC ratherthantest-
ing. It lackscontrollabilityof somephysicalsensorinputsandsynchronizationfeatureswith the
tester. We arecollaboratingwith Danfossto proposea bettertestinterfacefor new generation
EKCswith improvedcontrolandobservation.

Beforethesubmissiondeadlineof this reportwe encounterednumeroustestrunswherethe
EKC disengagesdefrostingearlierthanexpected.Accordingto Danfossa possibleexplanation
is that the EKC usesa low resolutiontimer with a precisionof around5 secondsto control
defrosting,whereasthe modelexpects2 seconds.It remainsto be seenif this canexplain all
failing testruns,but it indicatesthatourmethodindeedcandetectsuchtiming errors.

5 Statusand Future Work

T-UPPAAL is basedonsymbolicmodel-checkingtechniquesbasedondifferentboundmatrices,
whichareefficiently implementedin theUPPAAL verificationengine.Thetestspecificationcan
becreatedthrougha userfriendly UPPAAL timedautomatanetwork graphicaleditor. Theenvi-
ronmentandthe fhgji separationis specifiedby definingtheobservablecommunicationchannels
betweenthem.In addition,for testing,T-UPPAAL needsanadapter(loadedasdynamiclibrary)
to connectto the fhgji .

Thetool implementationhasbeenreleasedto thepublic andthe latestT-UPPAAL versions
canbedownloadedfor non-commercialuseat [23]. Theexperimentscanbere-examinedanda
few moreexamplescanbetriedout usingscriptsfrom thedistribution.

Our first experiencewith online timed-model-basedtestinghasbeenencouragingso far.
We observedpromisingerrordetectioncapabilitieshaving just randomguidingtechniquesand
the model-checkingengineprovided us with fastenoughreachabilityalgorithms—notjust to
generatetestsonline—butalsoto executethem,analyzeandcomputetheconformanceverdictin
real-time.Theabstractandnon-deterministictestspecificationminimizedtheeffort in modeling
andtestingvariouseventandtiming combinations.Non-determinismprovedto beusefulto deal
with somepracticalissueslike uncertaintyin floatingpoint computation,possibletiming drifts
andcouldevenpartially substitutethebasicvaluepassing.

Testgeneration impr ovements. Althoughgenerallysuccessful,our first applicationsalsore-
vealedthelackof certainmodelingfeatures,e.g.,for interprocesscommunicationsinceUPPAAL

channelsdefineonly handshake communicationand datasharingvia global variableswhich
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needto becategorizedinto fhgji andenvironmentin theT-UPPAAL framework. During testing
an input actionhasto be(non-deterministically)selectedand/orpre-computedin themodelof
environment.We planto improve thevaluepassingby implementingvariablevaluebindingto
channelsynchronization.To improvethedataselection,aspecialtypesof variablescouldbein-
troduced.Further, it wouldbeinterestingto combinewith stateof theart testingdatagenerators
(e.g.GAST [12]) from symbolicspecifications,especiallywhencomplex C-like datastructures
aresoonto beavailablein UPPAAL engine.

Somespecificationshappento contain(probabilistically)narrow passagesthatmaybehard
to reachby a randomizedalgorithm.Moreover it is not trivial to detectsuchbottleneckswhile
modeling.To improve the guiding in suchcases,we plan to combinethe resultsfrom offline
test casegeneratorsby converting the generatedtest tracesinto modelsof the environment.
Specificallyfor online testing,thereareevenbiggerexpectationsfrom onlinemodelcoverage
analysisdescribedbelow.

Althoughthetestrunscanbelong,thereis still toolittle supportimplementedfor estimating
the confidenceof successfultestrunsandthe testeris left in doubtwhetherall behavior com-
binationshave beentried out.To complementthis lack of confidence,a coverage of thesystem
modelcanbemeasuredaccordingto variouscriteria.Thecoverageof structure,variablesusage,
andfunctionalbehavior for UPPAAL specificationshasrecentlybeenproposedin [5, 13] and
areawaiting to be implementedfor online testing.However the coveragecriteria for real-time
propertiesneedmorefundamentalresearch.

Whenatestrunfailsthetesterneedsto findoutwhy testfailedandwhatpartsof specification
werepotentiallyviolated,i.e. the testfailure diagnosticinformationneedsto be providedand
mostpreferablyautomatically. To providethisknowledgeweproposeto analyzetheevolutionof
thestate-set,morespecificallydead-endswhicharecutoff by observableactionsandbranching
points which start alternative historiesof computation.The coverageestimateof the system
modelby varioustest tracescanprovide probabilisticclue of what went wrong accordingto
specification.In somecases,the coverageof the executed fkgli codecanbe examinedtoo and
theerroneouspartsspottedwhena failing testrun is identified.

Test executionimpr ovements. Oneof the mainproblemsfor the real-timesystemdeveloper
is the uncontrollableprogressionof time. Mainly thereare two ways of designingreal-time
applicationsto betime-aware:scheduleeventsbasedonabsoluteclockvaluesor scheduleevents
basedon offset from previous (internal or observable input/output)events.Both approaches
have theirprosandcons,but thelatermayhave timing drifts. Thesituationbecomesevenmore
complicatedif the systemis built mixing both approachesareused.We proposeto introduce
timing uncertaintiesin input/outputeventobservationin orderto synchronizemodelclockswith
theonesin fkgli , which requiresfurtherfutureresearch.

So far the testingalgorithm proved to be efficient enoughfor online execution,but still
the performanceis unpredictablebecauseof highly varying state-setsize,which may strain
time synchrony. Therefore,more sophisticatedalgorithmscouldbe usedto allow state-setpre-
computationin advance,fasteralgorithmsallowing testingof largerspecificationsand/orwith
finer time units.Onealternative is to investigatewhetherthetool shouldbeseparatedinto two
parts,the environmentsimulatorandtestoracle(monitor).This would allow finer computing
power distribution in time. Moreover, testoraclecanbeextendedto a fully equippedmonitor:
at thesametime asanalyzingthe tracewith the implementationmodel,it canmark themodel
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coverageandgatherdiagnosticinformation.Themodelcoveragefactscanbeconverted(online
or offline) into guiding hints for (slightly) later testing.The diagnosticinformation canhelp
developersin identifying thepossiblyviolatedpartsof specification.

Figure11 shows the informationflow andbreakdown into functionalblocksof our envi-
sionedonline testingtool: the testspecificationconsistsof the environmentmodelMEnv and
the implementationmodelMImp composedin parallel, the online testingtool separatedinto
emulator(asenvironmentsimulator)andmonitor (astestoracle)andextendedwith testselec-
tor for smartguidingbasedon coverage factsproducedby monitor; generatedtesttraces(from
offline casegenerator, modelchecker or from onlinetestingdiagnosticinformation) areloaded
asenvironmentmodelsthroughtraceconverter.

MEnv || MImp test oracle
Monitor

cov. into guiding
Selector

branching points
deadend−states

traces, verdicts

Diagnostic Data

Best traces

breadth−first reach.
Model Checker

A
da

pt
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input
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Fig.11.Dataflow in onlinetesting:active processesarein bold andpassive storagesarein normalfont.

6 Conclusions

We have presentedthe T-UPPAAL tool and approachto testingof embeddedsystemsusing
real-timeonlinetestingfrom non-deterministictimedautomataspecifications.Basedon anex-
perimentwith a non-trivial specificationwe concludethatournotionof relativizedinput/output
conformanceandour soundandcompleterandomizedonline testingalgorithmappearcorrect
and feasible.We further concludethat our algorithm is implementable,and T-UPPAAL tool
implementationshows encouragingresultsboth in termsof error detectioncapabilityandper-
formanceof thesymbolicstate-setcomputationalgorithm.However, furtherwork andreal-life
applicationsareneededto evaluatethealgorithmandthetool in detail.

Besidespracticalapplication,weplanto improvethetool in severaldirections.For instance,
to estimatemodelcoverageof the traceanduseit to guide the randomchoicesmadeby the
algorithmandinvestigatetheir impacton theerrordetectioncapability. Also we planto include
observationuncertaintyintoouralgorithm(i.e.,outputsandgivenstimuli classifiedin aninterval
of time ratherthana time instance),to improveclock synchronizationbetweenT-UPPAAL and
theimplementation,andavaluepassingmechanismto make tool easierto adopt.
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