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ABSTRACT

Database security is one of the most importantesssfor any organization,
especially for financial institutions such as banRsotecting database from external
threats is relatively easier and a number of effecsecurity schemes are available to
organizations. Unfortunately, this is not so in tase of threats frommsiders Existing
security schemes for such threats are some variafieexternal schemes that are not
able to provide desirable security level. As a ltesstill authorized users (insiders)
manage to misuse their privileges for fulfillingeth malicious intent. It is a fact that
most external security breaches succeed mainly tighhelp of insiders. An example
for an insider is the Enron scandal of 2001 whield ko bankruptcy of Enron
Corporation. The firm was widely regarded as oneth&f most innovative, fastest
growing and best managed business in the UnitetesStavhen Enron filed for

bankruptcy its share prices fall from US$90 to &ising a loss of nearly $11 billion



dollar to its stakeholders. Financial officers agkecutives misled outside investors,
auditors and Enron’s board of directors about cafen’s net income and liabilities.
These insiders kept reported income and reportskl ftaw up, asset value inflated and
liabilities off the book to meet Wall Street expaains. Enron's $63.4 billion in assets
made it the largest corporate bankruptcy in Amerigigtory at that time.

Existing security policies are inadequate to pnév@e attacks from insiders.
Current database protections mechanisms do not fulbtect occurrence of these
malicious transactions. These requires human ietdion in some form or other to
detect malicious transactions. In a database nadction can affect the execution of the
subsequesnt transactions thereby spreading thegeaarad hence making the attack
recovery more complex. The problem of maliciousscitbecomes more pronounced
when we are dealing with mobile database systems.

This thesis proposes a solution to mitigate insiiack by identifying such
malicious transactions. It develops a formal framewfor characterizing mobile
transaction by identifying essential component® ldrder of data access, order of

operations and user profile.
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CHAPTER 1

INTRODUCTION

1.1 Database Security and Attacks

All organizations (academic, business, etc.) useesgatabase system to manage
their information processing needs. Database mamagfesystem is a key component in
handling information infrastructure and forms thi#imate layer of data access.
Organizations like banks have special data praogsseeds and they demand strict
security and privacy in data management. A majificdity faced by such organizations
is the protection of data against corruption anthckt Database security is
conventionally defined as the protection of dateldesm unauthorized users also known
as outsiders but security can also be threatenedndigers i.e. authorized person
accessing the database with malicious intent. Retsabase systems are more or less
well protected from outsider attacks. This is @ tase for insider attack. A malicious
intent can be authenticated misuse or inadverterstakes made by authorized
individuals or processes.

Insiders and Outsiders with respect to a databasagement system are defined
as follows:

Outsiders: Unauthorized users that may gain access to theaksdy exploring

system vulnerabilities and can then execute unaattbtransactions.



Insiders: Authorized users that can execute malicious &eitns which cannot

be stopped by typical security mechanisms.

1.2 Database Security Mechanisms
The main goal of database management system dealithgsecurity from

outsider attack is to protect data stored in dagkdeom unauthorized access. These

attacks take place when:

> Security measures are not properly activated andiguoed which allows
intruders to get access to the database.

> Existing flaws in the database which can be dise/by the outsiders.

> Outsiders can get the credentials of authorizetsdsefulfilling their intent.

Several mechanisms have been developed to prévemutsider attack. Following are
some examples:

> Access Control and privileges: This includes priovis for restricting access to
the database and is handled by creating user ascaod passwords to control
login process by the DBMS. This way some users beyermitted only to
retrieve data where as others are permitted totapida as well. A discretionary
access control in DBMS is enforced based on grauatimd revoking privileges on
an authorization level.

> Data Encryption: This protects sensitive data thdieing transmitted via some

communication network by encoding the data usingpéimg algorithm. This



way an unauthorized user will not be able to demipthe information but

authorized user will be supplied with decoding dalhon so that they can

decipher the data.

> Audit: Database system keeps a log of all the @wzdpérformed on the database
in a system log. If any tampering with the databassispected, a database audit
is performed which consists of reviewing the logetxamine all access and
operations applied to the database.

These security measures against outsiders are yndésigned based on the
vulnerabilities of the system which is relatedte set of security mechanisms available,
the correct configuration and the hidden flawsha $ystem implementation. But these
typical database security mechanisms are not albfietect and handle malicious attack
from authorized users which takes advantage of greiileges to maliciously access or
destroy data. These malicious attacks mainly depeanithe intentionality and capability
of insider breaching the system. Even a truly se@ystem is vulnerable to abuse by
insiders who abuse their privileges.

The objective of data security is approached indvgtinct ways: Prevention and
Detection, which means preventing the database &oynsecurity breach and in case a
security breach do happen then taking necessapg $te detect that intrusion. The
mechanisms incorporated for outsider attack arengily designed for preventing

intrusion but no measures are incorporated ford#ection of any intrusion in the



database. Since insider take place from insideenprevention mechanisms do not hold
valid for such attacks.

A system faces more danger from insider attackasal it is more difficult to
protect information from insider attacks than aigss. Statistically roughly a third of the
computer security losses are because of insideds atso these attacks are more

damaging than the outsider attack.

1.3 An Insider

The term insider is by no means exhaustive anarntlee a current or former
employee or it can be a person masquerading agtianigte insider or someone to whom
an insider has given access.

A malicious insider can be categorized into twesés; traitor and masquerades.

TRAITOR MASQUERADER

Figure 1. Bgoof Insider




Traitor: A legitimate user within an organizatiommavhas been granted access to
information resources, but whose actions are couat@olicy and, and whose
goal is to negatively affect confidentiality, intéyg, or availability of information
asset. The traitor uses his/her legitimate credisntivhen perpetrating their
malicious actions.

Masquerader: An attacker who succeeds in stealilggiamate user’s identity

and impersonates another user for malicious pugpose

A traitor and a masquerader can be distinguisheddapon the following two features:

>

Amount of system knowledge each has: A traitor fudisknowledge of the
systems as they use it routinely and they areaalswe of all the security policies
in place. A masquerader on the other hand may faaess knowledge than the
traitor.

Intent: An insider attack may be due to an innoceistake by a legitimate user

but a masquerader always knows about his malictest.



1.4 Insider Malicious Intent and its Effect

Insiders can pose a significant risk to an orgeion because of the legitimate

access privilege they have. An insider can causgrisg breach because of a number of

reasons ranging from an unintentional mistake ttinge some financial advantage.

These actions can be grouped as:

>

Unintentional intent: Testing system limits and narabilities as a form of
innovation, challenge or for killing boredom.

Greed: Employees with financial problem or just oltigreed for earning easy
money use their access privilege to transfer mdrey a customer’s account to
their accounts.

Disgruntlement: Technical employees can use tkehrtical knowledge or skills
to pose a significant risk to network security loirsg out of revenge for negative
work related events like transfer, demotion or disp with employer.
Disgruntlement can also be a result of certain urerpectations like timely or
insufficient promotion or raise or diminished respibilities or due to limitations
on use of company resources.

Predisposition: A number of employees exhibit malis behavior owing to
certain predispositions ranging from inability tonform to rules to serious

mental disorders.



The impact of these malicious attacks no matterthereoriginating from a Traitor or a

Masquerader and regardless of the intent of théansan be identified as:

/e
\

> Availability )

Security ﬁ - w

\ TS
> Data Integrity

> System Integrity

v

Figure 2. Security Impact
» Privacy Issue: In this case, individual's data igulhjed inappropriately and
sensitive data is exposed.
» Authenticity Issue: This guarantees that a sergiceformation is authentic. A
malicious user can destroy or corrupt private démereby destroying the

authenticity of the data.



> Data Integrity Issue: Data Integrity is maintain@g protection of a service or
information against illicit and/or undetected matifion. When an insider
add/modify/delete data inappropriately data intggis lost and data becomes
corrupted. An example would be if a bank officerlimausly performs some
credit activity to show that money has been addezhtaccount without actually
crediting the money.

» System Integrity Issues: System Integrity wouldhaenpered when an insider
with high security privileges grants privilegesuser with lower privilege level
and providing them access and disclosure of seasitta.

» Availability Issue: Protection of service or infoation against possible denial of
service. Interferences from a malicious user caiseandue delays in accessing
or using data or even denial of service.

The threat analysis of the impact of a securitsicit revels that the greater the
harm a threat poses the higher the security amysit®uld poses against that attack. An
insider causing harm with accidental blunderingld¢obe bad but an insider with
malicious intent is even more dangerous becausadans to cause harm and he can
select the areas where the impact would be corditierMoreover he can even work
towards concealing his actions.

Major updates to a client’'s bank by a maliciousidar can cause havoc to data
integrity but these transactions are also likelgebcaught but subtle data alterations like

few transactions of very small amount from a richaant can pass unnoticed. For this



reason threats caused by malicious insiders armaooé risk than an external security

attack.

1.5 Real World Examples

The effect of malicious transactions from insideas be better understood with

the following facts:

>

Up to 80% of system breaches are caused by intesea$, including privileged

administrators and power users, who accidentallyda@iberately damage IT
systems or release confidential data assets, aegotd a recent Cyber-Ark

survey.

Average cost per computer security incident of rfmal fraud is close to

$500,000

The famous incident of wiki-leaks is attributedo®an insider job.

A Flextronics employee was charged of insider trgdiThe executive was paid
high sums for passing on information pertaining?ioone 4 development plans.

An Ofcom IT director was charged of defrauding trganization by creating
false invoices sent to him.

A Netflix call-center employee stole credit cardmbers of customer he had

spoken with.

The above mentioned points supports the fact timatlers threats are on the rise and

poses

more risk compared to an outsider but theynat getting anywhere the same



attention. The reason behind this imbalance catihdteinsider threats represent a hard
problem to quantify, especially since the biggestrnal threat is often the employee

itself.

1.6 Introduction to Chapter 2

Many businesses applications are now going mabilg hence use of Mobile
Database Management System is on rise and withntieasing popularity of mobile
applications there has to be a further increasednring the data in this mobile platform.
Mobile devices operating on wireless networks dd pmvide a secure storage
environment for the protection of data; theref@els of security must be implemented
at the database level for the better protectiordaif. This problem becomes more

pronounced when we are dealing with insider attacknobile database systems.
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CHAPTER 2

MOBILE DATABASE SYSTEMS

2.1 Architecture of Mobile Database Systems

Mobile Database system is a database managenstatnsgonnected to a mobile
device which can be a laptop, PDA, mobile or anglsdevice that can be connected to
the wireless network. This works as a Client-Semwedel where mobile devices as
client have light databases loaded up on them thamge data on the fly without
worrying about time and distance. Information candier synchronized with the server
database.

Mobile computing network typically consists of dok hosts, Mobile Units (MU)
and base stations. Base Stations (BS) or AccesgsR@P) are equipped with wireless
interfaces and communicate with mobile units topsupdata access over the wireless
network. The BS serves as transmitter/receivercegeeonnecting the wired network
from a fixed location and receives buffers and dnaits data between wireless network
and wired network infrastructure. A base statiovecs a geographical area called cell. A
MU can directly communicate with one BS which cevédre area where the mobile a
moves. MU’s are equipped with antenna for capturihg signal, transceiver for

receiving and sending signals and an interfacenferacting with the user.
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Figure 3. Mobile System Architecture

2.2 Vulnerabilities of Mobile Wireless Networks

Fixed Host

BT —DMokile Unit

EZ  —Bage Station

DB5  —Database System

MDE —Dlobile database System

The wireless medium used by mobile devices is 80¢hich specifies an over

the air interface between a wireless client andSa B wireless technology however

induces certain more issues like:

Disconnections: Due to issues of noise and inteme®, wireless medium is

prone to frequent disconnections.

12




» Bandwidth: Limited capacity of the device togetigth interference and noise
and the number of mobile users on an AS at one ¢emnelead to variability of
bandwidth available to transmit data.

» Security risks: Wireless network are more pronsdourity attacks as opposed
to a wired medium.

Compared with wired network, mobile networks are cimuunreliable.
Disconnection between a mobile device and netweank lbe a frequent issue. The
communication delay is also unpredictable and takes. The data access in mobile
environment is characterized by dominant issuescahmunication and mobility.
Communication over wireless networks is prone gcahnections, low bandwidth and
noise. Mobility causes data change at a frequeattheereby making the data volatile.
Wireless users typically pass through a numbereti§ avhile executing a transaction
through their mobile device. This process of legvancell and entering a new cell is
called hand-off. In order to have a smooth handeeffs usually overlap, this process
usually complicates the database management giificant level.

It is much more difficult to execute transactionsai mobile environment owing
to the fact of potential risk of network disconnect Network disconnection not only
affects the processing of the disconnected tralosabut it can also affect the other
transactions which want to access the data itenketbby the disconnected transaction.
Owing to the limitations of a mobile database téghes different from those developed

for conventional distributed database systemseayeimred.
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—— Wireless connection

Wired connection

Figure 4. A Detailed Diagram showing connectio®B8fwith BSC and database

2.3 Security Issues in Mobile Database Systems

With the growing popularity of smartphones themeisse in business application
going mobile and available to user anytime and &@ye. Initially mobile applications
were used as electronic planners with calendarssahéedulers but with the advent of
wireless technologies user are now able to perfoeal-time data processing and
transmission. User can even work on their finand#dh from any location and any time;
this is one of the major achievements of includmgpility in database. But with this

ease of data access comes security of critical Mathile devices are originally designed

14



to make the device as usable as possible, with tiibught to security. Moreover the
dubious record of wireless technology towards sgcaalls for a granular and multilevel
security setup. Security arrangements are henatedam the data level itself. Security
requirements which were once limited only to bankstral database has to be now
replicated on mobile devices with added securityasuees. The existing database
management capabilities have to be adapted in ti@ercontext plus the new ones that
attack issues pertaining to mobile environmentadéldase systems. Host-based detection
should be an integral part of an overall intrusiefense.

Database security is the process and procedupeotécting the database from
unintended activities. This unintended activityoalacludes an authenticated misuse,
malicious attacks or inadvertent mistakes made uifpogized personnel. Traditional
database systems are protected from external sttgckising firewalls which creates a
demilitarized zone between internal and externavokk. On top of these existing
security measures we need additional layer of #gcto detect and recover from
malicious attacks i.e. malicious action detectiootqcol which is a host-based intrusion
detection system should be built on top of netwiotkusion detection system which
includes access control, auditing, authenticagoieryption and integrity control.

But designing this layer in trying to secure thebiteo data access is much harder in
mobile database systems for the following reasons:
» Location dependent data: LDD’s value is coupledchwatation [1, 2, 3, 15] and

its consistency is dependent on data locationjronfithe transaction and time.

15



Example: Query from a moving vehicle to know thstaince from a location say
‘A’ changes with location. Multiple base stationsymeed to be contacted for
getting the correct version of the result this leaa to a long transaction.

» Mutual Incompatibility in transaction execution:cAnstraint or condition can be
true at one location but can be false at some dtleation. Since in MDS nodes
are mobile this can lead to mutual incompatibilipr example: constraint of
using seat belt for the passengers in back seataf is mandatory in California
but not in Missouri, hence a good transaction imrsdduri is malicious in
California.

» Management of transaction logs: MU can log by feiftg any of the following
approaches:

0 Logging at the processing nodes i.e. logging atitdelf.

0 Logging at centralized location i.e. at a desigh@8S.

0 Logging at the place of registration i.e. BS

0 Saving logs on external drives like a zip drive.
For a MT discovered just before commit, entire $etion has to be roll-backed (as
opposed to partial roll-back in case of failureaofood transaction) which is resource
intensive and effects systems performance.

» Transaction Commitment: In MDS a transaction mayfragmented and may
run at more than one nodes. For an MT, a compemsatight not always be

possible because of the non-availibility of nodésoA a server cannot monitor

16



the disconnected processing in a hode hence apoeatntion scheme must be
present in every MU.

» Database Recovery: Database recovery is much herdéDS because of the
mobility of processing nodes, limited wireless amgls availability and
disconnected processing capability. Recovery requunique logging and
checkpoint demands which if not managed correctly even make the roll-

back of MT’'s impossible.

2.4 Transaction Processing in Mobile Database Syste

A conventional database system uses the concept ekecuting program called
transaction that forms a logical unit of databasecgssing. A transaction basically
includes database access operations like readiatpatem (reading a database item into
a program variable) and writing a data item (wgtthe value of a program variable into
database item).

A transaction must possess ACID properties which anforced by the
concurrency and recovery methods of the databasegement system. The ACID
properties are:

» Atomicity: Transaction is either fully completed oot performed at all.

Recovery technique of a DBMS takes care of undamgeffects caused by
a failed transaction. This property ensures thatethare no intermediate

results.

17



» Consistency: A transaction takes the database @menconsistent state to
another i.e. if a database is consistent beforexleeution of a transaction it
should be in consistent state after the compleaifdhe transaction.

> Isolation: A transaction should be executed in asoh from another
transaction executed concurrently. This is guaeghtiey the concurrency
control mechanism of the DBMS.

» Durability: Any final result in the database shoplketsist and should not be
lost due to any failure.

The above mentioned four properties forms a pad tét transaction which performs
one level operation and does not influence anyrodependent transaction. But the
ACID properties in their raw form are not enoughsttisfy MDS requirements. For
instance,

» Atomicity presents a problem because of the inteemi disconnections in
mobile environment which leads to interruption afbite transactions.

» Consistency presents a problem because mobile attoss before
execution may have to refresh data that's is owdaté due to local caching.

> Isolation presents a problem because ensuringadai&bility while trying
to limit the traffic between server and mobile devcan result in multiple
users looking at the same data.

» Durability presents a problem because mobile ttisas are long lived

and can be error-prone.

18



Flat transaction model used in conventional da@lsystems is not scalable for
meeting needs of mobility. Growing requirements nobbility and management of
continuous exchange and processing of real-tima dequires that the concept of
consistency and isolation should be extended. Atsconventional database systems the
processing units are not mobile which means thegssing should take place at a fixed
location. Even in a distributed system where dates from one location to another,
information is actually exchanged from one fixedd@coto another which does not
necessarily means mobility.

The processing units in case of a mobile databgstem are mobile as opposed
to stationary processing units of conventional loiada systems but at the same time the
ACID properties of a transaction carried out in ffelbatabase system should be
maintained. Mobile database system adds conceloicafion based data access to the
conventional database systems which makes malicictien detection quite hard [4] to
catch. As a mobile host moves from a cell to anotled, its transactions migrate from
one BS to another. We can say that transactionmlrile database require relaxed ACID
properties.

As per Pitoura, E. and B. Bhargava [5] in Buildimjormation systems for
mobile environments, “Mobile transactions are loagning, error-prone and
heterogeneous. As a result, modeling mobile trdiosecas ACID transactions is very
restrictive. ACID transactions have limited expresspower and offer no way of

modeling computations with a complex control swwet Furthermore, ACID

19



transactions do not support partial commitment lmrtgon of a transaction, or partial
recovery. Finally, there is no way of “suspending” transaction to survive a

disconnection.

2.5 Introduction to Chapter 3
Since conventional database management systemsoarguitable for mobile

environment we need an alternate transaction ntbdetan handle mobile environment
requirements. A number of research works has beea dn this topic and a number of
solutions have been proposed for the same. But wieenclude the issue of insider in a
Mobile Database System we note that very littl@@mwork has been done on the issue.
Database system currently is unable to detect afiout any human intervention. It is
believed that the issue of detection of an insidepurely based on the intent of the
insider and is hence impossible to detect withawyt lauman help. So majority of the
work done on the issue of Malicious Transactioinsted to controlling the damage

caused by a malicious transaction rather thaniigerg it in its earlier phases.
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CHAPTER 3

RESEARCH PROBLEM

3.1 Problem Specification

Mobile database use within banking and financidustry is increasing, at a time
when pressure for data security is also increassmgce the security provided by the
device and the network itself is not proper and bancompromised this calls for a
granular and multilevel approach of providing séguwn the data level itself. Research
into secure access models of mobile database isgeme There are number of
mechanisms and design available in the marketséaire the mobile database from the
attack of an insider but no work has been yet peréd to safeguard a mobile database
from the malicious actions of an insider.

An insider has all the proper credentials andilpges to access the database and
execute transactions. These actions can be malidepending on the intent of the
insider. Even when the transactions are malicibey &re logically correct and hence
system does not have any means for flagging orinetmg these actions. When a
malicious transaction is committed only then it ¢enidentified as malicious and this
process still requires human intervention. Humagckhrequired for detecting malicious

actions on the data is resource extensive and hveng@xpensive.
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3.2 Review of Past Work

In database security most of the mechanisms pedpase meant to place a
barrier between the intruder and the data andiia epthe pertinence of the detection of
the malicious database transactions no practicahamsm able to identify malicious
transactions without involving manual interventi@xssts.
Also, to the best of our knowledge most of the woak been done assuming that MT’s
are already present and then concentrating oretheval of their effects from database
[6, 7, 8,9, 10, 11, 12, 13]. This means that lall work done on MT’s is for damage
control and no formal work have been done on dgtidéntifying a MT before its effect
is committed on the database.

Moreover, all the work on the MT’'s has been mgjatbne on conventional
database systems and there’s not been a singlalfoasearch on Mobile database
system that handles the issue of insider in mapileronment.

Following are some of the earlier work done by aesleers on MT issue.

» Scheme of Panda and Giordano [10]: This schemeda®vwo techniques of
detection and recovery. Both the techniques take eadetection and recovery
of the transactions. However the first techniqueigoms them simultaneously
and blocks new transactions until recovery is ceteplThe second technique

takes care of these two issues but is very praoésssive.
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» Scheme of Panda and Haque [11]: This scheme ass#msmge by following a
data dependency algorithm. In this approach ondy dffected operations are
undone and redone. However this is makes the estiheme a very time

consuming process.

» Scheme of P.Ammann and Others [7]: This scheme aisggor technique for
marking the severity of damage and heavily dependsxploiting the system log
to find out the pattern of damage spreading anddidk repair transactions. It's a
backward recovery process in which the system viaitshe moment when all
affected transactions are found and then undoesaffexted transactions
backwards from the last one. In this approach, dach write log entry, a
corresponding inverse operation must be construethith brings performance

degradation.

» Scheme of P.Ammann, S.Jajodia and P.Liu [6]: Tteesme employs a two pass
static repair algorithm. This algorithm is basedtba concept of affected by
relationships among committed transactions. A cdtechitransaction {Tis said
to be affected by another committed transactipnf T; reads one or more data
items last modified by ;T The affected by relationship is transitive, ii&T; is
affected by Tand T is affected by i then T is affected by I However this
algorithm cannot be applied to workflow systemsimgcontrol flow and data

flow dependencies.
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» Scheme of Lala and Panda [14]: This is a damagessisgent algorithm which
locates damage data items based on read-write diepees between the
transactions. It uses an effective method of sfadiependency graphs to decrease
log access time. But this scheme does not idektiRs and might not work on

MDS because of the way the log is processed.

All the above schemes only focus on the damageaanid no attention is given to the
identification of a MT. Some schemes imply thas ihot possible to identify a Malicious

Transaction and others just pronounce detectionabtious transaction as unnecessary.

3.3 Justification for Research

The rapid proliferation of wireless networks andhile computing applications
has changed the landscape of network security. gtypalarity demands for an even
tougher design for security of the MDS. Thus wednieeinclude malicious detection in
the security architecture for mobile computing eowiment. We need to search for new
architecture and mechanisms to protect wirelessvarks and mobile computing
application.

It is very important that the security mechanissha system are designed so as
to prevent both unauthorized access as well aatabriput malicious access to system
resources and data. However, completely preverinegches of security appear, at
present, unrealistic. We can, however, try to ddtezse malicious intrusion attempts so

that action taken to repair the damage will be nmaohe simplified.
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If there are insider attacks on a system, we wbkidto detect them as soon as possible
(preferably in real-time) and take appropriateactiThis is essentially what this research
is about. An attack from an Insider is seeminglpassible to unveil because the user
has access to the system, his or her actions watldbe flagged. Our approach is to
detect the malicious transactions through examimisgpry and user profile and then
taking preventive measures when an attack is aeteittis a pro-active approach rather
than the existing reactive approaches. It playgaleeof a police officer rather than just

an informant.

3.4 Thesis Approach

It is very important that the security mechanissha system are designed so as
to prevent unauthorized access as well as maligioti®rized attack to system resources
and data. Completely preventing breaches of sgcappear, at present, unrealistic. We
can, however, try to detect these intrusion atteraptthat action may be taken to repair
the damage.

In this thesis we propose that malicious intergtittough seemingly outside of
the execution profile of a transaction can be deduxry analyzing the execution history
of transactions and user profile to identify malis intention. This thesis proposes
identification of the malicious transactions evetijuleading to damage control. In this
approach more emphasis is given to the identiticabf the malicious transaction which

makes damage control less frequent and hencedstg.c
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The concept behind malicious detection schemethas there are ways to
represent attacks in the form of a pattern or aadige so that even variations of the
same attack can be detected. Malicious transagd&tecttion systems detect the malicious
actions based on a signature that encompassessalible variations of the pertinent
attack. This signature is actually a set of conssaor rules integrated on top of the
actual database model and act as an integral ca@npohthe database model. The core
of this malicious detection system lies on theddedelected constraints which flags the

malicious activities and passes the non-maliciatisity.
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CHAPTER 4

SOLUTION AND SCHEME

4.1 Identification of MT’s
We propose that one of the most effective andbikdi way of detecting the
presence of MTs is by examining the following tvepects of a transaction.
> Execution history: Malicious actions detected bynitaring for specific patterns
of activity.
> Profile of the user: Malicious actions detected diypical behavior profiles,
violations of security constraints, or use of spkpgrivileges.

Initially these transaction aspects were manualpnmened hence this was not a
very cost effective solution. Our research apprdatibws the same line of examining
the execution history and deducing the profilehaf tiser but in a manner which is both
cost and time efficient. Also, the process of idamttion and logging is an integral part
of the transaction model rather than enforcingsitaamiddleware incorporated on the
application level.

The framework of the proposed model will comprisgeaof parameters and the
interrelationship between the parameters. For thmdwork development we propose
the following parameters:

» Location: This parameter represents the locatiomfwhere user initiates the

transaction. This location can be the starting fpaiimalicious transaction.
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» User Profile: It represents the profile of the ushp initiated the transaction.
» Transaction Type: The type of the transaction usdastiny for detection can be

a read or a write transaction. Both these trarmadyipes are mutually exclusive

and require a unique identification approach.

» Data Access Mode: For a financial transaction a dah be accessed through a
number of modes like debit, credit, payment, fuadgfer etc.

The interrelationship among parameters is alstegial part in detecting and
deciding the malicious intent of the insider. Fgample, a user performing major debt
activities from outside his regular home locati@n dlag concerns. Similarly, a bank
official performing operations on a customer ddtarais office hours can also trigger a
warning.

In this research we adopt the notion of employiagstraints for identifying the
MTs. We propose that a transaction is maliciout fiolates a subset of predefined
constraints. These constraints are based on a\bres approach where location, user
profile and data item are the three vertex of th@ppsed model. This model though
targeted for MDS can also be used for conventidatdbase systems with the exclusion

of location involving constraints.
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USER
LOCATION PROFILE

OPERA-
TIONS

Figure 5. Constraint Model

The violation on any one or more of the vertexhaf tonstraint model represents
a constraint violation. For example, if a data itisnaccessed by a user from a location
which is outside from the defined location then sey that a constraint violation has
occurred. The violation of ‘k’ such constraints aasult in the flagging of a malicious
transaction.

In this research we also propose the executionndigmey of the transactions. A
transaction can either be user initiated or itlsarforced dependent on other transaction.

Since transaction are executed in a concurrent enatire effect of MTs spread through
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transaction dependency. For example consider a ingmted malicious transaction
Tmaiicious@nd also consider a clean transactiggywhich is dependent onyJiicious Tclean

can ultimately become “Forced malicious”. Our reskdakes care of both the situation
of user initiated malicious transaction and foraedlicious transactions. We create

constraints that also take care of the forced noalgctransactions.

—V T malicious

Figure 5. User initiated Malicious Transaction

— Tmali(:rtmr/ -Forced malicious

Figure 6. Forced Malicious Transaction

Forced dependency is managed either by never alipthie dependency to set in
or dealing with dependency during execution or canofithe transaction. For this we
maintain a reads-from dependency graph. A trarmadatentified as malicious is rolled-
back along with any transaction which is dependarthis malicious transaction. In

situations where a deadlock is present, we idetitgyForced malicious transaction and
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roll them back as well which in some cases cantrastolling back of all the

transactions present in the cycle.

4.2 Constraint Violation
As stated in previous section that the frameworthefidentification of MTs is
based on the constraint model. This constraint isaategorized into three possible

types of violation.

VIOLATION

HARD SOFT NO
VIOLATION VIOLATION VIOLATION

Figure 7. Types of Constraint Violation

For categorizing the transactions into one of tired forms of violations we
define a parameter “k” which is the number of comsets employed. It depends on the

transaction and the chosen constraint model.
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» Hard Violation: When a transaction violates at elasconstraints then such
violation is classified as Hard Violation.

» Soft Violation: When a transaction violates lesantlh but at least one constraint
then such violation is classified as Soft Violation

» No Violation: When a transaction does not violatgy &onstraints then such
violation is classified as No Violation and thensaction is identified as a good
or clean transaction.
The constraints rule can be adjusted and changedifferent databases. We can

identify known patterns of attacks and can then use them to construct the set of constraints

and then use them in the local mobile database.

4.3 ACIDS - Transaction Model for Intention Detecton

As discussed in Chapter 2, ACID properties aresnfficient enough to identify
malicious transactions in a Mobile Database Sysidns. is because ACID properties do
not identify the malicious intention of the usear Fhis reason we need to enhance the
ACID model to ACIDS, where the fifth element ‘Sastls for Safe. Thus any transaction
issued by the user to MDS will have ACIDS propeartieCID properties will be handled
through conventional database model approaches véiproperty will be satisfied
through the Safe Analysis Protocol. The SAP prdtased for identifying the malicious
intention of the user follows a twofold analysispagach of User Analysis and

Transaction Analysis.
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4.4 Safe Analysis Protocol

SAP is used for identifying the malicious intentiohthe user by doing User
Analysis and Transaction Analysis. User Analysidagse through User Profile. A User
Analysis triggers a transaction analysis where tthasactions data requirements and
their values are examined.

» User Analysis: User Analysis is basically the as@lyof the User Profile of the
user and is built on the basis of SAFE-credit sadréhe user. This score is a
dynamic number and determines the risk profildhefuser.

o Safe Credit: A SAFE-credit value is used to provideication of the
intention of a user. A user earns a positive SAFglit for each good
transaction and loses points for each MT. The bmlesSAFE-credit limit
is set to 70. When a new user enters the systeatua of 65 SAFE-credit
is assigned which is incremented or decrementecerdi®pg on the
intention of the user while performing the trangact

» Transaction Analysis: Once the credibility of treeuhas been determined from
the User Analysis, system performs the Transactiwalysis which is a multiple
constraint check process. During this process S#deks for type of transaction,
amount of withdrawal, transfer or deposit. Onehaf mnost important constraints
checked during this process is location from whhbeetransaction is executed.

Amount, Time of the transaction also helps in datgahe intention of the user.
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4.4 Constraint Bank and SAP weight
SAP analysis involves verifying different consttainwhile analyzing a
transaction. These constraints are stored in at@amsbank and can be easily adjusted

to suit the need of a particular organization.

Transaction

Type

Pattern of

Access

Constraint

Bank
Last Time of

Decision Transaction

MSID/IP
Address/
MACID

Figure 8. Constraint Bank
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Every constraint carries a SAP weight which deteawithe weightage of that
constraint for deciding the malicious nature of trensaction. The system checks the
user SAFE-credit and depending on the score detidethreshold SAP-weight. Two
threshold weights are assigned, one for determiSiofy Violation and other for Hard
Violation. Transaction above the threshold limit $6ft Violation are flagged and
allowed to proceed but those above the limit ofd-\iolation can be safely assumed as
Malicious Transactions and appropriate actionsbstaken for such transactions. For a
user with a good/high value of SAFE-credit scor titansactions initiated by this user
can be assumed safer to start with, so the thieSwP-weight assigned to this user will
be higher. Hence the transactions initiated byuber have good chances of not crossing
the SAP-weight threshold. The weightage assignethése constraints can also be

adjusted depending on the needs of organization.
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CHAPTER 5

SIMULATION AND RESULTS

5.1 Simulation Components
The software used in this simulation is VB.Net. Thienulator has been
programmed in a modular fashion with the followommponents:
» Arrival Event: Schedules the next arrival eventtloé transaction based on
Poisson distribution and places the arriving tratisa in an Arrival queue.
» CPU Event: Transactions are picked in a FIFO fasifiiom the arrival queue.
This event:
o Decides the random number of data items for thas#éetion to be
processed
o Decides the data items calculated from random numpeerator for the
transaction to be processed
o Decides the read and write operation on the dexa. it
0 Locks the data item being processed and putdatitable
o Handles the blocking mechanism
o Puts the data item in I/O queue
> 1/0 Event: Clears the lock and block tables astipeistatus of the data items and

puts the transaction back in Arrival queue
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Other than these major components simulator is asagpof the following other

components:

>

>

Random number and Poisson distributed event gemerat

Data size and Data item computation: Calculatesithie size and the data items
of the transaction with random number generator.

Constraint Bank: Stores various constraints usethénsimulation along with
their assigned weightage.

Locking mechanism: Locks the data items of thestaation being processed by
the CPU.

Blocking mechanism: Blocks the transaction whictjuiee the same data items

as is by the processing transaction.

5.2 Working of the Simulator

Following is the step by step working of the sintoifa

Simulation starts with all three events at O tinmel aransaction T1 in arrival

queue.

Simulator scans the event table and picks up teatewith the least time value.
In case, two or more events have equal small véheeevents are picked on the
following priority

Arrival event=> CPU event> I/O event.
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>

In the start, since all the three events have satiue of ‘0’ Arrival Event will be

selected.

» When Arrival event is executed we get the valughef next schedule arrival

>

event based on Poisson distribution.

When CPU event is selected, it picks up the frestdaction in the Arrival queue
based on FIFO. It randomly selects the data itemdstlze required operations on
those data items. While it proves the transactigutaces the data items required
by the transaction in a Lock Table. It also perferancheck to see if the data
items required by the transaction are already rgeftirocessed and are in the
Lock table. In this case, it places the transadtiotne Block table. It checks the
Block table in a regular interval to make surehi# required data item becomes
available.

Before CPU event actually process the data iterasatysis the user profile to
check for the SAFE-credit. Based on the SAFE-crediire it decides for the
SOFT Violation and HARD Violation thresholds. Ne#te transaction is
analyzed to verify other constraints. As soon asrestraint is violated the SAP-
weight value is increased. After verifying all tleenstraints, SAP weight is
checked against the threshold Violation and traiwacs declared as “Good” or
“Malicious” accordingly. For a “Good” TransactiorGAFE-credit of the

transaction is incremented and decremented foiMihécious” transaction.
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T3

Figure 9. Arrival, CPU and I/O events
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5.3 Test Data and Output
For simulation different users with different caastts and profile were selected.

Following is the test data selected for the sinmfat

Total number of users: 8

Total number of transactions executed: 1000
Number of data items in repository: 5000
Minimum data size: 3

Maximum data size: 10

vV V Vv Vv 'V V

Constraints and their SAP-weight:
% Location: 2

% Time: 2

+« Transaction Type: 1/3

s Amount: 3

% Last Decision: 3

% Pattern of Access: 2

» SAFE-Credit Threshold: 70

» SAP-weight for users with SAFE-credit score moantfi0
+ For Hard Violation: >7

% For Soft Violation: =6 or 7

+ For No Violation: <6
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» SAP-weight for users with SAFE-credit score lessti0
+» For Hard Violation: >6
+» For Soft Violation: =5 or 6

«» For No Violation: <5

After the simulation completes processing of 10fhgactions it reports the
number of Malicious Transactions found along witie thumber of Soft and Hard
Violation. For example as per the following figutere are 274 Soft Violation and 24
Hard Violation i.e. total numbers of malicious tantions are 298 out of 1000

transactions

r '
Malicious transactions on MDS [iF-J

There are 298 Malicious Transactions. Hard Viclation = 24 Soft Vicolation = 274

oK

Figure 10. Simulator Output
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Figure 11. Malicious Transaction Detection Simulat®etailed Output

5.4 Graphs

Following figures depict the output obtained fromrm@ator in a graphical manner. The
conclusion drawn from these graphs is that numberadicious transactions depends on
the number of constraints put in place. These grapl plotted on the assumption that
user test data consists of 50% of users with SAfeHHcscore below the threshold. The
sample user initiating the transaction is randopitked up from the given selection of

test users.
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Graph 1: Malicious Transactions vs. Non MaliciousanBactions: Considering total

number of transactions as 1000, with 6 constragntsn place we received an output of
298 malicious transactions

m Numhar af Malicinue
B Number o Malicious

U
-
|

ransactions

‘“ ||||||||I|
/

Figure 12. Graph 1 - Malicious Transactions vs. Ntaticious Transactions

Graph 2: Soft Violations vs. Hard Violations: Otittlee total 298 malicious transactions,
274 were found as Soft Violations and 24 as Haalations.



B Number of Hard
Violations

B Number of Soft Violations

Figure 13. Graph 2 - Soft Violations vs. Hard Viaas

Graph 3: Total Arrival event of malicious transans: The following graph shows total
malicious transactions at any point of the arreaant. As expected the graph shows an
increment in the number of malicious transactions toes not follow a definite
increment curve. The given graph is a segmenteghgaad the data is captured for
transaction number 1 to 100.
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Figure 14. Graph 3 - Total Arrival event of maliggtransactions

Graph 4: Number of malicious transactions vs. Alrrate: The following graph shows

the change in number of malicious transactions thhchange in arrival rate. The graph
shows a steep rise in the number of malicious a@iens as the simulation begins.
However the graph gradually declines after some,tims is because the user profile is

build up by now and the sample users picked ughbytransaction has a better low risk

profile leading to less number of malicious tratisas.
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# of Malicious Transactions Vs Arrivals Rate
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Figure 15. Graph 4 — Number of Malicious Transandies. Arrival rate

Graph 5: Type of malicious transactions vs. Arriragk: The following graph shows the
number of different types of malicious transactionth the change in arrival rate. The
graph shows a steep rise in the number of malictoussactions as the simulation
begins. However the graph gradually declines aftene time, this is because the user
profile is build up by now and the sample user&egaicup by the transaction has a better

low risk profile leading to less number of malicsoansactions.
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Type of MT's vs. Arrival Event
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Figure 16. Graph 5 — Types of Malicious Transadties Arrival rate

Graph 6: Throughput: The following graph shows tb&l number of non-malicious
transactions with the arrival event. This graphegivthe total number of processed
transactions. Since malicious transactions aredddack as soon as they are detected as

malicious only non-malicious transactions are aber&d for throughput.
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Figure 17. Graph 6 — Throughput
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CHAPTER 6

FUTURE WORK

As the mobile network-computing environment incesam complexity, so does
the functional requirements of Detection of Maligo Transactions in Mobile
Environment. Common functional requirements of aliditaus Transaction detection
system being deployed in operational environmeatsieclude the following:

» Detection system must continuously monitor and mteptrusions.

» Malicious transaction detection systems deployed ifinancial organization
should have a very low false alarm rate. This dalpend on wisely choosing the
constraints and SAP weight which as per the needgainization can be adjusted
as per the employee.

» The Malicious transaction detection systems shbeldable to learn from past
experiences and improve its detection capabiltiesr time. Self-tuning system
will be able to learning from false alarms with tigeidance of database
administrators and eventually on its own.

» This system should be able to be easily and fretjueipdated with attack
signatures as new security advisories and sequaiishes become available and

new vulnerabilities and attacks are discovered.
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Data mining tools will be helpful in running staiisl analysis tools on processed
data in support of malicious detection techniques.

Should be able to handle rapid changes in networditons with limited
network administration.

The system can be designed with complete securityind. For example, the
system can perform the tasks of authenticatiohasuzation and administrator
and audit user’s actions authenticate devices arfdrim various security tasks.
The system can be tuned to provide optimum perfoceand can be designed in
such a way as to not place undue burden on theorletwd system that is
functionally correct, but that detects attacksdtmovly is of little use.

The system can be made more scalable. As new maintguting devices are
added to the network, the system must be ablertdiéd@nd process data in every

type of system.
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CHAPTER 6

CONCLUSION

Absolute security is an abstract concept — it does exist anywhere. All
networks are vulnerable to insider or outsidercagaand eavesdropping. No one wants
to risk having the data exposed to the casual wbser open malicious mischief.
Regardless of whether the network is wired or wisés, steps can and should always be
taken to preserve network security and integrity.

Any secure network will have vulnerabilities thatadversary could exploit. This
is especially true for wireless ad-hoc networksliditaus Intention Detection system can
complement intrusion prevention techniques (suckrasyption, authentication, secure
MAC, secure routing, etc.) to improve the netwoekLgity. However new techniques
must be developed to make malicious detection Wwetter for the wireless networks.

Malicious Intention detection system developedhis tresearch is a involved
process and modeling complexity increases withntlmaber and types of constraints to
be modeled. This software doesn’t standardizehamyt The proposed system flags
transactions as malicious if they are largely davieom the expected behavior. To do
this, it builds user profiles and these profiles ehecked and updated every time a user
performs an action. It also checks the transagh@ammmeters against a set of defined
constraints. The system proceeds this way, acctimgllenore and more evidence for a

malicious attempt until a threshold is crossedthi point, it signals an malicious
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attempt. The malicious detection component anatiisisransaction and updates the user

profile accordingly.
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