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Abstract: The demands towards the contemporary information systems are
constantly increasing. In a dynamic business environment an organization has to
be prepared for sudden growth, shrinking or other type of reorganization. Such
change would bring the need of adaptation of the information system, servicing the
company. The association of access rights to parts of the systemwith users, groups
of users, user roles etc. is of great importance to defining the different activitiesin
the company and the restrictions of the access rights for each employee, according
to his status. The mechanisms for access rights management in a system are taken
in account during the system design. In most cases they are build in the system.
This paper offers an approach in user rights framework development that is
applicable in information systems. This work presents a reusable extendable
mechanism that can be integrated in information systems.
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The demands towards the contemporary informatiatesys are constantly
increasing. In a dynamic business environment garozation has to be prepared
for sudden growth, shrinking or other type of reorgation. That kind of
reorganization is related to the differentiatiomefv departments and opening new
managerial positions. The distribution of the rewgoilities between the
departments leads to changes in their rights. $helnges demand adaptation of
the information system, servicing the company. agsociation of access rights to
parts of the system with users, user groups, refesis essential for the
differentiation of the different activities in tr@mpany and the restriction of the
rights of every employee, according to his status.

The rights management mechanisms in an informatistem are planned
during the system design. Usually they are custmnthfe system they serve. That
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way the resources, demanded for the implementaifothese mechanisms are
invested in the beginning of each project.

This paper offers an approach for designing rightésxagement frameworks
for information systems. It presents a reusableeatendable mechanism that can
be easily integrated in modern information systems.

Demands towards the framework

The main purpose of the right management mechanfemsnformation
systems is restriction of user access. These cistis are applied, based on
previously defined rights, associated with systeersiand the structures that unite
them. These structures are usually specific forirf@mation system and depend
on a series of factors like purpose of the systarale of the servicing company
etc. Despite that software giants offer differanpiementations of authentication
management instruments that support users, roées, groups, memberships etc.
[1, 2].

The framework should not be customized to work wsghecific type of
organization of the system users. This enforcesi¢ivelopment of mechanisms for
binding the system structures that should be aftedby user rights to the
framework.

In order to accelerate the development the framiewuarst provide means for
automated extraction and support of the systemctbjhat are subject to user
rights. The adequate support of this informatiotwieen system versions is one of
the most difficult problems in such frameworks. Tdtered information for the
rights distribution within the system should notlbst between versions changes
on the workstations. Regarding this the system lshéaresee workflows that
ensure the data consistency when changing theomarsf the information system.

The purpose of the framework assumes the develdpoheisual components
for rights management. They can be integrated ensifstems that work with the
framework. The graphical user interface in thesenmmnents can be build
dynamically, based on the registered associatietwden the framework and the
system structures that can be given rights.

Let us review an architecture that meets these désna

Inner processes of the framework

The main goal when designing such frameworks iselacating and
facilitating the development process of informateystems. Regarding this they
should be easily integrable, comfortable to workhwand should demand
minimum effort for supporting the instruments thdiey manage during
development. This is handled by inner mechanismsri@naging the rights types
within the system, association of the entities e information system with the
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framework and generation of facade classes thakt with the framework. These
instruments facilitate the integration and the suppf the framework.

ENTITIES IN THE RIGHTS MANAGEMENT FRAMEWORK
INFORMATION
SYSTEM
RIGHTS TYPES MANAGEMENT
‘ USERS | —>
Ggg'ﬂf,s —> ASSOCIATION OF INFORMATION SYSTEM
ENTITIES WITH THE FRAMEWORK,
—> LINK TABLES GENERATOR
‘ ROLES |

GENERATOR OF FACADE CLASSES FOF
FRAMEWORK INTEGRATION

‘ DATA SOURCE D‘

Fig. 1. Inner processes of the framewaork

Often during development of information systems upscthe need of
additional functionality that wasn'’t foreseen ire thlanning stage. When working
with fixed number of rights types adding a new tigtype requires severe changes
in the system’s source code. The mechanism fotgigipes management brings
the efforts needed for editing, adding or removangghts type from the system to
minimum.

The framework provides a specialized tool for regigon of system
structures that can be associated with rights. iAsisument allows the developer
to select the tables from the data source that htbdesystem structures that can
be associated with rights. Once the tables and frmnary key columns are
specified the instrument allows the user to engsoaation name for each table.
The instrument generates many to many tables fdn aasociation. These tables
allow the framework to assign rights to each ofrdgistered structures.



306 Anniversary International Conference REMIA2010

DATA SOURCE OF THE INFORMATION SYSTEM
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I
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USER_RIGHTITEM USERGROUP_RIGHTITEM ROLE_RIGHTITEM
USER_RIGHTITEM _ID USERGROUP_RIGHTITEM _ID | | ROLE_RIGHTITEM_ID
USER_ID USERGROUP_ID ROLE_ID
RIGHTITEM_ID RIGHTITEM_ID RIGHTITEM_ID
RIGHTSTABLEMAPPER RIGHTITEM RIGHTTYPE
RIGHTTABLEMAPPER_ID RIGHTITEM_ID RIGHTTYPE_ID
MAPPINGNAME PARENT_ID NAME
SRCTABLENAME CAPTION VALUE
SRCTABLEPKNAME IDENTIFIER

SYSTABLENAME TYPE

SYSTEBLEPKNAME ISACTIVE

Fig. 2. Association of system structures with thedmework

The framework provides an instrument for automaiestessing of system
components that are subject to rights. This instnimindexes and extracts
information about these components. After the exta is complete this
information is stored in the data source. During prersistence of the information
the instrument checks for duplicate entries befadding a new record. When
duplication is detected the new record is skippédhe instrument identifies
components that are registered in the frameworlalino longer supported by the
system the records for these components are remdvesl way the instrument
facilitates greatly the support of backwards conlyilayy between system versions.

The framework provides instruments for generatirgpér classes that
facilitate the development process. The generatasses provide methods for
identification if the rights a user, group of usersles etc have over system
components. Using these facades the informationtersysestablishes the
communication with the framework.

Although the framework offers a good applicatiorogramming interface
(API) it provides visual components for rights mgeaent in the information
system. These components can be integrated diréatty the graphic user
interface, as their inner logic does not dependhenstructure of the information
system.
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Framework architecture

During the planning stage of the framework develeptour team invested a
great deal of time in identifying the most probatdehnical challenges that might
occur during the implementation. Foreseeing eveértechnical obstacles during
planning and resolving them by building abstrageta makes the system support
easier.

The first obvious problem is information persistenthe framework uses the
data source of the information system becauseet dot have its own. An abstract
layer for data access assures the successfulatitegof the framework in systems
that use different data sources. It isolates tha slaurce from the business logic of
the framework. This way the data source type ardctmnection information can
be stored in the configuration of the framework.

IDataAccessProviderSQLSrv

Implementation of data

IDataAccessProvider management and table
generation methods

Client code | Data management and
* table generation <

methods IDataAccessProviderMySQL

Implementation of data
management and table
generation methods

Fig. 3. Architecture of abstract layer for data acess

Another specific aspect of the framework is thetrumaent for automated
processing of system components that can be assweiih rights.

The framework provides a set of interfaces thathawbe implemented by the
system components that are subject to rights. herfaces cover two main
component types — single purpose and multi-purposgonent containers.

Single purpose containers offer a collection obrds that contain a list of the
managed elements within them. An element is idedtifoy name, type and
identifier that is unique within the container.

Multi-purpose containers allow their components dehave differently,
depending on the purpose of the instance of théaowr. They offer a list of
records that contain information of the differenbdas of the container. The
containers within the information system are asgedi with unique identification
number. Multi-purpose containers have multiple tdfieation numbers one for
each mode of the container.
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IRightComponentContainer

IntContainerlD
ContainerinfoCollection containerinfo
RightObjectsCollection rightObjects

A

RightComponentContainerimpl1 RightComponentContainerimpl2

Int ContainerlD Int ContainerlD
ContainerinfoCollection containerinfo ContainerinfoCollection containerinfo
RightObjectsCollection rightObjects RightObjectsCollection rightObjects

Fig. 4. Identification of components managed by thramework

The indexing and the processing of classes thatdefmed in a given
assembly is possible thanks to the “reflection’htedogy. When the indexing
starts the instrument finds all the dynamic classities in a given directory. Once
they are identified the instrument processes tassels that are defined in each one
of them. The classes that implement the interfacesided by the framework are
instantiated and their structure information ig&etied. The gathered data is stored
in the data source.

The framework generates classes that facilitatectmmunication with the
information system. The generated code providesnséar checking whether a
given system structure has rights to access spanfnponent. A checker method
is generated for every structure that is associattdthe framework. This way the
framework provides the developers means to managelvcomponents based on
access rights.

Conclusion

The business keeps trying to optimize the procéssuiding information
solutions. But though the generalization of sysfanctionality into frameworks
accelerates the development process there is mergal approach for designing
them. The more logic the framework contains the fésxible are the instruments
supported by it. That is why new frameworks dealivith problems in various
areas constantly emerge.

The framework presented in this paper offers basetionality for rights
management in information systems. The instrumentwided by it automate
much of the processing of system components tleaswject to rights. This helps
shorten the time needed for system development.fiiineework offers solutions
to common problems related to supporting of infdiara systems as backward
compatibility and migration between system versidrse framework architecture
facilitates the integration in new or legacy prégeand allows simplified support
and ease of extension of the framework.
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