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THE FOURTH AMENDMENT IN

THE TWENTY-FIRST CENTURY:

TECHNOLOGY, PRIVACY, AND
HUMAN EMOTIONS
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|
INTRODUCTION

On July 3, 2001, the Tampa, Florida, Police Department began using Facelt,
a video surveillance system based on face-recognition software, in Ybor City, a
downtown nightlife district.’ Three dozen security cameras scanned crowds
while the software, using complex mathematical formulas to represent facial
features, searched for database matches to the faces of wanted criminals.’
When no match was found, the scanned image was deleted, a precaution volun-
tarily undertaken by the system’s owner, Visionics Corporation of Jersey City,
New Jersey, but not required by law.’ If a match was found, however, a systems
operator would then determine whether there was enough of a match to notify
a uniformed officer to investigate and possibly make an arrest." Signs in the
area warned passersby, “Smart CCTV in use,” though most interviewed for a
news story on the system did not know what the message meant.” Meanwhile,
the Pentagon is funding a fifty-million dollar initiative to use face-recognition
technology as a means for combating terrorism.’

Informal interviews revealed widely diverging views of the technology
among Tampa’s citizenry. Many saw it as an invasion of privacy reminiscent of
George Orwell’s 1984, which predicted a totalitarian future based on constant,
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. David Callahan, Questions of Identity: Overmatched by Technology, WASH. POST, July 22,
2001, at B3.
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state-initiated surveillance of its subjects.” Police and local political officials ar-
gued that the system promotes safety, but privacy advocates objected to the
city’s recording or utilizing facial images without the victims’ consent,” some
staging protests against the Facelt system.’

Privacy objections seem to be far more widely shared than this small protest
might suggest. The objectors cover the entire political spectrum. House Ma-
jority Leader Richard Armey, for example, in asking for a report on federal
surveillance spending, had this to say about the subject:

The most serious threats to our freedom often advance in small steps. Face recog-
nition systems may one day provide significant benefits in military applications. . . .
We are taking a step in the wrong direction if we allow this powerful technology to be
turned against citizens who have done no wrong.

7. Canedy, supra note 1, at Al.
8. Id.
9. Id.

10. 1d.; see also Robert O’Harrow, Jr., Matching Faces with Mug Shots; Software for Police, Others
Stir Privacy Concerns, WASH. POST, Aug. 1, 2001, at A1, A6. It is unclear, however, whether Repre-
sentative Armey or the Ybor City protestors would maintain their level of indignation about video sur-
veillance after the September 11, 2001 terrorist attacks on the World Trade Center and the Pentagon.
See Timothy Egan, Surveillance: From “Big Brother” to Safety Tool, N.Y. TIMES, Dec. 6, 2001, at B1.
Mr. Egan opines:

Before September 11, the idea that Americans would submit to round-the-clock electronic
surveillance on streets and public walkways seemed remote. Only six months ago, after
Tampa, Fla. became the first city in the country to install face recognition cameras for routine
surveillance, it set off loud protests. People wearing Groucho Marx glasses to defy the cam-
eras joined conservative social critics in decrying a new era of optical omniscience. But now
some people who once thought surveillance cameras were inconsistent with the values of an
open society have tentatively embraced them.
Id. at B1. If indignation has indeed dimmed, that may be the result of fear, panic, and the rush to take
action rather than of a diminution in the value that Americans will continue to ascribe to privacy. See
id. at B8 (quoting Reba Mclanan, the only Virginia Beach, Virginia council member voting against use
of video surveillance: “While everyone wants to do something after the September 11 attacks, my con-
cern is that in the rush to do something, we have created something we may ultimately regret.”). Fur-
thermore, some Americans may mistakenly believe that increased security necessarily requires sacri-
ficing civil liberties. See, e.g., Lisa Guernsey, Living Under an Electronic Eye: As Terror Reshapes the
Privacy Debate, the Government Seeks Broader Access to Data, N.Y. TIMES, Sept. 27, 2001, at F1, F8
(relying on polling data and interviews suggesting that after September 11, Americans are more willing
to sacrifice civil liberties for security); John Schwartz, Silver Bullet-ism: Technology Runs to the Rescue,
N.Y. TIMES, Dec. 9, 2001, at WK3 (recounting danger that relying on increased technological surveil-
lance to enhance public safety may be “betting on the wrong horse”). Thus, Kevin Watson, a spokes-
man for the Law Enforcement Alliance of America, which represents 65,000 crime victims and active
and retired police officers, describes video surveillance systems as “bad law enforcement” because they
are “tool[s] that [take] police officers out of the community and [make] them look like. .. pawn[s] of
Big Brother.” Egan, supra, at BS. Furthermore, that tool, while reducing community involvement and
trust, may do little to catch terrorists. See id. (noting that none of the World Trade Center or Pentagon
hijackers’ images was part of the database of images stored in Tampa’s system); Schwartz, supra, at
WK3 (describing face-recognition systems as a “flawed technology”). More generally, a focus on en-
hancing technological surveillance can divert resources from better ways to protect public safety:
The ultimate goal . . . should be improving the hardiness of a nation’s infrastructure, creating
buildings less likely to collapse and planes less likely to crash, and devising standards that
keep weapons like bombs and bugs (biological and computer-related) from being built. And
this can be accomplished only by patiently, thoroughly rethinking how society functions.
Id. at WK3 (quoting Edward Tenner, a visiting researcher at Princeton University and author of WHY
THINGS BITE BACK: TECHNOLOGY AND THE REVENGE OF UNINTENDED CONSEQUENCES (1997)).
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The American Civil Liberties Union has joined Armey’s call for caution, de-
scribing the Facelt system as subjecting the public to a “digital lineup.”" Others
worry that Facelt and similar systems will be used by government agencies to
track and catalogue the movements of innocent citizens, possibly for political
reasons.” Little, if any, legislation protects against these dangers, yet it is un-
likely that the Fourth Amendment to the United States Constitution does ei-
ther. The wisdom of implementing the system has not yet been subjected to se-
rious democratic deliberation."”

The Facelt system represents the tip of the iceberg in the growing potential
use of surveillance technologies, including “ray-gun distance frisks,”"* manda-
tory, nationwide DNA databases covering all United States residents,” long-
distance, hard-to-detect cyber-searches,” retinal scanning,” and radioactive
“tag” alerts.” This list sounds like far-fetched science fiction, but all of these

I am not taking a position on when, if ever, a particular technology like face-recognition systems
should be used and, if so, how. But I am arguing that privacy values are implicated in using such sys-
tems and merit great weight, even if the majority of a fearful public might in haste be willing too easily
to sacrifice those values. See infra Part III. We should first search for equally effective alternatives.
Nor do the events of September 11 alter these positions, as I explain in this article’s conclusion. See in-
fra Part IV. A better solution is to recognize the constitutional nature of the problem and involve an
informed public in multi-branch efforts to protect both public safety and privacy.

11. O’Harrow, supra note 10, at A1, A6.

12. See id. at A6.

13. See Callahan, supra note 6 (“Law enforcement agencies operate in a poorly regulated environ-
ment, . . . installing video surveillance systems without public notification, consultation, or debate”).

14. Joel Siegel, Hil Sez Rudy Refuses to See Problems with N.Y.P.D., DAILY NEWS, Mar. 6, 2000,
at 26 (reporting Hillary Clinton’s suggestion that a soon-to-be-perfected concealed weapons detector
could help police avoid mistakenly using deadly force); see also Fox Butterfield, Justice Dept. Awarding
Grants to Develop Gun Detectors, N.Y. TIMES, Mar. 10, 1995, at A22 (reporting that the Justice De-
partment received $2.15 million to develop gun detectors); see generally David A. Harris, Superman’s
X-Ray Vision and the Fourth Amendment: The New Gun Detection Technology, 69 TEMP. L. REV. 1
(1996).

15. See generally David H. Kaye et al., Is a DNA Identification Database in Your Future?, 16 CRIM.
J. 4 (2001) (favoring a comprehensive, population-wide DNA database).

16. See, e.g., Guernsey, supra note 10, at F1. Ms. Guernsey explains:

With so much public and personal business being carried out electronically, it has become
technically feasible for government agencies—or anyone with the proper tools—to find pri-
vate electronic correspondence without ever breaking into secret drawers, or even entering a
person’s home or office.

And not just e-mail can be seized. The most mundane aspects of a person’s life are now
recorded digitally, often in databases beyond their control. With each new technology, more
details of people’s daily activities can potentially be scooped up by law enforcement officials
and later presented in a courtroom.

But with such surveillance capabilities, the question inevitably arises: Should the govern-
ment be given the authority to use them?

Id. at F1. See also John Schwartz, Privacy Debate Focuses on FBI Use of an Internet Wiretap, N.Y.
TIMES, Oct. 13, 2001, at B6 (discussing the debates over congressional bills seeking to expand the fed-
eral government’s ability to monitor e-mail usage and paraphrasing former federal prosecutor and cur-
rent internet security consultant Mark Rasch as cautioning that such bills are a “hasty overreaction by
lawmakers” to fears of terrorism in the wake of the September 11, 2001 terrorist assaults on the World
Trade Center and the Pentagon).

17. Callahan, supra note 6.

18. See Alan Calnan & Andrew E. Taslitz, Defusing Bomb-Blast Terrorism: A Legal Survey of
Technological and Regulatory Alternatives, 67 TENN. L. REV. 177, 185-86 (1999) (describing “tagging”
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technologies are either available now or are currently being developed, and
many advocates of public safety and more effective law enforcement—espe-
cially in an era of rising dangers from terrorism—favor broad implementation.”

The advance of technology has spread so far and so fast that now even fed-
eral judges face routine mass-monitoring by the state. In March 2001, the
judges of the Ninth Circuit Court of Appeals learned that their computers had
been monitored by the Administrative Office of the United States Courts
(“AO”)." The AO’s goal had been to discourage activities unrelated to the ju-
diciary’s work, like listening to music or surfing the web for pornography. In
May, the Ninth Circuit judges, outraged by this surveillance, blocked the system
that allowed the monitoring of their computers.” The judicial rebellion was led
by conservative judge Alexander Kozinski, whose family escaped from then-
Communist-controlled Romania when Judge Kozinski was eleven years old.”
In computer-monitoring, Judge Kozinski was reminded of his childhood in a to-
talitarian regime. “I know what it’s like to always be on your guard,”” he ex-
plained in an interview. “Everything you say or do will be judged or reported,
and you’ll have to explain yourself for things that are really innocent.”
Though Judge Kozinski apparently maintains otherwise, there is strong reason
to believe that the Ninth Circuit judiciary is not entitled to protection against
this surveillance under the Fourth Amendment.”

Indeed, to read most United States Supreme Court case law under the
Fourth Amendment, one would be hard-pressed to see any mention or other
indication of understanding of the indignation felt by people like the protesting
Ybor City residents or Judge Kozinski. The Court generally, though not al-
ways, conceives of privacy as a cognitively driven issue, divorced from human

technologies where, for example, a radioactive isotope “tag” is added to bomb fuses to enable their si-
lent detection).

19. See id. at 180-89 (describing political pressures for the continued development of tagging tech-
nologies); JAMES X. DEMPSEY & DAVID COLE, TERRORISM AND THE CONSTITUTION: SACRIFICING
CIVIL LIBERTIES IN THE NAME OF NATIONAL SECURITY (1999) (recounting the history of efforts to
erode civil liberties in order to combat terrorism); PHILIP B. HEYMANN, TERRORISM AND AMERICA:
A COMMONSENSE STRATEGY FOR A DEMOCRATIC SOCIETY 105-27 (1998) (expressing concern that
fear of terrorism may lead to unnecessary erosion of civil liberties); David A. Harris, Back to the Fu-
ture: Are Technologically-Assisted Searches a Way to Achieve Better Police/Minority Relations (unpub-
lished manuscript) (commenting on the status of gun-detection technologies).

20. Matt Richtel, To One Judge, Cybermonitors Bring Uneasy Memories, N.Y. TIMES, Aug. 18,
2001, at A7.

21. Id.

22. 1d.

23. Id.

24. Id.

25. See infra text accompanying note 369. Under pressure from the Ninth Circuit and negative
media coverage of the monitoring, the AO did eventually back down. Neil A. Lewis, Plan for Web
Monitoring in Courts Dropped, N.Y. TIMES, Sept. 9, 2001, at A20. My analysis here is limited to the
most likely interpretations of the Fourth Amendment under current United States Supreme Court case
law. I am not addressing whether Judge Kozinski may have stronger statutory claims. See, e.g., Glenn
George, An Invited Scrutiny of Privacy Employment and Sexual Harassment: A Review of the Unwanted
Gaze: The Destruction of Privacy in America, 11 UCLA WOMEN’S L.J. 107, 114-16 (2000) (briefly
summarizing some of the statutory regulation of governmental monitoring and e-mail usage).
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emotion.” The Fourth Amendment only protects “reasonable” expectations of
privacy.” What is determined to be “reasonable,” however, is partly dependent
on a fair assessment of the probabilities of being observed.” Under current
laws, the Ybor City residents’ privacy probably was not invaded by governmen-
tal video monitoring of citizens’ persons and activities. Being on a public street,
the residents faced the risk of being observed by passersby, including police of-
ficers. Who did the observing, by what means, for what purposes, and for how
long are factors that will likely not matter.

Similarly, the computers used by Judge Kozinski and the Ninth Circuit were
not owned by them and were located at a place of employment run by the ad-
ministrative arm of the national judiciary. Though their physical persons were
not being watched, the judges felt the collection and dissemination of informa-
tion about their computer usage was invasive, crossing personal boundaries not
meant to be crossed.” Yet the AO was in much the same position as a private
employer monitoring the work of its employees. Employees use the employer’s
property, and the employer must ensure that its workers are serving the effi-
cient achievement of organizational goals. Current constitutional law precedent
can be read as viewing such surveillance as not impinging on any “legitimate”
privacy expectations of the “employees.”™

To be sure, sometimes the Court’s cases unavoidably address the relevance
of emotions involved in governmental searches, but this is done all too rarely,
and when emotions are mentioned, the ones identified are usually rendered
minimally important to the Court’s conclusions.” The special emotional and
political dangers raised by technological surveillance are particularly ignored.
Only in cases concerning searches of the home does the Court at least implicitly
embrace the affective need to be secure against Big Brother. Outside the home,
however, especially on the streets, the Court offers little, if any, protection of
privacy.”

The Court also tends to consider the impact of privacy invasion on the par-
ticular criminal suspect or others like him. Rarely is the impact on racial, eth-

26. See discussion infra Part 11; see also Andrew E. Taslitz, Revitalizing Freedom of Movement: The
Fourth Amendment and the American Passions (forthcoming 2002) [hereinafter American Passions)
(using social-psychology research to shed light on the Court’s approach to the role of emotions under
the Fourth Amendment).

27. See ANDREW E. TASLITZ & MARGARET L. PARIS, CONSTITUTIONAL CRIMINAL PROCEDURE
86-124 (1997) (summarizing case law).

28. See infra text accompanying notes 50-112.

29. See infra text accompanying notes 170-222, 327-74 (discussing personal boundaries and pri-
vacy).

30. See infra text accompanying notes 369-370 (summarizing the bases for this argument).

31. See Andrew E. Taslitz, Respect and the Fourth Amendment 1-16 [hereinafter Respect] (illus-
trating this point by examining the Court’s recent decision in Atwater v. Lago Vista, 121 S. Ct. 2540
(2001)) (draft manuscript, on file with Law and Contemporary Problems).

32. See infra text accompanying notes 56-157 (commenting on the Court’s technological surveil-
lance cases, human emotion, and reduced privacy expectations outside the home); Taslitz, American
Passions, supra note 26, at 15 (making similar point). See also GEORGE ORWELL, 1984 (1956) (on the
metaphor of an all-seeing government as “Big Brother”).
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nic, or other socially salient groups considered.” These narrowly defined costs
are weighed against the broadly defined benefits of aggressive law enforcement
to the entire society. This nearly automatic tipping of the balance in favor of
the state partly stems from the Court’s minimal awareness of the emotional
gains to social groups, and to the political community more generally, from en-
thusiastic protection of privacy.” The result—one likely to be magnified by
technological surveillance—is that a disproportionate amount of the burdens of
police searches are imposed on minority groups.”

It is fashionable among some academics to decry the search for privacy pro-
tection as useless.” They often argue that it is better that the Fourth Amend-
ment protects some other interest more easily preserved in a high-technology
world, such as the interest in freedom from police “coercion” or use of force.”
Other academics try to preserve privacy’s role by narrowing its scope to only
the most offensive of governmental invasions.” Neither of these two ap-
proaches is promising in a world where the technology of the twenty-first cen-
tury will soon enable the state to continue narrowing the privacy that we have
grown to expect while carrying out our everyday affairs.”

33. See generally Taslitz, American Passions, supra note 26 (analyzing case law on the role of group
impact under the Fourth Amendment in the context of freedom of movement); Taslitz, Respect, supra
note 31 (extended defense of the theory justifying such consideration).

34. See Taslitz, Respect, supra note 31, at 1-22 (importance of emotional gains for groups and the
broader political community from a respect-based Fourth Amendment jurisprudence); see also infra
text accompanying notes 207-87.

35. See DAVID L. COLE, NO EQUAL JUSTICE: RACE AND CLASS IN THE AMERICAN CRIMINAL
JUSTICE SYSTEM 16-62 (1999) (explaining social processes by which the Court’s current definition of
privacy leaves it largely out of the hands of poor urban minorities); William J. Stuntz, The Distribution
of Fourth Amendment Privacy, 67 GEO. WASH. L. REV. 1265, 1267-74 (1999) (discussing the Court’s
current definition of privacy, which leaves it largely out of the hands of poor urban minorities) [herein-
after Distribution]; Taslitz, American Passions, supra note 26; Andrew E. Taslitz, Stories of Fourth
Amendment Disrespect: From Elian to the Internment, FORDHAM L. REV. (forthcoming May 2002) (il-
lustrating that police searches are conducted disproportionately on minority groups) [hereinafter Sto-
ries].

36. See generally DAVID BRIN, THE TRANSPARENT SOCIETY: WILL TECHNOLOGY FORCE US TO
CHOOSE BETWEEN PRIVACY AND FREEDOM? (1998) (arguing that there can be little privacy in an age
of high technology and high government regulation, so increased “watching of the watchers” is often a
better strategy for protecting American freedoms); William J. Stuntz, Privacy’s Problem and the Law of
Criminal Procedure, 93 MICH. L. REV. 1016, 1071-77 (1995) [hereinafter Privacy’s Problem] (arguing
that given the minimal protection offered by privacy, Fourth Amendment doctrine should turn to other
values).

37. See, e.g., Stuntz, Privacy’s Problem, supra note 36, at 1071-77 (favoring deterrence of police
violence). Cf. Scott Sundby, “Everyman’s” Fourth Amendment: Privacy or Mutual Trust Between Gov-
ernment and Citizen?, 94 COLUM. L. REV. 1751, 1777-1802 (1994) (“trust” is a value better suited than
privacy to protecting the citizenry from police overzealousness).

38. See, e.g, LAWRENCE LESSIG, CODE AND OTHER LAWS OF CYBERSPACE 146 (1999) (the
“utility” conception of privacy grades the degree of protection by the degree of burden imposed on
tranquility); Sherry F. Colb, The Qualitative Dimension of Fourth Amendment “Reasonableness,” 98
COLUM. L. REV. 1642, 1666 (1998) [hereinafter Qualitative Dimension] (arguing that Fourth Amend-
ment privacy is more about prohibiting “direct [police] perception of individuals’ physical or mental
states, activities, conversations, and other personal experiences that are manifestly hidden from obser-
vation” than about informational secrecy).

39. LESSIG, supra note 38, at 146-49 (stating that, because technology reduces the burdens of inva-
sion—for example, your tranquility cannot be disturbed if you do not know you are being watched—
the “utility conception” of privacy offers less protection against technology than do alternative concep-
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I suggest a different approach: broadening protection by redefining privacy
from the primarily cognitive to the primarily affective. Privacy in the informa-
tion age is best conceived as the maintenance of metaphorical boundaries that
define the contours of personal identity. Identity is complex; different circum-
stances reveal different aspects of our nature. Each of us wears many masks
wherein each mask reflects a different aspect of who we really are. We do not
want our entire natures to be judged by any one mask, nor do we want partial
revelations of our activities to define us in a particular situation as other than
who we want to be.” In short, we want to choose the masks that we show to
others; any such loss of choice is painful, amounting almost to a physical viola-
tion of the self.” When we are secretly watched, or when information that we
choose to reveal to one audience is instead exposed to another, we lose that
sense of choice. Under this conception of privacy, actions done in public can
still be “private” in that we maintain our desire to retain control over who ob-
serves us, how they do so, and for what purposes.” Similarly, the revelation of
information to one person does not mean that we therefore “assume the risk”
of revelation to all.”

Some academics have touched on the importance of human emotion to de-
fining Fourth Amendment privacy. Their illuminating efforts have nevertheless
been tentative, their awareness of the flawed cognitive/affective dichotomy only
dimly perceived, and their theories have not been readily applicable to solving
many of the problems raised by technological surveillance.” One commentator,

e “utility conception” of privacy offers less protection against technology than do alternative concep-
tions).

40. The notion of multi-masked identity is elaborated infra in the text accompanying notes 180-222.

41. See infra Part II1.A.2, text accompanying notes 188-98 (on the fear of misjudgment as the basis
for privacy).

42. See infra Part I11.C, text accompanying notes 289-326.

43. See DEMPSEY & COLE, supra note 19, at 98 (“Under the ‘invited informer’ principle, the Court
has reasoned that a person or organization has no legitimate expectation of privacy in information vol-
untarily shared with a third party in the mistaken belief that the information will not be turned over to
the government.”); TASLITZ & PARIS, supra note 27, at 100, 109-19 (explaining the concept of “as-
sumption of risk”).

44. Sherry Colb critically identifies two types of emotional harms from unjustified searches and
seizures: first, a “targeting harm”—the sense of stigma from being singled out from others without an
adequate evidentiary basis; and, second, the humiliation of direct, personal observation of our activities
by the government. Sherry Colb, Innocence, Privacy, and Targeting in Fourth Amendment Jurispru-
dence, 96 COLUM. L. REV. 1456, 1491-95 (1996) [hereinafter Targeting Harm] (explaining targeting
harm); Colb, Qualitative Dimension, supra note 38, at 1666-69 (explaining direct governmental percep-
tion harm). Colb’s analyses are insightful but inadequate to deal with the problems raised by techno-
logical surveillance. First, she offers little justification for protecting against information disclosure,
such as that of data on a computer, because those types of disclosures do not involve “direct govern-
mental perception” of our persons or activities. Second, she believes that privacy harms must be
judged entirely from the perspective of the innocent (though she would extend protection against tar-
geting harms to the guilty), which is an approach that we will soon see is inadequate, see infra Part II1.
Colb argues, without significant supporting social science, that the guilty have forfeited privacy rights in
the areas in which they conceal evidence of wrongdoing because such concealment is morally culpable.
See Colb, Targeting Harm, supra, at 1469-73. The law might nevertheless offer certain protections to all
because we do not ordinarily know in advance who is innocent, who guilty. See id. at 1472. But her ap-
proach would nevertheless consider concealment guilt relevant to whether the Fourth Amendment of-
fers any protection at all and whether, if it does, damages should be awarded. See id. at 1516-22. Colb
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on whose work I rely significantly, has done a far more thorough job of re-
thinking privacy affectively.” Unfortunately, he is often vague or conclusory in
applying his analysis to new police surveillance technologies, and he does not
explore adequately the distributive implications of privacy concepts that dispar-
ately impact different racial, ethnic, or class groups.” Nor has he engaged in a
careful analysis of the affective missteps in the Supreme Court’s technology
cases.” T hope to fill these gaps.

I do not intend to craft specific rules for permitting particular classes of
technological searches.” I will proceed at a higher level of generality. The main
danger posed to Fourth Amendment freedoms by technology stems from the
Court’s unduly narrow, overly cognitive conception of privacy.” The bulk of
this article therefore will wrestle with defining, defending, and exploring the
implications of a more affective privacy doctrine. My primary illustrations of
the implications for technological searches will be drawn from the Ybor City
and Judge Kozinski examples summarized in this introduction, though I will
briefly refer to other techniques where necessary.

Part II recites as examples the leading Supreme Court cases on technologi-
cal searches to reveal how they demonstrate an unduly narrow and cognitive
conception of privacy, though cross-currents in the case law are briefly noted.
Part III outlines the contours of a more affective definition of privacy for both
individuals and groups. Part III further explains how we can in fact be “pri-

thus conceives of privacy as something that one earns or loses based on culpable conduct. But I see
privacy rights as central to defining individuals’ humanity and group identity, things definitionally part
of being a person. See infra Part I1II. Privacy must, of course, always be weighed against other con-
cerns, but such balancing simply justifies sometimes invading privacy but does not dissipate privacy pro-
tections completely. See infra Part I1I. Furthermore, Colb’s conception of the “guilty” is too broad, for
example, including media efforts to protect their sources. See Colb, Targeting Harm, supra, at 1508-09.
There seems to be an “intuitive” difference between not disclosing information to protect First
Amendment freedoms and not doing it to hide your own complicity in a crime. More importantly,
there are close historical and logical connections between Fourth and First Amendment freedoms that
suggest a different approach and that Colb ignores. See generally Andrew E. Taslitz, Slaves No More!:
The Implications of the Informed Citizen Ideal for Discovery Before Fourth Amendment Suppression
Hearings, 15 GA. ST. L. REV. 709 (1999) [hereinafter Informed Citizen]. Finally, she unduly narrowly
defines the emotional harms of privacy invasion for reasons explored infra Part I11.

45. JEFFREY ROSEN, THE UNWANTED GAZE: THE DESTRUCTION OF PRIVACY IN AMERICA 8-25
(2000) [hereinafter UNWANTED GAZE] (articulating a conception of privacy as control over what as-
pects of ourselves we reveal to others).

46. See id. at 61-65, 70-78, 89-90, 159-95 (confining his technology analysis primarily to the Internet,
while ignoring many direct-observation police technologies and barely skirting the distributive prob-
lems created by current privacy conceptions). But see Stuntz, supra note 35 (explaining those same dis-
tributive consequences). Professor Rosen has more recently, in articles in the popular press, begun to
pay more attention to some police technological direct surveillance methods. As of this writing, how-
ever, he has not done so in a scholarly venue, nor has he, even in popular venues, significantly exam-
ined the distributive implications of technology or the details of the case law. See Jeffrey Rosen, A
Watchful State, N.Y. TIMES MAG., Oct. 7, 2001, at 38 [hereinafter Watchful State).

47. See ROSEN, supra note 45, at 61-65, 70-78, 89-90, 159-95 (barely touching upon the cases that I
discuss infra Part II).

48. That task, and a comprehensive summary of the currently available and pending technologies,
has already been superbly done. See Christopher Slobogin, Technologically-Assisted Physical Surveil-
lance: The American Bar Association’s Tentative Draft Standards, 10 HARV. J.L. & TECH. 383 (1997).

49. See infra Part III (defending this argument).
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vate” in “public” and why freedom from unwanted observation and freedom
from unwanted information disclosure are equally protected under a sound
conception of privacy.

Finally, Part IV sets forth my recommendations for how the Court should
decide cases differently under a more affective regime. My overall conclusions
are that, at least in the area of electronic surveillance, the Court too readily
finds no invasion of a “reasonable expectation of privacy,” thus wrongly re-
moving the police conduct at issue from any degree of constitutional regulation.
Furthermore, when the Court does extend constitutional protection to certain
surveillance techniques, it does not take into account in its analysis the psycho-
logical and political functions of privacy. Accordingly, in the process of crafting
constitutional rules by simply weighing costs against benefits, the Court often
undervalues privacy. I mean here not to impose flat prohibitions on govern-
mental electronic surveillance, but only to increase the number of instances in
which individualized suspicion, a warrant, or new sorts of limitations are re-
quired as preconditions of state-imposed monitoring.

Because my goals are only to encompass more technologically enhanced
surveillance as falling within the area of privacy protections and to demonstrate
privacy’s continued importance, I do not resolve such troubling issues as the
appropriate legal responses to terrorism, although I will briefly and necessarily
touch on such issues. My purpose here is to recognize that even such issues as
combating terrorism are constitutional in nature and therefore require careful
consideration of underlying values that may be protected by the Fourth
Amendment. Nothing in this recognition, however, stands in the way of a vig-
orous, aggressive, and comprehensive response to terrorism. This article draws
attention to three inevitably intertwined areas that I see as raising the major
Fourth Amendment challenges of the twenty-first century: technology, racial
discrimination, and terrorism.

I
TECHNOLOGICAL SURVEILLANCE AND THE SUPREME COURT

The Supreme Court has generally failed to see any enhanced dangers to pri-
vacy caused by rapidly changing police surveillance technologies.” Instead, the
Court has addressed technology questions under the same analytical framework
that it uses for resolving all Fourth Amendment search questions. This frame-
work is one that privileges the home at the expense of other venues.” “Privacy
in public,” especially on the street, is an oxymoron to this Court.” The Court’s
framework also readily finds that suspects “assume the risk” that any informa-

50. See infra text accompanying notes 105-31 (concluding that every United States Supreme Court
technological search decision involving intrusions outside the home has granted little, if any, protection
to privacy).

51. Taslitz, American Passions, supra note 32, at 15; see also infra text accompanying notes 56-157.

52. See infra text accompanying notes 105-16.
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tion disclosure becomes a revelation to many or all.” Perhaps most importantly,
the Court’s framework downplays or ignores the emotional benefits of privacy
for both the individual and the larger political community. Privacy is seen by
the Court as more of a cognitively driven assessment of the probabilities of ob-
servation by others in everyday life than a set of metaphorical boundaries that
safeguard the affective life that defines personhood, group-hood, and commu-
nity.” There are, however, small cross-currents in the Court’s body of Fourth
Amendment precedent that move largely outside the technology case stream,
slipping through narrow chutes elsewhere in the Court’s privacy doctrine.”
These cases will be discussed as well.

A. “Assuming the Risk” of Conveying Information to Third Parties

The Court made a hopeful start toward a sound jurisprudence of privacy-
invasive technology in Katz v. United States. There, the defendant was charged
with interstate telephonic transmission of wagering information in violation of a
federal statute.” Tape recordings of Katz’s end of telephone calls made from a
public telephone booth were admitted at trial. The Federal Bureau of Investi-
gation made the recordings by attaching an electronic listening and recording
device to the outside of the phone booth. The Ninth Circuit Court of Appeals
affirmed Katz’s conviction, finding no “search” because “[t]here was no physi-
cal entrance into the area occupied by [Katz].”"

The Supreme Court reversed. “The premise that property interests control
the right of the Government to search and seize,” said the Court, “has been dis-
credited.” The proper test was no longer whether a trespass had occurred, but
whether the electronic eavesdropping and recording “violated the privacy upon
which he [Katz] justifiably relied.” The Court held that the Government’s ac-
tions therefore did constitute a “search,” which implicates the Fourth Amend-
ment. Because the search was conducted without a warrant or any exigency,
the search violated the Fourth Amendment.

In Katz, the Court never defined “privacy” and was at pains to declare that
the amendment does not protect a general right to privacy— a right to be let
alone by other people.” Indeed, emphasized the Court, the Amendment “pro-
tects individual privacy against [only] certain kinds of governmental intrusion,

53. DEMPSEY & COLE, supra note 43, at 98 (using instead the term “invited informer principle”);
TASLITZ & PARIS, supra note 43, at 100, 109-19 (explaining the concept of “assumption of risk”).

54. See infra text accompanying notes 56-132 (illustrating this point).

55. See infra text accompanying notes 133-56.

56. 389 U.S. 347 (1967).

57. Id.

58. Katz v. United States, 369 F.2d 130, 134 (9th Cir. 1966).

59. 389 U.S. at 353 (citing Warden v. Hayden, 387 U.S. 294, 304 (1967)).

60. Id.

61. Id. at 350.
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but its protections go further, and often have nothing to do with privacy at all.”*

The Court explained:

“The average man would very likely not have his feelings soothed any more by having

his property seized openly than by having it seized privately and by stealth.... And a

person can be just as much, if not more, irritated, annoyed and injured by an uncere-

monious public arrest by a policeman as he is by a seizure in the privacy of his office

or home.””
Although this quote concerns property and free movement rather than privacy,
its importance lies in the recognition both that the Amendment protects against
certain kinds of emotional injuries and that such injuries are equally possible in-
side and outside the home.” Indeed, as later cases reveal, the Court’s rejection
of a trespass analysis was not intended to render property relations irrelevant to
search and seizure analysis.” Trespass inquiries focus on things, not persons,
and it is real, embodied persons, partly defined by a rich emotional life, that
matter, “[f]or the Fourth Amendment protects people, not places.”

Each person who makes phone calls from inside the closed door of a tele-
phone booth has signaled a desire for privacy even though a glass booth allows
his actions therein to be easily observable by passersby. “[W]hat he sought to
exclude when he entered the booth was not the intruding eye—it was the unin-
vited ear.”” Indeed, though the call was made from a place subject to public
observation, “[n]o less than an individual in a business office, in a friend’s
apartment, or in a taxicab, a person in a telephone booth may rely upon the
protection of the Fourth Amendment.”™ The Court continued:

One who occupies it, shuts the door behind him, and pays the toll that permits him to
place a call is surely entitled to assume that the words he utters into the mouthpiece will
not be broadcast to the world. . .. To read the Constitution more narrowly is to ignore
the vital role that the public telephone has come to play in private communication.

The Court’s promising start in Katz was soon derailed in United States v.
White,” the Court’s first post-Katz undercover agent case. In White, the gov-
ernment wired an informant with a radio transmitter. As White and the infor-
mant conversed, government agents listened in.” The Court plurality’s opinion
rejected White’s argument that Katz controlled.” Katz was distinguishable, ac-

62. Id.

63. Id. at 351 n.4 (quoting Griswold v. Connecticut, 381 U.S. 479, 509 (Black, J., dissenting)).

64. On the importance and emotional implications of impinging upon freedom of movement, see
Taslitz, American Passions, supra note 26.

65. See, e.g., Daniel Yeager, Search, Seizure and the Positive Law: Expectations of Privacy Outside
the Fourth Amendment, 84 J. CRIM. L. & CRIMINOLOGY 249 (1993) (explaining the continuing rele-
vance of property concepts and arguing for their having a stronger and more consistent role in search
and seizure analysis).

66. Katz, 389 U.S. at 351.

67. Id. at 352.

68. Id.

69. Id. (emphasis added).

70. 401 U.S. 745 (1971).

71. Id. at 748.

72. Id. The plurality opinion, authored by Justice White, was joined by the Chief Justice and Jus-
tices Stewart and Blackmun. Justice Black concurred in the judgment and Justice Brennan filed an
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cording to the plurality, because neither party in that case had been a willing
government informant.” The Court conceded that individuals in White’s situa-
tion subjectively expect privacy when they talk with informants, because they
neither know nor suspect that their colleagues are “wired.”” That expectation,
said the Court, is not legitimate. “Inescapably, one contemplating illegal activi-
ties must realize that his companions may be reporting to the police.”” Given
that risk, it would be mere speculation to believe that a wrongdoer would dis-
tinguish between wired and un-wired informants or that the suspect would
change his utterances for fear that his colleague is electronically monitoring the
conversation. Furthermore, the state’s need for this type of evidence is great:

Nor should we be too ready to erect constitutional barriers to relevant and probative

evidence, which is also accurate and reliable. An electronic recording will many times

produce a more reliable rendition of what a defendant has said than will the unaided

memory of a police agent. It may also be that with the recording in existence it is less

likely that the informant will change his mind, less chance that threat or injury will

suppress unfavorable evidence and less chance that cross-examination will confound

the testimony. Considerations like these obviously do not favor the defendant, but we

are not prepared to hold that a defendant who has no constitutional right to exclude

the informer’s unaided testimony nevertheless has a Fourth Amendment privilege

against a more accurate version of the events in question.76

The plurality’s opinion is seriously flawed in several respects. First, it is un-
clear why Katz was distinguished. In Katz, as in White, a suspect conveyed evi-
dence of illegality to another party via conversation. Under the Court’s logic, it
would seem that the defendants in both cases undertook the risk that their ille-
galities would be broadcast to the police. Why should it be relevant to each re-
spective suspect’s expectation that the ultimate source of that broadcasting was
the informant-accomplice rather than independent police investigation, since
the ultimate outcome—disclosure of the information—is the same in both
cases? Perhaps the answer is one of fairness: If the risk assumed is that the ac-
complice will turn on the suspect, then it is somehow fair if he indeed does so
but unfair if the police—whose activities are unknown to the suspect—discover
the same information.”
Second, the plurality considered only the impact of the Court’s holding on

criminals similarly situated to White. The broader impact of its rule on political
dissenters (who may or may not by their dissenting activities be criminals), un-

opinion concurring in the result; both of these latter opinions were extremely brief. See id. at 746, 754-
55.

73. Id. at 749.

74. Id. at 752.

75. Id.

76. Id. at 752-53.

77. See infra text accompanying notes 100-104 for a review of Justice Thurgood Marshall’s position
that the assumption of risk doctrine assumes some real choice by the speaker about whether to take on
a particular risk. That choice is obviously lacking if one is entirely unaware that the risk one faces (po-
lice wiretapping) is at work.
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popular minority groups, and the wider citizenry was ignored.” Furthermore,
the whole idea of privacy expectations was viewed as a cognitively driven prob-
ability assessment as well as an either/or proposition: Either you had privacy
(because the risks of detection of which you were or should have been aware
were low) or you did not (because these risks of detection were high).”

Third, the Court balanced the state’s need for the evidence against individ-
ual privacy interests in determining whether the Fourth Amendment applied at
all. These considerations are more appropriately addressed under the Amend-
ment’s reasonableness balancing rubric rather than in gauging the amendment’s
scope.”

Justices Douglas, Harlan, and Marshall dissented from the plurality opin-
ion." Justice Harlan’s dissent was especially sensitive to some of the critiques
that I have made. Justice Harlan rejected what he saw as the two major as-
sumptions of the plurality’s opinion: First, that no greater invasion of privacy is
involved where the government “conspires” with a third party to “betray” a
suspect; and, second, that “uncontrolled electronic surveillance in an electronic
age is a tolerable technique of law enforcement, given the values and goals of
our political system.””

The flaw in the first assumption, according to Justice Harlan, was that it re-
lied on a risk analysis that can “lead to the substitution of words for analysis.”™

78. For analyses of the feasibility and wisdom of considering these broader impacts of governmen-
tal searches and seizures on salient social groups and on society in general, see Taslitz, Respect, supra
note 31; Taslitz, Stories, supra note 35.

79. TASLITZ & PARIS, supra note 27, at 100-01 (relating the doctrine of assumption of risk, implied
consent notions, and other normative justifications for why a speaker should have been aware of the
size and nature of a risk and its consequences).

80. The text of the Fourth Amendment itself requires that all searches and seizures be “reason-
able,” a word that invites balancing. See TASLITZ & PARIS, supra note 27, at 150-57. Strong govern-
mental interests might render many searches “reasonable” despite there being a level of suspicion that
is less than probable cause and there being no warrant. See id. at 264-392 (summarizing doctrine and
listing examples). But once the amendment applies, affected citizens are generally afforded at least
some level of protection so that a sliding scale of privacy safeguards applies. See id. To instead con-
sider the state’s interest in the process of determining whether the amendment applies in the first place
gives courts a tempting and easy out: no protection whatsoever where significant government interests
are involved. That is a poor default position that too readily skirts difficult questions such as how to
minimize privacy invasion without unduly sacrificing governmental objectives.

Moreover, if the Fourth Amendment is at least partly about protecting individuals’ privacy expecta-
tions, the state’s needs should be irrelevant to what the individual is presumptively entitled to expect.
The harm to the individual remains the same regardless of the nature and size of the governmental
need. Strong state needs justify some intrusions on individual expectations but do not logically defeat
the existence of those expectations or their reasonableness. Rather, whether to recognize the existence
of a reasonable privacy expectation is best understood as a normative question turning on fundamental
notions of individual and group identity. See infra Part I11.

81. 401 U.S. at 756-59. (Douglas, J., dissenting); 401 U.S. at 768 (Harlan, J., dissenting); 401 U.S. at
795 (Marshall, J., dissenting). Although the reasoning of all three dissenting opinions supports my ar-
gument here, Justice Harlan’s does so most clearly and is therefore the opinion on which I focus in the
greatest detail. Because I seek here only to contrast points of view that lay the groundwork for under-
standing the more theoretical discussion in Part III, no purpose would be served by a more detailed
summary of Justices Douglas and Marshall’s dissenting opinions here.

82. Id. at 785.

83. Id. at 786.
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The risks we assume are, in large part, reflections of laws that encourage certain
customs and values. The two assumptions are thus intimately related; the nor-
mative question is ultimately the determining factor.

The individual’s “sense of security,” said Justice Harlan, requires more pro-
tection than “self-restraint by law enforcement officials.”™ Third-party bugging
undermines citizens’ confidence in dealing with each other. The plurality’s no-
tion that it “is irrelevant whether secrets are revealed by the mere tattletale or
the transistor” ignores the reality of human feelings and motivations:

Authority is hardly required to support the proposition that words would be measured
a good deal more carefully and communication inhibited if one suspected his conver-
sations were being transmitted and transcribed. Were third-party bugging a prevalent
practice, it might well smother that spontaneity—reflected in frivolous, impetuous,
sacrilegious, and defiant discourse—that liberates daily life. Much offhand exchange
is easily forgotten and one may count on the obscurity of his remarks, protected by the
very fact of a limited audience, and the likelihood that the listener will either overlook
or forget what is said, as well as the listener’s inability to reformulate a conversation
without having to contend with a documented record. All these values are sacrificed
by a rule of law that permits official monitoring of private discourse limited only by
the need to locate a willing assistant.™

Moreover, the gravest danger is that of having one’s character misjudged by
being taken out of context:

The interest . . . [that the risk analysis] fails to protect is the expectation of the ordi-
nary citizen, who has never engaged in illegal conduct in his life, that he may carry on
his private discourse freely, openly, and spontaneously without measuring his every
word against the connotations it might carry when instantaneously heard by others
unknown to him and unfamiliar with his situation or analyzed in a cold, formal record
played days, months, or years after the conversation. Interposition of a warrant re-
quirement is designed not to shield “wrongdoers,” but to secure a measure of privacy
and a sense of personal security throughout our society.”

84. Id.

85. Id. at 787.

86. Id. at 787-89 (emphasis added).

87. Id. at 790. Justice Harlan’s use of the word “secure” at the end of this quote, and the express
language of the Fourth Amendment, can arguably support a “right of security” rather than rights of
privacy, property, and freedom of movement. Thomas K. Clancy, What Does the Fourth Amendment
Protect: Property, Privacy, or Security?, 33 WAKE FOREST L. REV. 307 (1998). I reject this formulation
for several reasons. First, I do not see what it adds to the analyses already available under the privacy,
property, and free movement trilogy of interests, because Clancy defines “security” as the right to ex-
clude the government from invading precisely these sorts of interests. See id. at 308. Second, Clancy
distinguishes the motivation or reason for wanting or exercising a right from the right itself. See id. at
345. This seems to be an unsupportable, or at least impractical, distinction, because the purposes
sought to be achieved by a right necessarily help to give the language of broad, general rights concrete
meaning. See, e.g., TASLITZ & PARIS, supra note 27, at 6-17 (all interpretation of vague constitutional
text involves at least in part a question of guiding purposes as is revealed in varying data sources, for
example from “framers’ intent,” American traditions, contemporary morality and attitudes, or consid-
erations of practicality and prudence). Yet Clancy concedes that privacy, property, and free movement
are the reasons or “motivations” for the right to security. Clancy, supra, at 367. Third, focusing on a
unitary notion of “security” obscures the different emotional and political functions of the current tril-
ogy. Compare Taslitz, American Passions, supra note 26 (emotional and political values served by pro-
tecting freedom of movement), with Andrew E. Taslitz, Property: The Forgotten Fourth Amendment
Freedom (draft manuscript) (forthcoming 2003) (making a similar point, but concerning protection of
property). Yet these different functions can also be seen as serving an overarching emotional purpose
of ensuring the expression of society’s respect for individuals and their salient social groups. See gener-
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Justice Harlan’s warnings went unheeded by the Court eight years later in
Smith v. Maryland.” There, the telephone company, at police request, installed
a pen register in Smith’s home, which recorded every telephone number dialed
from his phone. The police had not obtained a warrant to do so, but they nev-
ertheless later used the pen register results and other evidence to obtain a war-
rant to search Smith’s home. Evidence found during the subsequent search led
to Smith’s conviction on a robbery charge. The Supreme Court affirmed, re-
jecting Smith’s contention that monitoring the telephone numbers that he di-
aled constituted a “search.””

The Court doubted that people generally have a subjective expectation of
privacy in the numbers that they dial.” Dialers know that phone numbers are
routed through telephone company switching equipment necessary to complete
their calls and that the phone company records the numbers dialed, as on item-
ized phone bills. The Court said that even if Smith had a subjective expectation
of privacy, that expectation was unreasonable.” “This Court consistently has
held,” the majority explained, “that a person has no legitimate expectation of
privacy in information he voluntarily turns over to third parties.”” The Court
relied on its decision in United States v. Miller,” which held that a bank deposi-
tor had no legitimate expectation of privacy in financial information that he
voluntarily conveyed to banks and to their employees in the ordinary course of
business. The White majority approvingly cited the Miller rationale:

The depositor takes the risk, in revealing his affairs to another, that the information
will be conveyed by that person to the Government. ... This Court has repeatedly
held that the Fourth Amendment does not prohibit the obtaining of information re-
vealed to a third party and conveyed by him to Government authorities, even if the in-

ally, Taslitz, Respect, supra note 31 (exploring central role of respect under the Fourth Amendment). I
see similar flaws in other unitary formulations of what the Fourth Amendment protects, such as Scott
Sundby’s idea of promoting mutual trust between the state and its citizens. Sundby, supra note 37.
Though the very idea of “trust” recognizes the amendment’s central affective functions, “trust” too nar-
rowly and vaguely defines the emotional-political interests at stake. My formulation of a “respect-
based jurisprudence” is also, when simply recited, vague. But my approach has the advantage of incor-
porating a wider range of the relevant emotions while articulating more concrete corollary principles
that should better guide responses to Fourth Amendment questions without laying false claim to
achieving computer-like mechanical clarity. See Taslitz, Stories, supra note 35, at 12-18 (articulating six
more concrete principles of respect). Moreover, a more self-conscious focus on the relevant emotions
involved in protecting the current trilogy of Fourth Amendment rights allows for further concrete
specification of concerns relevant to specific problems. Thus, I argue here, for example, for protection
of some level of “privacy in public”—such as when pedestrians are subjected to extended governmental
video monitoring—based upon close examination of the emotional functions served by privacy. See
infra text accompanying notes 289-326. In any event, the Court has long accepted the current trilogy of
Fourth Amendment rights and seems unlikely to jettison entirely that scheme in the near future.

88. 442 U.S. 735 (1979).

89. Id. at 746.

90. Id. at 743.

91. Id.

92. Id. at 743-44. If the Court really means what it says in this broad statement, it is hard to see
why the phone call in Katz was protected or why any phone call or other electronic transmission would
be. See supra text accompanying notes 327-74 (reviewing implications if a different view of privacy is
not embraced by the Court).

93. 425 U.S. 435, 442-44 (1976).
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formation is revealed on the assumption that it will be used only for a limited purpose

and the confidence placed in the third party will not be betrayed.”
The Court also rejected Smith’s argument that it mattered that switching
equipment, rather than the operators of an earlier day, routed the calls. The
Court declared:

The switching equipment that processed these numbers. .. [is] merely the modern
counterpart of the operator.... Petitioner concedes that if he had placed his calls
through an operator, he could claim no legitimate expectation of privacy. We are not
inclined to hold that a different constitutional result is required because the telephone
company has decided to automate.”

Justice Potter Stewart, joined by Justice Brennan, wrote a dissenting opin-
ion.” Justice Stewart emphasized that the source of the calls—the home—was a
location entitled to unquestioned protection.” Calls from such a location are
definitively private. “I doubt,” Justice Stewart opined, “there are any who
would be happy to have broadcast to the world a list of the local or long dis-
tance numbers they have called.” Moreover, “[t]his is not because such a list
might in some sense be incriminating, but because it easily could reveal the
identities of the persons and the places called, and thus reveal the most intimate
details of a person’s life.””

Justice Marshall, joined by Justice Brennan, also dissented, authoring a
separate opinion.” For Marshall, just because “a phone company monitors a
call for internal reasons, it does not follow that they expected this information
to be made available to the public in general or the government in particular.
Privacy is not a discrete commodity, possessed absolutely or not at all.”"
Moreover, implicit in the assumption of risk concept is some notion of choice.
In earlier third-party surveillance cases, the defendant apparently exercised
some discretion in deciding in whom to confide, but here, given that the phone
“has become a personal or professional necessity,” a caller “cannot help but ac-
cept the risk of surveillance.”” To speak of assuming risks is nonsensical in
“contexts where, as a practical matter, individuals have no realistic alterna-
tive.”"™ More importantly, risk analysis enables the government to define the
scope of Fourth Amendment protections—by, for example, law enforcement’s

94. White, 442 U.S. at 744 (quoting Miller, 425 U.S. at 443).

95. Id. at 745.

96. Id. at 746.

97. Id. at 744. If the home is used as a “commercial establishment,” such as a center for drug-
dealing, however, the “home” loses its special protection. See Lewis v. United States, 385 U.S. 206, 211
(1966) (rejecting the argument that an undercover drug purchase in the defendant’s home violated his
Fourth Amendment rights, relying partly on its conclusion that when the home was converted into a
“commercial center,” it had no greater sanctity than a store, garage, or street).

98. 442 U.S. at 748.

99. Id.

100. Id. (Marshall, J. dissenting).
101. Id. at 749.

102. Id. at 750.

103. Id.
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announcing its intention to monitor phone calls—which will have a chilling ef-
fect on free expression."”

B. Electronic Monitoring: Privacy in Public as an Oxymoron

105

In United States v. Knotts,”™ the Court for the first time faced the question of
whether a suspect can have privacy in public. In Knotts, officers installed a bat-
tery-operated radio transmitter—a “beeper”’—inside a five-gallon container of
chloroform, which is often used to manufacture illegal drugs. The officers ob-
tained the consent of the chloroform and container seller, Hawkins Chemical
Company, to install the beeper. When Tristan Armstrong purchased the
beeper-implanted chloroform container, the officers followed him, using visual
surveillance and the beeper, to a Mr. Petschen’s car. The container was trans-
ferred to that car, and Petschen drove off. When Petschen made evasive ma-
neuvers, the officers lost him, but used the beeper to track him to a cabin. Re-
lying on the beeper and additional information, the officers secured a search
warrant, finding inside the cabin the chloroform container, a clandestine drug
laboratory, and chemicals used to make amphetamine."™

The defendant’s suppression motion was denied, and he appealed his subse-
quent conviction, ultimately making his way to the United States Supreme
Court. The Court found no invasion of a reasonable expectation of privacy.
The Court held that a person traveling in an automobile on public thorough-
fares has no reasonable expectation of privacy in his movements, because those
movements are open to the public."” While Knotts, the owner of the cabin, had

104. See id. at 750. Marshall made explicit his view that assumption of risk analysis should therefore
be entirely normative:

In my view, whether privacy expectations are legitimate within the meaning of Katz de-
pends not on the risks an individual can be presumed to accept when imparting information to
third parties, but on the risks that he should be forced to assume in a free and open society.

By its terms, the constitutional prohibition of unreasonable searches and seizures assign to the
judiciary some prescriptive responsibility. As Mr. Justice Harlan, who formulated the stan-
dard the Court applies today, himself recognized: “[s]ince it is the task of the law to form and
project, as well as mirror and reflect, we should not . . . merely recite risks without examining
the desirability of saddling them upon society.”
Id. at 751 (quoting White, 401 U.S. at 786 (Harlan, J., dissenting)). See also Smith v. Maryland, 442 U.S.
735 (1979), where the Court worried about over-reliance on “subjective” expectations of privacy:
[I]f the Government were suddenly to announce on nationwide television that all homes
henceforth would be subject to warrantless entry, individuals thereafter might not in fact en-
tertain any actual expectation of privacy regarding their homes, paper, and effects. Similarly,
if a refugee from a totalitarian country, unaware of this nation’s traditions, erroneously as-
sumed that police were continuously monitoring his telephone conversations, a subjective ex-
pectation of privacy regarding the contents of his calls might be lacking as well.
Id. at 741 n.5. Accordingly, the Court suggested that a normative inquiry might be advisable. The
Court explained that “where an individual’s subjective expectations had been ‘conditioned’ by influ-
ences alien to well-recognized Fourth Amendment freedoms, those subjective expectations obviously
could play no meaningful role in ascertaining what the scope of Fourth Amendment protection was.”
Id. See also Taslitz, Informed Citizen, supra note 44, at 738-56 (discussing the close connection between
search and seizure and free speech values).
105. 460 U.S. 276 (1983).
106. Id. at 279.
107. Id. at 281.
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a reasonable expectation of privacy in that cabin, no such expectation extended
to the automobile’s movements or to the movements of the chloroform con-
tainer outside the cabin in the open fields. Moreover, the beeper did not alter
the analysis: “Nothing in the Fourth Amendment prohibited the police from
augmenting the sensory faculties bestowed upon them at birth with such en-
hancements as science and technology afforded them in this case.”” “We have
never,” concluded the Court, “equated police efficiency with unconstitutional-
ity, and we decline to do so now.”"”

The Court did place some limits on electronic tracking, however, drawing
the line at revelation of actions within a suspect’s home. Only a year later, in
United States v. Karo, the Court struck down the use of a beeper as too intrusive
of privacy interests."’ Drug Enforcement Agency agents learned that Karo and
others had ordered fifty gallons of ether from a government informant. The
ether was said to be used to extract cocaine from a fabric in which it had been
transported across national borders. The government obtained a court order
authorizing installation and monitoring of a beeper in one of the cans of ether.
With the informant’s consent, the agents substituted their own can containing a
beeper for one of the ten cans in the shipment and had all ten painted to give
them a uniform appearance. Agents then watched Karo pick up the cans from
the informant and used the beeper to monitor the ether’s location. The agents
eventually used the beeper to monitor the ether’s presence in a house while
they obtained a search warrant for the house. The fruits of the warrant search
included cocaine and drug manufacturing equipment."

The Supreme Court agreed with the lower courts that the beeper use had
gone too far. The beeper had been used to reveal activities inside a private
residence, a location not open to visual surveillance. That use invaded reason-
able privacy expectations, because, even though visual surveillance was possible
up to entry into the house, the beeper enabled the police to determine what
they otherwise could not have known—that the article remained in the house
during the period in which the warrant was being obtained. Therefore, the
monitoring constituted a search.'”

The Court’s line-drawing against electronic surveillance at the door of the
home is addressed by the Oregon Supreme Court’s decision in State v. Camp-
bell."” The Oregon court pointedly rejected the Katz analysis, adopting an ex-
plicitly normative test more sensitive than is Katz to the affective and political

108. Id. at 282.

109. Id. at 284.

110. 468 U.S. 705, 716 (1984).

111. Id. at 710.

112. Unlike the lower courts, the United States Supreme Court found no violation of Fourth
Amendment rights in the installation of the beeper, because the defendants had no reasonable expecta-
tion of privacy in the can while it belonged to the DEA. The informant owned and possessed the origi-
nal ten cans, but the can substitution was done with his consent. Finally, no Fourth Amendment rights
were implicated when the informant transferred the can to the defendants, because that transfer did not
convey private information to the government. Id. at 711-13.

113. 759 P.2d 1040 (Or. 1988).
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functions of privacy: “[T]he privacy protected by ... [the Oregon constitution]
is not the privacy that one reasonably expects but the privacy to which one has a
right. .. .”" Moreover, the Court rejected the notion that “information legiti-
mately available through one means [for example, visual surveillance] may be
obtained through any other means without engaging in a search.” The court
concluded that Oregon’s constitution protects the people’s “interest in freedom
from particular forms of scrutiny.”"® That interest extended to surveillance by a
radio transmitter:

As we noted above, use of a radio transmitter to locate an object to which the
transmitter is attached cannot be equated with visual tracking. Any device that en-
ables the police quickly to locate a person or object anywhere within a forty-mile ra-
dius, day or night, over a period of several days, is a significant limitation on freedom
from scrutiny, as the facts of this case demonstrate. The limitation is made more sub-
stantial by the fact that the radio transmitter is much more difficult to detect than
would-be observers who must rely upon the sense of sight. Without an ongoing, me-
ticulous examination of one’s possessions, one can never be sure that one’s location is

not being monitored by means of a radio transmitter. Thus, individuals must more
readily assume that they are the objects of government scrutiny.

But if the State’s position in this case is correct, no movement, no location and no
conversation in a “public place” would in any measure be secure from the prying of
the Government. There would in addition be no ready means for individuals to ascer-
tain when they were being scrutinized and when they were not. That is nothing short
of a staggering limitation upon personal freedom.

C. Enhanced Sight into the Home

In Kyllo v. United States, the Supreme Court held that a Fourth Amendment
search had occurred when federal agents employed a device “that is not in gen-
eral public use” in order to “explore details of [a] home that would previously
have been unknowable without physical intrusion.”™ Federal agents received a
tip that Kyllo was growing marijuana inside of his home, an operation that typi-
cally requires high-intensity lamps. A review of Kyllo’s utility bills suggested
that his electrical needs were unusually high. The agents then employed a
“thermal imager” to scan Kyllo’s home for infrared radiation emanating from
the roof.™ The thermal imager suggested that certain parts of the home were
generating more heat than other parts and more heat than surrounding homes.
Based on that finding, as well as on the tips and utility bills, the agents obtained
a search warrant and discovered a marijuana-growing operation.

Kyllo moved to suppress the fruits of the search warrant, arguing that use of
the thermal imager constituted a search. Because the agents did not have a

114. Id. at 1044.

115. Id. at 1045.

116. Id. at 1047 (emphasis added).

117. Id. at 1048-49.

118. 121 S. Ct. 2038, 2046 (2001).

119. For a pre-Kyllo explanation and analysis of thermal imaging, see Calnan & Taslitz, supra note
18, at 199-208.
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warrant to use the thermal imager, he argued, the search was illegal. Although
lower courts ultimately denied his claim, the Supreme Court agreed.

Central to the Court’s reasoning was that the thermal imager revealed in-
formation concerning activities inside the home. “We have said that the Fourth
Amendment draws ‘a firm line at the entrance to the house,” the Court ex-
plained. “That line,” the Court continued, “must be not only firm but also
bright.””  Accordingly, the Court rejected the argument that no search oc-
curred because heat is not, and does not reveal, an “intimate detail”:

[The government] points out that in Dow Chemical we observed that enhanced aerial
photography did not reveal any “intimate details.” [citations omitted]. Dow Chemical,
however, involved enhanced aerial photography of an industrial complex, which does
not share the Fourth Amendment sanctity of the home. The Fourth Amendment’s
protection of the home has never been tied to measurement of the quality or quantity
of information obtained. In Silverman, for example, we made clear that any physical
invasion of the structure of the home, “by even a fraction of an inch,” was too
much . .., and there is certainly no exception to the warrant requirement for the offi-
cer who barely cracks open the front door and sees nothing but the nonintimate rug on
the vestibule floor. In the home, our cases show, all details are intimate details, be-
cause the entire area is safe from prying government eyes.'”

“At the very core of the Fourth Amendment ‘stands the right of a man to re-
treat into his home.””"” Although privacy expectations in other settings are un-
clear, recounted the Court, privacy protection for the home is unambiguous; it
is the minimal protection below which the Court cannot go.” “To withdraw

120. 121 S. Ct. at 2046 (quoting Payton v. New York, 445 U.S. 573, 590 (1980)).

121. Id. at 2049.

122. Id. at 2045. In Dow Chemical Co. v. United States, mentioned by the Kyllo majority, the Court
reasoned:

Here, EPA was not employing some unique sensory device that, for example, could penetrate
the walls of buildings and record conversations in Dow’s plants, offices, or laboratories, but
rather a conventional, albeit precise commercial camera commonly used in mapmaking. ... It
may well be, as the Government concedes, that surveillance of private property by using
highly sophisticated surveillance equipment not generally available to the public, such as sat-
ellite technology, might be constitutionally proscribed absent a warrant. But the photographs
here are not so revealing of intimate details as to raise constitutional concerns.
Dow Chemical Co. v. United States, 476 U.S. 227, 238 (1986). By flatly defining all activities within the
home as “intimate,” the Kyllo Court avoided any inconsistency with Dow Chemical. At the same time,
this excerpted Dow Chemical language supports the Court’s idea that privacy protection erodes when
technological surveillance becomes widespread, as discussed infra in the text accompanying notes 289-
326. The Kyllo Court also distinguished California v. Ciraolo, 476 U.S. 207 (1986), upholding aerial
surveillance of a house’s curtilage under the facts before the Court but conceding that such surveillance
could become “‘invasive’” if “‘modern technology’” revealed “‘those intimate associations, objects, or
activities otherwise imperceptible to police or fellow citizens.”” Id. at 215 n.3 (quoting brief of the State
of California). The Kyllo Court characterized this language in Ciraolo as “second-hand dictum [that]
was not [based] upon intimacy but upon otherwise-imperceptibility, which is precisely the principle we
vindicated today.” Kyllo, 121 S.Ct. at 2045.

123. Id. at 2041 (quoting Silverman v. United States, 365 U.S. 505, 511 (1961)).

124. See id. at 2042-43. The Court has elsewhere repeatedly evoked romantic imagery to justify
heightened protection for the home. See, e.g., Payton v. New York, 445 U.S. 573, 601 n.54 (1980)
(quoting William Pitt’s speech before Parliament: “The poorest man may, in his cottage, bid defiance to
all the forces of the Crown. It may be frail; its roof may shake; the wind may blow through it, the storm
may enter; but the King of England may not enter; all his force dare not cross the threshold of the ru-
ined tenement.”); Welsh v. Wisconsin, 466 U.S. 740, 750 (1984) (evoking similar language that the
home is a sanctuary).
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protection of this minimum expectation would be to permit police technology to
erode the privacy guaranteed by the Fourth Amendment.”” History protected
that minimum, for, in the Court’s view, its task was to assure “preservation of
that degree of privacy against government that existed when the Fourth
Amendment was adopted.”™ To achieve that assurance, the Court crafted this
rule: Sense-enhancing technology that reveals any information regarding the in-
terior of the home constitutes a search, “at least where (as here) the technology
in question is not in general public use.””

This last qualification reveals that the “bright-line protection” that the
Court demanded for the home is dimmer than it at first appears. The Court
admitted:

[i]t would be foolish to contend that the degree of privacy secured to citizens by the
Fourth Amendment has been entirely unaffected by the advance of technology. For
example, . . . the technology enabling human flight has exposed to public view (and
hence, we have said, to official observation) uncovered portions of the house and its
curtilage that once were private.128
Though the Court next explained that the question before it was “what limits
there are upon the power of this technology to shrink the realm of guaranteed
privacy,”” those limits apparently dissolve if technology attains widespread use
that significantly raises the probability of detection. Indeed, the dissent, which
would have permitted the use of the thermal imager against Kyllo, nevertheless
objected to the majority’s widespread use qualification precisely on the ground
that it offered inadequate long-term protections against the advance of technol-
ogy.”™ The Court responded:

The dissent argues that we have injected potential uncertainty into the constitutional
analysis by noting that whether or not the technology is in general public use may be a
factor. ... That quarrel, however, is not with us but with this Court’s precedent. See
Ciraolo, 476 U.S. 207, 215 (1986) (“In an age where private and commercial flight in
the public airways is routine, it is unreasonable for respondent to expect that his
marijuana plants were constitutionally protected from being observed with the naked
eye from an altitude of 1,000 feet.”). Given that we can confidently say that thermal
imaging is not “routine,” we decline in this case to reexamine that factor. }

125. Kyllo, 121 S. Ct. at 2043.

126. Id. at 2043.

127. Id.

128. Id.

129. Id.

130. Id. at 2047 (Stevens, J., dissenting). Justice Stevens’ dissent was joined by Chief Justice
Rehnquist and Justices O’Connor and Kennedy. Stevens’ opinion made a distinction between
“through-the-wall surveillance,” which gives “the observer . .. direct access to information in a private
area” and “the thought processes used to draw inferences from information in the public domain.” Id.
at 2047. Stevens saw the dissipating heat as fitting the latter category, for example, because “the ordi-
nary use of the senses might enable a neighbor or passerby to notice the heat emanating from a build-
ing, particularly if it is vented, as was the case here.” Id. at 2048. The details of Stevens’ opinion do not
matter for my purposes here because Stevens, like the majority, focuses on cognitive risk-assessment
more than rational affective experiences as the standard for judging the existence and scope of privacy
protection.

131. Id. at 2046 n.6.
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Strictly speaking, the Court reserved its judgment of whether there would be
protection in the home against more widespread technologies of surveillance.
As the Court notes, its widespread use qualification is consistent with its prece-
dent and its doctrinal embrace of a probabilities assessment or risk analysis as
the determinative factor in defining the scope of privacy protections. The Court
ignored the reality that there were stronger affective reasons to support its deci-
sion, reasons that might also justify protection outside the home, which will be
discussed shortly."”

D. Cross-Currents

I make no pretense in this article of thoroughly surveying all the United
States Supreme Court’s Fourth Amendment privacy cases or even all those ar-
guably relevant to technology. Instead, I have focused on the Court’s leading
technology cases to address those cases’ affective blindness. It is important,
however, briefly to note subtle counter-currents elsewhere in the Court’s
Fourth Amendment privacy jurisprudence. I will use the Court’s recent deci-
sion in Bond v. United States'™ as my primary example.

In Bond, a Texas Border Patrol Agent boarded a Greyhound passenger bus
en route to Little Rock, Arkansas to check the immigration status of the bus
passengers. While walking the bus’s center aisle, the agent squeezed soft lug-
gage stowed by passengers in the overhead storage bins above their seats.
When the agent squeezed a green canvas bag above Bond’s seat, the agent felt a
“brick-like” object. Bond admitted that the bag was his and agreed to follow
the agent to open it. When the agent did so, he found a “brick” of methamphet-
amine."”

Bond was subsequently indicted for conspiracy to possess, and possession
with intent to distribute, methamphetamine. He was convicted on both counts
after his suppression motion was denied. The Court of Appeals affirmed that

132. Affective reasons would focus on the impact of heat surveillance of the home on individual and
group identity; the pressure to conform; the ability to form human relationships without fear of outside
observers; and the impact of awareness of governmental scrutiny on the character of the American
people, not on the size of the risk being observed. See infra text Part III. The Court seemed a bit more
sensitive (at least implicitly) to affective concerns in the home in Wilson v. Layne, 526 U.S. 603 (1999).
There, the Court invalidated media presence during the execution of an arrest warrant in a home. The
media crews there and in a companion case, Hanlon v. Berger, 526 U.S. 808 (1999) (involving a search
warrant), captured on film scenes of the warrant execution, including some that were embarrassing to
the homeowners. For example, in Wilson, the Wilsons were filmed coming out of their bedroom in
sleeping attire. Although the Court relied on the media’s presence as being beyond the scope of the
warrant and not aiding any legitimate law enforcement purpose, the Court stressed the special sanctity
of the home as central to its decision. See 526 U.S. at 609-12. What is most interesting about the case is
that an intrusion on the Wilsons’ privacy had already justifiably taken place, namely the entry of the
police into their home pursuant to a valid warrant. Yet who else observed (that is, the media), for what
purposes, and under what circumstances, mattered in determining the scope of privacy protection.
More than the mere risk of observation by anyone was thus determinative, an observation more consis-
tent with an affective than with a cognitive approach to privacy.

133. 529 U.S. 334 (2000).

134. Id. at 336.
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denial on the ground that squeezing the bag was not a search. The Supreme
Court reversed.”

The government had argued that Bond lost a reasonable expectation that
his bag would not be physically manipulated when he placed the bag in the
overhead bin. Relying on the reasoning of Ciraolo' and Florida v. Riley,"”" the
government argued that “matters open to public observation are not protected
by the Fourth Amendment.”"*

The Supreme Court rejected the broad principle and the analogy:

But Ciraolo and Riley are different from this case because they involved only visual, as
opposed to tactile, observation. Physically invasive inspection is simply more intrusive
than purely visual inspection. For example, in Terry v. Ohio, 392 U.S. 1, 17-18, we
stated that a “careful [tactile] exploration of the outer surfaces of a person’s clothing
all over his or her body” is a “serious intrusion upon the sanctity of the person, which
may inflict great indignity and arouse strong resentment and is not to be undertaken
lightly.” Although Agent Cantu did not “frisk” petitioner’s person, he did conduct a
probing tactile examination of petitioner’s carry-on luggage. Obviously, petitioner’s
bag was not part of his person. But travelers are particularly concerned about their
carry-on luggage; they generally use it to transport personal items that, for whatever
reason, they prefer to keep close at hand.

Here, petitioner concedes that, by placing his bag in the overhead compartment,
he could expect that it would be exposed to certain kinds of touching and handling.
But petitioner argues that Agent Cantu’s physical manipulation of his luggage “far ex-
ceeded the casual contact [petitioner] could have expected from other passengers.”"

The Court apparently agreed with Bond, concluding first that placing an
opaque bag directly above his seat demonstrated a subjective expectation of
privacy, and, second, that this expectation was reasonable because, while a bus
passenger clearly expects that “other passengers or bus employees may move
[his bag] . .. for one reason or another,” he “does not expect that other pas-
sengers or bus employees will, as a matter of course, feel the bag in an explora-
tory manner.”"!

The Bond opinion has potential implications for technological privacy juris-
prudence in several ways. First, the distinction between visual and tactile ob-
servation is made on the ground of affective differences between the two kinds
of searches, differences in the extent of “indignation” and “resentment” be-
lieved to result from each respective technique. Second, the Court recognizes
that the manner of a search matters; expecting some sort of privacy invasion
does not mean expecting all. These two points suggest that the Court could be
persuaded that some means of technologically-enhanced visual observation out-

135. Id.

136. 476 U.S. 207 (1986) (no privacy expectations against observation of a backyard from a plane).

137. 488 U.S. 445 (1989) (observation of a greenhouse in a home’s curtilage from a helicopter did
not violate the Fourth Amendment).

138. Bond, 529 U.S. at 337.

139. Id. at 337-38.

140. Id. at 338.

141. Id.
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side the home may be at least as insulting and painful as extensive tactile ma-
nipulation of luggage."”

Third, the Court apparently rejects the idea that the size of the risk of ma-
nipulation is primarily what matters. Obviously, other passengers and bus em-
ployees had the opportunity to squeeze the luggage and might even feel the
brick in the simple process of moving the bag. Though the Court denies that
the risk was significant, a more normative analysis is likely at work, as an immi-
nent comparison to the dissenting opinion will reveal.

Fourth, the Court implicitly recognizes that who does the squeezing
(searching) matters. If the Court was correct that the sort of manipulation done
by the agent here was unlikely (something I by no means concede), that is be-
cause police are more likely to engage in bag-squeezing than are other bus pas-
sengers and employees. They are more likely to squeeze because they touch
the bags with different goals. Furthermore, while a displeased glance might dis-
courage bus passengers and employees from moving or manipulating one’s bag,
dirty looks will not deter the police.” This distinction suggests that police tech-
nological surveillance outside the home is sometimes more invasive than similar
surveillance by private persons.

These four observations led Justice Breyer, joined by Justice Scalia, to dis-
sent." Justice Breyer focused almost entirely on the size of the risk of manipu-
lation. He explained:

How does the “squeezing” just described differ from the treatment overhead luggage
is likely to receive from strangers in a world of travel that is somewhat less gentle than
it used to be? I think not at all. The trial court, which heard the evidence, saw noth-
ing unusual, unforeseeable, or special about this agent’s squeeze. It found that Agent
Cantu simply “felt the outside of Bond’s soft side green cloth bag,” and it viewed the
agent’s activity as “minimally intrusive touching.” The Court of Appeals also noted
that, “because passengers often handle and manipulate other passengers’ luggage,”
the substantially similar tactile inspection here was entirely “foreseeable.” "

Justice Breyer was unpersuaded by the majority’s effort to distinguish this
case from Ciraolo and Riley because the “comparative likelihood that strangers
will give bags in an overhead compartment a hard squeeze would seem far
greater”® than the risk of being observed in fenced-in property from an aircraft.
So long as the officer observed only what “[a]Jny member of the public .. . . could
have used his senses to detect,”” no invasion of a reasonable privacy expecta-
tion was involved. Justice Breyer thus ignored emotional differences and the
manner in which the searches were conducted as distinguishing earlier visual in-
spections from the tactile one before the Court."

142. See infra Part 11T (exploring the emotional harms of technologically-enhanced video surveil-
lance).

143. See infra Part II1.C (examining norms of looking and sanctions for violation).

144. 529 U.S. at 339 (Breyer, J., dissenting).

145. Id. at 340.

146. Id. at 341.

147. Id.

148. Breyer added:
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Justice Breyer also worried that the majority was redefining privacy as being
different where it works to exclude “strangers who work for the Govern-
ment.”"” Privacy excludes all “uninvited strangers.”” To hold otherwise,
Breyer declared, makes the question of whether privacy has been invaded turn
on the actor’s purpose rather than his action’s effects. Thus a fellow passenger
moving your luggage to make more room for his own invades no rights, but a
police officer doing so to search for drugs requires constitutional regulation:

Hence, a Fourth Amendment rule that turns on purpose could prevent police alone
from intruding where other strangers freely tread. And the added privacy protection
achieved by such an approach would not justify the harm worked to law enforce-
ment—at least that is what this Court’s previous cases suggest.”

Justice Breyer flatly describes the majority’s reasoning as departing “from
established legal principles,” a task that “we should not begin here.”” He
somewhat sarcastically adds that the majority’s decision does nothing to protect
“true privacy”" because nongovernment pokings and proddings of luggage will
still occur. Thus he cautions travelers seeking true privacy in luggage contents
“to pack those contents in a suitcase with hard sides.”"”

Other cases and opinions also suggest counter-currents, * but their time-
consuming analysis would add little to the points I have made with Bond. 1 do
not think that Bond presages any imminent radical shift in the Court’s Fourth
Amendment privacy jurisprudence, but it appears that Justice Breyer was cor-
rect to say that Bond departed from earlier precedent. The Court does some-
times, apparently for very situationally specific reasons, shift privacy analyses
from a probability assessment (combined with a normative one heavily weigh-
ing the state’s crime control needs) to an affective assessment (combined with a
normative focus on how to weigh the emotional harms suffered by the affected

156

Nor can I accept the majority’s effort to distinguish “tactile” from “visual” interventions,

even assuming that distinction matters here. Whether tactile manipulation (say, of the exte-

rior of luggage) is more intrusive or less intrusive than visual observation (say, through a

lighted window) necessarily depends on the particular circumstances.
Id. at 342. This passage is ambiguous. Breyer could be saying that “particular circumstances” refers to
the probability of detection, a reading most consistent with the content and tenor of the rest of his
opinion. On the other hand, this passage also suggests that sometimes visual observation alone might
be improper, though his example (the lighted window) seems to do nothing more than pay the usual
solicitude toward activities in the home. In any event, Breyer seems to eschew the affective nature of
the majority’s analysis.

149. Id. at 340.

150. Id.

151. Id. at 342.

152. Id.

153. Id.

154. Id. at 343.

155. Id.

156. See generally Andrew E. Taslitz, A Feminist Fourth Amendment: Consent, Care, Privacy, and
Justice in Ferguson v. City of Charleston, __ DUKE J. GENDER L. & POL’Y ___ (forthcoming 2002)
[hereinafter Feminist Fourth Amendment] (arguing that the Court’s decision in Ferguson v. City of
Charleston, 532 US. 67 (2001), adopted an affective view of privacy that partly turned on the impor-
tance of certain human relationships of trust, such as that between doctor and patient).
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157

individuals).”” That willingness at least suggests that the Court may, over the
long haul, be not entirely impervious to the alternative, affective conception of
privacy to which I now turn.

111
RECONCEPTUALIZING PRIVACY

The Court’s technological privacy jurisprudence suffers from several flaws.
All of these flaws stem from the Court’s misconception of privacy.

To the Court, what is said or done in “public” is by definition not “pri-
vate.”" Thus law enforcement’s extended tracking of a car by means of an elec-
tronic beeper violated no privacy interest at all. Given the high risk of being
observed by passersby, the Court seemed to say, each driver or pedestrian
should reasonably expect even longer and more intense observation by the po-
lice as well.”” This risk analysis is counterintuitive. As Professor William Stuntz
has explained, even ordinary, nontechnological stakeouts “sometimes do in-
volve monitoring the movements of a given suspect or all who deal with him
over an extended period of time.”'™ That, Stuntz explains, is “roughly the
equivalent of being stalked.”

Additionally, the Court has an unduly stingy notion of when “private” in-
formation becomes “public.” In the Court’s view, albeit with rare exceptions,
the disclosure of any information to another—even including the finances that
you reveal to your bank teller during a business transaction—exposes you to the
risk of wider revelation."”” The Court likely makes exceptions for confidential
disclosures, such as those made by a patient to her doctor.” That a disclosure is
made during a relationship of trust, however, probably does not by itself free
one from the risk of further disclosure."

157. Thus, again, in Ferguson, 532 U.S. 67, the Court linked privacy and consent issues in determin-
ing the reasonableness of a drug-testing program for poor women in a public hospital. A positive test
outcome resulted in an ultimatum to the women: Attend a drug counseling program, miss no appoint-
ments, and never test “dirty” again, or face criminal prosecution. The Court sharply criticized the pro-
gram, remanding for proceedings consistent with its opinion. Most importantly, the Court (at least im-
plicitly) considered the breach of trust in the doctor-patient relationship, the informational and other
power disparities between the women and their treating physicians, and the symbolic insult to the
women’s value as equal citizens as central to making these searches ordinary criminal ones likely to be
unreasonable (depending upon the factfinding results on remand) under the Fourth Amendment. See
generally Taslitz, Feminist Fourth Amendment, supra note 156.

158. See supra Part II (discussing technological privacy case law). I think that this generalization is
fair, despite my acknowledgement that there are subtle and modest cross-currents in the case law. See
supra text accompanying notes 133-56.

159. See supra text accompanying notes 97-112 (analyzing case law).

160. Stuntz, supra note 36, at 1277.

161. Id.

162. See supra text accompanying notes 56-104 (discussing “assumption of risk” cases, including the
Miller case on banking information).

163. See supra notes 156-56 (discussing the Ferguson case and doctor-patient confidentiality).

164. See supra text accompanying notes 70-104 (summarizing the Court’s position that one generally
“assumes the risk” of disclosure when one reveals information relevant to alleged crimes to a trusted
(albeit, misplaced) cohort in criminality); supra notes 156-156 (mere existence of doctor-patient rela-
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This stingy definition of “private” information relies on a primarily cogni-
tively driven conception of privacy. If a person is or should be aware of a high
probability that revelation of information to one person entails revelation to
other persons, then the disclosing party no longer has a reasonable expectation
of privacy in the data.”” However, probability ‘assessment is not the end-all of
the analysis. The Court at times does consider the emotional impact of privacy
invasion, but, absent special circumstances, emotions are almost always subor-
dinated to risk." Part of the inquiry is normative as well, but the values stressed
by the Court usually concern the state’s need for the search rather than the in-
dividual’s need for privacy.”” The Court provides for protection of activities in
the home, but this too seems to depend significantly on risk analysis."*

Moreover, the Court’s precedent generally ignores or minimizes the impact
of a search or seizure on broader social groups. That the absence of constitu-
tional protection may in practice lead to more “searches” of racial minorities,
for example, rarely appears on the Court’s radar screen or shows up only as an
evanescent blip.'”

The implications for growing state surveillance into our lives are unattrac-
tive. If the means to surveil electronically the inside of the home become more
widespread, then police viewing of our intimate activities may be possible with-
out a warrant or reasonable suspicion.” If tracking devices that monitor our
movements on the street—in cars, on foot, in stores, or at ATMs—improve,
then so does the likelihood of secret police monitoring of our lives.” Our
growing use of e-mail, the Internet, and online banking might expand the risk of
government access to personal information.”” To be sure, political forces may
eventually curb the worst abuses, but too many insulting personal invasions may
happen along the way, and those with reduced political power may never gain
protection against them.'”

tionship does not alone automatically render a doctor in a state hospital revealing such information to
the police an unreasonable search).

165. See supra Part 11 (analyzing cases).

166. See id.

167. See supra Parts I, II.

168. See supra text accompanying notes 118-31 (discussing the absence of widespread use of a ther-
mal detector as one basis for treating an incident of detector usage as a search in the Kyllo case).

169. See, e.g., Taslitz, Respect, supra note 31; Taslitz, American Passions, supra note 26; Taslitz, Sto-
ries, supra note 145. Dissenting opinions do, however, sometimes see more clearly, giving group impact
significant weight. See, e.g., Illinois v. Wardlow, 528 U.S. 119, 129-39 (2000) (Stevens, J., dissenting)
(considering African-American attitudes toward, and treatment by, the police relevant to determining
the weight to be given to an African-American male’s flight from the police in determining whether
reasonable suspicion existed). See also Taslitz, Stories, supra note 35, at 30-34 (analyzing Wardlow
majority and dissenting opinions).

170. Kyllo, 121 S. Ct. at 2047-48 (Stevens, J., dissenting) (making a similar point).

171. See supra text accompanying notes 289-326.

172. See generally BRIN, supra note 36, at 32-80; REGINALD WHITAKER, THE END OF PRIVACY:
How TOTAL SURVEILLANCE IS BECOMING A REALITY (1999); Slobogin, supra note 48, at 385-86.

173. See, e.g., William Stuntz, Implicit Bargains, Government Power, and the Fourth Amendment, 44
STAN. L. REV. 553, 588-90 (1992) [hereinafter Implicit Bargains]. Professor Stuntz argues that Fourth
Amendment protections crafted by the judiciary are unnecessary where large numbers of affected par-
ties are involved. See id. at 588. Such protection is not needed because affected groups will band to-
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Privacy is, however, more a matter of affect than cognition. Privacy is a set
of metaphorical boundaries that enables each of us to safeguard a sense of self.
Privacy enables us to decide which aspects of ourselves to reveal and to whom.
That control matters deeply, because overly selective exposure of ourselves to
others will lead to their misjudging our nature.”™ Complete revelation of our-
selves requires time and trust, and is reserved only for our most intimate rela-
tionships. To invade privacy is to unsettle our very identity, distorting relation-
ships with others, self-esteem, and self-concept.” When more of our nature
than we wish is exposed to audiences not of our choosing, privacy is lost.” It is
therefore possible to be “private” in “public” and to retain information control
in the face of partial disclosure."”

Because so much of one’s sense of self is linked to salient social groups, in-
vasion of an individual’s privacy can, under certain circumstances, unsettle
group identity as well. The group views assaults on its individual members’
sanctity as a forced and partial disclosure of group identity, exposing the group
to others’ misjudgments of the group’s nature.™

This section begins by examining the multi-masked sense of self that under-
lies this notion of privacy, and turns next to explaining how privacy preserves
personhood by protecting us from the risk of being misjudged by others.
Thereafter, this section examines the risk posed to group identity by privacy in-
vasion, exploring two groups—gays and the “disreputable poor”’—as examples,
and examining along the way how technological advances could set back gains
for these groups. Next, this section examines, in more detail, first why it is im-
portant to recognize that activities on the street or in nonsecluded areas can be
private; and, second, why the “assumption of risk” doctrine for partial informa-
tion disclosures is invasive of the self.” Those discussions, by emphasizing the

gether in the political process to correct abuses. See id. at 589-90. For example, Stuntz argues that the
Court should not invalidate drunk-driving roadblocks, because the political fury of the many potentially
affected drivers will shut down abusive behaviors. See id. at 588-90. Yet Stuntz concedes that “some
groups can protect themselves better [by using the political process] than [can] others; as is true else-
where in constitutional law, judicial review must be preserved where there is a high likelihood of dis-
crimination.” Id. at 589. But in this respect, Stuntz also thinks primarily in terms of the total social cost
of searches of a specified likely frequency, rather than equally emphasizing the costs to the individuals
involved. Political processes can be slow, and many will be hurt while the process gears up to pressure
police to halt abuses. See supra text accompanying notes 223-87 (examining the fate of homosexuals
subjected to oppressive searches as a group, a problem that did not begin seriously to correct itself for
many years, and the fate of the “disreputable poor,” who continue their long history of exposure to
unjustified searches).

174. See infra Parts III.A-C (defining privacy and its functions).

175. See infra text accompanying notes 175-222 (privacy and intimacy, and privacy invasions as
wounding the sense of self).

176. See infra text accompanying notes 200-222 (explaining the ill effects of privacy invasion).

177. See infra Parts IIL.D-E (discussing privacy in public versus privacy as information control).

178. See infra Part IIL.B (on group privacy); Andrew E. Taslitz, Condemning the Racist Personality:
Why the Critics of Hate Crimes Legislation Are Wrong, 40 B.C. L. REV. 739, 758-65 (1999) [hereinafter
Racist Personality] (discussing the connection between harm to individuals and to their socially salient
groups and vice-versa).

179. For an explanation of the assumption of risk doctrine, see TASLITZ & PARIS, supra note 27, at
109-65.
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affective centrality of privacy to self-definition, seek to demonstrate that the
Court’s alternative, predominantly cognitive definition undervalues the private
arena in a way that too readily allows technological advances to mean individ-
ual and community retreats.

A. Privacy as Self-Definition

1. The Many Masks of the “Self.” Any sound conception of privacy must
begin with a conception of personhood, of the “self.” Both common experience
and psychological research reveal that the “self” is a multiple, rather than uni-
tary, concept.”™ Psychologist Walter Mischel explains, albeit in somewhat dif-
ferent language, that different aspects of our character or personality—our pro-
pensities to think and act in certain ways—are called forth by different
situations.” We may be tardy when attending parties but punctual when at-
tending church. We may be rude under time pressure, but otherwise civil and
kind. We wear one mask at a ball game, and another at work."™

No single one of these masks is inauthentic.™ Each reflects one aspect of
our nature. The totality of who each of us believes we really are consists, how-
ever, not of any one of these masks but of all of them together.™ We often do
not want to be judged, for example, as “cruel” by someone who has not seen us
be kind. Since it takes time for another to achieve “true knowledge” of our na-
ture, we are vulnerable to their misjudgments during the long period when only
some aspects of our selves are slowly being revealed.” We therefore reserve
such total revelation for a small circle of intimates, and, partly because of its
rarity, this revelation in turn becomes a symbol of, and a process for, achieving
personal closeness.™ Correspondingly, safety from the misjudgments of nonin-
timates requires protection from their gaze. Professor Jeffrey Rosen explains:

True knowledge of another person... requires the gradual setting aside of social
masks, the incremental building of trust, which leads to the exchange of personal dis-

180. See, e.g., Andrew E. Taslitz, A Feminist Approach to Social Scientific Evidence: Foundations, 5
MICH. J. GENDER & L. 1, 12-25 (1998) [hereinafter Feminist Approach] (discussing the social and in-
terpretive nature of the self); Andrew E. Taslitz, Myself Alone: Individualizing Justice Through Psy-
chological Character Evidence, 52 MD. L. REV. 1, 31-34, 64-72 (1993) [hereinafter Myself Alone] (as-
serting that character and personality are more situationally specific than not).

181. See THEODORE MILLON, DISORDERS OF PERSONALITY
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closure. It cannot be rushed. ... True knowledge of another person, in all of his or
her complexity, can be achieved only with a handful of friends, lovers, or family mem-
bers. In order to flourish, the intimate relationships on which true knowledge of an-
other person depends need space as well as time: sanctuaries from the gaze of the
crowd in which slow mutual self-disclosure is possible."

2. The Fear of Misjudgment. The individual’s fear of misjudgment by “the
unwanted gaze” of the crowd is fully justified." People generally employ a
“halo effect”—a tendency to judge another’s entire nature based on one per-
ceived good trait." Moreover, such judgments are readily based on little evi-
dence, perhaps by observing a few isolated deeds, which are often taken en-
tirely out of context.” Once these judgments are made, they are hard to
change, despite subsequent evidence to the contrary.” A corollary effect, the
“devil’s-horn effect,” is even more powerful; that is, observers are more likely
to generalize from past misdeeds that one is a bad person than to generalize
from past good deeds that one is a good person.” The part becomes the whole,
and the bad drives out the good.” Peter Lewis made this point well in The New
York Times:

Surveillance cameras followed the attractive young blond woman through the lobby of
the midtown Manhattan hotel, kept a glassy eye on her as she rode the elevator up to
the 23" floor and peered discreetly down the hall as she knocked at the door to my
room. I have not seen the videotapes, but I can imagine the digital readout superim-
posed on the scenes, noting the exact time of the encounter. That would come in
handy if someone were to question later why this woman, who is not my wife, was vis-
iting my hotel room during a recent business trip. The cameras later saw us heading
off to dinner and to the theater—a middle-aged, married man from Texas with his arm
around a pretty East Village woman young enough to be his daughter.

As a matter of fact, she . . .[ was] my daughter.”™

This fear of being misjudged based upon others’ observing isolated actions
taken out of context may describe why we suppress certain aspects of ourselves
in some settings. We may believe that wearing pyramid-shaped hats channels

187. Id.

188. Id. at 19-20 (expanding on the “unwanted gaze” of the crowd).

189. Miguel Mendez, California’s New Law on Character Evidence: Evidence Code Section 352 and
the Impact of Recent Psychological Studies, 31 UCLA L. REV. 1003, 1057 (1984); Taslitz, Myself Alone,
supra note 180, at 106-07.

190. Taslitz, Myself Alone, supra note 180, at 107; see generally LEE ROSS & RICHARD E. NISBETT,
THE PERSON AND THE SITUATION: PERSPECTIVES ON SOCIAL PSYCHOLOGY (1991).

191. See Mendez, supra note 189, at 1047-50 (character judgments are readily made based upon little
evidence and are hard to correct by jury instructions); Taslitz, Myself Alone, supra note 180, at 112 &
nn. 634-35 (people often persevere in character assessments even in the face of evidence of their error,
though providing them with the theoretical and empirical explanations both of why they are wrong and
why they refuse to accept evidence of their mistake can at least modestly, and sometimes significantly,
help them to correct their judgment, a set of curative conditions sometimes present in the courtroom
but unlikely to be present in everyday life).

192. See ROSEN, supra note 45, at 137-38 (describing Mendez’s work and the “devil’s horn” effect).

193. LANI GUINIER & GERALD TORRES, THE MINER’S CANARY: ENLISTING RACE, RESISTING
POWER, TRANSFORMING DEMOCRACY 169-71 (2002) (defining synecdoche and its political variant in
majoritarian rule: The part (the majority) is taken as representing the whole (the people), thus driving
out the real inter-group continuing conversations that best define democracy).

194. Peter Lewis, Forget Big Brother, N.Y. TIMES, Mar. 19, 1998, at G1.
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universal invisible energies into our soul, be sloppy in caring for our personal
finances and leisure dress, and spend most of our time at home sleeping and
watching television. Yet we may rightly fear that revealing these traits at our
job as an investment banker will lead our boss and co-workers to suspect that
we are weird, careless, and lazy when, at least on the job, we are none of these
things.” Similarly, we would not want word of one mistake that we made at
work to be gossiped about at the watercooler, for we fear that the bad will drive
out the good, that our previously justly earned reputation as a meticulous em-
ployee—the employee we believe we still are, when judged in the totality of all
our office actions—will vanish."

Being misdefined causes humiliation, indignity, and mental distress."”
“There are,” Jeffrey Rosen explains, “few experiences more harrowing than
being described: [T]o be described is to be narrowed and simplified and judged
out of context.”” Consequently, “there are few acts more aggressive than de-
scribing someone else.””

3. Privacy as the Solution to the Fear of Being Misjudged. Privacy is the
creation of boundaries that protect us against the risk of being misdefined and
judged out of context.” Privacy is therefore one way by which we express our
need for individualized justice: for being judged for who we really are.” Privacy
enables us to define our sense of self so that we experience invasions of privacy
as assaults on our identity.”” The freedom that privacy gives us to express parts
of our identity to select others in certain situations, and all of our identity to a
select few, promotes life-enhancing intimate relationships and human auton-

203

omy.” We can pursue our own unique interests, learning and doing what we
want within broad limits, without the fear of another’s gaze.™ As one commen-

195. See generally ROSEN, supra note 45, at 8-9 (on the fear of being misjudged).

196. Id. at 8-9 (on the dangers of gossip); JOSEPH TELUSHKIN, WORDS THAT HURT, WORDS THAT
HEAL: HOwW TO CHOOSE WORDS WISELY AND WELL 11-66 (1996) (explaining why Jewish law espe-
cially condemns spreading negative but accurate information).

197. ROSEN, supra note 45, at 21.

198. Id. at 205-06.

199. Id. See also GUINER & TORRES, supra note 193, at 169-73 (explaining the emotional harms to
groups, not merely individuals, from being defined by others in the political process).

200. Rosen, supra note 44, at 8.

201. Taslitz, Myself Alone, supra note 180, at 24-30 (defining individualized justice); Taslitz, Racist
Personality, supra note 178, at 746-58 (elaborating on the meaning and significance of individualized
justice).

202. See infra text accompanying notes 327-29 (discussing sociologist Erving Goffman’s theory of
“territories of the self”).

203. See, e.g., ANITA ALLEN, UNEASY ACCESS: PRIVACY FOR WOMEN IN A FREE SOCIETY 52
(1987) (“|T]he exercise of privacy-promoting liberties enhance persons and personal relationships in
ways that cannot be ignored by those who feel ethically constrained to treat persons as more than
things.”); ROSEN, supra note 45, at 8 (discussing how control over which masks we reveal promotes in-
timate relationships).

204. PATRICIA BOLING, PRIVACY AND THE POLITICS OF THE INTIMATE LIFE 79 (1996). Boling
writes:

A third reason to respect the individual’s privacy about intimate life-decisions has to do with
the need to value and respect diversity. Scrutinizing an individual’s intimate practices and
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tator has explained, the root of the right to read anonymously, that is, without
others knowing and perhaps disapproving what we read, is not First Amend-
ment free speech alone but Fourth Amendment privacy as well.””

Identity is not, however, entirely a matter of individual choice. Identity, and
therefore privacy, also has a social aspect.” Identity is social partly because
others help to define our character. The moral lessons our parents teach us, the
type of childhood games learned from our peers, and the sorts of teachers we
had in elementary school all contributed to making us who we uniquely are.”

Identity is also social because most individuals have at least some affective
ties to salient social groups, ties that each individual views as central to his na-
ture.”™ Are we Christian or Muslim? Are we Greek-American or Italian-
American? Republican or Democrat? The unique combination of each per-
son’s group connections is part, though by no means all, of what defines him.””

Finally, identity is social because how other people treat us and how we
treat them is also constitutive of our nature.” The integrity of individual per-
sonality therefore depends upon mutual observance of certain social norms.™
Sociologist Erving Goffman explained this in terms of rules of deference and
demeanor. “Rules of deference” are the social norms defining the conduct by
which one person conveys appreciation to or of a recipient or something of
which the recipient is taken as a symbol.”® “Rules of demeanor” define the
conduct by which each person expresses to those in his immediate presence that
he is a person of certain desirable or undesirable qualities.”” Taken together,
these two types of rules bind actor and recipient together, as well as with soci-
ety. When we follow these rules, we confirm the social order, simultaneously

demanding conformity to an implicit standard promotes homogeneity and undercuts and de-
values differences. Assuming an essentialized identity based on intimate affiliations or deci-
sions likewise renders the diversity of people’s experiences invisible, placing normalizing pres-
sure on different or dissenting group members.
Id.; see also generally JUDITH WAGNER DECEW, IN PURSUIT OF PRIVACY: LAW, ETHICS, AND THE
RISE OF TECHNOLOGY 66 (1997) (stating that privacy marks a zone of interests beyond the legitimate
concerns of others to protect against pressures to conform or to reveal one’s vulnerabilities);
FERDINAND DAVID SCHOEMAN, PRIVACY AND SOCIAL FREEDOM (1992) (asserting that freedom
from scrutiny and judgment permits us to talk, think, and act in ways that express our unique individual
identity).

205. ROSEN, supra note 45, at 169.

206. Taslitz, Feminist Approach, supra note 180, at 12-25.

207. Id. at 12-25.

208. Id. at 23; Taslitz, Racist Personality, supra note 178, at 758-65; see also GUINIER & TORRES,
supra note 193, at 49-54, 75-107 (explaining that racial group identity is so salient for many individuals
in minority groups that appeal to race can be both personally empowering and a strong motivator for
political organizing and agitation).

209. Taslitz, Feminist Approach, supra note 180, at 23.

210. Id. at 12-25.

211. ROBERT POST, CONSTITUTIONAL DOMAINS: DEMOCRACY, COMMUNITY, MANAGEMENT 54
(1995).

212. Erving Goffman, The Nature of Deference and Demeanor, in INTERACTIONAL RITUAL:
ESSAYS ON FACE-TO-FACE BEHAVIOR 47, 56 (1967).

213. Id. at 77.
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creating “ritual” and “sacred” aspects of our own and others’ identities.”* These
rules are often called the “common rules of civility.””"”

When others refuse to follow these rules, they interfere with our freedom to
choose a particular social mask, thereby marking us as unworthy of that free-
dom.” Because these rules define the obligations of each member of society
toward one another, violating the rules toward others also identifies the latter as
outside of, or at least as not full members of, society.”” Breaking the rules of ci-
vility thus demeans and excludes the recipients of abuse. Those recipients are
entitled to, and generally do, experience affront at such insulting treatment be-
cause it treats them as low-status outsiders, discrediting their identity as equal
community members and injuring their personality.”*

It is for this reason that damages awarded for privacy torts are often de-
scribed as serving the purpose of “vindicating the plaintiff,” normally doing so
by awarding him both compensatory and punitive damages.”” Yet,

[t]o say that the plaintiff in an invasion of privacy suit required vindication, however,

is to imply that he is somehow in need of exoneration. But this implication is puzzling,

for the plaintiff has been the victim, not the perpetrator, of a transgression. The shame

of the victim, however, is made explicable by the fact that he has been denied respect,

and conseguently his status as a person to whom respect is due has been called into

question.”
Accordingly, the plaintiff can be vindicated only by an action that reaffirms his
membership in the community, demonstrating that he and the offender are of
equal worth as citizens and as human beings. Such an action is the very defini-
tion of personal retributive justice.” The seemingly excessive damages some-
times characterizing tortious invasions of privacy actions can, therefore, be seen
as justifiable acts of reaffirming the plaintiff’s worthiness and belongingness.
By reaffirming social norms, such damages also help to “reforge” the “chain of
ceremony” that binds society together.”

Conceiving of privacy as the boundaries protecting our ability to reveal only
certain aspects of our selves to particular others alters the probability risk as-
sessment embodied in the Court’s Fourth Amendment privacy jurisprudence.
Privacy is more about civility, respect, intimacy, and recognition than surviving
the struggle to limit life’s risks. That focus on affect rather than cognition has

214. Id. at 84-85, 90-91.

215. POST, supra note 211, at 56.

216. Id. at 55-56, 59.

217. See id. at 59 (“The victim of the breach of a civility rule . . . has been excluded from the ‘chain
of ceremony’ that establishes the respect normally accorded to full-fledged members of the commu-
nity”).

218. Id. at 55-56, 59.

219. RESTATEMENT (SECOND) OF TORTS § 901 cmt. ¢ (1977).

220. POST, supra note 211, at 59.

221. See Andrew E. Taslitz, The Limits of Civil Society: Law’s Complementary Role in Regulating
Harmful Speech, 1 MARGINS 305, 313-24, 346-49, 373-76 (2001) [hereinafter Civil Society] (discussing
the function of retribution in reaffirming human worth and the distinction between personal and public
retributive justice).

222. POST, supra note 211, at 59.
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broad implications for Fourth Amendment privacy limitations on police use of
technology. Before exploring these implications, it is important to recognize,
however, that privacy invasion can harm groups as well as individuals.

B. Group Implications

Privacy inheres in groups as well as individuals.” Indeed, the opportunity

for groups to gather in homes, civic centers, schools, and churches—all the time
substantially insulated from outsiders’ eyes—may be necessary to promoting
the free exchange of ideas that define a democracy.” Such an exchange can
also encourage group solidarity, enhancing part of each individual’s sense of self
while emboldening group members eventually to express their views in a
broader public forum.” Apart from its role of promoting citizen involvement in
political movements, privacy also encourages the diversity and autonomy pur-
portedly valued by liberal states, because privacy frees citizens from the “tyr-
anny of the prevailing opinion and feeling.”” One commentator made the
point thusly:

We all deserve to live in separate communities, or among or within separate norma-
tive spaces. Privacy, or the ability to control data about yourself, supports this desire.
It enables these multiple communities and disables the power of one dominant com-
munity to norm others into oblivion. Think, for example, about a gay man in an intol-
erant small town.”

1. Gay Rights As An Illustration. The experience of the gay community in
the mid-to-late twentieth century is indeed a good illustration of these points.
Privacy for gays to congregate with one another is essential to developing per-

223. Cf. ALLEN, supra note 203, at 146-47 (recognizing that privacy can inhere in groups and pro-
mote important self-development values). Allen cautions, however, that there are costs as well as
benefits to recognizing group privacy such that some formerly “private” group activities should now be
considered “public”:
Should men be allowed realms of private association from which women are excluded?
Should women give men social breathing space free of female attention? I argued that they
should, if an important condition is met. Men’s social organizations have no just claim to ex-
clude on the basis of sex if they also function as centers of commercial privilege. The mixing
of social and economic functions turns innocuous social segregation into real inequality for
women.

Id. at 152.

224. See ROSEN, supra note 45, at 168-69, 182, 196-97, 218-19 (explaining how privacy protects free-
dom of speech and dissenting and diverse views, while noting that the “right to read anonymously is
deeply rooted not only in the First Amendment but also in the constitutional guarantee of freedom
from unreasonable searches and seizures”).

225. See GUINIER & TORRES, supra note 193, at 82-107 (explaining that intra-group exchanges can
promote solidarity, self-esteem, and group consciousness that motivate political engagement). See also
infra text accompanying notes 228-58 (exploring the interaction between growing privacy protection
and enhanced gay solidarity).

226. JOHN STUART MILL, ON LIBERTY 11 (Haldeman-Julius 1925) (1859).

227. LESSIG, supra note 37, at 152-53; c¢f. ERIC A. POSNER, LAW AND SOCIAL NORMS 221 (2000)
(“[T)he rule of law and the legal protection of privacy are two arms of a general approach to solving the
pathologies of non-legal mechanisms of enforcement. ... To minimize the influence of non-legal en-
forcement . . . of [certain oppressive social] norms, the state protects privacy, which deprives the crowd
of the information it needs to inflict sanctions.”).
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sonal relationships and the group identification central to many gay individuals’
identity.” Selective breach of that privacy, however, reveals partial information
not only about the individuals involved but also about the gay community as a
whole. A heterosexual audience observing isolated aspects of gay life may
more deeply accept stereotypes about that community.” The gay rights move-
ment can thus be seen not only as seeking freedom from pressure to conform to
majoritarian social norms, but also as a struggle for recognition of the gay
community as a legitimate social group with shared rituals and identities, yet
whose individual members are complex, unique, and diverse, partly defined by
their sexual orientation, but also by a multitude of other factors.™

The community and its members seek to be recognized for who they are
rather than judged for who they are not.” In short, the gay rights movement
sought, and still seeks, respect both for the gay community and for its individual
members.*”

Search and seizure practices were, however, once routinely used to deny the
gay community and its members such respect.” During the 1950s, police spent
“hours perched above public toilets, peeking into parked cars, and even fol-
lowing homosexuals and peering through doors into bedrooms.” Raids car-
ried out by police in many cities led to wholesale arrests of “gender ... devi-

228. DAVID A.J. RICHARDS, IDENTITY AND THE CASE FOR GAY RIGHTS: RACE, GENDER,
RELIGION AS ANALOGUES 81-83, 171-201 (1999) [hereinafter IDENTITY AND GAY RIGHTS] (broadly
discussing privacy’s centrality to the maintenance of gay identity); see generally DAVID A.J. RICHARDS,
WOMEN, GAYS, AND THE CONSTITUTION: THE GROUNDS FOR FEMINISM AND GAY RIGHTS IN
CULTURE AND LAW (1998) [hereinafter CONSTITUTION].

229. David Richards has explained a similar point this way:

I... criticize the common view that suspect classifications turn either on the immutability or
salience of a trait or on the alleged powerlessness of a group. Rather, on the alternative view I
propose and defend, such classifications are suspect because they illegitimately assume as their
basis the culturally constructed stereotypes and prejudices that make up moral slavery. Laws
grounded on moral slavery not only lack any acceptable basis in the constitutionally required
public reasons for all laws of justice and the common good, but work unreason by illegiti-
mately rationalizing its structural injustice. The structure of this account of suspect classifica-
tion analysis is the condemnation of a basis for law that reflects the degradation of a cultural
tradition (moral slavery) with which a person reasonably identifies in terms of their conscien-
tious sense of personal and moral identity.
RICHARDS, IDENTITY AND GAY RIGHTS, supra note 228, at 4.

230. See Taslitz, Racist Personality, supra note 178, at 746-65 (exploring the human needs for both
group and individualized justice).

231. See id. at 746-65 (on being judged for who we are); RICHARDS, IDENTITY AND GAY RIGHTS,
supra note 228, at 4 (addressing a similar point, but as to the gay community); IRIS MARION YOUNG,
INCLUSION AND DEMOCRACY 104-06 (2000) (stating that cultural groups seek recognition of their
uniqueness as being of equal status with others, both for the inherent emotional benefits of such recog-
nition and as “part of demands for political inclusion and equal economic opportunity, where the
claimants deny that such equality should entail shedding or privatizing their cultural difference”).

232. For a detailed explanation of the meaning of “respect,” see Taslitz, Respect, supra note 31.

233. For histories of the struggle for gay rights, including search and seizure practices, see PATRICIA
CAIN, RAINBOW RIGHTS (1999); JOYCE MURDOCH & DEB PRICE, COURTING JUSTICE: GAY MEN
AND LESBIANS V. THE SUPREME COURT (2001).

234. WILLIAM N. ESKRIDGE, JR., GAY LAW: CHALLENGING THE APARTHEID OF THE CLOSET 64
(1999).
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ants.” Arrests were made for disorderly conduct for “same-sex hugging and
kissing.””* An incident receiving widespread media and political attention often
triggered “a frenzy of antihomosexual arrests, detentions, and harassment by
police.”™ Meanwhile, the FBI continued its longstanding practice of surveilling
homosexual individuals, organizations, and political activities.” Informants and
infiltrators were used widely and aggressively.”™ Local police used similar tac-
tics, and information was often selectively leaked, in the hope, for example, that
monitored homosexuals would then lose their jobs.” Procedural protections
against arbitrary searches and seizures did little good. Many of the accused
pled guilty rather than face further exposure. They therefore lost any chance
even to try to suppress challenged evidence.” Bias among judges also led to
weak enforcement of search and seizure laws, making these few rules of proce-
dure les