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Abstract

My project had dual aims in computing and cryptography. Accordingly, I
conducted research and published three papers in each of these two areas.

It is well-known that solving nonlinear (equivalently quadratic) systems
over a finite field is NP-complete, hence all deterministic solvers must be at
least exponential. However, how quickly you can solve these systems on av-
erage and how is an important and long-standing problem.

Usually these equations are solved with Gröbner Bases. In 2000, Courtois,
Klimov, Patarin and Shamir proposed the related XL method, a variant of
which is claimed to solve a generic system in probabilistic polynomial time. I
published the first mathematical analysis of XL last year at ACISP 2004. Dur-
ing the course of this project, I presented more results at ICICS 2004, ICISC
2004 and MEGA 2005, which refuted Shamir’s claim. I also refuted Courtois’
claims of using XL variants to cryptanalyze other public-key cryptosystems.

My other research was concentrated in the area of public-key cryptosys-
tems. A subclass of public-key cryptosystems called multivariates or MQ
schemes are attracting more attention because they are efficient for low-
resource use and resists attacks using Quantum Computers. I proposed a
new subclass of multivariates called tame-like, and analyzed their security.
I also showed that they have desirable properties for efficiency, and this is
well-received by the international cryptology community in general.

Keywords: cryptography, multivariate systems of quadratic equations, finite
fields, algorithms, multivariate public-key cryptosystem, tame-like
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GGGHHH���������, ���ççç���;;;GGGHHH������ÛÛÛDDD
���ÙÙÙ			QQQ¥¥¥���ÝÝÝ×××������
×××ÍÍÍÂÂÂ¸̧̧àààÝÝÝÛÛÛDDD...>>>IIIhhh (“ÛÛÛ

DDD...���çççHHH���”, [31]) 111: XXXÛÛÛ“QQQMMM
pppRRR{{{���”, £££GGGHHH���¦¦¦ÃÃÃyyyÛÛÛDDD���ÙÙÙ§§§
¡¡¡îîîÝÝÝHHH���PPP, AAA���ÛÛÛDDD���ÙÙÙ������êêê, JJJ
£££GGGôôôPPPHHH������������
¨̈̈×××���bbb(((ÝÝÝHHH���ÝÝÝ��� Schneier

333���ÝÝÝ���®®® “Practical Cryptography”
([29]) ���ÊÊÊ×××������, “×××fff###���©©©õõõ¸̧̧ttt
���333ÝÝÝ×××���×××øøøúúú”, ...hhh���111, “¯̄̄@@@
îîî���III			ÝÝÝÛÛÛDDD���ÙÙÙ���<<<ÓÓÓKKK���ÎÎÎ...
§§§¡¡¡îîîÝÝÝ���üüü”, ���ÄÄÄ���ôôôúúú���, “¬¬¬
ÎÎÎ333ÃÃÃÍÍÍ«««îîîµµµbbb®®®ÞÞÞ, ôôôµµµÎÎÎ§§§¡¡¡
îîîbbb���üüüÝÝÝÛÛÛDDD���ÙÙÙ, 999			QQQ���������HHH
���”���Schneier !!!`̀̀ôôôÊÊÊ×××������, 333���
|||���&&&ÝÝÝ>>>���ììì, HHH���PPPfff>>>���¥¥¥������
ÇÇÇ¸̧̧AAAhhh, FFFÙÙÙÝÝÝ222ÐÐÐÛÛÛDDD���ÙÙÙôôô

$$$ÕÕÕÝÝÝ>>>���ÝÝÝ«««��������� Diffie-Hellman
([11]) èèè���222ÐÐÐÛÛÛDDD...|||¼¼¼, 222ÐÐÐÛÛÛ
DDD���ÙÙÙ999333ºººlll���óóó���xxxîîîºººÕÕÕ, ÆÆÆ
FFFÙÙÙPPPÝÝÝ222ÐÐÐÛÛÛDDD���ÙÙÙêêêÌÌÌ������---
222ÐÐÐÛÛÛDDD���ÙÙÙ (Univariate Public-Key
Cryptosystem), ¬¬¬ÍÍÍ���ÝÝÝ������óóó���xxx
AAA RSA-1024 ���ÝÝÝ 128 ���---ààà���JJJóóó,
TTT ECC ÝÝÝYYYiii`̀̀aaaÝÝÝ���ÕÕÕÍÍÍ���KKKPPP���
���¹¹¹ÝÝÝKKK888			XXX, vvv���@@@~~~^̂̂òòò´́́KKK±±±
���������hhh!!!`̀̀, RSA 333óóó¡¡¡ÝÝÝ���ttt±±±
ÝÝÝ<<<\\\WWWðððììì, ������222ààà^̂̂���������ÝÝÝÐÐÐ
���, 999EEE���lllTTT¶¶¶áááPPP���ÙÙÙ (embedded
system) AAA���ÉÉÉ��� (smart cards) îîîÝÝÝ
ÛÛÛDDD...TTTàààCCCWWW������ÝÝÝ���HHH���
ÝÝÝ999ÍÍÍ���|||���&&&ÝÝÝ>>>���, Mat-

sumoto ��� Imai [23] èèè���XXXÛÛÛÝÝÝ999
���---222ÐÐÐÛÛÛDDD... (Multivariate Public-
Key Cryptography)���ÇÇÇ333óóó���)))aaaTTT
���ÛÛÛ������ÙÙÙîîî, ¿¿¿ààà999ÍÍÍ999444PPP (;;;ðððÞÞÞ
ggg) ���JJJÐÐÐóóóTTT���ÛÛÛÐÐÐóóó, ¯̄̄@@@îîî, ���
OOO222ûûûÝÝÝýýýãããEEEÌÌÌ   sss���ÛÛÛ���ÙÙÙ: ���
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ùùù222ûûû999������lllPPP���'''��� ([9])���ãããyyy¸̧̧
ÌÌÌbbb888!!!ÝÝÝ'''���HHH���PPPììì´́́{{{[[[���, ...
hhhêêêììì@@@~~~ïïï^̂̂¾¾¾, ÌÌÌßßßùùùlllæææyyyBBB���

���@@@~~~??????ÝÝÝ999���---222ÐÐÐÛÛÛDDD���ÙÙÙ,
			QQQ���ÀÀÀ@@@~~~¸̧̧ÝÝÝHHH���PPP, ôôôµµµÎÎÎ111���
âââÓÓÓÛÛÛÝÝÝ]]]°°°���...hhhÌÌÌßßßôôô777¥¥¥TTTæææ
yyy���ÕÕÕ°°°ÝÝÝ555������;;;���, ÍÍÍ������QQQ���ÀÀÀ
999´́́OOOttt???ÝÝÝ���{{{ggg]]]���àààÝÝÝ���ÕÕÕ°°°:::,
999ôôôµµµÎÎÎEEE999���---222ÐÐÐÛÛÛDDD���ÙÙÙXXXÍÍÍÝÝÝ
pppÞÞÞÝÝÝæææ���<<<\\\]]]PPP���
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������, ���bbb000SSS¡¡¡ZZZááá
(((ÝÝÝ@@@DDDººº���###ååå, ¯̄̄���yyyììì:

CHES 2004 08.11–13, [40],
ÏÏÏ6'''ÛÛÛDDD...{{{������¶¶¶áááPPP���ÙÙÙ»»»
jjj@@@DDDººº, YYY»»»®®®ÿÿÿñññ (M.I.T.)

ICICS 2004 10.27–29, [41],
ÏÏÏ6'''»»»jjj£££;;;HHH���ºººÈÈÈ,
���°°°oooyyyZZZ��� (Malaga)

ICISC 2004 12.02–03, [38],
ÏÏÏ7'''»»»jjj£££GGGHHH������ÛÛÛDDD...@@@DDD
ººº, 888»»»´́́««« (���ppp)

PKC 2005 01.23–26, [34],
ÏÏÏ7'''222������ÐÐÐÛÛÛDDD...»»»jjj@@@DDDººº,
���ÿÿÿèèèÏÏÏ±±±������ (Les Diablerets)

MEGA 2005 05.27–01, [2],
ÏÏÏ8'''���óóó¿¿¿¢¢¢���ÝÝÝbbb[[[]]]°°°@@@DDD
ººº, LLL���¿¿¿±±±}}}��� (Alghero)

ACISP 2005 07.04–06, [39],
ÏÏÏ10'''jjj±±±£££GGGHHH������222{{{JJJ@@@
DDDººº, jjjööö¾¾¾§§§úúúÍÍÍ (Brisbane)

ttt PKC 2005 ããã���!!!®®®ïïïrrrñññ���>>>000���
???sss������²²², ÍÍÍßßßíííGGG???���ººº¬¬¬   ×××���

2.1 XL ���ÐÐÐñññ]]]���àààÝÝÝ@@@~~~

999OOO¼¼¼���]]]���àààÝÝÝ×××PPP���®®®àààµµµ
ÎÎÎ Buchberger ���ÕÕÕ°°°, ÕÕÕ��� ×××���
Gröbner ÃÃÃ999������OOO¼¼¼999ôôôbbbÝÝÝ���;;;—
ãããóóó...��� Lazard 333 1983 èèè���ÝÝÝ§§§¡¡¡
([21]) ttt������¥¥¥±±±sssòòò������, ôôôµµµÎÎÎ XL
õõõ F4-F5 ������ÝÝÝ���]]]���PPP���ÕÕÕ°°°���
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XL: XL (eXtended Linearization, ;;;
¨̈̈aaaPPP;;;, [6]) ]]]°°°333 1999 OOOGGG
¡¡¡ããã Courtois, Klimov, Patarin
��� Shamir èèè��� (Ars xxxùùù XL
ÎÎÎ Lazard \\\���sss ¨̈̈ÝÝÝ, [1])���
3332000-04 ���   Courtois èèè���¿¿¿
ÍÍÍ������, ÍÍÍ���ttt¥¥¥���ÝÝÝÎÎÎ FXL���

F4-F5: J.-C. Faugère ||| F5 ���ÕÕÕ°°°ggg
)))���óóó<<<\\\ÓÓÓ���ÝÝÝ HFE ÃÃÃ;;;×××rrr
([14, 15, 16])���333jjjööösss"""���¼¼¼ÝÝÝ
MAGMA ���ÙÙÙ¸̧̧ààà;;;���PPPÝÝÝ F4 ���
ÕÕÕ°°°, ¸̧̧rrrÌÌÌêêêGGG���]]]���ààà>>>���ttt
"""ÝÝÝ¤¤¤àààóóó...888���; 2004OOO12`̀̀
ÝÝÝ***FFF������bbb°°°"""àààßßßyyy


%%%���
������sss F4 TTT F5 ���ÕÕÕ°°°���

XL õõõ������ÆÆÆ (FXL, XLF, XFL, XSL,
XL’, XL2 — ������ [4, 7, 8]) ���¥¥¥aaaPPP;;;
(relinearization, [20]) ���;;;���¼¼¼���XL
vvvEEE®®®ÝÝÝæææ§§§AAAggg: ���'''&&&ÆÆÆbbbÃÃÃ���
K îîîÝÝÝ n ÍÍÍ���óóó x = (x1, x2, . . . , xn)
ÝÝÝ m ÍÍÍÞÞÞggg (???{{{gggôôôvvv«««) ]]]���PPP
`1(x) = `2(x) = · · · = `m(x) = 0, vvv
n ≤ m, £££��� D gggÝÝÝ XL EEE®®®AAAììì:

1. ÏÏÏ×××MMM»»»ÎÎÎ X, X ���îîî¶¶¶TTT;;;
¨̈̈ (eXtend), &&&ÆÆÆ|||NNN×××ÍÍÍ���444
xα1

1 xα2
2 · · · xαn

n (;;;ðððBBB®®® xα, ���&&&
ÆÆÆ���OOO���444ÝÝÝgggóóó

∑
i αi ≤ D− 2),

¶¶¶|||NNN×××ÍÍÍ]]]���PPP `j = 0;

2. ÏÏÏÞÞÞMMM»»»ÎÎÎ L, L ���îîîaaaPPP;;; (lin-
earize), ...NNNÍÍÍ D gggTTT???±±±ÝÝÝ���
444			WWW×××ÍÍÍ}}}ñññÝÝÝ���óóó, ¬¬¬...999
øøøOOO���¼¼¼ÝÝÝ m

(
n+D−2

n

)
fff]]]���PPP

(			 q = |K| ≤ D `̀̀ººº���KKK) ���{{{
úúú������°°°, ������óóóÝÝÝ444���, ôôôµµµ&&&
���444PPP���������ÝÝÝ555���, 222ààà888DDD
CCCÎÎÎPPP (reverse lexicographical
order)���AAAhhhttt¡¡¡���������ÝÝÝÄÄÄ���ÎÎÎ
ÏÏÏ×××ÍÍÍ���óóó x1 ÝÝÝ���444���

3. AAA���}}}ñññÝÝÝ]]]���PPP���KKKbbb
(

n+D
n

) −
D fff (999ÍÍÍììì§§§333 |K| ≤ D `̀̀ôôôººº
���KKK), &&&ÆÆÆ���������âââ x1 |||²²²���¢¢¢
���óóóÝÝÝ���444, ÇÇÇÿÿÿ××× x1 ÝÝÝ]]]���PPP,
¬¬¬333OOO��� x1 ¡¡¡ÿÿÿÕÕÕNNNÍÍÍ���óóó���

333 Courtois ���sss���ÝÝÝ XL ÝÝÝ������
���, qqqAAAååå���ßßß���WWWÕÕÕ������ÝÝÝttt���@@@~~~
([2, 37, 38, 41]),tttbbbàààÝÝÝÎÎÎ FXL: ‘F’���
îîî Fix, 333 m = n `̀̀ XL ÆÆÆ���RRR¼¼¼���§§§
������XXX|||���ÕÕÕ������ f ÍÍÍ���óóó¯̄̄���óóóÝÝÝÍÍÍ
óóó���°°°, QQQ¡¡¡þþþ XL ������:::, sss¨̈̈^̂̂bbb���
µµµ������, Courtois æææÍÍÍïïï???������ÝÝÝ f ÇÇÇ
���¾¾¾ÕÕÕ���???ÝÝÝ������, ÌÌÌßßßÝÝÝ@@@~~~sss¨̈̈EEE
yyy×××ÍÍÍ×××���PPPÝÝÝ]]]���ààà������, ÄÄÄmmm999���
×××ÍÍÍõõõ n ���lllWWWÑÑÑfff»»»ÝÝÝ f ÍÍÍ���óóó���ÎÎÎ
ttt···ÝÝÝ���ÍÍÍ���¿¿¿ÍÍÍ���;;;KKK������bbbààà���

Faugère ÝÝÝ [14] ... Buchberger ÝÝÝ
Gröbner ÃÃÃ999���ÕÕÕ°°°§§§¡¡¡...


×××���MMM,
���èèè���ÝÝÝ F4 °°°õõõ Courtois èèè���¼¼¼ÝÝÝ
XL+XL2 bbbÚÚÚ555888««« ([8]), ÇÇÇ���������{{{
ggg444, QQQ¡¡¡bbb���ÙÙÙÝÝÝààà&&&���óóó���¶¶¶������
¡¡¡yyyììì¼¼¼ÝÝÝ±±±ggg]]]���PPP, ���¥¥¥���������ÝÝÝ
���®®®���F5 ���111ÎÎÎ F4 ÝÝÝ���úúúÌÌÌ, ôôôµµµÎÎÎ
111333ÆÆÆ������êêê Frobenius fff������¹¹¹ÝÝÝ
ßßßWWW���888µµµÝÝÝ]]]���PPP ([15])���ÕÕÕ***FFF
ccc¤¤¤ààà���PPP���ttt···ÝÝÝ���]]]���ààà���ÕÕÕ°°°ÎÎÎ
Sydney ���...ÝÝÝ MAGMA ([22]), ¸̧̧ààà;;;
���ÝÝÝ F4 ���ÕÕÕ°°°, ¬¬¬���888���¬¬¬���ûûûCCC���
333bbb§§§���������]]]���àààêêêGGG¥¥¥���®®®ÞÞÞ

ÎÎÎ: F5 ���ÕÕÕ°°°���bbb���}}}§§§×××ÝÝÝ������°°°ÎÎÎ
ÍÍÍ���|||ààà���!!!yyy Lanczos ]]]°°°ÝÝÝ>>>���
������? uuuÎÎÎ, JJJ F5 ���îîî���???���óóó (ÌÌÌßßß
(((hhh°°° FF5, [38]) 			EEE×××���ÝÝÝ]]]���
àààÝÝÝttt···óóóCCC, AAAÍÍÍ, JJJTTT222ààà FXL���

2.2 XL ���óóó<<<\\\ÝÝÝxxx������§§§

ÌÌÌßßßÞÞÞîîî;;;���CCCÝÝÝxxx���������¯̄̄BBByyyììì:
Theorem 1 (Yang-Chen, [37, 38]). ���
[u]s :=  u 333 s ÝÝÝ"""PPP���ÝÝÝ;;;óóó.

T = [tD]
(1− tq)n

(1− t)n+1
; (1)

T − I = [tD]
(

1
1− t

(
1− tq

1− t

)n (
1− t2

1− t2q

)m)
.

PPP��� T, I 555���444���}}}ñññÝÝÝ]]]���PPPÝÝÝÀÀÀóóó,
ttt¡¡¡×××PPPGGG333��� (`i) ���!!!JJJ`̀̀WWWñññ, XXX|||
���\\\mmm���111¹¹¹ÑÑÑ,EEE���ÝÝÝ��� (q À 1)������,

T − I = [tD]
(
(1− t)m−n−1 (1 + t)m

)
. (2)

êêêAAA C. Diem ÝÝÝ������ [10], Fröberg ���
���ËËË`̀̀ÍÍÍ���§§§ÄÄÄèèèººº T − I ÝÝÝììì§§§���
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Theorem 2 (Bardet-Faugère-Yang,
[2, 37]). 333���ÝÝÝ���îîî			

√
m À f ≥ 2,

Dreg =
m

2
− (hf−1,1)

√
m

2
+ O(1)

∼ m

2
−

√
fm; (3)

êêê			 f(∼ cm) `̀̀

Dreg =

(
1

2
−√c +

c

2

)
m + O(m

1
3 ). (4)

hn,1 :=ÏÏÏ nÍÍÍ Hermite999444PPP Hn ÝÝÝ
ttt���qqq =

√
2n + 1 + O(n−1/6) [32].

Theorem 3 (Yang-Chen, [38]). FXL,
ÇÇÇ������ f ÍÍÍ���óóó���þþþ XL, ÎÎÎ			 m ∼ n
ÝÝÝ XLttt···ààà°°°,vvv���lllîîîttt··· f ∝ n���

Theorem 4 (Yang-Chen, [37, 38]). EEE
Courtois hhhèèè���ÝÝÝ XFL, XLF, XL2 and
XL’ ÝÝÝ]]]°°°,ÌÌÌßßßbbb: [4, 8]:

• XFL���yyy|||èèè   ðððããã`̀̀   ÝÝÝFXL���

• XLF õõõ XL’ ÕÕÕGGGfff FXL ������

• AAA¸̧̧ààà XL+XL2, EEEXXXbbbÝÝÝ���óóóEEE
®®®¬¬¬©©©������ttt{{{ggg444,���!!!yyy F4���

Theorem 5 (Diem-Yang, 2004).
Courtois-Shamir ������, ÇÇÇ FXL ���333999
444PPP`̀̀   ///������ÞÞÞggg]]]���ààà [6], ���ËËË���

2.3 """>>>HHH���ÝÝÝóóó���)))aaa TTS

ýýýãããÝÝÝ999������222ÐÐÐ���ÙÙÙ���âââ×××ÍÍÍ|||îîî&&&
aaaPPPÌÌÌ   ôôô333ËËËÍÍÍaaaPPPÌÌÌ   ���   , hhh
ÁÁÁûûûÅÅÅÝÝÝÚÚÚxxx, 222ÐÐÐ333999���---ÛÛÛDDD���ÙÙÙ
���///������×××ÍÍÍÌÌÌ   ||| V : w ∈ Kn φ1→
x

φ2→ y
φ3→ z ∈ Km ���PPPDDD333; PPP���, K

×××bbb§§§���, ÇÇÇXXXÛÛÛÃÃÃ��� (base field),
|K| = q, ¢¢¢óóó n ��� m 555½½½)))(((TTT���ZZZ
   sss (signature or plaintext block) õõõ
ZZZ`̀̀TTTÛÛÛZZZ   sss (digest or ciphertext
block) ���îîî���, ÌÌÌ   φ1 : w 7→ M1w + c1

��� φ3 : y 7→ M3y + c3 ¿¿¿ààà(aaaPPP), φ2

&&&aaaPPP���×××���������, ÌÌÌßßßÞÞÞ V ���¨̈̈WWW
m ÍÍÍ n ���---ÞÞÞggg999444PPP, ÇÇÇ

zk =
∑

i

Pikwi +
∑

k

Qikw
2
i +

∑
i<j

Rijkwiwj,

������;;;óóó Pik, Qik, Rijk ��� mn(n + 3)/2
ÍÍÍÇÇÇ222ÐÐÐ���ÎÎÎppp M−1

1 , M−1
3 , '''���

c1, c3, XXXbbb φ2 ���ÝÝÝ������JJJ¢¢¢óóó{{{ÐÐÐ
(;;;ðððããã c3 ¸̧̧ V (0) = 0)���ÛÛÛDDD���ÙÙÙ���HHH
���PPPÞÞÞ,,,yyy��� V (w) = z ]]]���ààà���ÞÞÞ V
���æææWWWÍÍÍëëëIII			 φ3 ◦ φ2 ◦ φ1 ������ÓÓÓ������

TTS (Tame Transformation Signa-
ture) ×××999���---222ÐÐÐ)))aaa���ÙÙÙ, ÃÃÃÍÍÍ���
ÏÏÏAAAîîî���ÍÍÍ©©©���333yyy¸̧̧àààvvvááá��� (tame-
like)ÝÝÝ���³³³ÌÌÌ   (ÇÇÇîîî��� φ2)������óóó¿¿¿¢¢¢
���XXXÛÛÛááá������ððð (Tame Transforma-
tion), ;;;¼¼¼¿¿¿ààà, TTTXXXÛÛÛ de Jonquiere
ëëë���lllÌÌÌ   , ùùùÇÇÇ¥¥¥444&&&WWW			555���¡¡¡EEE
NNN××× i bbb yi = xi + pi(x1, . . . , xi−1) ÝÝÝ���
xxx, ÍÍÍ���&&& pi 999444PPP, ñññhhhJJJ������ y
���|||¶¶¶ïïï555��������� x ���&&&WWW			, ¬¬¬ÍÍÍYYY
ÌÌÌ   gggóóóÁÁÁ{{{, ������||||||���PPP (explicit
form) ���������hhhPPP²²²ÊÊÊ))){{{ÛÛÛDDD...���®®®
XXXÛÛÛ���'''ÌÌÌ   (One-Way Trapdoor
Map) ÝÝÝÃÃÃFFF���ÌÌÌßßß...ÂÂÂÍÍÍ×××999444PPP
ÌÌÌ   , ÍÍÍ¢¢¢óóóKKK, ���ÕÕÕ>>>���""", vvvÍÍÍDDDÅÅÅ
333¼¼¼���ÝÝÝ///)))îîî���|||GGG¸̧̧ààà===���ÝÝÝ���ááá
������×××ggg]]]���PPPTTTÐÐÐñññ]]]���ààà���ÿÿÿÕÕÕ���
ÌÌÌßßßêêêGGGÝÝÝÌÌÌÍÍÍÌÌÌ Enhanced

TTS, TTTÌÌÌ TTS/5 [39], bbb999ËËË������¢¢¢
óóó, 			n = 28, m = 20 ���TTTÌÌÌ   φ2AAAììì:

yi = xi +
P7

j=1 pijxjx8+(i+j mod 9), i = 8 · · · 16;

y17 = x17 + p17,1x1x6 + p17,2x2x5 + p17,3x3x4

+p17,4x9x16 + p17,5x10x15 + p17,6x11x14 + p17,7x12x13;

y18 = x18 + p18,1x2x7 + p18,2x3x6 + p18,3x4x5

+p18,4x10x17 + p18,5x11x16 + p18,6x12x15 + p18,7x13x14;

yi = xi + pi,0xi−11xi−9 +
Pi−1

j=19 pi,j−18 x2(i−j)−(i mod 2) xj

+pi,i−18x0xi +
P27

j=i+1 pi,j−18 xi−j+19 xj , i = 19 · · · 27.

TTS/5 ®®®ßßßÐÐÐ���EEE���������: ��� ^̂̂ óóó ���
���èèè (full-rank) ���]]]ppp M1, M3,
'''��� c1, ���&&&ëëë������¢¢¢óóó pij, i =
8 · · · 27������ÕÕÕ V = φ3 ◦φ2 ◦φ1 ¬¬¬!!!
`̀̀ÃÃÃóóó c3 ¸̧̧ V ÝÝÝðððóóó444 0, ���
ÕÕÕ M−1

1 , M−1
3 , ���&&&¢¢¢óóóõõõ c1, c3 )))

{{{ÐÐÐ (1312 ���---ààà), V ���;;;óóó
222ÐÐÐ (8680 ���---ààà)���
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TTS/5 ãããZZZ���®®®ßßß)))aaa���������:

1. ���ãããÓÓÓ///ÐÐÐóóóãããÿÿÿZZZ`̀̀, ���ÍÍÍ
'''��� z ∈ K20 ���WWW			;

2. ¸̧̧ààà{{{ÐÐÐ���ÝÝÝ£££]]]ßßßWWW y =
M−1

3 (z + c3) ∈ K20 (¥¥¥��� y ���
���ýýý;;;ããã 8 · · · 27);

3. ���^̂̂ããã x1, . . . , x7 ∈ K, ¬¬¬���
��� x8, . . . , x16 ���bbb���ccc���

4. ������¡¡¡���µµµ��������� x17, x18���
���¡¡¡��� ^̂̂ ããã x0, ¬¬¬������
x19, . . . , x27 ∈ K, ¥¥¥������ÕÕÕ���
���ccc (ttt999GGG 9 ÍÍÍ x0 ¸̧̧���
���PPPëëëÆÆÆâââ~~~bbb���)���

5. ���ÕÕÕ w = M−1
1 (x+c1) ∈ K28���

TTS/5 ������aaaWWW���: [[[ãããZZZ������)))aaa
ààà (M,w), BBB SHA-1 ÓÓÓ///ÐÐÐóóó���
ÕÕÕZZZ`̀̀ z, ���JJJÎÎÎÍÍÍ z = V (w), ÎÎÎ
JJJ���îîî)))aaabbb[[[, ÍÍÍJJJPPP[[[���

2.4 vvvááá���222ÐÐÐÛÛÛDDD���ÙÙÙËËËËËË

������õõõ TTS 888!!!fff���ÝÝÝ222ÐÐÐÛÛÛDDD���
ÙÙÙ, ÇÇÇ ���TTT999444PPP¢¢¢óóóKKKvvv³³³aaa
(sparse), ¬¬¬ÍÍÍDDDÅÅÅ333���|||""">>>ÝÝÝqqqAAA
ØØØËËË@@@ggg (recursive) ÝÝÝWWW���ÿÿÿÕÕÕ JJJÌÌÌ
vvvááá��� (tame-like) ÝÝÝ���ÙÙÙ���
vvvááá���lllêêêÌÌÌûûûvvvlll, !!!òòòyyyhhhvvvÝÝÝ

���ÙÙÙ���bbb TRMS õõõ MFE [18, 34]���vvv
ááá���ÝÝÝ���ÙÙÙ333{{{ÛÛÛÌÌÌ   (private map)
>>>���îîî			QQQbbbÍÍÍ888TTT, ¬¬¬ÎÎÎ333ßßßWWW���ÐÐÐ
ÝÝÝ>>>���îîîôôôbbb???������������lll (C∗ õõõHFE
ÝÝÝ���ßßßÎÎÎ) 999���---222ÐÐÐÛÛÛDDD���ÙÙÙ, ßßßWWW222
ÐÐÐttt"""ÝÝÝ]]]PPPÎÎÎ Wolf ÝÝÝ]]]°°° [35], ÍÍÍßßß
WWW`̀̀   ÎÎÎ Θ(n6), ���. . .

Theorem 6 (Yang-Chen-Chen, [39,
40]). vvvááá���ÝÝÝ222ÐÐÐÛÛÛDDD���ÙÙÙ���|||333
o(n5) `̀̀   ���WWWßßßWWW222ÐÐÐ���

®®®°°°AAAììì, EEENNNEEE���ýýý i < j, ���|||!!!
`̀̀ (EEENNN×××ÍÍÍ k) ÕÕÕ���NNNÍÍÍ

R̄ijk =
∑

πxαxβ in yk

[π ((M1)αi(M1)βj + (M1)αj(M1)βi)]

������¶¶¶îîî M3 ÝÝÝ���®®®ÇÇÇ���ÕÕÕ���&&& Rijk:

Rijk =
n−1∑

`=n−m

R̄ij`

P õõõ Q ûûûhhh���hhhXXX||| TTS ��� TRMS ���
���ÈÈÈÇÇÇ`̀̀ÝÝÝ (real-time) ßßßWWW���ÐÐÐ���

Theorem 7 (Yang-Chen, [39]). 			vvv
ááá���lll���ÙÙÙXXXmmmÝÝÝHHH������ C:

1. 			���TTT999444PPP���ààà)))���ttt���ÝÝÝèèè
 r ïïï, ÍÍÍEEETTTÕÕÕ���!!!ÝÝÝmmmèèè   bbb
k ÍÍÍ, ��� ` = dm/ne, JJJ
qr`·(m2(n/2−m/6) + mn2

)
/k ≥ C.

(5)
;;;ððð r���TTT999444PPP���ttt���øøøüüü444
óóó���ËËË¹¹¹ [17]���

2. 			NNNÍÍÍ���TTT���óóótttKKK���¨̈̈333 u ÍÍÍ
]]]���PPPÝÝÝøøøüüü444���,JJJ [17]

qu
(
un2 + n3/6

) ≥ C. (6)

3. ��� v ¸̧̧NNN×××ÍÍÍ���TTT���ððð���ÝÝÝøøø
üüü444ÄÄÄbbb×××���ýýý333 A ⊂ {0≤ i<n}
���, A ������âââÝÝÝtttKKK���óóóÍÍÍóóó, JJJ1

q2v−n−1(n− v)4 ≥ C. (7)

4. ���D0 : min{D : [tD]
(
(1− t)k−1 (1 + t)m

)
,

��� T :=
(

m−k+D0

D0

)
, JJJ:

min
k

qk·mγ0T ω(c0+c1 lg T ) ≥ C. (8)

ÍÍÍ��� c0, c1, γ ðððóóó [38], ω ���
]]]���àààÝÝÝ$$$óóó���

5. ���TTT999444PPP������TTTbbbÄÄÄ			×××VVV
(overdetermined) ÝÝÝ���]]]���ààà, ÍÍÍ
JJJºººAAArrrñññ���ÝÝÝ TRMC v2 [33] ×××
øøø��� XLvvvlllÝÝÝ]]]°°°<<<ÓÓÓ[19]���

2.5 ÍÍÍ���

333ÍÍÍ���iiiÆÆÆ������   ///ÝÝÝÍÍÍ���@@@~~~, $$$bbb
ÍÍÍ���ggg���WWW������JJJ§§§���ïïï, ���³³³������

1333hhh§§§×××���///èèè§§§ FXL/FF5 [38], v ÷÷÷���÷÷÷???���
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3 DDD¡¡¡������iiiWWW������ÝÝÝ

&&&ÆÆÆ---, TTS/5 333���ÉÉÉ���îîîÝÝÝ������888
			888÷÷÷, AAAìììXXX������!!!`̀̀, ÍÍÍ���iii


������
sss���ÝÝÝ¡¡¡ZZZ333²²²������îîîKKK888			���ýýý, 999
			QQQÎÎÎÄÄÄæææÝÝÝWWW���, ¬¬¬���QQQôôô���������»»»
IIIºººEEE&&&ÝÝÝYYYîîî, |||CCC×××°°°???ººº���ÝÝÝWWW
			, ÀÀÀ���, ÍÍÍ���iiiÝÝÝ@@@~~~]]]'''ÂÂÂÿÿÿµµµ���ììì
������©©©½½½ÎÎÎ999���---ÝÝÝ���JJJ���HHH���PPP���

3.1 TTS/5 ÝÝÝPPP���

AAA���ßßßWWW key ÝÝÝ���®®®333���îîî


���, mmm���
¸̧̧àààÌÌÌbbb 256 byte on-chip RAM ÝÝÝ
i8052, ßßßWWWÐÐÐ���õõõ)))aaaÝÝÝ���PPPÀÀÀ��� 3.1
kB, ¨̈̈666 2.7 kB EEPROM BBB777������
HHH, ���'''¸̧̧ààà 8 kB EEPROM, JJJ���yyy
2.2 kB ������ÙÙÙààà���222ÐÐÐPPP°°°×××gggßßß
WWW, ÄÄÄ666||| 20 ���---ààà (byte) ������555
WWW 434 gggßßßWWW, ||| 120 TTT 240 bytes
×××ððð×××ðððããã���îîîXXX���, RRR������¡¡¡, ���ñññÐÐÐ
������®®®333 Intel 8052 AH ---���îîîVVV���°°°
JJJ,hhh¡¡¡���666 28JJJ������XXX������III222ÐÐÐ���
uuu©©©DDD¡¡¡)))aaa>>>���, JJJ������ÏÏÏ9°°°ÝÝÝ���1:
hhh���&&& µC ���PPP���EEEfff+++���ÕÕÕAAAììì:

bbb���ÕÕÕBBBÃÃÃ   (co-processor) ÝÝÝ���ÉÉÉ
���			QQQ���ÕÕÕ>>>������»»»���èèè>>>, WWWÍÍÍ(���
þþþ)ôôô���»»»���îîîòòò; !!!`̀̀, 8051 ���bbb×××
¢¢¢óóóÌÌÌ“Tóóó”, ;;;������ððð���¼¼¼��� ¸̧̧ààà
¿¿¿ÍÍÍ `̀̀���, hhhÂÂÂ÷÷÷������îîî��� µC ÷÷÷{{{
jjj, Intel 8051AH TTT 8052AH ;;;ÁÁÁ±±±
jjjïïï, “12T”, ���îîîXXX��� Winbond TTT
---��� “4T”, !!!øøø���PPPÆÆÆ���>>>������"""
���ëëë¹¹¹���Infineon SLE-66 ---���“3T”
??????, Phillips 8051 ---���JJJ+++{{{ÍÍÍ   
“6T”���ãããîîî���ááá, TTS/5 ææælll���@@@ààà
>>>���´́́��� SFLASH ???ÊÊÊ)))yyy±±±$$$���ÉÉÉ
���, ���TTT���ÈÈÈÞÞÞÍÍÍHHH���PPP???úúú;;;���JJJ���
¡¡¡777ááá@@@ààà���

3.2 ¡¡¡ZZZÝÝÝ²²²���ÝÝÝfff

ÛÛÛDDD���£££GGGHHH���ÝÝÝ������������999, JJJÍÍÍrrr
½½½���333^̂̂±±±`̀̀²²²ÝÝÝÏÏÏVVVììì, 999óóó±±±áááííí
¢¢¢ããã@@@DDDººº


���øøøððð, ÛÛÛDDD...���£££GGGHHH
���ÝÝÝ���@@@DDDººº, ©©©½½½ÎÎÎbbbýýý***���bbbaaaªªª

ÝÝÝ¥¥¥���@@@DDDººº, LNCS ������ïïï»»»KKKººº
ÍÍÍ���×××ÍÍÍ×××���ºººÝÝÝ���������ñññÎÎÎ¡¡¡ZZZÞÞÞ[[[
ááá LNCS ÝÝÝ¡¡¡ZZZ///, Springer KKK���OOOÍÍÍ
NNN×××SSSÄÄÄmmmBBBÄÄÄëëëßßß|||îîîÝÝÝ���µµµFFF, ¬¬¬
BBBãããÝÝÝ���àààWWW���ÈÈÈ���õõõººº###ååå, ���¶¶¶
ïïïµµµÈÈÈïïïÝÝÝ������ÑÑÑJJJ���¡¡¡, ������������, ÆÆÆ
���×××���óóó...������###åååÕÕÕ���rrrÝÝÝÄÄÄ���tttÝÝÝ
������'''___ììì(((×××���²²², ¬¬¬PPPÞÞÞlll���ÎÎÎÆÆÆ
×××���§§§¡¡¡...������¥¥¥���������DDD@@@DDDºººÝÝÝHHH
'''			���ÊÊÊàààyyyhhh���
ÛÛÛDDD...ÝÝÝÊÊÊttt������ÿÿÿççç###;;;, »»»

jjjÛÛÛDDD...@@@~~~...ººº (International As-
sociation for Cryptologic Research,
IACR) xxxðððÝÝÝëëë���ººº (±±±ÛÛÛ Asiacrypt���
���ÛÛÛ Eurocrypt���YYYÛÛÛ Crypto) õõõëëë���
@@@DDDººº (FSE, PKC, CHES) ���ÌÌÌÛÛÛDDD
...ÝÝÝ999xxxøøø���ººº:::; ¬¬¬ÎÎÎ���¡¡¡ÎÎÎ IACR
ÝÝÝ000ÍÍÍºººÈÈÈ, TTTÎÎÎbbbýýý***ÝÝÝÍÍÍ���222   
PPP���xxxÞÞÞPPPÝÝÝ»»»jjjPPP@@@DDDººº, ©©©���ÎÎÎbbb
LNCS ¡¡¡ZZZ///ÝÝÝºººÈÈÈ, êêêGGG���ããã£££KKK333
ìììªªª������GGG|||&&&ÀÀÀ������ãããÝÝÝ@@@DDDººº»»»
(������ÏÏÏ 10°°°���2), &&&ÆÆÆ���|||:::ÕÕÕ���ããã£££
ÝÝÝ333KKKÁÁÁ���������333���iii���   ///, &&&×××
���777FFFÛÛÛDDD...ºººÈÈÈ14ggg, ÜÜÜggg´́́???, """
gggWWW��� (MEGA 2005 ;;;óóó...]]]«««ÝÝÝ@@@
DDDººº, +++������ááá), ���¡¡¡ÎÎÎ|||êêêGGGÝÝÝÛÛÛDDD
...ºººÈÈÈÝÝÝ���ããã£££, õõõ¬¬¬ÈÈÈÍÍÍ���ÛÛÛDDD£££HHH
rrr½½½ÝÝÝ@@@~~~ïïïfff´́́, TTT���µµµ777ááá333999ÍÍÍ
rrr½½½ÝÝÝaaaªªª¼¼¼111, KKK���ÕÕÕÎÎÎÁÁÁ{{{ÝÝÝÝÝÝ���
			QQQ, 999øøø???ººº���pppîîî¹¹¹, ¬¬¬&&&)))333

ÄÄÄæææ, ���TTT|||¡¡¡ÇÇÇ¸̧̧^̂̂bbbººº���QQQRRR, ôôô���
¾¾¾WWW!!!���ùùùTTTÎÎÎ???{{{ÝÝÝWWWµµµ���
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Scheme Platform (T number) Clock PrKey Code RAM Tsign

TTS (20, 28)
Intel 8032AH (12)

3.57 MHz 1.4 kB

1.4 kB 256 B 144 ms
Intel 8051AH (12)

1.6 kB 128 B

170 ms

Winbond W77E58(4)
64 ms

TTS (24, 32) 85 ms

Intel 8051AH (12)
227 ms

ESIGN 336 B 3.0 kB 800 B 12.0 s

SFLASHv2 2.4 kB 3.3 kB 344 B
1.07 s

Infineon SLE66 (2) 10 MHz
59 ms

RSA-PSS
(1024 bits)

320 B

N/A ≥1kB

many s
NEC µPD789828*(12) 40 MHz 100 ms

Infineon SLE66*(2)
5 MHz

230 ms
RSA-2048 640 B 1.1 s

ECDSA-163
10 MHz

21 B 159 ms
ECDSA-191 24 B 180 ms
NTRU-Sign Philips 8051 (6) 16 MHz 100 B 5 kB 800 B 160 ms

Table 1: 8051 îîî&&&ËËË)))aaa���ÙÙÙÝÝÝ@@@®®®£££]]]
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ºººÈÈÈ OOO			→ ’98 ’99 ’00 ’01 ’02 ’03 ’04 ’05

PKC

(OOO���)

777FFFSSSóóó 30 61 – 67 69 105 106 128
###åååSSSóóó 15 25 – 30 26 26 32 32
###ååå£££% 50 41 – 45 38 25 31 25

ACISP

(ÚÚÚ`̀̀)

777FFFSSSóóó 66 53 81 91 94 158 195 185
###åååSSSóóó 35 26 37 38 36 42 41 45
###ååå£££% 53 49 46 42 38 26 21 24

CHES

(���ÏÏÏ)

777FFFSSSóóó – 42 51 66 101 111 125 –
###åååSSSóóó – 27 25 31 39 32 32 –
###ååå£££% – 64 49 45 39 29 26 –

ICICS

(10`̀̀)

777FFFSSSóóó – 87 62 134 161 176 248 –
###åååSSSóóó – 37 24 58 41 37 42 –
###ååå£££% – 43 39 43 25 21 17 –

ICISC

(12`̀̀)

777FFFSSSóóó 53 61 56 107 142 163 190 –
###åååSSSóóó 18 20 20 32 35 34 34 –
###ååå£££% 34 33 36 30 25 21 18 –

Table 2: ttt���×××°°°»»»jjjÛÛÛDDD���£££GGGHHH���@@@DDDºººÝÝÝ���ããã£££

Scheme Signature PublKey SecrKey Setup Signing Verifying
RSA-PSS 1024 bits 128 B 320 B 2.7 sec 84 ms 2.0 ms
ECDSA 326 bits 48 B 24 B 1.6 ms 1.9 ms 5.1 ms
ESIGN 1152 bits 145 B 96 B 0.21 sec 1.2 ms 0.74 ms

QUARTZ 128 bits 71.0 kB 3.9 kB 3.1 sec 11 sec 0.24 ms
SFLASHv2 259 bits 15.4 kB 2.4 kB 1.5 sec 2.8 ms 0.39 ms
TTS(20,28) 224 bits 8.6 kB 1.3 kB 1.5 ms 51 µs 0.11 ms
TTS(24,32) 256 bits 13.4 kB 1.8 kB 2.5 ms 67 µs 0.18 ms

Table 3: TTS õõõNESSIE ���iii)))aaa���ÙÙÙXXXóóóïïï333 500MHz Pentium III ÝÝÝfff´́́

10


