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Abstract

My project had dual aims in computing and cryptography. Accordingly, I
conducted research and published three papers in each of these two areas.

It is well-known that solving nonlinear (equivalently quadratic) systems
over a finite field is NP-complete, hence all deterministic solvers must be at
least exponential. However, how quickly you can solve these systems on av-
erage and how is an important and long-standing problem.

Usually these equations are solved with Grobner Bases. In 2000, Courtois,
Klimov, Patarin and Shamir proposed the related XL method, a variant of
which is claimed to solve a generic system in probabilistic polynomial time. I
published the first mathematical analysis of XL last year at ACISP 2004. Dur-
ing the course of this project, I presented more results at ICICS 2004, ICISC
2004 and MEGA 2005, which refuted Shamir’s claim. I also refuted Courtois’
claims of using XL variants to cryptanalyze other public-key cryptosystems.

My other research was concentrated in the area of public-key cryptosys-
tems. A subclass of public-key cryptosystems called multivariates or MQ
schemes are attracting more attention because they are efficient for low-
resource use and resists attacks using Quantum Computers. I proposed a
new subclass of multivariates called tame-like, and analyzed their security.
I also showed that they have desirable properties for efficiency, and this is
well-received by the international cryptology community in general.

Keywords: cryptography, multivariate systems of quadratic equations, finite
fields, algorithms, multivariate public-key cryptosystem, tame-like



1 %WweLE®

AFRRBBEABE IR HBREGHRE
ANZLEHA MRARBARLTLETES
AEERBERNY—FK -
—REBEROGE[HEHRHAET (B
HEREB A, [31)) H: P #H
B, FTRALLEAAEH/ALE
w btk WREHLALETT E, B
FROLRZAETZ o
B —4i K % 8% 4 %K Schneier
JE At % 4E “Practical Cryptography”
(29]) P EEXEK, “—HfRTFRFER
B —F— %, ARiEdH, “FF
EREEGHBHALEA I RTZE
EfRABLEHERERA, FRBfbd kA, 2
REEAABDLERAMAE LKL EH
THRANBHAG, BERTTRE
47 o Schneier Fl R824 KX E, £
UEHGRET, ReBLREETR -
i dodt, RAMNBEH/AEGL
P 8G9k B 698 o B Diffie-Hellman
([11) REXBEBEAR, DR E
BMAGSEERAREEBLER, ¥,
BGEROABED LGS T
248 % B & % (Univariate Public-Key
Cryptosystem), 12 & F &5 X R & & #
4= RSA-1024 ¥4 128 fst.4a k¥ &,
X ECC 9iH B ARG AT
B RO ER, LOHE D AR T H
F o BWFEB, RSA ARHBERRH
O BEFRT, HAKRADHMEOGE
&, BHIBRHEARXE L (embedded
system) %% £ F (smart cards) L&
BRHERAERBKRG A -
BTEMTAEFNGEE, Mat-
sumoto # Imai [23] R B AFEY %
& L4 £ 5% (Multivariate Public-
Key Cryptography) o Bp & 4z & & &,
mEFLAGEL ARASMEEAN GEF=
R)BBRBHREIMBRE, FEL, &
FRAGERABERNE R4 L&
& # e FAZE(AES), B Rijndael %45,
TEGSEERXNMEF (9) - A E
EAMRANRAFARLAETRIZALE, B
B THREERR, EARBEAK -

PRI FGEEANREB/AK,
TREOEFMRECH AR, LAZHE
SR EGF Rk e AREBARIZESS
AERERGyEXR A PAREGE
FTEREFIMERFIRAHFEEL XD,
BURRHE S EANBEBAGLITAY
BAGREEIEF N -

2 HFRBRE

EANFERITE, RANRRL A
£ QPG TS, BEAT:

CHES 2004 08.11-13, [40],
FOREMERBBEEANNLRELE
B e, £EKEE (MILT)

ICICS 2004 10.27-29, [41],
FOE BB TATALTR,
T Hiie (Malaga)

ICISC 2004 12.02-03, [38],
FTERBERLTLREHEH
&, HEAH (ER)

PKC 2005 01.23-26, [34],
FTERAHEEEHEEAEHT,
#%+ & % 2 1 %] (Les Diablerets)

MEGA 2005 05.27-01, [2],
FOERB KT A & FH EA
&, & KA A% (Alghero)

ACISP 2005 07.04-06, [39],
FIOB R T AR ABEAMM
i€, M A EA K (Brisbane)

% PKC 2005 & £ FI4E# £ 5 A
BBEERZIN, AAYwAERGTERE -

2.1 XL BBt s RAHME

S E R BFIBLEGH XN HEMGK
& Buchberger # X %, A& — &
Grobner R o LFRBHA T F1—
W #F K Lazard £ 1983 {2 69 =
(21]) mAEKEHEH ALK, L3 E XL
Fo Fy-Fs 27|09 ARXNFEHX -



XL: XL (eXtended Linearization, #*t
&4k, [6]) k£ 1999 F#f
# @1 Courtois, Klimov, Patarin
$#8 Shamir & # (Ars £ 7%k XL
& Lazard F @& #H 6, [1]) °
#£2000-04 X M Courtois 4% # %
g, AP RELHGL FXLe

F4-F5: J.-C. Faugére YA Fy; ®EH % &
SREKIEHMRT HFE BE —3K
(14, 15, 16]) - ERM B K B R
MAGMA 244 A&XRAH F, &
Ak eRBANHEIRARER
oG A E P2 HEME, 2004F124
BMARXTHRAWABARGLEA

XL f= & M4 (FXL, XLF, XFL, XSL,
XL, XL2 — TR [4, 7, 8]) #EHMA
(relinearization, [20]) &1t @M & - XL
HBEOREREL BREAMALE
K k8§ n BEEK x = (v, 70,..., )
8 om =X (£ FHRELEM) h“ﬁ:&
((x) = lo(x) = -+ = lyu(x) =0, B
n<m, B D Kt XL = T:

1. F—FHEZ X X AFERE
i (eXtend), érk.fl"] A — 18 & A
ary? .o (8 e AE xo, MK
ﬁiﬁ-*%’ﬁéﬁ«}tﬁzzazéD 2),
EAE—EHRX (; = 0;

2. F=FHAL L AFHHBA (lin-
earize), £ &8 D KX EIKH FE
’,E’J”ﬁ\i. B ey 2%, Eieid
BREREBRSG (D) xR
Fqg=|KI<DHETEY) #HG
Wi L&k nERGBF, LRE
BaXMHEELNGER, RAMAR
F # X (reverse lexicographical
order) ° w3t R EZHH XL TR
EE ik & 4 I By B A o

3. wRBLMFRRESH (D)
D (EMTRE K| <D H&E
$9), KMCHEE o, WIMER
SHOFA, WH— 1 HFEX,
B RE o RIFEEEEHR

A Courtois F# W& XL 98 %
P REFPFALREAFHRAAR
([2, 37, 38, 41]), & A A& & FXL: F %
7~ Fix, £ m = n B XL #AfTARRLRE
B TARE ALY F BEHEEHGME
ok R#%W XL AAXE, BRAAAR
#ASE, Courtois R AT RRK N6 f Bp
TEIRTFHER, EAGHEERLYH
ARG FRAR T, LEER
—f@8Fe n KEREWRSIE [ EERTE
AR o AR BMELETIEAR -

Faugére # [14] #& Buchberger #j
Grobner R R E R X B AL — XY,
4R 8 F, kA Courtois R B R &
XLA+XL2 A o544k ([8]), BP ¥ & &
KRB, RBEREAGORAEEHEREE
BRTROKRABRX, BELAFEELY
?J'VF ° F5 T’T%iﬁ: F4 %m;ﬁ}ﬁ, ‘@4%7%
FH A AT F ¥ Frobenius & #H# % 7
AR ARG FEX ((15) - BISKE
LEEARABAPRAGRIBAET LR
Sydney X% & MAGMA ([22]), 4 F &
RO F, BEZE PZH&BERLER o

EARBYRIBMANELMAE
A Fs BEXPARBRERBGHE R
Z TV A ¥ F# Lanczos 7# ik ik B
BR? EZ, B F, mEEREE (BA
%Lk B FFs, [38]) & AH— K74
W RAEEE, W&, BIEKA FXL -

2.2 XL REHEHITEZTH

EAMEHARG T REREHUAT:
Theorem 1 (Yang-Chen, [37, 38]). 4
[uls == B u £ s R X T eg1h%.
(="

(1t

p (1 (1—=t1\" [1-*\"
[t]<1—t<1—t> <1—t2‘1> )
’&“P T,] 7BEEARB I FRAGEBE,

—RBAEE (1) BERNE AL, H A
ti%%%’%i%%z%i HROB (> 1) RE,

T-I=[F°] (1-t)"" 1 (1+)"). (2

X%& C. Diem 8§ & % [10], Froberg %
BMEBEMATHELRBE T —THTRo

T = [tP]

T-1 =




Theorem 2 (Bardet-Faugere-Yang,
(2, 37)). AR EE /m> f>2,

Dreg = % - (hf—l,l)\/?"i_o(l)
5~ ViIm: 3)

Dv'eg - (% - \/E+ g) m + O(m%) (4)

ho = B % n 18 Hermite $ A X H, &
KRR =2n+1+0(n"V% [32].

Theorem 3 (Yang-Chen, [38]). FXL,
PPseth f BB XL, £F m ~n
6 XL iR &, BXB E&RME focn o

Theorem 4 (Yang-Chen, [37, 38]). %
Courtois K 4% i 8 XFL, XLF, XL2 and
XL 9% %k, EAK: [4, 8]:

o XFL %74 vA % M B M 6 FXL -
o XLF #n XL’ 7Ki#E W FXL &% -

o Wit M XL+XL2, ¥PTH 69 % K%
HERKERHRA, FRAAF, o

Theorem 5 (Diem-Yang, 2004).
Courtois-Shamir % %, Bp FXL T & %
BAAMMARE - KRFZEA (6], FE o

2.3 ik ELLAEZE TTS

BREYSEETARAGOS—MAA LI
BobEuk gt A REG B ZH, LA
BLROGEH DRESEAETH/AL
PR E—ERKEAV we k' D
x¢—>y—3>Z€Km B XEE AT, K
B—HRH, B BATALR (base field),
K|=q, 2% n 2 m 23 E&&L AL
E 3 (signature or plaintext block) #=
X X %E LB R (digest or ciphertext
block) XL &, B4t ¢ : w— Miw + ¢,
gty — Mgy +cg BFEERE), ¢,

BIFRE - —KmE, EAKV AR
mf8n EAL=KREAKX, B

2k = Z szwz + Z szw + Z Rzgkw wy,

1<j

BB s -8 ML M, AF
ci, ¢, TR ¢ PRTHAESHBEME
GAFR cs £ V(0)=0)° BHALKIE
ABKEAR V(W) =z FRARK V
i%}'? ﬁ'ﬁ.—ﬁ-—:—%‘fh\ (253 o ¢2 o (bl Z*ﬁgﬁ-}g °

TTS (Tame Transformation Signa-

ture) B— S S ANBE T LG, RAAW

MRbe b oo FiFE EAEAHRR (tame-
like) 8 P Jemk 4t (B Lk ¢,) o REEKAT

b PR B & # (Tame Transforma-
tion), %48 F &, XA de Jonquiere
ZAR S, TR EIERGEFEH
'g-"_ 1 %‘ Yi = T; +pi([E1,..., mi,l) 6{,\&"}5
O EPE&Ep B%AEAX, L& T y
TAERBEFBE x L& sy, 253
B REEZ, TEHAAKX (explicit
form) #| & - Sk HAES FEHEFH
B Fi 38 & @ik 4 (One-Way Trapdoor
Map) ¥ A « BARERLE—%EX
Begt, R5&S, HEREKR, BERF
ERTHES ETUESE R EEGRA
B —RF RN EI L 7R ATATE o
E A B AT 89 B A #% & Enhanced
TTS, & 4% TTS/5 [39], A 5 T#R 5
#, Fn=28 m=20 PuBHpwT:

7 : .
Yi = @i+ 21 PijTiTee(itj mod 9), 1 =8 16;
Y17 = T17 +Pp17,1X1%6 + P17,2T2T5 + P17,3X3%4
+p17,4T9T16 + P17,5C10C15 + P17,6T11T14 + P17,7T12T13;
Y18 = 18 + P18,1T2Z7 + P18,2T3T6 + P18,3T4X5
+p18,4T10T17 + P18,5T11%16 + P18,6T12T15 + P18,7L13T14;
i—1
Yi = T +DPi,0Ti—11Ti—9 + ijlgpi,jflS T2(i—j)—(i mod 2) Tj

27 .
+Pi,i—18%0Ti + D°71;11 Pi,j—18 Ti—j+19 T, 1 =19

TTS/5 AAKAHIEF: & % & &
WA (full-tank) X & B My, M3,
‘%]% Cy, éﬁ#giﬁ"%& pij,i =
821 HE V =¢s0¢p,0¢, EF
BEPRiE co & V B9 FEEE O, 3
—ﬁ Ml_l, Mgl, ;@5%&# Ci, C3 ’é\
BAdg (1312 420 4), V Z 4%
B A4 (8680 4Lt 4a) ©

-27.



TTS/5 I XA A F T AHMEE M 8RR TERE R
1. A #HEEJIBERGLHE, &1 el
BT zc K Z &ir; Rijr = Z Rije
2. HABKEHEHER y = e
M;l(z+cs) e KX (& y X P Q4o LATATTS £ TRMS X

RAZRd 8...27); A BB H (real-time) 4 R 44 o

3. MR zy,..., 207 € K, £3& Theorem 7 (Yang-Chen, [39]). & #
Boas,. . m EABEIL BRAMAGHEORLEE C:

4. BB TR L 21,000 IR E ST EW X T PNE
Mo B MR x, XM Aok RREIATAGEENA
Tig, ..., Tor € K, EHARXBIT k18, @ (= [m/n], Bl
WAL (K54 9@ o 4T
5l KB RHETAM - ¢ (m*(n/2 = m/6) + mn®) [k > C.

5. 3HE w=M" K% o , B
THw =M (xter) € TP LINTERT SR TE

TTS/5 XBEFH: KRIHREF B wE[17] -
Sy g Sl BREET L gamecrgRraas @
FXHz, BERART z=V(w), £ S o e ap e o
PAFEEAAK TRARK - ARAMZLAT, M [17]

q* (un2+n3/6) > (. (6)
2.4 ABRAREHLGAAE
ik ‘ 4o BRE—BICRRTH X
A Fe TTS ARG AEESRAZ LALH—RFE AC{0<i<n}
A4

%, B T EAXSEKIBLBERE Aasnx s R EE, B!
(sparse), i H & 3£ T Atk 6§ RE

X 4% R (recursive) # F %153 Bl " n—0)t > C. (7)
B#iR B (tame-like) ¥ 2 & - ‘
Fom R A S RBIAR, R 4.4 Dy :min{ D [17] (1= (1+1)"),

% %% A TRMS # MFE [18, 34] - # BT = ("), Al

BB ARG AR TS (private ma ,

ﬁ&i%%%—%%%, {3(713(/?3—: i)&ég Hlklﬂqk.m’YOTw(Co—f—Cl lgT> > C. (8]

i E LA FR o KHEA (C* #HFE - .

Wit A M) 5 AT AL A KF oo o0 BRE 56, AR

8 7 be 8 77 XA Wolf # 5 3% [35], X4 FRANREE -

REFHZ O(nf), @ .. 5. ¥ 3 AXT REABGH Y
(overdetermined) & -F 7 #2 4, &

Theorem 6 (Yang-Chen-Chen, [39, L

40). HBRMABEBALTAL A fde £ 5 8 TRMC v2 [33] —

0(715) H#r“ﬂ%ﬁiiﬁi/t\\%° *i&XLéﬁ\ﬂ% 7]‘7‘;\‘1)1[5){[19]°

kT, HERAL i < j, TUHAE "
4 HE AT I A B AR, &

L bR 4 2 A &3 FXL/FF5 [38], v Ak #dF o

6



3 afitE AR AW

£MRE, TTS/5 AFEF L&y a4
FHA, wTHE - AW, AtELITT
BAROBGLATRE LRAEFH, &
FERRENHGRR, FARLERHE
AEHKY IIE, AR —BFFRGR
o, B, A ENARES QERBRT
F o HHEZEANTERAR SN -

3.1 TTS/5 #yitse

wE 4R key 9 E4EEF LS, T2
1 B B4 256 byte on-chip RAM #j
i8052, A MR E TR LR 3.1
kB, % 8 2.7 kB EEPROM 1% % {1
&, |B3% 1 A 8 kB EEPROM, §]i& #|
22 kB #%EAGEMA - AEAEK—RE
A, s5IA 20 LA (byte) B BAz9
R 434 KA R, YA 120 & 240 bytes
—B—BhFLal 2K £3k
& 4k £ Intel 8052 AH k&t
#, btk I8 28 A X B AHRAE -
EZRABEETRE, ITREIEH AL

RS C IHRBLEAFELT:
K FE B E (co-processor) 8% &
FTERAERERBRERA, RAGE
g)b XKwg g L%, FE, 8051 24 —
2EMBTE, BREFALELLSEAR
L MEeFAk, AR PR THZ C G
1%, Intel SO51AH R 8S8052AH 1% #& 1%
¥F, B“12T”, % L Fi % Winbond %
B AT, AABAHITRETHR
¥ = 4% - Infineon SLE-66 tT# &“3T”
# %, Phillips 8051 T # Bl A~ & M
B6T e &1 LT 4, TTS/5 RABZ TR
#EHF SFLASH F# A KEEE
F, FEEAKF L AR E BRI - ZN
BRNER -

3.2 HILWHETFIL

EHRAFTRLLEEMIMATS, @A
BREBHAZGRET, $&Hw
EaAd BT %k FHERTRL
SHIHHE, HHRA R AR

8 & 23t &, LNCS A F| R 6|4 & 54
EBE—KRK—K€E7 - AR K
A LNCS #y3 L%, Springer A& R &
H—RLFEBANANLERER, &
BhHEFXARIZBLZETHT, AR
BEZRAZGERSEIL, BRAE, &
H—REENAELTHRTYBERT
FiEmmBEiR L2, 5% - ¥
—REREZNT ENF REHF MR
W E B RAA e
EHZORFRAUE[/ AR, H
B EHEH R E € (International As-
sociation for Cryptologic Research,
IACR) £# 8 = X € (&% Asiacrypt ~
BX % Eurocrypt ~ £% Crypto) ## = X
#t3t € (FSE, PKC, CHES) # 4% & % 7%
20 TZAKXKE) . ERXFRHE IACR
B ER LA CRAGLLBE
M~ TRAMGEBRERSE, A4
LNCS XL 589 €%, BB ERL
THE o & KERFIRGH T E B
GERF 108 &2), KT lA B4R E
By EEAE o AtEMMA, K—
EBRBEBPLERIAKR, LKRKK, &
R (MEGA 2005 14 %% 7 @ 69 5F
HE, AFRFAN), THZLAB MY ES
ARG RA LK, RERABZAELEEZE
ARG BELRH, REFREZHHT o
TR, BRTERESLE, RN A
55, MEAKPEAAERT =, Lk
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Scheme Platform (T number) Clock PrKey | Code RAM Tsign
Intel 8032AH (12) 1.4kB | 256 B | 144 ms
TTS (20, 28) Intel 8O51AH (12) 170 ms
Winbond W77E58(4) | 527 MHZ| LAKB | gy p | 1ogp | S4ms
TTS (24,32) 85 ms
’ 227 ms
ESIGN Intel 8O51AH (12) 336 B | 3.0kB| 800B | 12.0s
SFLASH"? 2.4kB| 3.3kB| 344B 51é?r71ss
Infineon SLEGG (2) 10 MHz DAny S

RSA-PSS Y
) NEC pPD789828*(12) | 40 MHz | 320B 100 ms
(1024 bits) 530 1S
RSA-2048 Infineon SLEG6%(2) 5 MHz 640 B N/A | 21kB 1.1 s
ECDSA-163 10 MHz 21 B 159 ms
ECDSA-191 24 B 180 ms
NTRU-Sign Philips 8051 (6) 16 MHz | 100B | 5kB | 800B | 160 ms

Table 1: 8051 L& & ¥ 246 T EH



Tk F#— [98]'99[00] 010203704 ] 05
KO :fy{:{%ﬁ (30|61 - | 67| 69 | 105 ] 106 | 128
(4F3) éfwjﬁ (1525 - [ 30 | 26 | 26 | 32 | 32
BE%F% | 5041 - | 45| 38 | 25 | 31 | 25
ACISP «f{iﬂff;ﬁ (66538191 | 94 | 158|195/ 185
(+ A) %?ﬁ& 352637 3836 | 42 | 41 | 45
FZ%% | 53]49 46| 42 | 38 | 26 | 21 | 24
CHES #y"i{%ﬁ?ﬁ’( - |42 ]51] 66 [101] 111125 | -
(%) &g% g - 127125131 |39 | 32 | 32 -
BE%F%w | - 64149 45 [ 39| 29 | 26 | -
lCles :fy{i{%% | - |87 162134161 | 176 | 248 | -
(104) &a;ﬁé’i - 3712458 | 41 | 37 | 42 | -
#Z2E% | - [43[139] 43 | 25 | 21 | 17 -
LCISC %{taf%ﬁ& 53|61 | 56| 107 | 142 163|190 | -
(124) %%ﬁi& 182020 32 | 35 | 34 | 34 | -
#%%% (34333 30| 25| 21| 18| -
Table 2: R —LEBFHRERLLHFETHERE
Scheme Signature | PublKey | SecrKey Setup | Signing | Verifying
RSA-PSS 1024 bits 128 B 320 B 2.7 sec 84 ms 2.0 ms
ECDSA 326 bits 48 B 24 B 1.6ms | 1.9 ms 5.1 ms
ESIGN 1152 bits 145 B 96 B | 021sec| 1.2ms | 0.74 ms
QUARTZ 128 bits | 71.0kB| 3.9kB| 3.1sec| 1lsec| 0.24ms
SFLASH"? 259 bits | 15.4 kB 2.4 kB 1.5 sec 2.8 ms 0.39 ms
TTS(20,28) 224 bits 8.6 kB 1.3 kB 1.5 ms 51 us 0.11 ms
TTS(24,32) 256 bits | 13.4 kB 1.8 kB 2.5 ms 67 us 0.18 ms

Table 3: TTS #NESSIE 3t Z £ % 2 &, %% % & 500MHz Pentium III # FLdg
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