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Abstract. Advances in innovative digital technologies present a maturing chal-
lenge in differentiating between authentic and manipulated media. The evolution
of automated technology has specifically exacerbated this issue, with the emer-
gence of DeepFake content. The degree of sophistication poses potential risks
and raise concerns across multiple domains including forensic imagery analysis,
especially for Facial Image Comparison (FIC) practitioners. It remains unclear as
to whether DeepFake videos can be accurately distinguished from their authentic
counterparts, when analysed by domain experts. In response, we present our study
where two participant cohorts (FIC practitioners and novice subjects) were shown
eleven videos (6 authentic videos and 5 DeepFake videos) and asked to make
judgments about the authenticity of the faces. The research findings indicate that
when distinguishing between DeepFake and authentic faces, FIC practitioners
perform at a similar level to the untrained, novice cohort. Though, statistically,
the novice cohort outperformed the practitioners with an overall performance sur-
passing 70%, relative to the FIC practitioners. This research is still in its infancy
stage, yet it is already making significant contributions to the field by facilitating
a deeper understanding of how DeepFake content could potentially influence the
domain of Forensic Image Identification.

Keywords: DeepFake Detection · Face Identification · Artificial Intelligence ·
Forensic Practitioners and Deep Learning

1 Introduction

In recent years the proliferation of DeepFake media has emerged as a formidable chal-
lenge that poses a significant risk tomultiple industries including human society, politics,
democracy and forensic science [1, 2, 3]. The term came into existence when an indi-
vidual known as “deepfakes,” posting on Reddit, asserted in late 2017 that they had
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created a machine learning algorithm capable of superimposing celebrity faces onto
adult content videos [4]. Ever since then, the domain of non-existent identities driven
by artificial intelligence, has captivated the attention of researchers and the public alike.
DeepFake is an umbrella term used for a broad range of synthetic, computer-generated
media wherein the features of a target person in an original image or video are altered to
resemble the facial characteristics of another individual. Such advanced technology typ-
ically produces media that is exceptionally lifelike in appearance, with many researchers
reporting ‘seeing is not believing’ [5, 6, 7]. Concurrently, the use of biometric technology
has propelled the use of physiological and/or behavioral attributes of an individual, to
assist with person verification. In particular, the growth and ubiquitous nature of facial
recognition-based technology has been multifarious, given that faces hold a pivotal posi-
tion in human communication. A human face can share both verbal and non-verbal cues
[8, 9], and the acquisition of face related material from a digital perspective, enables this
external structure to hold prime position in the field of computer vision research.

The transformative aspect of DeepFake lies in its extensive reach, complexity, and
magnitude of the underlying technology, which qualifies anyone with access to a com-
puter, to create counterfeit videos that are indistinguishable from genuine media [10].
The issue is further fuelled with the availability of open-source software, which allows
the public to test the latest technology; introducing them to the world of artificial intel-
ligence, with a ‘try before you buy’ enticement. Further, the ease by which artificial
faces are generated in images and videos is because of the: (i) availability of large-scale
datasets [11, 12] and, (ii) the advancement of deep learning methods which reduce the
need for manual editing, streamlining the process [13, 14].

In response to the increasingly sophisticated media, substantial endeavours are being
carried out by researchers to understand the underlying processes and levels of accuracy
associated with human discrimination ability. In the forensic sector, image falsification
is not a novel challenge initiated exclusively by DeepFakes. The act of image manipu-
lation through the means of editing software such as Photoshop, remains prevalent even
today and the field of digital forensics has long been tackling this challenge [15]. An
underdeveloped domain of study relates to the impact of DeepFake media on human
facial perception. Furthermore, the question of whether forensic practitioners outper-
form inexperienced individuals in discerning manipulated media from genuine content
remains an open inquiry.

It is alreadywell documented that DeepFakemedia has the power to bemisconstrued
and accepted as authentic by human observers [16, 17, 18]. Human judgment is influ-
enced by a range of factors inclusive of emotions. Recent studies in social psychology
suggest that negative emotions have the potential to lower susceptibility to deception
[19, 20], which may improve an individual’s sensitivity. Anger is also reported to dimin-
ish cognitive processing depth by encouraging individuals to rely on stereotypes and
pre-existing beliefs [21].

Nevertheless, existing scholarlywork in the field of perceptual psychology and visual
neuroscience indicates that the human visual system possesses specialised mechanisms
designed for the perception of faces [22]. For example, within the Fusiform Gyrus of the
human brain, there is a distinct region known as the Fusiform Face Area (FFA), which
is dedicated to the processing of facial information. It has been reported that the FFA
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exhibits selective activation to faces as opposed to other control stimuli [23]. Regardless
of one’s stance in the debate surroundingwhether facial recognition is an inherent ability,
or a skill acquired through experience the consensus is that the processing of face-related
information tends to take place holistically for many [24, 25].

To investigate human capabilities in detectingDeepFakes,we created a survey named
“Decoding Deception” using the Google Forms. The survey was accessible for anyone
with an internet connection and featured the DeepFake videos with the original images
sampled from the FakeAVCeleb dataset. Each participant had the opportunity to evaluate
the level of difficulty or ease involved in distinguishing between the media. Each partic-
ipant was asked to rate their level of confidence on a three-point scale (50% likened to
someone being unsure, 75% suggested a more than likely response and 100% equated
to extremely confident), when assigning their response.

Considering the research signifying the visual processing abilities of humans, it
is reasonable to anticipate that the participants would exhibit proficient performance
in identifying artificial face manipulations. Our hypothesis suggests that the group of
forensic practitioners are expected to outperform, if not significantly outperform the
group of novice participants.

1.1 Forms of Facial Manipulation

A photograph of a human face can be divided into two independent attributes as outlined
in [26]. Firstly, there is the two-dimensional shape which encompasses the arrangement
and contours of face features such as the eyes, nose, and mouth. Secondly, there is the
representation of the facial surface which covers coloration, skin, hair, and luminosity
and provide indicators of the three-dimensional face shape which can be influenced by
lighting conditions. Facial manipulations can be classified into four distinct groups:

• Entire Face Synthesis [27]: This form of manipulation technique involves the cre-
ation of entirely fabricated facial images which are often achieved through Advanced
Generative Adversarial Networks (GANs) architecture, such as StyleGAN [28] and
StyleGAN2 [29]. This method of manipulation has reported remarkable outcomes,
producing facial images of exceptional quality and realism.

• Identity Swap [30]: This manipulation involves the substitution of one person’s
face in a video with the face of another subject. In general, two approaches are
considered, (i) conventional techniques such as FaceSwap [31] and (ii) newer deep
learning practices commonly referred to a DeepFakes [32].

• Face Editing/Retouching: This involves the modification of facial characteristics
such as hair, skin colour, age and the addition of accessories such as eyewear [33].

• Face Reenactment: Involves the seamless process of replacing a face in a video
sequence whilst keeping the gestures and facial expressions of the target. A popular
technique associated this form of face manipulation is NeutralTextures [34].

2 Methodology

DeepFakes have become a dominant form of deception in the realm of digital technology
and fabricated media. Utilising advanced deep learning algorithms, particularly Genera-
tive Adversarial Networks (GANs), these manipulations generate astonishingly realistic
content that can effectively mislead human observers.
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2.1 Generative Adversarial Networks (GANs)

The field of Artificial Intelligence has been revolutionised by Generative Adversarial
Networks (GANs), which have paved the way for generating highly realistic synthetic
data. GANs operate through a competitive framework using a generator and a discrimi-
nator neural network, as depicted in Fig. 1. The generator’s task is to produce synthetic
data, while the discriminator’s role is to evaluate and differentiate between authentic and
generated samples. The ultimate objective of the generator is to create synthetic data
that is indistinguishable from real data, challenging the discriminator’s ability to discern
between the two [35].

Fig. 1. Schematic representation of a Generative Adversarial Network (GAN) framework.

The generator in aGAN learns a distribution,Distg over the data x. This is achievedby
creating a mapping function from a prior noise distribution, Distz(z) to the data space.
The function is defined as G

(
z; θg

)
. On the other hand, the discriminator, D(x; θd ),

provides a scalar output signifying the likelihood that x is derived from the training data
instead of Distg . Both the generator and the discriminator are trained simultaneously.
The parameters for G are adjusted to minimise log(1 − D(G(z))), while parameters
for D are adjusted to minimize logD(X ). This training procedure can be likened to a
two-player min-max game, where the value function V (G,D) is being optimized. The
objective function is defined as:

minGmaxDV (D,G) = Expdata(x)
[
logD(x)

] + Ezpz(z)
[
log(1 − D(G(z)))

]
(1)

2.2 Conditional GANs (CGANs)

In a conventional GAN framework (Fig. 1), both the generator and the discriminator
operate without any constraints, allowing for unrestricted data generation. However, the
lack of specific conditions can lead to inefficiency if the generated data is not required
within a specific framework or context. In contrast, the architectural variant, CGANs,
presents an option for conditionality in both the generator and the discriminator [36].
These conditions correspond to the class labels of images or other specified properties.
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Thus, a traditional GANmodel can be transitioned into a CGAN by introducing supple-
mentary conditions to both the generator and the discriminator. For both the generator
and the discriminator extra information y is added to the input x.

minGmaxDV (D,G)

= Expdata(x)
[
logD(x ∨ y)

]

+Ezpz(z)
[
log(1 − D(G(z ∨ y)))

]
(2)

DeepFake videos employ various techniques such as lip-sync and faceswap tomanip-
ulate specific facial areas and create authentic, non-existent identities. Lip-sync entails
synchronising mouth movements with an audio clip, whereas faceswap involves alter-
ing the entire face. Faceswap DeepFakes, employ a combination of two encoder-decoder
pairs. The process involves extracting facial features such as the eyes, nose mouth, and
ears using an encoder, and then reconstructing the face using a decoder. Typically, to
accomplish faceswap, a pair of encoders and decoders are trained on both the source and
target images or videos; the duration of the training process directly impacts the level
of detail and specificity achieved in the final deepfake video. Once trained, the encoders
and decoders are swapped, allowing the original encoder of the source and the decoder
of the target to generate a manipulated video.

For lip-sync DeepFakes, a generator coupled with a lip-sync discriminator is
employed. The generator learns to synchronise the mouth movements with the audio
by using the target individual’s data as a reference. By training on the target individ-
ual’s data, the generator learns to produce realistic lip movements that align with audio.
Figure 2 shows an illustrative example.

Fig. 2. Graphic to show the process of DeepFake development with encoder-decoder pairs.

The lip-sync DeepFake videos in this study were created using the Wav2lip appli-
cation. The application employs a specialised model that focuses on synchronising lip
movements in a video with an audio clip. The generator component of the model is
trained on a range of audio samples and learns to align an individual’s mouth movements
with the corresponding audio content. To enhance accuracy, a lip-sync discriminator is
utilised, assisting the generator in refining its output and rectifying any inconsistencies.
By incorporating the lip-sync discriminator during training, the occurrence of artefacts
in the final deepfake videos is minimised.
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2.3 Faceswap

Faceswap encompasses the substitution of the source’s face with another person’s face
(the target), while maintaining the target’s facial expressions. Typically, this procedure
entails a sequence of stages. During face detection and alignment, facial landmarks are
identified for precise face alignment. Face encoding transforms features of the source
and target faces into a numerical format, using deep neural networks. During the face
swapping phase, the source face is overlaid onto the target face using techniques such
as image warping and/or blending, the goal being to ensure the swapped face blends
naturally. Texture blending involves the matching of colours and textures of the source
face to the target face. Typically, using techniques such as colour correction and texture
mapping. Lastly, during facial expression transfer phase, the swapped face exhibits the
target’s facial expressions.

2.4 Lip-Sync

Lip-sync techniques strive to achieve harmonisation between the lip movements of an
individual in a video and the accompanying audio file. The objective is to ensure pre-
cise synchronisation between the spoken words and the corresponding lip movements.
Again, similar to the process of faceswap, a series of sequential steps are required for
lip-syncing. During audio analysis, the file containing sound information is processed
to extract phonetic or timing information. This element of analysis helps to identify
the specific sounds that need to be synchronised with the lip movements. Lip Motion
Extraction analyses extracted lip shape and movements over time. This is achieved by
tracking the movement of specific lip landmarks of the lips. For alignment, the extracted
lip movements along with the phonetic/ timing information (from the audio file) are
combined. Once the alignment is achieved, the lip movements are animated in a way
that corresponds to the audio file. This typically involves warping or morphing the target
person’s lips to match the desired phonetic shapes or timing.

2.5 Dataset

To support the development of detection software, researchers have curated diverse
datasets that serve as valuable resources for research. For this study, the FakeAVCeleb
dataset [37] was utilised. FakeAVCeleb is one of the most recent dataset releases; a novel
audio-visual DeepFake database which also includes synthesised lip-sync DeepFake
audios.

A total of 11 authentic videos of varying image quality, duration and facial viewpoint
were selected. Consideration was given to include videos that represented a range of
racial backgrounds and maintain equal representation of genders. For each genuine
video, a corresponding deepfake version was created utilising both the faceswap and
lip-sync techniques, resulting in a total of 11 deepfake videos. The reason for creating a
small data sample was to ensure manageability over the quality of the video files, over
quantity. In addition, feasibility, to ensure the process wasn’t time intensive, especially
since our research serves purpose as an exploratory study which we endeavour broadens
the discussion of identification abilities across a cohort of individuals.
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2.6 Experimental Procedure

The experimental procedure involved presenting a series of videos (authentic and Deep-
Fake), to twoparticipant samples, (i) a groupof facial image comparison (FIC) practition-
ers, from European forensic laboratories, and (ii) novice participants with no experience
of working in the field of facial image comparison. The FIC practitioners were selected
based on their expertise in the domain of facial image comparison. Each participant was
tasked with carefully examining each video and deciding whether it was a DeepFake or
not. Participants marked each video, accordingly, providing a clear indication of their
judgment. To further evaluate the confidence of their assessments, participants were also
asked to rate their level of confidence using a three-point scale.

The confidence scale included three categories: “likely” (50% confidence level),
“very likely” (75% confidence level), and “extremely likely” (nearly 100% confidence
level). By providing these confidence ratings, the experts were able to express the degree
of certainty they had in their judgments regarding the authenticity of the videos. Such an
experimental procedure ensured the objectivity and integrity of the assessment process.

3 Results and Discussion

In our experiment, a total of 51 participantswere instructed towatch a series of vidoes and
identify those of authentic nature and DeepFake. The survey results were analysed with
the aim to determine the core elements of this study. Initially, it was hypothesised that
given the level of expertise in unfamilair facial identification, Facial Image Comparison
(FIC) practitioners would perform exceedingly better compared to the novice cohort.
However considering the overall performance between both the participant cohorts,
the novice participants marginally outperformed the FIC practitioners when identifying
authentic faces in the survey amongst the DeepFakes (Fig. 3).

Upon closer inspection, for the correct authentic category, themedian score is>65%,
and inclined towards the upper quartile of the data distribution which indicates that many
of the FICpractitioners performedhighly. The results are promising considering that only
a small population sample were tested and that the practitioners only work with material
consisting of true, authentic identities. Additionally, some if not all the FIC practitioners
will not have had the opportunity (prior to this study), to test their discrimination ability
using DeepFake material. In contrast, for the incorrect authentic category the median
is <35% and closer to the lower quartile of the box. This suggests that several FIC
practitioners struggled to make judgements about the authenticity of the videos.

Shifting our attention to the novice population cohort, themedian score for the correct
authentic category reached the boundary of the upper quartile (>85%), indicating a
higher discrimination ability relative to FIC practitioners. This may be reflective of the
participantswhowork in the domain of digital forensics, but not facial image comparison.

In Fig. 4, the data suggests that both the FIC practitioners and the novices exhibit a
comparable, average performance level in correctly identifyingDeepFakeswith amedian
score hovering around 60% for both groups. Likewise, a similar pattern is observed in
the incorrect responses for DeepFake identities, with both cohorts exhibiting an average
performance level of approximately 40%, except for a few responses. Amongst the
FIC practitioners, the highest correct DF (DeepFake) distribution is 80%, with the
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Fig. 3. ABoxplot to illustrate the discrimination abilities betweenFacial ImageComparison (FIC)
Practitioners and novice subjects, when viewing authentic (non-computer-generated) videos with
true, human identities.

maximum value depicted by the end of the ‘whisker’ in the box plot, reaching 100%.
Conversely, the upper quartile for the incorrect DF distribution is at least 60%, with the
‘whisker’ extending to 80%. In summary, FIC practitioners generally perform highly
in correctly identifying DeepFakes compared to incorrectly identifying them, with the
majority performing above chance-level, at 60% for both cases.

In comparison, the novice cohort performance follows a similar pattern. The novice
data reports that three-quarter of the incorrect responses is below 45%, indicating a low
error rate.

Fig. 4. A Boxplot to illustrate the discrimination abilities between Facial Image Comparison
(FIC) Practitioners and novice subjects, when viewing computer-generated DeepFake videos.

Figure 5 (below) depicts the overall performance of both cohorts, and the findings
reveal that FIC practitioners do not a perform as highly as their novice counterparts. Gen-
erally, the novice participants perform significantly better with a median score reaching
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>70%. For the FIC participants, the incorrect distribution is positively skewed with an
upper quartile of 55%. This suggests that at least 75% of their incorrect answers fall
below the 55% mark. Instead, the incorrect distribution for novice participants shows
an upper quartile value of approximately 45%. This suggests that at least three-quarters
of the incorrect results from novice participants are lower than 45%. This indicates less
accuracy in their results as compared to the FIC participants.

Fig. 5. A Boxplot to illustrate the overall performance between Facial Image Comparison (FIC)
Practitioners and novice subjects, when viewing computer-generated DeepFake videos with
authentic (non-computer-generated) videos with true, human identities.

Our experimental results appear to contradict current literature, which suggest that
novice participants generally have limited ability to identify media manipulations. Our
research has demonstrated that novice participants are better at identifying DeepFake
faces, compared to FIC practitioners, especially when shown with a short viewing win-
dow. Such exceptional performance is to be considered with a caveat that there was a
limitation to the number of times the videos could be shown and that too, without any
voice information. In addition, there were only two participants in the novice cohort
and one in the FIC practitioners’ cohort, who performed exceptionally, achieving 100%
accuracy across all eleven tested videos. Hence, it is evident that there are underlying
variables which affect human performance, and our research highlights the requirement
for further study.

Importantly, our research is not free from limitations. The greatest limitation is the
participant size, especially for the practitioner cohort. The analysed data came from 51
participants, (16 FIC practitioners and 35 novices). This sample size is not particularly
representative, although the results can sufficiently provide exploratory insights. Another
potential limitation may be in the process of data collection itself, whilst the participants
were asked to rate their level of confidencewhenmaking judgements on authenticity, they
were not probed about what they were looking for within the videos, when determining
whether the face was an authentic or a DeepFake. The judgement rating is not a core
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focus of this paper, it was only included to ensure participants responded as honestly
and confidently as possible. Such form of qualitative information may have provided a
deeper insight into the similarities and/or differences between perception for the tested
cohorts.

4 Conclusion

Detecting DeepFakes in this modern world is an increasingly challenging problem on
various fronts. Such innovations have a significant impact on online safety, crime, foren-
sic science, and society. In this paper, we have provided preliminary data to show the
distinctions in human discrimination ability between an expert (facial image comparison
practitioners) and a (non-expert) novice cohort. Our aspiration is that these discoveries
will trigger more in-depth studies within the forensic science realm and explain the
effects that DeepFakes have on facial image identification.

Acknowledgement. The authors would like to thank Bas Roosenstein, (Forensics Educational
Institution, University of Applied Science, Amsterdam) and Dr. ReubenMorton (OpenUniversity,
UK), for their valuable contributions to this article.
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