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ARTICLE INFO ABSTRACT

Keywords: Blockchain is a type of distributed ledger technology that consists of a growing list of records, called blocks, that
Blockchain are securely linked together using cryptography. Each blockchain-based solution deploys a specific consensus
Proof-of-Work

algorithm that guarantees the consistency of the ledger over time. The most famous, and yet claimed to be
the most secure, is the Proof-of-Work (PoW) consensus algorithm. In this paper, we revisit the fundamental
calculations and assumptions of this algorithm, originally presented in the Bitcoin white paper. We break down its
claimed calculations in order to better understand the underlying assumptions of the proposal. We also propose
a novel formalization model of the PoOW mining problem using the Birthday paradox. We utilize this model to
formalize and analyze partial pre-image attacks on PoW-based blockchains, with formal analysis that confirms
the experimental results and the previously proposed implications. We build on those analyses and propose new
concepts for benchmarking the security of PoW-based systems, including Critical Difficulty and Critical Difficulty
per given portion. Our calculations result in several important findings, including the profitability of launching
partial pre-image attacks on PoW-based blockchains, once the mining puzzle difficulty reaches a given threshold.
Specifically, for any compromised portion of the network (g < 0.5; honest majority assumption still holds), the
attack is formally proven profitable once the PoW mining puzzle difficulty reaches 56 leading zeros.

Security
Partial pre-image attack
Hash functions

1. Introduction Upon the proposal of Bitcoin, several main security-related assump-

tions were made depending on the postulated high security of the cryp-

Bitcoin [1] is the first solution that addresses several open issues of tography methods utilized. As long as these main assumptions were not

a desire to have a distributed cryptocurrency system online. Challenges violated, the claimed high security of Bitcoin (and similarly any PoW-
that delayed the proposal of such a reliable system include the secu- based blockchain) shall remain dependable.

rity, privacy, and full decentralization requirements. That is, the success In this paper, we discuss and simplify those main security-related as-

of a given online distributed cryptocurrency solution is attributed to sumptions. Specifically, we discuss an alternative PoW mining method

the reliable provision of high security and privacy measures without other than those presented in the original paper [1]. To do so, we

using a Trusted Third Party (TTP). Several techniques were deployed
within the Bitcoin proposal to comprehensively address those issues, in-
cluding Proof-of-Work (PoW) [2], robust hashing functions [3], Merkle
Trees [4], and distributed timestamps [5]. The combination of those
techniques resulted in the emergence of the so-called blockchain tech-
nology.

The requirements set out in Nakamoto’s paper have been reliably
proven, both theoretically and experimentally. As we can see, Bitcoin
has been increasingly used and adopted for more than 13 years now.

present a novel formalization of the PoW mining problem using the
Birthday Paradox concepts [15]. We present the attack model, its impli-
cations, and related open issues. Meanwhile, we systematically discuss
two novel security benchmarks for PoW-based blockchains.

The remainder of this paper is structured as follows. Section 2 pro-
vides the necessary background on blockchain, hash functions, and
mining. We simplify Bitcoin’s assumptions and calculations in Section 3,
and formalize PoW mining using the Brithday paradox concepts in Sec-

Not only Bitcoin, but also the blockchain technology in its generality, tion 4. The attack model, implications, and benchmarking methods are
was used in a wide variety of applications, including Cloud and Fog presented in Section 5. Finally, we conclude our paper in Section 6. To
Computing [6], distributed e-voting [7,81, e-Health [9,101, IoT [11], facilitate our discussions in the remainder of the paper, we list the main
smart contracts [12], digital identity [13], and IoV [14]. notation and abbreviations used in Table 1.
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Table 1
Descriptions of notations and abbreviations used throughout the
manuscript.

Notation Description

14 Set of nodes in network G(V, e, w)

€ Set of edges in network G

€ Edge e € € connecting nodes i,j € V'

w; Weightone; ;

N Number of nodes in the set V'

M Set of honest nodes in V'

K Set of faulty/adversarial nodes in V'

f Number of nodes in the set K

T Total computational power in blockchain

a; Computational capacity of i € V'

q Portion of computational power controlled by K out of T
P Portion of computational power controlled by M out of T
b4 Tolerated upper bound fraction of f out of N, or of g out of T
h(.) Hashing function

o] Probability the next valid block is found by a miner € V'
E Probability m; € M solves the PoW puzzle

0] Probability k; € K solves the PoW puzzle

Q Non-zero digits allowed for a correct POW

r Leading zero digits required for a correct PoW
Abbreviation Description

DL Distributed Ledger

CA Consensus Algorithm

TX Transaction

B, Most recent confirmed block

B, Next block

B,_, Block at depth u

P2P Peer-to-Peer

PoW Proof-of-Work

UTXO Unspent TX Output

Nonce Number-used-Once

2. Background
2.1. Blockchain

A blockchain-based system is characterized by its infrastructure,
data structures, networking model, and Consensus Algorithm (CA). The
considered infrastructure can be formally described by a set of N nodes
V ={v;,v,,..05}, usually termed as miners. Data shared between el-
ements of the set V' are described according to the application of the
system. For example, transactions (TXs) are submitted by end users to
the blockchain network so that they are processed and added to its
Distributed Ledger (DL). Usually, TXs are shared with all miners trig-
gering them to generate new blocks of data. A block usually consists of
a header and a body. The header may consist of data such as the type
of block, the type of CA, the timestamp, the hash of the body, and most
importantly, the proof of block validity. The body, on the other hand,
usually includes a group of TXs and the hash of the previous block body.
More technical details can be found in Ref. [16].

As blockchain nodes form a distributed system, these nodes ex-
change data through a Peer-to-Peer (P2P) network and communicate
by sending messages through directly connected links. Blockchain nodes
connect to their peers once they are granted access to the network, mak-
ing them demonstrable as a graph G = (V,¢,w) of a connected giant
component, where ¢ is the set of edges in G representing the communi-
cation links between the elements of V. Each ¢; ; € e connects exactly
two nodes i,j € V' and can be traveled in both directions. Each e € ¢
is associated with a distinct non-negative value, namely weight (w; ; or
w,), which represents the transmission time needed to deliver 1 bit of
data from node i to node j or vice versa, computed in milliseconds.

Let K =ky,ky, ... ks be the set of faulty/adversarial nodes in G and
M =j,jyssinoy be the set of honest nodes, Equation (1) is usually
assumed valid for blockchain networks.

M+K=V 1)
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Let the total computational power of the network be T'. The attacker
then controls a portion ¢ of T that can be calculated using Equation (2),
where g; is the computational capacity associated with node i € K.

faA
q=;¢ @)

Let the remaining portion p of T be controlled by nodes in the set
M. p can then be calculated as in Equation (3), where a ] is the compu-
tational power of j € M.

N-f aj
p=27 )
=

Every blockchain-based system must operate a CA in order to main-
tain the consistency of its DL [17]. As tens of CAs are proposed in the
literature, a CA is usually considered valid if it is proven secure under
specific formalized circumstances. One of the main benchmarks used to
describe the security level of a given CA is its tolerance for adversary
nodes out of the total number of nodes, denoted as ¥. The tolerance
benchmark W is typically mathematically represented by an inequality
that relates g to T or f to N. As long as ¥ holds, the blockchain is
considered secure.

For example, the Delegated Byzantine Fault Tolerance (dBFT) algo-
rithm [18] is claimed to be secure as long as f <= E, while PoW [1],

3
is claimed to be secure as long as Condition (4) holds.

qg<T/2 “4)
2.2. SHA-256

A hashing function, or a one-way encryption function, A(.), is a
mathematical function that takes a variable-length input string and
converts it into a fixed-length binary sequence that is computationally
difficult to invert [19]. A hashing function enables the determination of
a message’s integrity: any change to the message will, with a very high
probability, result in a different message digest [20].

As an encryption method, hashing functions have been studied and
improved over the years to guarantee the highest possible security. The
main categories of attacks on hashing functions can be classified as fol-
lows:

1. Collision attack [21]. This attack tries to find two inputs pro-
ducing the same hash value, i.e., a hash collision. Classically, a
collision attack is described as follows. Find any two different mes-
sages ml and m2 such that h(ml) == h(m2).

2. Pre-image attack [22]. This attack tries to find a message that has
a specific hash value. That is, given only the hash value h(m), a
pre-image attacker attempts to recover any m’ such that A(m’) = =
h(m).

3. Second-pre-image attack [23,24]. Given an input ml, try to find
another input m2 (not equal to m1) such that A(ml) = = h(m2).

4. Length extension attack [25]. In this attack, the attacker can use
an available A(m) and the length of m to calculate h(m||m’), where
m’ is an extension forged by the attacker. This attack is successful
if the attacker can run it without needing to know the content of
m.

5. Brute-force attack [26]. Simply put, this attack implies sequen-
tial or random testing of a wide range of inputs until finding the
correct or desired output. Performing such an attack on hashes is
considered the easiest to implement but the hardest in terms of
cost. There are several ways to use such an attack as it can be used
to run any of the previously described attacks. For example, if an
attacker needs to know a message m that is used to output the hash
h(m), the attacker may sequentially try all possible inputs, hash
each input, and check each hash of each input if it is equal to the
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desired h(m). Once an input m’ is found where h(m’) == h(m), the
attacker may provably claim that m == m’.

Accordingly, the five main properties of a secure and reliable hash-
ing function [27] are

1. Fixed size of output: The function takes variable length input and
always outputs a string with the same predefined length.

2. Pre-image resistant: Given the output, it should be mathemati-
cally inefficient to reverse-engineer the original input.

3. Second pre-image resistant: Given the input and output, it should
be mathematically inefficient to obtain a second input that produce
the same output.

4. Collision resistant: It is computationally infeasible to find any two
inputs that produce the same output.

5. Random distribution of outputs: If any single bit of the input is
changed, the function will produce an entirely different output.

SHA-256 [3] was proven secure against all known attacks on hash-
ing functions, except for, trivially, the brute-force attack [28,29].
Specifically, the lower bound complexity of algorithmic pre-image or
second-pre-image attacks on SHA-256 was evidently reported to be 225,
while the lower bound complexity of algorithmic collision attacks was
evidently reported to be 2128 [30]. As such bounds make the SHA-256
compliant with all above mentioned properties, it has been deployed in
Bitcoin as the mainly-used hashing function.

2.3. Mining in Proof-of-Work blockchain

The mining problem in PoW-based blockchains (as described in the
Bitcoin white paper [1]) is defined as finding a nonce that, together
with a given block of data m, produces h(m) that complies with the
puzzle difficulty. The puzzle difficulty is defined as the dynamically pre-
defined number of leading zeros r in the produced hash. This produced
hash, together with the block of data, is called a valid block.

Remark 1. We assume throughout this paper that there is only one
required nonce to search for. The effect of using more than one nonce
[31] may need further analysis and modifications.

As it is thus far argued that the only way to mine in such PoW-
based blockchains is by conducting a brute-force attack, miners should
be confident that a miner who provides a correct PoW has worked for
sufficient time prior to proposing the valid block. This mining time win-
dow should be sufficient for data to propagate throughout the network
before the next valid block is produced by another miner. Accordingly,
the consistency of local views of confirmed blocks at different physical
locations of the network is maintained. To realize this, the puzzle diffi-
culty is regularly modified by the miners, referring to the average time
between consequent blocks confirmed within the preceding two weeks
and a hard-coded time window (e.g., 10 minutes in Bitcoin and 15 sec-
onds in Ethereum 1.0). Miners that adhere to the rules of the above
description are called honest miners and are called adversary miners
otherwise.

3. Simplifying Bitcoin’s assumptions and calculations

We can break down the original calculations of Bitcoin into sim-
pler pieces. In the original paper, only one attack model was analyzed,
where an attacker controls g. Assuming Equation (1) holds, Equation
(5) was adopted.

ptqg=1 (5)

Abstractly, the main objective of the attacker is to find the next block
containing its fraud TX, including a valid PoW, before one of the honest
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nodes in the network finds a valid, non-fraudulent block. In this model,
the two portions of the network g and p, i.e., the attacker and honest
portions, respectively, are racing towards finding the next valid block.

The Bitcoin proposal was mainly built upon three implicit and ex-
plicit assumptions. Next, we attempt to clarify those assumptions in a
simple list of points, which would later help us formalize the mining
process by referring to the Birthday paradox.

1. Attack and honest mining mechanism is unified: Both types of
miners use the same mechanism to find a PoW for any given block
(i.e., that does or does not include a fraud TX).

2. Attack and honest resources requirement is unified: Generating
a valid PoW using such a mechanism requires only computational
power.

3. Honest majority: At any given moment, p > ¢ is valid. Accord-
ingly, honest miners are expected to have a higher probability of
finding the next valid block.

Following these assumptions, it is assumed that the only factor af-
fecting the probability of an attack is p. Because of that, portion value
notations (i.e., p and g) were also used to denote the probabilities of
successful mining by both M and K, respectively. To clarify this math-
ematically, let ® denote the probability that the next valid block is
found by any given miner € V' (by searching for all probable nonce val-
ues, i.e., nonce = 0 to max_int “nearly 4 billion in the C language”),
and @ be the probability that the next valid block is NOT found by that
miner, then

O+0=1 (6)

The probability that a miner € M finds the next block, denoted as E,
should then be calculated using Equation (7), while the probability that
a miner € K finds the next block, denoted as Q, should be calculated
using Equation (8).

E=pxd @)
0=gxo® (€)]

Although it was not mentioned clearly, Bitcoin calculations assumed
that @ is always equal to 0, which resulted in Equation (9) (by summing
Equations (7) and (8), with reference to Equation (5), and depending on
the correctness of the first two assumptions). This equation justifies why
p and g were used instead of E and Q, respectively. This special case
was evaluated in the original paper, using Equation (10), to compute the
attacker’s potential progress A for a given block at depth z. However,
we can see in practice that for high-difficulty values (e.g., currently it
is 19-20 leading zeros), miners frequently do not find any nonce that
solves the puzzle at hand, and in such a case, they may shuffle TXs
in the body, generate new Merkle Root, and start mining again from
nonce = 0 to max_int as the new Merkle Root implies a new block to be
mined. Fig. 1 demonstrates this process with two main mining cycles.
The first cycle (with Blue nodes) is the first mining process approached
by miners, which indicates the search for a valid nonce. The second
cycle (including Orange nodes) is the extension of the mining process
in case none of the tested nonce values generate a valid puzzle solution.

Obviously, if ® is always equal to 1, there is no need for cycle 2.
However, this cycle path is taken by miners, which indicates that ® < 1
and does not agree with the initial Bitcoin proposal assumption. Several
other inaccuracies of the formalization and validation in the original
Bitcoin proposal were discussed in Refs. [32-34].

E+0=1 ()
a=z2 (10)
p

By the time of writing the original paper, there was no evident algo-
rithm proving an efficient method to run pre-image attacks on SHA-256.
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EHeader: {

\Version = "constant”,
"Timestamp = “constant",
\Difficulty = "constant”,

Nonce (n) =0,

'‘Hash of prev. block = "constant",
EMerkIe Root (MR) = None

3}

A

New list of TXs |

Generate
New Merkle Root
(MR)

A
Lk
A
{ hash (<Header>) ]

Shuffle TXs,
n=0

A

< I [
=

D

initiate consensus ]

Fig. 1. Mining process in Proof-of-Work based blockchains (e.g., Bitcoin). The
first loop (with Blue nodes) indicates the process of changing only the nonce
value while keeping all Header values constant. The second loop (with Orange
nodes) indicates the process of changing the body of the block being mined
(thus, the Merkle Root as well) when the maximum nonce value is reached and
no valid solution is found.

However, several researchers [22,35-39] attempted and are still at-
tempting to run such attacks. As long as a pre-image attack cannot be
run on SHA-256, the only approach available to solve Bitcoin’s mining
problem is to run a brute-force attack (first assumption), which only
requires computational capacity (second assumption).

The Bitcoin paper claims that an attacker cannot create value out
of thin air. That is, a user must be initially sent some amount of cryp-
tocurrency. Accordingly, this user can refer to this first TX’s output to
be used as input for new (fraud or honest) TXs as described earlier. As
long as there is a reliable mechanism utilized to prevent an attacker
from forging an already confirmed Unspent TX Output (UTXO), this
claim is valid.

Since the third assumption cannot be anyhow controlled or guar-
anteed by any system entity as there is no TTP, it was argued in the
original paper that even if this assumption does not hold anymore, it
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would be more profitable for an attacker to play by the rules. That is,
to use their controlled majority portion of computational power to cre-
ate value for themselves (mint out of thin air), rather than undermine
the system and the validity of their own wealth. This argument does
not seem to be scientifically convincing as justifications for undermin-
ing the system may vary. Nevertheless, if the attacker indeed follows
this argument, it is easily discoverable whether the third assumption
does not hold anymore (i.e., using tools such as Ref. [40]). Even with
an attacker that follows the rules, the system would lose its credibility
against user trust once it is found that g > p.

4. Formalizing the PoW mining problem using the Birthday
paradox

We can formalize the PoW mining problem using the Birthday para-
dox [15] as follows. Let the set H =1,2,...,&y consist of all probable
numbers that, if concatenated with r zeros, would produce a cor-
rect hash. A correct hash A is then describable as the concatenation
h=("0" xr)+ hc where hc € H. To simplify our description, let the set
H' consist of all correct hashes, and the set H’' consist of all incorrect
hashes. The relation between r and Q is defined in Equation (11).

r=64—Q an

Remark 2. The number of elements & in H and H’, denoted as & and
&, Tespectively, is trivially 242, since the hash is decoded at base 16.
&y and &g are bounded for SHA-256 (1 < 24? < 2250),

Remark 3. The number of elements in H"', denoted as &, is 226 —
240,

Furthermore, let the set C =1,2,...,&- consist of all values that a
miner would test as a nonce for a given block before it drops the mining
task of this block. The number of elements in C (&) is equal to the last
nonce a miner would test.! As of March, 2022,2 the default last tested
nonce in Bitcoin is 232 [41]. Now, let the set HC with length 5 be a
merged set of H and C. £y can then be defined using Equation (12).

Ene =max{$c, &y} 12)

Let fest(hcy, hc,) — {0,1} be a function that tests pairs of elements
(hcy, hey),Vhe € HC, where its output is 1 if mining /c; would produce
h=(0"Xr)+ hc, (or vice versa), and is 0 otherwise. Let MATCH be the
event where fest(hc,, hc;) — 1, while NON-MATCH be the event where
test(hcy, hey) — 0. We can also define the potential of using the set C to
produce a MATCH using Equation (13).

oo SC a3)

Suc

The MATCH probability for any pair of elements in the set HC
equals 1 divided by the combined lengths of the sets H' and H” (i.e.,
Epr + & = 2256 a5 per Equation (11) and Remarks 2 and 3). For any
two pairs, it would be 2/(¢ys + Eyn). Consequently, the probability
of a MATCH ®, and the probability of NON-MATCH @ can be calcu-
lated using Equations (14) and (6), respectively. Note that we use the
same notations for MATCH and NON-MATCH as for the previously dis-
cussed probabilities of finding and not finding a valid block. This is
because, essentially, both are the same. Specifically, we define MATCH
= 1 if a tested nonce that belongs to the set of nonce values tested (up
to max_int), produces a valid hash. Thus, the probability of MATCH is
equal to the probability that the next valid block is found.

! C and C++Integer Limits: docs.microsoft.com/en-us/cpp/c-language/cpp-
integer-limits?view = msvec-170.

2 Github.com/bitcoin/bitcoin/blob/640eb772e55671c5dab29843cebe42ec
35cb703f/src/rpc/mining.cpp.
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Fig. 2. Graphs showing the approximate MATCH and NON-MATCH probability
for £y €10,100] and &, + & = 100, using Equation (14) (Gray), Equation
(6) (Yellow), Equation (15) (Orange) and Equation (16) (Blue).

o= _tHC (14)
& o+ & H"

However, ® can be calculated according to the Birthday paradox us-
ing Equation (15), which results in @ being calculated using Equation
(16). Fig. 2 represents the approximate MATCH and NON-MATCH prob-
ability distributions for sampling &5 € [0,100] and &r + g = 100
using all these equations.

Suc—l
— Cpr+égn)—y
= - 15
:J!:[l (§H’ +§HU) (15)
o =1-9 (16)

Naturally, both Equations (14) and (16) can be deployed in Equa-
tions (7) and (8), which can be used for both honest and attacker
miners, respectively, as long as the first two assumptions hold. Putting
it differently, if both honest and attacker parties have equal MATCH
probabilities, Equation (9) would still hold. However, in the case where
one or both of the first two assumptions are violated, Q would require
further considerations depending on the attack model (thus Equations
(8) and (9) may not be valid).

5. Partial pre-image attack
5.1. Attack model

This attack is a special-case and relaxed version of the pre-image
attack: given r bits of a hash value h(ml), find an input m2 such that
h(m2) matches h(ml) in the specified r bits [42]. This attack is claimed
in the literature to be inefficient for SHA-256 due to the high output dis-
tribution randomness of SHA-256. Mapping this attack into PoW mining
described earlier, Equation (11) defines r, while h4(m1) can be any hash
that consists of r leading zeros (i.e., any element in the set H'). One
approach to running this attack is to find A(m2) = ("0’ X r) + s of a con-
stant m2 by only searching for a correct s € H instead of searching in
all 22%% possible outputs of SHA-256.

A few previous works investigated such an interesting approach. For
example, Heusser [41,43] proposed encoding the nonce search as a
decision problem solved by an SAT solver [44] in such a way that a
satisfiable m2 contains a valid nonce. The key ingredients in the algo-
rithm are a non-deterministic nonce and the ability to take advantage
of the known structure of a valid h(m2) referring to an element in H'
using assume statements. Although it was not formalized, the method’s
efficiency was reported to be negatively proportional to Q and, hence,
it (potentially) gets more efficient with increasing the puzzle difficulty.
A miner that uses this approach shall then find puzzle solutions quicker
than a miner that uses the classical brute-force mining approach. Note
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that this approach implies that the attacker would use a different mining
mechanism and (partially) different resources. As a result, a successful
attack using this approach violates both the first and the second as-
sumptions.

Other works investigated the utilization of SAT solvers for other pur-
poses, such as in Ref. [45] where cryptanalysis was conducted against
MD4 and MD5 hash functions and for other applications [46,47]. How-
ever, there is an unjustifiable lack of research work in, specifically,
exploiting SAT solvers to perform partial pre-image attacks on PoW-
based solutions.

In this section, we investigate the potential of the approach pre-
sented in Refs. [41,43] in particular. If this approach is provably imple-
mented, we can redefine Q referring to our formalization model of PoW
mining, as shown in Equation (17).

0= qw Epc a7
Sy

Remark 4. We have optimistically extracted Equation (17) from Equa-
tion (14), which provides less probability for a successful attack. If
Equation (17) is to be extracted from Equation (16), it would provide a
higher probability for the attack.

5.2. Implications

The default configuration in PoW-based blockchains, increases the
difficulty as generating new blocks gets faster. If the probability of a
successful attack using the approach discussed above gets higher with
increased difficulty, the increment in difficulty might then lead to swift
collapse of the Bitcoin’s system security before a hard fork of the core
protocol is available. The hard fork shall be able to detect such adver-
sary behavior within the network and dynamically adjust the difficulty
modification mechanism. However, even with such adjustment, the ma-
jority of honest nodes converting to this method might lead to decreas-
ing difficulty, which makes the classical mining mechanism arise as an
attack in a scenario similar to an Oscillating Universe [48]. A proven se-
cure, practical, and comprehensive method for detecting and addressing
such attacks is then urgently needed.

We can predict the implications of using such an approach for at-
tacking PoW-based blockchains by comparing the honest majority suc-
cess probability in Equation (7) versus the attacker’s success probability
in Equation (17). Consequently, an attacker can have an advantage over
honest nodes as follows:

E <20
w
= px $he <7 gx (9:0)
Enr +Epr Er
1 q w
— 9 1Y
= 2256 : p x 24Q
which gives:
1 q
<= 18
wX24 p 18

Inequality (18) is, in fact, a direct utilization example of Equation
(10). This inequality represents a condition upon which a successful at-
tack can be conducted (using the approach discussed above). To realize
our following calculations, we take the Bitcoin system as a representa-
tive solution, where PoW is utilized. Only for attack probability demon-
stration purposes® do we take the pool that controls the highest hash
rate per year as K and the remaining pooled and non-pooled miners as
M. Assuming that w =1 (i.e., {5 <&c), we present in Fig. 3 historical
data* for p, g and the accompanying values of ¢/p. More in-depth anal-

3 We are not accusing any party as our intention is to clarify our math analysis
for the presented security threat.
4 BTC GUILD: btc.com/stats/pool?percent_mode = 2013#pool-history.
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Fig. 3. Historical data for maximum portion controlled by the dominating mining pool per year.

ysis regarding mining pools can be found in Ref. [49]. It can be noticed
from the figure that Inequality (18) has held indeed since the year 2010
(thus associated with the emergence of mining pools), while the max-
imum portion historically ever controlled by a single mining pool was
reached in the year 2013.

Nevertheless, even when Inequality (18) holds, the attacker may not
be able to catch up with the honest majority with a significantly dom-
inating computing capacity controlled by an honest majority. That is,
such dominance shall compensate for the system’s decreasing ability of
attack tolerance due to the increment of the difficulty. It would be ben-
eficial, then, to benchmark and redefine a threshold for such a case.
The aim of this benchmark is to provide exact critical r and g values
upon which an attacker can successfully run the attack. Since violat-
ing the third assumption would not require further violations to control
the network, we will only compute the Q' values while the third as-
sumption still holds (i.e., using Equation (17) while p > g). As long as
Q' < p, the discussed partial pre-image attack should not be considered
as a major threat. Note that we assume that @ for the honest majority
equals 1, which is the best case possible for M.

We test two cases where &/ equals 2@ (hypothetical) and 2*? (re-
alistic). The results for computing Q' in those cases are presented in
Figs. 4 and 5, where the red arrows point to the correlated p value for
each ¢ curve.

To check where the Bitcoin system currently stands against the pre-
sented attack, the puzzle difficulty r is currently 19 digits (out of 64
hash digits as of August-2023°) and has been around this level for al-
most 3 years [50]. To successfully run the discussed attack, the attacker
would need to further violate the third assumption, which has never
been the case, or wait until r exceeds a critical value. It is worth noting
as well that the analysis of space-time trade-offs [51] for both mining
approaches (i.e., brute-force and partial pre-image) is highly important.
Specifically, w and ¢ in Equation (17) represent the storage capacity
and the computational capacity of the attacker, respectively. Although
Bitcoin’s original proposal assumed unlimited storage resources (in its
Section 11), we expect Q' to be more constrained due to (realistic) lim-

5 explorer.bte.com/btc/block/737856.

ited resources assumption, resulting in further reduction of successful
attack probability.

5.3. Benchmarking

In light of the results presented so far, we propose the concepts of
Critical Difficulty (#) and Critical Difficulty per Portion 7 (g).

Definition 1. Critical Difficulty (#) is the lowest PoW difficulty r after
which Equation (9) would not hold anymore.

We state according to our analysis that # = 56. Referring to Re-
mark 4, 7 value might be different if Equation (17) is extracted from
Equation (16). We leave, as an open issue, the determination and proof
of the 7 equation.

As shown in Figs. 4 and 5, once the puzzle difficulty r exceeds 7,
Equation (9) does not hold anymore. Specifically, the following two ex-
perimental observations provided in Ref. [41] are conditionally proven
by our formalization and analysis:

1. The proposed algorithm gets more efficient with increasing the puz-
zle difficulty.

2. The search time of the proposed algorithm is not linearly correlated
with the nonce range.

The results shown in Figs. 4 and 5 prove that, strictly, as long as
r > 7, the first observation is indeed true. Taking it from another per-
spective, let the efficiency of the algorithm be defined with reference to
the maximum number of nonce values the algorithm needs to try to ob-
tain a solution. Increasing the difficulty r implies the decrement of Q
leading to the decreased number of required nonce values to be tested
(Equation (12)), while the algorithm’s potential to find the solution is
maintained (Equation (13)).

For the second observation, this is indeed expected since increasing
&c simultaneously increases both the search time and the probability
of finding a solution (see Equations (13) and (17)). That is, higher &
requires the deployed solver to search for more paths for a solution,
as it uses the DPLL backtracking algorithm which shall consume more
processing time. To clarify the correlation, we assume two hypothetical
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sets C1 and C2 with lengths {-; and &, respectively, where £+ <
¢cy- The search using C1 shall take time T'1 < T2, yet if a MATCH is
not found in C1, it is more likely to be found sooner using C2 as per
Equation (13).

To demonstrate how our equations and definitions can be used, we
forecast r in order to predict when Bitcoin would reach # (for a hy-
pothetical # = 32) depending on the historical evolution of r through
time. We extracted the historical data (number of leading zeros (r) and
the hash rate of the network, measured from January 2010 until March

=2 and w=1.

2022) using Google’s BigQuery® database. Using a linear trending ap-
proach, we can expect r to reach # by the year 2040. Similarly, we can
expect that r would reach 7 = 56 by the year 2073. Fig. 6 presents the
data we extracted along with our forecast.

Definition 2. Critical Difficulty per Portion (f (q)) is the lowest PoW
difficulty r at which QO becomes greater than, or equal to, p.

6 https://cloud.google.com/bigquery/public-data/.
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Remark 5. Our definition of Critical Difficulty per Portion 7 (g) as-
sumes that @ for the honest majority equals 1, which is the best case
possible for M.

Taking the optimistic worst case for K by using Equation (17) (see
Remark 4) to calculate Q, the equation of # (g) for Bitcoin can be de-

rived as follows:
o ology éc
=P AN ety P

= 2o ée-logéyr = /g
= In2l°&2éc1082¢ =1 p/q

= (log, & —log, Er) XIn2 =1np/q

Inp/q
In2

=>log, éc —log, Eyr =

= log, &y =log, & —log, p/q

X
= log, & =log, 4 éc
Since log, &y =256 —4r:
. 9Xéc
F(q) = (256 — log, » )/4 19)

Similar equations can be further derived from Equation (19), e.g.,
Critical Portion per Difficulty 4 (r) and Critical Difficulty per Portion per
Depth of attacked block #(g, z). We attempt to use the ceiling operation
in Equation (19) to estimate the first r value at which the inequality
p < Q is guaranteed valid. However, the Floor operation can be used
instead to estimate the lowest r value tolerated by the system for a
given gq.
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We also used log, - = 32 similar to its value for honest mining.
Note that decreasing log, &. trivially increases 7, which further secures
the system and, thus, conforms with the results presented in Ref. [41].
Specifically, the experiments presented in Ref. [41] configured &, to
equal 1000 and 10,000, which gives log, £~ ~ 10 and 13, respectively.
We calculate 7(q) for g € [0.01,0.5] and log, {- = 32. The exact and
ceiled results are depicted in Fig. 7.

In summary, it is clear from Equations (17), (18), and (19) that the
presented attack is a practical case where Equation (5) cannot be substi-
tuted by Equation (9). Additionally, it is clear from the results presented
that violating only the first two main assumptions indeed weakens the
security of Bitcoin and similar systems more than it was originally ex-
pected. In particular, the presented attack is a practical case where
violating only those two assumptions can lead to a successful security
attack on PoW-based blockchains, even if this case is widely thought to
be non-existent or non-practical.

6. Conclusion

In this paper, we discuss the security of PoW-based blockchain re-
ferring to the calculations presented in the original Bitcoin white paper.
With this, we observe that the accuracy of these calculations depends
mainly on specific assumptions, which, in some cases, may not be cor-
rect. To test our observations, we propose a novel formalization model
of the PoW mining problem using the Birthday paradox. Building on
this model, we deduce the implications of partial pre-image attacks on
PoW-based blockchains. We present a generalized attack model that in-
cludes a modified mining probability of the attacker, which depends on
other parameters than the compromised portion of the network (¢q). Ad-
ditionally, we propose new benchmarks to assess the security level of
PoW-based systems against the attack studied. This work formally con-
firms some experimental results and observations previously presented
without explanation. Furthermore, our work predicts an exact difficulty
value which, once reached, allows for compromising the system regard-
less of the proportion controlled by the attacker. Specifically, for any
q < 0.5 (honest majority assumption still holds), the attack is formally
proven profitable once the PoW mining puzzle difficulty reaches 56
leading zeros.
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