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l. INTRODUCTION

Wireless Body Area Networks (BANSs) are instrumental for real-time
healthcare monitoring through various multimedia formats such as text, audio,
image, and video [1]. This approach offers a nonintrusive and mobile solution
for monitoring vital signs and environmental parameters, thus presenting a cost-
effective alternative to traditional healthcare systems [2]. BANs consist of
interconnected sensors, wearable or implantable, that monitor vital signs and
environmental factors [3]. However, there are significant research challenges to
address before widespread deployment. These challenges include the limited
resources of sensors, necessitating lightweight communication solutions, and
ensuring the security and privacy of medical data [4]. Safe sensor networks are
crucial to maintain medical data privacy, confidentiality, authentication, and
integrity. The lack of security in resource-constrained medical sensor nodes
within BANs has impeded the advancement of this technology [5]. Figure 1
illustrates the broad dissemination of Body Area Networks (BANSs) and their
interaction with the surrounding environment. Patients serve as the source of
biomedical data input, which is then transmitted to the internet via a Wireless
BAN gateway, which could take the form of a mobile device, laptop, Personal
Digital Assistant (PDA), or similar tools [6]. To enhance data security during
transmission, robust encryption methods are employed, safeguarding the data's
integrity throughout its wireless journey. Additionally, biometric authentication,
whether unimodal or multimodal, is utilized to verify and authenticate patients
accurately. These biometric identifiers serve as keys in the cryptography stage,
fortifying the authentication security process [7].
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Flgure 1. The structure of wireless BAN
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Cryptography and authentication play vital roles in securing multimedia
healthcare services transmitted wirelessly within Body Area Networks (BANS)
[8]. Sensors within BANSs typically utilize cryptographic keys to ensure the
security of multimedia data communication. While various key management
and distribution schemes exist for general wireless sensor networks, they often
cannot be directly applied to BANs due to the unique scale and characteristics
of biomedical sensors. Consequently, designing an efficient key management
and agreement scheme tailored specifically to BANs remains a significant
challenge [9].

Mobile Ad-hoc network is a dynamic network composed of mobile wireless
nodes that interact with one another without the usage of a centralized authority
(device). Devices that connect to the network must be capable not just on data
transmission and reception, but on the disorganized administration of all
network functions such as packet routing, security, and QOS (Quality of
Service). For a variety of security threats, including black holes, wormholes,
and fast assaults. MANET characteristics, applications, routing protocols,
security objectives, and multiple threats [10].

Securing communication between nodes in a network necessitates reliable key
management systems for key generation and distribution, coupled with a secure
routing protocol defining the communication path. However, in Mobile Ad hoc
Networks (MANETS), the absence of a central server poses a significant
challenge for key management due to dynamic changes in network topology and
a lack of trust among nodes [11]. MANETS involve mobile nodes functioning
as both end terminals and intermediate routers [12].

We operate under the assumption that MANETS are structured into groups,
each led by a group leader responsible for key management [13]. Our proposed
decentralized key management approach eliminates the need for a Trusted Third
Party (TTP). Before joining the network, mutual verification occurs between a
new node and the group leader within the suggested key management system.
Simultaneously, our secure routing protocol enables authentication of
communication parties and intermediary nodes while preserving message
integrity [14].

The appeal of Mobile Ad hoc Networks (MANETS) in military applications
has grown with advancements in mobile computing and wireless
communications [15]. However, their susceptibility to security threats,
stemming from open communication channels, node mobility, absence of
centralized security services, and lack of prior security associations, makes
supporting security-sensitive applications in hostile environments a crucial area
of study for MANETs [16, 17]. In high-security MANETS, continuous and
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frequent user authentication is vital to prevent unauthorized access or alterations
to network resources, especially in environments where device seizure is likely
[18, 19].

User authentication in MANETS can be achieved through knowledge factors
(e.g., passwords), possession factors (e.g., tokens), and biometric factors. While
knowledge and possession factors are straightforward to implement, they may
pose challenges in distinguishing genuine users from impostors without a direct
link between individuals and their passwords or tokens [20]. Biometric
technologies, encompassing fingerprint recognition, iris recognition, face
recognition, retina recognition, etc., present potential solutions to address the
authentication dilemma [21]. This technology enables the automated and
continuous verification or recognition of individuals based on their
physiological and behavioral characteristics, eliminating the need for human
involvement. Additionally, in MANETS, the presence of Intrusion Detection
Systems (IDSs) is crucial for effectively identifying malicious activities and
enabling the MANET to respond accordingly [22]. IDSs are categorized as
follows: 1) network-based intrusion detection, positioned at the network's
gateway to scrutinize all incoming packets; 2) router-based intrusion detection,
installed on routers to prevent unauthorized access to the network; and 3) host-
based intrusion detection, which receives audit data from the host's operating
system and scrutinizes the generated events to maintain the security of the local
node [23].

Human recognition using biometric traits is a new occurrence in modern
culture. It has garnered increasing attention in recent years due to the necessity
for security in a wide range of applications [24]. The fingerprint is often
regarded as one of the most practical biometric traits. Fingerprint recognition
involves little effort from the user, captures only the necessary information for
the recognition process, and performs rather well [25]. Another reason for
fingerprints' appeal is their low cost, which allows for easy incorporation into
PC keyboards, smart cards, and wireless devices. In the Biometric
Authentication System for MANET Encryption based on Elgamel encryption is
utilized in this work [26, 27]. The authentication process involves capturing
multiple biometric traits from the user, such as fingerprints and are then
processed, fused, and compared against pre-registered templates to authenticate
the user's identity.

Once the user is authenticated, the system establishes a secure communication
channel between the authenticated nodes in the MANET. This channel is
protected using a combination of Fingerprint and Elgamal encryption.
Fingerprint is used to securely exchange the symmetric key required for
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MANET encryption. The symmetric key is then used by Elgamal to encrypt the
actual data transmitted between the authenticated nodes, ensuring
confidentiality and integrity.

In order to overcome the black hole problem, we presented a solution [28]. To
fool the black hole, a bluff packet with a virtual destination address was
produced. This innovative solution employs a novel mechanism for detecting
numerous black hole assaults with minimal impact on network performance.
Because perfection is unachievable, the suggested system must discover a
protection mechanism to safeguard the network from any intruder attack during
data transmission. A digital signature may be employed as an authentication tool
to improve network security against any intruder assault.

In MANET, the authentication procedure is seen as a challenge. The
authentication procedure was safeguarded in a variety of methods, including the
use of passwords or encrypted passwords, as well as (tokens) and private cards.
Password security is ineffective since passwords may be stolen and cards can
be lost. Another reason is that there is no direct link between the user and his
card with passwords, tokens, and private cards. Passwords are simple and quick
to use, but it is difficult to differentiate a genuine user from impostors since
there is no direct connection between the user and his card [29].

Because biometrics cannot be stolen and have a strong relationship with the
user, they are frequently utilized in security operations. Biometrics is a
technology that is typically defined as the automatic identification or
verification of an individual based on physiological or behavioral features.
Fingerprints, iris, and face photographs are examples of common physiological
biometric features.

The suggested solution is adaptable to any routing protocol, such as AODV.
Each node in this routing protocol has its own routing information, and the
discovery process begins only when it is required. When RREQ is received by
any node in the network, the source is broadcasting route request messages
(RREQ). If this node is the destination or has a route to the destination, route
reply will be generated (RREP). This route reply message is used by the source
to determine the path to the destination before delivering the data packet. The
source can obtain the path to the destination when RREP moves hop by hop,
which means that the source node obtains the path from the returned RREP [13].

Asymmetric-key cryptography is another name for it. Each user has two keys:
one public and one private. The public key is used for encryption, and everyone
has access to it. The private key is only known to the owner and is used for
decryption. Public key cryptography was created to address two major issues:
key distribution and digital signatures. It has three types of applications: first,
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encryption/decryption (provide secrecy), second, electronic signatures (provide
authentication), third, key exchange (of session keys). Because public-key
cryptosystems are slower than symmetric-key systems, they are primarily
employed for digital signatures and key exchange.

The major contribution of the paper are listed as follows:

1- Applying a Body Area Network scheme to capture the body sensors
including ECG, EEG, and so on and send the data across MANET.

2- Encryption of the biomedical data using hybrid Elgamal algorithm.

3- Boosting the encryption process with the fingerprint as a key to the
cryptographic process.

4- Comparing the results with different key size and key generation.

5- Calculating of the FAR, FRR, ERR with different threshold values for
the patients.

6- Evaluation the GAR with the FAR for the genuine patients in the scheme.

The rest of the paper are organized as follows. Section 2 includes the related
work. Section 3 illustrates the proposed work. Section 4 demonstrates the
experimental results and discussion. Section 5 discuss the conclusion and future
directions.

. RELATED WORK

Body Sensor Network (BSN) or Body Area Network (BAN) composed of
biosensors and a Personal Wireless Hub (PWH) for collecting and transmitting
Personal Health Information (PHI) to a remote healthcare canter. Emphasis is
placed on admitting only authorized biosensors and PWHSs into the network and
ensuring secure transmission to protect PHI privacy. The paper presented by He
et al., 2012 [30] presented a secure network admission and transmission
subsystem using a polynomial-based authentication scheme. This subsystem
efficiently establishes keys for biosensors while considering communication
and energy constraints. Additionally, it proposes utilizing channel errors to
dynamically update keys and enhance key secrecy against adversaries.
Furthermore, they includes theoretical analysis and experimental results
demonstrating the security and efficiency of the proposed protocol on resource-
limited sensor platforms.

The BSN is extensively employed in the Internet of Medical Things (IloMT)
to enable remote access to patient data at low cost by connecting various
biosensors. However, security threats, particularly hacking issues, pose
significant risks to BSNs. To address this, a secured fuzzy extractor combined
with a fuzzy vault is developed by Mahendran and Velusamy, 2020 [31] to
enhance security using a biometric key authentication scheme. Initially,
preprocessing is conducted to eliminate noise in ECG signals through adaptive
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filtering. The Secured Fuzzy Extractor is tailored to extract features such as QRS,
PR, and QT intervals, forming the basis for generating private keys for
authentication. Due to the unique features of each ECG, private keys are
resistant to hacking. Random chaff points, generated using polynomial
construction principles, are stored with a checksum vector in a separate fuzzy
vault set. During authentication, the data in the fuzzy set is cross-checked with
checksum values to detect communication errors. The device's IP address serves
as the public key for estimating sensor bit rates during decoding. The system's
security heavily relies on the hash function, with the proposed method ensuring
the hash variable's independence to enhance network security without affecting
latency or delay. Compared to previous encoding techniques, the proposed
fuzzy extractor-based biometric key authentication scheme demonstrates
improved outcomes, including a 40% reduction in data loss, 20% decrease in
energy consumption, and reduced delay.

The advancement in wireless technology and miniaturized, battery-powered
microelectronics has led to the emergence of smart computing, where spatially
distributed autonomous devices form wireless sensor networks (WSNs) to
monitor physical or environmental conditions. WSNs find applications in
diverse areas such as healthcare, utilities, smart cities, and smart homes,
enhancing quality of life. Wireless body area networks (WBANS), formed over
the human body, serve various purposes including eldercare, disease detection,
sports, and military applications. Both WSNs and WBANSs handle sensitive data,
necessitating robust security and privacy measures. This chapter provides an
overview of WSNs and WBANS, highlighting their characteristics and the
importance of security and privacy. It discusses potential threats to security and
privacy in these networks and existing defense mechanisms. Additionally, it
identifies open research challenges to encourage further investigation in this
field [32].

Integrating ubiquitous computing with mobile health technology using
wireless sensors and smartphones is crucial for monitoring the well-being of
chronic patients, such as those with cardiac, Parkinson's, or epilepsy conditions.
Due to the sensitivity of patient physiological data, maintaining confidentiality
is paramount, particularly for patients with embarrassing illnesses. Sahoo, 2012
[33] proposed a three-tier security architecture for mobile health (mHealth)
applications, focusing on lightweight data confidentiality and authentication
protocols to safeguard patient privacy. The proposed schemes address the
energy and hardware constraints of wireless body sensors by designing low-
complexity data confidentiality and authentication mechanisms. Performance
evaluation demonstrates that the proposed architecture can meet the energy and
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hardware limitations of sensors while maintaining network security.
Additionally, the proposed schemes outperform standard key establishment
security schemes in terms of energy consumption, memory usage, and
computation time.

The survey presented by Gravina et al., 2017 [34] delves into the motivations
and benefits of multi-sensor data fusion, with a specific emphasis on its
application in physical activity recognition. It aims to offer a systematic
classification and comparison framework of existing literature by identifying
key properties and parameters that influence data fusion design choices across
various levels: data, feature, and decision. Additionally, the survey explores the
application of data fusion in other domains such as emotion recognition and
general health monitoring. It introduces relevant directions and challenges for
future research in multi-sensor fusion within the Body Sensor Network (BSN)
domain.

However, ensuring the integrity and privacy of medical data over wireless
channels presents a significant challenge. Zhang et al., 2012 [35] introduces a
key agreement scheme for BANS, leveraging electrocardiogram (ECG) signals
to enable neighboring nodes to share a common key. The Improved Jules Sudan
(1JS) algorithm is proposed for establishing key agreements for message
authentication, offering plug-and-play security without key distribution
overheads. Simulation and experimental results demonstrate that the ECG-1JS
scheme outperforms existing approaches in terms of metrics such as false
acceptance rate (FAR) and false rejection rate (FRR), while also exhibiting
energy efficiency suitable for BANSs, as indicated by power consumption
analysis.

Since MANET operates without a fixed infrastructure and is crucial for
efficient data transfer in complex network environments. The recent
advancements in communication networks, including routing algorithms and
security measures, distinguish MANET from traditional infrastructure-based
networks. However, there remains a need for new routing methods and
algorithms to enhance data transfer efficiency and security. Many algorithms
focus on parameters such as security, authentication, reachability, and mobility,
which are akin to human senses. Just as human senses gather information from
the external world and the body, gateway nodes in MANET serve as
intermediaries between different sub-networks. Kumar and Sandeep, 2012 [36]
draws parallels between human senses and network behaviors, particularly from
the perspective of gateway nodes.

Lightweight and resource-efficient biometrics-based security solutions have
been proposed for BSN. These solutions utilize physiological characteristics
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captured by individual sensors in the BSN to generate entity identifiers (EIs) for
securing keying materials through a biometric approach. The study presented
by Miao et al., 2013 [37] focuses on an enhanced key distribution solution using
energy distribution information from physiological signals (EDPSs)-based Els.
Various EDPS-based EI generation schemes are explored, including a modified
multi-windows Fourier transform scheme and a method based on the discrete
cosine transform of autocorrelation sequences.

Authentication in wireless networks, particularly in Wireless Body Area
Networks (WBANS) containing sensitive e-healthcare data, demands stringent
privacy and security measures. While numerous anonymous WBAN
authentication systems exist in literature, Wang et al. 2024 [7] presents a
comprehensive review, categorization, and comparison of these schemes.
Through a detailed taxonomy and survey, it delineates security services,
vulnerabilities, and the attributes of an ideal anonymous authentication scheme.
Schemes are classified by their encryption algorithms, including bilinear
pairings-based, elliptic curve cryptography-based, lattice-based, and XOR-
based approaches. Further, they specifies and discusses authentication
capabilities, cryptographic features, security advantages, evaluation metrics,
and shortcomings of each scheme. A thorough comparison reveals their
resilience against various security threats, highlighting areas needing further
exploration, such as group authentication, multi-factor authentication, and
protection against DDoS attacks. Only a small fraction of schemes addresses
group authentication and utilize multi-factor authentication, while few tackle
DDosS attacks. The study concludes with recommendations for future research
based on identified literature gaps.

User authentication is crucial for upholding integrity and confidentiality,
especially in Mobile Ad Hoc Networks (MANETS), which face challenges like
decentralized coordination and resource constraints. In high-security MANETS,
continuous authentication is particularly valuable for monitoring sessions and
mitigating vulnerabilities. Biometrics, directly tied to user identity, present
promising solutions to authentication challenges in MANETS.

Richard Yu et al., 2008 [38] introduced biometric technologies and their
relevance to MANET authentication, highlighting the benefits of multimodal
biometrics in compensating for inaccuracies. It proposes an optimal continuous
authentication scheme based on multimodal biometrics for MANETs and
presents numerical evidence of its effectiveness.

Deny et al. [39] offered a technique for enhancing the security model in
MANET by combining multimodal biometric confirmation and interruption
identification. The suggested plan's conclusions included multi-model biometric
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verification plans and interruption recognition for MANET based on the manner
of an armed force situation. Verification was a mission without a focal power in
strategic operations that required secure MANET. It provided MANET
verification methodologies based on the behaviour of a military site. Their
proposed strategy tried to enhance the general execution of security in a
MANET. Narayanan et al. worked on intrusion detection and authentication in
MANET in Ref. [18]. They employed a combination of biometric methods
across multiple modes alongside an intrusion detection system. Their proposed
method enhanced network security, and simulations indicated that integrating
diverse sensor data in a distributed manner aligns effectively with the concept
of cross-layer security, an increasingly important aspect in the realm of MANET
security. Authors in [23] Authentication system based on Multimodal
Biometrics. For authentication, face biometrics were employed, while
fingerprint biometrics were used for security. To increase security, the data and
the sender's eigenface were encrypted using the key retrieved from the receiver's
fingerprint biometric. The suggested security solution provided authentication,
security, and revocability to mobile ad hoc networks for high security
applications. Many security issues persist in ad hoc networks, and they will be
addressed in future work.

Zafar et al. [40] created an algorithm and presented biometric perception as a
technique that combines iris characteristics collected from iris image acquisition
with a perception system. The genetic algorithm clarifies MANET QOS
concerns. The value of the research solution is demonstrated by improved
findings when compared to other traditional approaches. Their study proposes
employing a metaheuristic method to improve biometric-based authentication
for secure MANET. The solution used a metaheuristic algorithm to mitigate the
security and privacy problems that present in biometric technology, which
resulted in a greater level of security. The requirement of this strategy was to
overcome different data threats such as wormholes, etc., in order to obtain a
secure MANET [40-42].

1.  PROPOSED WORK

The proposed work, as depicted in Figure 2, entails a comprehensive
examination of an authentication system for Mobile Ad-hoc Networks
(MANETSYS), leveraging fingerprint-based keys and hybrid Elgamal encryption
for enhanced security during authentication. Initially, patients serve as the
primary input for the proposed scheme, with their biomedical data utilized
within the system. Biomedical data, acquired from various sensors embedded in
the patient's body such as ECG, EEG, blood pressure, EMG, and motion sensors,
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is transmitted through Body Area Network (BAN) sensors. Following extraction
from each enrolled patient, the biomedical data undergoes processing within the
cryptography stage. To reinforce security measures, fingerprint biometrics are
employed as keys within this cryptographic process. The fingerprint undergoes
pre-processing stages, including region of interest (Rol) identification, minutiae
and core definition, and data normalization, culminating in the extraction of
features from fingerprint images and minutiae components [43]. Feature vectors
of lengths 256, 512, and 1024 are obtained, followed by encryption using the
Elgamal encryption scheme. This scheme comprises three stages. Key
Generation: Involves the generation of public key (PK) and secret key (SK)
from prime numbers (P). A cyclic group generator (Cg) of size (S) is selected,
with a random element ({) chosen from {1, 2, ..., S-1}. The computation of y =
Cg* (mod P) is then conducted. Encryption: Utilizes the PK and the extracted
feature vector message key (m) from the fingerprint. A random element () from
{1, 2, ..., S-1} is chosen, followed by the computation of c1 = Cg® (mod P) and
c2 = Cg™ (mod P) x I, where I represents the secret key of m and I" = yP. The
resulting encrypted message is denoted as €(x) = [c1, c2]. Decryption: Involves
obtaining the decrypted message using SK and the encrypted message. Through
this process, the authentication system ensures robust security measures within
MANETS, utilizing fingerprint biometrics and hybrid Elgamal encryption for
secure authentication.

M EEG
y Extracted

BAN Sensors Biomedical Data Cryptography

CG
Blood Press!

Preprocessing Key
Fingerprint and Feature
Extraction

' Fingerprint
Motion Sensg‘ Dataset

Key

MANET

Decryption

Authenticated Patient

Figure 2. The general structure of the proposed scheme

Figure 3. depicts a block diagram of a fingerprint authentication system that
incorporates Elgamal encryption and decryption. In the first stage, the user’s
fingerprint is captured by a sensor and then undergoes preprocessing to
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eliminate noise and enhance the clarity of the fingerprint ridges. Then, feature
extraction techniques are applied to extract a unique mathematical
representation of the fingerprint’s identifying characteristics. This block
represents a database that stores templates of enrolled users’ fingerprints. Each
template consists of the extracted features from a user’s fingerprint. A key
generation phase is included where a secret key (SK) is created. When a user
attempts to authenticate themselves, their fingerprint is captured and
preprocessed as described earlier. The extracted features, denoted by “x” are
then subjected to Elgamal encryption using the public key (PK) retrieved from
the database. The Elgamal encryption process transforms the fingerprint data (x)
into a ciphertext (¢(x)) that conceals the original data. The encrypted fingerprint
data (e(x)) is then transmitted across a network (represented by MANET in the
diagram) to the authentication server [44]. MANET stands for Mobile Ad Hoc
Network, which refers to a temporary network of devices that communicate
without a central infrastructure as shown on Figure 3.

The procedure of transmitted data through MANET from source to destination
undergoes different steps shown in Figure 4, which depicts a typical MANET
presentation. When node Source (S) wishes to send a message to node
Destination (D) through the path, but before the message is sent through the path,
the fingerprint properties of node S will secure data and encrypted with the
public key. When the message was delivered, Node D may decode the encrypted
data using its private key text [45].

Upon receiving the encrypted data (g(x)), the authentication server utilizes the
user’s secret key (SK) to decrypt the ciphertext (¢(x)) using Elgamal decryption.
This decryption process recovers the original fingerprint data (x). The decrypted
fingerprint data (x) is then compared to the user’s template stored in the
fingerprint dataset. A distance metric, such as the Euclidean distance, is
employed to calculate the similarity between the two sets of data. The Euclidean
distance is a common way to measure the distance between two points in space.
In the context of fingerprint recognition, it’s used to measure how similar two
fingerprint templates are. A predefined threshold value, denoted by matching
score (MS), is established. If the calculated distance between the decrypted
fingerprint data (x) and the stored template falls above the threshold, a
successful match is concluded, and the user is granted access (Accept).
Conversely, the authentication fails, and access is denied (Reject) [46]. In
essence, this system leverages Elgamal encryption to safeguard the
confidentiality of the user’s fingerprint data during transmission over a network.
The decryption process solely occurs on the authentication server using the
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user’s specific secret key, ensuring that the raw fingerprint information remains
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Figure 3. Authentication process of the proposed scheme.
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Figure 4. The transmission of data in MANET from source to destination
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IV. EVALUATION RESULTS

The suggested system's empirical results are based on using FVVC2000 datasets
[47] for fingerprint. The FVC2000 datasets comprised 880 fingerprints from
110 separate fingers. Figure 5 shows a sample image of DB1-FVC200 dataset.
The minutiae feature extraction procedure is used to extract the characteristics
of each enrolled fingerprint as shown in Figure 6, which are subsequently,
encoded using the Elgamal algorithm. The grey scale fingerprint picture may be
categorised into endpoints and bifurcation that extracted the major points in
minutiae portions during minutiae feature extraction. Despite the low quality of
the initial picture, feature extraction based on minutiae can promote ridge-valley
patterns, allowing for more accurate minutiae extraction. Many criteria may be
used to evaluate system performance, however in the MANET context, time

/

ey '.';‘.Q‘;; ‘

Y
Bty
="

52 7y
. i e

Figure 5. Samples of fingerprint images from DB1-FVC2000 dataset

Fingerprint

Figure 6. Extracted features from fingerprint-based minutia parts.

The dataset comprises 880 fingerprint images sourced from 4 databases. We
partitioned this data into a training set consisting of 80% (704 images) and a
testing set comprising the remaining 20% (176 images). Specifically, 704
images were allocated for training, while the remaining 176 were reserved for
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testing. Within the training set, we further categorized the 704 images into 352
genuine and 352 impostor samples to facilitate the authentication process.
Similarly, within the testing set, we designated 88 images as genuine and 88
images as impostors for evaluation purposes.

In our authentication process, we utilized the Euclidean Distance (ED) to
gauge the similarity between the decrypted template and the pre-stored
templates in the fingerprint database. This procedure generates a matching score,
where acceptance of the patient's data occurs if the score is greater than or equal
to the set threshold. Conversely, if the score falls below the threshold, the data
is rejected, as illustrated in Figure 3. To comprehensively assess system
performance, we conducted an analysis across various threshold values,
focusing on the False Acceptance Rate (FAR), False Rejection Rate (FRR), and
Equal Error Rate (ERR), as depicted in Figure 7. This detailed examination
allowed us to understand how the system behaves under different thresholds,
providing insights into its performance across a spectrum of acceptance criteria.
By systematically adjusting threshold values, we observed fluctuations in the
rates of false acceptance and false rejection, identifying the Equal Error Rate
(ERR) at the point of intersection. This analysis offers valuable insights into
system reliability and aids in optimizing performance to achieve the desired
balance between security and usability. Specifically, we found that the ERR
stands at 0.375 with a threshold of 0.24, indicating an optimal balance between
false acceptance and false rejection rates.

1
0.9

0.8

#-FAR

FAR/FRR
o
e

= ERR +FRR

_________________________________

-
0 0.05 01 015 0.2 0.25 0.3 0.35 04 045 0.5
THRESHOLD VALUE (5)

Figure 7. Comparative Analysis of FAR, FRR, and ERR Across Threshold
Values.

We assessed the system's performance through Receiver Operating
Characteristic (ROC) analysis, illustrating the interplay between the Genuine
Acceptance Rate (GAR) and the False Acceptance Rate (FAR), as presented in
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Figure 8. This analytical approach provides a thorough evaluation of the
system's accuracy and efficiency in differentiating genuine users from impostors
across a range of thresholds. We determined a Genuine Acceptance Rate (GAR)
of 96.3%, indicating the system's high authentication rate. These findings
underscore the system's effectiveness in accurately verifying users based on
concatenated face and fingerprint data. The results obtained in the Table 1 show
that the proposed scheme for elapsed time for key generation, encryption and
decryption. The length of the cryptographic key used in Elgamal encryption,
typically measured in bits. A larger key size translates to stronger encryption
but also incurs more computational overhead. Encryption and decryption times
increase as the key size grows (from 256 to 1024 bits). This is because larger
keys necessitate more complex mathematical operations during both encryption
and decryption processes.

Table 2 compares the proposed scheme to Ref [23], Ref [15], and [48] in terms
of key generation, encryption, and decryption delay times (ms). Table 2, shows
that the proposed scheme achieves comparatively good performance when
compared to Shanthini et al. [23], in terms of overhead and security level. When
compared to Shanthini et al. [23], the suggested system's key size was 64, and
the delay time achieved a superior value than that reported in Ref. [23]. This is
due to the fact that we utilised a tiny key size and a unimodal fingerprint.

The length of the cryptographic key in Elgamal encryption, typically
measured in bits, is a crucial determinant of encryption strength, with larger key
sizes offering greater security but also imposing higher computational overhead.
Key generation time, measured in milliseconds, indicates the average duration
required to generate a new Elgamal key pair, including both public and private
keys. Similarly, encryption and decryption times, also measured in milliseconds,
reflect the average duration for encrypting and decrypting messages using the
Elgamal algorithm with specific key sizes. Analysis of the provided table
reveals that both encryption and decryption times increase as key size expands,
ranging from 256 to 1024 bits, due to the heightened complexity of
mathematical operations involved. These performance metrics are pivotal
considerations when selecting an appropriate key size for an Elgamal encryption
system, as larger keys offer heightened security but may not be viable for
resource-constrained devices or real-time applications where speed is
paramount. Thus, striking a balance between security and performance is
essential in key size selection, ensuring optimal functionality across diverse use
cases and environments.
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Figure 8. The Receive Operating Characteristics for the proposed scheme.

Table 1. The key size via the key generation, encryption, and decryption of the
proposed authenticatin scheme.

Key Size Key g(emnz)r ation Encryption (ms) | Decryption (ms)
256 0.022 0.011 0.017
512 0.036 0.014 0.020
1024 0.041 0.017 0.029

Table 2. The comparative study between the proposed method and the recent
MANET authentication systems

Key Encryption Decryption
Methods Key Size | generation
(ms) (ms)
(ms)
64 0.06 0.04 0.03
Shanthini 128 0.13 0.10 0.10
et al. [23] 192 0.08 0.08 0.07
256 0.13 0.12 0.11
Saada et
al. [15] 64 0.06 0.02 0.03
Elbanaa et 1024 0.042 0.019 0.032
al. [48] ' ' '
Proposed 1024 0.041 0.017 0.029
Scheme
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V. CONCLUSION AND FUTURE WORK

The vulnerabilities inherent in standard Mobile Ad hoc Networks (MANETS),
such as incorrect transmission and susceptibility to unauthorized node access,
highlight the pressing need for enhanced security measures, particularly in
authentication procedures. This paper has presented a novel approach to address
these challenges by integrating a Body Area Network (BAN) scheme to capture
biomedical data from sensors like ECG and EEG, facilitating secure data
transmission across MANETS. Furthermore, we have utilized a hybrid Elgamal
algorithm for encrypting biomedical data, strengthened by fingerprint
biometrics, to fortify the cryptographic process and bolster network security.
Moreover, through comparative analyses encompassing different key sizes and
generation techniques, we have evaluated the system's performance by
calculating key metrics like the False Acceptance Rate (FAR), False Rejection
Rate (FRR), and Equal Error Rate (ERR) across various threshold values for
patient authentication.

Additionally, we have assessed the Genuine Acceptance Rate (GAR)
alongside the FAR, specifically focusing on genuine patients within the scheme,
thereby providing insights into the system's authentication efficacy. Our
findings have revealed an optimal ERR of 0.375 at a threshold of 0.24, striking
a balance between false acceptance and rejection rates. Furthermore, the GAR,
indicative of the authentication rate, has been determined to be 96.3%,
underscoring the effectiveness of our proposed secure system. Through practical
testing and analysis, our study has demonstrated the resilience and robustness
of the proposed multimodal biometric authentication system, offering a
promising solution for secure communication in dynamic and resource-
constrained MANET environments. In our future endeavors, we envision
leveraging Body Area Network (BAN) signals such as ECG or EEG for
encryption over wireless networks. This innovative approach holds promise for
enhancing the security of data transmission while ensuring the privacy and
integrity of sensitive biomedical information. Moreover, our focus will extend
to optimizing the energy efficiency and processing capabilities required for
handling various cryptographic keys within the network model. We aim to
explore efficient algorithms and methodologies that strike a balance between
security requirements and resource constraints, including memory usage,
computation time, and energy consumption. By conducting comprehensive
analyses and experiments, we seek to identify key parameters and
configurations that not only bolster network security but also minimize resource
utilization, thereby enhancing the overall performance and scalability of the
system. This holistic approach will contribute to the development of robust and
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energy-efficient solutions for secure communication in dynamic wireless
environments, paving the way for broader applications in healthcare [49], IoT,
and beyond.
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