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Abstract
Communication technology helps protesters organize, but also allows the
government to monitor and repress their actions. We study this trade-off in a
model where protesters want to show up at the same time and place, but also
want to avoid government forces. If leaders of a movement can send messages
observed only by other protesters, they can successfully coordinate on a vari-
ety of sites and force the government to spread resources thin, helping the
success of the movement. If the government always observes the messages
too, protesters can do no better than always going to a “focal site” knowing
that the government will send all resources there as well, and thus experience
higher levels of repression for the sake of coordinating tactics. Intermediate
cases where messages are partially observed generate dynamics where new
technologies and media that are relatively known to other protesters and not
the government are used until the government can reliably infiltrate them
and the protesters move on to a new medium. When some protesters are
more informed than others, the model can explain protest tactics observed
in recent prominent cases like having smaller “parallel” protests at the same
time but different location of the main gathering.

As we continue to progress through our networked
age, accounts of collective action in modern uprisings
must consider the role of information and communi-
cation technology (ICT). With its ability to horizontally
connect formerly disparate dissidents, these technolo-
gies may help citizens topple bad governments via
protest and other forms of collective action.

Many have noted a flaw in this line of reasoning:
The government is a strategic actor as well, and can
stymie mobilization by intercepting communication
and infiltrating movements via ICT. For example, Larry
Diamond (2010, p. 70), points out that “authoritarian
states such as China, Belarus, and Iran have acquired
(and shared) impressive technical capabilities… to fil-
ter and control the Internet, and to identify and punish
dissenters.” Empirical research on (attempted) collec-
tive action in repressive environments illustrates this
logic. Autocrats may censor calls for collective action
via ICT (King et al., 2013), utilize dissidents’ use of the
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internet to surveil and repress their most vocal crit-
ics (Gohdes, 2020; Morozov, 2012; Pan & Siegel, 2020;
Xu, 2021), and take advantage of the internet to iden-
tify and put down the initial sparks of a mass protest
movement (Weidmann & Rod, 2019).

However, work that focuses on the ability of gov-
ernments to use ICT to stop mobilization can easily
run into a parallel problem, dismissing the agency of
protesters who themselves are strategic actors. Indeed,
accounts of mobilization have shown that protesters
find these technologies helpful even if the govern-
ment is also using them to stymie the very same
mobilization.1

A more complete accounting of how technology
affects protest should account for the strategic choices
of both sides. We take up this challenge with a for-

1 For instance, for accounts on this point on the Arab Spring, see Clarke and
Kocak (2019), Lutscher and Ketchley (2023), and Steinert-Threlkeld (2017).
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2 COMMUNICATION, COORDINATION, AND SURVEILLANCE

mal model of protest that captures how both activists
and the government can use ICT to further their goals.
Our model shows how citizens innovate creative ways
to use ICT, including social media, to improve col-
lective action even as the government uses the same
technology in their pursuit of political control.

Specifically, we model an empirically documented
use of communication technology among protest
movements and a necessity for collective action: the
coordination of where protesters will actually meet.
The model also incorporates the government’s paral-
lel use of surveillance of ICT: using it to intercept plans
of protesters to know where to send security forces.2

We do so by building on Powell’s (2007) model of
insurgents choosing which sites to attack and the
government deciding how many resources to spend
on each site.3 A key idea from this model is that
insurgents facing a repressive regime can do better
than always attacking the “most valuable” site, since
if they do this, the government can send all of their
resources to that site as well. By choosing a mixed
strategy over several sites, the government is forced to
spread out their resources, lowering the police pres-
ence where attacks occur and improving the success
of anti-government forces.

To adapt this model to our question, we add a coor-
dination component by treating the “insurgent” as
multiple protesters, who may not be able to tell each
other what site they intend to go to without tipping
off the government. We study versions of this model
that vary in how well the protesters can communicate
with each other (the observability of a message) and
whether the government can observe what they say (its
leakage).

Without the ability to communicate, protesters can
do no better than showing up to a “focal” site where
protesters expect others to go, knowing that the gov-
ernment will send all of their resources there. Next,
we consider the case of “perfectly” private com-
munication that the government has no chance to
intercept; think face-to-face communication, phone
calls, and SMS in a context where the government
lacks the capability to monitor, or social media plat-
forms that the government is not yet aware of. With
perfectly private communication, the equilibrium out-
come resembles Powell (2007), where the protesters
always go to the same site as each other, but random-
ize which site that is to force the government to spread

2 Of course these are not the only uses of ICT for either actor. Protesters can
also share grievances, recruit members, or gain international attention to their
cause. On the other side, the government can use ICT to identify and repress
movement leaders.
3 Other related theoretical work uses “Colonel Blotto”-like games to study how
governments allocate resources to defend sites that some actor may want to
attack (Blair et al., 2022; Powell, 2007, 2009; Sonin & Wright, 2022). Our key
innovation with respect to these models is to incorporate communication
among protesters and the interaction between this communication and what
the government learns.

resources in multiple places. However, if the commu-
nication is public (i.e., observed by the government),
citizens can no longer effectively protest multiple sites
and can do no better than always protesting the focal
site as in the no-communication case.

We then study intermediate cases, where both the
other protesters and the government observe mes-
sages with some probability. Technologies with more
observability and less leakage are more valuable in the
sense of increasing the success of protests, and also
tend to increase the number of sites that are used. This
formalizes a common trade-off within movements,
where being more secretive—for example, not post-
ing messages in public fora, including fewer others
in group chats, and using more coded language—
reduces the chance of being repressed but also makes
it harder for other marginal protesters to join. As a
result, at any given point in time, protests will tend to
rely on “new” technologies, which are relatively known
to protesters but not to the government.

Next, we consider what happens as the number of
protesters increases, and only some are “insiders” who
can see messages from leaders while others cannot.
Unsurprisingly, more protesters, and more protesters
able to observe private messages, help movement
success. When some protesters can observe private
messages while others cannot, a pattern observed in
the 2018–2019 Sudanese uprising can occur, where
“outsiders” go to a focal site, while “insiders” cre-
ate parallel protests that divert regime attention away
from the focal site, which can help grow the move-
ment (Hassan, 2023). A similar pattern can arise if
citizens have a heterogeneous cost of facing govern-
ment repression, and those with a lower cost go to a
focal site while others go to smaller parallel protest
with less, if any, government presence—a common
tactic during the 2019 Hong Kong protests (Lee, Cheng,
et al., 2022).

Our basic theoretical contribution is to provide
a tractable framework to study how both the gov-
ernment and activists use the same communication
technology. We build on a large formal literature
on how ICT affects coordination and protest, which
tends to focus entirely on interactions between citi-
zens (e.g., Barbera et al., 2020; Christensen & Garfias,
2018; Enikolopov et al., 2020; Kocak & Kıbrıs, 2023;
Little, 2016). Existing models that study the trade-
off between better technology helping both govern-
ment and anti-government forces—Shapiro and Siegel
(2015) and Dragu and Lupu (2021)—take the costs and
benefits as exogenous, while we directly model how all
actors use the information.

With this theoretical contribution in place, we
also make contributions to empirical literature. We
show how seemingly disparate tactics from disparate
contexts follow a similar underlying logic. There is a
growing body of empirical work on clever protest
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CHAU et al. 3

tactics that circumvent traditional coordination
challenges against a repressive government—from
disguised collective action (Fu, 2017, 2018) to mobi-
lization from scratch (Pearlman, 2021) to butterfly
protests (Ketchley, 2017) to extended, multisite actions
(Bishara, 2021) to coordinated dis-coordination (Has-
san, 2023). A key strength of this line of work is
inductively describing innovations in protest tactics
in a particular setting and providing scope conditions
as to when that tactic might be observed elsewhere.
Our contribution, in a sense, is the opposite: to build
on past work to deductively draw out the underlying
logics of dissident innovation and regime adaptation
in contexts with imperfect information whereby the
possibility of government interception of communi-
cation compels protesters to pivot away from tactics
they would undertake in contexts of purely private
communication. That we illustrate elements of the
model from empirical contexts across the range of
scope conditions identified in past work speaks to
the model’s ability to generalize and show a common
thread that has been missed in considering singular
episodes of protest.

Our analysis also provides future directions for
empirical work. The model suggests that important
variables to understand the dynamics of protest are
the dispersion of protests on a given day as well as
whether protesters tend to go to different sites on
different days. Further, the observability and leakage
parameters are akin to variation in affordances across
ICT platforms, drawing a connection to research on
the conditions under which different platforms are
useful at different stages in a protest movement or for
different movements given different political arenas
(Bennett & Segerberg, 2012; Clarke & Kocak, 2019; Lee,
Liang, et al., 2022; Tufekci, 2017).

EXAMPLES OF COMMUNICATION
TACTICS

We draw on tactics used during the Sudanese Uprising
and the Hong Kong Anti-Extradition Bill Movement—
episodes of contention that vary starkly—to motivate
elements of this model. Particulars of the two cases
make them well suited for comparison in light of
the model. Both cases saw sustained, multi-month
protests against an autocratic regime in cities of simi-
lar sizes. At the same time, they vary in key parameters
of our model—in the regime’s repressive capacity (r),
the observability of a message between protesters (o),
and the probability of that message leaking to the
government (l).

Online Appendix D includes background on these
episodes of collective action. For the Sudan case, we
draw on interviews with protesters who were active in

the movement. Fieldwork procedures are outlined in
Online Appendix E.4

THE MODEL

Consider government G, protesters indexed by i ∈
{1,… , P}. We can think of the protesters as individu-
als or a group of individuals who are well-coordinated
enough to be a unitary actor. As will be apparent
from our analysis, one way to think about being
“well-coordinated” is that the group (1) has homoge-
neous preferences and (2) can communicate privately
without interference from the government.

Choices

The key ideas the model aims to capture are that the
protest movement will be more successful if (1) the
protesters can solve the “tactical coordination prob-
lem” of showing up at the same time and place with
unified goals and (2) the protests face less repression
from the government. To simplify, we focus on the
choice of what sites to protest, and the government
allocation of resources across sites where the protest
may happen.

Formally, there are N possible sites for protest;
j ∈ {1,… , N} is a generic site. This set includes sites
equated with collective action in a given place, such
as in front of historically important political build-
ings and outside the funerals of movement martyrs.
It may also include “ecologically conducive” sites
(Zhao, 1998)—well-trafficked areas that are amenable
to protests but may not have been common sites
of collective action in the past, such as centrally
located city parks, busy cross-streets, and town
squares.

The protesters’ choice is discrete, each choosing a
site to protest or staying home. Let si be the site chosen
by protester i, with si ∈ {0, 1,… , N}, where si = 0 means
staying home. Say a site is protested if at least one of the
protesters chooses it with strictly positive probability.

The government has resources R > 0 to allocate
across sites. We can think of R as capturing both per-
sonnel (e.g., the number and capacity of the police
and security officers) as well as the capital that state
personnel has at their disposal (e.g., the amount and
quality of police wagons, weapons). Let rj be the
amount dedicated to site j. Since the budget is fixed,
if the government allocates the full budget,

∑n
j=1 rj = R.

Say a site is defended if rj > 0 and not defended if rj = 0.

4 This research is covered by IRB application HUM00171824.
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4 COMMUNICATION, COORDINATION, AND SURVEILLANCE

The value of protest

Define Sj as the number of protesters who go to site
j, and let vj(Sj, rj) be the value of the protest at site j
if there are Sj protesters and the government spends
resources rj. This value is common across protesters.

Broadly speaking, a successful (higher value) protest
is one where larger numbers of participants send a
clear message that they are committed to their goals
(Lohmann, 1993). Larger protests also generally make
participation safer for a fixed government presence
(we explicitly model this in section “Due to heteroge-
neous tolerance for repression”)—both because of a
lower likelihood of any one individual being repressed
and due to the odds that security officers seeing a
larger crowd shy away from using repression. On the
flipside, a protest will be seen as less successful if
there are more government forces who can arrest
protesters and potentially drive some participants
away.

This value of protest also depends on intrinsic char-
acteristics of the sites. Some sites can have higher
value for practical reasons—such as being centrally
located and easy to get to for a variety of participants—
or for symbolic reasons (see Beissinger, 2022; Gieryn,
2000; Schwedler, 2022; Zhao, 1998, for examples). Sites
may also be more appropriate for large crowds or eas-
ier for the government to defend, which will mean the
vj function is more or less sensitive to changes in Sj or
rj, respectively.

Formally, assume vj is continuous, decreasing, and
convex in rj, and, when vj > 0, both derivatives are
strict. We also assume vj(0, rj) = 0 and vj is weakly
increasing in Sj. This general formulation is sufficient
for many results but we make stronger assumptions
about these functions for some parts of the analysis. To
capture the assumption that some places have higher
intrinsic value for protest, order them such that those
with lower indices are better targets, in the sense that
they provide more value if all protesters show up there
(Sj = P) for any level of government presence r:

v1(P, r) > v2(P, r) > … > vN (P, r).

A functional form that meets all assumptions we
eventually make and is used for illustrations is:

vj(Sj, rj) =
ajb(SJ )

c + rj
, (1)

where a1 > a2 > … > aN > 0 is the general value of
protest at each site, in descending order of site value.
b(SJ ) ≥ 0 is a weakly increasing function capturing how
adding more protesters affects success, and c > 0 is
a constant.

Payoffs

Let the utility for each protester be the sum of the
value of protest at all sites—or the success of the
movement—minus a cost ki ≥ 0 if they protest. That is,
one protester may pay a higher cost, though the cost
does not depend on the site chosen. Writing the util-
ity as a function of the chosen sites s = (s1,… , sP) and
resource allocation r = (r1,… , rn):

ui(s, r) =
n∑

j=1

vj(Sj, rj)

⏟⎴⎴⏟⎴⎴⏟
success of movement

− ki𝟏si>0
⏟⏟⏟

cost

.

That is, protesters weigh the success of protests
across all sites at a particular point in time equally.
However, they may vary in the personal costs they pay
to protest.

The utility to the government is:

uG(s, r) = −

n∑
j=1

wjvj(Sj, rj),

where wj is relative weight the government places on
protest at site j. If wj is constant, then the govern-
ment weights the importance of the site the same as
the protesters.

Our solution concept is subgame perfect Nash equi-
librium (SPNE). All variants of the model can have
multiple equilibria; we focus on the equilibria that give
the highest protesters payoff.

Communication

Assume the choices made by all actors are simultane-
ous after a “communication phase” where protester 1
sends a message m ∈ {0, 1,… , N}, potentially observed
by some other actors. In the equilibria we study, inter-
pret message m as “the protest is at site m.” In the next
two sections, we show how different communication
protocols affect the optimal protest strategy.

In particular, assume that this message is observed
by the other protester(s) with probability o ∈ [0, 1],
and is observed by the government (“leaked”) with
probability l ∈ [0, 1]. Figure 1 summarizes the cases we
will study based on the value of these variables.

In section “Corner cases,” we study three “cor-
ner” cases. Call the o = l = 0 case “no communi-
cation” as no actor observes the message. Next,
we study “(perfect) private communication,” where
o = 1 and l = 0. Then, we consider public com-
munication where o = l = 1. In section “Edge and
interior cases,” we consider “interior” cases where
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CHAU et al. 5

F I G U R E 1 Illustration of communication cases.

some actors sometimes but not always observe the
message.

While there are more cases and subtle insights along
the way, the big picture is that communication is
more valuable to protesters when it is more likely to
be observed by other protesters and less likely to be
observed by the government.

Main parameterization and scope
conditions

For the next two sections, we focus on the case where
there are two protesters (P = 2), the protest is not
costly (ki = 0), and the protest only has value if both
show up to the same site (vj(1, rj) = 0 for all j). The
first two restrictions allow us to isolate the key forces
of the model, and will be loosened. The third is a more
substantive assumption that there are strong strategic
complementarities in protest; that is, it is much more
successful when participants are more concentrated
in one (or a few) sites rather than dispersed across
many. We make the extreme assumption that protest
only has value if both go to the same site for simplic-
ity. As discussed below, the dynamics of the model are
quite different if there are no strategic complementar-
ities; that is, the value of adding a protester to a site is
independent of how many are already there. In other
words, the existence of some strategic complemen-
tarities among protesters is a key scope condition for
many results.

Our key motivating cases in the paper are primar-
ily nonviolent protests, while the model we build on
was designed to provide insight into violent insurgen-
cies. Our model can apply to cases where (1) a key
strategic dynamic is that the anti-government actors
are trying to attack sites not well-defended by the
government, and (2) anti-government actors need to

coordinate their activity without tipping off the gov-
ernment. In other words, whether a movement is
using violence is not directly relevant for whether our
analysis applies, though the strategic complementary
inherent to feature (2) is likely more common in non-
violent movements. Insurgencies may also have higher
organization, which may mean more developed lines
of communication that are unlikely to leak.

Feature (1) also highlights why the dynamics are
more likely to arise in repressive environments. In less
repressive settings where government forces are rela-
tively unlikely to violently crack down on protest (e.g.,
as is often the case in democracies), there is no rea-
son for protesters to try and be secretive about where
protests will be.

CORNER CASES

No communication

First, consider the “no communication” case, where no
one observes the message m from protester 1. Since no
one else can condition their behavior on the message,
the message is meaningless and we solve the model as
if there is a no-communication phase.

Even if protesters cannot explicitly communicate
with each other, tacit knowledge of which locations
and times are “focal” can allow successful communi-
cation. This was the dynamic in Assad’s Syria during
the Arab Spring where pre-existing organization was
lacking and private communication across large
groups was not possible. After protests broke out
following Friday prayers on March 18, those opposed
to the regime began to congregate at mosques during
subsequent Fridays, expecting protests to break out
again (Pearlman, 2021, pp. 1798–1789). However, if
citizens know that a site is focal, then the govern-
ment does too. So, showing up at the focal site means
confronting the full resources of the government.

More generally, the assumptions that protest is not
costly and requires both protesters at the same site to
succeed imply that for any site j, there is a pure strategy
equilibrium where both protesters choose j and the
government sends all resources to this site (s1 = s2 = j
and rj = R).

There are also equilibria in mixed strategies where
the government does not know where protesters will
be. However, if citizens mix without communica-
tion, they often end up at different sites, creating a
“miscoordination cost.”

The core result in this section is that, under the
scope conditions codified by our main parameteriza-
tion, the costs of mixing always outweigh the benefits.
So, the best equilibrium for protesters involves no mix-
ing and all go to the focal site. Given our assumptions,
this is site 1.
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6 COMMUNICATION, COORDINATION, AND SURVEILLANCE

The key intuition is that from either citizen’s per-
spective, the miscoordination cost scales linearly in
the probability that the other citizen will go to a
different site. By contrast, the benefit of getting the
government to send fewer resources to a site has
diminishing returns. For example, the protester would
rather know the other protester will show up to the
focal site along with all of the government resources
to knowing the other protester will show up half of
the time along with half of the government forces. The
following proposition formalizes and generalizes this
observation:

Proposition 1. In main parameterization with no com-
munication, in any optimal equilibrium for protesters,
s∗1 = s∗2 = 1 and r∗1 = R.

Proof. All proofs are in Online Appendix B. □

In summary, the “no communication” scenario cap-
tures a situation where, absent the ability to coordi-
nate, the best citizens can do is just go to the focal
site and hope for the best knowing it will be heavily
defended by the government.

Private communication

Now suppose that before the protest/resource alloca-
tion decisions, citizen 1 sends a cheap talk message
m ∈ ℝ, which is observed by citizen 2 but not the
government. This represents an ideal type where
protesters’ communication is capable of evading state
surveillance. The private communication assumption
approximates cases such as within weak states, among
highly evasive protest movements that have escaped
infiltration, or later in the course of a movement
as protesters build effective mobilizing structures
(Bishara, 2021; Pearlman, 2021). It can also represent
protesters having recently identified a new technology
or new ways to use an existing technology before the
government catches on.

Formally, a pure strategy for citizen 1 is to send a
message m and to protest as a function of m, s1(m).
A pure strategy for citizen 2 is the site to go to as a
function of m, s2(m).

Since the message is cheap talk, any equilibrium
without communication (s∗1, s∗2, r∗) has a correspond-
ing set of equilibria where any message is sent and
the actors play (s∗1, s∗2, r∗) for any message. That is,
since the message is not directly payoff relevant, it can
be ignored.

However, we focus on equilibria that are best for
citizens, and citizens may do better by conditioning
their strategy on the message. Further, in this sec-
tion, there is no loss to focusing on equilibria where
both protesters go to whichever site is indicated by the
message:

Definition 1. An equilibrium has direct messaging
if and only if the citizens always go to the site
corresponding to the message, that is, s∗1(m) = s∗2(m).

Fortunately, these two refinements end up having a
close relationship; as shown in Online Appendix A, the
direct messaging equilibrium (which as we will show is
unique) gives the highest possible payoff to protesters.

For this class of equilibria, we can effectively treat
the protesters as a unitary actor, since they have the
same preferences and take the same action in equi-
librium. As a result, the dynamics of protest resemble
the model developed in Powell (2007), and our analysis
closely parallels that paper.

Unlike the case with no communication, protesters
can now play a strategy where the government is not
sure what site they will go to, but because of the ability
to communicate, they always show up at the same site
as each other and pay no miscoordinatinon cost.

For there to be an equilibrium with such mixing, the
protesters must be indifferent between protesting at
all sites they go to with positive probability. Further,
the government only expends resources at sites that
are protested with strictly positive probability. These
observations also imply that if the site j is protested,
then 1,… , j − 1 must also be protested. So, one con-
dition for an SPNE where sites 1,… , n are protested
and defended for some n < N is that there must exist
a resource allocation (r∗1 ,… , r∗n) such that

∑h
j=1 r∗j = R

and:

v1(2, r∗1 ) = v2(2, r∗2 ) = ⋯ = vn(2, r∗n) ≥ vn+1(2, 0).

The condition for an equilibrium where all sites are
protested (n = N) is the same except there is no
inequality at the end.

To get intuition about how many sites are protested
in equilibrium, start with the case where the govern-
ment has few resources. If so, they cannot defend site
1 enough to prevent it from being the most attractive
site to protest. Formally, let R̂1 be the resource level
implicitly defined by:

v1(2, R̂1) = v2(2, 0). (2)

If R ≤ R̂1 and the government were to dedicate any
resources to another site, then the protesters would
have a strict preference to go to site 1, and hence in the
direct messaging equilibrium, only site 1 is protested
and defended.

Once R > R̂1, if the government dedicated all
resources to site 1, then protesters would strictly prefer
site 2. So, this serves as a threshold where the gov-
ernment goes from only defending site 1 to defending
sites 1 and 2, and the protesters start going to site 2
as well. (The government must begin defending site
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CHAU et al. 7

2 before any other site because v2(2, 0) > vj(2, 0) for
j > 2.)

For some range of resources, the government
just defends sites 1 and 2, and picks an allocation
that makes the citizen indifferent between the sites:
v1(2, r∗1 ) = v2(2, R − r∗1 ). By the assumptions placed on
the vjs, such an allocation exists and is unique. If this
allocation makes the protesters strictly prefer protest-
ing site 1 or 2 to protesting an undefended site 3, then
there is a unique equilibrium where just 1 and 2 are
protested and defended.

Continuing this line of reasoning, as R increases,
the government starts defending more sites, and the
protesters also protest more sites because the most
attractive targets are well defended.

The last thing to characterize is the protest prob-
ability within the set of sites where this is nonzero.
Similar to the government strategy, the protester strat-
egy must leave the government indifferent between
increasing the allocation to any site. As derived in
Online Appendix B, this gives:

𝜎∗j =

⎛⎜⎜⎝wj
𝜕vj(2,rj)

𝜕rj

||||r=r∗j

⎞⎟⎟⎠
−1

∑
k∈

(
wk

𝜕vj(2,rk)

𝜕rk

||||r=r∗j

)−1
, (3)

where  is the set of sites protested with positive prob-
ability.

If the government and protesters give each site the
same relative value as each other (constant wj), then
how often a site is protested is proportional to the
inverse of the marginal gain from defending it more.
It is not clear whether these are the ex ante more
valuable sites (lower j) because these are generally
defended more, lowering this marginal gain, but also
can be more valuable in general, which may increase
the marginal gain.

We can make a clearer claim with respect to wj.
Recall that this scales the vj function, which deter-
mines how much protesters value the site, and so wj
captures how much the government values the site rel-
ative to the protesters. This result implies that the sites
the government values relatively more must have less
protest. The result follows from the logic of mixing:
If the government relatively values a site, they would
deviate and defend it more unless the protesters do not
go there as often, and if they deviate to defend it more,
that breaks the protester indifference.

Summarizing:

Proposition 2. In the main parameterization with per-
fect private communication, there is a unique direct

messaging equilibrium, which gives the highest possi-
ble utility to the protesters. In this equilibrium:

1. there exists an n∗ ∈ {1,… , N} such that sites {1,… , n∗}
are protested and defended while sites j > n∗ are not;

2. as R increases, the number of sites protested is weakly
increasing and the protester equilibrium utility is
strictly decreasing;

3. if site j is protested, then the probability of protest at
site j is strictly decreasing in wj.

While other results will provide a different perspec-
tive, this version of the model highlights one sense in
which protesters attacking multiple sites is a sign of
strong regimes. If the regime had few resources, there
would be nothing to stop the protesters from going to
the focal site.

One interpretation of R is not the actual budget of
the government, but how much their presence harms
protesters. For example, one key difference between
countries with repressive governments and more free
societies is that, in the latter, protesters care much
less if the police show up where they do. If v1 is
not sharply decreasing in R, then even with private
communications, citizens can still go to the focal
site. Intuitively, there is not much downside to the
government sending all of their resources there.

Our motivating cases are consistent with the result
that the number of sites protested is increasing in R.

First, while protests occurred at multiple sites in
both cases, the degree of dispersion across sites was
much higher in Hong Kong than that in Sudan—
consistent with the model’s expectation of the effect
of the much higher repressive capacity (R) of the
regime in Hong Kong. At its peak, Hong Kong saw
over two dozen parallel protests occurring at the same
time (ANTIELAB Research Data Archive, 2020; Teo &
Fu, 2021).5 On the other hand, and in spite of Khar-
toum’s larger size, there were often only around half a
dozen parallel protests to any one focal event. While
it is difficult to compare repressive capacity in a sys-
tematic manner, Hong Kong’s higher income, high
number of police officers per capita (twice that of the
United States), and the fragmentation of Sudan’s secu-
rity apparatus (Hassan & Kodouda, 2019), all point to a
significantly stronger policing force in Hong Kong.

Second, substantial inter-temporal variation within
cases also illustrates this result. In the early stages of
each protest movement, Hong Kong saw no parallel
protests and Khartoum saw very few. However, as each
government began to repress protests as the move-
ment persisted, some protesters increasingly began to

5 As discussed in the concluding section “Closing points,” it may be valuable
to distinguish between the number of sites that get protested on a given day
and how many get protested across different days.
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8 COMMUNICATION, COORDINATION, AND SURVEILLANCE

shy away from focal sites and instead mobilize across
local neighborhoods.6

Value of communication

It will also be useful to define how much a particu-
lar communication protocol increases the payoff of
the protester in the optimal equilibrium relative to
the equilibrium where all go to the focal site. Let
u∗(o, l) be the citizen payoff in the optimal equilibrium
with a communication protocol observed by other
protesters with probability o and by the government
with probability l.

Definition 2. The value of communication with obser-
vation probabilities (o, l) is:

V ∗(o, l) = u∗(o, l) − u∗(0, 0).

In the case of no cost to protest, the value of com-
munication is also equal to the increase in the success
of the movement.

By definition, there is no value in the no-
communication case. In the private information
case, since the protesters must be indifferent between
all sites, this takes a simple form, which compares the
value of protesting the focal site with less government
presence to what they would get going to the focal site
with all government resources spent there:

V ∗(1, 0) = v1(2, r∗1 ) − v1(2, R).

Intuitively, this captures the idea that the value of
private communication is that it forces the regime
to spread their resources thin, making protests
more effective.

This has the following properties:

Proposition 3. In the main parameterization, the
value of private communication has the following
properties

∙ V ∗(1, 0) = 0 if R ≤ R̂1
∙ V ∗(1, 0) > 0 if R > R̂1
∙ limR→∞ V ∗(1, 0) → 0

When the regime has so few resources (or their pres-
ence has such a small deterrent effect) that the protest
will all happen at the focal site anyways, there is no
value to private communication. At the other extreme,
when the regime can police all sites so intensely
that the value of going anywhere is low, there is also

6 See Teo and Fu (2021) for this dynamic in Hong Kong, and for Sudan, phone
interview, October 31, 2019; interview November 30, 2019, Khartoum, Sudan;
focus group, December 9, 2019, Khartoum, Sudan.

little value to private communication. It is for the
in-between cases where the value of spreading the
government resources thin is highest.

Public communication

Now suppose that both protester 2 and the govern-
ment observe the message sent by protester 1: o = l =
1. The protesters could use a strategy where protester
1 chooses the message according to a mixed strategy
and both protesters go to the site indicated. However,
now that the government can also condition its allo-
cation of resources on the message, it is clearly a best
response for them to also send all resources to the site
m. But if the government is going to send all resources
to whatever site the protesters go to, then they might
as well go to the focal site.7

If we keep the restriction to direct messaging equi-
libria, there is now a unique equilibrium of this form
where all m = 1, and all go to the focal site.

However, there are also other equilibria, and in fact
a site selection/resource allocation can be a part of an
equilibrium of the model with public communication
if and only if it is an equilibrium to the model with
no communication. This follows immediately from the
fact that the message is payoff irrelevant, and the sub-
game following all observing the message is identical
to the no-communication game.

Proposition 4. In the model with the main parameter-
ization and public communication:

(i) in any optimal equilibrium for protesters, the focal
site is the only one protested and defended on the
equilibrium path,

(ii) there is a unique direct messaging equilibrium
where m∗ = 1, and

(iii) the value of communication is zero (V ∗(1, 1) = 0)

So, there is a sense in which public communica-
tion is irrelevant. However, informally, it can help solve
the equilibrium selection problem if it is not clear
to protesters what the focal site is. While there are
some examples where a focal protest time/place is
known, in other settings, individuals may be unsure
of when and where protests will be, absent some
kind of public communication. Consider Khartoum,
which has numerous places that could be consid-
ered focal points for protest: some for political reasons
(e.g., in front of Parliament), others for symbolic pur-
poses (e.g., by the University of Khartoum, where
two prior historic uprisings erupted), and still oth-
ers due to their practicality (e.g., within the open-air

7 This is similar to the dynamics described in Carter and Carter (2020), in
which protesters follow a focal calendar.
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CHAU et al. 9

souk). The public calendar of events helped coordinate
protesters at a different focal point in Khartoum for
each specific event.

EDGE AND INTERIOR CASES

In this section, we consider variants to the model
where messages are sometimes observed. In the visu-
alization of Figure 1, we first consider an “edge” case
where the government never observes the message
and the other protester sometimes (but not always)
does, and then add the possibility of the message
leaking to the government.

Imperfect citizen observation

First, consider the case where the government never
observes the message (l = 0) but protester 2 only
sometimes observes the message (o ∈ (0, 1)). Protester
1 must make their site choice before they know
whether 2 observes the message. Think of this as a case
where protest leaders are very secretive and err on the
side of not having their message seen by many poten-
tial followers in order to be sure the government does
not learn their plans.

We again focus on a direct messaging equilibrium
in which protester 1 sends message m with probabil-
ity 𝜎m and always goes to the site corresponding to
the message. When protester 2 observes message m,
which occurs with probability o, they will also go to
site m.

If protester 2 does not observe the message, they
could in principle play a mixed strategy or default to
one site. We focus on equilibria where protester 2 goes
to the focal site if not observing the message; call this a
direct messaging/focal default equilibrium. In Online
Appendix A, we prove that no other equilibrium can
give a higher payoff than the direct messaging/focal
default equilibrium when the observation probability
(o) is sufficiently high and when the leak probability
(l) is sufficiently low (as well as several other special
cases), and discuss why it likely holds for any (o, l) pair.

The indifference condition for protester 1 in an
equilibrium where sites {1,…n} are protested is then:

v1(2, r∗1 ) = ov2(2, r∗2 ) = ⋯ ovn(2, r∗n) ≥ ovn+1(2, 0).

The logic of the solution here is similar. If the gov-
ernment resources are low, protesters just go to the
focal site. The critical resource level for an equilibrium
where protesters go to site 2 as well is:

v1(2, R) = ov2(2, 0). (4)

As o → 1, this approaches the perfect private com-
munication case, and as o → 0, the condition cannot
hold as the other protester is never tipped off to the
alternative location. Rearranging, if

o ≤ o(R) ≡ v1(2, R)∕v2(2, 0),

then the direct messaging equilibrium is only at the
focal site, and there is no value to communication. If
o > o(R), then the direct messaging equilibrium will
involve multiple sites and the technology will have
strictly positive value.

To fully characterize the equilibrium, in this section,
write the solution to this equation as R̂1(o). Since the
right-hand side (RHS) is increasing in o and the left-
hand side (LHS) is decreasing in o, R̂1(o) is strictly
decreasing in o. That is, the easier it is for protester 2 to
observe the message, the wider the range of resources
where multisite protests are valuable.

By a similar logic, as the government resources
increase, the protest spreads to more and more sites,
though each threshold R̂j(o) is strictly decreasing
in o.

The last key aspect of this equilibrium is that since
the value of all protests at all sites beyond 1 is scaled
by o, as o decreases, the government must spend more
resources at site 1 (even keeping fixed the set of sites
protested). As a result, the equilibrium protester utility,
which is again v1(2, r∗1 (o)), increases in o, and increases
strictly in any equilibrium with multiple protest sites.

Proposition 5. In the main parameterization with
imperfect private communication (o ∈ (0, 1), l = 0), in
the direct messaging/focal default equilibrium:

(i) if o ≤ o(R), the unique direct messaging equilib-
rium involves going all going to the focal site, and
V ∗(o, 1) = 0.

If o > o(R), then:
(ii) the direct messaging equilibrium involves protest-

ing more than one site, with
(iii) the number of sites n∗(o) defended is weakly

increasing in o,
(iv) V ∗(o, 1) is strictly increasing in o.

This is the first equilibrium where we will sometimes
see “miscoordination” in the sense that protesters
go to different sites. One protester in the Sudanese
case explained what this miscoordination looked like:
“when we got to the [publicly-advertised, focal] protest
spot we realized that [neighborhood activists] had
moved the protest. And we didn’t have any direct
contact with [them]… [we arrived] with the idea
that we would join the protest that had been publi-
cized [through public messages], but then we found
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10 COMMUNICATION, COORDINATION, AND SURVEILLANCE

that [neighborhood activists] had gotten together in
another area, in another square.”8

The analysis here implies that such miscoordination
does not mean that protesters are failing to use tech-
nology in the best way they can. If they were always
to go to the publicly announced (focal) site, it would
be easier for the government to send all resources
there as well. With imperfect communication tech-
nology, protesters must accept that sometimes others
sympathetic with their cause will not get the message.

Leaks and interior cases

Now we allow for the government to observe the
message sent by protester 1 with interior probabil-
ity. A strategy for the government must now specify
how resources are allocated (a) when the message
is not intercepted and (b) for each message when
the message is in fact intercepted. Conceptually, this
can map to the scenario where protesters have to
decide on where to go without knowing if the gov-
ernment has successfully intercepted their message.
Since the protesters cannot observe the messages per-
fectly, messages that end up leaked but unobserved
now carry an additional interpretation: messages that
are censored.

We retain a focus on a direct messaging equilibrium,
where the protester who does not observe the message
goes to site 1. For the government, when it observes m,
it is optimal to send all resources (R) to m; when it does
not, its best response to the mixed strategy by player 1
follows a similar logic as the previous cases. In partic-
ular, we must find an allocation that makes protester
1 indifferent between sending a message to go to sites
1,… , n and also not prefer to send a message to go to
site n + 1.

By the same logic of the previous iterations, when
the government resources are sufficiently low, the
direct messaging equilibrium involves always going to
the focal site. Protester 1 will start sending the mes-
sage to go to site 2 when the focal site is defended well
enough that it would be better to send a message to go
to site 2 if it remains undefended when the message
does not leak, while also knowing the other protester
will only get the message with probability o. Formally,
this condition is:

v1(2, R) = o[(1 − l)v2(2, 0) + lv2(2, R)]. (5)

Rearranging gives a simple closed-form solution for
when the communication technology has some value
in terms of o:

Proposition 6. In the main parameterization with
interior o and l:

8 Phone interview, August 15, 2020.

(i) the direct messaging/focal default equilibrium
involves more than just the focal site and the value
of the technology is strictly positive if and only if
o > o(R, l), where

o(R, l) =
v1(2, R)

(1 − l)v2(2, 0) + lv2(2, R)
; (6)

(ii) o is strictly increasing in l; and
(iii) o is strictly decreasing in R.

Part ii captures the natural trade-off where, the more
the government is likely to intercept a message, the
more it needs to be visible to other protesters to
have value. The intuition for part (iii) is that since
stronger governments can do more to fortify the focal
site, sending a message to protest elsewhere is more
valuable even if it may be unheard by protesters or
intercepted by the government.

The intuition behind the full equilibrium with direct
messaging follows a logic similar to that in the previous
cases:

Proposition 7. In the main parameterization with
interior observation and leak probabilities, there is
a unique direct messaging/focal default equilibrium
where:

(i) if o ≤ o(R, l), protest only occurs at the focal site.
For o > o(R, l):

(ii) the amount of repressive resources allocated to the
focal site is strictly decreasing in o, and the value of
technology is strictly increasing in o, and

(iii) the amount of repressive resources allocated to the
focal site is strictly increasing in l, and the value of
technology is strictly decreasing in l.

APPLICATIONS

In this section, we show that extensions to the baseline
model can provide insight into dynamics discussed
informally in past work and observed in our motivat-
ing cases.

Technological innovation

The technologies we study are (fairly) new but protest
dynamics in the digital age seem to be following pat-
terns posited by Doug McAdam (1983, p. 735) some
four decades ago:

Such innovations, however, only tem-
porarily afford challengers increased bar-
gaining leverage. In chess-like fashion,
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CHAU et al. 11

F I G U R E 2 Technological adoption over time.

movement opponents can be expected,
through effective tactical adaptation, to
neutralize the new tactic.

While writing a fully dynamic version of the model
would add considerable complexity, we can capture
this argument by considering how different technolo-
gies and ways of using them vary in our o and l
parameters over time.

Consider a set of modes or types of communication
h = 1,…. Let lh

t be the probability that a message leaks
on mode h in time t. Let oh

t be the probability that the
message is heard by the other protester. It is natural
to assume that both lh

t and oh
t are increasing in t. As

derived above, the value of using mode h at time t is
V ∗(oh

t , lh
t ).

Figure 2 gives a sense of why this may lead to
protesters shifting the technology they use over time.
The left panel plots the probability of observation
for the other protester (black) and the government
(grey), for technology that is just starting to be adopted
in period 1. At the outset, a small minority of the
protesters know about the old technology, while the
government almost never intercepts such messages.
Initially, this advantage grows (left panel) as the tech-
nology spreads quickly among protesters, and the
government is just starting to understand it. How-
ever, eventually the government “catches up”, and
the advantage of using this technology diminishes.
For these parameters (and R = 3), this technology is

useful in the sense of Proposition 7 for periods 4
through 6.

The right panel illustrates the same dynamic for a
newer technology, which does not start to take off
until around period 6. This technology is useful from
periods 7 through 9.

A more general expression of this pattern is that as
long as technologies “start” close to oh

t = 0 and lh
t = 0

and then both of these probabilities increase toward
oh

t = 1 and lh
t = 1, technologies can only be valu-

able to protesters for some intermediate window of t;
this follows immediately from the fact that V ∗(0, 0) =
V ∗(1, 1) = 0. Not all technologies must follow this tra-
jectory, for example, some may be persistently hidden
from the government. We set aside a more comprehen-
sive exploration of what other patterns may arise for
future work.

In our two cases, we observe cat-and-mouse
dynamics. In Hong Kong, police adapted to protesters’
innovative ICT uses. For example, protesters devel-
oped an app that communicated real-time geoloca-
tions of police personnel (Albrecht et al., 2021), which
initially stumped law enforcement. Eventually, author-
ities started monitoring these channels and forced
protesters to switch to new ones. In Sudan, we see
innovation in the use of existing technologies. The
regime eventually infiltrated some relatively more
open neighborhood WhatsApp groups. In response,
some protesters created new, more secret, groups in
which membership was selectively granted only after
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12 COMMUNICATION, COORDINATION, AND SURVEILLANCE

group administrators would improvise a “two-factor
verification” process through trusted intermediaries
for people who wanted to join.9

Costs to protest: How movements grow

In our main analysis, we set the cost of protesting
ki to zero. Now suppose it costs protester i a fixed
cost of ki > 0 to participate. The analysis is essentially
the same, with the additional participation constraint:
The protesters must be willing to protest over stay-
ing home. We can write the value of protest in any of
the variants studied above as the value of going to the
focal site, and so the condition to get both protesters
to participate is:

v1(2, r∗
f

(o, l)) ≥ min{k1, k2}.

A natural implication of this is that increasing R may
eventually make no protest tenable, as can increasing
l or decreasing o. In other words, absent a sufficiently
“good” communication technology (in the sense of
high o and low l), it may not be possible to have any
protest movement.

With more than two protesters (who all observe
the message with the same probability), the equi-
librium condition for an equilibrium with at least p
protesters is that there are at least p protesters with
ki ≤ v2(p, r∗

f
(o, l)).

Parallel protests

Due to information

In this section, we consider an extension where there
are multiple protesters. Given the analysis so far, it is
important to specify how this affects the leader’s ability
to communicate privately with others.

Indeed, in the Sudanese case, knowledge about
parallel protests was not spread evenly across the
population. Instead, only those connected to protest
leaders who organized parallel events might receive
private communication about them: For example,
when one protester was asked how they knew the loca-
tion of upcoming parallel protests, they responded,
“I have a friend [who] receives information from out-
side of Facebook. From [local protest leaders]… people
who you knew were active.”10

In general, it could be valuable to consider various
network structures of who can communicate, or a hier-

9 Phone interview, July 22, 2020; phone interview, August 15, 2020.
10 Phone interview, July 20, 2020.

archy where a smaller group higher up in the protest
organization can communicate relatively freely but
must worry about messages leaking as less commit-
ted members are sent messages. To start, we consider
a simple case where the P total protesters can be bro-
ken into two groups: Pins insiders who can hear the
message of protester 1 (including protester 1), and
Pout who cannot. Think of this as a case where the
protest leaders have been successful in including only
trusted members who will not leak to the government
in planning decisions.

Of course, protesters can always go to the focal site
expecting the government to send all their resources
too, which gives the protest value v1(P, R).

When can the protesters do better? Building on the
logic developed so far, it is possible that the insid-
ers can coordinate on attacking multiple sites while
the outsiders go to the focal site. This can work if the
value of adding a group of protesters to a nonfocal site
with little if any government presence outweighs the
loss of these protesters from a heavily defended focal
site.

The simplest form this can take is if the outsiders
always go to the focal site and the insiders follow the
message of a leader who plays a mixed strategy send-
ing them to sites 1 and 2. The leader indifference
condition (if site 2 is undefended) is:

v1(Pout + Pins, R) = v1(Pout, R) + v2(Pins, 0). (7)

To get a sense of when this strategy might be used at
different times as a protest movement grows, we can
ask how this critical threshold changes as Pins and Pout

increase. We discuss the results here informally, with
more details in the Online Appendix.

When R is large, the marginal value of adding a
protester to an undefended site 2 is higher than the
value of adding another inside to the well-defended
focal site. As a result, if early movements in repressive
environments are characterized by carefully adding
more insiders who can be trusted, this may be a phase
when the parallel strategy is attractive. This also high-
lights a way in which movements can grow as the
number of insiders grows. Since vf is increasing in the
number of protesters there, as there are more insiders
at the focal site the value of protest increases. Hence,
the “marginal” participants in the sense of facing a
higher cost to join may be willing to start going to the
focal site.

As for the number of outsiders, if there are increas-
ing marginal returns to adding more protesters to the
focal site, then increasing the number of outsiders
makes the strategy of all going to the focal site more
attractive. This dynamic may be present relatively
“late” in successful protest movements, where enough
citizens are getting involved that private communi-
cation becomes infeasible. However, with strength in
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numbers, they can overwhelm the government by all
showing up to the focal site.

Combining, for governments without many
resources or where repression has a small deter-
rent effect, adding anyone to the protest movement
makes going to the focal site more attractive. In more
repressive environments, adding insiders makes a
parallel protest strategy more effective.

More generally, the analysis in this section pro-
vides a suggestive explanation for dynamics of protest
movements that start small and at focal sites, then
spread to a wider number of sites as insiders learn to
coordinate on protesting other places that receive lit-
tle defense. However, once the movement gets large
enough that protest participants can overwhelm the
government at the focal site, they can go back to all
protesting there even if insiders in principle could
coordinate on hitting other sites as well.

Due to heterogeneous tolerance for
repression

Next, we develop an alternative intuition for the value
of parallel protest: heterogeneous tolerance of repres-
sion. The key idea is that some protesters will go to a
site that draws the government forces, allowing oth-
ers to go to sites that are safe (i.e., the neighborhood
protest in Hong Kong, or the “repression lightening”
strategy in Sudan) (Hassan, 2023). The key is that
now the cost to protester i depends on the level of
repression at the site where i goes.

In particular, if one protester is less concerned about
being repressed, it may be best for the movement if
they always go to the focal site and “suck up” the gov-
ernment’s resources, while the other group mixes at
more lightly defended sites. This can be optimal for the
government because the focal site is always protested
while other sites are often empty. From the protester
perspective, the group going to the focal site does not
deviate because this site is valuable and they do not
mind police presence as much. (Even if they would
rather go elsewhere, they may want to commit to going
to this site if doing so is necessary to get the other
protester to join by pulling most government resources
to the focal site.)

One dynamic we want to capture is where some set
of protest leaders go to the focal site, while smaller
groups stage simultaneous parallel protests. In the
Online Appendix, we formalize two reasons why this
can occur. First, some protesters may face a higher
cost of being at a site with a large police presence, and
hence will avoid major protests at focal site.

Second, if the strategic complementarities of protest
are not too strong, it may be better for the movement
to have protesters at multiple sites so the govern-
ment cannot send all of their forces to the focal site.

These explanations are not mutually exclusive: Parallel
protests can be a way to get more individuals involved
and spread out government resources.

Empirical observations

We see heterogeneous tolerance for repression among
protesters in both our motivating examples, whereby
individuals with a higher tolerance braved focal sites
and those with a lower tolerance congregated in
parallel sites.

Hong Kong
Initially, large groups of peaceful protesters gathered
at focal sites like Victoria Park and the police did little
to deter. However, as repression increases, the dynam-
ics shifted and the risk of attending large gatherings
increases (Chau & Wan, 2024). This also coincided with
the growth of parallel protests.

Intuitively, this creates a situation in which
protesters with higher tolerance for police pres-
ence specifically go to nonfocal sites to “soak up” R.
According to the former Hong Kong leader, these are
protesters who “have no stake in the society.”11 Dur-
ing the movement, there was clear division between
frontline protesters who confront the police directly,
ensuring larger, less confrontational assemblies con-
tinue elsewhere (Lee et al., 2019). The protest slogan
“peaceful protesters (���) and violent protesters
(��) have no division (��)” (����) elucidates
the complementarity of the two groups of protesters
(Lee, Cheng, et al., 2022).

Sudan
Similar dynamics emerged in Sudan. Though repres-
sion at the focal site was expected, individuals who
attended these protests claimed that it was their “duty”
to do so to keep the revolution alive. This is in con-
trast to parallel protests within neighborhoods where
police presence was often lower and the environment
was “more chill.”12

While no systematic evidence of protest attendance
by site is available, qualitative observations and gen-
eral narratives paint different pictures. One could find
the full range of Sudanese citizens in a neighborhood
protest, including older people who did not have the
stamina to walk long, let alone outrun police offi-
cers. On the other hand, a certain type of protester
was more likely to attend focal site protests where
violence was expected: Individuals who were young,
physically fit, and more middle class (and thus more

11 Transcript of remarks, August 9, 2019, Hong Kong Government.
Permanent link (via Archive.org)
12 Phone interview, October 31, 2019.
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likely to “know” someone that can get them out of
detention).13

CLOSING POINTS

The expansion of ICT has dramatically changed
protest dynamics across the world—for both
protesters and the governments they are mobilizing
against. Protesters often turn to ICT to communicate
and coordinate collective action against bad govern-
ments. But precisely because of the gains in tactical
coordination that ICT has facilitated, governments
have invested in intercepting communication sent via
ICT so as to hinder mobilization.

This paper speaks to this dilemma by modeling
the effects of ICT on contention at varying levels of
government infiltration of protester communication.
Throughout, we have illustrated some of our the-
oretical findings with descriptions from two recent
episodes of contention, the Sudanese Uprising and
the Hong Kong Anti-Extradition Bill Movement as well
as incorporating insights from empirical research on
other episodes of collective action within repressive
regimes. That our paper speaks to how protesters used
ICT across very different contexts, most notably in the
strength of the security apparatus, suggests the utility
of our model.

A broad takeaway from the model is that an
important variable for understanding the dynamics
of protest is how they are dispersed across time and
space. While we can never directly measure a mixed
strategy used by protesters, the comparative statics in
the model on the number of sites protested can be
roughly measured by asking how many different sites
are used for protest. The key predictions on this vari-
able are that more sites will be protested when the gov-
ernment has more resources (higher R, Proposition 2),
when communication is less likely to be intercepted
(low l, Proposition 6), and when other protesters are
more likely to see messages (high o, Proposition 6).
Notably, all of these parameters broadly relate to dif-
ferent notions of state capacity, and so different types
of “strong” regimes may experience different kinds of
protest. Strong regimes in the sense of having lots of
police and equipment to physically suppress protests
(high R) will tend to have protests hitting many sites,
while those who are strong in the sense of being able
to infiltrate protest communication networks (higher
l) or censor tactical information (low o) will tend to see
protests occur at a small number of focal sites.

While the results about how many sites are protested
in equilibrium are less concrete, a general prediction
is that multisite protest will happen when there are a

13 Focus group, July 19, 2019, Khartoum, Sudan.

larger number of “outsiders” who are willing to par-
ticipate in the movement but are not plugged into
secure communication networks. Our analysis also
suggests that multisite protest arises when there are
heterogenous costs of repression, which may be more
likely when protest movements draw on a wider range
of demographics (e.g., young and old participants).
While not examined in our model, future theoretical
work might adapt our model to consider not only vari-
ation in repressive capacity, but in who that repression
targets (e.g., protest leaders versus on-lookers).

A final prediction about what sites are more likely to
be protested follows a standard mixed strategy logic
but may be somewhat counterintuitive: The proba-
bility of going to a site (conditional on this being
nonzero) is determined not by how much protesters
value the site, but by how much the government val-
ues the site (Proposition 2). This result is driven by the
logic of keeping other actors indifferent: If protesters
value a site greatly, that will induce the government
to defend it more so the site is not always hit. On
the other hand, keeping the government indifferent
between increasing resource allocations across sites
relies on protesting more at sites that the government
values less.

Future empirical work could test these implications,
and related implications like how the improved ability
to censor (lower o) affects these outcomes. The model
also opens paths for future theoretical work, for exam-
ple, on hierarchical communication among protesters
or the impact of government censorship of ICT.

A C K N O W L E D G M E N T S
Many thanks to Korhan Kocak, Noah Nathan, Katrin
Paula, Amy Pond, Naomi Tilles, and audience mem-
bers at TUM Munich, APSA 2023, POLECONUK, and
NYU Abu Dhabi for insightful comments and sugges-
tions.

O R C I D
Tak-Huen Chau https://orcid.org/0000-0001-7622-
1000
Mai Hassan https://orcid.org/0000-0002-0476-8792

R E F E R E N C E S
Albrecht, Martin R., Jorge Blasco, Rikke Bjerg Jensen, and Lenka

Mareková. 2021. “Collective Information Security in {Large-Scale}
Urban Protests: the Case of Hong Kong.” In 30th USENIX Security
Symposium (USENIX Security 21), 3363–3380.

ANTIELAB Research Data Archive. 2020. https://antielabdata.jmsc.
hku.hk/

Barbera, Salvador, and Matthew O. Jackson. 2020. “A Model of
Protests, Revolution, and Information.” Quarterly Journal of
Political Science 15(3): 297–335.

Beissinger, Mark R. 2022. The Revolutionary City: Urbanization and
the Global Transformation of Rebellion. Princeton, NJ: Princeton
University Press.

 15405907, 0, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1111/ajps.12904 by U

niversity O
f C

alifornia - B
erkeley, W

iley O
nline L

ibrary on [11/09/2024]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense

https://orcid.org/0000-0001-7622-1000
https://orcid.org/0000-0001-7622-1000
https://orcid.org/0000-0001-7622-1000
https://orcid.org/0000-0002-0476-8792
https://orcid.org/0000-0002-0476-8792
https://antielabdata.jmsc.hku.hk/
https://antielabdata.jmsc.hku.hk/


CHAU et al. 15

Bennett, W. Lance, and Alexandra Segerberg. 2012. “The Logic of
Connective Action: Digital Media and the Personalization of
Contentious Politics.” Information, Communication & Society
15(5): 739–68.

Bishara, Dina. 2021. “The Generative Power of Protests: Time and
Space in Contentious Politics.” Comparative Political Studies
54(10): 1722–56.

Blair, Graeme, Darren Chistensen, and Michael Gibilisco. 2022. “The
Point of Attack: Where and Why Does Oil Cause Armed Conflict in
Africa?” Manuscript. UCLA and Cal Tech.

Carter, Erin Baggott, and Brett L. Carter. 2020. “Focal Moments
and Protests in Autocracies: How Pro-Democracy Anniversaries
Shape Dissent in China.” Journal of Conflict Resolution 64(10):
1796–827.

Chau, Tak-Huen, and Kin-Man Wan. 2024. “Pour (Tear) Gas on
Fire? Violent Confrontations and Anti-Government Backlash.”
Political Science Research and Methods 12(1): 184–94.

Christensen, Darin, and Francisco Garfias. 2018. “Can You Hear
Me Now? How Communication Technology Affects Protest and
Repression.” Quarterly Journal of Political Science 13(1): 89–117.

Clarke, Killian, and Korhan Kocak. 2019. “Launching Revolution:
Social Media and the Egyptian Uprising’s First Movers.” British
Journal of Political Science 50(3): 1025–45.

Diamond, Larry. 2010. “Liberation Technology.” Journal of Democ-
racy 21(3): 69–83.

Dragu, Tiberiu, and Yonatan Lupu. 2021. “Digital Authoritarianism
and the Future of Human Rights.” International Organization
75(4): 991–1017.

Enikolopov, Ruben, Alexey Makarin, and Maria Petrova. 2020.
“Social Media and Protest Participation: Evidence from Russia.”
Econometrica 88(4): 1479–514.

Fu, Diana. 2017. “Disguised Collective Action in China.” Compara-
tive Political Studies 50(4): 499–527.

Fu, Diana. 2018. Mobilizing without the Masses: Control and Con-
tention in China. Cambridge: Cambridge University Press.

Gieryn, Thomas F. 2000. “A Space for Place in Sociology.” Annual
Review of Sociology 26(1): 463–96.

Gohdes, Anita. 2020. “Repression Technology: Internet Accessibility
and State Violence.” American Journal of Political Science 64(3):
488–503.

Hassan, Mai. 2023. “Coordinated Discoordination.” American Polit-
ical Science Review 118(1): 163–77.

Hassan, Mai, and Ahmed Kodouda. 2019. “Sudan’s Uprising: The Fall
of a Dictator.” Journal of Democracy 30(4): 89–103.

Ketchley, Neil. 2017. Egypt in a Time of Revolution: Contentious
Politics and the Arab Spring. Cambridge: Cambridge University
Press.

King, Gary, Jennifer Pan, and Margaret E. Roberts. 2013. “How
Censorship in China Allows Government Criticism but Silences
Collective Expression.” American Political Science Review 107(2):
326–43.

Kocak, Korhan, and Özgür Kıbrıs. 2023. “Social Media and Press
Freedom.” British Journal of Political Science 53(1): 140–62.

Lee, Francis L.F., Edmund W. Cheng, Hai Liang, Gary K.Y. Tang,
and Samson Yuen. 2022. “Dynamics of Tactical Radicalisation
and Public Receptiveness in Hong Kong’s Anti-Extradition Bill
Movement.” Journal of Contemporary Asia 52(3): 429–51.

Lee, Francis L.F., Hai Liang, Edmund W. Cheng, Gary K.Y. Tang,
and Samson Yuen. 2022. “Affordances, Movement Dynamics,
and a Centralized Digital Communication Platform in a Net-
worked Movement.” Information, Communication & Society
25(12): 1699–716.

Lee, Francis L.F., Samson Yuen, Gary Tang, and Edmund W. Cheng.
2019. “Hong Kong’s Summer of Uprising.” China Review 19(4): 1–
32.

Little, Andrew. 2016. “Communication Technology and Protest.”
Journal of Politics 78(1): 152–66.

Lohmann, Susanne. 1993. “A Signaling Model of Informative and
Manipulative Political Action.” American Political Science Review
87(2): 319–33.

Lutscher, Philipp M., and Neil Ketchley. 2023. “Online Repression
and Tactical Evasion: Evidence from the 2020 Day of Anger
Protests in Egypt.” Democratization 30(2): 325–45.

McAdam, Doug. 1983. “Tactical Innovation and the Pace of Insur-
gency.” American Sociological Review 48(6): 735–54.

Morozov, Evgeny. 2012. The Net Delusion: The Dark Side of Internet
Freedom. New York: Public Affairs.

Pan, Jennifer, and Alexandra A. Siegel. 2020. “How Saudi Crack-
downs Fail to Silence Online Dissent.” American Political Science
Review 114(1): 109–25.

Pearlman, Wendy. 2021. “Mobilizing from Scratch: Large-Scale Col-
lective Action without Preexisting Organization in the Syrian
Uprising.” Comparative Political Studies 54(10): 1786–817.

Powell, Robert. 2007. “Defending against Terrorist Attacks with
Limited Resources.” American Political Science Review 101(3):
527–41.

Powell, Robert. 2009. “Sequential, Nonzero-Sum ‘Blotto’: Allocat-
ing Defensive Resources Prior to Attack.” Games and Economic
Behavior 67(2): 611–15.

Schwedler, Jillian. 2022. Protesting Jordan: Geographies of Power and
Dissent. Palo Alto, CA: Stanford University Press.

Shapiro, Jacob, and Davied Siegel. 2015. “Coordination and Secu-
rity: How Mobile Communications Affect Insurgency.” Journal of
Peace Research 52(3): 312–22.

Sonin, Konstantin, and Austin L. Wright. 2022. “Rebel Capacity,
Intelligence Gathering, and Combat Tactics.” American Journal of
Political Science 68(2): 459–77.

Steinert-Threlkeld, Zachary C. 2017. “Spontaneous Collective
Action: Peripheral Mobilization during the Arab Spring.”
American Political Science Review 111(2): 379–403.

Teo, Elgar, and King-wa Fu. 2021. “A Novel Systematic Approach of
Constructing Protests Repertoires from Social Media: Compar-
ing the Roles of Organizational and Non-Organizational Actors in
Social Movement.” Journal of Computational Social Science 4(2):
787–812.

Tufekci, Zeynep. 2017. Twitter and Tear Gas: The Power and Fragility
of Networked Protest. New Haven, CT: Yale University Press.

Weidmann, Nils B., and Espen Geelmuyden Rod. 2019. The Inter-
net and Political Protest in Autocracies. Oxford: Oxford University
Press.

Xu, Xu. 2021. “To Repress or to Co-opt? Authoritarian Control in the
Age of Digital Surveillance.” American Journal of Political Science
65(2): 309–25.

Zhao, Dingxin. 1998. “Ecologies of Social Movements: Student Mobi-
lization During the 1989 Prodemocracy Movement in Beijing.”
American Journal of Sociology 103(6): 1493–529.

S U P P O R T I N G I N F O R M A T I O N
Additional supporting information can be found
online in the Supporting Information section at the
end of this article.

How to cite this article: Chau, Tak-Huen, Mai
Hassan, and Andrew T. Little. 2024.
“Communication, coordination, and
surveillance in the shadow of repression.”
American Journal of Political Science 1–15.
https://doi.org/10.1111/ajps.12904

 15405907, 0, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1111/ajps.12904 by U

niversity O
f C

alifornia - B
erkeley, W

iley O
nline L

ibrary on [11/09/2024]. See the T
erm

s and C
onditions (https://onlinelibrary.w

iley.com
/term

s-and-conditions) on W
iley O

nline L
ibrary for rules of use; O

A
 articles are governed by the applicable C

reative C
om

m
ons L

icense

https://doi.org/10.1111/ajps.12904

	Communication, coordination, and surveillance in the shadow of repression
	Abstract
	EXAMPLES OF COMMUNICATION TACTICS
	THE MODEL
	Choices
	The value of protest
	Payoffs
	Communication
	Main parameterization and scope conditions

	CORNER CASES
	No communication
	Private communication
	Value of communication
	Public communication

	EDGE AND INTERIOR CASES
	Imperfect citizen observation
	Leaks and interior cases

	APPLICATIONS
	Technological innovation
	Costs to protest: How movements grow
	Parallel protests
	Due to information
	Due to heterogeneous tolerance for repression
	Empirical observations


	CLOSING POINTS
	ACKNOWLEDGMENTS
	ORCID
	REFERENCES
	SUPPORTING INFORMATION




