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ABSTRACT 
Misconceptions about digital security and privacy topics in the 
general public frequently lead to insecure behavior. However, little 
is known about the prevalence and extent of such misconceptions 
in a global context. In this work, we present the results of the 
frst large-scale survey of a global population on misconceptions: 
We conducted an online survey with � = 12, 351 participants in 
12 countries on four continents. By investigating infuencing factors 
of misconceptions around eight common security and privacy topics 
(including E2EE, Wi-Fi, VPN, and malware), we fnd the country of 
residence to be the strongest estimate for holding misconceptions. 
We also identify diferences between non-Western and Western 
countries, demonstrating the need for region-specifc research on 
user security knowledge, perceptions, and behavior. While we did 
not observe many outright misconceptions, we did identify a lack of 
understanding and uncertainty about several fundamental privacy 
and security topics. 
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1 INTRODUCTION 
Despite the huge amount of advice for users on staying safe and 
private online, users’ misconceptions exist across many aspect of 
digital security and privacy [1, 3, 16, 25, 46]. Users’ misconceptions 
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likely lead to less secure behavior [17, 22], increasing users’ risk 
to be harmed. Understanding these misconceptions is thus consid-
ered an essential factor for providing users with accessible advice 
tailored to debunk misconceptions and is of critical importance 
to better educate users about secure online behavior [35, 38]. A 
multitude of usable security and privacy research focuses on advice, 
and advice sources [30–32] as well as on whether and how users 
are aware of and understand certain security aspects, such as end-
to-end encryption or HTTPS [1, 22]. Device usage and usage habits 
difer worldwide [40], thus misconceptions likely also difer around 
the world. However, most of the literature on (mis)conceptions 
focuses on participants from Western countries. See Appendix A 
for an overview of related work organized by misconception topic 
and country studied. Although previous work has pointed to dif-
ferences, particularly between Western and non-Western countries 
(see Section 2), a comprehensive overview of users’ misconceptions 
across diferent topics and countries is still missing. Our study aims 
to fll this research gap by investigating (mis)conceptions around 
the world and shedding light on the prevalence and factors that 
infuence security and privacy (mis)conceptions. In this paper, we 
therefore answer the following research questions: 
RQ1: How widespread are misconceptions about digital security 

threats in various security and privacy-related topics around 
the world? 

RQ2: What factors infuence users’ misconceptions about various 
digital security and privacy topics? 

To address our research questions, we conducted a quota-repre-
sentative online survey with � = 12, 351 participants in 12 coun-
tries from four continents representing 42% of the world’s pop-
ulation (see Figure 2). We cover a variety of cultures and coun-
tries difering in their economic status and Internet access. Our 
country selection was limited to countries for which online panel 
providers could ofer an approximate representative sample. There-
fore, the countries researched in this study are China, Germany, 
Great Britain, India, Israel, Italy, Mexico, Poland, Saudi Arabia, Swe-
den, the USA, and South Africa. By including countries around 
the world and various security and privacy-related topics, we shed 
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light on which issues and factors are relevant in which country. We 
addressed (mis)conceptions for areas like secure communication, 
secure browsing, device security, and authentication. 

Our key fndings are: 

• Many users worldwide show neither high rates of agreement 
nor high rates of disagreement with a variety of digital se-
curity misconceptions. This indicates general uncertainty 
about these topics. 

• Some misconceptions are prevalent around the world, 
e. g., “It is important for the security of my user accounts to 
regularly change the password.” 

• Certain security aspects are globally recognized, e. g., 
the risk of shoulder-surfng. 

• One of the most important factors infuencing user mis-
conceptions is the country of residence, with greater 
diferences between Western and non-Western countries. 

Collectively, our fndings provide a frst overview of (mis)concep-
tions about security and privacy-related topics around the world. 
We discuss what factors infuence the various misconception topics 
and which misconceptions are most prevalent in diferent countries. 

2 RELATED WORK 
A number of previous studies investigated users’ understanding, 
misconceptions, knowledge, and behavior on digital security and 
privacy topics, including across diferent countries. The prior work 
presented in this section forms the foundation of our survey. Addi-
tionally, Section 3 includes prior work on which we based certain 
parts of the questionnaire. 

2.1 End User Understanding and 
Misconceptions 

Prior work on user understanding and misconceptions is diverse, 
with studies researching understanding of the Internet as a whole, 
and other studies focusing on mental models of specifc aspects like 
HTTPS. 

In a qualitative interview study, Kang et al. [16] researched users’ 
knowledge and mental models of the Internet and how they afect 
users’ privacy and security decisions. Even though they found difer-
ences in mental models for the Internet of laypeople and users with 
computer science (i. e., technical) background, they could not fnd 
a direct relationship between technical background and security 
measures taken. However, participants with technical background 
were more likely to secure their connection and scored better on 
technical knowledge questions regarding privacy. The authors also 
found a correlation between awareness of threats and the number 
of privacy protection measures, suggesting that awareness is a bet-
ter predictor for protective measures than technical background. 
Additionally, users stated to refrain from using protective actions 
due to beliefs such as no one is interested in my data. In an interview 
study with 59 users, Kocabas et al. [20] found that misconceptions 
about the protection of online accounts are widespread, especially 
the belief that one cannot do anything to protect their accounts. 

In 2009, Klasnja et al. [19] investigated privacy-threatening mis-
conceptions of Wi-Fi users. Their results primarily show that users 
underestimated the risks of wireless network connections at that 

time, when HTTPS was not yet widespread and thus spying on 
private communication was comparatively easy. 

In a qualitative interview study, Krombholz et al. [22] found that 
users confuse encryption and authentication, and underestimate 
the security benefts of HTTPS. The participants mistook a second 
authentication factor (e. g., for online banking) as an additional 
layer of encryption. Users did also not know about security indi-
cators and reported they had never noticed them. In an interview 
study investigating user perception of end-to-end encrypted com-
munication tools, Abu-Salma et al. [1] also found participants to 
confuse encryption with authentication. Participants in this study 
additionally believed that encryption could be broken, especially by 
the service provider. Participants also perceived both text messages 
and emails to be more secure than instant messages. 

Story et al. [38] researched the adaption and user perception 
of privacy tools, such as VPN, private browsing, and Tor in the 
US. They found that most participants were slightly concerned 
about their privacy but also stated to know how to use privacy 
tools. They discovered the misconception that these tools protect 
users from security threats. For example, participants believed that 
private browsing would prevent hacking, as it would make the de-
vice hard to fnd by hackers. These misconceptions can be harmful, 
as participants may feel more protected than they are. However, 
Story et al. also found that users had a certain understanding of 
privacy tools. Participants correctly stated VPN would “mask one’s 
IP address.” A study by Wu et al. [46] in which users were ex-
posed to browsing scenarios found that they had misconceptions. 
Participants believed that private browsing mode would prevent 
disclosure of geolocation, advertisements, viruses, and tracking by 
both the websites visited and the network provider. 

2.2 Cross-Cultural Studies on Privacy and 
Security 

Previous research has found that perceptions and behaviors regard-
ing security and privacy vary across countries. Recent research 
on disclosure of study context in CHI article titles [21] revealed 
that most authors and participants come from Western countries, 
particularly the United States and Europe. The authors found that 
the titles of papers explicitly mentioning the country were mostly 
from non-Western countries. They concluded that results from the 
US and Europe are considered as the “norm” in our research com-
munity, while studies from non-Western countries are viewed as 
“exotic”. The authors suggest to reconsider these norms. 

A study by Wang et al. [44] on privacy attitudes and practices of 
social network sites (SNS) with users from India, China, and the US 
found diferences in privacy concerns between participants. They 
found that Indian are the least concerned about their privacy. Even 
though US participants were most concerned about protecting their 
privacy, they were least likely to limit the visibility of their infor-
mation on SNS. Chinese participants showed the greatest desire to 
restrict visibility. 

Sawaya et al. [34] examined security behavior and its predictive 
factors in an online questionnaire study in seven countries: China, 
France, Japan, Russia, South Korea, USA and United Arab Emirates. 
The study found country, income, technical familiarity (a job or 



A World Full of Privacy and Security (Mis)conceptions? CHI ’23, April 23–28, 2023, Hamburg, Germany 

degree in technical areas), self confdence, and technical knowl-
edge to be signifcant predictors for security behavior. Participants’ 
confdence in computer security-knowledge had a larger efect on 
users security behavior than their actual knowledge. The authors 
report less security behavior by participants from Asia (especially 
Japan) compared to participants from the other countries. 

Harbach et al. [13] conducted an online study on smartphone 
locking behavior across eight countries (Australia, Canada, Ger-
many, Italy, Japan, Netherlands, United Kingdom, United States). 
The study found that the participants from non-US countries (except 
for Italy) were more likely to use a secure lock screen. Additional 
to country, demographic factors like age, and gender were found to 
be signifcant predictors for using a lock screen. Older users were 
found less likely to use a secure lock screen. The authors also found 
diferences in considering data on users smartphones as sensitive 
between countries. Japanese participants perceived data on their 
smartphone as more sensitive than participants from other coun-
tries. Harbach et al. found the largest deviations from general result 
patterns in their study for a non-Western country. 

In a questionnaire study with computer science students (mas-
ter’s level) of diferent nationalities (mostly Finns and Chinese), 
Chaudhary et al. [5] researched security knowledge and attitudes. 
Even though all participants were IT students at the master level, 
they were found prone to security threats and to hold dangerous 
misconceptions. For example they found students to overlook im-
portant security and privacy properties like “correctness of the 
URL”. Authors furthermore found that students rely on less secure 
measures, such as the look and feel of a website, when assessing 
the legitimacy of a website or email. 

3 METHODOLOGY 
To gain insights into users’ security-relevant misconceptions, con-
cerns and attitudes, we conducted an online survey in 12 countries 
on four continents, accounting for 42% of the world’s population. 
Our sample is geographically and culturally diverse, including par-
ticipants from countries such as Great Britain, Germany, South 
Africa, Saudi Arabia, or India (see Figure 2 for a complete overview 
on the surveyed countries). Our goal was to sample about 1, 000 
participants per country, leading to a total number of � = 12, 351 
participants. At the core of our study, we presented participants 
with statements refecting common misconceptions about digital 
security from eight diferent security-relevant topics such as au-
thentication, device security, or encrypted communication. Figure 1 
provides an overview of our methodological approach, which is 
described in detail in the following sections. 

3.1 Topic Selection and Item Generation 
In the frst step, we identifed security threats to users in short work-
shops with seven interdisciplinary security and privacy researchers. 
Each researcher listed all digital security threats and advice for 
users they knew or researched, and we combined and summarized 
those lists. A subsequent discussion of the topics, specifc advice, 
and threats resulted in a list of digital security and privacy aspects 
that carry the possibility of (mis)conceptions. 

We complemented our workshop results with related research 
on security threats for users [3], on cybercrime reports of difer-
ent countries [9, 36, 47], and on advice from experts for users to 
implement [32]. Based on these threats and this advice, we looked 
for corresponding literature mentioning user misconceptions on 
these topics. We focused on studies asking users about their threat 
models, mental models of digital security and privacy, and their 
beliefs about security and privacy. We manually clustered the topics 
identifed in the workshops and the literature review into eight 
broad areas of misconceptions: End-to-end encrypted communi-
cation, four aspects related to surfng the Internet (HTTPS, Wi-Fi, 
VPN, private browsing mode), password and login processes, device 
security, as well as malware and deception. For each of these eight 
topics, we based some of our misconception statements on prior 
research on the respective topic and also included self-generated 
statements. Prior research, such as the studies by Kang et al. [16], 
Story et al. [38], and Anell et al. [3] presented a variety of mis-
conceptions and were therefore used as a foundation for diferent 
misconception statements across topics. For each topic, we also in-
cluded correct statements which represented correct functioning of 
the respective tool or measure, like “When I use a VPN, my internet 
provider can no longer see what websites I visit.” Based on previous 
research fndings and applying advice on questionnaire design and 
wording [7, 26, 28], we carefully formulated most of the questions 
and statements in the questionnaire ourselves. 

3.1.1 End-to-end Encrypted Communication. One efcient measure 
to protect communication is to implement end-to-end encryption 
for emails and for messenger services. For this topic, we based our 
misconception statements mainly on the fndings of Abu-Salma 
et al. [1], targeting especially how and from whom an end-to-end 
encrypted message is protected. An example statement is: “If mes-
sages are end-to-end encrypted, they can also be read by third 
parties during transmission.” We also included correct statements 
like: “If my chat messages are protected by end-to-end encryption, 
then my messages can only be read on my device and by the recip-
ient; nobody else can access and read them in transit.” This topic 
consisted of nine statements. 

3.1.2 HTTPS. Misconceptions about HTTPS were generated on 
the basis of studies by Krombholz et al. [22] and Story et al. [38]. 
We generated fve HTTPS-related statements for our questionnaire. 
Again, we included misconceptions like “If I visit websites that use 
HTTPS then other people that use my computer cannot see where I 
have been on the Internet”, as well as true statements about HTTPS 
like “If HTTPS is used on a website, my Internet provider does not 
know what I am clicking on the website.” 

3.1.3 Wi-Fi. The misconception statements relating to surfng the 
Internet with a special focus on Wi-Fi were inspired by the fndings 
by Klasnja et al. [19]. One main threat mentioned by users was the 
hacking of their computers through Wi-Fi. User also thought that 
hackers were able to see what the user sees. Although users in this 
study felt that these actions were not very common, we rely on this 
study for some of the fve misconception statements about Wi-Fi. 
One example is “When I use a public Wi-Fi, other devices that are 
also using this Wi-Fi can generally see what data (e. g., passwords, 
credit card information) I enter on websites.” 
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Figure 1: Overview of the methodological approach and timeline of our study on privacy and security misconceptions. 

3.1.4 VPN. Our questionnaire also included misconception state-
ments concerning surfng the Internet with special focus on VPN 
and the Tor browser, as those are efective privacy tools. Story 
et al. [38] found that users think privacy tools, like VPN, also 
protect them from security risks. More than half of the users in 
their study thought VPN’s protect them from hackers gaining ac-
cess to their devices. Therefore, we included eight misconception 
statements like “A VPN protects me from unauthorized persons get-
ting access to my device.” Again, we also included true statements 
such as “Surfng via the Tor network prevents my Internet provider 
from seeing what websites I visit.” 

3.1.5 Passwords and Login Processes. The digital security topics 
users are most likely to face are password and login processes, as 
many devices and services require authentication methods. There-
fore, users face a lot of advice and myths relating to secure au-
thentication, not only in a work environment, but also in daily 
life, i. e., password policies when setting up accounts. We gener-
ated 17 statements for this topic. Our statements were inspired 
by the systematic literature review by Mayer and Volkamer [25]. 
They identifed 23 misconceptions about password security, e. g., 
that a word from another language or someone else’s date of birth 
would be a secure password. We based some statements on these 
fndings, e. g., “A date of birth is a secure password as long as it 
isn’t my own date of birth.”. We also included statements about 
biometric authentication, as these methods are nowadays widely 
used. Statements about password managers were included, as they 
help users to store and generate secure passwords. As for all topics, 
we also included correct statements e. g., “Password managers gen-
erate secure passwords that cannot be guessed, even with technical 
assistance.” 

3.1.6 Device Security. Under the topic of device security, we sub-
sume measures that users take to secure their various devices, e. g., 
using anti-virus software and their updating behavior. We based our 
nine statements for this topic on a variety of papers [3, 20, 25, 32] 
that reported on measures to secure devices. They, for example, 
found users to be afraid of physical theft of their devices. One ex-
ample of our misconception statements is “Even if my laptop is 
stolen, my data is secure because my user account is protected by a 
password.” We also included true statements like “To protect the 
data on my laptop even if it is stolen, a hard drive encryption must 
be used.” 

3.1.7 Malware and Deception on the Internet. Misconceptions re-
lated to malware and deception on the Internet included statements 

about how malware can be spread and the damage it may cause, 
but also about phishing and malicious websites. Our 16 malware 
and deception-related statements were derived from literature about 
malware myths [45], and from literature on the trustworthiness 
of websites and user interaction with phishing [8, 18]. One mal-
ware myth we integrated is “If I don’t discover anything suspect 
on my computer, then it is not infected with malware.” Regarding 
phishing and fake websites, one example statement is “As long as a 
website looks ofcial, I can enter my login data without concern.” 
We also included true statements like “Links in emails can lead to 
fake websites to gather my login data.” 

3.1.8 Private Browsing. We generated six misconception state-
ments related to surfng the Internet with a special focus on private 
browsing. Some of these statements were based on the misconcep-
tions described by Wu et al. [46]. The authors state that users think 
that private browsing mode could protect them from, e. g., viruses, 
advertisements, and tracking. Therefore, one of the statements in 
our survey is “The private browser mode prevents malware from 
reaching my device.” Again, we included also true statements like 
“The private browser mode protects me from other people using 
my device from being able to track my activities.” 

3.2 Questionnaire Design 
In addition to misconceptions, our questionnaire asked a number 
of questions about various aspects of digital security and privacy. 
The following sections outline and explain only the questions we 
used for this paper. The complete version of the questionnaire can 
be found in Appendix B. 

3.2.1 Introduction. At the beginning of our questionnaire, we in-
troduced the topic, our research interest and provided information 
on data handling and privacy. All participants gave informed con-
sent before proceeding. 

3.2.2 Demographics and Internet Usage. The frst part of our ques-
tions consists of demographic questions and questions concerning 
the general Internet usage of participants. Participants were asked 
what devices they use (Q1, Q2), whether they had been afected by 
diferent cybercrimes like malware (Q7), and whether and where 
they look for information about digital security (Q8). We based 
question Q7 about cybercrimes on a survey from the BSI (German 
Federal Ofce for Information security) [47]. 

3.2.3 Misconceptions. The misconceptions outlined in Section 3.1 
were randomly presented grouped by topic to avoid sequencing 
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efects. Within each topic, the misconception and true statements 
were displayed in mixed and random order. For each statement 
participants were asked to indicate their agreement on a fve-point 
rating scale by Rohrmann [33], ranging from “1–fully disagree” 
“to 5–fully agree.” Additionally, the option “I don’t understand the 
statement” was available. For each topic, we formed a single mis-
conception score, for which higher values indicate agreement with 
misconceptions. Thereby, ratings for the correct statements were 
inverted. 

3.2.4 Concerns and Atitudes. This questionnaire section started by 
asking participants how important it is to protect themselves from 
diferent threats like malware (Q17). We based this measurement 
on the survey by Story et al. [38] and used a fve-point rating scale 
by Rohrmann [33] ranging from “1–not important” to “5–very 
important.” Again, the option “I don’t understand the questions” 
was available. 

The next question (Q18) consisted of statements starting with 
“How concerned are you...” and covered concerns related to the 
misconceptions. An example statement is “How concerned are you 
that when using messenger services your messages could also be 
read by unauthorized persons?” Again we used a fve-point rating 
scale raining from “1–not concerned” to “5–very concerned” and 
participants were able to answer “I don’t understand the question.” 

Question Q19 focused on common attitudes which we grouped 
into three categories: 

(1) Nobody is interested in my data (e. g., “I am not rich or 
famous, so nobody is interested in accessing my data.”) 

(2) Encryption (e. g., “Encryption is bad because it is used by 
hackers and criminals, e. g., for illegal activities.”) 

(3) Digital security is complicated (e. g., “Digital security is an-
noying.”). 

Participants were also asked which measures they use for their 
digital security, like updates (Q20). We based the queried measures 
on commonly known security measures and expert advice [32]. We 
additionally listed a number of diferent data, e. g., name, address, 
health data and asked participants to indicate how important it is 
for them to protect the respective data on the Internet (e. g., from 
external access and theft-Q21). The response options were again 
a fve-point rating scale that ranged from “1–not important” to 
“5–very important”. 

The next question (Q22) asked participants how likely they be-
lieved diferent groups or individuals were to pose a risk to their 
digital security, e. g., unauthorized access to their personal data, 
stalk them online or restrict their access to digital services. We 
listed groups like family and friends, work colleagues, and ofcials 
from [insert country name], such as police, secret services, and the 
government. The response scale was a fve-point scale ranging from 
“1–not likely” to “5–very likely”. Finally, we asked whether partici-
pants had practical experience in the computer science, computer 
technology, or information technology felds. Answer options were 
“yes”, “no”, or “prefer not to answer”. 

The questionnaire contained a few other questions that will 
not be discussed further here because they do not ft the research 
questions of this study (e. g., participants’ communication behavior). 
The full survey is included in Appendix B. 

3.3 Survey Implementation and Panels 
To research and understand how experiences, concerns, and mis-
conceptions about security-relevant issues difer around the world, 
we decided to conduct our representative survey in twelve coun-
tries on four continents: China (CHN), Germany (DEU), India (IND), 
Israel (ISR), Italy (ITA), Mexico (MEX), Poland (POL), Saudi Ara-
bia (SAU), South Africa (ZAF), Sweden (SWE), Great Britain (GBR), 
and the United States (USA). This list attempts to strike a balance 
between a wide geographic – and to some extent cultural1 – diver-
sity and countries amenable to high-quality online surveys. More 
specifcally, the following criteria led us to include the respective 
countries in our study: China and India are the most populous 
countries in the world and likewise the countries with the most 
Internet users [37]. In China in particular, Internet usage in terms 
of apps and providers difers from other countries, where services 
from US technology companies often dominate. The populations of 
Germany, the United Kingdom and the United States are regularly 
the subject of studies due to their research and university land-
scapes and are correspondingly well researched. The data collected 
here are therefore particularly well suited as a baseline and for 
comparisons with other studies. We included Israel in our study 
because of its strong cyber security industry and education [2]. 
Italy, Poland and Sweden are representatives of (Southern, Eastern 
and Northern) Europe, which is the geographical focus of our study. 
In addition, the Swedish population is considered to be particularly 
privacy-conscious [10]. Lastly, we selected Mexico, Saudi Arabia, 
and South Africa as populous representatives of Latin America, the 
Middle East, and Africa. All countries surveyed together account 
for 42% of the worlds’ population. 

We frst created a German-language preliminary version of our 
survey to estimate the processing time and ensure comprehensibil-
ity. Based on feedback from a snowball sample of friends, families, 
and other researchers, we continuously improved the questionnaire. 
We also conducted a pilot study to test our questionnaire with 100 
participants recruited via Prolifc. We changed the wording of some 
statements and improved the questionnaire according to the results 
of the pilot testing. 

We commissioned Kantar Lightspeed, a full-service provider of 
online surveys that maintains panels world-wide, to conduct our 
survey including survey implementation and translation, partic-
ipant recruitment, compensation, and data quality assurance. In 
the frst step, Kantar implemented the German-language version 
of the survey according to our requirements. Next, a professional 
interpreter translated the survey into English, and several members 
of our research team carefully reviewed the translation. The full 
English-language survey, including all implementation instructions, 
can be found in Appendix B. Based on the English survey version, 
the translations into Arabic, Chinese, Hebrew, Italian, Polish, Span-
ish, and Swedish were then likewise carried out by professional 
translators commissioned by Kantar. 

International surveys pose a number of challenges related to the 
required translations, e. g., technical terms or diferent educational 
systems. We have mitigated these problems by using professional 
translations, back translation with native speakers (see [13, 34]), 

1We follow the approach of prior work and use country as a proxy for culture [34, 42, 
44]. 
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Figure 2: Online Survey in 12 countries with a representative sample of about 1,000 participants per country (total number of 
� = 12, 351 participants). The surveyed countries account for 42% of the world’s population. The colored legend shows each 
country’s share of the world population, e. g., the USA has a 4.3% share of the global population, placing it as the third most 
populous country surveyed in our online questionnaire. 

and the use of internationally established methods for measuring 
education, such as the ISCED [41]. For the back translations, we 
recruited native speakers from our personal and professional cir-
cles to read through the survey with a participating researcher and 
back-translate it into English or German. In the process, all transla-
tions proved to be of high quality, so that overall only a handful of 
translation errors had to be corrected. 

Data collection in all twelve countries took place between mid 
December 2021 and early February 2022. Participants were chosen 
as a quota-representative sample in terms of age, gender, education, 
region, and, in the US, ethnicity. Quotas were set by Kantar based 
on the most recent census data available. Kantar did not disclose 
the actual participant compensation to us. However, they calcu-
lated with costs of AC2.51 (in China, India, Italy, Mexico, Poland, 
South Africa, UK and USA), AC2.61 (in Germany), AC3.20 (in Sweden), 
AC3.45 (in Saudi Arabia), and AC5.25 (in Israel) per completee. The 
compensation to be expected is – at least in some of the countries 
– below the respective legal minimum wage. Rather, participant 
compensation appears to be in a similar range to compensation 
on crowdworking platforms [27]. However, we had no infuence 
on the compensation and according to Kantar these amounts are 
in line with industry standards. We cannot verify this assertion 
because we do not have comparative data on compensation for 
online panelists. 

3.4 Quality Assurance and Representativity 
The panel provider ensured data quality by removing speeders and 
participants who clicked certain answer patterns. Speeders were 
defned as participants answering the survey in less than 50% of 
the median answer time. To further increase the quality of the data, 
we included an attention check question (“This is a control question. 

Please click on the answer ‘mainly agree’.” ) in Q13 and participants 
who answered this question incorrectly were sorted out. 

Kantar provided us with one data set per country. We checked 
all data sets for complete or partial duplicate entries, word identical 
answers in open-ended question Q5 or click patterns, but could not 
detect any anomalies. We then merged the country-specifc data 
sets into a single fnal data set. 

Representativity quotas for age and gender were matched with 
a maximum discrepancy of 4% for all countries. The quotas for 
educational representativeness could not be met for China, India, 
Italy, Mexico, Saudi Arabia, and South Africa because their pro-
portion of the population with a low level of education (ISCED 
levels 0-2 [41]) is relatively high and it is particularly difcult to 
reach them via (online) surveys. Region quotas were met with high 
accuracy for all countries except Israel and Saudi Arabia, for which 
reliable data were not available in our panel provider’s database. 
In these two cases, we set and achieved the quotas for the regions 
using a best-efort approach based on publicly available data. 

3.5 Data Analysis 
Before starting our analysis, we assessed the “I don’t understand 
the statement/question” answers per item. For the misconception 
items (Q9 - Q16) the average frequency of this answer was 4.3%, 
which is rather low. We thus did not exclude any items based on this 
assessment. For the subsequent analysis the “I don’t understand 
this statement/question” answers were excluded. We then started 
with a descriptive analysis of the misconceptions statements. We 
calculated mean values and standard deviation for each misconcep-
tion statement. We also combined the ratings of all misconception 
statements of one topic, e. g., E2EE (Q9), to one mean value, i. e., 
one single score per misconception topic. Internal consistency for 
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Table 1: Misconception scales and covariance model criteria 
per topic for Q9–16 including number of participants (N), 
misconception topic, adjusted coefcient of determination 
(explained variance; adjusted �2), and reliability coefcient 
Cronbach’s alpha (�). 

N Misconception Topic adjusted �2 � 

11484 Q9. E2EE Messenger 0.14 0.64 
11476 Q10. HTTPS 0.13 0.76 
11558 Q11. Wi-Fi 0.10 0.82 
11001 Q12. VPN 0.08 0.79 
11641 Q13. Password and Login 0.38 0.77 
11621 Q14. Device Security 0.30 0.73 
11626 Q15. Malware and Deception 0.40 0.81 
11391 Q16. Private Browsing Mode 0.16 0.94 

these scores was satisfactory [4] with all Cronbach’s Alpha values 
above 0.70, except for E2EE (Q9), see Table 1. 

For analyzing factors infuencing the diferent misconceptions, 
we used the aforementioned misconception scores (Q9–Q16) for 
each topic as the outcome variable of our analysis. As our model 
included metric as well as continuous predictors, we used a special 
form of regression analysis – namely covariance analysis (lm model 
in R) – as suggested in the literature [23]. For all metric predictor 
scales consisting of all the sub-questions were calculated. Internal 
consistency was acceptable [4] to good for these scales with all 
Cronbach’s Alpha values above 0.80, with only one exception (Q19– 
encryption; 0.51). For an overview of all values, see Table 6 in 
Appendix D. We standardized these scales (i. e., all metric values), 
and the outcome variable for the subsequent analysis. Predictors 
and corresponding baselines are listed in Table 3 and are explained 
in Section 3.2. For some predicting factors, we grouped several 
answer options into categories for our analysis: 

• Q1. Device Usage–We grouped answers in four categories, 
no device usage (baseline), using one of the named devices 
(few), using two to three devices (moderate), using four to 
six devices (many). 

• Q7. Experiences–We grouped the answers into two cate-
gories, participants with no experiences with cybercrime 
(no–baseline) and participants having experiences with cy-
bercrime (yes). 

• Q8. Information–We grouped the answers into two cate-
gories, participants not seeking information about digital 
security (no–baseline) and participants looking for this infor-
mation (yes). 

• Q20. Measures taken–We grouped the measures taken by 
participants to secure their devices and accounts similar to 
Q1 in four categories, none (baseline), one to fve measures 
(few), six to nine measures (moderate), ten to thirteen mea-
sures (many). 

• Q25. IT Experience–We grouped the answers into two cat-
egories, participants being experienced with IT security or 
related felds (yes) and participants without experience in 
this feld (no–baseline). 

For the analysis of infuential factors for misconceptions, we con-
ducted one covariance analysis per misconception topic (Q9–Q16). 

We started each covariance analysis with only country as predictor 
and iteratively included predictors based on their contribution to 
the model, i.e., their coefcient of determination (�2), starting with 
the highest one. We included the predictors to the model iteratively 
based on three model ft criteria: Maximal coefcient of determina-
tion (�2), minimal Akaike information criterion (AIC) and ANOVA 
test (between the two models, with and without the new predictor). 
The model resulting of these iterations was afterwards compared 
to a model including all the predictors, using the same criteria. We 
report the model with the best ft for each misconception topic 
(Q9–Q16) in Table 3. Therefore, the diferent models do not consist 
of the same predictors. Which predictors were excluded, is listed 
for every model respectively in Appendix C. We used standardiza-
tion for predictors and outcome variable to compare results across 
models, thus all reported estimates are standardized. 

Results of the covariance models are shown in Table 3. Positive 
estimates indicate positive infuences on having misconceptions, 
negative estimates indicate a negative infuence on holding miscon-
ceptions. 

3.6 Ethics and Data Protection 
Our institution does not have an institutional review board (IRB) 
nor an ethics review board (ERB) that we could consult for our study. 
Nonetheless, we followed best practices of user research [43] and 
data protection guidelines, including the European GDPR. All data 
protection measures were reviewed and approved by our institu-
tion’s data protection ofce. In addition, Kantar, our panel provider, 
has committed to abide by the ICC/ESOMAR Code of Conduct, 
which sets out ethical and professional obligations when conduct-
ing (online) surveys [15]. The panel provider signed an agreement 
with our institution to comply with strict GDPR guidelines for par-
ticipants in all countries surveyed. We also provided a debriefng 
document stating reasons why and which of the statements in our 
survey were true and which represented misconceptions. Due to 
technical reasons, the panel provider emailed the debriefng to the 
participants after the survey. 

3.7 Limitations 
Although we have done our best to include one country for each 
world region, our country sample is primarily focused on the Eurasian 
continent. This is particularly related to the availability of high-
quality online panels. It is possible that the inclusion of additional 
countries from Africa, Asia, and Latin America could provide fur-
ther insight into privacy and security perceptions and behaviors 
in these areas. For the same reason, we also lack data on diferent 
ethnicities for most countries. However, we were able to include 
representative quotas on ethnicity for the US sample. In addition, 
it is very difcult to reach older people and people with little ed-
ucation with online panels in general (see [29, 39]) and especially 
in countries in the global South. Therefore, we could not meet the 
representative education quotas for a number of countries. While 
we believe that we have reached and studied a broadly represen-
tative sample of Internet users in these countries as well, it may 
be worthwhile to specifcally address the digital security needs of 
people with lower levels of education again in future studies. Two 
of the scales included in our survey exhibited less than acceptable 
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internal consistencies (�<0.70, Q19-E2EE and Q9-E2EE). We can 
only speculate that this may be due to the rather complex, unfamil-
iar subject matter of these scales for the participants. Because all 
items were rated as important in our pilot test, we refrained from 
excluding these scales. However, the lower internal consistencies 
must be taken into account when drawing conclusions from the 
corresponding results. 

4 RESULTS 
In this section, we frst describe our sample based on demographic 
data and device usage. We then briefy compare misconception 
prevalence per country and fnally take a look at the factors that 
signifcantly infuence misconceptions on the eight diferent secu-
rity and privacy relevant topics (see Section 3.1). 

4.1 Sample Description 
In Table 2, we provide demographic information (gender, age, and 
education) about our participants as well as information on the used 
devices and median completion times per country. In our sample, 
smartphones, laptops and PCs as well as tablets were the most 
used devices with rather similar usage rates across countries. Smart 
speakers and wearables were much less used, with a tendency of 
higher usage rates in Asian countries. 

4.2 RQ1: Misconceptions Around the World 
The descriptive analysis of our misconceptions – to answer RQ1– 
revealed, that participants around the world are rather unsure about 
the queried misconceptions. The mean values for all misconception 
scores (see Section 3.2.3) are located around the middle of the scale 
(“3 – neutral”). However, in the following sections we describe dif-
ferences between countries and misconception topics and highlight 
specifc misconceptions participants mostly agreed or disagreed to 
(���� > 4 and ���� < 2). 

4.2.1 Misconception Scores (Q9–Q16). For all misconceptions we 
found moderate agreement, ranging around the middle of the scale 
with only very slight outliers. Figure 3 illustrates the score mean 
values for each misconception topic in all surveyed countries. For 
these score mean values, values closer to fve show agreement with 
misconceptions and mean values closer to one indicate disagree-
ment with the respective misconception topic. 

Across all countries and topics, we observed score mean values 
from � = 2.51 up to � = 3.51 with standard deviations rang-
ing from �� = 0.29 up to �� = 0.69. These results indicate that 
participants were more or less unsure about a lot of the posed mis-
conceptions. The rather small standard deviations show that our 
data is gathered around the mean, hinting at a rather small amount 
of variation in the participants’ answers. This shows that partici-
pants from the same country rated the statements similar. German 
participants showed the least agreement with nearly all misconcep-
tion topics, indicating that they least believed the misconceptions, 
even though most of the values were around the middle of the scale. 
Participants from China and India indicated the highest agreement 
with many misconceptions across topics, with some mean values, 
e. g., Q11 in China, leaning towards agreement (“4 – mainly agree”). 

We observed the smallest mean value for German participants on 
the topic of malware (Q15), with a score mean of � = 2.38 and 
a standard deviation of �� = 0.56. We found the highest score 
mean with � = 3.51 for Chinese participants and misconceptions 
relation for Wi-FI (Q11). The misconceptions for Wi-Fi (Q11) got 
the most agreement across all countries and misconceptions about 
malware (Q15) got the most disagreement. 

4.2.2 Dominant Misconception Statements. When looking at spe-
cifc misconception statements, we found participants’ agreement 
(� > 4) or disagreement (� < 2) to thirteen statements compromis-
ing misconceptions as well as correct statements of digital security 
and privacy tools or concepts. 

We closer investigated statements with mean values less than 
two and greater than four, indication clear disagreement and agree-
ment with those (mis)conceptions. 

One misconception that participants from all countries except 
Saudi Arabia (� = 3.96) agreed with (� > 4) was the importance 
of changing passwords regularly (Q13-6): “It is important for the 
security of my user accounts to regularly change the password.” 
This was an advice given to users for many years, but regularly 
changing the password only puts a burden on users and does rather 
not improve security [6, 12, 25], except for when the account is 
compromised. We see that users still believed that this advice is true 
even though it is no longer given but rather discouraged. Another 
misconception participants from all countries agreed to was “My 
PC can get infected with malware by clicking on a link” (Q15-10) – 
which is only true in cases of sophisticated zero-click attacks like 
Pegasus [24] that only aim at single high-value targets. In the vast 
majority of cases, when browser and operating system are kept 
up-to-date, clicking on a link is not sufcient to install malware on 
a computer. Only the download and further interaction with a fle 
would be dangerous. Participants from India agreed (� = 4.05) to 
the misconception that HTTPS indicates a websites’ trustworthi-
ness (Q10-4), when in fact HTTPS only indicates a secure connec-
tion. Participants from other countries (except for Israel, Germany, 
and the US) also rather agreed to this statement (� > 3.5). We rated 
this statement as a misconception as even fraudulent websites can 
set up HTTPS and thus, the user transmits their data over a secure 
connection to the ofenders. 

We observed agreement (� = 4.09) from Chinese participants for 
the misconception statement “When I am connected to a public Wi-
Fi, it is easy to infect my device with malware” (Q11-3). We rated this 
statement as a misconception, as it does not consider the device 
confguration, like up-to-date anti-malware components, which 
will protect from being infected with malware. For this statement 
all other countries also tended to agree with mean values above 
� = 3.5. 

We observed a misconception regarding two factor authentica-
tion for participants from Saudi Arabia and Germany, who agreed 
(� = 4.03, � = 4.10) to the statement “I have to log in to online 
banking with two processes so that the connection is encrypted, for 
example, with a password and TAN (transaction number)” (Q13-13). 
This shows participants misunderstand and confuse encryption 
and authentication, which was also found by Krombholz et al. [22]. 
Participants from Saudi Arabia (� = 4.03) as well as from China 
(� = 4.3) believed that the content of a website reveals potential 
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Table 2: Participant demographics. Data for gender, age, education, and completion time in minutes as delivered by our panel 
provider. Information about participants’ device use was collected in the questionnaire. Ethnicity was collected only for the US 
by our panel provider (White: 70.3%, African American: 11.5%, Hispanic/Latino: 9.6%, Asian: 6.0%, Other: 2.2%). 

Country 

CHN DEU GBR IND ISR ITA MEX POL SAU SWE USA ZAF 
(1025) (1019) (1018) (1018) (1024) (1019) (1045) (1054) (1021) (1049) (1029) (1048) 

Gender % % % % % % % % % % % % 
Female 46.6 49.5 51.1 46.0 49.7 52.0 49.2 50.3 41.5 50.4 51.6 50.2 
Male 51.9 49.2 48.3 50.9 44.5 46.7 47.0 44.5 49.8 48.6 46.8 44.6 
Other 1.5 1.3 0.6 3.1 5.8 1.3 3.8 5.2 8.7 1.0 1.6 5.2 

Age % % % % % % % % % % % % 
18–24 9.6 7.4 8.6 19.8 14.1 8.1 19.3 9.8 19.0 11.0 11.0 21.9 
25–39 35.1 22.7 25.5 37.8 31.3 20.3 36.3 28.5 54.6 23.3 25.1 40.7 
40–54 41.8 27.4 26.7 25.7 24.3 29.6 26.9 24.7 24.0 25.3 27.0 23.8 
55+ 13.5 42.5 39.2 16.7 30.3 42.0 17.5 37.0 2.4 40.4 36.9 13.6 

Education % % % % % % % % % % % % 
Low (ISCED 0-2) 8.0 15.4 18.8 3.8 9.2 15.5 30.6 3.4 7.5 9.7 2.6 25.5 
Medium (ISCED 3-4) 36.3 51.9 33.3 36.0 34.9 54.3 28.7 58.5 38.8 43.4 40.5 39.7 
High (ISCED 5-8) 55.4 32.4 47.7 58.0 54.3 29.9 40.1 37.8 53.1 45.6 55.6 31.6 
Other 0.3 0.3 0.2 2.2 1.6 0.3 0.6 0.3 0.6 1.3 1.3 3.2 

Q1. Device Use % % % % % % % % % % % % 
Smartphone 99.8 92.7 88.8 98.8 96.9 97.7 94.5 96.4 97.8 95.2 88.8 97.8 
Tablet 51.6 45.4 50.6 37.5 30.0 52.0 43.0 38.3 45.6 49.2 43.5 34.6 
Laptop 72.3 68.7 71.6 76.0 72.0 73.2 59.3 83.6 69.2 73.5 60.4 74.8 
Stationary PC 63.1 49.0 37.1 41.9 61.3 54.7 41.9 45.2 42.7 44.7 42.2 30.7 
Smart Speaker 36.7 17.8 26.8 36.1 7.1 25.9 22.7 6.2 17.7 12.5 24.5 8.1 
Wearable 32.2 14.1 20.1 38.3 16.5 23.2 15.5 25.0 34.9 13.7 16.9 18.4 

Completion time min min min min min min min min min min min min 
Median 19.5 21.5 19.7 24.8 24.0 22.2 30.2 25.9 24.6 24.2 21.9 32.3 

threats emerging from this website (“Is it more likely to pick up 
malware from visiting a porn website than visiting a website on 
the topic of sport” Q15-3). 

We also observed disagreement with some misconception state-
ments. Participants from South Africa disagreed (� = 1.83) to the 
statement that locking ones device is not necessary (Q14-6), indi-
cating that they might think it is necessary security-wise, which 
is true. German participants disagreed (� = 1.74) to the statement 
“I can click on attached fles without concern for an email that is 
addressed to me directly.” (15-11), revealing that they were familiar 
with phishing and the fact that phishing emails can be directly 
addressed to the recipient. We observed disagreement (� = 1, 87) 
from German participants to the statement “As long as a website 
looks ofcial, I can enter my login data without concern” (Q15-12). 
As malicious websites often imitate real websites to phish people, 
the look and feel of a website is not a sufcient indication for a real 
or fake evaluation. 

Similar to disagreeing to misconception statements we also ob-
served agreement with true statements (� > 4). Participants from 
all countries agreed (means ranging from 4.19 to 4.51) to the state-
ment that special characters and numbers lead to increased pass-
word security. We rated this statement as true, as generally speaking, 
the security of a password is enhanced when the number of possible 

combinations is increased by using additional digits like numbers or 
special characters. Shoulder-surfng is a security risk participants 
from all countries were aware of, with highest awareness (agree-
ment values for Q14-1) in Germany, Poland, Sweden, UK, the US, 
and South Africa. The possibility for unnoticed malware on ones’ 
device was also familiar to all participants with highest awareness 
in Germany and Sweden (agreement with Q15-7). The concept of 
ransomware was somewhat known by all participants (mean values 
for all countries > 3.5) with highest agreement values in Germany, 
Israel, and Sweden (Q15-8). We observed the same for the concept 
of phishing (Q15-16), with mean values for all countries ranging 
between 4 (China) and 4.4 (Germany). 

4.3 RQ2: Factors Predicting Misconceptions 
In this section, we report on our results regarding RQ2, showing 
which factors predict security-related misconceptions. Even though 
we calculated the covariance models per misconception topic, we 
ordered results by predicting factors for better comprehension. Due 
to standardization of the predictors we were able to compare fac-
tors across models. All signifcant predictors with estimates and 
corresponding signifcant levels are listed in Table 3. Overall, we 
observed the highest estimate values for country of residence fol-
lowed by security measures taken, attitudes regarding privacy and 
security as well as device usage. The adjusted �2 values for every 
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CHN 3.20 3.27 3.51 3.16 3.20 3.05 2.85 3.13

2.87 2.97 3.27 2.89 2.67 2.43 2.38 2.64

3.03 2.51 3.37 3.17 3.25 3.15 3.19 3.11

2.94 3.06 3.27 2.98 2.81 2.65 2.55 2.74

2.93 3.14 3.20 3.02 2.93 2.75 2.74 2.78

3.02 3.29 3.25 3.12 3.11 2.96 2.99 2.95

3.03 3.14 3.34 3.07 2.97 2.87 2.76 2.91

3.08 3.41 3.26 3.14 3.18 3.15 3.12 3.14

2.99 2.95 3.24 2.97 2.83 2.53 2.53 2.70

2.91 3.15 3.36 2.99 2.90 2.71 2.56 2.80

3.03 3.10 3.42 3.07 2.95 2.74 2.62 2.90

2.94 3.13 3.19 3.14 2.98 2.80 2.76 2.98
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Figure 3: Comparison of mean values per country across our eight misconception topics. Darker colors show agreement with 
misconceptions and lighter colors show disagreement with misconceptions. 

misconception topic are shown in Table 1. Adjusted �2 represents 
the proportion of variance for the outcome variable, that is ex-
plained by the predictors (considering the number of predictors). 
We observed mixed results. For misconceptions regarding pass-
words and login processes (Q13), device security (Q14) as well as 
malware and deception (Q15), our prediction factors explained 30% 
– 40% of variance. For all other topics, however, our predictors only 
accounted for 8%-16% of the variance. 

4.3.1 Country of Residence Predicts Belief in Misconceptions. Coun-
try of residency proved to be the best predictor for the studied 
misconceptions – indicated by the largest signifcant estimates (ex-
cept for Wi-Fi Q11), which showed participants had more (positive 
estimates) or less (negative estimates) misconceptions compared to 
participants from Germany. 

We observed that Western and non-Western countries difered 
especially in magnitude of estimates. We found the largest estimates 
and thus greatest diferences compared to Germany, for India, Saudi 
Arabia, and China. 
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Table 3: Covariance Analysis per misconception topic. Only signifcant estimates (rounded to second decimal) are reported. 
Positive estimates indicate positive infuences on having misconceptions, negative estimates indicate a negative infuence 
on holding misconceptions. Signifcance levels are indicated with stars (*� < .05, **� < .01, ***� < .001). All estimates are 
standardized (see Section 3.5). Sample size, adjusted R2 and Cronbach’s Alpha per topic are shown in Table 1. 

Predictor Estimate 

Q9 
E2EE 

Q10 
HTTPS 

Q11 
Wi-Fi 

Q12 
VPN 

Q13 
Passwords 

Q14 
Device Security 

Q15 
Malware 

Q16 
Priv. Browsing 

Age (baseline: 18-24) 
25-39 
40-54 
55+ 

0.07* 

0.11*** 

0.13*** 
0.20*** 
0.22*** 0.10** 

0.06* 

0.06* 
−0.11*** 
−0.07** 

0.17*** 
0.19*** 
0.27*** 

Gender (baseline: Male) 
Female 0.07*** −0.09*** 0.06*** 0.04* 0.16*** 

Education (baseline: High - ISCED 5-8) 
Low (ISCED 0-2) −0.20*** 0.07** 0.09** 0.19*** 0.13*** 
Medium (ISCED 3-4) −0.05* 0.06** 0.04** 0.04* 0.06*** 0.08*** 

Q1. Device Usage (baseline: none) 
Few (1) 
Moderate (2-3) 0.50** 
Many (4-6) 0.38* 0.60*** 0.16* 

Q7. Experience (baseline: No) 
Yes −0.07*** −0.08*** −0.07*** −0.06*** −0.03** 

Q8. Information (baseline: No) 
Yes 0.01*** 0.13*** 0.11*** 0.08*** 0.11*** 0.10*** 0.09*** 

Q17. Prevention 
Q18. Concerns 

−0.03** 
0.10*** 0.04** 0.13*** 0.09*** 

−0.07*** 
0.10*** 

−0.07*** −0.07*** 
0.03*** 

−0.03** 
0.06*** 

Q19. Attitudes 
E2EE 
Interest 
Complicated 

0.12*** 
0.15*** 
0.04** 

−0.09*** 
0.21*** 

0.07*** 
0.12*** 

0.11*** 
0.30*** 
0.09*** 

0.02* 
0.36*** 
0.05*** 

0.05*** 
0.37*** 
0.03*** 

0.03* 
0.21*** 

Q20. Measures Taken (baseline: None) 
Few (1-5) 
Moderate (6-9) 
Many (10-13) 

0.14** 
0.29*** 

−0.15* 
−0.14* 

−0.16** 
−0.30*** 
−0.31*** −0.14* 

−0.09*** 
−0.34*** 
−0.38*** 

−0.17** 
−0.17* 

Q21. Data Protection 
Q22. Potential Attackers 

0.03* 
0.10*** 

0.06*** 
0.07*** 0.15*** 

0.04*** 
0.05*** 

0.08*** 
0.14*** 

0.11*** 
0.04*** 

0.11*** 
0.05*** 

0.08*** 
0.05*** 

Q25. Professional IT Experience (baseline: No) 
Yes 0.08*** 0.04* 0.09*** 0.09*** 0.05*** 

Country (baseline: Germany (DEU)) 
DEU - CHN 0.46*** 
DEU - GBR −0.11* 
DEU - IND 
DEU - ISR 
DEU - ITA −0.14** 
DEU - MEX 
DEU - POL 0.14** 
DEU - SAU 0.17*** 
DEU - SWE 0.12** 
DEU - USA 0.12** 
DEU - ZAF 

0.38*** 
0.33*** 
0.72*** 

0.18*** 
0.43*** 
0.24*** 
0.57*** 

0.22*** 
0.20*** 

0.23*** 

−0.12** 
−0.24*** 
−0.17*** 

−0.11* 

0.18*** 
−0.30*** 

0.51*** 
0.19*** 
0.48*** 
0.12* 
0.19*** 
0.41*** 
0.31*** 
0.45*** 
0.18*** 
0.35*** 
0.51*** 

0.71*** 
0.23*** 
0.67*** 

0.27*** 
0.47*** 
0.31*** 
0.53*** 
0.15*** 
0.28*** 
0.34*** 

0.79*** 
0.35*** 
0.84*** 
0.23*** 
0.33*** 
0.64*** 
0.57*** 
0.80*** 
0.34*** 
0.37*** 
0.54*** 

0.54*** 
0.15*** 
1.02*** 
0.11** 
0.19*** 
0.73*** 
0.47*** 
0.84*** 
0.10** 
0.23*** 
0.52*** 

0.68*** 
0.18*** 
0.60*** 

0.35*** 
0.33*** 
0.67*** 

0.37*** 
0.52*** 
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For almost all misconception topics, except those related to Wi-Fi, 
the estimates were highest for either Chinese or Indian participants. 
For misconceptions related to Wi-Fi the highest estimate existed 
in South Africa. Chinese and US participants were more likely to 
believe in all misconceptions (positive signifcant estimates for all 
topics) than German participants. The same applied to the par-
ticipants from India, Poland, and Sweden, who were signifcantly 
more likely to agree with not all but most of the misconception 
topics, compared to German participants. For all remaining coun-
tries at least one estimate was negative, showing that participants 
were less likely to believe (certain) misconceptions than German 
participants. We observed the smallest discrepancy between hold-
ing misconceptions for Israeli and German participants (estimates 
range from −0.12 to 0.23). We generally found higher estimates 
for non-Western countries (China, India, Mexico, Saudi Arabia, 
South Africa) compared to Western countries. Compared to Ger-
man participants, participants across all other countries were more 
likely to believe in misconceptions related to malware (Q15), device 
security (Q14), and passwords (Q13) indicated by higher positive 
estimates. For the predictor country we observed the lowest esti-
mates for misconceptions related to Wi-Fi (Q11), HTTPS (Q10), and 
E2EE (Q9). For these topics the least diferences existed between 
Germany and the other countries. 

4.3.2 Demographics are Rather Small but Significant Predictors for 
Misconceptions. For the demographic predictors age, gender, and 
education, we observed mixed results with age as a signifcant 
predictor for most cases (except for HTTPS) and gender as a sig-
nifcant predictor for only fve misconception topics (E2EE, Wi-Fi, 
VPN, passwords and private browsing). Also the estimates for age 
were larger compared to gender and education. 

Compared to younger participants, participants older than 25 
were generally more likely to believe in misconceptions, with 
slightly larger estimates for older participants than for those be-
tween 25 − 39 years. Except for the topics malware and HTTPS, 
participants older than 25 were more likely to hold misconceptions 
than participants younger than 25. We observed highest estimates 
for the topics Wi-Fi and private browsing, with the biggest dif-
ferences between very young (18-24) and older participants – the 
highest value was observed for participants 55+ (0.27). Participants 
older than 40 were less likely to believe in misconceptions regarding 
malware, compared to the young baseline. 

Compared to men, women were more prone to hold misconcep-
tions about E2EE, VPN, passwords, and private browsing. Miscon-
ceptions regarding Wi-Fi were found more frequently with men 
than women. Efects in all cases were – however – small. 

Most estimate sizes for education were also rather small, with 
medium and low education as positive signifcant predictors for 
believing in misconceptions across topics, with an exception for Wi-
Fi. We found no signifcant diferences in believing misconceptions 
regarding end-to-end encryption and HTTPS between diferent 
levels of education. Participant with less than high education were 
less likely to believe in misconceptions regarding Wi-Fi. For the 
other misconceptions (VPN, passwords, device security, malware, 
private browsing), less than high education was associated with 
believing more in misconceptions. 

For misconception statements related to HTTPS none of the 
demographic factors were signifcant predictors. 

As shown in Table 2, we also considered device usage a demo-
graphic factors. The data showed only a few signifcant, but rather 
large estimates for the predictor device usage. Participants who 
used more than two of the listed devices were more likely to believe 
in misconceptions related to Wi-Fi than those who used none of 
the queried devices. Participants who used more than four devices 
were also more likely to believe in misconceptions regarding E2EE 
and VPN. 

4.3.3 Experience with Cybercrime Predicts Disbelief in Misconcep-
tions. Our questionnaire assessed participants’ experiences with 
cybercrime (Q7) as well as their professional IT experience (Q25). 
Our data showed a positive association of prior cybercrime experi-
ence with believing less in misconceptions, whereas professional 
IT experience was a positive predictor for misconceptions. Prior 
experience with some sort of cybercrime (all participants indicat-
ing experience with at least one type of crime mentioned in Q7), 
was signifcantly associated with believing less in misconceptions 
about HTTPS, VPN, device security, malware, and private browsing. 
However, the estimate values were rather small (< 0.1). Contrary to 
this, we found that prior professional experience with IT predicted 
believing in misconceptions regarding HTTPS, VPN, passwords, 
device security, and malware, also with small estimates (< 0.1). 
Familiarity with security or privacy (Q7, Q25) does not predict 
misconceptions regarding the topics end-to-end encryption and 
Wi-Fi. 

4.3.4 Protection of Devices and Data Predicts Disbelief in Misconcep-
tions. Questions Q17 and Q21 in our questionnaire both asked how 
important participants consider protecting their devices and data, 
e. g., from malware (Q17), and how important it is to them to pro-
tect specifc data types, e. g., private photos. We found participants, 
who generally think it is important to protect their devices and 
data, were less likely to hold misconceptions regarding end-to-end 
encryption, passwords, device security, malware and private brows-
ing. Participants who found it rather important to secure specifc 
data types online were more likely to believe misconceptions of all 
topics, except for Wi-Fi. Despite their signifcance, both estimate 
values were rather small (< 0.1). Misconceptions regarding Wi-Fi 
were not predicted by protection importance as estimates for both 
question Q17 and Q21 are not signifcant. 

4.3.5 Using Countermeasures Predicts Disbelief in Misconceptions. 
Taking active measures for more privacy and security, like using 
end-to-end encryption, will increase users’ digital security and pri-
vacy but seeking information on these topics might also do so. Sur-
prisingly, we found that participants who actively seek information 
on digital security were more likely to believe in misconceptions re-
garding all topics (except for Wi-Fi), than participants who did not 
look for this kind of information (baseline). Estimates were slightly 
higher than those for the aforementioned predictors, ranging from 
0.08 (passwords Q13) to 0.13 (HTTPS Q10). However, we observed 
that using measures to stay safe online was a negative predictor for 
believing in most of the queried misconceptions, thus participants 
who took measures were less likely to believe misconceptions than 
those who did not take any security or privacy measures (baseline). 
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These estimates were in the mid range compared to all estimate 
absolute values, ranging from −0.09 to −0.38. Most diferences in be-
lieving in misconceptions existed between participants who did not 
take any security measures and those who took at least a moderate 
amount (5 or more) of protection measures, with highest nega-
tive estimates for the topics passwords (Q13) and malware (Q15). 
However on the contrary, participants taking moderate or many 
protection measures were more likely to hold misconceptions re-
lated to Wi-Fi (Q11) than those who took no such measures. Taking 
security and privacy protection measures was not a predictor for 
holding misconceptions regarding end-to-end encryption (Q9) and 
HTTPS (Q10). 

4.3.6 Thinking Digital Security is Complicated Predicts Belief in 
Misconceptions. The questionnaire also included questions on at-
titudes towards using digital security, that we grouped into three 
scales, see Section 3.2.4 for details. Participants who agreed with 
more of the attitude statements, were also more likely to believe 
in misconceptions, regarding all misconception topics, except for 
the combination of participants having more attitudes related to 
E2EE and the misconceptions topic HTTPS. Participants who held 
attitudes like, e. g., end-to-end encryption is only for paranoid peo-
ple and has more disadvantages than advantages were more likely 
to hold misconceptions across most topics. However, these efects 
were rather small, with estimates ranging from 0.03 to 0.12. Partici-
pants with these attitudes were less likely to believe misconceptions 
regarding HTTPS. We observed the highest estimates for attitudes 
related to third-party-interest in ones data. Participants who did 
not believe anybody was interested in their data and thus did not 
consider themselves at risk were more likely to believe miscon-
ceptions related to all topics, except for Wi-Fi. Participants who 
thought securing data and profles was complicated, also tended to 
believe most misconceptions, but with smaller efects compared to 
the aforementioned attitudes (estimates < 0.1). 

4.3.7 Being More Concerned Predicts Belief in Misconceptions. We 
also queried participants about the amount of concern for diferent 
threats like data theft (Q18) and who they considered a risk to their 
security (Q22). We found that for both, participants who were more 
concerned and those who thought more groups pose a risk, to be 
more likely believing in almost all misconceptions. Participants 
who were more concerned (higher mean value Q18), were more 
likely to believe misconceptions regarding all topics, except for 
device security. Compared to other prediction factors, however, the 
estimate values were rather low (<= 0.1). Similarly, participants 
who viewed more groups of people (like hackers and companies) as 
risks for their digital security more likely believed misconceptions 
related to all queried topics (Q9-Q16), but only with slightly higher 
estimates (<= 0.14). 

5 DISCUSSION 
We identifed several factors that impact users’ security and privacy 
misconceptions and provide insights to the prevalence of security 
and privacy (mis)conceptions around the world. Our systematic 
analysis of misconceptions can serve as a foundation for research 
investigating how these misconceptions are formed and how they 
can be overcome. Our results show that usable security and privacy 

research in diferent countries is crucial, as we found signifcant 
diferences between participants in diferent countries. Specifcally, 
we found that diferences were strongest between Western and 
non-Western countries. 

5.1 Misconceptions 
We found rather moderate (dis)agreement with most misconcep-
tions across all countries. Mean values for misconception scores 
ranged around the neutral middle (3) of our 5-point rating scale. 
This shows that users are uncertain about many aspects of their 
digital security and privacy rather than having misconceptions. 
This could be due to the complexity of the topic, but also due to 
confusing and unclear information accessible to users. Our covari-
ance analyses supported this interpretation, as seeking information 
on digital security was a positive factor for having misconceptions 
across topics. 

However, we found clear misconceptions on a number of topics, 
some of which are present in all countries and others only in some 
countries. For example, we have found the myth that passwords 
need to be changed regularly to increase security persists around 
the world, although security specialists no longer recommend this, 
but rather advise to change passwords only when the account has 
been compromised [11, 25]. This misconception can potentially 
be harmful for users as regular password changes can result in 
weak passwords or repeated reuse of (weak, i.e., easily guessable) 
passwords. Thus, user accounts and data are easier to hack. We 
believe that this misconception exists, as regular password change 
was recommended for a long time and habit changes are difcult. 
Furthermore, this advice is probably still given to users (see[25]) 
and might thus be still prevalent around the world. 

Another example for a clear misconception found worldwide is 
that clicking on a link can be very dangerous and will surely result 
in an infection with malware. This shows the underestimation or the 
lack of awareness or knowledge about the security most browsers 
and modern operating systems have already built in by default. For 
example, Windows includes an anti-malware component that is 
active by default and updated automatically, hence only clicking 
on a link is usually not sufcient to install malware on a computer. 
Here, the download and further interaction with a fle would be 
dangerous. However, this misconception probably only leads to 
overcautious behavior, and thus does not put users in more danger. 
To never click on a link is advice experts recommend for users [32] 
– probably due to the before mentioned reasons – which might be 
why this believe is present around the world. 

Especially participants from India, but also from other countries 
(e. g., Mexico, Saudi Arabia and China, to a lesser degree), believe 
that HTTPS is an indicator for the trustworthiness of a website. This 
misconception bears the risk of users entering login or bank creden-
tials on a malicious website. Thus, users should be informed that 
HTTPS only indicates a secure connection and is not an indicator 
of the trustworthiness or authenticity of a website. 

We have also found that participants, especially in Saudi Ara-
bia but also in other countries (with the exception of the US and 
Sweden), confuse encryption and authentication, thus mistaking 
a second authentication factor for an encryption layer. Here, our 
results confrm similar qualitative fndings by Krombholz et al. [22] 
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and even conclude that this misconception is geographically wide-
spread. This demonstrates the worldwide demand for sound ad-
vice sources and education materials on this topic. As two-factor-
authentication becomes more prevalent, services that use this au-
thentication method should educate their users to avoid miscon-
ceptions and potential resulting risks. 

For some misconceptions topics such as passwords, device secu-
rity or malware, our model explains more variance than for others, 
like VPN and Wi-Fi. This could be due in part to irrelevant or 
missing predictors for these topics, such as for HTTPS (Q10) or 
Wi-Fi (Q11), where only eight respectively nine of the 14 predictors 
were signifcant. Future work could identify which factors better 
predict (mis)conceptions or knowledge on these topics. Therefore, 
advice and education could not only target misconceptions, but 
also target these factors. 

5.2 Factors Infuencing Misconceptions 
The country of residence was the most efective predictor for mis-
conceptions across all topics, except for Wi-Fi. We found especially 
large diferences between German participants and participants 
from non-Western countries across all misconceptions. The difer-
ences of country in its predictive power were somewhat smaller 
for German participants and those from other Western countries, 
especially for those from Israel.2 This is in line with prior fnd-
ings, pointing out that the research community should not view 
results from Western countries as the “norm” and results from non-
Western countries as “exotic” [21]. Similarly to other cross-cultural 
studies on privacy and security (e. g., [13, 34, 44]), our fndings on 
misconceptions show that results difer across cultures and that 
results from Western countries are rather alike but difer in many 
cases from those of non-Western countries. 

Counterintuitively, we found that participants with technical 
backgrounds (student, degree, or job in the feld of computing), were 
signifcantly more likely to believe in misconceptions about HTTPS, 
VPN, passwords, device security and malware. However, a related 
study found similar results. When investigating computer science 
master students’ security knowledge, Chaudhary et al. found that 
these future IT professionals hold dangerous misconceptions [5]. 
When studying knowledge of the Internet and security behavior, 
Kang et al. [16] also did not fnd technical education to be a pre-
dictor for privacy and security behavior. We can only guess that 
one reason for this might be the great amount of security advice 
that even IT experts fail to prioritize (see [32]) and thus misconcep-
tions arise. The fnding that seeking information on digital security 
positively infuenced believing in misconceptions was also counter-
intuitive. Again, we assume that this may be due to the confusing 
amount of security and privacy advice. 

Chaudhary et al. also suggest that encounters with threats and 
crimes might help and predict secure behavior. Similarly, Kang 
et al. suggests security and privacy behavior to be predictable by 
experiences. We come to the same conclusion, as experiences with 
cybercrime were a signifcantly negative, and thus hindering, pre-
dictor for believing in misconceptions across many topics (except 
for E2EE, Wi-Fi, passwords). 

2Refecting on Huntington [14], we consider Israel as very close to the Western world 
and thus a part of it. 

The amount of used devices was a signifcant predictor for mis-
conceptions related to E2EE, Wi-Fi and VPN, with using more 
devices positively infuenced believing in these misconceptions. 
The efects of this predictor were comparatively large. This indi-
cates that the more devices people use, the more misunderstandings 
especially regarding to Wi-Fi security arise. Especially when taking 
mobile devices in considerations this seem reasonable, as users are 
warned about using (open) Wi-Fi in locations like cofee shops [32]. 
Thus, they might be confused about under which circumstances 
using Internet on their mobile devices is safe and what steps they 
have to undertake to make it safe. 

Kang et al. [16] found a positive correlation between the number 
of threats participants named and measures they took to stay save 
and conclude awareness to be a predictor for security measures. We 
fnd that the amount (> 0) of security measures taken is a hindering 
factor for believing in misconception across topics. The result that a 
greater protection importance for data and accounts was associated 
with less holding misconceptions points in the same direction. Peo-
ple who want to protect their data and already implement proactive 
measures are less likely to hold misconceptions. Kang et al. also 
found that attitudes like “I have nothing to hide” discourage peo-
ple from taking security measures. We found that attitudes in this 
direction positively infuence believing in misconceptions, across 
topics, with highest efects for attitudes related to statements such 
as “nobody is interested in my data.” 

5.3 Practical Implications for Future Work 
Our results reveal cross-cultural diferences in security and pri-
vacy misconceptions, with more diferences between non-Western 
and Western countries. Future work should thus investigate these 
diferences and reasons for these diferences, as well as conduct 
studies not primarily in Western countries. Based on these difer-
ences, we see the opportunity to study what contributes to efective 
communication of accurate understanding of security and privacy, as 
well as what contributes to misconceptions by studying user learning 
behavior, public outreach and education in those countries where 
misconceptions were especially low or high. 

This future work could make comparisons both across mis-
conceptions, as well as across countries or clusters of similarly-
behaving countries. Researching how to debunk specifc miscon-
ceptions could also be a (future) perspective. This could help users 
to convert misconceptions into understanding. For example, for 
debunking encryption misconceptions, Schaewitz et al. [35] rec-
ommended trust building measures, like telling users something is 
encrypted. 

6 CONCLUSION 
We reported on a large-scale quantitative online survey of secu-
rity and privacy (mis)conceptions around the world. We surveyed 
� = 12, 351 participants in 12 countries on four continents. A key 
contribution of this paper is an overview of factors that infuence 
misconceptions across security and privacy topics. Regarding these 
factors, we found country of residence to be the strongest predictor 
for holding misconceptions. We identifed the greatest diferences 
between non-Western and Western countries, demonstrating the 
need for region-specifc research on usable security an privacy. 
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However, while we did fnd some specifc misconceptions to be 
present across diferent countries, like the importance of regular 
password changes for security reasons, we generally did not observe 
many outright misconceptions. For the large part of misconceptions 
across topics, we mainly identifed uncertainty. 

Our work lays the foundation for future work investigating mis-
conceptions of participants per country in more depth and research 
on how to debunk specifc misconceptions. Our results show that 
it is also important to research (other) factors that might infuence 
(mis)conceptions, like technology readiness or Internet literacy. 
Thus, advice and educational material could target infuencing fac-
tors and misconceptions. 
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A SECURITY & PRIVACY STUDIES IN DIFFERENT COUNTRIES 

Table 4: Relevant studies for our questionnaire and the countries in which they recruited participants. (1/2) 

Topic Related Research Countries 

Cross-Cultural 
Studies on 
Privacy and 
Security 

(1) Who Is Concerned about What? A Study of American, Chinese 
and Indian Users’ Privacy Concerns on Social Network Sites [44] 

(2) Self-Confdence Trumps Knowledge: A Cross-Cultural Study of 
Security Behavior [34] 

(3) Keep on Lockin’ in the Free World: A Multi-National Compari-
son of Smartphone Locking [13] 

(4) A Cross-Cultural and Gender-Based Perspective for Online Se-
curity: Exploring Knowledge, Skills and Attitudes of Higher 
Education Students [5] 

(1) US, China, India 
(2) China, France, Japan, Russia, 

South Korea, the US, and the 
United Arab Emirates 

(3) Australia, Canada, Germany, 
Italy, Japan, Netherlands, 
the UK, and the US 

(4) China, Finland, Pakistan, 
Nepal, Iran, England, Viet-
nam 

Cybercrimes & 
Threats 

(1) Digitalbarometer 2020: Bürgerbefragung zur Cyber-Sicherheit 
[German] [47] 

(2) ENISA Threat Landscape 15 Top Threats in 2020 [9] 
(3) Africa Cyber Security Report 2016 [36] 

(1) Germany 
(2) European Union 
(3) Africa 

(1) Almost half from US, but 

Digital Security 
Measures 

(1) 152 Simple Steps to Stay Safe Online: Security Advice for Non-
Tech-Savvy Users [32] 

also from UK, Germany, 
Australia, Japan, India, Is-
rael, and South-Africa 

Studies focusing 
on general 
awareness of 

users 

(1) My Data Just Goes Everywhere: User Mental Models of the 
Internet and Implications for Privacy and Security [16] 

(2) Awareness, Adoption, and Misconceptions of Web Privacy 
Tools [38] 

(3) End User and Expert Perceptions of Threats and Potential Coun-
termeasures [3] 

(1) US 
(2) US 
(3) Germany, Italy, Switzerland, 

and Portugal (all spoke Ger-
man) 

E2EE 
communication 

(1) Obstacles to the adoption of secure communication [1] (1) UK 

(Q9) 

(1) If HTTPS Were Secure, I Wouldn’t Need 2FA- End User and 
Administrator Mental Models of HTTPS [22] (1) Austria & Germany, 

HTTPS (Q10) (2) Awareness, Adoption, and Misconceptions of Web Privacy (2) US 
Tools [38] 
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Table 5: Relevant studies for our questionnaire and the countries in which they recruited participants. (2/2) 

Topic Related Research Countries 

WiFi (Q11) 

VPN (Q12) 

(1) When I am on Wi-Fi, I am fearless: privacy concerns & 
practices in everyday Wi-Fi us [19] 

(1) Awareness, Adoption, and Misconceptions of Web Pri-
vacy Tools [38] 

(1) US 

(1) US 

Password and 
Login 

Processes (Q13) 

(1) Addressing Misconceptions About Password Security 
Efectively [25] 

(1) No participants, meta-
analysis 

Device Security 
(Q14) 

(1) End User and Expert Perceptions of Threats and Potential 
Countermeasures [3] 

(2) Addressing Misconceptions About Password Security 
Efectively [25] 

(3) Understanding User’s Behavior and Protection Strategy 
upon Losing, or Identifying Unauthorized Access to On-
line Account [20] 

(4) 152 simple steps to stay save online: Security Advice for 
non-tech-savy Users [32] 

(1) Germany, Italy, Switzer-
land, and Portugal (all 
spoke German) 

(2) No participants, meta-
analysis 

(3) Bangladesh, Turkey, and 
US 

(4) Almost half from US, but 
also from UK, Germany, 
Australia, Japan, India, Is-
rael, and South Africa 

Malware and 
Deception on 
the Internet 

(Q15) 

(1) “Malware Myth” in Cyberdanger [45] 
(2) Security education against phishing: A modest proposal 

for a major re-think [18] 
(3) Modelling User-Phishing Interaction [8] 

(1) The Netherlands, Bel-
gium, Germany, Switzer-
land, Austria, the United 
Kingdom, Russia, Spain, 
Italy, Poland, and the US 

(2) UK 
(3) no participants 

(1) Your Secrets Are Safe: How Browsers’ Explanations Im-Private (1) USpact Misconceptions About Private Browsing Mode [46]Browsing (Q16) 
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B QUESTIONNAIRE – SURVEY ON CITIZENS’ 
DIGITAL SECURITY 

Welcome Text 
Increasing digitalization in all areas of life leads to more and more people 
being online and shifting processes from the ofine to the online world 
(e. g., with online banking). What are the experiences of Internet users? How 
do they perceive diferent risks and security measures? We would like to 
answer these questions with this study. Based on these insights, we aim to 
develop need-based ofers and materials to increase the digital security of the 
population. You can provide a valuable contribution with your participation. 

Consent – Data Privacy Statement 
Thank you for your interest in our study. 
Purpose: The purpose of the study is to gather Internet users’ experiences 
of digital security, and how they evaluate various online risks and security 
measures. Our results will provide a basis for developing communication 
and training materials that answer people’s questions about digital security, 
and enable them to manage it. You can provide a valuable contribution with 
your participation. 
Duration: Participation in the study is expected to take 20 minutes. You 
are not subject to any anticipated risks by participating. Please answer the 
survey as honestly as possible. You may stop at any time if you no longer 
wish to participate in the study, as long as you have not submitted your 
responses or these have not been evaluated. 
Data Protection: Your responses to this study are stored in anonymized 
form in a way which will not reveal your identity. No data will be passed on 
to third parties. By starting this questionnaire you consent to data collection 
for the purposes of conducting this study. Your personal data is processed 
based on Article 6(1)a of the GDPR. You have the right to revoke your 
consent to the data processing at any time as well as to request information, 
correction, processing restrictions and deletion of the data stored about 
you. To exercise these rights, please contact the email address listed below. 
The responsible supervisory authority is [blinded]. If you have additional 
questions about data protection, please contact [blinded for anonymous 
review]. 

Q0: Consent. [checkbox] 
• I confrm that I accept the participation conditions for this study. 

Internet Usage 
First, we would like to ask you some questions about your Internet usage. 

Q1: Which of the following devices to you use in your daily life? 
[multiple choice] 
• Smartphones; Static PCs / Desktop PCs; Laptops; Tablets; Voice As-
sistants or Smart Speakers (e. g., Alexa, Amazon Echo); Wearables 
(e. g., ftness trackers, smartwatches or other computer technologies 
that are worn on the body); None of the listed devices [exclusive] 

Q2: Do you have any smart home devices in your household? If 
yes, what purpose? [matrix question] 
• Description: The “smart home” area includes all networked de-
vices that you use in your living space. For example, systems 
that automatically open or close windows, doors and shutters 
– so-called home automation technology. But smart home also 
includes household appliances such as refrigerators that keep you 
informed about their contents or robotic vacuum cleaners. These 
devices can often be operated from anywhere and many of these 
devices are connected to the Internet. 

• Items: Energy and climate (e. g., “intelligent” lights or radiators); 
Security (e. g., networked alarm systems or video monitoring); Home 
and garden (e. g., “intelligent” shutters, robotic vacuum cleaners) 

• Answer Options: Yes; No; I am not sure 
Q3: How often do you use the Internet for the following purposes? 

[multiple choice] 

• Items: Online shopping; Ordering services (e. g., booking travel, or-
dering food, car sharing); Selling goods or services (e. g., through 
auctions); Researching information and forming opinions (e. g., read-
ing online newspapers); Uploading and sharing personal content you 
have created yourself (texts, images, photos, videos, music, software); 
Expressing opinions (e. g., posts on social media, online comments); 
Online banking; Communication (email, chat, video conferences 
etc.); Entertainment (e. g., streaming flms, music, online games); 
Ofcial transactions (e. g., ordering an identity card, tax return); 
Health services (e. g., electronic patient record, virtual doctor ap-
pointment); Map services / navigation; Data storage (cloud services) 

• Answer Options: Never; Less than once a month; Once a month; 
Several times a month; Once a week; Several times a week; Every 
day; Several times a day 

Q4: How often do you use the following communication chan-
nels? [multiple choice] 
• Items: Making telephone calls with a land line; Making telephone 

calls with a smartphone / mobile telephone; Video calls (e. g., Skype, 
Zoom, Microsoft Teams); Text messaging (SMS); Messenger services 
(e. g., WhatsApp, Signal); Social media (e. g., Facebook, Twitter, In-
stagram); E-mail; Online forums and communities 

• Answer Options: Never; Less than once a month; Once a month;Several 
times a month; Once a week; Several times a week; Every day; Sev-
eral times a day 

Digital Security 
Now, we would like to ask you some questions on the subject of digital 
security. 

Q5: When you think about the subject of digital security, is there 
anything you are concerned about? [free text] 
• Description: Please state everything that occurs to you. You are 
welcome to also respond in bullet points. 

Q6: How familiar are you with the following terms? 
• Description: For each of the following terms, please state how 
familiar you are with it. 

• Items: Malware (viruses, worms, spyware, Trojans); Ransomware 
(extortion software); Phishing; Spear phishing; Two factor authen-
tication (2FA); Biometric authentication process ; Identity theft ; 
Data leak / data theft; HTTPS; Hard drive encryption; End-to-end 
encryption; Transport encryption; Browser; Private browser mode 
(incognito mode); IP address; URL; VPN (virtual private network); 
Tor network; Ad blocker; (Love) scam / romance scam on the Internet; 
Spam; Cloud 

• Answer Options: I’ve never heard of this; I’ve heard of this but I 
don’t know what it; I know what this is but I don’t know how it 
works; I know how this works; I know very well how this works 

Q7: Have you personally been afected by cybercrime? 
• Description: For each of the following items please state if you 
have been afected. 

• Items: Malware such as viruses or Trojans; Phishing (spying on con-
fdential data); Ransomware or extortion software; Cyberbullying; 
Fraud with online shopping; External access to an online account; 
Cyberstalking; Data abuse (passing on or sale of personal data such 
as telephone number, address, bank details); Love scam / romance 
scam on the Internet 

• Answer Options: Yes; No; I prefer not to answer this question 
Q8: Where do you look for information on the topic of digital 

security? 
• Description: From the following information sources, please select 

all the ones that you use to inform yourself about digital security. 
• Items: Print media; Online news; Social media; Radio / podcasts; 

Television; Friends and family; IT security experts; Consumer center, 
authorities; Other [free text] 
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Misconceptions Digital Security 
Next, you will see a number of statements on the topic of digital security. 
Please carefully read each statement and state how much you agree with 
the respective statement. 

E2E Messenger 
Q9: The following statements refer to communication with mes-

senger that use end-to-end encryption (e. g., WhatsApp, Sig-
nal). [matrix question] 
• Description: Please read each statement carefully, and indicate 
how much you agree with each statement. 

• Items: If my chat messages are protected by end-to-end encryption, 
then my messages can only be read on my device and by the re-
cipient; nobody else can access and read them in transit; Not even 
the communication service provider that I use can read my mes-
sages if they are protected by end-to-end encryption; If someone has 
access to my smartphone, then this person can read my messages 
in the messenger app, despite end-to-end encryption; Because the 
developers of the messenger service know how the encryption works, 
they can also read my messages despite end-to-end encryption; The 
end-to-end encryption in messenger services is not secure because 
any encryption can be broken; If messages are end-to-end encrypted, 
they are sent directly from my device to the recipient’s device, with-
out any intermediate steps; If messages are end-to-end encrypted, 
they can also be read by third parties during transmission; If I send 
messages with end-to-end encryption, nobody knows when and with 
whom I am communicating; Messages that are sent over the Internet 
are easier to read than text messages that are sent via the telephone 
network. 

• Answer Options: 1 – fully disagree; 2 – mainly disagree; 3 – neutral; 
4 – mainly agree; 5 – fully agree; I don’t understand the statement 

HTTPS 

Q10: Next you will see some statements about digital security when 
surfng on the Internet. Generally an Internet browser (e. g., 
Firefox, Chrome, Edge, Internet Explorer) is used for this. 
[matrix question] 
• Description: Please carefully read each statement and indicate 

how much you agree with the respective statement. If we mention 
“HTTPS” for websites, we mean websites that show a lock symbol 
in the address bar of your Internet browser, like in this illustration: 
[image] 

• Items: I can identify a fraudulent website (e. g., a fake online shop 
that wants to capture my data), because no lock symbol is shown 
in the address bar of the Internet browser; If HTTPS is used on a 
website, my Internet provider does not know what I am clicking 
on the website; HTTPS prevents the website operator from seeing 
what I am clicking on and viewing on the website; Websites that 
use HTTPS are trustworthy; If I visit websites that use HTTPS then 
other people that use my computer cannot see where I have been on 
the Internet. 

• Answer Options: 1 – fully disagree; 2 – mainly disagree; 3 – neutral; 
4 – mainly agree; 5 – fully agree; I don’t understand the statement 

Wi-Fi 
Q11: Next you will see some statements about digital security when 

surfng on Wi-Fi networks. [matrix question] 
• Description: Please carefully read each statement and state how 
much you agree with the respective statement. 

• Items: When I use a public Wi-Fi , other devices that are also using 
this Wi-Fi (e. g., laptops of other visitors in an Internet café) can 
see what websites I am visiting; When I use a public Wi-Fi, other 
devices that are also using this Wi-Fi can generally see what data 

(e. g., passwords, credit card information) that I enter on websites; 
When I am connected to a public Wi-Fi, it is easy to infect my 
device with malware; On a public Wi-Fi, attackers can redirect me 
to specifcally prepared websites and record the data that I enter 
there; When I use a public Wi-Fi, other devices that are also using 
this Wi-Fi can also read and change my emails. 

• Answer Options: 1 – fully disagree; 2 – mainly disagree; 3 – neutral; 
4 – mainly agree; 5 – fully agree; I don’t understand the statement 

VPN 

Q12: Next you will see some messages about digital security when 
surfng on the Internet with a VPN (virtual private network). 
[matrix question] 
• Description: Please carefully read each statement and state how 
much you agree with the respective statement. 

• Items: When I use a VPN, my Internet provider can no longer see 
what websites I visit; A VPN prevents malware from reaching my 
device; A VPN protects me from entering my passwords or credit 
card information on dangerous websites; A VPN protects me from 
unauthorized persons getting access to my device; A VPN is like 
end-to-end encryption between the website and my device; When I 
use a VPN, the VPN provider can see what websites I visit; When I 
use a VPN, the VPN provider can see in principle what data I enter 
on a website (e. g., passwords, credit card information); Surfng via 
the Tor network prevents my Internet provider from seeing what 
websites I visit. 

• Answer Options: 1 – fully disagree; 2 – mainly disagree; 3 – neutral; 
4 – mainly agree; 5 – fully agree; I don’t understand the statement 

Login and Passwords 

Q13: Next you will see some statements on the topic of passwords 
and login processes. [matrix question] 
• Description: Please carefully read each statement and state how 
much you agree with the respective statement. 

• Items: The security of a password is higher if it includes numbers 
or special characters as well as letters; To increase the security of a 
password, it is sufcient to replace letters by numbers, for example 
to replace an “i” with a “1”; To increase the security of a password, it 
is sufcient to use a word from a diferent language; A date of birth 
is a secure password as long as it isn’t my own date of birth; The 
security of a password only depends on the length of the password; 
It is important for the security of my user accounts to regularly 
change the password; Attackers try to guess my password and enter 
a lot of diferent passwords manually; Using one strong password to 
login into diferent user accounts is perfectly safe; Password man-
agers generate secure passwords that cannot be guessed, even with 
technical assistance; It is more secure to choose a weaker password 
that is easy to remember, than to write a strong password down (e. g., 
a note); This is a control question. Please click on the answer “4 – 
mainly agree” [validity check]; A password manager that I can use 
to manage and store all my accounts and passwords is not secure; 
I have to log in to online banking with two processes so that the 
connection is encrypted, for example, with a password and TAN 
(transaction number); If, in addition to entering my password, I have 
to confrm that I want to login into my email mailbox by mobile 
phone, it is harder for attackers to get into my email mailbox; Facial 
recognition to log into my user account is very easy to trick, for 
example with a photo; If I use, my fngerprint to log in to an Apple 
or Android smartphone, this is stored with the provider and can be 
stolen from there; It is easier to steal my fngerprint and use it for 
authentication on my device than it is to guess my password; Login 
processes such as fngerprints or facial recognition are imprecise 
and therefore less secure than passwords. 
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• Answer Options: 1 – fully disagree; 2 – mainly disagree; 3 – neutral; 
4 – mainly agree; 5 – fully agree; I don’t understand the statement 

Security of End Devices 
Q14: Next you will see some statements on the topic of digital 

security of end devices. [matrix question] 
• Description: Please carefully read each statement and state how 
much you agree with the respective statement. 

• Items: When I enter my laptop password in public, somebody could 
look over my shoulder and read the password; To protect the data 
on my laptop even if it is stolen, a hard drive encryption must be 
used; Even if my laptop is stolen, my data is secure because my 
user account is protected by a password; Anti-virus software doesn’t 
only protect my PC from viruses, but also protects my online user 
accounts from attacks; Regular updates are sufcient to protect my 
device and my data from attacks; I don’t need to lock devices,such 
as my laptop, PC, smartphone etc. – when I am not using them, 
because the screen is dark anyway and nobody can read it; It is 
safer to send sensitive data via a computer than via a smartphone; 
The PIN for the SIM card is sufcient to protect the data on my 
smartphone; Strangers cannot access my smart home devices as 
long as I use a secure password for them. 

• Answer Options: 1 – fully disagree; 2 – mainly disagree; 3 – neutral; 
4 – mainly agree; 5 – fully agree; I don’t understand the statement 

Malware 

Q15: Next you will see some statements on the topic of malware 
and deception on the Internet. [matrix question] 
• Description: Please carefully read each statement and state how 
much you agree with the respective statement. 

• Items: If I don’t discover anything suspect on my computer, then it 
is not infected with malware; As long as I don’t download anything, 
my PC cannot be infected with malware (even if I visit a risky 
website); Is it more likely to pick up malware from visiting a porn 
website than visiting a website on the topic of sport; As long as I 
don’t open a fle infected with malware, it can’t do any damage; 
Malware is mostly distributed via USB sticks; If Windows is not 
installed on my PC, it is more secure from attacks, because attackers 
do not bother to attack operating systems few people use; Malware 
can be installed on my device (Laptop/PC) without me noticing it 
directly; Malware can cause me no longer being able to view my 
data, having to pay the attackers money to release it; It is sufcient 
to look at the sender to check the security of emails before opening; 
My PC can get infected with malware by clicking on a link; I can 
click on attached fles without concern for an email that is addressed 
to be directly; As long as a website looks ofcial, I can enter my 
login data without concern; The email could be risky if the sender 
name and email address are not the same; The text on a link shows 
me what site you will end up on if you click on it; As long as I 
know the sender of an email then I don’t have to worry about the 
email containing viruses; Links in emails can lead to fake websites 
to gather my login data. 

• Answer Options: 1 – fully disagree; 2 – mainly disagree; 3 – neutral; 
4 – mainly agree; 5 – fully agree; I don’t understand the statement 

Surfng in Private Browsing Mode 

Q16: Next you will see some statements about digital security when 
surfng in private browsing mode (also called incognito mode). 
[matrix question] 
• Description: Please carefully read each statement and state how 
much you agree with the respective statement. 

• Items: The private browser mode encrypts my data; The private 
browser mode prevents my Internet provider from seeing what web-
sites I visit; The private browser mode protects me from other people 

using my device from being able to track my activities; The private 
browser mode prevents malware from reaching my device; The pri-
vate browser mode has the same protective efect as an ad blocker, 
that is, advertising is blocked on a website; The private browser 
mode does not prevent website operators from being able to see my 
IP address. 

• Answer Options: 1 – fully disagree; 2 – mainly disagree; 3 – neutral; 
4 – mainly agree; 5 – fully agree; I don’t understand the statement 

Digital Security Concerns 
Next, you will see a number of statements relating to digital security. Please 
carefully read each statement and state how much you agree with the 
respective statement. 

Q17: How important is it to you to prevent. . . [matrix question] 
• Items: malware such as viruses or Trojans from reaching your de-

vices (PC, laptop, smartphone)?; your data (such as login data) from 
being spied on?; you from no longer being able to view your data 
and having to pay blackmailers money to view your data?; you 
from being insulted online? (cyberbullying); you from being a vic-
tim of fraud, for example, when shopping online?; unauthorized 
persons from having access to your online accounts?; unauthorized 
persons from gaining access to your personal data? your digital 
messages, such as emails, being accessed and read by third par-
ties?; you becoming a victim of cyberstalking?; your passwords from 
being guessed by unauthorized persons?; your devices (PC, laptop, 
smartphone) from being spied on?; you from entering your login 
data on fraudulent websites?; friends or family with access to your 
devices (PC, laptop, smartphone) being able to see your browser 
history?; advertisers from being able to see what websites you visit?; 
the contents of your messages from being read by communication 
service providers, e. g., the messenger service? 

• Answer Options: 1 – not important; 2 – a little important; 3 – 
moderately important; 4 – quite a bit important; 5 – very important 
; I don’t understand the question 

Q18: For each of the following statements, please state how con-
cerned you are. How concerned are you. . . [matrix question] 
• Items: that when using messenger services your messages could 
also be read by unauthorized persons?; that the messenger service 
provider has access to your message contents, such as sent texts or 
images?; that other people could read your messages despite end-to-
end encryption?; that a website could use an illegal mechanism to 
collect personal information about you?; that when using a public 
Wi-Fi other devices could see what data (e. g., passwords, credit card 
information) you enter on websites?; that somebody could track you 
based on your location?; that somebody could steal your passwords?; 
that your biometric data could be abused, e. g., your fngerprint to 
unlock the mobile phone?; that one of your passwords is easy to 
crack or guess?; that sensitive data on your computer is not secure 
enough? (e. g., through backups or frewalls); that someone could 
get the password for your computer by watching you enter it?; that, 
if your computer is stolen, unauthorized persons could have access 
to your sensitive data and passwords?; that your computer could 
be afected by malware and you would no longer be able to open 
your fles because of it?; that your computer could be afected by 
malware and is therefore no longer usable?; that your computer 
could be afected by malware and therefore unauthorized persons 
have access to your data?; that your computer could have a virus that 
you don’t know about?; that unauthorized third parties could have 
access to your data?; that networked devices such as voice assistants 
(e. g., Alexa, Siri) inadvertently gather, store and forward personal 
data?; that voice assistants, such as Alexa or Siri, inadvertently 
listen to everything you say? 
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• Answer Options: 1 – not concerned ; 2 – a little concerned ; 3 – 
moderately concerned; 4 – quite a bit concerned; 5 – very concerned; 
I don’t understand the question 

Q19: For each of the following statements, please state how much 
you agree. [matrix question] 
• Items: I am not rich or famous, so nobody is interested in accessing 

my personal data;I do not believe that anyone is interested in reading 
my messages (e. g., emails, chats); I have nothing to hide, therefore 
it is not important to me whether my messages are encrypted or not; 
I consciously use communication services (e. g., messenger services) 
that use end-to-end encryption, because I don’t want unauthorized 
persons to be able to read my messages; I don’t need strong pass-
words, because my data is not interesting to attackers; People who 
use the private browser mode have something to hide. Wi-Fi at home 
is more secure than public Wi-Fi; Encryption is only for people who 
are paranoid. Encryption has more advantages than disadvantages; 
Encryption is dangerous, because I can irretrievably lose my data; 
Encryption is bad because it is used by hackers and criminals (e. g., 
for illegal activities); Encryption is useful to ensure protection of 
personal data; Digital security is complicated; Products with a high 
level of security are often difcult to use; Secure programs or ap-
plications are often difcult to use; Programs and services should 
be secure. It is not my job to take care of security; Regardless of 
what I do, I am powerless against skilled attackers and hackers. I 
don’t want to have to deal with digital security; Digital security is 
annoying. 

• Answer Options: 1 – fully disagree; 2 – mainly disagree; 3 – neutral; 
4 – mainly agree; 5 – fully agree; I don’t understand the statement 

Digital Security Risk and Measures 
You are almost done! Last but not least, we would like to learn which 
measures you take to stay safe on the Internet. 

Q20: What measures do you use for your digital security? [matrix 
question] 
• Description: Please click on all the measures you use for your 
digital security. 

• Items: (Regular) updates of the operating system and other pro-
grams; (Regular) backups on an external hard drive; (Regular) back-
ups to the cloud; Anti-virus software; Firewall; Ad blocker; Anti-
tracking tools; Password manager; End-to-end encryption for mes-
sages; PIN, password or biometric processes to lock and unlock your 
devices (laptop, smartphone, tablet); Two factor authentication; Tor 
network; VPN (virtual private network); None [exclusive] 

Q21: How important is it for you to protect the following data 
on the Internet (e. g., from external access and theft)? [matrix 
question] 
• Items: Your full name; Address (home address); Your personal tele-

phone numbers; Your contacts; Your personal photos; Message threads, 
for example, from chats and emails; Location and movements, e. g., 
GPS data, your jogging route; The amount of your salary or earnings; 
ID, such as identity card and driving license; Insurance documents; 
Delivery notes and invoices; IBAN / BIC and account details; Health 
data; Biometric data, such as fngerprints; Passwords 

• Answer Options: 1 – not important; 2 – a little important; 3 – 
moderately important; 4 – quite a bit important; 5 – very important 
; I don’t understand the question 

Q22: How likely is it that the following groups of people pose 
a risk to your digital security (e. g., unauthorized access to 
your personal data, stalk you online or restrict your access to 
digital services)? [matrix question] 

• Items: Family members; Friends and acquaintances; Work colleagues; 
Ofcials from [country] (such as police, secret services and the gov-
ernment); Ofcials from other countries (such as police, secret ser-
vices and the government); Private sector companies; Criminals who 
want to get rich from your data; Hackers who gain unauthorized 
access to data and devices, for fun. 

• Answer Options: 1 – not likely; 2 – a little likely; 3 – moderately; 4 
– quite a bit likely; 5 – very likely 

Demographics 
Finally, we would like to ask you some more questions about you. 
Q23: What is your gender? [single choice] 

• Male; Female; Non-binary; Describe yourself: [free text]; I prefer not 
to answer this question 

Q24: What is your highest level of education? [single choice] 
• No school leaving certifcate; Secondary school (primary school) 
or equivalent leaving certifcate; High school (O level) or equiva-
lent leaving certifcate; A level, vocational high school / general 
or university entrance qualifcation; Occupational or vocational 
training / apprenticeship; Completion of a technical college or ad-
ministrative or professional academy; Bachelor’s degree; Diploma 
university course or masters (including: teaching position, state ex-
amination, Master’s course, artistic or comparable courses of study); 
PhD/doctorate; I prefer not to answer this question 

Q25: Do you have practical experience in the informatics, computer 
technology or information technology felds (e. g., through 
your job or education background)? [single choice] 
• Yes; No; I prefer not to answer this question 

Q_Hidden: Country [hidden question] 
• Chinese; German; Indian; Israeli; Italian; Mexican; Polish; Arabian; 
South African; Swedish; British; American 

Q26: Do you have an immigration background? [single choice] 
• Description: People with an immigration background are defned 
as people who were not born as a [country] citizen or who have 
at least one parent who was not born as a [country] citizen. 

• Items: Yes, I have an immigration background; No, I don’t have an 
immigration background; I prefer not to answer this question 

Debriefng 
Thank you very much for participating in our survey. The purpose of the 
study is to discover what experiences Internet users have had concerning 
digital security and how they evaluate various risks and measures. Your 
participation helps us to gain knowledge of this so that need-based ofers and 
materials can be developed to increase the digital security of the population. 
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C LIST OF EXCLUDED VARIABLES PER D RELIABILITY COEFFICIENT CRONBACH’S 
MODEL ALPHA 
• E2EE (Q9): no variables excluded 
• HTTPS (Q10): gender, education, Q17, Q19 – complicated Table 6: Reliability coefcient Cronbach’s alpha (�) for all 
• Wi-Fi (Q11): Q7, Q8, Q17, Q19 – E2EE, Q19 – interest, Q25 predictor scales used. Added this table. 
• VPN (Q12): Q17, Q19 – complicated, Q19 – E2EE, Q22 
• Passwords (Q13): no variables excluded Misconception Topic � 

Q17. Prevention 0.89 
Q18. Concerns 0.96 
Q19. Attitudes E2EE 0.51 
Q19. Attitudes Interest 0.86 
Q19. Attitudes Complicated 0.80 
Q21. Data Protection 0.93 
Q22. Potential Attackers 0.87 

• Device Security (Q14): no variables excluded 
• Malware (Q15): no variables excluded 
• Private Browsing (Q16): Q19 – complicated 
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