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Introduction and background

Since the second half of 20Th century, there have been an 
increasing interest in promoting health and equity in 
Health. Since 1946, the WHO Constitution defined health 
and highlighted the importance of promoting health and 
health equity as “the highest standards of health (which) 
should be within reach of all, without distinction of race, 
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Abstract
Background: With the progressive digitization of health services and the current spread of Telemedicine and e-Health, 
it became clear that promoting Digital health equity (DHE) is necessary to support health potential, to avoid that 
some individuals can incur in unintended inequities. In this paper, we address the complex causal process(es) that may 
generate risk of inequities, considering the so-called “Digital Determinants of health” (DDoH) and their relationship 
with determinants of health (DoH).
Design and methods: We conducted a scoping review, according to methodological framework proposed in PRISMA-
ScR guidelines, on the definition of DDoH (Scopus, Pubmed and Web of Science electronic databases). Inclusion criteria: 
papers on the definition of DDoH, no time limits, all study designs eligible.
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religion, political belief, economic or social condition” 
(WHO, 1946 in International Health Conference1). During 
the years, it became more and more clear that promoting 
health equity is necessary to support health potential. The 
debate on equity in health gained even more interest in the 
last decades, due to the increasing awareness that there can 
be some critical loci in the promotion of equity in health 
and that some individuals can incur in some forms of ineq-
uities. Aiming to clarify equity in health and the risks of 
inequities, an open debate started, and various theoretical 
approaches were proposed on the complex causal model 
for the promotion of health potential.2 Moreover, some 
authors focused on specific determinants of health and 
proposed more specific model on this issue.3,4

One of the more worldwide used model is the so-called 
“Rainbow model” proposed by Dahlgren and Whitehead, 
which described the main determinants of health as a 
series of layers/levels, as rainbow-like layers.5 The first 
level of the model is composed by the major structural 
environment, on the second level there are the material 
and social conditions in which people live and work 
(housing, education, health care, agriculture, mutual sup-
port from family, friends, neighbors and local commu-
nity), in the third level there are actions taken by the 
individuals (like exercise, diet and lifestyles).5 The authors 
described also fixed factors like age, sex and genetics at a 
fourth level.5 In 2007, the same authors clarify that age, 
sex and constitutional characteristics influence health and 
are largely fixed; however, there are surrounding factors 
that influence them and that are theoretically modifiable 
by policy: there are personal behavior factors (smoking 
habits and physical activity); social and relational factors 
(individuals interact with their peers and immediate com-
munity and are influenced by them); moreover, personal 
factors (a person’s ability to maintain their health which is 
influenced by their living and working conditions, food 
supply, and access to essential goods and services). 
Finally, as mediator of population health, economic, cul-
tural and environmental influences prevail in the overall 
society.6 According to the “Rainbow model,” there are 
various levels of interactions and feedback between the 
layers: individual lifestyles are embedded in social norms 
and networks, and in living and working conditions, 
which in turn are related to the wider socioeconomic and 
cultural environment.6 Moreover, the determinants of 
health that can be influenced by individual, commercial or 
political decisions; those environmental factors can be 
positive health factors, protective factors, or risk factors 
Dahlgren and Whitehead.7,6

According to Whitehead Dahlgren, Whitehead Dahlgren 
equity in health implies “that ideally everyone could attain 
their full health potential and that no one should be disad-
vantaged from achieving this potential because of their 
social position or other socially determined circumstance.”

Moreover, Dahlgren and Whitehead7 highlighted that 
equity in healthcare is related to “multifaceted and incor-
porating ideas about fair arrangements that allow equal 
geographic, economic and cultural access to available ser-
vices for all in equal need of care.” They also claimed that 
“Inadequate access to essential health services is one of 
several determinants of social inequities in health.” 
Dahlgren and Whitehead distinguished social “inequities 
in health” from “differences in health”: social inequities in 
health are systematic differences in health status between 
different socioeconomic groups, they are socially pro-
duced and unfair. Social inequities in health may be within 
countries and between countries. Also Braveman and 
Gruskin8 described “equity in Health” as an ethical value 
and as “equal opportunity to be healthy, for all population 
groups” and they highlighted that it can be defined as the 
“absence of disparities in health (and in its key social 
determinants) that are systematically associated with 
social advantage/disadvantage.”8 They claimed that 
“health inequities put populations who are already socially 
disadvantaged at further disadvantage with respect to their 
health.”8

In 2021, Dahhgren and Whitehead summarized the 
main features of the “Rainbow model” after 30 years of its 
worldwide use:

- �the determinants of health in the rainbow are described 
as health promoting (salutogenic) factors, health pro-
tective factors or health-damaging factor;

- �the model is focused on determinants of health rather 
than on causes of different diseases;

- �the model proposed a multisectoral approach for 
action, helping people in different sectors to work 
together on a common goal;

- �the model offered a theoretical framework to structure 
research on social determinants of health.9

The relationship between Determinants of health and 
inequities in health is not a simple one; it makes even 
more important to gain a deep knowledge and under-
stand of the complex causal model between them. 
According to the Diderichsen’s model of pathways to 
inequalities in health, there may be four main mechanisms 
operating on the determinants of health and promoting 
health inequities: societal context/social stratification and 
differential power and resources; differential exposure; 
differential vulnerability; and differential social and eco-
nomic consequences of being sick.10 Moreover, in 2019, 
Diderichsen and colleagues described in a deeper way 
the mechanisms of differential exposure and differential 
vulnerability, which are not mutually exclusive, by 
which individual’s social position may influence disease 
risk: “there is either some cause(s) of disease that are 
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unevenly distributed across socioeconomic groups (dif-
ferential exposure) and/or the effect of some cause(s) of 
disease differs across groups (differential effect).”11 
According to the same authors vulnerability is a com-
plex concept which covers three dimensions: exposure 
to hazard; susceptibility or effect of exposure; and capac-
ity of response by coping and adaptability. In that regard, 
susceptibility refers to a complex causal model, where 
the effect of one cause depends on the exposure to 
other—interacting—component causes of the same dis-
ease. They claimed that “Susceptibility to the health 
effects of one specific cause can then be defined as the 
set of complementing genetic or environmental causes 
sufficient to make a person contract a disease after being 
exposed to the specific cause.”11

With the progressive digitization of health services and 
the current spread of Telemedicine and e-Health, the dis-
cussion about health equity and main Determinants of 
health became even more important, with a huge need to 
understand how to promote health equity and prevent ineq-
uities in health in those e-environments and taking into 
account the current “digital revolution” and massive use of 
Information Communication Technology (ICT) in health. 
As a consequence, the use of e-environments and the 
spread of ICT to support health potential puts attention on 
the so-called “Digital Health equity.”

Even if there is an agreement on the positive effects on 
this “digital revolution” in health, also in this field there 
can be unintended consequences related to the risk of 
inequalities,12–15 (Petretto et al., submitted). According to 
the so-called risk of “digital paradox,” people which could 
have the better support from digitization process, can also 
incur the higher risk of difficulty in accessing to services, 
information and they can have an higher risk of exclusion 
from digital health if all the elements and variables that 
can influence the use and the access to, are not correctly 
taken into account.13–16

Otherwhere, we discussed about the so-called “Digital 
Health Equity” in the use of Telemedicine and e-Health, 
on its definition and on the need to better understand the 
complex causal model on its base, with the aims to pro-
mote it and to prevent inequities (Petretto et al., submit-
ted). From this regard, according to some other authors, 
we claimed that it is very important to acquire a deeper 
knowledge and awareness about critical loci in promoting 
health equity and preventing health inequities in 
Telemedicine and e-Health environments. In this paper, 
we propose to further analyze and discuss the complex 
causal process(es) that may generate those critical loci 
and we focused on and on the so-called “Digital 
Determinants of health” (DDoH) and their relationship 
with main determinants of health; we aim to discuss cur-
rent definition(s) and theoretical model(s) of Digital 
Determinants of health, according to the following 
research questions:

(1) � How did previous papers define Digital deter-
minants of health?

(2) � How did previous papers describe the relation-
ship between Digital Determinants of health 
and main Determinants of Health?

(3) � How did previous papers describe interven-
tions to promote Digital Health Equity starting 
from the discussion on Digital Determinants of 
health?

Methods

Protocol

The protocol was developed using the scoping review 
methodological framework proposed in PRISMA-ScR 
Guidelines.17,18 We reported data according to these guide-
lines. We conducted a literature review on the definition of 
DDoH via Scopus, Pubmed and Web of Science electronic 
databases. The following inclusion criteria were estab-
lished: papers on the definition of DDoH, written in 
English. All study designs were eligible, including those 
that utilized qualitative and quantitative methods, method-
ology or guidelines report. We excluded papers written in 
other languages than English. Considering the novelty of 
the topic, no time limits were considered.

Information sources and search strategy

Literature searches were conducted by two authors (DRP 
and GPC) in the following online databases: Scopus and 
PubMed and Web of Science. These databases were chosen 
to cover health sciences. We used the following search key-
words: Digital Determinants of Health combined with the 
“OR” Boolean operators and “Digital determinants of 
health.” Then literature was selected, and results were ana-
lyzed. According to the needs, the keywords were searched 
in the publication title or abstract. A total number of 60 
records was found. Two authors (DRP and GPC) indepen-
dently reviewed the chosen references, deciding to exclude 
further papers and to remove duplicate references. A total 
number of 15 papers was found. Papers were analyzed with 
respect to their content, and papers with content that were 
not fully within the scope of this review were eliminated. A 
group of 12 full-text articles were considered. Starting from 
the references in the full text of the articles derived from the 
literature review, some other papers were included 1arti-
cle). After the reading of the full text, a total of eight papers 
were then considered for the final analysis.

Methodological quality appraisal

According to Tricco et al.17 and considering the peculiarity 
of scoping review, we did not appraise methodological 
quality or risk bias of the included papers.
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After examination of included articles and according to 
the quality of the studies and to the research questions, we 
did both quantitative and qualitative analysis of the papers, 
with the aim to address the proposed research questions. 
The findings are summarized using a narrative, but sys-
tematic review.

Results

Table 1 describes the eight papers that met the selection 
criteria. Only recently the authors of the selected papers 
proposed to describe and analyze the role of “Digital” 
Determinants of health in the promotion health, as a con-
sequence of the use of ICT in health and of the so-called 
“digital revolution”19,20 or “digital age.”20 Only one 
paper described this phenomenon before Covid-19 out-
break,20 while all the other papers are focused on the mas-
sive and emergency use of ICT and e-environments in 
health during and after the Covid-19 outbreak.12,19,21–25 The 
geographical distribution of the papers revealed interests in 
America,12,24 Australia,19 Canada21 and Europe (Germany,22 
Switzerland,25 United Kingdom20 and Finland23). The 
authors addressed the topic mainly with theoretical papers 
(chapter, viewpoints, debate, editorials) and only one 
paper is based on specific research with semi structured 
interviews.23

How did previous papers define digital 
determinants of health?

In the selected papers, there is no unique definition of 
DDoH and only some papers proposed a definition. Some 
papers listed specific DDoHs and did not propose specific 
definition20,25,29; they described them in an indirect way 
with reference to “digital literacy and digital access”25 or 
with reference to “ICT as a major determinant of health”20; 
other papers discussed about them according to a general 
approach, like Backholer and colleagues that refered to 
“all the consequences of rapid and exponential technologi-
cal changes on future of public health promotion.”19 When 
a definition is proposed, there are some differences in the 
sorted perspective: Lawrence claimed “is a term that 
describes the unique elements of people’s experiences 
with the digital health ecosystem that impact on their expe-
rience of health and healthcare”12; Richardson and col-
leagues focused on the effects of DDoH, they “are 
condition in the digital environment that affect a wide 
range of health, functioning and quality of life outcomes 
and risks” and described some example (access to techno-
logical tools, digital literacy, community broadband avail-
ability)24; the same authors and other authors focused also 
on their impact on digital health equity.22–24 Moreover, 
some papers described their multiple and hierarchical 
structure22 and on the cross over interactions between lev-
els or layers and within them.20,22,24

How did previous papers describe the 
relationship between digital determinants of 
health and main determinants of health?

The sorted papers focused on Digital Determinants of 
Health in the framework of the promotion of Digital Health 
equity and/or context of the prevention of digital health 
inequities, according to two general approaches: firstly, 
some authors proposed to integrate or modify the “Rainbow 
model” with Digital Determinants of Health5,20,22; sec-
ondly, some other authors proposed to define Digital 
Determinants of Health according to/or within other mod-
els, like the Digital Health equity framework21,23,24 or the 
Social Determinants of Health model of the WHO.12

Even when the “Rainbow model” is proposed, the 
authors used different approaches: Rice and Sara20 pro-
posed to integrate the model with a new level/layer, the 
so-called “virtual environment” and they proposed the 
“Rainbow model 2.0” with the aim to distinguish it from 
the previous version; Jahnel et al.22 proposed an adaptation 
of the model where the digital environments influence 
each layer and the interaction between layers and within 
each layer.

When Digital Health Equity Framework is considered, 
the authors claimed that DDoH interact with the other 
intermediate health factors, such as psychosocial stressors, 
coping styles, current health status and preexisting health 
conditions, health related beliefs and behaviors, and cur-
rent health needs21; other authors described specific 
DDoHs that influences specific layers, such as individual 
access to digital resources, use of these resources for health 
seeking, digital health literacy, beliefs about the potential 
help or harm of digital health care, values and cultural 
preferences regarding the use of digital resources, the inte-
gration of digital resources into community and health 
infrastructure.23 Richardson et al.24 proposed an expansion 
of the NIMHD framework for digital equity28 with the 
incorporation of DDoH in the digital environment domain, 
where they influence individual level, interpersonal level, 
community level, and societal level. They highlighted that 
“DDoH function independently as barriers to and facilita-
tors of health, as well as interact with the social determi-
nants of health to impact outcomes” (Richardson et al.24)

A similar perspective is proposed by Lawrence12 who 
discuss about the WHO’s “Social determinants of health” 
model (WHO, 2010) and he proposed to incorporate 
DDoH at individual level, community level and system 
level. Kickbusch and Holly25 based their paper on Geneva 
Charter (WHO, 2021) and they described direct and indi-
rect effects of digital divide on health and wellbeing 
(direct effects are related to the application of digital tech-
nologies and approaches in health care; indirect effects 
are produces by quality of digital connectivity, access to 
effective digital services, nature of online contents, levels 
of combined digital, health and civic literacy among health 
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professionals and the general population, and a balance 
between benefits and harmful aspects of digital exclusion 
and digital access).

How did previous papers describe interventions 
to promote digital health equity starting from 
the discussion on digital determinants of 
health?

Regarding intervention and recommendation to promote 
Digital Health equity starting from the knowledge of 
DDoH, a common approach arise among the sorted papers: 
the reference to multiple levels of analysis and interven-
tion (individual level, interpersonal level, community 
level, societal level) and to the awareness on the need to 
consider the interdependence among the different levels 
and the mutually reinforcing effects24 (Petretto. et al., 
submitted).

Crawford and Serhal21 highlighted the need to improve 
the resources and quality of digital health care for all social 
groups, aiming to reduce digital health care disparities; 
they also discussed about the need to approaching digital 
health technologies from an ecological perspective, able to 
consider a deeper way how the use of them by each. 
Individual is influences by social, cultural and economic 
aspects.

Jahnel et al.22 recommended intervention on each level 
of the “Rainbow model”5: general socioeconomic, cultural 
and environmental conditions (to put attention on resources 
allocation of tools, devices, broadband, digital literacy, 
and on data protection policy), living and working condi-
tions (to put attention on how technologies affects living, 
working conditions, and the delivery of healthcare, such as 
broadband access, financial and physical barriers and the 
negative issue of tracking and monitoring apps used in 
some jobs to control individual), social and community 
network (to improved formal and unformal networks in 
“deprived” areas), individual lifestyle factors (to improve 
awareness that the use of digital technology may constitute 
an health risk factors or a health protective factor).

Starting from the Digital Health equity framework of 
Crawford and Serhal,21 Kaihlanen et al.23 described spe-
cific areas of improvement of digital health services: to 
increase physical access, digital skills and social support, 
to improve digital remote support infrastructures, to bal-
ance digital health with hybrid strategies which consent 
access with high and low tech perspective and the combi-
nation of online and offline strategies, to put attention on 
usability of digital services and the ability of individual to 
benefit from them).

Backholer et al.19 discussed about DDoH starting from 
the Report on Digital Megatrends by Commonwealth sci-
entific and industrial organization: they highlighted the 
need to balance digital revolution with some open “digital 

dilemmas,” and they recommended that the application of 
ICT and Artificial Intelligence (AI) must empower indi-
viduals to manage their own health in a better way and 
increase digital inclusion to permit everyone to make a full 
use of digital technologies to inform and support their 
health and life, improve data privacy and management. 
Moreover, they claimed that the digital ecosystem must be 
continually challenged and debated to increase and sup-
port societal values and there must a continuous and rigor-
ous monitoring on positive impacts on health and 
wellbeing.19 Also, Kickbusch and Holly25 discussed on the 
need to build healthy public policy with precautionary and 
value-based approach to digital and data governance with 
a direct involvement of community in health promotion. 
From this regards, Lawrence12 focused on the role of 
industry supporting health innovation in being equitable 
and inclusive with the aim to design and produce products 
both effective and valid as a tool to reduce disparities. 
They also recommended an involvement of stakeholders 
and end-users in all the phases from design to implementa-
tion and further long-term monitoring and assessment of 
the impact of digital health technologies in health equity. 
In a similar vein, Richardson et al.24 discussed about the 
need to deepen awareness of the DDoH by digital health 
leaders and developers in industry, as well as academia and 
healthcare, with the aim to prevent the widen of health 
disparities.

Rice and Sara20 claimed that ICT policy in the digital 
age must be a key for public health policy makers to sup-
port health policy, with an increasing awareness of the bal-
ance between risks/barriers and advantages in the use of 
ICT in health.

Discussion

This review has summarized the evidence regarding the 
definition of Digital Determinants of health and their role 
in the promotion of digital health equity and in the preven-
tion of inequities. Starting from the sorted papers, in this 
scoping review we addressed three research questions to 
discuss these issues in a deepen way.

The first research question is focused on the general 
definition of DDoH. Even if, the sorted papers didn’t pro-
pose a unique definition, there is a shared idea about the 
link between DDoH and “digital divide” and “digital envi-
ronment,” some authors proposed list of specific DDoH 
and they described their effects on a wide range of health, 
functioning and quality of life outcomes, both as barriers 
and as facilitators.

Regarding the relationship between them and the main 
determinants of health, as discussed in the second research 
question, there are two general approaches that have been 
followed by the authors: firstly, to refer to the main deter-
minants of health proposed in the so-called “Rainbow 
model” and to describe specific relationship between them 
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or general influences; secondly, to refer to other concep-
tual models on main determinants of health and to describe 
specific relationship between them.

Moreover, both the DDoH and determinants of health 
may act as health promoting factors, health protective fac-
tors or health-damaging factor. There is a close link 
between the evidence used to address the first research 
question and the second research question, because the 
definition of DDoH and/or their list are strictly related to 
the general model(s) proposed.

Regarding intervention and recommendations to pro-
mote Digital Health equity starting from the knowledge of 
DDoH, as discussed in the third research question, a com-
mon approach arise among the sorted papers: the reference 
to a multidimensional complex causal model, with multi-
ple levels of analysis and intervention (individual level, 
interpersonal level, community level, societal level, policy 
level) and to the awareness on the importance to consider 
the interdependence among the different levels and the 
mutually reinforcing effects. Again, there is a close link 
between the evidence used to address the first research 
question, the second research question and the third 
research question, because recommendations for interven-
tion aiming to promote digital health equity are strictly 
related to the definition of DDoH and/or their list and to 
the general model(s) proposed.

Conclusion

In summary, the present paper discussed the role of DDoH 
in the promotion of Health equity, Digital health equity 
and in the prevention of inequities. In the last years, there 
is an increasing interest in this topic and on the need to 
acquire enough knowledge of the complex causal model at 
the base of Digital health equity. According to the reviewed 
literature, it seems that to study DDoH and their relation-
ship with main determinants of health could be a way to 
address this complex causal model, because DdoH as well 
as models of Health Equity and of Health inequities offer a 
deeper knowledge on different reasons/variables that can 
promote equity or limit inequities.

As DDoH and other main determinants of health may 
act as health promoting factors, health protective factors or 
health-damaging factor, they can be addressed with spe-
cific intervention to increase healthy equity and reduce 
risk of inequities. However, as they act in a multidimen-
sional causal context, any intervention, may consider this 
feature and relationship, interdependence among different 
levels (individual level, interpersonal level, community 
level, societal level, policy level) and within them, and the 
mutually reinforcing effects.

An agreed position arising from this scoping review is 
that the promotion of Health Equity must be based on a mul-
tilevel complex causal network which needs to be under-
stood both for designing, producing and implementing 

digital environments, tools and devices, as well as for the 
implementation of active policy in health and in digital 
health. In this multilevel complex causal network, a role is 
played by main determinants of health and by Digital 
Determinants of health, but a role is played also by all the 
involved stakeholders. Further research is needed to gain a 
more complete picture of this multilevel complex causal 
network. As in our previous papers, all the evidence from 
the sorted literature in this scoping review highlighted the 
need to acquire an overall and integrated picture of all these 
variables in this multilevel complex causal model of digital 
health, even if by now we have only a partial picture16 
(Petretto et al., submitted). Only taking into account all the 
variables that influence health and digital health and only 
promoting and supporting direct involvement of all the 
authors of this scenario (health policy makers, health profes-
sionals, industry, academia, communities and people), and 
considering all the levels involved, equity in health and in 
digital health will be pursued. A lot of work has just been 
done but other work needs to be done in next future to guar-
antee equity of access in healthcare and in digital health 
care, and further research in needed.
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