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Abstract

Italy offers a cultural heritage of considerable value that needs to be protected. Indeed, natural deterioration linked to
the passage of time affects ancient artifacts and buildings. Sometimes, the deterioration compromises the functionality
of cultural assets, pushing them toward decay. In this scenario, effective intervention seems impossible on the various
critical points because of the wide variability of factors involved and the wide range of possible treatments. However, the
spread of low-cost technologies has led to the possibility of having different devices and sensors able to communicate and
interact with each other and humans: the Internet of Things (IoT). In this scenario, the IoT paradigm makes it possible
to map reality by defining a coherent virtual representation (Digital Twin), which could help preserve Cultural Heritage.
This work introduces an IoT-based system combining monitoring, predictive maintenance, and decision-making regarding
the implementable interventions for protecting cultural heritage buildings. For this purpose, deep and machine learning
techniques allow for the detection and classification of damages on specific materials. The experimental phase consists
of two phases: the first aims to evaluate the accuracy of the proposed architecture, and the second exploits a prototype
capable of interacting with expert users. The results of the experimental campaign are promising.

Keywords Internet of things - Digital twin - Predictive maintenance - Artificial neural networks - Cultural heritage
preservation

Abbreviations 1 Introduction

IoT Internet of Things

ICT  Information and Communication Tecnologies The advent of Smart Cities and their paradigms in the design
CH Cultural Heritage field has forced different disciplines to meet in a common
DT Digital Twin area. Therefore, the innovation from ICT has had an effec-
ML Machine Learning tive integration in territorial and environmental monitoring
PM Predictive Maintenance [1, 2]. This approach also expands into other construction
AE AutoEncoder areas, such as the predictive maintenance of civil or CH
AD Anomaly Detection buildings [3]. Therefore, the ICT integration in territorial and
SHM  Structural Health Monitoring environmental monitoring encourages further developments
kNN  K-Nearest Neighbor toward a greater awareness of artistic and CH monitoring,

improving planned interventions both qualitatively and in
terms of timing for acting precisely and timely concerning
the type of intervention required [4, 5]. Conservation of CH
is a coherent combination of planning, coordination, study,
research, prevention, maintenance, and restoration. Among
these, preventive intervention plays a fundamental role in
conservation to limit possible risk situations since mainte-
nance intervention stands between the prevention phase and
restoration one, usually more critical and sometimes inva-
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of interventions aimed at maintaining the conditions of a
given asset intact without affecting the functionality and
identity of the whole or parts subject to maintenance. If pre-
vention and maintenance fail to guarantee the conservation
of an element, the restoration phase comes into play [7]. It is
the last act that a conservator can perform to limit the dam-
age by intervening directly on the asset through a complex
series of operations to protect and fully transmit the cultural
values it represents [8, 9]. In general, all assets are subject to
different types of deterioration over time, depending on the
type of environmental exposure, risking compromising their
functionality to a decay state. The types of maintenance and
prevention vary depending on the factors acting on the asset
of cultural interest because several factors can contribute
to the deterioration of a given element, such as climatic or
microclimatic conditions or the material or physical proper-
ties or chemical composition of the object, or even worse
the mixing of more than one factor at the same time [10—
12]. Given the complexity of the scenario described, the
difficulty of intervention in a precise manner on an object
for conserving a cultural asset depends on the variability of
evaluable elements to consider. The continuous evolution
of new technologies in the field of ICT has made it possible
to improve various approaches inherent to the management
and recovery of cultural heritage assets. This increased dif-
fusion depends on lowering the costs of these technologies,
which has allowed for an increase in interconnected sensors
and devices and an improved knowledge of the asset under
study. These factors influenced the diffusion of the IoT para-
digm, allowing for monitoring physical elements through a
sensor system connected to a centralizer that manages their
data collection and user interface, constituting a coherent
virtual representation, i.e., a DT [13, 14]. Several loT-based
sensors can be used to monitor CH depending on the type
of target information. The sensor network can [15]acquire
data according to the typology of degradation to monitor
or prevent, such as material alteration, physical and struc-
tural problems, and climatic and environmental conditions
of the asset. Therefore, the choice of sensors depends on
the type of the material asset. Each material will have its
specific way of reacting to certain conditions, so this infor-
mation also significantly influences the choice of one sensor
over another. In this way, it will be possible to use the DT
to carry out and simulate the possible maintenance actions
applicable to the monitored asset [16]. Therefore, this
approach allows supporting experts in the field to improve
the evaluation of strategies to recover historical elements.
Furthermore, thanks to the developments of ML techniques
that have improved the concept of PM, starting from the
actual description of the element [17], it is possible to make
predictions aimed at the studied and known characteristics
by evaluating all its parameters [ 18]. To summarise, PM can
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be defined as preventive maintenance derived after studying
extracted and elaborated values, according to well-defined
laws, of the period remaining before an event damaging the
element occurs. The substantial difference between preven-
tive maintenance and PM is that the latter is performed if
measured values indicate the need for intervention [12, 19].
Thus, employing the IoT-based framework would allow for
the early identification of the deterioration of one or more
elements based on the data detected in real-time, making
interventions more effective by assessing the highest prior-
ity cases and discarding unnecessary interventions.

In addition, a key aspect is the choice of intervention
methods related to CH’s real estate. This study aims to iden-
tify possible intervention scenarios to optimize the final
result. In this scenario, the objective is to recognize the most
appropriate intervention among various scenarios, such as
restoration, recovery, and valorization [20]. The choice of
the type of evaluation to propose is also complicated. There-
fore, the literature introduces the multi-criteria analysis for
solving and rational examining different scenarios charac-
terized by an information overflow [21]. Precisely in this
context, using all the advantages and peculiarities coming
from the 10T, it is interesting to create a workflow that com-
bines the aspects described above: real-time monitoring of
the values coming from the sensors, then predictive main-
tenance based on the acquired information, and then the
appropriate intervention actions to ensure adequate conser-
vation of the cultural Heritage [22]. For the decision support
phase of the system, this work proposes an ML model for the
identification of structural anomalies of the monitored cul-
tural assets [10, 23, 24]. This model consists of an AE, a par-
ticular Artificial Neural Network that requires as output the
input given to the network to approximate it. AEs are usually
exploited for both AD [25] and dimensionality reduction
[26, 27] and consist of two parts: an Encoder that aims to
encode the input and a Decoder that instead reconstructs the
initial input with a given approximation. In particular, this
work aims to exploit the AE ability to approximate inputs to
identify a threshold that will allow the distinction between
regular data and data related to damages. Therefore, in the
field of CHs, the use of AD techniques enable the identifica-
tion of risky conditions in historical structures or artifacts
to support the work of experts in the field and optimize the
intervention time on historical artifacts or structures. After
the anomaly identification, ML techniques also allow spe-
cific damage assessment and provide support to experts in
the field regarding potential conservative measures [28].

Thus, this article aims to introduce an architecture for
monitoring and predictive maintenance of architectural
structures to support decision-making by experts in the field.

In the context of cultural heritage conservation, this
study integrates two sophisticated modules, the Predictive
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Maintenance Module, and the Decision Support Module,
to achieve the goal of predictive maintenance and decision
support. The former leverages Artificial Neural Networks
(ANN), specifically Auto Encoders (AE), for Anomaly
Detection (AD). Each type of monitoring applied to the
facility is associated with a specially trained AE model
designed to accurately identify deviations from expected
performance patterns, thus facilitating early interventions.
The Decision Support Module, on the other hand, exploits
the anomalies detected by the Predictive Maintenance Mod-
ule. It uses the K-Nearest Neighbor (kNN) classification
algorithm to propose potential corrective actions for the
facility based on the classified decay related to the specific
analyzed material. This approach not only categorizes the
damage observed but also provides a data-informed basis
for experts in the field to prioritize and execute preserva-
tion efforts effectively. Employing kNN, the module pro-
vides an understanding of the damage, enabling targeted
interventions crucial to maintaining and preserving cultural
property. The proposed approach aims to leverage machine
learning techniques to improve the preservation of historic
buildings by detecting and classifying possible damage
to the structure. In addition, employing machine learning
approaches can enable experts to intervene early to prevent
the onset of an unrecoverable state of damage.

Therefore, this work aims to describe an architecture for
conserving cultural structures exploiting IoT devices and
machine-learning approaches. Because of the application
field, the sector study represents a crucial step in combin-
ing the application of novel technologies for preserving
structures and respecting the current regulations related to
cultural structures. Specifically, current regulations regulate
both types of damage and possible methodologies for resto-
ration works.

The structure of the paper is as follows: The next chapter
reports and analyses some significant works that have con-
tributed to this line of research. The third chapter introduces
the IoT-based architecture for monitoring, PM, and deci-
sion-making applied to preserve cultural heritage buildings.
A description of a real case study follows, integrated with
the results related to the proposed architecture validation.
Finally, conclusions will follow, and possible approaches
and future developments will be proposed.

2 Related works

In the scientific field, there have been many efforts to pro-
tect CH. For example, in [29], the three-year environmen-
tal monitoring carried out at The Cloisters, home of the
Metropolitan Museum of Art in New York, using a wire-
less sensor platform is presented and discussed. This sensor

network, comprising more than 200 devices distributed in
5 art rooms, evaluates factors such as temperature, humid-
ity, air quality, dew point, and number of visitors. The data
collected by the sensor platform represents the basis for
studying the impact of air conditioning and visitors on the
long-term preservation of art objects. [30] describes a three-
level IoT architecture as a first step towards creating a moni-
toring environment for the Church of the Holy Archangels
Michael and Gabriel in Sarajevo. The paper proposes a solu-
tion based on ML algorithms such as Decision Tree, Support
Vector Machine, or SVM Lite to ensure real-time appropri-
ate decisions. In [31], the application of SHM techniques to
assess the safety and structural stability of the Verona Arena
is presented for developing an advanced SHM data process
to quantify uncertainty and reduce static and dynamic moni-
toring parameters. The main objective is to understand the
structural behavior of historic buildings. In [32], the impor-
tance of monitoring the health of historical buildings to pre-
dict and prevent further damage by employing sensors and
advanced information technology is emphasized, exploiting
a predictive approach based on statistical techniques such as
data mining, predictive modeling, and machine learning to
predict future events.

In [33], a museum monitoring system is described to
improve visitor management within the museum space. The
use of Bluetooth beacons, statistical analysis, and multilayer
perceptron neural networks enables the precise reconstruc-
tion of visitor trajectories, which are essential for stochastic
simulation and optimization of museum operations.

In [33], the authors describe the application of a room
monitoring system for preserving paintings on a wooden
support, in which the indoor microclimate parameters of
temperature, humidity, and vibration are measured. On the
other hand, in [34], intelligent IoT devices called Smart
Tags are presented to be applied in the vicinity of monu-
ments and connected through a middleware; the system
proposes to use low-energy sensors, increasing the system’s
overall efficiency.

The authors of [35] propose an innovative evaluation
model to identify the historic buildings’ Highest and Best
Use (HBU), considering their social, cultural, and financial
identity and preserving their integrity and original image.
The choice of HBU requires a study approach that ana-
lyzes multiple factors, such as the financial performance of
the restoration and enhancement project, the effects on the
territory and community, employment opportunities, and
cultural growth. For the implementation, the research pro-
poses the Analytic Hierarchy Process (AHP) employment:
a multi-criteria technique for breaking down the complex
decision-making problem into more straightforward ele-
ments based on multiple criteria and sub-criteria. This tech-
nique will allow the consideration of multiple aspects when
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assessing the HBU of historic buildings, helping to make an
informed and considered decision.

Another machine learning model used in the literature
is decision trees, which can be used for classification and
regression. Some application examples are listed below. An
application case regards the monitoring within a museum,
using a decision tree to identify cultural assets most at risk
of damage or deterioration due to environmental conditions,
such as humidity and temperature, and to make decisions
on protection modalities of these assets. Another example
applied in an archaeological site employs decision trees
to identify the finds requiring greater attention and pro-
tection based on their state of conservation and historical
importance. Ultimately, it deals with conserving historical
heritage to identify cultural assets that need restoration or
protection based on age, fragility, and popularity [36].

Finally, among the techniques for identifying defects or
damage on artifacts, there are AEs widely used in the AD
field. In particular, [37] exploits a convolutional AE based
on the images obtained from a thermal camera to monitor
possible damage to contemporary artworks, developing the
experimental phase on an artisanal reproduction of the “La
Bouteille de Suze” by Picasso. Instead, in [38] and [39], the
AD is exploited to identify keywords to improve the usabil-
ity of ancient manuscripts by simplifying access to archives.
For example, in [40] is proposed an AeKNN model that
combines an autoencoder for extracting latent features from
meta-features of datasets and a kNN for recommending
optimal learning pipelines based on the distances between
feature vectors, allowing it to outperform classical kNN and
other traditional meta-models. Finally, in [24, 41], AEs are
exploited to protect structures through image processing and
crowdsourcing. These works of literature confirm the effec-
tiveness of AE in identifying anomalies, guaranteeing the
possibility of operating promptly to preserve cultural assets.

In this scenario, the proposed AeKNN model represents a
significant innovation compared to previous systems. While
many studies have focused on IoT technologies for environ-
mental monitoring and preventive conservation, our model
introduces a unique approach that integrates latent feature
extraction via autoencoder with advanced classification via
KNN. This combination enables the monitoring environ-
mental and physical parameters and a more accurate and
compelling interpretation of data dynamics, offering data-
driven recommendations for conservation interventions.
The use of AeKNN allows detailed reconstruction of dete-
rioration lines and early identification of damage, improving
traditional models both in terms of accuracy and adaptabil-
ity to different types of materials and environmental condi-
tions. This innovation is expected to significantly improve
decision-making in cultural heritage conservation by pro-
viding a more robust and informed platform for preventive
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interventions and predictive maintenance. As such, the
model will significantly impact the community, improving
the quality and timeliness of conservation interventions and
setting a benchmark for future developments in the field.

3 The problem

The peculiarities of the approach under study are many,
such as functional support to non-expert users of cultural
heritage monitoring and management or the possibility of
predicting elements of degradation and consequently billing
a maintenance program through targeted interventions and
then designing the best intervention action to implement.
This chapter discusses the method applied for monitoring,
predictive maintenance, and the decision-making phase of
interventions for protecting CH assets. For the application
of concepts related to PM, a prototype system was studied
and developed to obtain testing results that will be discussed.

The presented framework represents an evolution of the
methodology proposed previously in [42], based on the IoT
system applied to cultural heritage buildings. The project
combines monitoring, predictive maintenance, and deci-
sion-making related to conservation tools. In the described
methodology, data collected through sensors on environ-
mental and micro-environmental conditions, including
monitoring alterations of materials and structure, flow into
an inference model capable of predicting, through appropri-
ate learning models, the possible variation in the level of
preservation of buildings. This data typology feeds an infer-
ence system that, thanks to the learning models, makes it
possible to predict future deterioration conditions and the
subsequent planning of conservation interventions. A pro-
totype is developed and tested with a historic building, with
encouraging results: it integrates several sensors to monitor
various indicators of critical environmental and structural
parameters, such as humidity, temperature, vibration, and
other elements that can affect the preservation of the build-
ing. Therefore, it was decided to continue the work, com-
bining additional knowledge and upgrading the inference
model by employing neural networks dedicated to the anal-
ysis of the monitored parameters to improve the reliability
of the system and concurrently preserve the versatility of the
proposed architecture by preserving the peculiarities that
each cultural heritage asset intrinsically preserves.

To verify the process of the proposed study, the architec-
ture under analysis was applied to a building of cultural sig-
nificance, such as the scientific library of the University of
Salerno. Built on the design of the Roman architect Nicola
Pagliara, it stands within the Fisciano campus on more than
2,000 square meters with eight levels: five visible from the
outside (including the access floor) and three underground. It
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has a total capacity of approximately 350,000 bibliographic
units, and it brings together the library collections formerly
belonging to the Faculties of Mathematical, Physical and
Natural Sciences, Engineering, and Pharmacy libraries. The
building is reminiscent of an industrial design, as if it stood
for the industry of knowledge. The choice of material ele-
ments characterizes its facade because the use of stone and
marble elements with gray-colored bricks gives a sense of
movement to the structure. The choice of this study is justi-
fied by the fact that it is a relatively young structure that
shows the first hints of decay, so it is functional to analyze
the evolution of a given decay over time, from the first signs
to more substantial damage. In addition, another factor that
made us choose the science library specifically was the ease
of finding information on the singular materials used and
information on the installation method. In summary, this
source information represents a significant knowledge base
on which to base a viable model over time.

To implement the experimental part of the architecture, a
starting prototype was designed and then assembled based
on the IoT concept, integrating open-source technologies
characterized by low cost and open standards. Table 1 lists
the network of sensors fielded for monitoring. The differ-
ent characteristics of the sensors chosen allow for the most
comprehensive analysis of the distinct conditions to which
the asset may be subjected.

The choice of sensor types turns out to be crucial since
it is possible to analyze both purely architectural and struc-
tural aspects of a building to overcome the sectoriality of

Table 1 List of sensors installed for monitoring

Parameters

Sensors

Indoor Air Temperature
Indoor Air Humidity
Indoor Air Quality
Outdoor Air Quality,
Temperature, Pressure
Humidity

Weather Station

Temperatures of the ele-
ments analyzed

Peak ground acceleration
Temperature and Humid-
ity soil

Light RGB

Structural and material
alterations

DHT22 (Adaftruit Industries New York,
NY, USA)

DHT22 (Adafruit Industries New York,
NY, USA)

PMSAO003I Air Quality Breakout

- STEMMA QT / Qwiiic (Adafruit
Industries, New York, NY, USA)
BMEG680 Breakout (Adafruit Industries,
New York, NY, USA)

Weather Meters (SparkFun Electronics,
Niwot, Colorado, USA)

MLX90640 24 x 32 IR Thermal Camera
Breakout — 110 Degree FoV (Adafruit
Industries, New York, NY, USA)
ADXL345 (Adafruit Industries, New
York, NY, USA)

12C Soil Sensor (Adafruit Industries,
New York, NY, USA)

TCS34725 (Adafruit Industries, New
York, NY, USA)

Raspberry Pi High-Quality HQ Camera
— 12MP (Adafruit Industries, New
York, NY, USA)

some approaches already adopted in the literature. Informa-
tion inherent in the environmental conditions of the area and
the microenvironmental conditions of the element under
study are recorded through a vast system of sensors, such
as air temperature and humidity, presence of gases, pres-
ence of particulate matter and fine dust, air quality, thermal
imaging cameras, cameras, and weather stations. Then,
thanks to some of these values, it is possible to calculate
the dew point using temperature and relative humidity val-
ues, thus monitoring the presence of condensation on some
architectural elements that might be particularly affected.
Thermal imaging employment allows for the temperature
of the analyzed elements to be recorded by measuring the
intensity of infrared radiation (directly proportional to tem-
perature values) emitted by the subject under analysis. In
fact, through the use of thermal imaging cameras, we can
detect thermal dispersion of a building envelope (infill wall,
attic, roof, windows, etc.), highlight material discontinuities
(assessing their possible risks on the asset), analyze the con-
dition of impermeability of surfaces, types of degradation
related to moisture or more generally regarding possible
water infiltration or better inspect certain elements that are
not directly visible but are located within the building enve-
lope, such as the presence of pipes inside a wall. Instead,
everything related to changes in structural and material
conditions is monitored through cameras and video cam-
eras. Camera usage allows the encapsulation of informa-
tion inherent to deformations and kinematics, such as the
presence of cracks. Instead, for material analysis through
cameras, it is possible to encapsulate information regarding
both physical and chemical corrosion phenomena, which
can be intrinsically related to the characteristics of the con-
struction (congenital in the material itself, location in the
site, or defects in the design phase) or extrinsically regard-
ing the surrounding environment and context, which are
almost always permanent (weathering, pollutants, biodete-
riogens). Using computer vision techniques based on Deep
Learning, valid and automatically manipulatable data can be
visualized and extracted directly from images from cameras
and camcorders. There are already several applications that
allow the analysis of possible structural damage through the
comparison of crack pictures and the detection of material
alterations through the evaluation of colors. The monitor-
ing system exploits a Raspberry Pi4 board connected to a
network of actuators that autonomously regulates the con-
ditioning system of the rooms to survey. In contrast, data
management and visualization take advantage of the IoT
management platform ThingsBoard, which enables device
coordination, collection, development, and visualization of
collected information. The visualization and monitoring of
the data are done through dedicated dashboards, and this
type of visualization is easily accessible through both web
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and smartphone apps, thus expanding the user audience.
So, thanks to the collected data, it is possible to implement
analyses for PM based on inferential engines powered by
ML algorithms. The testing phase was performed by verify-
ing the system’s ability to detect existing damages to the
asset under study in a preventive manner. Specifically, by
keeping an eye on defined parameters, such as indoor and
outdoor air temperature and humidity, the study of the dew
point, surface temperature of the infill elements (walls and
fixtures), wind direction and speed, level of meteoric pre-
cipitation, thus general weather conditions, and camera and
camera images. So, the system identified on the facade at
different times of the year the possibility of risky conditions
of the presence of alterations due to surface condensation,
and it was on this phenomenon that the experimental phase
focused most.

The selection of sensors is justified precisely by evalu-
ating the condensation that occurs under specific tempera-
ture and humidity conditions. So, condensation appears
when the surface temperature of the element under study
is lower than the dew point temperature of the indoor air.
The dew point, or dew temperature, is the value that, at con-
stant pressure, the air turns into droplets of moisture and
condenses. “Dew point” takes this name to denote the point
at which the air becomes saturated and is identified through
the psychrometric diagram. The psychrometric diagram is
a graph to represent the different conditions in which the
air and humidity are. Each point on the diagram represents
a definite state of the air and describes its properties. Since
the diagram is composed of infinite points, it can provide
information about an infinite number of thermodynamic
conditions related to the air state. So, to establish the dew
temperature value, psychrometric diagram analysis allows
for the reading of the values along the relative temperature
and humidity lines encountered on the saturation curve.
Instead, the thermal camera employment permits to read
the surface temperature. So, briefly, we can say that both
the microclimatic values of the building and the climatic
conditions of the surroundings significantly influence the
data inherent in the dew point and surface temperature. In
addition, the images taken by the thermal imaging cam-
era can also detect material changes and thus highlight the
early effects of condensation due to moisture. The effects
of condensation can be swelling, the presence of stains or
mold, salt efflorescence, and chalking. So, because water
action carries salts and soluble substances, it represents the
first natural cause of material degradation through several
forms: rising, seeping, stagnant moisture, and water vapor
(condensation). Classical deterioration analysis follows a
logical path: causes, deterioration mechanisms, effects, and
interventions.
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Degradation processes can be physical, chemical, and
biological. Physical degradation depends on sunlight, wind,
and low temperatures, which cause the crystallization of salts
on the surface of materials and the formation of freeze/thaw
cycles. Chemical degradation is caused by the deposition
of dust, gases, and suspended substances in the atmosphere
that react with the surface layers of materials. Biological
degradation depends on bacteria, parasites, and microorgan-
isms colonizing the surfaces of materials. Crystallization
of salts occurs in very porous materials due to temperature
excursions. The pores of the material absorb water that con-
tains soluble salts. The water evaporates, and the salts settle
inside the pores, causing a progressive increase in volume.
Diagnosis, understood as the identification of degradation
and disruption, is a knowledge process related to the state of
preservation of artifacts. There are two basic levels of mate-
rial diagnosis: the first is direct observation, macroscopic
analysis, and the second consists of more in-depth obser-
vation with precision instruments, microscopic analysis,
which is done either directly on the material (in situ) or by
sampling and analysis in the laboratory.

Codes are used to identify the types of degradation of
materials and to unify the pathologies in scientific terms
from the description of the phenomenon that presents itself
to a visual (or macroscopic) analysis. Among the various
types of classification of the state of conservation of arti-
facts are the RILEM, UNI, and NorMal codes. In Italy, the
NorMal, created by the Central Institute for Restoration,
has been one of the most widely used codes. NorMal is an
acronym that stands for “Normativa Materiali Lapidei”. The
code deals with natural materials used in architecture (the
stones) and artificial stone materials (elaborated from natu-
ral raw materials, such as bricks, ceramic products, mortars,
plasters, stucco, etc.). The NorMal code that dealt with the
types of degradation of stone (and assimilated) materials
was identified as NorMal 1/88. Today, the UNI 11182:2006
standard has replaced NorMal 1/88. The document makes
it possible to survey the state of conservation of stone sur-
faces, defining the principal forms of alteration in alphabeti-
cal order, accompanied by a photographic description and a
definition of the causes that caused the degradation.

So, UNI 11182:2006 standard defines alteration as a
modification of a material that does not necessarily imply a
deterioration of its characteristics from a conservation point
of view; it also defines degradation as a modification of a
material involving a deterioration of its characteristics from
a conservation point of view. Some of the most commonly
encountered degradations in the conservation of cultural
property are defined in the table.
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3.1 BIM and thingsboard integration - digital twin

In the context of advanced planning and management of a
building, the possibility of integrating a BIM model also
based on data from external sources is of great value. This
article describes in detail how data can be acquired from
the ThingsBoard platform on Revit via the Dynamo system
and deals with the so-called DT, consisting of a real-time

Table 2 Decay classification by NorMal 1/88

replica of the real model of the physical object described in
the BIM model.

The primary purpose is to facilitate the synergic connec-
tion of ThingsBoard data with the Revit BIM model, provid-
ing a real-time and detailed viewpoint of the physical object
being represented to ensure informed choices and optimal

maintenance of the building structure.

Material ~ Decay Causes Intervents Concerned sensors  Preventive
actions
Plaster Disintegration: Salt crystallization;  Cleaning, in order to wash and remove Indoor Air Tem- Constant
with aer-  Disconnected state with detach- Presence of moisture  deposits and any foreign matter with  perature, Indoor tem-
ated lime  ment of granules or crystals to repeated migra- water spray and a sorghum brush; Air Humidity, perature
mortar under minimal mechanical tion and evaporation Indoor Air Quality, and low
stress. Decohesion with falling  of the same on the Outodoor Air Qual- humidity.
material in the form of dust or  surface; ity, Temperature,
minute fragments. Sometimes ~ environmental pollu- Pressure Humidity,
the term pulverization is used.  tion of water or air. Weather Station,
Temperatures of
the bodies analyzed
Fracturing: Disruption of the wall Cleaning with sorghum brush, or Structural and Preventive
Solution of continuity in the texture; broom, or washing cycles in aqueous  material altera- recovery
material involving mutual dis-  lack of maintenance  solution, solvent-acting; tions, Raspberry Pi  of the
placement of parts. In the case Consolidation with injections of low- ~ High Quality HQ  mechani-
of incomplete fracturing without salt additive air lime mortar Camera — 12MP cal char-
fragmentation of the artifact, the acteristics
term crack is used, or in glassy of plaster.
coating, cavil.
Erosion: removal of material Mechanical action Removal of the remaining part of Weather Sta- Protec-
from the surface, which in most exerted by water totally degraded and irreparable tion, Peak ground  tion of the
cases is compact, due to pro- and wind, caus- materials; acceleration affected
cesses of a different nature. ing dissolutions of Replacement of the missing parts with surface,
surface materials and material with the same physical char- use of
mechanical detach- acteristics, as those in place to recover products
ment of very small continuity; with
particles Washing with water spray of the additives
treated surfaces.
Brick Missing: fall or loss of three- Mechanical: erosion, Replacement of missing parts with Weather Station, Protec-
dimensional elements (arm of  explosion; materials of the same physical charac- Peak ground accel- tion of the
a statue, loop of an amphora, Physical: climatic teristics, as those in place to recover eration, Structural  affected
piece of a relief decoration, variations, wind; continuity; and material altera- element to
etc.). Chemical: attack washing with water nebulizzata delle  tions, Raspberry Pi external
by water containing  superfici trattate. High Quality HQ  agents,
pollutants. Camera — 12MP improve-
ment of
air quality
Stone Alveolization: Weathering; Cleaning with sorghum brush and Outodoor Air Qual- Avoid
Presence of cavities of variable aging; sandblasting; ity, Temperature, crystal-
shape and size, called alveoli, crystallization of salts paper pulp compresses for the absorp- Pressure Humidity, lization
often interconnected and with tion of salts in the stones; Weather Station, of salts
non-uniform distribution. Injections with hydraulic lime mortar ~ Light RGB through
in order to restore the stone surface. cleaning
Iron Rust (Corrosion): Climatic conditions ~ Removal by mechanical means of Outodoor Air Qual- Rust
metal objects undergo the and relative humidity dust and grains deposited on finishes ity, Temperature, patina
combined action of oxygen and are exogenous factors exposed to aggressive agents; Pressure Humidity, cleaning

that contribute activ-
ity to corrosion.

water and causes the forma-
tion of an oxide coating, with
formation of salts and change
in the mechanical properties of
the metal.

Application of rust-proofing primers,
barrier primers with mica, iron oxide
primers with binding capacity to form
a solid and adherent film for corrosion
protection.

‘Weather Station,
Light RGB
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The first stage of the integration process involves the
appropriate configuration of the ThingsBoard API. This
process enables optimal communication of data values
between the platform and the Revit BIM system. For this
reason, it is necessary to accurately identify the data to be
kept under control and to be integrated into the BIM model.
This step involves carefully reviewing the information in
ThingsBoard and choosing only those values that help cre-
ate the DT in the Revit BIM model. The next step involves
using Dynamo, the visual programming tool integrated with
Revit. With Dynamo, proprietary scripts are developed to
link the ThingsBoard platform and the BIM model. These
scripts are designed to automate the flow of data extraction,
processing, and transfer to ensure complete and efficient
processing. Dynamo is then used to extract the data iden-
tified in the previous step from the ThingsBoard platform.
This data is transformed into a format type compatible with
the Revit BIM model. Finally, the converted data is loaded
into the model, ensuring seamless interaction and fully inte-
grating relevant information. The precise mapping of val-
ues between ThingsBoard and the BIM model is a decisive
element in achieving consistency in the flow of informa-
tion. During this procedure, exact correlations are defined
between the data obtained via the ThingsBoard platform and
the corresponding components of the BIM model in Revit.
This aims to ensure that its data is presented precisely and
entirely in the DT, thus fostering uniformity and improved
security of the adopted model. Exploiting the data collected
to create a digital replica of the physical object in the BIM
model is crucial in this integration process.

Maintaining the correspondence between the DT and the
physical structure through regular updating is essential to
ensure that the information in the digital model also accu-
rately matches the current condition of the physical object.
This involves creating a permanent flow of updated data
from ThingsBoard to the BIM model, ensuring that the DT
accurately represents the actual object.

Establishing a continuous monitoring system is crucial
to ensuring that the data in the BIM and digital twin models
are updated accurately. This cost-effective surveillance sys-
tem ensures that the information reflects the current state of
the physical object, maintaining the connection between the
digital and physical worlds. Dealing with potential issues or
gaps in time is a necessary component of ongoing monitor-
ing and maintenance. The monitoring system is designed to
identify such circumstances and initiate an expedient cor-
rection procedure for anomalies or unexpected changes.
Promptly resolving issues or gaps is essential to ensuring
the reliability of the integrated model over time and main-
taining the validity and accuracy of the data obtained from
the DT.

@ Springer

4 The proposed approach

As seen previously, in works concerning the protection of
CHps, there are no approaches that integrate all considerable
aspects. So, this chapter proposes an architecture that com-
bines the three crucial facets that characterize the mainte-
nance of buildings in the CH category: monitoring, PM, and
the decision-making phase on the interventions to imple-
ment. To best describe the developed process in Fig. 1, the
proposed architecture exploits four functional layers: Sen-
sor Layer, Knowledge-Base Layer, Inference Engine Layer,
and Application Layer.

The Sensor Layer collects all IoT devices to represent
environmental parameters related to the object under obser-
vation. In this layer, there are different devices, such as sen-
sors, that allow the collection of information regarding the
environmental and micro-environmental conditions of the
area, as well as material alterations and structural deficits
and other devices that can intervene to modify the environ-
mental conditions, such as actuators. With this data, it is
possible to obtain additional information that enriches the
system, such as degradation mechanisms and related inter-
ventions integrated with established services that describe
the conditions of the Cultural Heritage (See Figs. 2 and 3).

In addition, data acquisition through sensors takes advan-
tage of the MQTT Communication protocol. Based on a pub-
lish-subscribe approach, the MQTT protocol involves three
actors: the publisher who publishes data on a given topic,
the subscriber who has access to the data published on the
subscribed topics, and the broker who manages messages on
the various topics. The proposed architecture manages data
acquisition through the IoT ThingsBoard platform, which
provides several services, including the acquired data man-
agement from transferable sensors through services based
on Rest APIs. These APIs allow structured and unstructured
data acquisition related to applied sensors (See Figs. 4 and
5).

The core of the proposed architecture is the Knowledge-
Base Layer. This layer acquires data through the Rest ser-
vices made available by the IoT Thinghboards platform,
allowing the storage of the time series that prepares the
data for the processing that will take place in the Inference
Engine Layer. In addition, a preprocessing and validation
phase of the collected information takes place in this layer,
making the data homogeneous and then stored for later use.
The preprocessing phase is fundamental for extracting sig-
nificant information in the pursuit of cultural heritage pres-
ervation, increasing the dataset of information. The acquired
data are then employed to feed the inference block.

The Inference Engine Layer implements learning mod-
els to describe the actual conditions and determine the
various parameters based on the collected information. So,
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this module is crucial to the whole success of the process
because this layer encompasses the entirety of the informa-
tion flow for the inference on which the choices inherent in
monitoring, predictive maintenance, and intervention types
will be based. The Inference Engine Layer consists of two
sub-modules: The Predictive Maintenance Module and the
Decision Support Module. The former exploits particular
Artificial Neural Networks called AEs that enable AD, as
seen in the literature analysis. Specifically, there is a trained
AE model for each type of monitoring applied to the struc-
ture. The second, on the other hand, exploits the anomalies
identified by the Predictive Maintenance Module to indicate
the potential interventions to perform on the structure.

The Predictive Maintenance Module processes the data
through the trained AE model related to the possible damage
that was analyzed. In the case of anomalies, the system lever-
ages the kNN to classify the best intervention concerning
the identified anomaly. In particular, the Predictive Main-
tenance Module exploits the ability of AE to approximate
the identity function and, through training data, identify the
approximation error across inputs and outputs to determine
a threshold to distinguish between regular data and data
related to damages. This step enables the detection of dam-
ages that can be classified through the kNN algorithm.

The Decision Support Module communicates with the
Predictive Maintenance module, acquiring the data elabo-
rated through AutoEncoders and kNN. Specifically, the
AEs allow the detection of damages, and the kNN classifies
them. Based on the damage identified, the Decision Support
Module connects the damage to possible restoration works
provided for in the regulations.

Moreover, the functioning of the Inference Engine Layer
requires an offline phase for training machine-learning tech-
niques through collected data and an online phase in which
trained models allow the inference of data. In addition, the
system provides a periodic phase of updating the models
through the new data collected.

Thanks to the Application Layer, obtained information
and knowledge are made available to a consequential mod-
ule that proposes monitoring and performing the necessary
analysis for the PM and the most fit-for-purpose decision-
making phase. The collected information is made available

. &
VISUALIZATION MONITORING
oD d
ANALYSIS v PREVENTING

-y
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Fig. 3 Visualization of 3D bim
model in revit

Fig.4 Visualization of parameters
from sensors in platform BIM

Fig. 5 Dashboard on things-
board’s platform
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for visualization through ThingsBoard, an open-source IoT
platform, which enables remote management, processing,
and visualization of the said data. Subsequently, the module
dedicated to predictive maintenance and decision-making
is based on algorithmic logic that considers the patterns
present in the inference engine. This type of application
targets experienced users. In fact, this approach provides
information on the trend of conditions at the site to moni-
tor, allowing autonomous decisions to support the system,
such as temperature and humidity regulation, air quality
assessment, and energy consumption optimization. Through
the visualization of dedicated dashboards, expert users can
take advantage of real-time data for asset management or
possible actions that the model performs autonomously.
Another type of practicable application hypothesizes using
data obtained from monitoring to derive information inher-
ent in the timing and mode of maintenance of the asset and
optimize the practical phase of possible approaches to inter-
vene appropriately.

5 Experimental results

This section covers the experimental results related to the
case study presented earlier. The purpose of the proposed
architecture, based on the IoT and Digital Twin paradigms,
is to combine different fundamentals aimed at preserving
buildings belonging to Cultural Heritage. In particular,
the introduced architecture aims to support expert users in
monitoring tasks, PM, and decision-making regarding the
interventions to be implemented. For this reason, referring
to the case study related to the scientific library of the Uni-
versity of Salerno, an experimental phase was conducted to
test fundamental aspects of the proposed methodology. In
particular, the experimental phase tests the system’s abil-
ity to support expert users for the management and mainte-
nance phase through suggestions and autonomous choices.
In addition, the system’s ability to adequately present the
acquired information to ensure users have an overall picture
of what is happening was evaluated. For this purpose, the
experimental phase requires the development of a prototype
with a server component and client components reachable
from the Web and through applications. Python-based tech-
nologies were employed using the Django REST framework
for the server part related to inferential engines.

The developed visualization application allows support-
ing experienced users in managing routine building-related
activities. This application shows, through dashboards, an
overview of all monitored crucial parameters and to choose
actions to be performed by the system.

The developed prototype is fed through data from two
boards, one for the inside of the building and one for the

outside, which act as a concentrator to which different
parameters from various sensors are routed, according to
Table 1. Weather parameters were also monitored using a
Weather Station integrated with external concentrators to
supplement the collected data.

The monitored parameters made it possible to build a
dataset by which the system can acquire indoor and out-
door environmental parameters, such as weather condi-
tions, humidity, indoor temperature, air quality, presence
of people, etc. Such information is sufficient to predict, for
example, the need to turn on the heaters automatically, to
control the lighting system and the possibility of having the
building ventilated, when necessary, through rules set based
on the inferences produced by the architecture. As a mat-
ter of convenience, the experimental campaign was divided
into two phases. The first phase focused on understanding
the reliability of the inference engines underlying the ability
to predict potential damage situations in the case study. The
second phase evaluates suggestions provided by the pro-
posed architecture and the graphical interfaces to support
expert users using a questionnaire submitted to expert users.

In particular, this section is organized as follows: the first
subsection describes collected data aimed at the accuracy
evaluation of the machine-learning techniques exploited
in the Inference Engine Layer, and the second subsection
describes the obtained results related to accuracy and the
questionnaire.

5.1 Data and experimental settings

For the accuracy evaluation of the proposed approach,
559,358 instances were collected related to indoor and out-
door monitoring of both damage conditions that the struc-
ture begins to exhibit and regular conditions.

Data collected by the system for about six months (from
May to November 2022) were employed to develop this
experimental phase.

Specifically, the following were collected:

e 432,012 regular instances divided into:

— 145,205 instances of non-critical situations in rela-
tion to plastering with aerated lime mortar;

— 142,493 instances related to non-critical situations
in relation to brick;

— 137,817 instances related to non-critical situations
in relation to stone;

— 133,843 instances related to non-critical situations
in relation to iron;

e 127,346 instances of damage divided into:
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Fig. 6 Structure of autoencoder
based on ReLU activation func-
tion related to plaster (a), stone
(b), brick (¢), and iron (d). The
images are obtained through [43]
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— 33,228 instances of damage associated with plaster-
ing with aerated lime mortar as follows:

— 12,159 related to disruption;
— 10,326 related to fracking;
— 10,743 related to erosion;

— 33,246 instances of damage associated with brick;
— 29,126 instances of damage associated with stone;
— 31,746 instances of damage associated with iron.

Therefore, four independent AutoEncoders were developed
in the inference engine with inputs related to the data of
interest described in Table 1. Specifically, there are four
AEs, as shown in Fig. 6, and each AE requires input from
the data described in Table 2 to fit with current regulations
and ensure proper alignment with the types of interventions
required by law. In addition, to classify the damage related
to anomalies of the instances associated with the airborne
lime mortar plaster, the k-Nearest Neighbor algorithm was
exploited to distinguish between disintegration, fracturing,
and erosion based on the input data related to the specific
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damage instances. In particular, KNN uses the same features
given as input to the Autoencoders, elaborating the similar-
ity among samples with the Euclidean distance (See Fig. 7).

Identifying a tolerance specific to each AutoEncoder
made it possible to obtain the confusion matrices described
in Fig. 8. In addition, Fig. 9 introduces the results obtained
concerning Precision P, Recall R, F} score, and Accuracy
A in agreement once True Positive (T P), i.e., anomalies,
False Positive (F'P), True Negative (TN ), and False Nega-
tive (F' N ) were identified.

TP
P=—
TP+ FP

TP
B=7p i FN

2P‘R

F =
""PIR

B TP+TN
" TP+FP+TN+FN




Evolutionary Intelligence
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Fig.8 Confusion matrices

obtained from AutoEncoders for
damage analysis related to the
materials described in Table 1
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According to the introduced accuracy metrics, we set the
AE models according to the deeper possible structure based
on the data related to each AE. In particular, the input data
are related to Table 2. In addition, the value of k for the
KNN algorithm is selected based on the results shown in the
Figure below.

5.2 Numerical results

As introduced before, this section introduces the results
obtained through the two different developed experiments.
The first part of the subsection presents the accuracy results
related to the performance of the Inference Engine Layer,
and the second part describes the questionnaire and related
results.

Iron Plaster Brick Stone Iron

5.2.1 Step 1:analysis of the accuracy of the inference
engine layer

This subsection introduces the results obtained from data
described in the previous section according to the intro-
duced accuracy metrics.

Figure 9 shows that both Precision and Recall of the
inference techniques associated with the data detection for
the four types of materials exceed 90%, and the system
achieves an accuracy that exceeds 95% in all four cases.

In addition to the four inference engines, it is necessary
to distinguish, in the case of damage related to ‘plaster with
aired lime mortar, between three types of damage:

e Disintegration;
e Fracturing;
e FErosion.

For this purpose, an engine based on the kNN algorithm was

trained to classify the three classes. The optimal number of
neighbors is k=13. Figure 10 shows the obtained confusion
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Fig. 10 Confusion matrix related
to the kNN algorithm

Disagregation

True Class

Fracturing

Fig. 11 Precision, Recall, and oreci

Erosion
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F_1-score results related to the 1
classification of disintegration,
fracturing, and erosion

09
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matrix, and Fig. 11 shows Precision, Recall, and F}-score.
The accuracy achieved by the system is 92.21%. Again, Pre-
cision and Recall exceed 90% for all three classes under
analysis.

5.2.2 Step 2:real-time parameter visualization and
intervention suggestions

The Inference Engine provides elaborate information to the
Application Layer by elaborating on the Predictive Main-
tenance Module and the Decision Support Module. Spe-
cifically, the Predictive Maintenance Module allows the
detection and classification of damages through data, and
the Decision Support Module suggests restoration works
regularized by Table 4. In the presence of anomalies, the
system provides appropriate interventions associated with
each type of damage to Table 1. In particular, some of the
possible interventions include.

1. The management of energy-saving functions;
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DisagregationFracturing ~ Erosion

2. The possibility of ventilating the building to control the
healthiness of the environment and prevent the forma-
tion of mold;

3. Access to the heating system to control temperature and
humidity levels.

The first parameter to foresee represents a helpful feature
for optimizing resources. In particular, activating Energy
Saving triggers reduced lighting conditions when the inside
space is void or excessive lighting is not needed due to
good natural light. The second and third parameters concern
ventilation, occurring through the extractor fans’ employ-
ment to ventilate and sanitize the environment and heating
thermoregulation. In addition to improving environmental
comfort, prediction and control are oriented towards pre-
venting the phenomenon of dew point creation that could
cause deterioration of the building.

Therefore, the second step of the experimental phase
concerned the system’s ability to display the information
acquired from the real-time processing via appropriate
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Sazions A-Q1

Fig. 12 Answers to the
questionnaire

Sexione 5-Q1

dashboards (Fig. 5). Furthermore, in the dashboard, it is
possible to obtain information concerning the decision-
making process related to the interventions to implement to
preserve the building. In particular, the system allows for
obtaining information on ordinary and extraordinary main-
tenance interventions about the condition of the building
and manipulates the elaborated suggestions for interven-
tions customized to the condition. (give some examples of
maintenance).

For this purpose, 18 expert users were involved in the
experimental phase through the presentation of the devel-
oped prototype. The dashboard contains all the information
elaborated by the system for indoor and outdoor environ-
mental conditions and the actions to be taken, such as light-
ing, heating, and ventilation system control. In addition, it is
possible to explore information on routine and extraordinary
maintenance actions concerning the building conditions.

After the interaction, users completed an evaluation
questionnaire to test the proposed system. The questionnaire
consists of five sections, and each question was associated
with five possible answers according to the Likert scale: “I
totally disagree” - TD, “I disagree” - D, “Undecided” - U, “I
agree” - A, “I totally agree” - TA.

Moreover, the questionnaire structure is the following:

e Section A: Presentation.

Q1. Data and services are presented appropriately.
Q2. The information provided is comprehensive.

e Section B: Elaboration.

QL. The system was able to provide the type of interven-
tions needed.

Sazions 4-Q2

Q2. The system provided helpful support for the mainte-
nance of the facility.

o Section C: Interaction.

Q1. Interaction with the dashboard is natural.
Q2.The dashboard can communicate effectively without
complications.

e Section D: Usability.

Q1. The interface is user-friendly.
Q2. Response times are adequate.

Figure 12 shows the results. Looking at all answers, the
degree of user satisfaction is high. In addition to interaction
and usability, the ability to present data was tested, which
provided us with important feedback on the ability to make
experienced users aware of the management of the building
under study. Furthermore, although at a preliminary stage,
the developed system showed a promising user acceptance
index, especially in the recommendation of interventions,
supporting the operators in taking the right actions at the
right time. In particular, sections A and B reach significant
results representing the ability to provide the appropriate
information to users and obtain suggestions for interven-
tions, respectively.

6 Conclusion
This study introduces an IoT-based architecture for protect-
ing buildings belonging to Cultural Heritage. The novelty

of the proposed system lies in the combination of three
aspects: asset monitoring, predictive maintenance, and
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decision-making regarding the interventions to implement.
The central point of the system is the use of IoT technolo-
gies: asset monitoring data provide the starting point for
the management and conservation of Cultural Heritage and
valuable feedback for the management and effectiveness
of applicable interventions. The system exploits Machine
Learning techniques supported by data management tools
to increase context awareness. The proposed architec-
ture was the subject of experimentation that involved the
development of a prototype and validation involving expert
users. The experimental phases yielded promising results:
the system effectively supports users in monitoring data and
efficiently scheduling maintenance interventions, choosing
the best possible combination of conservation interven-
tions. Future developments include database expansion,
which could improve the system, especially in decision-
making. Furthermore, introducing new control parameters
and actuators could lead to comprehensive monitored asset
management.
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