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Abstract
Dynamic consent forms a comprehensive, tailored approach for interacting with research participants. We conducted a sur-
vey study to inquire how research participants evaluate the elements of consent, information provision, communication and
return of results within dynamic consent in a hypothetical health data reuse scenario. We distributed a digital questionnaire
among a purposive sample of patient panel members. Data were analysed using descriptive and nonparametric inferential
statistics. Respondents favoured the potential to manage changing consent preferences over time. There was much agree-
ment between people favouring closer and more specific control over data reuse approval and those in favour of broader
approval, facilitated by an opt-out system or an independent data reuse committee. People want to receive more information
about reuse, outcomes and return of results. Respondents supported an interactive model of research participation, welcom-
ing regular, diverse and interactive forms of communication, like a digital communication platform. Approval for reuse and
providing meaningful information, including meaningful return of results, are intricately related to facilitating better com-
munication. Respondents favoured return of actionable research results. These findings emphasize the potential of dynamic
consent for enabling participants to maintain control over how their data are being used for which purposes by whom.
Allowing different options to shape a dynamic consent interface in health data reuse in a personalized manner is pivotal
to accommodate plurality in a flexible though robust manner. Interaction via dynamic consent enables participants to tailor
the elements of participation they deem relevant to their own preferences, engaging diverse perspectives, interests and
preferences.
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Introduction
The wide scope and large scale of research reusing existing
health data is unprecedented and yields great potential.1–3

Yet sharing, linking and reusing health data from different
sources pose important ethical and legal challenges.1,4–6

These challenges urge us to reconsider how health data
reuse can be governed responsibly.

Effective authorization of data reuse is paramount to
ensure health data research that is not only ethically sound
but also legitimate and sustainable. At the same time, retain-
ing specific informed consent as the gold standard for
authorizing large-scale sharing and reuse of health data

has become increasingly less feasible and desirable.4 In
the first place, some have suggested that consent may not
always be necessary as a basis for authorizing reuse for
forms of large-scale health data research.7–9 More
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importantly, large-scale health data research reveals the
so-called ‘consent or anonymize’ paradigm, which often-
times leads to overemphasis in governance on the moment
of initial consent, disregarding other concerns of data-
contributing participants.8 Within the consent or anonymize
paradigm, possibilities to adapt specific informed consent
requirements as well as the alternative of de-identifying per-
sonal health data in the form of anonymization are limited.
In addition, fragmented implementation of research exemp-
tions in national law and prespecified conditions like
purpose limitations hinder international research collabor-
ation premised on data sharing.1,4 Furthermore, the extent
to which it is possible to seek valid and meaningful
consent for unforeseeable future use is called into question
in the literature as a realistic way forward, given the increas-
ing scale and scope of scientific research relying on reuse of
health-related data.4,10,11 In sum, the static one-off nature of
specific informed consent does not pair well with demands
for flexible and smooth use of large amounts of varied
data.6,10,12,13

Alternatives like blanket consent,14 meta consent,15

tiered consent,16 broad consent17,18 and dynamic
consent19–23 have been formulated to amend these short-
comings. Blanket consent refers to agreeing to health data
reuse without any restrictions, covering in particular
future research uses.14 Meta consent focuses on how and
when people would like to provide consent in the
future.15 Tiered and broad consent however specify
consent for specific categories, tiers, scopes or goals of
research.16,17,24 Broad consent can be understood as
giving consent for governance by certain institutions for a
broad but still sufficiently specified research
purpose.2,4,25,26 Since such consent can only be meaning-
fully given within circumscribed governance contexts,
straightforward responsible governance forms a condition
for broad consent. For instance, conditions for oversight
and sanctioning of possible misuse are pertinent elements
for such approval to be given.2,27

Dynamic consent proposes a digital interface for
research participants to continuously renew and alter
their consent preferences, depending on the research as
they see fit.4,21,22,28 Dynamic consent enables multiple
forms of authorization, ranging from specific and broad
opt-in consent to an opt-out system.23 A dynamic, tai-
lored interface stimulates engagement by going beyond
consent as the main way of participating and connecting
with health data research.29,30 It aims for research parti-
cipants to enhance their control over what is being
done with their health data, as has been advocated
under the guise of personal data cooperatives.31,32 In
addition to consent, a dynamic consent interface entails
two-way communication, providing information and the
return of relevant results to participants.19,22,28,30,33 To
enable clear-cut and responsible governance, dynamic
consent complements the need for authorization of data

reuse by seeking meaningful participation and involve-
ment in health data research.

Empirical research to further understand participants’
attitudes about the elements of a dynamic consent interface
has been undertaken, highlighting in particular the import-
ance of communication and engagement in dynamic
consent.19,29,34 However, having been developed in
response to challenges to consent to future research in bio-
banking,19 much research has focused on participants’ atti-
tudes in the context of biobanking.18,20,30,35–37 Moreover,
the empirical literature focusing on stakeholder perspec-
tives on dynamic consent beyond biobanking21,38–45

mainly comprises qualitative studies and case evaluations
that are strongly context-bound, which impedes
generalization.29

Research into preferences of the public for sharing health
data across different contexts highlighted enabling research
participants to be informed about their data being shared,
having a review process to oversee the sharing and use of
data and the ability to opt out from sharing data as important
governance mechanisms.46 In line with this, the purpose of
this study is to inquire about people’s preferences for
consent, communication and information provision as
well as the return of results for a hypothetical dynamic
consent interface for large-scale health data research.
These preferences can be used to inform and enable the
shaping of governance arrangements by means of
dynamic consent in the form of policies and measures for
large-scale health data research in which reuse plays an
important role.

We address four themes: (a) consent for health data
reuse, (b) communication and information provision, (c)
return of results and (d) oversight and sanctions for health
data misuse.

Materials and methods

Aim and design

Reporting of this survey study conforms to the Checklist for
Reporting of Survey Studies (CROSS).47 The aim of this
cross-sectional survey was to gain greater insight into
which preferences research participants have for each of
the elements of dynamic consent for health research in
which data are reused on a large scale. Moreover, we
wanted to gain a better understanding of how their prefer-
ences for consent, communication and information provi-
sion, return of results and oversight and sanctions related
to each other in the case of reuse of their data for scientific
health research. The final questionnaire version was con-
structed by building on theoretical and empirical reviews
of dynamic consent.19,22,28,29,48 We specified health data
for reuse as data that could stem from both care and research
and would be shared pseudonymously. Questions were
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illustrated by providing various examples of health data
reuse in relatable, real-life situations.

The first and second versions of the questionnaire were
reviewed and pilot tested with two panel members that
were demographically similar to the sample population
and one patient and public involvement and engagement
(PPIE) professional of the University Medical Center
Utrecht’s patient panel in the Netherlands. Subsequently,
minor changes were made to question phrasing to
improve understandability and connection with the patient
perspective. Pretesting participants were excluded from
filling in the questionnaire. The final questionnaire com-
prised five sections (consent, communication and informa-
tion, misuse, return of results and background information)
consisting of 21 questions, which took respondents
approximately 12 minutes to fill in. The questionnaire was
translated and distributed in Dutch. The questionnaire can
be found in the Supplemental Information.

We used 5-point scale Likert-item questions and
multiple-choice questions. Respondents were also asked
to explain their answers or to provide alternative answers
in open text fields. Prior to the start of the questionnaire,
informed consent was given by respondents for the use of
their answers for scientific research. Duplicate entries
were avoided by using cookies expiring after 6 months, pre-
venting users from accessing the survey twice.

Ethical considerations

Approval from an ethics committee was not necessary for
this type of unobtrusive, nonmedical scientific research.
Under Dutch law, this research is exempt from review by
a medical research ethics committee (Medical Research
Involving Human Subjects Act (WMO); Central
Committee on Research Involving Human Subjects).
Participants gave their informed consent for the use of
their answers for scientific research prior to the start of
the questionnaire.

Setting

The survey was conducted online via digital distribution by
purposive sampling among members of the University
Medical Center Utrecht’s patient panel. The patient panel
collects patient experiences, expectations and desires to
improve health care and research. It comprises people that
feel involved with the University Medical Center Utrecht
and volunteer to be consulted about topics such as digital-
ization, patient safety, service, care and treatment. The
survey was distributed using the panel’s online communica-
tion and administration platform. Respondents were con-
tacted as part of the regular email communication of the
patient panel with a call to participate in the survey. A tar-
geted reminder was sent after 2 weeks to nonresponding
panel members without revealing their identity to the

research team, which was facilitated by the panel’s own
online communication and administration platform. The
survey was administered using the Qualtrics XM survey
tool. The inclusion criteria were the age of 18+ years and
being a member of the panel, which includes being a
patient or being otherwise involved in the University
Medical Center Utrecht. Participation was voluntary and
without incentives. The survey was accessible from 9
January 2022 to 31 February 2022.

Analysis

Both complete and incomplete questionnaires were ana-
lysed. The resulting data were stratified by the demographic
variables of age, education level and gender. Analysis com-
prised descriptive statistics and exploring interrelations
within and between thematized variables by subsequent
statistical tests. Moreover, explanations or alternative sug-
gestions provided in the open text fields were used to
inform interpretation of the quantitative findings. Data
were analysed using IBM SPSS Statistics, version 26
(IBM Corp., Armonk, NY). For Likert-item ordinal vari-
ables, we reported descriptive statistics including response
percentages for each category, the median (Md) and the
interquartile range (IQR). For multiple-choice categorical
variables, we reported frequencies and percentages for
each category as well as the mode (Mo). For the descriptive
statistics, we reported valid percentages.

We compared groups and tested for associations between
preferences for consent, communication and information pro-
vision and return of results by using inferential statistics. Since
the assumptions underlying parametric statistics were violated,
nonparametric χ2 tests of independence, Mann–Whitney U
tests, Kruskal–Wallis tests and Spearman rank-order correla-
tions were used.49 Moreover, nonparametric statistics were
appropriate due to the ordinal and categorical measurement
levels of the variables.50–53

An alpha (α) level of .05 was employed to determine sig-
nificance for all statistical tests. All tests we used were two-
tailed. The underlying assumptions were met for all (non-
parametric) tests reported. Missing data have been assumed
ignorable since missing data were diffuse, less than 5% of
data were missing for all variables and specific missing data
patterns were not apparent. We used customary pairwise dele-
tion of cases to treat missing data in the nonparametric statis-
tical tests, which is a robust method for large sample sizes with
small amounts of scattered missing data.54,55 Sample sizes
varied slightly across different tests as a result. Dependent
variables were dummy coded to infer the directions of associa-
tions for χ2 tests of independence.

Results
A total of 902 out of the 1928 members of the patient panel
took part in the survey, resulting in a response rate of
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46.8%. In general, 64.6% (Md= 5, IQR= 4,5) of the
respondents strongly favoured reuse of their health data
for scientific research. Only 1.4% indicated they
somehow opposed this. See Table 1 for a detailed overview
of the background characteristics.

In their explanations, respondents expressed that they
attached great value to contributing to progress in scientific
research. Many explanations highlighted altruistic reasons
or motivations for sharing health data. As such, one
respondent explained: ‘To me, what matters most when
making my data available for research is that the common
good is at the forefront, so that better treatments can be
developed in the future for other patients’.

Consent for reuse of health data

A total of 61.4% (Mo= 1) of the respondents agreed to give
consent for reuse of their health data on the condition of
knowing the research question, and 81.9% (Mo= 1)
agreed to consent to a broad range of research questions.
More importantly, 69.8% (Mo= 2) preferred consenting
to health data reuse for a broad range of research questions,
whereas 30.2% preferred knowing the specific research ques-
tion before giving consent. Additionally, 25.7% (Md= 3, IQR
= 2,5) strongly favoured to approve reuse of their data by new
research by re-consenting. However, 28.1% (Md= 3, IQR=
2,4) of the respondents were neutral about an opt-out
system in which one can object to data reuse, which allows
reuse without re-consent. Similarly, 24.7% (Md= 3, IQR=
2,4) were neutral about approval by an independent commit-
tee for reuse of new research.

A total of 43% (Md=4, IQR=3,5) of the respondents
strongly favoured experts like scientists, lawyers and ethicists
as members of such a reuse approval committee. However,
27.3% (Md= 3, IQR= 2,5) strongly supported including
patients’ and citizens’ representatives as committee members
as well. Lastly, 32.8% of the respondents (Md= 6, IQR=
5,8) did not care how frequently their consent was sought.
See Tables S1 and S2 in the Supplemental Information for a
detailed overview of the descriptive results.

Respondents mentioned efficiency and effectiveness
when consenting to sharing their data, to contribute as
much for public benefit as possible, both for the sake of
researchers, contributors of data and patients and for the
improvement of health care in general: ‘Consent requests
for each specific research question would mean a massive
amount of paperwork. That would hold back researchers
to use these data, or it would lead to me as patient having
to (digitally) “sign” to give permission. That does not
seem convenient’. Respondents explained that retaining a
sense of control was important: ‘It gives a feeling of
control, involvement and voice about the use of my data.
Each time, “the patient” can make a conscious choice, depend-
ing on the specific research question’. Moreover, the role of
trust within familiar contexts and the notion of mutual

loyalty when giving consent were often emphasized:
‘Especially important for my decision is who (which

Table 1. Frequencies of background characteristics (n= 902).

Variables Results, n (%)a

Genderb

Female 410 (47.3)

Male 455 (52.5)

Other 2 (0.2)

Age range (years)c

18–30 14 (1.6)

31–40 55 (6.4)

41–50 74 (8.5)

51–60 185 (21.4)

61–70 289 (33.4)

≥71 249 (28.8)

Country of residenced,e

Netherlands 859 (99.7)

Education levelf

Primary school 7 (0.8)

Secondary/high school 95 (11)

Initial vocational education 42 (4.9)

Secondary vocational education 164 (19)

Higher education 341 (39.4)

Academic education 207 (23.9)

Other 9 (1)

Identification as a patientg

Yes 614 (71.5)

No 245 (28.5)

aPercentages given are valid percentages; n varies per variable.
bn= 867.
cn= 866.
dCountries with a percentage >0.5% are shown.
en= 862.
fn= 865.
gn= 859.
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institution, physician, department) is asking for consent: I
want to have a “feeling” of trustworthiness of that person or
institution, particularly concerning privacy and security’. As
this quote highlights, there was an important relation with
having insight by accurate, specific and appropriate informa-
tion provision and communication about privacy and security
measures as well as data sharing and research practices and
goals.

Older respondents more frequently preferred an opt-out
system for approving data reuse (ρ=−0.073, P= .035,
n= 836). Respondents who preferred specific consent sup-
ported re-consent for health data reuse by new research to a
significantly greater extent than those who preferred broad
consent. Similarly, people who preferred broad consent
favoured a committee for approving reuse more (see
Table 2). Contrary to supporters of specific consent, adher-
ents of broad consent favoured expert members of an inde-
pendent reuse approval committee (see Table 2).

Furthermore, re-consent was most strongly associated with
preference for a committee made up of patients, citizens and

experts (ρ=0.086, P= .011, n=857). However, respondents
who favoured an opt-out system (ρ=0.083, P= .016, n=846)
and a committee for approving reuse (ρ=0.258, P< .001, n=
839) most strongly preferred an expert-only committee.

In comparison to respondents who preferred broad
consent (Md= 3, n= 628), those who preferred specific
consent (Md= 4, n= 271) preferred doing so more fre-
quently (U= 74,512, z=−3.05, P= .002). Additionally,
people who preferred re-consent also wanted to do so
more often (ρ= 0.091, P= .007, n= 892).

Communication and information regarding
health data reuse

A total of 71.3% of the respondents wanted to be informed
about reuse of their health data (Mo= 1). On top of this,
83.9% (Mo= 1) wanted to know of the scientific results
accomplished. Additionally, 31.5% (Md= 4, IQR= 3,4)
somewhat favoured being informed by a regularly
updated website with information about the research

Table 2. Association between preference for consent specificity and modes of approving health data reuse, assessed using a Mann–Whitney
U test.

Variable Median Mean rank U z P value

I want to re-consent before new research can reuse my health data. (n= 892)

Specific (n= 270) 5 626 35,508 −14.02 <.001

Broad (n= 622) 3 269

I can object to (opt out of) reuse of my health data by new research; I will not be asked to re-consent. (n= 870)

Specific (n= 259) 3 430 77,640 −0.45 .653

Broad (n= 611) 3 438

An independent committee approves whether new research can reuse my health data. (n= 864)

Specific (n= 255) 3 370 61,738 −4.87 <.001

Broad (n= 609) 3 459

An independent committee should comprise …

Mainly experts like scientists, lawyers and ethicists (n= 864)

Specific (n= 257) 4 369 61,666 −5.14 <.001

Broad (n= 607) 4 459

Next to experts, (representatives of) patients and citizens (n= 859)

Specific (n= 255) 4 428 76,555 −0.14 .888

Broad (n= 604) 3 431

Muller et al. 5



reusing their data. Furthermore, 46.5% (Md=4, IQR=4,5) of
the respondents somewhat favoured receiving newsletters via
email with summaries and updates about the research. Lastly,
a digital profile to tailor communication to one’s personal pre-
ferences and interact with researchers and other participants
was somewhat favoured by 36.9% (Md= 4, IQR= 3,5). See
Table S3 in the Supplemental Information for a detailed
overview of the descriptive results.

Age (χ210 (n= 866)= 22.7, P= .012, φc= 0.115) and
gender (χ22 (n= 865)= 20.5, P< .001, φc= 0.154) differ-
ences were associated with the desire to be informed
about health data reuse. People that wanted to receive
such information preferred email newsletters and a digital
communication profile more than those that did not.
Respondents who did not consider it important to be
informed supported communication by a website with
information about research more. See Table 3 for an
overview.

Re-consent was associated with the desire to receive
information about health data reuse (χ28 (n= 894)= 159.6,
P< .001, φc= 0.299). Desire to be informed was also asso-
ciated with preference for an opt-out system (χ28 (n=872)=21,
P= .007, φc= 0.110) and a reuse approval committee (χ28
(n= 866)= 46.8, P< .001, φc= 0.164). Respondents who
preferred re-consent were most interested in receiving infor-
mation about reuse (89.7%). However, communication of
scientific results was not significantly associated with support
for re-consent (χ28 (n=893)=11.3, P= .186, φc=0.079) or
support for an opt-out system (χ28 (n=871)= 3.3, P= .921,
φc= 0.044). Desire for scientific results communication was
significantly associated with preference for a reuse approval

committee (χ28 (n= 866)=18.5, P= .018, φc=0.103). This
kind of information was desired by 85.3% of those who
favoured such a committee.

Several methods for approving data reuse were asso-
ciated with ways to inform respondents (see Table 4). In
particular, support for re-consent was associated with a
higher preference for a digital communication profile.
Support for an opt-out system was associated with a
greater desire for communication by a website with infor-
mation about reuse.

Respondents frequently mentioned interest in knowing
for which purposes, by whom and how one’s data are
being used for research as important motivators for their
preferences for information provision and communication.
They explained that adequate information and insight
made them feel more in control: ‘I want to retain control
and keep track of the amount of times my data are used.
I also want to know what my data are used for’.

Return of results in health data reuse

A total of 78.8% (Md= 5, IQR= 5,5) of the respondents
expressed a strong desire for return of results from reuse
of their data. Receiving actionable results was highly
important to 81.4% (Md= 5, IQR= 4,5). Additionally,
55.3% (Md= 5, IQR= 3,5) of the respondents indicated
that results flagged as abnormal and possibly relevant to
health were of high importance as well. Regardless of
importance to their health, 29.3% (Md= 4, IQR= 3,5) con-
sidered the return of all results classified as abnormal
neither important nor unimportant. In contrast, 59.5%

Table 3. Association between desire to be informed about health data reuse and preference for modes of information provision, assessed
using a Mann–Whitney U test.

Variable Median Mean rank U z P value

I want to be informed by means of a website with up-to-date information about research reusing my data. (n= 818)

Yes (n= 625) 3 399 53,953 −2.29 .022

No (n= 193) 4 442

I want to be informed by means of email newsletters containing short summaries and updates about research using my data. (n= 825)

Yes (n= 631) 4 438 45,672 −5.81 <.001

No (n= 194) 4 333

I want to be informed by means of a digital profile allowing me to tailor communication to my personal preferences. (n= 811)

Yes (n= 615) 4 429 46,205 −5.2 <.001

No (n= 196) 4 334
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(Md= 5, IQR= 4,5) of the respondents regarded return of
information about a potentially dangerous genetic mutation
or reproductive risk as highly important. Complete access
to all information recorded by their data being reused was
considered highly important by 44.3% (Md= 4, IQR= 3,5).
For a comprehensive summary of the descriptive results,
see Table S4 in the Supplemental Information.

None of the background characteristics significantly
affected return of results preferences. Desire to receive
results was positively associated with preference for all
return of results categories (see Table 5). The strongest
associations were found with actionable results that can
be immediately used to improve one’s health and those
that are classified as abnormal and possibly relevant to
health. Complete access to all information that is recorded
as a result of the reuse of data was associated least strongly.

Desire for re-consent (ρ= 0.035, P= .299, n= 877), opt
out (ρ=−0.014, P= .688, n= 855) or a reuse approval
committee (ρ= 0.018, P= .607, n= 852) was not asso-
ciated with preference for return of results. Re-consent
was, however, positively associated with return of results
classified as abnormal (ρ= 0.108, P= .001, n= 861) and
complete access to all information recorded (ρ= 0.132,
P< .001, n= 859). Returning genetic information about a
potentially dangerous genetic mutation or reproductive
risk was also associated positively with preference for a
reuse approval committee (ρ= 0.101, P= .004, n= 832).

Oversight and sanctions for misuse when reusing
health data

A total of 78.6% (Md= 5, IQR= 5,5) of respondents
regarded oversight of misuse of health data in research insti-
tutions where researchers are employed as highly import-
ant. The capacity to impose penalties on researchers was
also seen as highly important by 64.1% (Md= 5, IQR=
4,5). Additionally, 99.4% (Mo= 1) of the respondents con-
curred that processing data negligently as well as non-
compliance with established rules and procedures
constitutes misuse of health data reuse. Attempts by
researchers to retrieve someone’s identity using their
health data were viewed as data misuse by 90.6% of respon-
dents (Mo= 1). Data reuse for research that does not dir-
ectly further scientific or societal purposes was perceived
as misuse by 83.4% of respondents (Mo= 1), and 79.3%
(Mo= 1) of respondents regarded misuse as data reuse by
new research projects without, or not in accordance with,
their permission. Finally, 70.9% of respondents (Mo= 1)
considered it to be misuse when commercial companies
reused their data for scientific research.

The most accurate definition of misuse of health data
reuse according to respondents was processing data negli-
gently as well as noncompliance with established rules
and procedures (35.6%,Mo= 1). The second most accurate

definition was attempts by researchers to retrieve some-
one’s identity using their health data (20.4%). See
Table S5 in the Supplemental Information for a detailed
overview of the descriptive results.

Which definition of misusing health data reuse was consid-
ered most appropriate was significantly associated with prefer-
ence for re-consent (χ220 (n=889)=74.7, P< .001, φc=0.145),
opt out (χ220 (n= 868)= 33.4, P= .031, φc= 0.098) and a
reuse approval committee (χ220 (n= 862)= 41.4, P= .003,
φc= 0.110). Those who preferred re-consent (30.8%), an
opt-out system (34.6%) and a reuse approval committee
(35.6%) saw negligent data processing and noncompliance
with established rules and procedures as the most accurate
definition.

The importance of oversight of data misuse in research
institutions was positively associated with favouring
re-consent (ρ= 0.151, P< .001, n= 891) and an opt-out
system (ρ= 0.073, P= .031, n= 869). Only preference for
re-consent was associated with the ability to impose penal-
ties on researchers (ρ= 0.177, P< .001, n= 887).

Discussion

Principal findings

This study revealed that only 1.4% of the respondents
opposed the reuse of health data for scientific research
altogether. Almost 70% preferred broad consent, defined
as giving consent to a broad range of research questions.
Still, a substantial minority of around 30% wanted to
consent to specific research questions. Respondents were
in remarkable disagreement about whether re-consent
before new reuse, an opt-out system to object to reuse
and an independent committee for approving if new
research could reuse health data were most desirable.
Most people thought it important to be informed about
health data reuse and its scientific results in general.
Providing information by newsletters via email containing
short summaries and updates about the research using
their data and a digital profile allowing people to tailor com-
munication to their personal preferences as well as enabling
interaction with researchers and research participants were
greatly favoured. Furthermore, an overwhelming majority
of respondents wanted research results from data reuse to
be returned to them. Receiving actionable results that can
be used immediately to improve one’s health, as well as
results that are flagged as abnormal and that are thought
to be possibly relevant to health and care, and return of
information that exposes a potentially dangerous genetic
mutation or reproductive risk were regarded as important.
Institutional oversight of data misuse by researchers and
possibilities to impose sanctions were seen as crucial.
Respondents characterized data misuse primarily as negli-
gent data processing and noncompliance with established
rules and procedures.
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Comparison with the literature

Communication and interaction. Our findings show a strong
willingness to share and reuse health data for scientific pur-
poses, which is facilitated by the adaptable approach provided
by the flexibility provided by the elements of dynamic
consent.22,28 Receiving email newsletters with summaries
and updates and a digital profile for interaction on a commu-
nication platform were strongly preferred. These findings
support the interactive model for research participation,
which is the foundation of dynamic consent.22,28,38,56 Our
findings also support previous research showing that people
prefer more interactive forms of information, communication
and engagement,30,38 in particular pointing to the relevance of
engaging data practices, enhanced feedback and active par-
ticipation.34 The potential for dynamic consent to foster inter-
active dialogue and improve communication between
participants and researchers is supported. Enabling such com-
munication in a dynamic consent interface allows for the
establishment of long-term interactive partnerships, moving
research participation beyond passive participation.28,38

For large-scale sharing and reuse of health data, ourfindings
support previous research that demonstrates that preferences
for obtaining consent and providing information are inter-
twined elements of participation.19,42,46,57 Regardless of
support for specific forms of approving health data reuse, the
emphasis on facilitating more and better communication with
participants stands out. This stresses the importance of
dynamic consent in allowing participants to maintain control
over how their data are used and for what purposes.27,30,58

Our findings point out that more frequent and diverse
modes of communication are required. Improving informa-
tion and communication is especially important as a step-
ping stone to direct involvement. However, it remains
difficult to demonstrate reciprocity, commitment, transpar-
ency and veracity in order to foster long-term relationships
between participants and researchers.28,38 Furthermore,
dynamic consent has yet to be developed further in order
to facilitate open communication and the incorporation of
participant feedback into research.42,59 As a result, mechan-
isms enabling the gathering and incorporation of feedback
by data-contributing participants should be developed for
dynamic consent interfaces as part of the governance of
health data sharing.

The need to give participants the ability to choose how they
want to be addressed, informed and involved based on their
own preferences was supported. Communication and inter-
action should thus not simply be enabled; rather, dynamic
consent should allow research participants to interface with
the research as they see fit. Notably, our findings do also
support previous research emphasizing the importance of
retaining passive and paper-based forms of participation.17,38

Consent and authorization. People preferred to give their
consent to a broad range of research questions rather than

specific research questions. Furthermore, while most
people strongly favoured re-consent, a sizable group of
people opposed it. Simultaneously, an opt-out system or
an independent data reuse committee received more
support and less opposition. This supports the idea that spe-
cific re-consent should be reconsidered as the only or
primary consent option within a dynamic consent interface
for data reuse by new research. Instead, our findings indi-
cate that development of alternatives for authorization of
data reuse beyond specific re-consent should be taken ser-
iously. One way to do this is by offering meaningful alter-
natives via dynamic consent.22,56 Our findings support prior
research showing that participants favour the possibility of
capturing and managing evolving consent preferences over
time.30,35 However, some have argued that focusing on
re-consent is expensive and time-consuming and may
cause consent fatigue. The latter critique has also been dis-
cussed in connection with dynamic consent, yet there is no
empirical evidence indicating consent fatigue.17,22,36,42

This relates to the debate between specific re-consent and
broad consent in the context of biobanking.17,18,24,37,60

Rather, our findings suggest that alternatives like broad
consent should be embraced, especially when due regard
is given to conditions safeguarding trust in the specific
research institutions that are involved. People should
however remain able to choose between various types of
consent for reuse of scientific health data rather than com-
pletely replacing specific re-consent. For reuse of health
care data, however, broad consent should be approached
with greater caution.

There is considerable agreement and overlap between
those who favour tighter, more detailed personal control
over approval for data reuse19,40,58,61 and those who are
inclined to give broader approval. Both groups agree that
they would like more information about reuse, its outcomes
and the results that are returned. Additionally, the assertion
that the appeal of control has more to do with support for
the idea of control than its actual exercise19,40,57 is supported
by the strong relation between consent and a desire for more
and better communication. This is consistent with the recent
proposal for a new Data Governance Act (DGA, EU 2022/
868) in the European Union. The DGA aims to add a
uniform European data altruism consent for data reuse for
general interest purposes, such as scientific research, in
order to provide greater transparency and choice for data
subjects.32 Whereas altruism is often mentioned as an
important motivation for sharing data and participating in
health research,1,62 our results indicate that data-
contributing participants expect and want something in
return for their participation in scientific health research as
well. Participants want information about how their data
are used, by whom and for which purposes, as well as rele-
vant, actionable results that could improve their own health.

The DGA also encourages data cooperatives to establish
terms and conditions prior to consent, improving informed
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choice and representing the interests of data subjects. The
need for such regulatory innovations is supported by this
study. Moreover, the importance of empowerment of
patients and research participants underlying the DGA is
supported.32,38

Return of results and information. The vast majority of
people desired return of results from research for which
their data are used. This supports earlier evidence that
research participants have a strong desire to learn about
such results from genetic testing and studies. In addition,
our findings corroborate that participants see return of
results as a crucial component of being informed about
data sharing as part of dynamic consent.20,22,33,43 Our find-
ings support the need for granularity in choosing and select-
ing the results that should be disclosed.33 People strongly
favour return of results that are meaningful and that may
have an impact on their own health and care or that of
their children. This emphasizes the necessity of health
care professionals that can explain utility to participants
to improve understanding of results, as opposed to simply
wanting to receive either all or no results.33,63,64 The find-
ings support the recommendation that interpretation
should be aided by providing clear examples that are rele-
vant to participants’ individual health situations.33,44,64

Thus, prevention of information overload and maximizing
understanding are paramount.38,45,48

Approval and oversight. People preferred experts rather than
patients and citizens to serve as members of an independent
data reuse committee. Those who supported broad consent
preferred expert members to a greater extent than did propo-
nents of specific consent, just like proponents of an opt-out
system and a data reuse committee. As this survey was con-
ducted in a university hospital’s patient panel, this points to
the role of trust in professionals and experts in institutions
and organizations that people are familiar with in the
context of large-scale sharing and reuse of health
data.21,38,40 Also, these findings nuance concerns about
delegating control and oversight responsibilities to partici-
pants instead of committed professionals in dynamic
consent.17,19,60 Institutional monitoring and oversight of
data misuse and abilities to impose penalties were also
seen as crucial. This is in line with research pointing out
the importance of having review systems in place.46

Findings demonstrate the importance of both technical
and policy measures to protect security and privacy, regard-
less of how respondents want to approve data reuse, receive
information or have results returned. Implementing such
measures, however, represents a significant challenge
both technologically and in terms of how participants
experience technological solutions.20,56,58,61

Accommodating plurality. Findings show that different
options should be available when designing a dynamic

consent interface for health data reuse. This demonstrates
that there are multiple approaches to designing dynamic
consent. Additionally, context-sensitive, grounded imple-
mentation of dynamic consent is crucial for enabling legit-
imate, sustainable authorization of data reuse.21,28,43,57

However, specific patterns in people’s preferences were
identified. For instance, whereas broad consent was
strongly associated with an independent data reuse commit-
tee, specific consent was strongly associated with
re-consent. However, creating dynamic consent interfaces
should not be a rigid and uniform process. The benefit of
dynamism for a participation interface is that users can cus-
tomize participation components to their own preferences,
exercising their individual rights as data providers. By pro-
viding a variety of options for research participation, we
found that dynamic consent does in fact engage a larger
group of research participants with a variety of perspec-
tives, interests and preferences.22 Nevertheless, the chal-
lenges involved in accommodating specific population
groups are not to be underestimated when developing
dynamic consent interfaces in practice.45

Strengths and limitations

Although this survey study of dynamic consent is one of the
first quantitative studies on the topic, we must recognize
that its purposive sampling among members of the
University Medical Center Utrecht’s patient panel limits
the generalizability of the findings. Distribution of the ques-
tionnaire among the patient panel affects the representative-
ness of the sample in relation to the broader population of
potential users of a dynamic consent interface in the
context of health data reuse for scientific research.
Respondents were relatively old, mostly identified as
patients and were relatively highly educated. In particular,
the high level of education warrants caution since this has
likely impacted the results in a more positive way than
would otherwise be the case. We sought to accommodate
these discrepancies by stratifying the results using the
most important demographic characteristics (age, education
level and gender) as well as testing for significant relations
between these characteristics and the main dependent vari-
ables. Whereas differences in age impacted results, this was
in line with the expected effect of age on patients’ and
public preferences in the context of health research.
Moreover, it should be noted that this survey study took
place during the COVID-19 pandemic. Although the
survey was distributed during the final months of
COVID-19 restrictions in the Netherlands, COVID-19 has
likely contributed to the fostering of an atmosphere in
which people were both more conducive and more
opposed to the employment of innovative digital tools in
the context of health and research such as dynamic
consent. At the same time, our results did not indicate a
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significant departure from established insights and prefer-
ences for dynamic consent.

Strengths of this survey were its questionnaire-based,
quantitative approach. This allowed us to coherently
inquire about respondents’ preferences for the different ele-
ments featured in dynamic consent interfaces to establish
their interrelations. Moreover, we ascertained the different
elements of dynamic consent in a hypothetical scenario in
which previously gathered types of health data would be
reused for scientific research. Using a hypothetical scenario,
though portraying a simplified, decontextualized situation,
allows forestalling the possible confounding effect of spe-
cific factors such as types of data used, specific parties
involved, previously established relationships and expecta-
tions revolving around possible outcomes. In the context of
dynamic consent, this approach contributes to the existing
body of evidence that mostly relies on qualitative case
studies. This study adds to the existing body of literature
by going beyond the primary context of biobanking to
establish insights into dynamic consent in the context of
large-scale health data sharing and reuse.

Still, we recognize the need to bridge both decontextua-
lized quantitative and contextualized qualitative approaches.
Future research into dynamic consent would benefit from con-
ducting a contextualized survey inquiry into patient and public
preferences. It would be valuable to survey people’s prefer-
ences for development of a dynamic consent interface
within a demarcated, clearly communicated case of health
data research before it is articulated and put to use. Doing
so would allow situated establishment of people’s preferences
given contextual circumstances.

Conclusion
Dynamic consent for large-scale sharing and reuse of health
data is more than just a potential solution for asking consent
by means of a digital interface. Dynamic consent maintains
a promising approach to facilitate participation and inter-
action with health data research. This study has indicated
that enabling abilities for research participants contributing
data to obtain adequate, tailored information and insights
about research practices increases their sense of control in
connection to making consent decisions. Transparent,
meaningful communication and return of relevant results
to participants are important considerations to take into
account when developing dynamic consent interfaces for
large-scale health data reuse for scientific research.
Facilitating the ability to make such decisions and exert
influence allows research participants to control how they
participate in large-scale health data research within specific
contexts. Dynamic consent attends to this need by focusing
on engaged communication and information provision
practices in relation to personalized consent options. Last
but not least, this emphasizes the importance of collective
control by establishing a strong and solid governance

architecture as well, in which dynamic consent features as
a useful approach.
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