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XNDM: AN EXPERIMENTAL NETWORK DATA MANAGER 

Stephen R.Kimbleton 
Pearl S.·C. Wang. 

and 
Elizabeth N. Fong 

National Bureau of Standards 
. Washington, D.C. 20234 

ABSTRACT 

Data base access is increasingly important in a networking 
environment. Two alternative approaches can be identified: i) 
implementation of distributed databases presenting the user with 
one logical database implemented across a collection of computers 
or,alternatively, ii) qevelopmeht of network data managers 
providing a' uniform user and . program, viewpoint across 
heterogenous DBMSs. While the first approach is the most 
natural extension of the concept of an indiyidual DBMS, its 
utilization imposes certain requirements including the necessity 
for converting existing DBMSs if their data is to, be supported in 
the distribu.~d environment. The second approach min.imizes or 
eliminates conversion problems; however, it has not yet ceen 
shown feasible.- This paper describes an ongOing research project 
concerned with establishing the feasibility, .. issues, alternatives, 
and a technical approach for supporting a network data manager. 
Although implementation has. not been -' completed, the initial 
evidence is positive ~nd suggests that network data managers 
may well prove either an acceptable alternative or useful 
intermediate stage to. a dist~ibuted database .. 

1. INTRODUCTION 

Computer networks support the sharing of remote programs and data. . The gradual 
maturation of networking technology, as measured by the increasingly sophisticated 
protocols and applications being implemented [ARPAN 76], [INWG 77], has resulted in 
increasing demands for supporting remo~e access to data. 

This work is a contribution of the National Bureau of S.tandards and is not subject to copyright. Partial 
funding for the preparation of this paper was provided by ,the U.S. Air Force Rome Air Development Center 
(RADC) under Contract No. F 30602·n·0068. Certain commercial products are identified in this paper In 
order to adequately specify the procedures being described. In no case does such identification imply 
.recommendation or endorsement by the National Bureau of Standards, nor does it imply that the material 
identified is ,necessarily the best for the purpose. 
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An individual user, interacting with a remote database management system (DBMS), 
issues queries and updates in the dGta manipulation language (DML) used by the system 
and receives data in response. Because of differences in: i) the data model used in 
constructing DBMS supported data structures,ii) the functionality provided by the 
software even if the underlying data models are the same, iii) data structure, e.g. data 
base semantic differences which are also likely even if the same underlying data model is 
employed, iv) DML differences, and v) computer system differences, the user wishing to 
access multiple remote databases is faced with a substantial learning burden. 

This paper argues that this learning burden can be substantially offloaded from the 
user. Accomplishing this requires a networl< data manager providing a uniform user 
viewpoint across multiple remote heterogeneous DBMSs. The feasibility of this approach 
is being explored through constructing an Experimental Network Data Manager (XNDM) 
at the National Bureau of Standards. 

The basic assumption underlying the design of XNDM is heterogeneity of data 
models, data structures, DBMSs, DMLs and computer systems on which these DBMSs 
reside. Superimposing a uniform user viewpoint in such an environment clearly 
requires a substantial amount of software and may be a significant source of 
delay in processing user requests. 

To explore this issue, recall that information processing requirements can be divided 
into three categories [ANTHR 65]: operational control, managerial control and 
strategic planning. As one passes from operational control to strategic planning, the 
bandwidth of the application decreases as does its predictability. Intuitively, we 
believe that network data managers are inappropriate for operational control, highly 
appropriate for strategic planning, and may be of help in managerial control. For 
example, handling inventory out-of-stock conditions could be simplified through a means 
for querying remote DBMSs to determine an alternative source of supply when 
an out·of·stock is indicated by the local DBMS. 

The preceding suggests that strategic planning and exception reporting constitute two 
likely applications for a network data manager. Moreover, the nature of these applications 
suggests that the additional overhead of supporting a network data manager is likely to 
prove very acceptable in comparison with the burden of manually performing the 
necessary translation processes in response to unpredictable and non-recurrent demands. 

The remainder of this paper provides a more detailed discussion of XNDM. To 
provide context, section 2 establishes some comparisons between a network data 
manager and a distributed database. Section 3 describes the user's view provided by 
XNDM. Section 4 discusses translation technology required to support this view and 
observes that it differs substantially from that currently discussed in the data translation 
literature. Section 5 describes the current XNDM implementation status and presents 
some concluding remarks. 

2. NETWORK DATA SUPPORT OPTIONS 

A distributed DBMS (DDBMS) is usually viewed as one logical DBMS implemented across 
several host computers. Thus, excluding performance differences, there is. no 
apparent difference to the user in accessing a DDBMS and accessing a DBMS resident on 
a single host using the same data structures and data manipulatiqn language. 
Moreover, through redundancy, the DDBMS potentially permits increased reliability and 
decreased access times to frequently used portions of the database. Redundancy does 
require care in ensuring consistency of multiple data copies and in synchronizing 
updates [ROTHJ 77], [STONM 77]. 
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Using a DDBMS poses the need for conversion of existing DBMSs. The current state 
of database conversion suggests that non-trivial costs are associated with this process 
[NAVAS 76]. Moreover, even if these costs were insignificant, the resulting 
organizational dislocation in adapting to the new DDBMS is likely to be extensive. 
Consequently, the DDBMS approach may prove infeasible given the environment in which it 
is to be implemented. 

A network data manager is intended to provide an alternative to the DDBMS through 
providing an easy means for simplifying network access to multiple, heterogeneous DBMSs. 
The basic relationship between a network data manager and the individual DBMSs is 
illustrated in Figure 2-1 in the context of the NBS Experimental Network Data Manager 
(XNDM). Thus, a process represented as a circle within one computer (PHOST) interacts in 
a uniform way with multiple independent DBMSs located in one or more computer systems. 

Our working hypothesis is that the network data manager approach is likely to prove 
very acceptable in handling unpredictable and non-recurrent requests. MoreQver, given 
the cost of database conversion, it is also likely to be the only feasible way of easily 
adapting to the opportunities for sharing information which are provided by networking. 
Thus, we are motivated to consider its design and development in greater detail. 

3. THE NETWORK USER ENVIRONMENT 

The two essential functions of a Network Data Manager are provIsion of a uniform user 
environment across individual (heterogeneous) local DBMSs (LDBMSs), and translating 
between' this user environment and the LDBMSs. The remainder of this section structures 
the basic components of the XNDM supported user environment while the following 
section addresses translation technology. 

3.1 Data Model/Data Language Selection 

Developing a data language and data model for XNDM can be approached either as a 
problem of developing a 'best' data model and data language and then considering the 
issues in translating to existing data models and languages or through selecting one of the 
existing data models and languages. The former is a problem of independent interest. 
Requiring its solution as the prerequisite to analyzing network data managers seems 
undesirable. Instead, we have chosen to examine the existing alternatives, select a 
reasonable candidate, and place primary emphasis on the data manager specific aspects 
of the problem. This has expedited our consideration of the basic nature of the 
problem. It will be interesting to see if future data model/data language research can 
be easily accommodated as we expect or, instead, will require substantial revision. 

Selection of a data model for XNDM has been driven by three basic assumptions. The 
first is that the network user is naive vis-a-vis the access requirements of local DBMSs. The 
second is that the network user should be assisted to ensure that queries and updates are 
meaningful. The third is that the local DBMS should be provided with relatively tight 
guarantees that the network user will not be able to adversely affect its operations 
through ignorance or intant. Note that the second and third assumptions are closely 
interrelated. 

The first assumption motivates selection of a data model and data language minimizing the 
knowledge and effort required to support access. That is, the data model should present 
data in a way which is easy for the user to understand. Further, the Data' Manipulation 
Language (DML) should minimize procedural (extent to which the user must specify how 
rather than what is to be retrieved or updated) and navigational (need for explicitly 
speCifying interrelationships between data elements) requirements. 
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Of the three basic data models: relational, hierarchical, and network, it is our opinion that 
the relational model is the simplest to understand. Accordingly, we have chosen tables 
as the basic mechanism for representing data. Although a properly chosen user schema 
can result in an appropriately simpl'e user viewpoint regardless of the particular global 
schema employed, the static nature of such a schema conflicts with the random and 
unpredicatable nature of arriving requests .. 

The requirements for our second assumption are met through a semantic integrity 
system that ensures meaningful queries and updates as discussed below. Moreover, an 
access control mechanism is also being implemented to ensure that the network user 
is only permitted to access data appropriate to his/her access rights. This is the 
basic tool for meeting the third requirement. 

3.2 Global Schema Specification 

Central to the specification of an XNDM global schema is the balancing of the conflicting 
requirements of the network users so as to provide a design that can satisfy the need of the 
"community" of users· as opposed to the need of any individual user. 

As discussed above, a basic XNDM assumption is that a uniform user environment is to 
be superimposed on a highly heterogeneous collection of existing local DBMSs. This 
requires: i) a common view of data to be presented to the network user, and ii) a means 
for mapping from this common view to the target systems. Note that this common view 
need not contain all of the data in the local DBMSs. Rather, it will probably comprise 
only that data thought to be of common interest. This, in turn, is likely to be a subset 
of the data which local DBMS management is willing to make available to the network user. 
Since both of these selection processes are judgmental, we assume that the selection of 
data and its attributes is performed by a team (of database administrators?) responsible 
for the overall utilization:of the network data manager. 

Given this selection, and the resulting structuring using the described data model, the 
need arises for a suitable translation process. This translation process proves to be 
substantially different from that currently discussed in the data translation literature. It is 
discussed in some detail in the following section. 

3.3 Experimental Network Data Language 

The Experimental Network Data Language consists of three major components: i) 
Experimental Network Data Manipulation Language (XNDML), ii) Experimental Network 
Data Control Language (XNDCL), and iii) Experimental Network Data Definition Language 
(XNDDL). 

Since the basic XNDM objective was to explore the feasibility of providing a uniform 
environment for the network user, we decided to adopt an existing DML and add any 
extensions which proved necessary. After some consideration, we have chosen SEQUEL 
[CHAMD 76] to provide the basic framework for XNDL since: i) it is a table based DML, and 
ii) it has been subjected to human factors oriented investigations which have improved 
the quality of its user interface [REISP 75]. 

Currently, the design of both the query and update portions of XNDML has been completed 
and implementation of the query portion is underway. Implementation of update 
capabilities is being deferred pending completion of the design of XNDCL and XNDDL. 
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XNDML is both a subset and extension of SEQUEL XNDML is a subset since it does 
not contain the SEQUEL sorting facilities and certain alternative ways of stating 
predicates. Sorting was eliminated because it adds little to demonstrating the feasibility of 
a network data manager and can be an expensive consumer of processing time on the 
host containing the LDBMS. XNDML is invoked via subroutine CALLs. Thus it does not 
have a host language il)terface corresponding to that provided by SEQUEL. Table 3-1 lists 
the six major categories of XNDML query commands 

XNDML extends its SEQUEL subset to meet the need for specifying the target database. 
Three major alternatives can be identified: explicit specification, implicit specification, 
and specification of location as a virtual attribute. 

The target database can be explicitly specified by using the statement D AT ABASE IS 
'DAT ABASENAME'. The effect of this statement is to make all subsequent XNDML 
statements refer to this DATABASE until another target specification is encountered. 

Implicit specification of the target database occurs when the user issues an XNDML 
statement without any target database specification. In this case, XNDM maintained 
information is used to identify the relevant databases (those containing information about 
the entities and relationships- identified in the XNDML statement). The statement is 
then applied against each such database and the results aggregated. 

The third and most -sophisticated specification is through treatment of location as a 
virtual attribute. This logica"y attaches a location column to each relation seen by the user. 
This permits one to construct queries in which the predicate applies to location as well as 
_ to entities and their attributes. Thus, assuming that the distance between sites is known, 
one can specify the site ,of the location to replenish an out-of-stock condition as 
a function of conditions prevailing at each relevant location. For instance, an out-of­
stock replenishment rute might be to replenish in an amount inversely proportional to 
distance and directly proportional to stock on hand. Distance proportionality can be used 
to lower shipping cost overhead while stock on hand proportionality could be used to avoid 
unduly impacting a site with a low stock level. I 

Two required XNDM support functions are data location and access path determination. 
Data location uses the Network Wide _ Directory System contained within the NBS 
Experimental Network Operating System [KIMB 78]. Access path information is provided by 
the XNDDL processor. 

TABLE3·1. XNDML Query Categories. 

C1 SELECT (columns) 

C2 SELECT .... WHERE (rows) 

C3 PARTITION 

C4 SET OPERATIONS 

C5 AGGREGATION 

C6 COMPOSITION 
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3.4 Semantic Integrity 

Semantic integrity is a significant issue in the context of an individual DBMS since. it 
provides a means of assuring that· the database is a valid representation of the 
application environment. Two major reports [MCLED 76] and [BRODM 78] have appeared 
on this subject as well as a variety of papers. The general objective is ensuring that if 
one starts with a valid DBMS configuration, subsequent updates will not impair this 
validity. 

Semantic integrity is of greater importance in the context of a network data manager 
since local DBMS management is likely to want strong assurances that remote, and 
therefore presumably less knowledgeable users, will not affect DBMS integrity. This problem 
varies somewhat from that for an individual DBMS. XNDM cannot assure that the 
database is, initially, in a consistent state. Thus, the major concern is that updates are 
semantically correct. A lesser concern is facilitating the correct structuring of queries 
through supporting strong domain typing. 

XNDM semantic integrity concerns also differ from the corresponding problem for an 
individual DBMS because the network user's view of data is virtual. Thus, there is a 
premium on performing all non·data dependent integrity checking before proceeding 
with the data dependent checks. This may ultimately result in a partitioning of integrity 
checking functions between XNDM and the LDBMS. In any event, the major issues 
can· be divided into two major categories: i) assurance of integrity at the network level, 
and ii) assurance of integrity at the local DBMS level. 

Although work on the XNDM Semantic Integrity System is in its preliminary stages 
[FONGE 79], some initial observations can be made. Semantic integrity can be expressed 
at the global schema .Ievel through the (virtual) tabular data model. Assuring integrity 
within an individual table can be subdivided into assurance of attribute integrity, row 
integrity, column integrity, and predicate integrity. 

Assurance of semantic integrity is provided via two facilities: strong domain typing 
and predicate· based assertions. Strong domain typing facilities of XNDM permit the user 
to define: i) the format of the data, ii). the acceptable range of values, iii) the collection 
of legal (arithmetic, logical and string) operations, and iv) the interrelationships among 
data elements in terms of the collection of legally acceptable operations. 

Predicate·based assertions specify validity criteria which are to hold in the application 
environment. The facility provided in XNDM will permit:· i) specification of rules for 
consistency and correctness of data bases, Ii) the time at which the assertion is to be 
enforced, and iii) the actions to be taken when the assertions are not satisfied. 

Assuring predicate· based integrity for either an individual relation or for a collection of 
relations can imply significant overhead depending on the amount of data involved 
and the types of checks which must be performed. 

3.5 Access Controls 

A second major support function required for acceptance of ;(NDM is provIsion of an 
appropriate access control mechanism. Currently, many DBMSs provide access controls 
via passwords on files [DA TEC 77]. This is clearly insufficient for the level of 
functionality intended to be provided by XNDM. The issue is wheth~r a significantly 
better system can be implemented. This issue has been discussed in [WOODH 79]; 
the following summary considerations are based on the discussion contained therein. 
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Access control mechanisms can be divided into two major categories [KARGP 71]: i) 
non-discretionary access control mechanisms which support organizational constraints on 
the sharing of information, and ii) discretionary access control mechanisms which permit 
user directed controlled sharing of information. 

Security levels and compartments constitute a major example of non-discretionary 
access control· mechanisms. Conceptually, a user is labelled with security level(s) and 
compartments, e.g. level is SECRET, compartment is NATO, and is entitled to access all 
information having . the same, or lower levels, e.g. level is SECRET or CONFIDENTIAL, 
compartment is NATO. 

System-R provides an example of a sophisticated DBMS discretionary access control 
mechanism [GRIFP 76]. Through its use, an individual user is permitted to grant a subset 
of his/her access rights to another user. The supported functionality permits 
READing, INSERTing, DELETEing, UPDATEing, and DROPing (of an entire table). 
Moreover, a GRANT command permits one user to provide another user with the ability to 
GRANT rights. These mechanisms are supported for both an entire table and for individual 
columns of a table. 

XNDM provides both discretionary and non-discretionary access controls. Their 
combined support requires a mechanism for checking that discretionary grants do not 
conflict with non-discretionary controls. This checking process has been implemented 
u~ing the lattice sacurity model [DENND 76]. 

4. TRANSLATION TECHNOLOGY 

This section: i) establishes the differences between data translation required to support 
XNDM and that currently considered in the data translation literature, ii) discusses the two 
major alternatives in implementing a translation capability, and iii) describes the translation 
process which we have selected. Currently, translation has only been implemented for 
the query portion of XNDML whiCh, for simplicity, we refer to as the Experimental 
Network Query Language (XNQL). 

4.1 The Nature of the Translation Process 

Data translation can be characterized in two different dimensions: i) online vs. 
offline, and ii) constraints on source and target data structures. XNDM translation 

. requirements differ from those usually discussed in the data translation literature since: i) it 
is a real·time, online process, and ii)it is dependent upon bo-th sour~e and target data 
structures. 

The requirement that the translation process be real·time and online forces a substantially 
different translation process than that usually consiqered in the context of database 
translation [NAVAS 76]. Specifically, the need for explicit consideration of physical 
representations of data is eliminated while the need for an online and re.altime level of 
functionality cannot be avoided. 

XNDM translation also differs from that usually associated with database front ends 
and database terminals. (A database front end presents the user with data structures 
differing from those actually employed by the DBMS being accessed and often based on 
a different data model. Thus, there is substantial interest in relatioAal front ends to 
DBTG DBMSs. For a front end, the data structures presented to the user are 'fixed' and 
the data structures employed by the target DBMS are derived from the user presented 
data structures. Database terminals, in contrast, provide the user with a constant data 
model and DML across heterogeneous DBMSs. The target data structures are fixed and 
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the data structures presented to the user are derived from these target data structures 
[KLUGA 78].) 

In both of these cases only one set of data structures is fixed while the other is derived 
from this fixed set. This allows substantial freedom in tailoring data structures to simplify 
the translation process. Such freedom is not available in constructing a network data 
manager in which the data structures presented to the network user are fixed (recall that 
they were chosen by a committee) and the data structures of the target systems are also 
fixed. . 

4.2 XNDM Translation Alternatives 

An XNQL statement specifies the sequence of operations to be performed on the underlying 
information structures. It is a high-level language, and by its very nature, does not 
specify the step-by-step, system-specific actions needed to evaluate the query by a given 
target DBMS. It is the function of the translator to supply these details. 

Since XNQL is a query language,the primitive information structures of the language are 
aggregated, not simple, data. That is, the basic 'atoms' of data expressed in an XNQL 
statement are relations rather than individual data elements. The translator interprets 
these data objects in terms of the primitive data constructs provided by the particular 
target DBMS and its data structuring rules. 

Construction of the XNQL translator is further COmplicated by the fact that different target 
systems support different primitive operations and data structures; therefore we need nota 
single translator but a family of translators. Two approaches to their realization can 
be identified: construction of a collection of source-target specific translators or, 
alternatively. construction of a single translator for the bulk of the translation process 
common to all translators together with custom tailored front ends handling the source 
specific portion of the translation process and custom tailored back ends handling the 
target specific portion of the translation process. 

Construction of independent translators has the advantage" that design unity and run-time 
efficiency is more achievable with a single translator for each target DBMS. However, an 
entire translator is needed to support each additional target, whereas in the family 
approach all the translators share a core design which defines the common (source 
and target-independent} part of the translator. Each new translator in the family I.s. 
obtained by building source and target-oriented specialities on top of the basic design. 
Therefore the bulk of the implementation effort is available across different target systems 
and new developments need not start from scratch. 

An important side-effect of the family approach is the insight it provides for DBMS 
data manipulation and structuring facilities. That is, a Simple, coherent design for a 
translator family is impossible without abstracting the essential properties of target systems 
and recognizing their commonalities and differences. Thus, we have chosen the 
approach of designing a good general framework, i.e. a consistent, efficiently 
implementable translator allowing effective use of target system facilities. . The insights 
provided by this framework are augmented by those developed in preparing the mappings 
to and from specific t~rget systems. 
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4.3 XNOl Translation 

The complex semantic manipulations required for translation are achieved by means of step­
by-step transformations of an appropriately chosen internal representation of the input 
text. We have chosen a tree as the intermediate representation because of the requirement 
for flexibility in handling a wide range of target DML's and data structures. 

Each transformation takes us somewhat closer to the target query by either changing the 
original form of the input text to uncover the underlying "basic structure" of the query tree 
which characterizes the system-independent organization of queries, or reshaping the basic 
tree to incorporate the surface structure of the target language. The value of this 
transformational approach is that it reduces the overall translator complexity and also 
supports a simple, consistent, modular design [DEREF 76]. 

The translation process is (vertically) segmented "into five phases as illustrated in Figure 4-
1. A more extensive discussion is contained in [WANGP 79]. . 

Lexical and Syntactic Analysis 

The tasks of the lexical and syntactic analysis modules are conventional [GRIED 
69]. They produce a source(XNQL)-specific syntax tree representation of the input 
query. This tree contains all the information originally present in the source text as 
well as all the information that is inherent in the XNQL grammatical description. The 
source syntax tree is the first of a sequence of trees used in the translator as 
intermodular data structures. Each later module takes as input the tree produced by 
the previous module and leaves a. tree that is closer to the target query by 
reshaping the tree, pruning source-specific information I from the tree and/or 
incorporating target-specific information into the tree. The basic task facing the 
translator writer is disentangling those aspects of the source and target queries 
that reflect "essential" (language-independent) logical structures frem those that 
characterize "incidental" (language-specific) representational details. 

Standardization 

Processing beyond the syntactic level can be made simpler if the source syntax tree 
is transformed into a standard form where each WHERE clause is represented as a binary 
tree of predicates connected by AND and OR nodes arranged in conjunctive normal form 
[STONM 76]. 

Static Semantic Processing 

Since each XNQL query interacts with a data space which is the Cartesian product of 
several relations subject to the restriction of the WHERE clause, and frequently these 
restrictions are such that the Cartesian product becomes an equi-join (merging of two 
relations based on a common column), differences in source and target structures at 
the record level imply different join conditions in the queries. 

The static semantic level of the translator does the proceSSing needed to account for data 
structure differences at and below the record level by first resolving data item name 
differences and then the. differences in the joins. 

The "data item renaming" module traverses the source syntax tree from the top down, 
replacing all leaf references to source(user) data items with corresponding references to 
target data items and depositing their attribute information at these nodes. The "record 
structure mapping" module then deletes all predicate nodes representing joins between 
different source relations and inserts the appropriate join predicates for target records. 
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Fi gure 4-1. The XNQL Trans 1 ator as a Tree Transformer 
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Dynamic Semantic Processing 

The transformations happening at this level account for the differences in the logical 
structures of the source and target query languages. Since the unit of data structure for 
each target query may be smaller than for XNQL (e.g. each Codasyl DML statement can 
only involve a single record (or set) type, whereas there is no limitation to thenumber of 
different tuple types (relations) an XNQL statement can manipulate), we first decompose 
the query tree into sub-trees, each of which involves a single unit of data structure 
that a target query can handle. The "sequence" module then chains the sub-trees 
together in the order that the corresponding queries should be sequenced .. for the target 
DBMS and selects the execution sequence of these chains that minimizes the amount of 
intermediate records needed to be processed. 

Code Generation 

This is the final phase of the translator and outputs the desired target DML statements 
that can be executed by the local DBMSs. The first module interprets each of the sub­
trees along the chains produced by the Sequencer and generates CALL statements to 
primitive target database operations. The second (code generation) module. then expands 
these CALLs into sequences of actual target DML statements. 

The exact form of the primitives depend . upon the particular target system we are 
considering. Their behavior characteristics fall, in general, into the following categories: 
search or return the first/next instance of a specified record type, test the truth value 
of some predicate expression of the r~cord type, partition all instances of a record 
type on the basis of some data item values and evaluate aggregate functions for the 
specified record type. (These correspond roughly to the information algebra operations 
[CODAS 62] of searching/returning the first/next point of a line, bundling, glumping and 
evaluating functions of lines.) 

This extra level of indirection before the actual code generation allows us to separate 
out the representational details of the target DMLs and makes it possible to have a standard 
set of primitives for each general class of target systems, that is, Codasyl, relational 
calculus and relational algebra systems. 

The decision to set the primitives at a fairly procedural level (namely, one record 
instance at a time) was driven by the flexibility it provides for expressing a variety of 
access strategies. This allows easy incorporation of optimization modules which 
selects the "best" access paths for the input query based upon knowledge of how the 
records are stored (keys, inversion indices, etc.). This is particularly important since the 
value and usefulness of XNDM in a real environment depends critically upon its performance 
and experiences with current relational DBMSs indicate that some form of optimization is 
essential in bringing the· performance to an acceptable level [SMIT J 75]. . 

5. IMPLEMENTATION STATUS AND CONCLUDING REMARKS 

This paper has described the design and ongoing implementation of a collection of 
functions for providing a uniform network view of data across a heterogeneous 
collection of network accessible DBMSs. Our experience to date suggests that XNDM 
is a realistic and pragmatiC approach for achieving the advantages of networking given 
a significant, in place, collection of DBMSs. 
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Perhaps the three key issues in ensuring user acceptance of a network data 
manager are: i) access controls and semantic integrity, ii) developing more sophisticated 
translation capabilities optimizing the allocation of the translation process among NOM 
and LDBMS, and iii) performance. We believe the basic issues and a reasonable 
approach for (i) have,been discussed in this paper. Developing a more sophisticated 
translation capability is of obvious importance and closely relates to the performance 
issue. Implementation of translators should be paralleled with research directed toward 
a better understanding of the nature of the translation process. Some work is 
beginning to appear in this area [KLUGA 78] establishing the theoretical limits of 
translation feasibility. 

5.1 Implementation Status 

XNDM translation is performed on a PDP·11145 attached to the Arpanet as are the 
other host computers. TlJe operating system for the PDp·11/45 is UNIX [THOMK 74] 
and the translator· is programmed in C. To provide a more uniform interface to the 
translator, small support modules termed envelopes are implemented on the system on 
which each LDBMS resides. Basic communications support between systems and the 
ability to preserve meaning .in transporting structured records between heterogeneous 
systems is provided by. an Experimental Network Operating System (XNOS) [KIMBS 
78]. Work on the XNQL translator is still in progress. The current version handles two 
out of the six XNQL constructs (selections of columns and rows), for the following target 
systems: the Multics Relational Data Store (MRDS) [HONEY 77], a relational calculus 
sYstem, and the Honeywell 600/6000 Integrated Data Store (IDS) [HONEY 71], a 
Codasyl·like system. For MRDS, the translator can handle all target data structures In 
general, but for IDS, target records with multiple owners and multiple members are 
excluded. 

5.2 Implementation Approach 

Two different approaches to implementing XNDM can be considered. The first distributes 
the implementation across the supported host systems while the second, which we have 
adopted, offloads the implementation, to the extent possible, onto a separate satellite 
computer. 

The tradeoffs between these two approaches are essentially those of evaluating the 
cost of supporting an additional computer versus the cost of implementing common 
modules on several different systems. Given the opportunity for centralized design, 
implementation and support. afforded by offloading and the increasingly high cost of 
software, we believe that offloading is the natural approach in an evolving technology. 
The alternative might be appropriate for an extremely static environment. 
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AN ARCHITECTURE FOR SUPPORT OF NETWORK OPERATING SYSTEM SERVICES 

Richard W. Watson 
John G. Fletcher 

Lawrence Livermore Laboratory 
Livermore, California 

This paper argues that n~twork architectures should be designed 
with the expl fclt purpose of creating a coherent network operating 
system (NOS). The resulting NOS must be capable of efficient 
imp I e men tat Ion as the b as e ( n a 1: I v e) 0 per a tin g s y s t em 0 nag I v e n mac h I.n e 
or machInes, or of beIng layered on tOP of exIstIng operating systems 
as a guest system. 

The goals and elements of a network archItecture to support a NOS 
are outlIned. Thlsarchltecl:ure consists of a NOS model 'and three 
layers of protocol: an Inter.process communIcatIon (IPC) layer, wIth an 
end-end protoco I 'and lower sub-I ayer protoco 15 as needed to support 
reliable unlnl:e.r.prel:edloglcal-message communIcatIon; a servIce support 
layer (SSL) , abstracting logical structures and needs common to mOSt 
servIces, IncludIng namIng, protection, request/reply structure, 
data-type translatIon, and sessIon support; and a layer of standard 
services, (file, dIrectory, terminal, process, clock, etc.) .. 
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O. INTRODUCTION 

Mos~ curren~ ne~work archi~ec~ures consis~ of one or mora 
function-orien~ed pro~ocols, such as virtual ~erminal or file transfer 
pro~ocols, bui I~ on ~op of an in~erprocess communication (IPC) pro~ocol 
layer [6,7,19,22,26,35,411. The potential of compu~er networking for 
resource sharing and dis~ributed comput1ng cannot be real ized w1th such 
archltectures because [17,24,44,491: 

No bas1s 1s provided for eas11y creat1ng, 1n a layered 
fash1on, new resources or serv1ces oul of ex1sting ones. 

Each programmer des1r1ng to prov1de or use a new network 
sharable resource must face anew al I the 1ssues of data-type 
translat1on, command and reply formatt1ng and pars1ng, 
naming, protect1on, and 1nterfac1ng to the IPC protocol 
layer. 

The terminal user or programmer must kno~ the d1fferent 
nam1ng and other access mechan1sms required by the network, 
each host, and each service. 

The sett1ng up of acco~nts and other adm1n1strat1ve 
procedures are awkward. 

These problems can be elim1r:ated if a network arch1~edure is 
explicitly designed to support the evolution of a network operating 
system (NOS). Three important NOS design goals are the follow1ng. 

The pr1me a~sign goal 1s that a process (program), terminal user, 
or programmer h~ve a uniform coherent v1ew of distributed resources. 
PrOcesses, programmers, and terminal users should not have to be 
expl1citly aware of whether a needed resource is local or remote. This 
does not mean that programs or users have no control over where a 
process is to be run or other resource is to be located or that they 
cannot learn the locations of resources. It means that a user need not 
(although he may) program d1fferently or use different terminal 
procedures depending on resource location and that network operations 
and t h ei d i 0 s y ncr as i e s of local h 0 s. ts can be largely or completely 
hidden. There may however, depending on resource location, be 
performance d1fferentes. One consequence of this goal 1s that 1f a 
resource or its control I ing service is relocated for economic, 
performance, or other reasons to another system in the network, then at 
mOst a new name (address) 1s required, but no changes are required tn 
the program logic or resource access mechanisms. 

A second goal is that the NOS structure be efficiently 
implementable and usable as 1he base (native) operating syste~ on a 
single syst.em of common curren~ architecture, as wei I as be 
implementable as a "guest" layer on exist1ng operating systems ~ha~ 
suppor~ ~ppropria~e interprocess communication [211. By the former 
cond1tion we mean that, when implemented as the native operat1ng 
system, access by local user processes to local services should be as 
efficient and no more involved in terms of the number and k1nd of 
messages or system calls exchanged than is common on exis~ing single 
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'iYStemS OS·s. Initially NOS's wi II I Ihely be Implemented. as guest 
systems. on tOP of existing OS·s. but over time. as part of the 
evolution toward dIstributed computing. we expect that the structure of 
base OS design to evolve toward that required_for a NOS. 

A third important goal Is extenslbl I Ity. Implying: 

That users can easi Iy add new services bul It on existIng services 
without requiring system programmers to add new resident or 
privIleged code. (Some servIces may be made resident or 
privileged for performance enhancement. but that Is a separate 
Issue. ) 

That the basic NOS structure not require the NOS to spring ful I 
b I own into ex Is ten c e wI t h a I I P 0 s sIb I e s e r v Ice s to be u 5 e f u I; I n 
other words that It can start wIth a few services and evolve. 

That systems desIrIng to partlclpatge In the NOS as users of or 
providers of a single service be able to do so with minimal 
implementation. 

A NOS must perform the same basic functions- as an operating system 
on a sIngle host: 

Turn a co I I ect I on of hardware/software resources I nto a coherent 
set of abstract objects or resources (such as proce~ses. fi les. 
directories. clochs. accounts. etc.) and support theIr namIng. 
access. sharing. protection. synchronIzatIon. and 
IntercommunIcatIon (Including er~or recovery). 

Mu 1\:1 P I ex and a II ocate these resources among many computat Ions. 

An NOS must solve the problems that exist for single host OS's and 
must deal with the problems arising from Its distributed nature and the 
heterogeneous systems on which it Is based: translatIon problems due 
to dIfferent encodlngs and data representatIons. distributed servIce 
and resource structures. potentIally more complex error recovery. 
multIple copy file or database update problems. multIple controlling 
administratIons. and specIal effIciency problems arising from dIstance 
and bandwIdth betWeen components. Creating an extensible. coherent set 
of services or rBsourcesin an envlroriment of distributed and 
heterogeneous systems requires a NOS model and supportIng structure to 
handle the above problems. This paper Is focused on such a NOS 
frameworh and the areas where we see coding. communicatIon. and other 
standard conventIons to be requIred or useful _ to support the services 
that wIll reside within an NOS.1\: Is beyond the scope of thIs paper 
to discuss design of specifIc NOS services. or many of the crItIcal 
implementatIon Issues of an NOS. 

The Lawrence Livermore Laboratory's high performance local networh 
(Oel: 0 pus) [13. 141 i s cur r e n t I y un d erg 0 I n g a c hang e I nit s h a r d war e 
interconnection to Increase performance and be more modular. Is being 
extended to interconnect hundreds of local micro/mIni/midi computers 
with each other and the high performance central facilIties. and 
interconnect with other networhs [461. The networh architecture under 
development described here wi I I provIde the new software baie for thIs 
evolution. A prototype operatIng system for a sIngle machine using 
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man y 0 f l: h e f e a l: u re s 0 f l:h eNOS s tr u d u r e l: 0 bed esc rIb e dIs a Iso 
presenl:ly beIng Implemenl:ed. 
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1. NET~ORK OPERATING SYSTEM MODEL 

Mode I Structure 

~e believe that the first step In creating a network architecture 
Is to choose an NOS model [10,17,24,44]. One approach Is to use an 
existing operating system as the NOS model and extend It Into a 
distributed environment. The RSEXEC work at BBN Is a pioneering 
e x amp let hat ext end e d s 0 m e 0 f th e f a c I I I tie s 0 fan 'e x 1st I n g OS CTENEX ) 
to distributed homogeneous systems and was later layered on OS's of 
other systems as we II [43]. ~e do not be II eve th I s to be the preferred 
approach, because most existing OS's have monol Ithlc stru~tures and 
weaknesses In their Inteprorcess communication mechanisms [21] that 
Inhibit their easy extension Into a distributed environment. The 
Nat I ona I Software ~orks (NS~) [28,39] and the later BBN works on the 

'ELAN system represent documented approaches to designing NOS's from 
scratch for explicit distribution '[17,44J. 

The NOS framework we have chosen Is based on the ob)~ct or 
resource mode! of an operating system [23,38]. AI I communication among 
processes Is by message passing. The model Is shown In Figure 1. 

I 
\ 
\ 
\ 
\ 
\ 

/ 

Distributed 
customer and server processes 

Figure 1 NOS Structure 

Servers (file, 
directory, clock, 

account, process, 
database, etc.) 
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Ob J e c t s 0 r res 0 u r c e s are en tit I e s s u c has pro c e sse s, f I I e s , 
directories, virtual I/O devices, databases, etc. Resources can be 
accessed or manipulated only In terms of wei I-defined functions or 
operations. Each type of resource Is specified by 1) a logical set of 
data structures, and 2) a set of operations that can be performed on 
these data structures. Two resources are of the same i1.£.f. If they have 

,the same specification. The abstract representation of a resource and 
the operations on the representation are Implemented by one or more 
modu I es ca I led servers. 

The Implementation detal Is of a resource representation are of 
concern only to the server. Two different servers of a resource of 
type, say file, might Internally represent the files they manage quite 
differently, whl.le presenting externally t,he same represental:lon and 
operatl ons. Th Is character I St I cis Important as we want to bu II d the 
NOS on tOP of exlsHng:o'peratrng systemsor Implement It as the base 
operating sYStBm on mahy vendors' hardware. The system can be extended 
by creating new resources, using existing ones as components. 

A given process can operate In either or both server and customer 
roles at different times. A customer process accesses a resource by 
sending requests contalng operation specification and parameters to the 
appropriate server. The server may then satisfy the request by 
accessing data structures local to It or by sending additional requests 
to other servers to aid It In carrying OUt the original request. When 
a request Is satrsfled, the server sends replies containing an 
Indication of success or failure and resul.ts (If any). 

Requests and replies consist of control and data parts. Besides 
the customer and s:erver processes being distinct, the handler of 
rep I I e s ~. be ad I ff e r en t pro c e s s from t he r e que s te r , or a d Iff ere n t 
address port on the requester than that used to send the request, 
Further, the sources and sinks for data ~ beat different locations 
or addresses from the above as shown In Figure 2. The basic NOS 
requesUreply model supports the following dIstributed roles for 
processes communicating by messages. 

Requester - The requester Is the customer process desiring some 
service, such as the copying of Information from a source to a 
sink. The ~equester controls the data source/sink C. 

Server - The server I~ the process providing a servIce In terms of 
abstract resources. The server controls the data source/sink E. 

Source - There are a variety of possible sources: a fIle, an 
InpUt device, the memory of a process, etc. 

Sink - there are a variety of possible sInks: a fIle, an OUtpUt 
device, the memory of a process, etc. 

Reply-handler - The reply-handler Is whftre control Information 
associated with the transfer Is to be sent. NO~iTlaIIY this would 
be a POft of the requester, but In a distribute system this may 
not be the case. Replies may be desired at dIfferent times: only 
when the request Is completed, or also when thellegallty of the 
request and parameters has bBen verified, or aL~o when some 
Intermediate point In the processing of the ~fquest has been 
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re~ched. e~c. A parame~er of da~a movemen~ reques~s. ~he 
reply-op~lon. Indlca~es'when replIes are ~o be sen~ and ano~her 
~he reply-capabl I I~y. Indlca~es where. 

c Data movement E 

FIgure 2 Reques~/Reply Oa~aMovemen~ Model 

Ano~her fea~ure of ~he da~a movemen~ model desIred Is ~ha~ da~a 
no~ move un~1 I sou~ce and sInh are bo~h ready. BesIdes normal 
end-~o-end flow con~rol. each end may be unwIllIng ~o alloca~e needed 
resources un~ II ~he o~her end has reached some s~a~e of "read I ness". 
For example. a sInh may be unwIllIng ~o allocate dIsh space un~11 Jus~ 
before a ~ransfer can ~ahe place. If ~he source Is a ~ape In a vaul~ 
whIch must flrs~ be fe~ched and ~hen assIgned a ~ape drIve. thIs could 
tahe some tIme. A readIness negotIatIon abl I Ity and other hIgher levei 
conventIons necessary ~o support the reques~/reply. data movemenl model 
are presented In SectIon 4. 

The NOS structure above has the fol lowIng desIrable proper~les 
needed for a dIstrIbuted system. 

I t p I ace s n 0 a· p rIo r Ire s t rIc ~ Ion son w h I c h pro c e sse s can, 
communIcate wIth whlch.others. KnowIng a proce~s's address Is 
suffIcIent to communIcate. 



-25-

11: allows all components, IncludIng data sources and'sInhs, to be 
dIstrIbuted. 

It provIdes for user eXtensibi I Ity, locatIon Independence, and a 
unIform user vIew, because communIcatIon among al I processes use 
the same mechanIsm and form, whether local or remote, user or 
system provIded. LogIcal addressIng, as the other aspect .of 
locatIon Independence, Is dIscussed later. 

ll: allows a system to padlclpate In the NOS by mInImally 
supportIng the basIc NOS message passIng servIce defIned below. 

Interprocess CommunIcatIon and Syncronlzatlon ServIces 

The structure shown In FIgure 1 supports an Interprocess 
communIcatIon (IPC) servIce of logIcal messages (leUers). LogIcal 
messages, or JUSt messages, can be of arbItrary length. The IPC 
provIdes for transmIssIon of beglnnlng-of-message (BOM) and 
end - 0 f -m e s sag e (EOM) mar h s ( asp ado fIt s "h e a d e r s ") bet wee n sou r c e 
and destInatIon processes. These marhs allow the source and 
destInatIon processes to use dIfferent buffer sIzes and management 
strategIes, allow messages to be fragmented In transmIssIon, provIde 
data resynchronlzatlon after a fal lure and provIde wei I defIned poInts 
In the data stream for startIng parsIng or other operatIons. Messages 
are relIably delIvered (no!: lost, mlsaddressed, mlssequenced, damaged, 
or duplIcated). Messages are exchanged between networh addresses, 
vIewed at thIs level as pods on processes. (All communlcal:lng 
entItles are loosely thought of as processes.) At the Interface to the 
IPC layer there Is no concept of establIshIng connectIons or vIdual 
c Ir cuI t s, 0 n I y .t h:a t 0 f sen dIn g and r e c e 1 v 1 n g me s sag e s, po s sIb I yIn 
pieces, bounded by BOM and EOM marhs where approprIate. 

The InformatIon at source and destInatIon transmItted across the 
interface to the IPC layer In the Send and ReceIve prImItives Includes: 

DestInatIon and source address, 
BOM,EOM marhs, 
Security level of the message, 
Unlnterpreted ~essage content. 

Walt and Abort are also prImItIves. Walt Is the basIc process 
synchronIzatIon mechanIsm In the system. A process can Walt or nOt, at 
Its optIon, for any of Its pendIng Sends or ReceIves to complete. 
Servers to support semaphores or other hIgher level synchronIzatIon 
mechanIsms can be constructed on tOp of thIs prImItIve servIce [25,36]. 
Abort allows any pendIng or actIve Sends or ReceIves to be cancelled or 
stopped. 

Th e f 0 I low I n g sub sec t Ion s dIs c u ssg e n era I NOS mod e I Iss u e's abo v e 
the IPC layer. 

Resource NamIng 

Two hInds of resource names are needed l"n a Nns, one convenIent 
for people and one convenIent for machInes [38]. The latter should 
have the same form across al I resources, be machIne-orIented, contaIn 
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the Identify of the server, be usable with different protection 
mechanisms, and be storable In directories. The form for names that 
meets these requirements Is often called a capability, although as seen 
below, we use the term more generally than Is common [8,9,111. The 
strudure of a capabilIty Is deraIled In Sedlon 4, and consIsts of a 
server network address, general resource propertIes, and 
server-dependent local resource name and other InformatIon. 
CapabIlItIes are used to name and valIdate access to resources wIthIn 
requests and replies. They are also used for other purposes, for 
example, to Identify partIcular transadlons unIquely, to IndIcate 
sour c e s 0 r sIn k, 0 fin for mat lon, 0 r t 0 I n d I cat e p I ace s w her ere p I I e s 
are to be sent. 

To support human-orIented namIng of resources, we have chosen to 
use namIng graphs (resource path names) Implemented by dIrectorIes and 
directory servers. Capabl I Itles for any type of resource can be placed 
In a dIrectory and gIven a mnemonic name. SInce capabl I Itles to 
directories ca~ themselves be placed In dIrectorIes, the dIrectorIes 
constItute a namIng graph. The useful properties of namIng graphs are 
dIscussed by Sal tzer [381. It Is the machIne-orIented address obtaIned 
from capabl Iltles that Is used In packet headers. NamIng graph path 
names are used as parameters In requests to servers supportIng 
directories. 

Resource SharIng 

Resources can be shared by exr.hanglng capabl I Itles In messages. 
ThIs sharIng Is enhanced by beIng able to exchange capabl I Itles to 
shared dIrectories. 

Resource Protedl"o·n, Access Control, SecurIty 

ProtectIon, access control, and securIty mechanIsms must be bul It 
on some set of assumptIons about what can be trusted [15]. There are 
three basIc questIons: To what extent can the communIcatIon system be 
trusted; to what extent ·can each operat Ing system truSt another; and to 
what extent can customer and server processes trust one or more 
authent Icat Ion servIces? 

We assume that the network envlrorrment can be partItIoned Into 
domains of trust: that sy~tems wIthIn a domaIn cannot pose as sources 
of messages from systems In another domaIn (enforced by trusted network 
gateway and routIng nodes); that wIthIn a domaIn Ihere Is a maxImum 
possible securIty level; that operatIng systems wIthIn some domaIns may 
fully trust each other, such as wIthIn the OCtOpus central network, 
whll e not truSt Ing systems In other domaIns, that there wIll exIst an 
authentIcatIon servIce (central or dIstrIbuted) that most domains wI I I 
trust. If communications within a domaIn cannot be protected against 
theft, replay, duplication, etc., whole message encryption can be used 
[30 ]. 

Capabl I Itles are used for protection. In the classical capabl I Ity 
system, possession nf a capabl I Ity constItutes proof ~f right of access 
[8,9,111. This Implies that It should not be posslb!e to forge, copy, 
or s tea I and the nus e cap a b I I I tie s . In the c I ass I ca I s y s t em ·th I s 
protedlon of capabilities Is provided In a central place, normally the 
kernel of the OS. 
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l~ Is no~ possible In ~he envlronmen~ described above ~o provide 
capabl I I~y pro~ec~lon as an NOS kernfl service because we may no~ ~rus~ 
~he securl~y of opera~lng sys~ems running In compu~ers In some domains; 
we can make no assump~lons abou~ ~helr abl I I~y ~o preven~ a~~emp~s ~o 
forge or Inser~ copied or s~olen capabl I 1~les. Therefore, we conclude 
~hat capabilities mlgh~ as well be s~ored directly In user, process 
memory. This assump~lon also simplifies flow con~rol and o~her 
t ran 5 port pro ~ 0 col des I gnp rob I ems, be c a use ~ w 0 ~ y pes 0 fda ~ a. 5 ~ rea m 
(capablll~y and non-capability) are not required. Use of passwords In, 
or encryp~lon of, capabl I 1~les can pro~ec~ against forgery [5,29]. 
However, passwords or encryption do no~ pro~ect agalnsl capabl I 1~les 
appearing In dumps or on terminals, being seen by unau~horlzed persons, 
and then being relnser~ed In~o another machine. To mee~ ~hls latter 
~hreat, addl~lonal mechanism Is required as now described. 

Ole pen din g 0 nth e n a ~ u reo f ~ h e s e r v e r, I ~ can c h 0 0 set 0 sup p 0 r ~ 
e I th e r or both of tWO ~ Y pes of cap a b I I I ~I e s; u nco n tr 0 I led or 
c 0 n t r 0 I led. Po sse s s Ion 0 fan un con tr 01 led cap a b I I I t y con s ~ I t u ~ e s proof 
of rlgh~ of access, wl~h ~he access rlgh~s represen~ed by that 
capability. Uncon~rolled capabilities are ~yplcally protected against 
forgery with passwords or encryption. Cpnt~ol led capabl I Itles, on the 
other hand, wi I I only be accepted If from a given source address or 
domain. Con~rol led capabl I 1~les can be pro~ec~ed by servers In ~hree 
equivalent ways: with access I Isis, with encryption using the source 
address as part of the key, or with "capablll~y lists" named by ~he 
source address. The las~ method, In par~lcular, sugges~s the view that 
~he controlled capability Is logically a name appearing In a 
directory-I Ike object maln~alned by the server. The dlrec~ory Is 
Identified by the source address, (which Is In effect an uncontrolled 
capablll~y; guaranteed by the network) the controlled capablll~y In 
~urn names an unc·~ntrolled capablll~y to the desired resource. Trusled 
capabl I Ity protec~lon servers can be also crea~ed but they require al I 
customer/server communication to pass through ~hem~ 

One of the Importan~ properlles of a capabl I I~y sys~em, ~hat we 
desire to maintain with both controlled and uncontrolled capabllll:1es, 
Is ~ha~ resources can be shared by sImply passing the appropriate 
capability In a message. Uncontrolled capablll~les can simply be sent 
with 0 u ~ add I ~ Ion a I mechanism. Val I d a t I 0 no r a u th e n ~ I c a ~ Ion pro toe 0 I s 
are required to allow controlled capabllll:1es to be shared by customers 
or used by a chain of servers Involved In satisfying a cus~omer's 
original request [30]. The simplest such protocol requires a 
legl~lmate holder ~o request the server to add an Intended recipient of 
a capability ~o Its set of,.valld users before transmlHlng the 
capablll~y. 

We believe It will not be difficult to layer a capability 
mechanism on an exls~lng OS service, such as an exIsting fl Ie system. 
A mechanism using encryption ~o obtain uncontrolled capabllll:1es from 
existing naming and access control conven~lons has been suggested by 
Needham [29]. The encryption key could use the source address ~o 
ob~aln a con~rol led capability. 

Error Recovery 

We do no~ currently see how a single NOS-wide error recovery 
mechanism Is approprla~e for al I services, except al ~he Interprocess 
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communication level. Rather. each service may need none at al I. a 
quit e s Imp leo n e [19. 221 0 ron e th a tis qui t e com pie x [20. 39 l. Th I s 
Issue Is discussed further In reference [471. In the context of a fl Ie 
service. The conventions outlined below. we believe. should allow a 
range of error recovery strategies to be supported. In particular. 
within certain assumptions. conventions for crash detection and 
separation of data and control are provided. 

Resource Location or Placement 

One of the NOS ar£hllectura goals Is that user or user processes 
should not have to be expllcl'tly aware of where a resource Is located. 
For e x amp Ie. I n a di s t rib ute d f I I e system. the I 0 cat I on or I eve I of 
storage that Information resides on can be made Invisible for many 
applications. and files can migrate as appropriate. Reasonable file 
copying/caching and control strategies can also be envisioned as 
OUt I I ned i n ref ere n c e s [ 44 • 47 l. ( Th ere are man y d iff i cui t pro b Ie m s 
associated wll:h updal:ing multiple copies [21.) Global resource 
placemenl: strategies across dlfferenl: types of servers may enventual Iy 
prove needed. but the Issues here are not ·wel I understood [17.37.441. 
Ou r i nit i a I ass u m p t ion s are th ate a c h h 0 s t com p u te r s y s I: em w I I I 
multiplex its own local hardware resources. and. thaI: in early versions 
oft h eNOS. use r s can e xp I I cit I y s e I e c I: w her ere sou r c e s res ide 0 r 
execute. Later. when I:hese issues are bel:l:er undersl:ood. automal:lc 
allocal:lon or location on a global basis can be added to I:he framework 
presented here. The Nal:lonal Sofl:ware Works represenl:s pioneering work 
In I:hls area [28.39]. The dlfflcull: problems assoclal:ed wll:h aul:omatic 
handl ing of distributed directory structures is discussed In reference 
[44] . 

Resour£e Allocalion Llmltal:1on and Accounting: 

These issues are nol: necessari Iy related. Even on single sysl:ems. 
they are confused by organization pol itics. The desires for aul:onomy 
of remol:e systems under local control. while yel: allowing participation 
w i I: h i n I: h e I a r g e r NOS. f u rt her com p I I c a I: e th e s e Iss u e s . The NSW 
represenl:s Inll:1al work on I:his problem [28l. What is required here is 
a clean separal:lon between basic mechanism and pol icy decision and 
implemenl:atlon. The use of accounl: capabilil:ies. in addll:ion 1:0 
principal capabi I Itles 1:0 represenl: users. and provision of account and 
aul:henl:lcation servers using I:he basic capabl I il:y mechanism oul:l Ined 
above should allow a variety of policies 1:0 be supported. 
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2. NOS PROTOCOL STRUCTURE OVERVIEW 

The protocol Structure, to support the NOS model above, Is built 
on five principles: 

Layered design - A layered design Is used to achl~ve 
understanding, ~ase of evolution, and Imple~entatlo~ modularity 
[10,26,35]. The Interfaces between each layer are kept as slmpl~ 
as possible. 

Transaction orientation - Most operating system servl'c~~ ar~ 
transaction drlented: a customer process Issues a request, and 
the server process rep II es and no add I tiona I con.versal: I on need 
ever I:ake place, and the prol:ocol sl:rucl:ure should not require I:he 
overhead of.add,ll:lonal messages. The structure permll:s, however, 
I:he creation of exl:ended conversations, cal led se~slons, where 
I:hey are usefu'l ~ The IPC I:ransact I on or I'enl:ed serv I ce that we 
wish 1:0 suppo~1: Is dlff~renl: than I:h~t of conventional datagrams 
[341 In thaI: we want a reliable service, which Is not usually 
guaranl:eed for dal:agrams, and we want lhe messages-.to .. pe of 
arbitrary length, also nol: usually supported for dafagr'ams.' 

Symmetry - Processes can operal:e b.ot,h In cusl:omer,' and server ro I es 
during a conversa1:1ori'. The protocol structure must allow for I:hls 
s h I f\: i n r 0 I e s [ 49 1. " ',' I 

Abstraction of commonality - Common aspects of servers and 
res 0 u r c e s ,s u c h a 5th e I r ",,' log I c a I s tr u c I: u r e , . n a min g, pro t e c t Ion , 
and the com~Qn operations applicable to them should be abstracted 
an d s tan d ar dTz e d.' ' 

Provls!on of a complete set of prlml1fve services - It ~uSt 
Include those services necessary In single host systems to form a 
complete set of building blocks. The prlml11ve operations must 
facl I Itate, but not demand, their distribution. 

For the purposes of this paper a protocol Is loosely defined as 
any agreed set of conventions associated with the exchange of 
Information by peer entltl~s during com~unlcatlon. Definitions of data 
and message formats are Included, as well as rules for control and data 
Interchanges to achieve some d~flned service. 

The protocol hierarchy, described bottom up, tonslsts of three 
layers: 

Interprocess communication layer supplying 'the IPC service 
mentioned earlier. 

Service Support Layer - Defines standard server. and resource 
logical structures, resource,namlng, protection, data formats, 
request/reply functions and form, ~nd sessions. 

Service Layer - supports basic resources and services, 
authenl:lcatlon, logging, files; directories, prQ0-e"S5-BS, clocks, 
accounting, terminals, etc. 
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Th est r u d u reI s de pIc I ted I n F1 9 u r e 3. Each 0 f th e f 0 I low I n 9 sed Ion s 
dIscusses a layer. 

CUSTOMER LAYER 

SERVICE LAYER 

• Customer processes 

• 
• 
• 

customer/SL interface· 

• Higher level servers (data base, etc.) 

• Basic servers (file, directory, process, clock, etc.) 

____ ------____ SL/SSL interface 

. {. Resource structure, resource and resource name operations/replies 

Higher grouping • Server state model. (coservers), and.operations/replies . 

.. • Request/reply, data movement conventions, and operations/replies 

SERVICE SUPPORT 
LAYER 

• Sessions 

• General request/reply form 

Lower grouping • Data types and"encodings, including capability form 

• Data and control message mode forms 

• General logical message 

-------_ ..... _--_. SSL/IPC interface. 

• End-end (process-process) protocol (Delta-t) 

IPC LAYER • Link protocols 

• Other 

~Igure 3 Structure of Protocols and ConventIons 
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3. INTERPROCESS COMMUNICATION LAYER 

In~rodudlon 

The basIc Interprocess communIcatIon servIce was defIned In 
SectIon 1. To support thIs servIce In a dIstrIbuted envIronment 
requIres a layered set of protocols. The maIn protocol. relevant here, 
whIch rests on [Inh-[eve[ protocols, Is a transport or end-end protocol 
provIdIng, addressIng from a source ,(orlgln) to' a sInh (destInatIon) 
process, de[lvery assurance (Informatlo.n Is not [OSt, damaged, 
dup[lcated, mlssequenced, or mlsde[lvered), and flow control to I:he 
sIn h 's rate of acceptance. A (source, sIn h ) address p a I r I s c a [ [ e d an 
assocIatIon. ThIs layer supports tran~port of unlnterpreted arbItrary 
length [oglca[ messages del Imlted by 80M and EOM marhs. The 80M, EOM 
marhs are carrIed out-of-band In pachet headers. The tWO major areas 
of addressIng and assurance are now dIscussed brlef[y, as these are. 
where our approach may dIffer somewhat from that used In bther 
transport protocols. 

AddressIng 

Each source and sInh Is IdentIfIed by a unIque hlerarchlca[ 
address thaI: routIng modules parse from [eft to rIght. The further 
away the sInh Is, In terms of the chosen hIerarchy, the sooner the 
parse Is stopped. That Is, the address of a process reflects the 
hle~ar~hlca[ geometry of the networh (networh, cluster, host, process 
etc.), whIch means that every node need not store InformatIon about 
eve r y p 0 1:e n t I a [.. sIn h I n d I v I d u [ [ y . E a c h bra n c h dow nth e I: r e e c 0 u [ d 
contaIn a d If fE:r e n t number of [e v e [ s and a dIfferent fan - 0 u ta t each 
[eve [. The networh address space Is [arge enough that every process 
can ha v e s eve r a [ add res s e s (a [ [ 0 wIn g Itt 0 h a v e p 0 r!: s), and non e 0 f the 
addresses has to be reused, even after the process Is destroyed 
(assumIng reasonable [Ifetlme for the networh), ThIs feature Is 
Important as one element In achIevIng the transactIon orIentatIon of 
the archltetture, because a process does nol: fIrst have 1:0 go to a wei [ 
hnown logger or connedlon estab[lshment por!:, present a hIgher [eve·[ 
name , and then be a [ [ 0 cat e d a [0 g I c a [ c han n e [, soc h e t or 0 the r r e usa b [e 
networh address before enterIng a data transfer phase. 

WIthIn thIs frameworh, we also provIde for [oglca[, generIc, or 
fund lona[ addressIng [27,31,44]' A por!: Ion of the networh-address 
space, characterIzed by a standard value for the leftmost bIts, Is set 
asIde for thIs purpose .. The routIng tables In eac;,hnode of the networh 
then poInt to the nearest "representatIve" of a generIc servIce. 
CommunIcatIon and, If necessary, synchronIzatIon among the 
representatIves of a generIc servIce uses non-generIc (physlca[) 
addresses and Is a hlgher-[eve[ problem. 

Loglca[ addressIng can also be handled at hIgher [evers, wIth 
trans[a~lon from [oglca[ to physlca[ address tahlng place above the 
end-end protocol level at the source. In some cases, the ne~worh 
address of a servIce appearIng In a capabl [Ity may adua[ [y be to a 
hIgher level [oglca[-address server whose only Job Is to forward 
messages to the actual server, whIch It locates by means of records 
("ye[[ow pages") th'at It maIntaIns. MaIntaInIng the dIstrIbuted or 
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centralized logical to physical address maps when processes move will 
require forwarding protocols, not currently defined. We expect logical 
addressing to be Important In certain NOS servlcees [471. II: has 
already proved useful within the NSW [28,311. 

Assurance and Flow Control 

To a chi eve assurance and f I ow con t r 0 I, w h I I e m a I n t al n I n g a 
transaction or single message orientation, we have had to design our 
own process-to-process (end-to-end) protocol. Published worh on 
message systems have generally not dealt with r:ellability [1,12,31,451. 
We I I-hnown ex I St I ng and proposed protoco I s such as INWG, and TCP 
[4,32,331, and X.25 all require overhead messages to be sent between 
source and sinh In order to rei lably set up and tear down a connectIon 
or virtual cIrcuIt, even If only one request and one reply are to be 
exchanged [18,421. In some networh architectures this overhead has to 
be borne at each of several levels. This overhead, we belIeve, Is 
unacceptable, not prImarily because of the raw bandwidth consumed, but 
because of the cost and delay Involved In generating messages, f~rmlng 
them Into pachets, placIng them onto the transmission media, and 
buff e r I n g and han d I I n g the m a Ion g the way. Ou rex per len c e and t hat 0 f 
others [ 50 1 show that genera I OS overhead for pac h e th and I I n g may 
requIre several tImes the tIme required for actual protocol processing. 

It has been demonstrated by Belsnes [31 that for rei lable single 
message transmissIon, the rei lable conneCtion set up overhead Is 
unavoIdable unless the state InformatIon hept by the tWO ends of a 
conver.satlon Is under timer control. AccordIngly our protocol depends 
on the use of timers and Is called Delta-\:. Delta-t Is based on the 
fact that the total time of existence of a pachet, IncludIng the 
Interval between Its fIrst and last transmlsslon~ Its maximum lIfetIme 
within the rouTing networh, and the delay before It Is achnowledged by 
the sinh, can be bounded. This bound Is expressed In terms of an 
Interval 6t, hence the name of the protocol. 

Briefly, Delta-t worhs as follows. The state Information used for 
generating 5equence numbers at th~ source, pachet acceptance at the 
sInh, achnowledgement, and flow control (normal window flow ~ontrol) 
are hept In connectIon records at each end, as for any non-tImer 
protoco I. These records have a II fet Ime .under contro I of a Send-t Imer 
at the source, and a Receive-timer at the sinh. When either of these 
timers go to zero, the corresponding record can be destroyed. These 
timers do not have to be synchronized, but are expected to run at the 
same rate. When Inll:lallzed or refreshed, thesel:lmers are set to 
mull:lples of6l:. The rules for timer Intervals, control of the timers, 
setting of header control flags, sequence number ~electlon, and pachet 
acceptance are given In references [16,481, The protocol header for 
the De I t a-t pro t 0 col Iss how n I n Fig u r e 4. 

Simplified, the lifetime of a pachet Is strldly controlled by 
Including a field In the pachet header that Is Initialized by the 
source and counted down by Intermediate nodes. Each node, Including 
the end protocol module, must count at least once, more If II: holds I:he 
pac h e t Ion g e r th an 0 net I me un I t (t I c h). Re tr an s m Iss Ion SSt art p art I y 
counted down. The pachet Is discarded and nached If the count reaches 
zero before delivery. Our Iinh protocols, on Ilnhs that have Internal 
buffering that could hold a pachet for an Indefinite period of time, 
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have been augmenled by a fealure lhal guaranlees knowledge of lhe 
lransll lIme. An enllre nelworkcould be such a logIcal link. The 
Idea Is lhal each I Ink frame Is tlme-slamped by lhe sender so lhal lhe 
lransll tIme can be compuled by lhe receIver. The lwo logIcal I Ink 
clocks, send and receIve, are sImply synchronIzed whenever necessary by 
the receIver sendIng lis clock value lo the sender. ThIs mechanIsm 
assures lhal lhe lransll lImes are always overesllmaled, never 
un d ere sll male d; lh e del a I I. s are pre sen le dIn ref ere n c e s [40,48]. 
Roullng nodes also deslroy al I packels on recovery from a crash. 

Routing header 

Assurance, flow 
control header 

o 

"7 

7 15 23 

Total header SecuritY ~t(l) . Lifetime(2) Routing(3) 
length level Exponent flags 

Reserved for future :rotal packet length 

Destination address 

Destination address 

Source address 

Source address 

Header checksum Data Checksu m 

Data sequence number (DSN) 

Acknowledge sequence number (ASN) 

Assurance(4) 
flow control Window 

flags 

Options (variable) 

Data 

Lengths and window are in octets. Sequence numbers are for octets. 

31 

47 

(1) ~t-exponent allows the receiver to calculate senders ~t. ~t = K X 2 ~t-exponent 

(2) Lifetime equals number of "ticks" remaining for oldest data octet in this packet. 

T
"k & . . 
IC = 256 secs 

(3) Routing flags: FIR fragmtmtation allowed, BOM, EOM, NAK 

(4) Assurance flow control flags: DR F (all previous DSN's acted), AR F (ASN field 
valid), WOF (window overflow) 

FIgure 4 Oella-l Prolocol Header 
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4. SERVICE SUPPORT LAYER 

Introduel: I on 

The servIce suppori layer (SSL) defInes a hIerarchy of convenilons 
conslsilng of iwo maIn groupIngs shown In FIgure 3. The flrsi of ihese 
(lower groupIng) conialns convenilons io esiabllsh daia and control· 
message separailon, provIde for daia and conirol parameier iranslailon, 
e s i a b I Ish i h e g e n era I s y n t a x 0 f r e que sUr e ply me s sag e s ,an d pro v Ide 
crash deiecilon. The second of ihese (hIgher groupIng) supporis ihe 
requesi/reply, daia movemeni model of FIgure 2, and absiracis common 
server and resource siruciures and requesis/reply semanilcs. 

The purposes of He servIce suppod layer are ihe followIng: 

Each new servIce should noi have io be desIgned from scratch, 
dealIng wIth He above Issues anew. ThIs facIlItates He 
IntroductIon of a new servIce. A run-tIme envIronment can be 
cr~ated embodyIng the common servIce support features In terms of 
lIbrary routInes, utIlIty pro~esses, or oHer buIldIng block 
mechanIsms [49]. 

A unIform user vIew Is created that eases ihe learnIng tIme and 
other dIffIcultIes of a customer tryIng to use a new servIce. As 
seen by processes, an operatIng system or protocol Interface Is a 
language and.should meet good languag~ desIgn crlierla such as 
unIformIty and compactness. 

We now present He SSL Issues and conventIons In He order show.n 
In FIgure 3. 

SeparatIon of Data and Control 

The lowest convenilon of the SSL IdentIfIes each message as beIng 
In one of at least tWO modes: control or data. Control messages, In 
general, ar.e requests or replIes In a standard encodIng that contaIn 
the semantIcs of the CUStomer-server dIalog. Data messages are, In 
effect, parameters that are ioo large to be convenIently or effICIently 
enclosed wIthIn a control message; an obvIous example Is the contents 
of a fIle beIng transmItted. We want to be able to support data or 
control messages on the same or dlffereni assoclailons. For example, 
In FIgure 2, assoclailon (C,E) may be as shown, or In fael: be the same 
as assocIatIons CB,O) or (A,Ol. 

KnowIng the mode enables a process to quIckly and unambIguously 
separate what It must Interpret from what It must sImply store, prInt 
or pass on. It greaily reduces the danger that after a loss of state 
InformatIon {e.g., at deadstart) It wI I I treat raw data as a command. 
It perml.ts conirol InformatIon, such as ~ statement of an error 
condlilon, multlstream synchronIzatIon mark, or checkpOInt number to 
occur In contexts where data Is expected, wIthout causIng confusIon or 
data scannIng. FInally, It cleanly separates control translatIon 
Issues from data translatIon Issues. Control needs to adhe~e to a 
standard format so that all processes may understand one another, whIle 
It Is often desIrable that data be shIpped In Its raw form or be 
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translated In an application-dependent way, the laHer being a 
hIgher-level Issue. 

The mode IndIcation could be eIther an "out-of-band" sIgnal In the 
IPC protocol heading (as, for example, the qual Ifler bIt of X.25l or It 
could be the fIrst few bIts of the message. We have chosen to mahe It 
the f Lr s t b y t e (t hem 0 deb y tel 0 f the me s sag e sot hat the SSL can we 
used wIth transport protocols other than Delta-I:, The SSL hIerarchical 
structur Ing of log Ica I messages I s shown In FI gure 5. 

T 
Mode 
octet 

Data 
mode 
octet 

Control 
mode 
octet 

Control 
mode 
octet 

Header 

Length 

Un interpreted bits or octets 

IPC level logical message 

a) 

Data or control message 

NOS message form 

b) 

Data message 

c) 

Data 

Token, Token2 ... 

Function 
token 

Control messages 

d) 

Parameter Parameter 
token token 

General request/reply form 

e) 

T 

Tokenn 

Parameter ... 
token 

Body Body = bit string, text string, 
integer, capability, etc. 

Token form· 

f) 

Usage 

Token header form 

g) 

Type 
• 

Length = length of token 
Usage = purpose of token 
Type = date type of body 

FIgure 5 Logical Message Structure 
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TranslatIon and Control Mode Message Structure 

1n order for translatIon to be performed, explICIt or Impllcll: 
data type InformatIon musl: exlsl:. For I:he paramel:ers In requesl:s and 
replys, expllcll: t.yplng of each parameter Is provIded as descrIbed 
below. 11: would be IneffIcIent. for each dat.a It.em In a dat.a message t.o 
be typed. For dat.a messages, I:he dat.a t.ype Informat.lon can be kno~~ In 
three ways: Impllclt.ly by the nat.ure of I:he servIce or address, 
conveyed In control messages, or explIcItly encoded In I:he message mode 
code. 

Let. us now consIder t.he st.rucl:ure of conl:rol messges. DesIrable 
goals are t.o allow paramet.ersln funcl:lons t.o be omItted and defaull:ed 
(achIevIng dal:a compressIon), appear In any order (allowIng servIces 1:0 

evolve by addIng new paramel:ers t.o funct.lons), t.o be varIable lengl:h, 
and t.o be aut.omat.lcal Iy t.ranslal:ed t.o and from a servers Inl:ernal 
represent.at.lon from and 1:0 sl:andard net.work encodlngs. To achIeve 
t.hese goals cont.rol messag~s are consIdered a st.rlng of t.okens. A 
t. 0 ken con sIs I: s of I: w 0 m a I n part. s : a h e a d e rf 0 I lowed b y a ~ . The 
header, descrIbes t.he body, whIle t.he body represent.s I:he acl:ual value 
conveyed by t.he t.oken. The header In t.urh conslst.s of t.hree part.s: 

The lengt.h defInes t.he number of byt.es Included In I:he enl:lre 
t.oken. 

Th e ~ de fIn e s th e pur p 0 s e 0 f I: h e I: 0 ken, s u c has fun cI: Ion cod e , 
source (resource) Idenl:lfler, source label (flrsl:-bll:-address, for 
example), coun!:, el:c. 

Th e ' ~ I n d I cat. e s I: h e d a I: a t. y p e 0 f the bod y, s u c has I n t. e g e r, b I I: 
s t. r I n g, c r..a r act. e r s I: r I n g, cap a b I I I t. y, e t. c . 

Type has been separat.ed from usage,because I:here are examples 0' 
usages t.hat. may be of varIous t.ypes; II: permlt.s a sImpler common 
I:ranslal:or t.o be desIgned for each programmIng language or system I:hal: 
t.ranslal:es t.okens t.o and from t.helr Inl:ernal represenl:al:lons 1:0 and 
from t.he st.andard. The I:ranslal:or's decIsIons are based only on I:he 
t.ype. The I:oken encodIng I:hal: we are developIng Is expecl:ed 1:0 make 
t.he mosl: commonly-occurrIng, I:oken headers only one byl:e long, wlt.h an 
escape 1:0 I:wo byl:es for mosl: of t.he remaInIng cases. 

The t.okens of a message are grouped Inl:o sl:al:ement.s. Each 
st.al:ement. begIns wlt.h a I:oken of usage "funcl:lon code" and ends Just. 
before I:he nexl: I:oken of t.hal: usage or al: I:he end of message. (The 
flrsl: t.oken of a message should be of usage "func~lon code.") The 
I:okens of a sl:al:emenl: fol lowIng I:he funct.lon code are paramel:er I:okens. 
The funcl:lon code t.oken defInes an operal:lon 1:0 be performed or 
Indlcal:es a reply; I:he paramel:er I:okens supply argumenl:s or resull:s; 
AllowIng (nol: demandIng) mull:1ple sl:al:emenl:s per message helps reduce 
message t.rafflc. 

E~ch funct.lon, In general, expect.s paramet.ers of several dIfferent. 
kInds of usage. 1f a needed usage Is omlHed, I:hen a defaull: value Is 
assumed; for example, the default. for usage "counl:" Is one. The 
concepl: of usage I:hus permll:s a form of Informat.lon compressIon. More 
imporl:anl:ly, It. permll:s new opt.lons t.o be added 1:0 a funcl:lon, 
expressed by new paramel:ers, wll:hout. Impact.lng exlsl:lng cust.omers. 
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l-.Jhen a parameter of a fundlon adully occurs In a precedIng or 
followIng da~a message (possIbly on a separa~e assocla~lon), a 
parameter Is placed In the control message, In effed an "Indlredlng 
poInter," IndIcatIng thIs fact. 

Standard Da~a Types, Capabl I Ity Form 

Among ~he standard data types defIned by ~he SSL Is a standard 
capabl I Ity as shown In FIgure 6. Human-o.rlen~ed names are handled a~ a 
hIgher level by namIng graphs as men~loned earlIer. A standard 
capabl I Ity Is a token body that IdentIfIes a resou~ce and confers rIght 
of access to a partIcular resource. It consIsts Df the fol lowIng 
fIe I ds. 

Th e add res sIs the n e tWO r k ad d res s (I 0 gl c a lor ph Y sIc a I) 0 f l:h e 
server that manages the resource. ThIs would be 0 of FIgure 2. 
Often the customer uses the address of one of the capabl Iltles In 
a request mess~ge to determIne where to send the request. 

The propertIes are a set of standard bIts and fIelds that IndIcate 
to the customer the nat~re of the capabl I Ity, such as 
controlled/uncontrolled, resource type, access mode, resource 
lIfetIme, secUrIty level, etc. 

The unIque IdentIfIer Is used by the server to IdentIfy and locate 
the specIfIc resource named, and possIbly for other 
server-dependent purposes. 

The password, If present, guards the unIque IdentIfIer part of the 
capabl I Ity agaInst forgery. The Idea Is that, If ~ny process or 
user trIed tlf forge a capabIlIty, It would not be accepted by the 
server unless the password were correCt. EncryptIon can also be 
used for thIs purpose [5,291. 

Password Unique identifier Properties 
Network address 

of server 

~----~------~~-------------J"~----~----~"~--------v-------~ 
Variable up to 

152 bits 
32 bits 

FIgure 6 Standard CapabIlIty Form 

64 bits 

Other standard data types to be supported Include at least 
Integer, bIt strIng, and character strIng. 
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SessIons 

AI I servers maIntaIn state InformatIon for an assocIatIon for some 
length of tIme, dependIng on the nature of the server: durIng a sIngle 
operatl.on, multIple operatIons (statements) In a sIngle logIcal 
message, or across multIple messages. In add~tlon some servers may 
want to support parallelIsm such as parallel operatIons, parallel 
streams, etc. ona sIngle assocIatIon. v.Jhlle actIve state InformatIon 
Is beIng maIntaIned for an assocIatIon a sessIon Is In exIstence. 

The IPe layer end-end protocol wIth Its BOM, EOM, marhs allows 
customer or server processes to detect crashes wIth loss of memory 
durIng a logIcal message, but cannot aId detectIon of crashes between 
messages, although lts rules protect agaInst 10s1:, damaged, duplIcate, 
mlssequenced pachets across crashes. DetectIon Is achIeved because 
after deadstart the server expects a BOM, and a customer generates a 
80M w hen the s e r v e r I sex p e ct I n g a EOM fIr St. If s tat e I n f 0 r.m a t Ion I s 
beIng maIntaIned across messages, tIed to an assocIatIon, there Is a 
need to provIde a mechanIsm for customer or server crash ~etectlon 
between messages. ThIs Is the purpose of a sessIon. SessIons are 
delImIted explIcItly or Impllcltly wIth beglnnlng-of-sesslon CBOS) and 
end-of-sesslon (EOS) functIon tohens, dependIng .on whether or not a 
servIce supports mull:lple message sessIons. ThIs allows crash 
detectIon, as now descrIbed. 

v.Jhen a server crashes, It deadstarts wIth InactIve sessIons 
log I ca II y on a II assoc I at Ions, wh I ch exped a BOS as the fIrst tohen 
receIved. If the customer thought a sessIon was In progress It wI I I 
not Inc Iud ea BOS In the message sent the server, and the server wI I I 
generate an error reply, forcIng the customer to enter an error 
recovery procedure. J;? I m I I a r I y when a customer pro c e s sd e ads tart s It 
sends a BOS as part of Its recovery procedure and wIll be Informed by 
the server If a sessIon was In progress. Then the cutomer can tahe 
whatever recovery actIon Is approprIate. 

Request/Reply, Data Movement Model support 

To support the request/reply, data movement model of FIgure 2, 
conventIons are requIred so that al.1 communIcatIng entItles can hnow 
each others address, authentIcate the rIght of a partner 1:0 send them a 
message, and del:ed a partner crash. These needs are mel: as fo I lows: 

The requester obtaIns the server address 0 from a capabl I Ity or 
some a prIorI way. The requester can detect a server crash by the 
sessIon mechanIsm above. 

The server obtaIns the address A of the reply-handler from a 
capabl I Ity passed as a parameter In the request. ThIs address 
defaults to that of the requester B, always provIded by the IPe 
layer Interface. The server may requIre a capabl I Ity passed as a 
parameter In the request to authentIcate the requester's rIght to 
mahe the request. Address B can be used by the server to protect 
cO'ltrolled capabIlItIes as mentIoned In Sedlon 1. 

The reply-handler and requester are worhlng together and th~ 
reply-handler can be sent the address 0 of the server If needed. 
The reply-handler receIves the reply-handler capabIlIty In replIes 
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from the server, authentIcatIng the server as the process wIth the 
rIght to send It messages. FaIlure to receIve a reply could 
resu I t from a server or rep I y-hand I er crash. A dup II cate request 
could then be sent wIth an aHendent rlsh of a duplIcate operatIon 
not de t e c tab I e by lower I eve I IPC I aye r me c han Ism. The ref 0 r e , 
duplIcate requests are not recommended unless requests are 
formulated such that duplIcates can nut cause harm. Instead, when 
a reply falls to arrIve wIthIn some tImeout perIod or the 
reply-handler detects It has crashed, the state of the approprIate 
coserver-state-record (see next subsectIon) can be Interrogated 
for Status to determIne whether or not to relss~e a request. 

For servers supportIng or requIrIng data movement In data mode 
messages (normally only those Involved In bulh dal:a movemenl: such 
as I: h e f I I e s e r v e r ), a me c han Ism I s r e quI red I: 0 ex c h an g e d a I: a 
source/sInh addresses C and E. Because these addresses cannOt, In 
general, be hnown ahead of I:lme, a sImple "open" prol:ocol Is 
requIred 1:0 be used before dal:a movemenl: can begIn. The requesl:er 
sends I:he server an approprlal:e resource capabl Ill:y (such as 1:0 a 
fIle), address C, and ol:her paramel:ers 1:0 Inl:lallze sl:al:e. 
Address Ccould also be provIded In dal:a Movemenl: prlmIl:lves ~Iso 
so I:hal: several cooperal:lng cusl:omer processes could serve as 
sources or slnhs al: dlfferenl: I:lmes. The server rel:urns a 
capabllll:y 1:0 the "open-resource" wll:h E In Il:s address fIeld. 
Addresses E and C wI I I only accept messages from each other. Nol:e 
I:hal: I:herefore operal:lons InvolvIng bulh dal:a movemenl: are nol: of 
I:he sIngle requesl:/reply form. ThIs seems accepl:able because I:he 
"open" exchange Is small overhead relal:lve 1:0 I:he expecl:ed large 
dal:a movemenl:. Informal:lon In conl:rol messages can be senl: on I:he 
assoclal:lon (C,E) for chechpolnl: resl:arl: or hIgher-level chechsums 
If desIred for error del:ecl:lon and recovery mechanIsms. A crash 
al: ell:her end would be del:ected by I:he IPC layer faIlIng 1:0 gel: a 
message I:hrough or faIlure 1:0 receIve I:he expected amounl: (coun\:) 
of data. 

Dal:a Is actually moved wll:h sl:andard "read" or "wrll:e" operal:lons 
defIned for sequenl:lal and random open-resources. These operal:lons are 
sen~ 1:0 address D. (We are consIderIng whel:her or nol: 1:0 exl:end I:he 
model 1:0 allow a dlfferenl: conl:rol address for I:he read and wrll:e 
operal:lons so I:hal: I:he module servIng acl:ual dal:a movemenl: could be 
dlsl:rlbul:ed wll:houl: Indlrecl:lon I:hrough address D.) BesIdes I:he normal 
paramel:ers for reads and wrll:es (open-resource capabl I Il:y. fIrst 
elemenl: address, count etc.), there Is an addItional parameter for 
" rea dIn e s s" neg 0 t I a t Ion. No r m a I I y the c u s I: 0 mer pro c e s sIs rea d y and so 
no negol:lal:.1on I:ahes place. If I:he customer desIres to,begln a 
re~dlness negotIatIon II: sends a read or wrIte wll:h I:he readIness 
paramel:er Indlcal:lng Il:s currenl: state of readIness. The server sends 
a reply Indlcal:lng Il:s readIness when It reaches a state "more" ready 
than I:he requesl:er. ThIs cycle conl:lnues unl:l I the c~sl:omer sends a 
requesl: lndlcal:lng fully ready. 

Th ere I 5 a Iso a s I: and a r d "c 0 p y" 0 per a t Ion ex p I I c I I: I Y s P e c I f yIn g 
tWO resources as source and sInh 1:0 be used for "I:hlrd parl:y" dal:a 
movemenl: requesl:s. T~lsal lows I:ransfers dIrectly from one fl Ie to 
anol:he~ or specIal se(vers 1:0 supporl: copyIng from one arbItrary, 
resource 1:0 another wll:houl: havIng 1:0 In~olve I:he orIgInal requester. 
The "copy" server would, Issue "opens"and successIve reads or wrll:es to 
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the sou r c e and sIn h, 0 r I f l:h e sou r ceo r sIn h sup p 0 r ted II cop y ", the n a 
"copy" could be forwarded to one of them, whIch would In turn "open" 
the other, and then perform the reads or wrItes. 

Coservers 

As part of the goal of provIdIng users (customer processes) as 
unIform a vIew of servers as possIble, the coserver concept has been 
de vel 0 p e d . Th e Ide a 0 f a cos e r v e r I s quI t epa r a I I e I wI l:h l:h e 
conventIonal Idea of a process and Is motIvated by the desIre to: 

Support server state InformatIon across many types of servers In a 
consIstent manner. 

Support: state InformatIon across messages for data compressIon. 

Allow state InformatIon after one operat:lon to be defaulted as 
Input: parameters for succeedIng operatIons. 

Share state InformatIon across tWO or more assocIatIons. 

Be able to operate on state records even when an assocIatIon Is 
bloched by lower level flow control. 

Su p p 0 r t par a I I e I s e r v Ice son a sIn g I e ass 0 c I a t Ion. 

Be ab I e to I nterrogate the state of an operat I on wh II e It I sIn 
progress from the same or a dIfferent assocIatIon. 

Be able to dIstInguIsh and specIfy when and where replIes for an 
ope r a tI 0 na r e.:·t 0 be sent and from whIch parallel entIty t: h e reply 
Is comIng from. 

Be able to abort, suspend, restart an operatIon . 

. Pr 0 v Ide for the abo v e s e r v Ice sIn g e n era I, but. 0 n I y r e quI rea 
mInImal Implementat.lon when, as Is expected to be common, a server 
only supports sequentIal operatIons, and does not requIre state to 
be saved across messages. 

The coserver mechanIsm or protocol brIefly Is the followIng. For 
a gIven assoclatlon,a server may In some cases be vIewed by the 
customer process as logIcally provIdIng Independent parallel servers. 
11: seems useful to mahe thIs notion explIcIt and to t.alh about server 
pro c e sse s t hat m u I tIp I ext. hem s e I v est 0 run a b s t r act s.~ r v e r sea I led 
coservers (whIch a~e I Ihe coroublnes0, each represent.ed by a 
coserver-state-record (CSR). The CSR consIsts of tWO parts, a set of 
parameter-regIsters (PR) readable and wrItable, and a sel of 
executlon-State7reglsters (ESR) , read only. The way a coserver Is 
vIewed as worhlng Is as follows: 

It. receIves Its operation stream from logIcal messages. The 
operat Ions a II owed are any accepted by a server. and permIt ted by 
capabl I Ity access rlght.s. 

The parameters In the message are loaded Into the PRs named by 
usage. When end-of-message (EOM) or the next operat Ion tohen Is 
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reached. execullon begins. lhe paramelers In lhe PRs needed by lhe 
operallon are used. Paramelers are lhus defaulled from values In 
lhese regls1ers If lhey are nol Included In lhe message. 

As lhe operallon proceeds lis slale evolves and 15 recorded In lhe 
ESR as adverllsed by lhe server. 

Replies are senl when specified In lhe reply-opllon parameler. 

Replies are senl lo He reply-handler represenled In He 
capabl Illy In the reply-handler usage parameter,. 

A given coserver Is sequential. Hat Is. Ii can perform only one 
operation at a time. 

At any given time one and only one CSR Is selected as attached to 
an association. The CSR 15 In one of two stales acllve or 
lnadlve. A sessIon Is In progress If He' seleded CSR Is adlve. 

Ai. tim e 0 0 n .' a n ass 0 cia t Ion a d e f a u I t CSR. con tal n 1 n gin 1 t 1 a I 
defaull values for the PRs. Is logically lied to It and Is marKed 
Inactive. The only acceplable operation on an Inactive CSR Is the 
EDS tOKen. Any oHer tOKen will cause an error return. The BOS 
operation maKes' the CSR active and now any advertised server 
operation Is acceptable. There 15 a corresponding EOS tOKen which 
detaches the currenl CSR from lhe association (but does not 
destroy It--therefore· It can continue executing Its current 
operation) and aHaches an lnadlve default CSR to He 
association. 

A BOS wIll not be accepled on an adlve CSR and an error message 
will be returned. 

All coservers are named by capabilities either explicitly returned 
on CSR creation or left In the CSR for return If lnlerrogaled. 

1ft woo r me rea 5 soc 1 at Ion s are s h a r 1 n g a CSR (w h 1 chi s 
permitted). then they are assumed to be synchronizing themselves 
at a higher level. 

Th ere are a set 0 f co nv e n t Ion s for de a lin g wit h rep lie s fro m 
delached coservers. Requirements are to provide options that 
wo u Ide 1 the r ~) sen d s u c h re p lie sin t 0 a "b I 0 c K hoi e" not 
requiring the coserver to blOCK. 2) require the c~server to blOCK. 
If a reply Is generated. until It Is reattached to an association. 
3) a I I ow a I I r ep I y s b u l the I as t toe n le r H e b I a H hoi e. but 
a I low H e I a S' t rep I y t 0 b e 0 b tal ned b y ani n le r r 0 gat Ion . 

Coservers can also be explicitly crealed. destroyed. lnlerrogaled. 
reattached. suspended restarted. aborted by a standard set of 
operations. 

Conventions are required to al Iowa command affecting the CSR 
currently altached to an association not to be blOCKed by flow 
contro I on that assoc 1 at Ion or the fad Hal He aHached ,coserver 
Is executing a normal resource operation. A number of mechanisms 
to meet this need are under consideration. 
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UnIform Resource VIew 

We want to provIde a unIform and compact language for manIpulatIng 
resources. ThIs requIres a unIform vIew of resource structu~e. The 
follOwIng unIform resource model Is under consIderatIon. 

A typIcal resource can be vIewed as a data structure (possIbly 
dIstrIbuted) consIstIng of tWO major parts: 

The headIng or resource state record contaIns named fIxed fIelds 
of InformatIon of varyIng length and type. such as creatIon tIme. 
last access Ume. account capabIlIty. securIty level. access 
rIghts. IdentIty verIfIcatIon. mnemonIcs or other commentary. etc. 

The ~ Is the resource proper. Its structure varIes dependIng 
on the nature of a resource. 

For example. a fIle could be an array of bIts or records labelled 
by consecu!:lve natural Integers. whIle a dlredory Is a lISt of 
capabIlItIes labelled by charader strIngs. For some resources. such 
as most prInters. only one Item of the body ~s accesslbl~ at a time. 
and a label Is not needed. We belIeve all posslblll!:les can be treated 
as spec I a I cases of one or a few genera I forms. A resource usua I I Y Is 
named by a tohen of'type capabIlIty. whIle the Items In Its body are 
labelled by tohens of varIous types. 

Only a few functIons are requIred to cover the vast bulh of 
operatIons performed on resources. AI I uperatlons InvolvIng query~ng 
or modIfyIng coserver state records and resource headIngs. or readIng 
or wrItIng resource bodIes are actually specIal cases of generIc read 
and wr I te fund Ions. Fund Ions are needed to "create" and "destroy" 
enUre resources and to "enter" and "delete" It'ems of a resource (as. 
for example. In a dIrectory where the Items are neIther fIxed In number 
nor strIctly conseCUtIve)'. Another group of functIons Is needed for 
valIdatIng or InvalIdatIng controlled capabIlItIes and creatIng a new 
capabIlIty wIth dIfferent access prIvIleges. Some Important fundlons 
apply to only certaIn hInds of resources; actIve resources. such as 
coservers or processes. need to be "Started." and "stopped." whIle 
synchron I zers. such as semaphores. have the I r own spec I a II zed 
operatIons. Standard operatIons for coserver state record handlIng 
were men!:loned earlIer. 

SpecIfyIng an essen!:lally complete small set of fundlons seems a 
language goal wei I worth. pursuIng. provIded that we eiclude servers 
that perform prImarIly a processIng functIon. such as edItors. 
comp I I ers. and app Ilcat Ions I n genera I. a I though we wou I d exped server 
desIgners to use the standard operatIons where approprIate. 

One more standard functIon needs mentIon. It Is the one that 
usually appears as the ol)ly fundlon In a reply. The parameters 
followIng It defIne the results or the statuS to be conveyed IncludIng. 
If approprl.ate. resIdual count and address. The most Important of 
these parameters Is one that IndIcates eIther no error or the nature of 
an e r ro r. s u c h as I n va I I d cap a b I I I t y. a c c e s s de n led. Imp r 0 per I abe I . 
InsuffIcIent funds. Inadequate securIty level. excessIve count •. server 
fau It. resource destroyed. etc. 
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O~her aspec~s of a unIform resource model ~ha~ need speclflca~Jon 
Include ~he fol lowIng: (1) s~andard access rlgh~s, as Indlca~ed In ~he 
proper~les fIeld of a capabl I I~y or ~he headIng of a resource, such as 
read, wrl~e, execu~e; (2) s~andard ~ohen usages ~ha~ ca~egorrze ~he 
parame~ers of func~rons; and (3) s~andard ~ohen types. 
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5. SERVICE LEVEL ,~, 

The service level (SLl defines standard kinds of servers, the 
structure of the resources they manage, and those formats and protocols 
that do not seem widely applicable 1:0 many servers. Examples of Issues 
we believe to be server dependent are error handling and recovery; 
optimal resource location or placement strategies and protocols, such 
as automatic file caching; and Internal server structure, centralized 
or distributed [17,44,471. 

The main goal of the service level Is to try to assure a complete 
set of basic standard servers Is defined, and that,for example, all 
servers of a given resource type are compatible with one another and 
pre~ent the same external appearance no matter where In the netWork 
they are located or from where they are accessed. A discussion of 
Issues and our current plans associated with a standard fl Ie server Is 
contained In reference [471. 

We are Initially planning the followln'g standard servers: file, 
directory, process, terminal, authentication, ClOCk, account, 
synchronization .. Most of the operations for these servers will be the 
standard ones mentioned In the la~t section. 
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6. CONCLUS ION 

We have ou~1 Ined our goals for a NOS. a NOS model. and a pro~ocol 
s~ruc~ure ~o suppor~ ~hls model. Our curen~ s~a~us Is ~ha~ ~he 
~ ran s port level of ~ h e pro ~ 0 col structure Is d \ s I g ned [ 48 J; ~ h em e s sag e 
forma~ sublayers of ~he service suppor~ layer are comple~e excep~ for 
minor details; ~he coserver and da~a movemen~ models are stili being 
refined; and we are beglnnlng speclflca~lon of ~he s~andard servers. 

We believe strongly ~hal an In~egra~ed approach ~o NOS and 
pro~ocol design Is required If ~rue resource sharing. mul~lprocesslng. 
and dls~rlbu~ed compu~lng are ~o evolve. We have fur~her argued ~ha~ 
pro~ocol s~ruc~ures mus~ be bul I~ on a message or ~ransac~lon base. We 
have shown ~he main elemen~s required ~o provide ~he ~ransac~lon base. 
adequa~e address space so ~ha~ addresses do no~ have ~o be reused and 
can be permanen~ly assigned. ~Imer based IPC layer assurance mechanism. 
expllcl~ da~a ~yplng. capablll~y based naming. and a request/reply 
dialog structure. On top of this. single or mul~lple message sessions 
can be bul I~. 

The elemen~s of a uniform cus~omer/se'rver model were presen~ed; 
which Included a dls~rlbu~ed reques~/reply da~a movemen~model. server 
s~a~e model (coservers). and resource model. Using such an approach 
should; 1) provide a firm basis for distributed application or service 
design. and 2) allow a simpler. more consls~en~. easier to learn 
opera~lng sys~em language. which we believe will be Importan~ for a 
extensible NOS wl~h many services. The Ideas presen~ed here also seem 
useful for developmen~ of por~able as wei I as dlstrlbu~ed opera~lng 
systems. Increased~:.ln~egratlon of protocol. OS. and language design 
concep~s should be encouraged. 

We do no~ believe ~hal a NOS must spring fully grown In~o 
e x I s ~ e n c e . Eve n I f 0 n e sin I ~ I.a I nee dis for a· sin g I e s e r v Ice s u c has 
virtual ~ermlnal service or file transfer. If pro~ocols for providing 
~hese services are designed on ~he ~ype of s~ructure outlined In ~hls 
paper. then a founda~lon wi I I exls~ for smoo~h evolution ~oward a 
fu II er NOS as add I ~ I ona I serv I ces are requ I red. 

There Is a large amoun~ of work ye~ to be done ~o fully specIfy 
~he protocols ou~1 Ined above. cr~a~e Implementa~lons bo~h as a base OS 
and layered on exls~lng OS·s. and wrIte new dlstrlbu~ed appl Ica~lons 
and servers. On I y when these tasks are comp I e~ed wIll we be II eve we 
rea I Iy have a hand I e on a I I the NOS Issues. 
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ABSTRACT 

The ADAPT (A DAta Parsing and Transformation) sys­
tem provides an efficient generalized language 
driven approach towards data translation. Its 
high-level languages are easily lea.rned and under­
stood. The data descriptions and transformations 
can be easily ~odified as the conversion require­
ments evolve. It provides transformations on an 
inter-record level as well as the power of stan­
dard text editors for intra-record transforma­
tions. 

ADAPT has other uses besides that of a one­
time data translation. Since the process of data 
conversion may· cover a long time frame, logically 
consistent copies of the source and target data 
bases must be maintained. The ADAPT system can be 
used ·as a tool to insure consistency of the source 
and target data bases, even if they exist on dif­
ferent machines. Another use of the ADAPT system 
is in a distributed data base context. Logical 
records which are distributed to different nodes 
of the data base can be ·collected" by ADAPT and 
presented as a single physical record to a user at 
one node. This paper presents a functional over­
view of the ADAPT system and discusses applica­
tions of .the ADAPT system to computer net~ork 
problems. . 

1. Introduction 

The traditional approach to data conversion requires 
development of independent hard-coded conversion systems for 
every conversion process. Such systems consume valuable 
resources in development and maintenance. The need for gen­
eralized high-level data translation systems has been well 
documented over the last few years. Such systems can make 
the conversion process much simpler, as the conversion code 
is easier to develop, easier to understand, easier to main­
tain, and easier to modify. Unfortunately, the appearance 
of generalized translation systems in a production 
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environment has lagged far behind research into the concep­
tual problems surrounding data conversion. 

Significant work in the area of data conversion has 
been done at the University of Michigan [3-9]. But the 
emphasis in that work was to provide a foundation for future 
research and development in data translation. Other signi­
ficant work in the area has been done by Smith [1~-11], 
Ramirez [12-13], Sibley and Taylor [1], Shoshani [14], and 
Bakkom and Behymer [15]. Work by Housel, Shu, and Lum [16-
2~] at IBM is based on two descriptive languages which drive 
their translation system. The IBM work is principally 
geared towards logical restructuring of hierarchical data 
structures, but it is one of the only generalized transla­
tion systems being used in a production environment. 

The ADAPT ( A DAta Parsing and Transformation) system 
provides an efficient generalized language-driven approach 
towards data translation. ADAPT provides the user with a 
language for describing the source and target data formats 
and structures, and a language for specifying the mappings 
between the source and target data structures. ADAPT allows 
transformations involving multiple record types, follows a 
generative approach towards data conversion, provides logi­
cal restructuring and reformatting operations including 
those performed by the UNIX. text editor, and provides a 
neat modular scheme for crossing over machine boundaries. 
Further, ADAPT was designed to be a production environment 
translation tool. As such, efficiency and functional com­
pleteness for handling production translation requirements 
were prime design criteria. 

The ADAPT system lends itself to quick and simple 
modifications of the data descriptions and transformations, 
as the source data and conversion requi rements become better 
understood by the user. ADAPT can be used for other appli­
cations oesides a one-time translation system. It can be 
used for consistency control between the source and target 
data bases during the conversion period. It can also be 
used to control access to a distributed data'base system. 
In short, it can be used dynamically by any application 
requiring transformation of a data stream from one format to 
another. This paper presents a functional overview of the 
ADAPT system and discusses applications of the ADAPT system 
to data base network problems. 

2. System Configuration 

All components of ADAPT are written (or generated) in 
the C language [23]. ADAPT was originally designed to run 

• UNIX is a Trademark of Bell Laboratories. 



on the PDP 11/70 computer under the MERT/UNIX operating sys­
tem [24]. ADAPT runs as a single process in that environ­
ment; communication with other (UNIX) processes is a natural 
extension of this environment. ADAPT is also portable to 
any machine/operating system which supports a C compiler. 
If ADAPT is used as a sub-module of a larger process in 
those environments, the appropriate inter-process communica­
tion protocols must be followed. Currently, ADAPT is port­
able to the IBM 370 and UNIVAC 1100 series computers, and it 
will soon be ported to the VAX 11/780 computer. 

The ADAPT system consists of two compilers, and a run­
time system consisting primarily of code generated by the 
two compilers. The user describes the format and structure 
of the source and target data using the Description Language 
for Data parsing and Generation (DDPG). The Transformation 
Programming Language (TPL) is then used to describe the map­
pings between the source and target data~ Subsequent sec­
tions of this paper will present the DDPG and TPL languages 
in. more detail. 

Based on the user data descriptions, the DDPG compiler 
generates two data parsers - corresponding to the source and 
target data descriptions. The target data parser is called 
the Resrap module. The TPL compiler is then run on the 
user's TPL specification and, using the user data descrip­
tions, generates the Transformer module. As can be seen, 
with this generative approach, each executable ADAPT system 
is automatically tailored to the particular application's 
conversion requirements, thus optimizing the performance of 
the conversion system for each application e~~ironment. 

The run-time data flow through the ADAPT system is 
shown in Figure 1. The Translation Controller acts as the 
main routine, controlling the execution of the other 
modules, collecting statistics and performing error han­
dling. The Reader prepares the input data for the rest of 
the system. After the data has been read, the Data Parser 
parses the source data, matching it to the user source 
description. The Data Parser also performs hardware­
dependent data conversions. The Transformer then applies 
the user-specified transformations to the source data and 
produces the target data. The Resrap module does a 
"reverse" parse of the target data, formatting it according 
to the target description, and then sends the target data to 
the Writer for target hardware-dependent conversions and 
final output. 

3. DDPG Compiler and Data Parser 

As mentioned above, the DDPG language is a high level 
language used to describe the format and structure of the 
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source and. target data bases. The user-supplied DDPG 
description contains separate sections for the source and 
target data. Each section is further subdivided into an 
environment section, a cluster definition section, a data 
filtering section, a table definition section, and a data 
section. The environment section specifies such information 
as the appl ication machine and character code set. Thedata 
filtering section allows the user to specify certain condi­
tions under which data should not be translated. This is 
described further in the discussion below on the DUMP and 
DISCARD commands. The table definition section contains the 
descriptions of user supplied tables. Since these tables 
can also be used by the TPL, their description wi~l be given 
in the section on TPL operators. The cluster section and 
the data section contain the complete logical description of 
the user data. 

An item is the elementary data unit. A group is a 
named ordered coll~ction of items and/or other groups. The 
named set of multi-level hierarchical structures formed by 
nesting and concatenating groups and items is a record- type: 
A record is a collection of data conforming to a record 
type. The complete DDPG data section consists of multiple 
record types. The records described in the data section can 
occur in different run-time combinations, called clusters. 
The cluster sectio~. specifies the ,run-time conditions under 
which records occur, as well as the number of times they 
occur. The ADAPT system processes clusters of records 
sequentially. 

Some of the major data attributes which can be 
described in the DDPG language are the following: 

- specification of a variety of data types (e.g. charac­
ter, integer, packed decimal). 

- fixed or variable length data fields, where the field 
length can be expressed as an arithmetic expression or 
can be determined by a character terminator. ' 

- character justification, pads, null values, and string 
terminators which can ·be expressed globally in the 
record header or overridden at the item level. The 
record head·er can also contain blocking information and 
a record type indicator. 

- specification of self-defining data using the MATCH 
function. Match provides the user with the ability to 
"look ahead" at data, returning "true" if a pattern is 
matched, "false" otherwise. 

Match takes the form 
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MATCH(offl,off2,pattern) 

where offl and off2 are the byte offsets relative to 
the current position of the Data Parser within the 
record, and pattern is a character str ing expression to 
be 'used as the.pattern matching criteria. The charac­
ter string expressions used in patterns are equivalent 
to those used in the UNIX text editor. 

For example, the boolean expression 

MATCH(2,4,"[ABC] [0-9] {2}") 

instructs the Data Parser to look ahead to byte posi­
tion 2 through 4 relative to the cur rent posi tion in 
the record. If the characters in those bytes consist 
of an A or B or C followed by any two numeric digits, 
then the match is true; otherwise it is false. 

- optional data (at the GROUP or ITEM level) specified 
with a conditional expression via the EXISTS clause. 
For example, 

GROUP gname EXISTS (boolean expression) 
. 

means that the .. "9roup identified by ,gname exists in the 
data stream if the boolean expression evaluates to 
true. 

mutually-exclusive descriptions of the same data using 
the VIEW construct. Views can be used at the group or 
item level, and they' can be nested. 

e.g. 
GROUP gname 

VIEW vnamel (a == "YES" ) 
[ 

other DDPG constructs 
] 
VIEW vname2 (a == "NO") 
[ 

other DDPG constructs 
] 
VIEW vname3 (a == "MAYBE" ) 
[ 

other DDPG constructs 
] 

; 

In this example, for any instance of the gname group, 
one and only one of the three views apply depending on 
whether item a (previously parsed) is "YES", "NO", or 
"MAYBE". The "other" DDPG constructs associated with 
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the view describe the data for that particular instance 
of gname. If no views-apply, a run-time error results. 

- mutually-exclusive descriptions of data using the SET­
ELEMENT construct. 

e.g. 
SET listing until ( match( 0, 3,. "EOF") 

ELEMENT name ( match( 0, 2, "NA") ) 
[ 

; 

other DDPG constructs 
] 
ELEMENT addr~ss ( match( 0,'2~ "AD") ) 
[ 

other DDPG constructs 
] 
ELEMENT phone num ( match( 0, 2, "PN") ) 
[ -

other DDPG constructs 
] 

Syntactically, this is similar to views within repeat­
ing groups. Semantically, however, elements in a set 
have a closer relationship to each other than views; 
elements are later referenced in the TPL independent of 
the order they were parsed, whereas views must be' 
referenced via subscripting. The set will be parsed 
until its match expression ("EOF") is true. Elements 
name, address and phone num apply when their respective 
match expressions are true. 

- specification of repeating items or 
OCCURS clause. This specification 
variable. 

groups via the 
can be fixed or 

- specification of characters which must be stripped from 
the middle of data fields, via composite items. For 
example, an ADAPT application requires that a number of 
physical lines, each of length 80 characters, be 
treated as a single logical line. But the blank char­
acters at the beginning of each physical line must be 
omitted. The DDPG specification for this application 
is . 

composite item logi line until ( ! (match{0,l," ") ) 
physi line char (80) just right p~d " "; 

end logi __ line; 

The Parser parses 80 character 
the left-most blanks, until 

fields, stripping 
it encounters a 

off 
line 
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starting with a non-blank charactere The concatenation 
of the physical lines is treated as a single logical 
line. 

record filtering criteria expr~ssed via the DUMP and 
DISCARD commands. 

DUMP rname to fname (boolean expression) 

The boolean expression is evaluated at data parse time. 
If true, the associated record or cluster is dumped to 
the named file, an associated logging message is writ­
ten out, and processing continues wi th the parsing of 
the next record or cluster. DISCARD performs a similar 
function as DUMP except, in this case, the record or 
cluster is thrown away rather than dumped to a file. 
Thus, DUMP can be used to control the order in which 
records get translated (since the files built via the 
DUMP commands could be translated at a later point in 
time) wi thout separately pre-processing the source data 
and applying pre-determined translation selection cri­
teria. 

data validation. criteria via the FORMAT clause. 

iname CHAR (ar i thmetic expression) FORMAT (pattern) 

Here, as a record is being parsed, a character str.ing 
item whose length is given via an arithmetic expres­
sion, is validated according to the user-supplied pat­
tern. If the validation test fails, the user can 
filter the record or cluster to appropriate files. 

- special constant data generation for the 'target data 
through use of the ATTACHL, ATTACHR, and VA-LUE clauses. 
The ATTACHL and ATTACHR clauses can be used to attach 
special user-supplied field identifiers to the left or 
right of the actual target field value. The VALUE 
clause can be used to specify a fixed value to be 
assigned to a target field. 

The Data Parser and Resrap modules can perform more 
extensiv~ validation than the ,FORMAT clause allows by means 
of the elegant table handler provided by ADAPT (see next 
section) co 



-59-

4. TPL Compiler and Transformer 

The Transformation Programming Language (TPL) is a high 
level language used to perform the actual translation of 
data from the source data base to the target data base. The 
TPL compiler generates the Transformer module based on the 
DOPG descriptions and the user-specified TPL transforma­
tions. 

The user's TPL code is divided into ,several translation 
blocks. Each block consists of a set of many-to-one 
transformations. That is, each block contains all of the 
transformations involving one and only one target record 
type regardless of how many source record types map into it. 
Thus, the user has the ability to combine fields from dif­
ferent re~ord types to produce fields in the target record 
type. 

e.g. TRANSLATE RECO~DS a,b,c TO d; 

tpl code 

• 

would take source records a, b, and c and produce target 
record d. If the target record is only produced under cer­
tain conditions, the translation block header would have the 
following form: 

TRANSLATE RECORDS a,b,c TO d WHEN (boolean condition); 

The operators currently supported by the TPL compiler 
include assignment, selection, concatenation" extraction, 
control flow, explicit type conversion, table handling , user 
specified termination, looping mechanisms, and user suppl ied 
functions. These ope~ators interact among themselves and 
with the usual ,Boolean and ari thmetic operators to form the 
expressions referred to below. A brief description of each 
operator follows. 

- ASSIGN. The assignment operator correlates the 
transformed data with the appropriate target field(s). 

ASSIGN TO field name (expression); 

ASSIGN is designed to 
other operators, in 

work 
that 

in conjunction 
these operators 

with the 
form TPL 
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expressions which are evaluated at run time and 
assigned to the target field(s). 

- SELECT .. The selection operators retr ieve source data 
entities: that is, they retrieve either source items or 
groups of items. There are three variations of the 
SELECT operator: 

a. retrieval of subtrees from the source data struc­
tureso 

SELECT subtree 

b. retrieval of subtrees satisfying certain condi­
tions using the WHERE clause. 

SELECT subtree WHERE (boolean expression) 

c. retrieval of entire data entities without hesting 
other operators, i.e. retrieval where no further 
transformations are to be performed other than 
ASSIGN. 

SELECT AS IS field name 

This is a more efficient form of 

ASSIGN TO field name2 (SELECT field_namel) 

- CONCAT. The concatenation operator is used to concaten­
ate any number of data fields, constan,t values, or 
other expressions. 

CONCAT (expl, exp2, ••• , expn) 

EXTRACT. The field extraction operator is used to match 
a pattern in a character data field. 

EXTRACT FROM (exp) pattern 

The class of patterns which can be extracted is 
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equivalent' to· that of the UNIX text editor. For exam­
ple, 

EXTRACT FROM (field_a) "[A-Z]{2}[0-9]*" 

returns the string in field a which has two upper case 
alphabetic characters followed by any number of numeric 
characters • 

. The fixed field extraction operator SPLIT is used 
to extract" that portion of a data field lying between 
specified byte" offsets. 

SPLIT' (offsetl, offset2, exp) 

- IF-ELSE. The control flow operator allows blocks of TPL 
statements to be executed dependent upon the evaluation 
of a boolean e~pression. 

IF (boolean expression) tpl statement list; 

ELSE tpl statement list; (optional) 

- Explicit. Type Conversion. These operators allow the 
user to specifically convert data from one type to a 
second type. 

"" type (expression) 

For instance, if line num were defined as· a character 
,f ield, then 

converts line num to its integer representation. 

- Table Handler. In the table definition section of the 
. DDPG, the use r spec i fies the structure of a table, so rt 
keys, and the file containing the table data in the 
following manner: 
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TABLE t {KEY type fieldl; ••• ;type field n;} 
FILE file_name; 

where ntype" is the data type such as ·charactern • 

ADAPT reads the table into the system and generates a 
function to access it. The user references the table 
by indicating the field whose value is to be returned, 
qualified by values of the key fields. 

t.return field SUCH THAT (boolean condition on key 
fields 0 f table t) 

For instance, if the user had 
taining a table "listings· 
-address·, and "phone" sorted 
be defined by 

a file "directory" con­
with field names -name", 

by "name", then it would 

TABLE listings (KEY char(l6) name; 
char(40) address; 
char(7)' phone; 

} FILE directory; 

An expression such as 

listings.phone SUCH THAT (name == 'kaplan') 

retrieves the phone number of someone. named 'kaplan'. 
This facility can be used to return data values, or it 
can be used by the Data Parser and Resrap modules to 
perform data validation. 

- User Specified Termination. This will cause an immedi­
ate return from the Transformer, presumably when some 
error cond i tion has been discovered. 

IF (error condition) ABORT; 

- Run-time Variables. Special run-time variables can be 
assigned values in the TPL code. These improve effi­
ciency since repeti tive calculations need onl y be per­
formed once, then assigned to the variables. In addi­
tion, run-time variables can be assigned from the 
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·command" line which starts'execution of the ADAPT sys­
tem. These variables can participate in all arithmetic 
and boolean expressions. Execution of entire blocks of 
code may depend on their values. This gives the user 
greater flexibility in running ADAPT from a uniform set 
of descriptions and transformations without rewriting 
and recompiling ADAPT code. 

- Looping Mechanisms. The TPL allows two kinds of ·for" 
loops. The first kind uses explicit user indices, as 
in 

FOR (i= "; 
{ 

i < LIM; 

loop body 
} 

i++) 

Here; the variable i is inttialized to " and incre­
mented by 1 (i++) after each execution of the body of 
the loop until it is no longer less than LIM. The user 
must explicitly subscript field names in this scheme. 
The second kind of "for" loop uses implicit indices, as 
in 

FOR each gname 
{ 

loop body 
} 

Here, gname was subject to an occurs clause in the DDPG 
description. For each occurrence of gname, the loop 
body is executed; the appropriate indices are supplied 
automatically to all fi~ld names in the loop body which 
are in the scope of the gname structure. 

- User Functions. The user may supply a set of special­
ized routines which perform operations particular to 
the given application but not supported by ADAPT. They 
are called from the TPL code by the CALL operator. 

CALL function_name( expl ,exp2, ••• ,expn) 

The source code of the function can be written in any 
language supported by the translation machine. It is 
compiled on the translation machine, then linked with 
the other modules of the ADAPT system. 



-64-

5. Clustering 

As mentioned above, ADAPT processes clusters of records 
sequentially. Applications frequently require that more 
than one source record be utilized to produce target 
records, and that several target records be produced from a 
single set of source records. The specification of source 
records appearing in a cluster and the target records output 
in a cluster is given in the cluster section of the source 
and target data descriptions. 

Records can be described as conditionally existing and 
occurring a multiple number of times per cluster using the 
same EXISTS and OCCURS constructs described in the data sec­
tion of the DDPG. EXISTS and OCCURS expressions in the 
source cluster may depend on the values of fields in records 
which were already parsed, or they may depend solely on 
their existence in the data stream. The existence of 
records in the data stream is determined by examining the 
record type indicator as specified in the record header. 
For instance, records named "BEE" may have an indicator "B" 
in. its third character position. When,a record is read, the 
reader checks if it is a "BEE" reccrd, and if so, calls the 
correct parse routine. 

The target cluster is constructed by the Transformer 
module. Conditional translation blocks control the creation 
of target records. The target cluster section is then used 
to validate the integrity of the records produced by the 
Transformer. 

Records in a cluster bear an implicit relationship to 
other records in the same cluster, but for purposes of the 
data translation process, they are considered unrelated to 
records in other clusters. Assignment of run-time vari­
ables, however, allows information to be "remembered" 
between clusters. When translating between arbitrary source 
and target data bases, the record structures must be 
"linearized" into the cluster format befor·,e entering the 
ADAPT system. 

Records in a cluster can be in different physical files 
as specified in the DDPGdescription. ADAPT accesses the 
correct fil.e when reading (wr i ting) records of particular 
types. The only restriction is that all records of a par­
ticula~ type must be in the same physical file, and they 
must appear in the order in which they are to be read. The 
"logical" record stream input· to (output from) the ADAPT 
system is thus identical to the sorted physical record 
stream input from (output to) the files. 
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6. Applications of ADAPT 

Data base translation is a relatively infrequent opera­
tion, and hence, data base translators are usually only 
thought of in terms of performing this one-time translation. 
However, they could have much wider use in applications 
involving transformations of data streams. ADAPT, in par­
ticular, can be used as a dynamic translation module in a 
larger software system. Two such applications will be dis-, 
cussed in this section. 

Data conversion takes a long period of time even when 
an efficient data translation program is used. The 

. translated data must be examined and tested against live 
data before the original source system is replaced. During 
this time, the source data base cannot always be frozen 
since it must be constantly updated to reflect the real­
world situation. If source data which was already converted 
is updated, the corresponding target data must also be 
updated. For any significant volume of update activity, 
manually updating both data bases is difficult and subject 
to error. 

The ADAPT system can be utilized to overcome many of 
the.se transition problems. ADAPT accepts the update request 
to one data base and outputs two update 'requests: one for 
each data base. The input data to the ADAPT system consists 
of the update command to the fi rst data base. ADAPT. outputs 
a cluster consisting of two target records. The first tar­
get record is identical to ADAPT's input record and is 
passed directly to the update facility of the first data 
base. The second target record is the semantic equivalent 
of the input (update) record, but is reformatted to conform 
to the" syntax and semantics of the update facility of the 
second data base. Note that even though the input and out­
put records are really command lines, ADAPT treats them as 
streams of data. 

Since ADAPT can convert data from· one machine format to 
another, this scheme can also be used when converting across 
machine boundaries. An application requiring conversion of 
directory assistance products uses ADAPT in this fashion. 
Communication between the machines is provided by an 
independent computer network facility called BANCS [26], 
which handles all of the physical machine. interfaces, and 
has its own independent queuing facility. 

For example, suppose the user made the following 
request to the data base: 

SET PHONE NUMBER EQUAL TO '4769' IN DIRECTORY 
SUCH THAT NAME IS 'KAPLAN' 
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Two configurations exist depending on which machine the 
ADAPT program resides. If it resides on the same machine 
where the user request is made, then ADAPT accepts this 
request as an input record. It outputs the exact record to 
the first data base, whose update facility accepts this 
stream of data as a command, and performs the appropriate 
operation on the data base. ADAPT's second output record 
may have the following form: 

UPDATE PHONE NUMBER '4769' (DIRECTORY.NAME = 'KAPLAN') 

This record is sent to the BANCS communication facility 
which transmits the record to the second data base. The 
update facility of the second data base then treats this 
data stream as a command and performs the appropriate opera­
tion on the data base. 

Alternatively, if ADAPT does not reside on the machine 
where the user request originates, then that request is 
immediately transmitted via BANCS to the second machine and 
input to ADAPT. ADAPT produces the two target records in 
the manner described above but sends the original request 
back to the first machine via BANCS. 

The extension of this idea to distributed data bases is 
straightforward. T~e data in a distributed data base exists 
a t all nodes 0 f the···netwo rk, but a use r at any node of the 
distributed data base has no knowledge of the underlying 
structure of the data base. For security reasons, the data 
base administrator may not want particular users to access 
certain fields of data so these data fields are invisible to 
them. Using ADAPT, the data base administrator has an effi­
cient, easy way to accomplish these aims. 

The data base administrator writes an ADAPT program for 
each set of users, specifically geared to the users' appli­
cation requirements. The source description for the ADAPT 
program accepts all allowable user queries to the distri­
buted data base. Based on the type of user command, the 
associated data values supplied by the user, and the known 
location of data types in the distributed data base network, 
the ADAPT program outputs a cluster of records which are 
really commands to be sent to different nodes of the data 
base network. User requests which.differ with regard to 
command type·or associated data values are automatically 
routed by ADAPT to the proper nodes of the network. When 
the nodes return the data to the user node, another ADAPT 
program accepts all of these records as an input cl~ster. 
From these records, a single output record is built and 
returned to the user. 

Since ADAPT can convert data across machine boundaries, 
the distributed data base can exist on different machines, 
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providing a true computer-data base network. As opposed to 
"standard" distributed data base systems, individual data 
bases at different nodes of the network can be of different 
types. Synchronization of data transfer is handled by an 
inter-machine communication facility such as BANeS, men­
tioned above. The user interfaces with the distributed data 
base through individualized ADAPT systems. This has· the 
added security advantage that the user is totally unaware of 
other data in the data base. 

An example of the use of ADAPT in a distributed data 
base environment is depicted in Figure 2. 

NOOE2 

USER 
REQUEST 

RESPONSE 
TO USER 

NODE3 

USE OF ADAPT IN DISTRIBUTED DATA BASES 
FIGURE 2 

Suppose a user enters a request at node 1 of a computer net­
work. The request is sent to the ADAPT 1 module which fo·r­
mulates the request as (possibly different) queries to nodes 
2 and 3 of the network. The two queries represe'nt two 
record types of an ADAPT target cluster. The ADAPT 1 module 
directs the queries to the correct "channels" of the commun­
ications link, from where they are sent to the appropriate 
nodes. When the responses from nodes 2 and 3 are received 
at node 1, they are treated as records in the input cluster 
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to the ADAPT 2 module. The output from the ADAPT 2 module 
is the response to the original. user query. 

7. Conclusions 

The need for an efficient high-level language approach 
to data conversion has been proven historically by the large 
and expensive conversion effort experienced by almost every 
data processing application. The ADAPT system provides a 
generalized, efficient approach towards meeting the needs of 
many of these applications. The functional capabilities pro­
vided by the ADAPT system are those that appear to be most 
often required by applications. These facilities have been 
tuned over a period of time and now operate in a manner that 
provides a system throughput rate which is well within the 
operational requirements of most applications. 

ADAPT's first major application was to translate a data 
base comprising a set of directory assistance products. The 
source data base resided on an IBM 37~/168, and the target 
data base was to reside on a PDP 11/7~. The source records 
had an average size of 34~ bytes and the target records had 
an average size of 165 bytes. For this application, ADAPT 
was able to achieve a throughput rate of 3~ records per 
second running o,n a PDP 11/7~, and a throughput rate of 75 
records per second running on an IBM 37~/168. 

The ADAPT system can also be used in a computer network 
environment where a data translation step is requited for 
inter-node communication. For instance, concurrent copies 
of source and target data bases can be synchronized during 
the conversion process, using ADAPT. On a larger' scale, 
ADAPT can be linked with an inter-machine communication 
facility to support many of the concepts of distributed data 
base systems. 
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Simulation models for four concurrency control algo-

rithms were used to study the effects on a distributed data-

base. In a distributed database, the data and transactions 

are distributed over several computer sites connected 

through some.~ype of network. Some tranBactibns access data 

at only one site, while others access data at several of the 

computer sites. 

The concurrency control algorithms simulated can be 

divided into two general classes: primary site control and 

decentralized control. In the primary site control models, 

all of the locki~g takes place at one of the nodes desig­

nated the primary site. Note that even "local transactions" 

(transactions that just access data at their originating 

sites) must send lock requests to the primary site. 

In the decentralized control models, the locking of the 

data items takes place at the site where the data being 

accessed is stored. In these models, then, local transac-
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tions need not send any messages over the computer network. 

1. INTRODUCTION 

Reoently, oonsiderable attention has been devoted to 

the development and use of disiribut~d databases. A distri­

buted database is a database which is stored at multiple 

oomputer sites oonneoted by some type of computer network. 

In this environment, a transaction originates at one of the 

oomputer sites and potentially aooesses data at other sites 

as well as at the originating site. 

One of the primary advant~ges of a distributed database 

over a nentralized database is that increased parallelism is 

possible because multiple sites oan be simultaneously pro­

oessing transaotions. However, the distributed ~onourrency 

oontrol meohanism may have to expand additional overhead to 

guarantee database oonsistency [~SWA76, GRAY76] during this 

simultaneous prooessing. This additional overhead is due to 

the oosts required to set locks at remote sites and/or the 

oosts whioh may be required toresol v·e dead look between 

transaotions at different sites. 

Several solutions to the concurrenoyoontrol problems 

for distributed databases have 

(ROSE77], [GRAY78], [MENA78], 

been propo~ed 

[STON78] and 

([BERtH?] , 

[THOM?8]). 

Often, one performanoe goal of suoh proposals is to minimize 

the number of conourrenoy oontrol messages whioh.have to be 
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sent across a computer network. In [BERN77], it is shown 

that if the transactions are known in advance, different 

types of concurrency control can be used for different types 

of transactions and thereby reduce even further the overhead 

network traffic. 

Unfortunately, the count of overhead mess-age traffic 

does not, by itself, determine the effects of the con­

currency control on the overall performance of a distributed 

database system. Otherfact~~s ~uch as the proce~sing load 

at each site" the overall network load and the types and 

sizes ~f the transactions must also be considered. 

Thus, simulation models were developed to more ade­

quately invesigate the performance trade offs between 

increased parallelism and increased o~erheads of a di~tri~ 

buted database. These models simulated four concurrency 

control algorithms and were used to study the effects of 

locking granularity ([GRAY75]" [RIES77], [RIES79]), the 

effects of the proportion of ,transactions requiring non-

'local or remote resources, and the effeots of different net­

work, throughputs and bandwidths on the overall 'performance 

of a,distributed management system. 

In the next section, the basic model of a distributed 

database thatwaa simulated is described. In section 3, the 

four different concurrency control algorithms are discussed. 

In section 4, the simulation resul ts for each of the four 

algorithms are reported. In the final section, the major 
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conclusions are reiterated. 

2. The Simulation Model 

The model of a distributed database system that was 

simulated closely follows the basic model being implemented 

in distributed INGRES [STON77]. In the simulation model, 

the database was assumed to be distributed among a number of 

different computer sites or nodes connected by some type of 

network. 

Transactions were submitted to the database management· 

system at each site. Some of the transactions, called 

'local' transactions, only accessed data at the site where 

they originated. Other ·transactions, called 'non-local' 

transactions, required seme database access at other than 

the originating sites. 

Such a non-local transaction was realized by a 'MASTER' 

transaction at the originating site and 'SLAVE' transactions 

~t the other sites where processing was required. The MAS­

TER transaction initiated all of its SLAVES and waited for 

these slaves to complete. In the simulation, transactions 

were cycled around a closed loop medel (shown in Figure 1) 

for each node or site in the distributed database. Each of 

these site models was very similar to the simulation models 

in [RIES77], [RIES79]. At each site, the transactions ini­

tially arrived one simulation time unit apart and went 
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through the following steps: 1) left the pending queue, 2) 

1/0 prooessing, 3) CPU processing, 4) data t~ansmission, 5) 

local processing completion, and 6) distributed processing 

synohronization. 

detail below. 

Each of these steps is desoribed in more 

1) When a transaotion left the pending queue it was placed 

on the 1/0 queue. If the transaction was a MASTER, it 

sent SLAVE create messages to the appropriate nodes. 

2) The 1/0 server was mul tiplexed among the transacticms 

on the 1/0 queue. When a transaction had received its 

share of 1/0 resources, it was placed on the CPU queue. 

3) The CPU server was' multiplexed among the transactions 

in the CPU queue. When a transaction had ~eceived its 

share of CPU resources, its next action depended on 

whether or'not the transaotion was local. 

4) Looal transaotions were considered complete at this 

point 

100al 

and were reoyoled to the p~nding queue. 

transactions (both SLAVES and MASTERS) 

Non-

were 

plaoed on the data transmission· queues. If any data 

was to be transmitted to another node, a data transmis­

sion message was sent. 

5) When the data transmission message had been delivered 

(or if no data was to be transmitted), the non-local 
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transaction proceeded to the Network done queue. At 

this time, SLAVE transactions sent a SLAVE complete 

message back to the MASTER transaction. 

6) Depending on the concurrency control strategy, a SLAVE 

either waited on the Network done queue or was simply 

released. The release ofa slave is discussed in more 

detail in section 3. The MASTER transaction waited on 

the Network done queue until it had received "slave 

complete" messages from all its slaves. At that point, 

the transaction was recycled back to the pending queue. 

Several simplifying assumptions should be noted about 

the mod.el. First,. all of the SLAVEs were identical to the 

originating MASTER in terms of the propertion of database 

accessed and whether or not data needed to be transferred. 

In distributed database applications, the actual charac­

teristics of the SLAVEs could be quite different from the 

MASTER and from each other. Second, th.e only synchroniza­

tion between the .. SLAVEs ~nd their MASTER transaction 

~ccurred at the beginning and end of the transaction. Some 

applications would require additional synchronizations on 

the data being transmitted [WONG77, EPST78J. 

Also note that a transaction is on each of the 110, CPU 

and data transmission queues once in the indicated serial 

order. The total processing required is the same as if the 

transaction cyclically accessed the 110, CPU and data 
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transmission queues. To send a message, a transaotor would 

plaoe the message on,the message- out. queue together with a 

message destination and length. Messages were taken from 

the' message-out queue and' given to the Network Manager as 

shown in Figure 2. When a message had reoeived the needed 

amount of network servioe, it was plaoed on the destination 

message-in queue. 

Both a speed and a bandwidth are assooiated with the 

Network Manager. The network speed was represented by the 

minimum time a message of any type spent in the network 

where time was measured in the time units of the simulation. 

The bandwidth was represented by the maximum number of mes-

sages whioh oould be servioed in one of those time units. 

The· flow of a message in the Network Manager oan be 
\ 

desoribed as follows: 

1) When a message entered the netw0rk manager, the time 

remaining for that message was initialized to the mes-

sage length in the time units of the simulation. The 

message length oan vary depending, on whether or n0t 

data is being sent but is at least equal to the minimum 

length mentioned above. 

2) If MESSBDWH was the bandwidth of the Network Manager, 

the times remaining of the first MESSBDWH messages in 

the Network queue were reduced by one time unit. 



-83-

Network manager 

QUEUE SERVER 

MESSAGE MESSAGE MESSAGE MESSAGE 
OUT IN • . • OUT IN 

QUEU·E QUEUE QUEUE QUEUE 

NODE 0 NODE N 

Figure 2: Network Model 



-84-

3) If the time remaining for any message was zero, it was 

delivered to the message-in queue ef the destination 

node. 

In several of the concurrency co~trol schemes, a si te 

was allowed to send messages to itself. In these cases, the 

network manager was bypassed and the message went directly 

from the message-out queue to the message-in queue. 

3. Concurrency Control Algorithms 

Four concurrency control algorithms were simulated. 

All of the algorithms required that transactions 'lock' the 

parts of the database they access and obey a 'two- phased' 

locking protocol ·[ESWA76]. A 'lock' on a certain portion or 

granule of the database was granted to one transaction and 

prevented any other transactions from accessing that portion 

of the database until the given transaction released the 

lock. Note that in the· simulation models, each lock was 

assumed to be exclusive in that it could only be held by one 

transaction at a time. Thus, in the simulation models, no 

distinction was made between read and write access to the 

database. 

The 'two-ph.ased' protocol required that a transaction 

first acquired all of the needed locks (called a 'growing' 

phase) before releasing any locks (during a 'shrinking' 

phase) . This protocol, together with the requirement that 
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all accessed parts of the datahase be locked, insured that 

the effect of the transactions would be equivalent to the 

effects of running the transactions one at a time in some 

serial disorders. This 'serializability' [ESWA76] of the 

transactions insures a certain level of database consistency 

[GRAY76]. 

The four concurrency conrol algorithms simulated can be 

divided into two general classes: primary site concurrency 

control ([ALSB76],' [M~NA78]) and deoentralized oontrol 

([ELLI77J, [G~AY78], [ROSE77], [STON77]). In two primary 

site models, one site was chosen to manage the looking for 

the entire database. In both of these models, when any 

transaotion (looal or MASTER ) left the pending queue (see 

Figure 1 ), a global 'lock request was sent ta the 'primary'· 

site. The transaotion then waited until itrecei~ed an 'all 

. looks granted' message and prooeeded to the 1/0, CPU, and 

data transmission queues. Also at this paint, a MASTER 

translati'on, whi.oh was smart enaugh to request looks for all 

its slaves, sent the 'SLAVE oreate' messages to the 

appropriate nodes. 

Thus, when a 'SLAVE create' message was received at a 

site, the SLAVE transaotian went directly to the 1/0 queue. 

When the SLAVE transactian was through with the 110, CPU and 

data transmissian queues, it sent an 'all done' message back 

to the MASTER transaction and· did not wai t on the Network 

Done Queue. When a local transaction completed, it sent a 
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'release locks' message to the PRIMARY site. When a MASTER 

had completed, however, it had to wait for all of the SLAvES 

to complete before sending. the 'release locks' message to 

the primary site. 

The two primary site models differed by the activities 

at the primary site. In the primary site one model (denoted 

PS1), a fixed ordering was placed on all of the sites and 

locks, for a transaction was acquired one site at a time in 

that order. In other words, a transaction would be granted 

locks for the first site, then the second site, etc. If the 

required locks for a given site were already held by a 

second trans~ction, the first transaction would wait for the 

second transaction td complete and re-request the locks for 

the given site. When the locks for all of the sites had 

been acquired, the primary site sent a 'locks granted' mes­

sage. back to the requesting transaction. Note that the 

fixed ordering of sites: is used to prevent deadlock. Also 

note that for 'local' transactions locks were only requested 

at one site. 

The primary site two model (PS2) differs from the PS1 

model in only one respect. In the PS2 model, if the locks 

needed by a given trans~ction'for a given site were already 

held, all of the locks a lower numbered sites (in the fi~ed 

ordering) that were granted to the given transaction were 

released. When the locks in contention were ·eventually 

released, the acquisition of the given transaction lock~ for 
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all of these nodes had to be re-requested. Note that in the 

PS2 model, no transactions could hold locks for one node 

while waiting for other locks for another node. Also nete 

that the PS2 model would favor those transactions which 

required locks at a fewer numbet ofnod~s. Thus the differ­

ence in the two primary site models is essentially 'one of 

transaction scheduling. 

The other two concurrency control algorithms simulated 

were decentralized in that a concurrency control mechanism 

at each site managed the locks for the portion of the data­

base at that site. In those models, a MASTER transaction 

sent the lock requirements for the SLAVE along, ,wi th the 

'SLAVE create' messages. A transaction requested its locks 

for' a site when it left the pending queue (see Figure 1). 

I f the lecks were granted, the transaction could proceed. 

If the locks were denied, the requesting tranBaction waited 

for the blocking transaction to release its locks. Note 

that at a site, the locks for a transaction were either all 

granted or all denied. 

When a local transaction had completed, it ~ould simply 

release its locks and be recycled back to the pending queue. 

A non-local transaction, however, had to wait until its pro­

cessing had completed at all of the nodes. Thus, in the 

deoentralized concurrency oontrol models, the SLAVE transac­

tions had to wait on the Network done queue (again, see Fig­

ure 1) until they had received a 'release locks', message 
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from their MASTER. At that PQint~ the SLAVES ooul~ release 

their loCks. The MASTER transaotion waited fer the I all 

done' messages from eaohof the SLAVES before it oould send 

thrise 'release looks' messages. 

Unfortunately, in the above deoentralized oonourrenoy 

oontrol models, deadlook is possible. T~o transaotions 

oould eaoh be waiting (direotly or indireotly) at different 

si tes for the other to complete. The two oonourrenoy oon­

trol models simulated differed in the way they solved the 

deadlook problem. 

A wound-wait model (denoted WW), based on the algorithm 

presented in [ROSE77J, prevented deadlookby using a unique 

timestamp for each transaction to resolve oonfliots between 

distributed transaotions (note that SLAVES had the same 

timestamp as their MASTER). In the WW simulation implemen­

tation, the following aotions took plaoe if one distributed 

transaotion, say T1 was blookedby another distributed tran­

saotion, say T2: if T1 was older than T2, T2 was "wounded". 

When a transaotion was wounded, the MASTER and all of the 

SLAVES were notified. If T1 is younger than T2, T1 simply 

waited for T2 to ~elease its locks. 

When a wounded . transaotion (a SLAVE or MASTER) was 

itself blooked by an ~lder distributed transaotion, the 

wounded transaotion "killed" itself. The killing of a tran­

saotion involved the release of all looks by both SLAVES and 

MASTERS and the reinoarnation of the MASTER transaction back 
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on the pending queue. 

The second decentralized 90ntrol algorithm is based on 

the SNOOP [STON78] or the global detector [GRAY78] algo­

rithms. In the SNOOP simulation implementation, a oonfliot 

between dist~ibuted transaotions were reported to a "SNOOP" 

site which oheoked for deadlook. If dead look was deteoted, 

a transaotion was "killed" and reinoarnated as in the 

wound-wait model. 

4. Simulation Results 

The simulation models were highly parameterized in 

order to provide insights into the effects of conourrenoy 

oontrol on the performanoe of a wide variety of distributed 

databases. Simulation experiments were conduoted varying 

the looking granularity, the number of nodes in the network, 

the number of SLAVES for each distributed transaotion, and 

the number of distributed transactions. Different networks 

evirnonments were represented by varying the network speed, 

the network bandwidth, the messages hankdling overhead at 

the nodes and the percentage and rates for data transfer. 

The details of these experiments for all four concurrency 

control algorithms and two classes of transactions are 

presented in [RIES79]~ 

In this paper., the discussion is limited to the parame­

ters of greatest significance including the locking granu-
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larity, the percentage of distributed transactions, the net~ 

work bandwidth, the types (or classes) of transactions and 

the concurrency control algorithms. 

For all of the experiments reported, the other parame-

ters were set to simulate the following scenario. Ten tran-

sactions were active at eaoh of the six nodes in the distri~ 

buted· database. Each node contained 10,000 entities of the 

database where an entity can be thought of as the unit of 

data· moved between t,he >operating. system and the database-

management system. It took a transaction 30 milliseconds on 

both the 1/0 and CPU queues to process one entity and 3 mil-
-\ 

liseconds of CPU time to - set one lock. It took 15 mil-

liseoonds o-f CPU time to check for a deadlock condition . 

The number of entities and locks required by a transaction 

depended on the transaction class and is discussed below. 

Each distributed transa6tion had 5 SLAVES and was thus 

aotive at all nodes in the network. Forty percent of these 

transactions transferred 25% of their enti ties across a 

megahertz data transfer network. To transfer a simpl~ mes-

sage across the network took 90· milliseconds. 

Under the above scenario, the parameters shown in Table 

1 were varied. Locking. granularity, the LGRAN parameter, 

refers to the number of locks at each node. A value of 1 

would imply that there were 6 locks one for 'eaoh node in 

the database. A value of 10,000, on the other hand, implies 

that each entity has its own lock and allows for the maximum 
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potential parallelism. 

The transaotion olass parameter, TCLASS, aotually 

represents a set of parameter.s governing the transaction 

sizes and look plaoement assumptions. With "Class 1" tran­

saotions, a hyperexponential distributian of the number of 

entities aooessed by the transaotions was used. Ninety per­

oent af the transaotions acoessed an the average 5 entities 

af ~he database while the ather 101 aooessed on the average 

250 entities. With '.'Class 1" transactions, the locks were 

cansidered ta be well-plaoed, .in that a tranasaction 

required the minimum number of locks that oauld oaver the 

entities accessed by the transaction. This class of tran­

sactians implies that the transactian access paths are all 

sequential ,most af the transactians are small, but a few 

are relatively large in terms of the proportian of the data­

base they acoess. 

With '''Class 2" transactions, all af the transaotians 

are accessed, . on the average, anly 5 entities in the data­

base and a random plaoement of locks was assumed. The Class 

2 transaction environment implies that the data acoess pat­

terns are p~imarily random and that all of the transactions 

are small. 

The PREDIST parameter controls how many transactions 

were nan-local. A value af zera, for example,. would imply 

that all of the transactians were local. A value of 100 

percent implied that each of the 10 transactions at· each 
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node was a MASTER transaction and would spawn 5 SLAVE tran-

sactions at the other 5 nodes. 

-The message bandwidth parameter, MESBDNT, represents the 

number of messages which can be simultaneously processed by 

the network manager. The four concurrency control algo-

rithms have already been discussed. 

The results of varying the locking granularity, the 

percentage of distributed transactions, and the message 

bandwidth for the four conourrenoy control algorithms and 

the two transaction classes is discussed below. 

1.1. Locking Granularity 

Figure 3 shows the effects of varying the locking 

granularity on the "Useful I/O" utilization for eaoh of the 

four concurrency control algorithms when 10% of the transac­

tions were distributed and Class 1 transactions were 

Parameter 

LGRAN 

TCLASS 

PREDIST 

MESBDWT 

CCALGORITH 

Table 1 

Desoription .. 

No. of locks at eaoh node 

Transaotion class 

Peroentage of the Transactions 
whioh are distributed 

Message Bandwidth 

Concurrenoy Control Algorithm 
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assumed. The "Useful 1/0" refers to the net utilization of 

the 1/0 resources for processing transactions. The ol.lrves 

for "U se ful CPU" ut il i zation were simil ar and not shown. 

For all four concurrency control algorithms, the maximum 

useful 1/0 ocourred with 500 to 1000 granules. For the pri­

mary site 2 (PS2), the primary site 1 (PS1), and the global 

deadlock detector (SNOOP) models, the peak ocourred at 500 

granules. For the wound--wait (WW) models, 1,000 granules 

were optimal. In either oase, 991 of the maximum 1/0 utili­

zation was reached with 500 or. 1000granule~. 

Several observations about figure 3 should be noted. 

First, the primary site two model (PS2)aohieved 981· of the 

maximum 1/0 utilization with 100 granules .and 901 of that 

maximum with as few as 50 granules. Eaoh of the other three 

models required at least 250 granules ta reaoh 90% of its 

respective maximum. In the primary site 2 . model, no tran­

sactions held lacks at one node while waiting for locks at 

another node. In eaoh of the other models this oondition 

was not true. Also note that the differences in the perfor­

mances of the differenot oonourrenoy oontrol models was very 

small at the optimum granulaties. 

The computer utilization for eaoh of the four oon­

ourrenoy oontrol algorithms for class 2 transactions are 

shown in Figure 4. Under the randomly plaoed, locks with 

only small transaotions, the finest granularity, 10,000 

locks in this case, was optimal. With this optimal granu-
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1 ari ty , as wi th c1as s 1 transactions, only slight d i ffer­

ences in computer utilizations were due to the cencurrency 

control algorithms. 

Hewever ,the wound-wait and global dead1eck detector 

algorithms did consistently produce somewhat better results 

than the primary site algorithms over a wide variety of 

granu1ari ties. In faot, only with fewer than 50 locks at 

eaoh node, were the primary site models advantageous. 

No difference in oemputer titi1ization was Observed 

between the two primary s~te models onoe the granularity 

beoame fine enough. This. result was true for olass 2 tran­

saotions, since the prob~bility of success on a look request 

was extreme1 y high. Thus, very few of these transactions 

waited for locks at one node, while holding 10pks at another 

node. 

Similarly, onoe the granularity was less coarse (about 

50 granules), little difference in oomputer utilization is 

realized between thetwe deoentra1ized algorithms. This 

result was also realized because of the high prebabi1ityof 

suocess on a look request. 

1.2. Percentage of D~8tributed Transactions 

Changes in the percentage of distributed C~ass 1 tran­

sactions affected the optimum granu1aritios and the oheice 

of a "best" a1gerithm. In genera,l, finer granularity was 
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required to achieve the best computer utilization and 

response times for the PS 1, WW and SNOOP models. However, 

with the PS2 model 500 granules was always close to optimal. 

Figure 5 shows the effects on the useful 1/0 and the 

average response time of the percent of distributed transao­

tions for eaoh of the four ooncurrency oontrol algorithms. 

(For each peroentage, and for eaoh algorithm, the best use­

ful 1/0 and average response time regardless of granularity 

was plotted.) 

The 'dish~ shjped ourves f~r I/O utilization were 

surprising. As the percentage of distributed transaotions 

was increased up to 501, all four models shawed daoreases in 

useful' oomputer utilization due to the additional overhead 

(message handling and locking) required to run distributed 

transactions. 

751, the 

inoreased. 

However, as the percentage increased beyond 

ueeful oomputer utilization signifioantly 

That increase was due to two factors'. First, the 

number of transaotions running at each node was greatly 

increased. For example, when all of the transaotions were 

distributed, parts of transaotions were active at each node. 

Seoond, the average transaotion size at each node was 

smaller as more and more transaotions were distributed. 

The simulation parameters were medified to keep the 

number and sizes of active transaotions at eaoh node oon­

stant as the peroentage of distributed transactions 
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increased. Only when both parameters were held fixed did 

the 'dish' shaped curves disappear. When only one of the 

parameters were held constant, having all transactions dis­

tributed produced more useful 1/0 (and CPU) than when only 

50% of the transactions were distribut~d. 

The average response time curves also demonstrated dish 

shaped curves. In almost all cases, the second primary site 

model (PS2), p~oduced the best average res~onse time of the 

four models. The holding of locks at one node while waiting 

for locks at another was quite detrimental to the throughput 

of the system and qccurred with increasing frequency in the 

other three models as the percentage of distribut&d transac­

tions increased. 

With class 2 transactions, the finest granularity was 

optimal, rega~dless of the percentage of distributed tran­

sactions. Furthermore, the performance of the concurrency 

control algorithms also changed consistently as the percen­

tage of distributed transactions increased. 

Figure 6 (a) shows the 1/0 utili zation for the four 

algorithms as that percentage increased. The utilization 

with the, decentralized algorithms was affected very little 

by the increase in non-local transactions. Again, a slight 

increase in useful computer utilization was realized due to 

the increased distribution of transaction processing. 

In the primary site algorithms, on the other hand, the 

overall computer utilization decreased as the percentage of 
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non-local transactions increased. The decrease was most 

dramatio between 25 and 75 peroent. 

The same advantage for the deoentralized algorithms 

over the primary site algorithm appeared in the average 

response time, as shown in figure 6( b) . For all four ,algo­

rithms the response times inorease as the peroentage of dis­

tributed transaotions inoreased.However, the inorease ~as 

much less for the decentralized conourrenoy control algo­

rithms than for the primary site ooncurrenoy control algo­

rithms. 

Two factors oaused the dramatio differenoe between the 

primary site and deoentralized models for olass 2 transao­

tions: the transaotions were all small and the primary site 

oreated a bottleneck. 

The transaotions of olass 2 were all small and the 

results in Figure 6 were fer the finest granularity. Under 

those oonditions, the probability of suooess on a look 

request was extremely high, whioh considerably reduoed the 

advantage that the primary site 2 model exhibited for olass 

1 type transaotions. 

The seoond factor which affected the performance of the 

conourrenoy oontrol algorithms was the bottleneok at the 

primary site. Over 7,000 time uni ts out of a possi ble 

20,000 were used for looking at the primary site when all of 

the transactions were non-local. Moreover, all transaotions 

required some database prooessing at that primary site and 
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were thus all delayed by the looking overhead. This 

bottleneok beoame inoreasingly worse as the percentage of 

distributed transaotions increased. 

One solution to the bottleneok problem weuld be to 

offload the primary site oonourrency oontrol to a separate 

preoesser. The primary site 2 simulatien was modified to 

test this. strategy and in fact then produced results very .. 

similar to the decentralized models. 

1.J. Message Bandwidth 

The above observations ohanged when a lower network 

bandwidth was assumed. MESBDWT settings of 100,50,10,6 

and 1 were test~d for eaoh of the four oonourrency control 

algorithms and each olass of transaotions. 

For Class 1 transaotions, 10% of whioh were distri-

buted, MESBDWT settings of 100 and 50 produoed useful oom-

puter utilizations and average response time identioal to 

the infinite setting previously used. Slight dreps in the 

useful 1/0 and CPU utilizations were realized with message 

bandwidths of 10 and 6. The drops with a message bandwidth 

of 10, however, were less than 1% and not oonsidered signi-

fioant .. 

A message bandwidth of 6 did produce more notioeable 

reduotions in the useful 1/0 and. CPU utilizations. The 

dreps in useful utilization were only about 2-3% with. the 
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primary site and SNOOP models. The wound-wait model, on the 

other hand, realized a drop of almost 7%. Although the pri­

mary site models sent more lock messages, they were mainly 

sent one message at a time. A wound or kill, however, 

resulted in 5' messages being sent, or, broadcast over the 

network. These "bursts" of messages were effected more by 

the lower bandwidth' than the greater number of individual 

messages in the primary site models. In the .SNOOP model, on 

the other, 'hand, a' ctlnflict only required 1 message. A kill 

still required 5 messages, but occurred very rarely. 

Fig~re 1 shows the effects of the PREDIST parameter on 

Glass 1 transactions on a reduced bandwidth network. With 

fewer than 40% of the transactions being non-local, the g19-

bal deadlock detector algorithm produced more useful 1/0 

utilization than' the other algorithms. When 45% or more of 

the transactions were distributed~ the primary site 2 model 

again produced better results. In these cases, the extra 

two mes sages for lockin g were not that signi fican t; a d i s.­

tributed transaction reqtiired at least 2 * 5(no. of SLAVES) 

messages anyway. 

Note also that. the 'dish'. shape curves for Useful 1/0 

have practically disappeared with a limited bandwidth net-

work. In these cases the extra network delay overhead 

caused by an increased PREDIST parameter more than offset 

t~e increases in transaction parallelism. 
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For Class 1 transaotions, <mly the message bandwidth 

parameter signifioantly affeoted theperformanoe of the 

database under the four oonourrenoy oontrol algorithms. For 

Class 2 transaotions, however, some of the other network 

parameters did effeot the ohoioe of' oonourrenoy control 

algorithms. The results are thus repeated for the message 

speed' or time to send a' simple message, MESRATE j . the CPU 

time to prooess (send or reoeive) a message a site, 

MESCPURATEj as well as the network bandwidth, MESBDWT. 

The 1/0 utilization and the average response time (in 

parenthesis) is given in Table 2 for eaoh of the four oon­

ourrenoy oontrol algorithms. In the first set,the MESRATE 

parameter was varied while the MESCPURATE and MESBDWT were 

fixed a't .01 and 1000 respeotively. As the message rate 

inoreases, the gap between the primary site and deoentral-

Table 2: Effeots of Network Parameters 

PSl PS2 WW SNOOP 
MESRATE 
1 94994(63) 94720(63) 96839 (61) 97037(62) 
3 93996(64) 93319(64) 97134(61) 96204(62) 
10 87998(67) 88078(67) 96037(63) 96875(62) 

MESCPURATE 
.01 93996(64) 93319(64) 97145(65) 96204(62) 
.05 88953(67) 88767(68) 95048(63) 94710(64) 
. 1 83273 (72) 83086(73) 92394(65) 91860(65) 
.3 58676(102) 58372(102) 83313(72) 82690(73) 

MESBDWT 
1000-50 93996(64) 93319(64) 97145(61) 96-204 (62) 
10 82804(72) 83234(72) 96827(62) 96979(62) 
6 55200(108) 55692(108) 95948(63) 96242(62) 
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ized control models widened. A MESRATE of 1 oan be inter­

preted as requiring 30 milliseconds to send a message. 

A mor.e dramatio change ooourred when the message CPU 

rate was varied. During these experiments, the MESRATE and 

MESBDWT were fixed at 3 and 1000 respeotively. With a 3 

milliseoond oost (MESCPURATE = .1) for sending a message, 

the primary site models produoed. only 89% of the useful oom­

puter utilization that was realized with the decentralized 

conourrenoy oontrol algbrithms. With a 9 mseo message rate 

(MESCPURATE = .3) this peroentage drops to 72%. 

A dramatio ohan~e in oomputer utilization and response 

time for the primary site models and Class 2 transactions 

was realized as the message bandwidth was restrioted. While 

the performance of the primary site models was heavily 

affeoted by the restrioted bandwidth, the deoentralized 

models were hardly affected at all. This result is due to 

the faot that with the primary site models, almost 40,000 

mare messages were sent than with the decentralized algo­

rithms. 

The PREDIST simulation experiments for olass 2 transac­

ti<;Dns were repeated wi th a limited bandwidth network:. In 

these experiments, the primary site models were best if more 

than 50% of. the transaotions were distributed. In those 

oases, the primary site models aotually sent fewer locking 

messages than the deoentralized algorithms. However, if 

fewer slaves were used, the deoentralized algorithms wauld 
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send fewer messages even in 100% of the transaotions were· 

distributed. 

5. Summary 

Four concurrenoy oontrol algorithms thus were simulated 

in order to study their effects on the performanoe of a dis­

tributed database management system under a variety of data-

base andnetwerk conditions. Which medel was best in terms 

of the overall database system performance is applioation 

dependent: . a~~· 'shown.' in Table 3. Class 1 transactions refer 

to a workload environment where the locks are assumed to be 

~ell-placedwi th respect. to ·the accessing transactions and 

that those transactions are of mixed sizes. Class 2 tran-

sactions refer to .workloads where all of the transactions 

are small and random placement of locks is assumed. 

In some cases, it appears that the concurrenoy oontrol 

mechanism is not a significant faotor in the database system 

performance. For class 2 transactions,. additional simula-

tion runs showed that the preference for decentralized con-
• e'..-

currency control could be offset by reducing the database 

load at the primary site. Thus in these cases, the choice 

of concurrency control algorithm may again not be signifi-

cant. 

For class 1 transaotions, when most of the transactions 

only required local processing and a slower, lower bandwidth 
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Table 3:Conourrenoy Control Models 

Class1 
Transaotions 

Fast Net. Primary Site or 
Most trans. Deoentralized 
looal 

Slow Net. SNOOP 
Most trans. 
looal 

Fast Net. Primary Site 2 
Most trans. 
non-local 

Slow Net. Primary Site 2 
Most trans. 
non-looal 

Class2 
Transaotions 

Primary Site or 
Deoentralized 

Deoentralized 

Deoentralized 

Primary Site 

network is assumed, the SNOOP algorithm is preferred. In 

this oase, the SNOOP model was favored beoause of 'the lo~er 

number of messages required. 
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Abstract 

In this. paper we present a new efficient concurrency control 
mechanism for distributed databases. This general concurrency control 
mechanism is based on the. idea of having a centralized locking controller 
for each replicated fragment of data. The independent centralized 
controllers operate without explicit backup controllers. A simplified 
two phase co~it protocol is used to perform updates. In this protocol, 
only a majority of acknowledgments from the copies of a fragment for the 
"prepare" (first phase) messages is required before committing new data. 
The major protocols required for. the concurrency mechanism are outlined. 
These include the transaction cancelling protocol and the new controller 
election protocol. 

1. THE MODEL. 

In order to ,discuss transaction processing and concurrency control, 
we. first d~fine a simple model of a distributed database [5]. We view 
the database as a collection of named items .. Each item has a name and 
some values associated with it; each value is stored at a different node 
in the system. In addition, each itemi has associated with it a set 

. S(i). Set SCi) is. the set of nodes which have a value for item i stored 
in them. We assume that all sets SCi) are not empty. We represent the 
values associated with item i by d[i,x], where x is anode in SCi). (For 
nodes y not in SCi), d[i,y] is undefined.) The values for a given item i 
at different nodes should be the same (1. e . , d [i, x] should equal d [i ,z] 
for all nodes x, z in SCi)). However, due to the updating activity, the 
values may be temporarily different. 

We can group items that have identical storage characteristics into 
"fragments". A fragment F is a set of items that have the same S sets. 
We use the notation S(F) for the set of nodes where F is stored. (That 
is, S(F) = SCi) for all items i in F). 

---------------
* Author's current address: Department of Electrical Engineering and 

Computer Science, Princeton University, Princeton, N. J. 08540 
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Operations on the data are grouped into transactions [2]. A 
transaction T first specifies a subset of items it wants to read. The 
transaction does not indicate where the items are to be read; it is up to 
the system to select one of the available values for each item specified 
by T. Based on the values read, transaction T performs some computations 
and proceeds to update some items. In this final step, T produces a set 
of new values for a subset of items. For each item i updated by T, the 
system must make sure that the new value for i produced by T is stored at 
all nodes in S(i). Notice that the data reading and computing phases of 
T may be interleaved. Also notice that transactions do not necessari~y 
update data. However, to simplify the discussion, we assume that all 
transactions are update transactions. The concurrency control mechanism 
of the system must guarantee that the effect of running transactions 
concurrently is as if the transactions were run one at a time. 

In this paper we concentrate on the concurrency control issues of 
transaction processing. We avoid two other important issues: directory 
management and transaction optimization. That is, we assume that the S 
set for each item (which is part of the directory) is known at all nodes. 
We also assume that a transaction can read the items it needs in any 
order and at any node that has the values available. The directory 
information, which constitutes a distributed database in itself, can be 
updated (e.g., a new node can be added to an S set). However, the 
concurrency control mechanism for this directory information is different 
from the concurrency control mechanism we discuss in this paper because 
more safeguards must be taken when modifying the directory. We will not 
discuss directory updating here. 

2 .. A CONCURRENCY CONTROL MECHANISM. 

In this section we will illustrate a common concurrency control 
mechanism for transaction processing [7] through an example. (The 
description is simplified and we omit many details.) Suppose that item i 
is duplicated at nodes x1 and x2, while item j is replicated at nodes x2, 
x3 and JC4. That is, S(i) = {x1,x2} and S(j) = {x2,x3,x4}. A transaction 
T wishes to read item i and then update item j. The way T is processed 
is by having T "visit" nodes x1, x2, .x3 and x4 requesting locks for the 
referenced items. Each node in the system has locks associated with each 
value stored at the site. When a node grants a lock to a transaction, it 
gives the transaction exclusive access to the value (until the lock is 
released). Thus, after ~ obtains locks for d[i,x1], d[i,x2], d[j,x2], 
d[j,x3] and d[j,x4], it can compute the new.values for item j without any 
interference from other transactions. 

When transaction T has computed the new value for item j, the system 
updates j and releases the locks through a two phase commit protocol~ In 
the first phase of this protocol, a "master" node (which can be any node) 
sends out "prepare" messages with the value for j and the lock release 
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information to all the nodes that participated in T (i.e., x1, x2, x3 and 
x4). WhEm these sites receive the information, they save it but do not 
update j or release any locks. Instead, they aoknowledge receipt of the 
information to the master. After having received acknowledgments for all 
participating nodes, the master' ::;tarts the second phase of the protocol 
by sending out "commit" messages to all sites involved. (The time whenT 
obtains all the necessary acknowledgments is called the commit point.) 
When a node receives a "commit" message for T, it actually releases the 
locks held by T and stores the new value for item j (except node x1 which 
does not have a value of j). The two phase commit protocol guarantees 
that T terminates correctly at all nodes. 

3. A NEW CONCURRENCY CONTROL MECHANISM. 

We propose a variation of this transaction processing mechanism which 
we believe has several important' advantages over the mechanism we have 
just described. The main difference is in the way we propose to handle 
replicated data in the system. The motivation for such a mechanism comes 
from a performance analysis [6] which indicates that a centralized 
control strategy for managing replic~ted data is superior to a 
distributed control strategy. Notice that in the mechan~sm of section 2, 
the control of an item iis distributed among the nodes in S(i). That 
is, each node in S(i) has a lock for the value of item i stored at the 
node, and in order to access the item" a transaction must secure all 
locks for the item. We will replace this control structure by creating a 
central "controller" for item i which can grant exclusive access to the 
values of item i at all nodes. 

The idea of centralized control is not new. Alsberg and Day [1] 
suggested having a primary site for executing all update transactions. 
In the mechanism we are proposing, only the control of the data' (i.e., 
the locks) is centralized; reading the data needed and performing the 
computations, for a transaction can be done at other nodes in the system. 
This reduces the load at the central site. In turn" this can improve 
performance because the central site is usually a "bottleneck". Menasce 
et al .[8] have- also suggested the use of a central controller. Their 
lock controller is a unified control structure for the entire system; 
here we propose a collection of independent controllers. The lock 
controller in [8] has "local" controllers which act as backups for the 
main controller. In our system, we do not have backup controllers. When 
one of the controllers fails, we do not reconstruct its lock information. 
Instead, we either cancel or successfully terminate all pending 
transactions that involve, the failed controller. This strategy 
eliminates the overhead associated with backups. 
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4 . AN EXAMPLE. 

Before we proceed, we illustrate how we propose to process 
transactions with the example we used in section 2. Recall that item i 
is replicated at two nodes ( S(i) = {x1,x2} ), while item j is replicated 
at three nodes ( S(j) = {x2,x3,x4}). We select a controller for item i, 
C(i). Controller C(i) is a "module" which can be located anywhere in the 
system, but for convenience we will assume that it is located at a node 
in S(i). Suppose that C(i) is located at node x2. Similarly, assume 
that the controller for item j, C(j), is located at node x4. 

Transaction T reads item i and updates item j. To process T, we make 
T "visit" controllers C(i) (at node x2) and C(j) (at node x4) and request 
locks for those items. After obtaining locks at both controllers, T has 
exclusive access to the two items and can proceed. (Notice that 
controllers C(i). and C(j) grant their locks without sending any messages 
to backup nodes.) 

Once T has computed the new value for item j, the system performs the 
update and releases the locks using a modified two phase commit protocol. 
Ih this protocol, the master (which can again be any node) sends out 
prepare messages informing all nodes involved inT (i.e., x1, x2, x3, x4) 
that T has completed. But now, the. master only has to wait for a 
majority of acknowledgments from each S(i) set involved. For example, if 
the master gets acknowledgments from nodes x1, x2 and x3, then it can 
send out the commit messages because a majority of nodes in each set 
S(i), S(j) have responded. When a node receives a commit message, it 
updates item j if it has a copy of the item. If the node has a 
controller involved in T, then the commit message also causes the locks 
to be released. Notice that no acknowledgment is necessary for the 
commit message. 

Due to . failures, some nodes that participated in T may not find out 
about T's completion (e.g.,· node x4). These nodes will eventually 
discover that they missed this information because of a sequence number 
mechanism. (See section 6.3.) When a node discovers this, it obtains the 
missing information from other nodes. If the information cannot be 
found, the node attempts to cancel T. (See section 6.6.) 

5. ADVANTAGES OF THE PROPOSED CONCURRENCY MECHANISM. 

The main advantages of the concurrency control mechanism we propose 
are: (1) There is no need to lock an item at all nodes where a copy of 
its value exists, (2) In the two phase commit protocol, only a majority 
of acknowledgments (for each item referenced) are required, (3) No 
explicit backup of the controllers and their lock information has to be 
maintained, and (4) Operation with missing nodes is straightforward 
because a transaction that references item i can comple~e even if a 
minority of the nodes in S(i) are unavailable. 
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The main disadvantages of our concurrency mechanism are: (1) When a 
central controller fails, transactions involving the controller are 
temporarily halted until a new controller is elected. In the process, 
some transactions may be cancelled or aborted, and (2) The mechanism is 
more complex than the one described in section 2. Thus, we are not 
proposing . our solution as the best for all cases. Our solution is an 
interesting alternative which may be well suited for some 'cases. In 
particular, our mechanism seems to be attractive for cases where 
performance is important, where data replication is common, and where we 
expect failures to be rare. 

6. AN OUTLINE OF THE MECHANISM. 

Up to this point, we have only given a very informal description of 
the concurrency control mechanism, omitting most of the details. In the 
rest of this paper, we will attempt .to convince the reader that such a 
mechanism can operate correctly even in the face of (detectable) 
failures. In the limited space available, we will give an extremely 
brief outline of the major concepts and protocols that are required in 
our mechanism. In [4] we discuss these ideas in detail. In that report 
we also give a fairly detailed description of the concurrency mechanism 
for the case of a single controller. The mechanism we present here is 
simply an extension of the one controller case given in [4]. 

6.1 Controllers; 

The basic idea in our concurrency control mechanism is that each item 
i in the database has a~sociated with it a controller C(i). Several 
items can have the same controller. In other words, each controller J 
resides at a node N(J) and manages the locks for the items in the set 
I(J). For simplicity, we assume that all items that share a controller 
(i.e., the items in I(J» are replicated at the same set of nodes. That 
is, a controller is always in charge of a fragment of the data. (See 
section 1.) We use the notation C(F) for the controller of fragment F 
(i.e., C(F) = C(i) for all i in F). 

Each node in S(F) must know where the (current) controller C{F) is 
located; (This location amy· change in the controller node crashes. See 
section 6.7.) The location of C{F) may also be placed in the system 
directory so that nodes not in .S{F) may· find C{F). However, this 
directory information need not be current because if the controller is 
not found, any node in S(F) can be interrogated to discover the true 
location of the controller. 
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6.2 The majority of nodes requirement. 

In order to avoid the serious problems that arise when a network is 
partitioned, we will require that a majority of nodes in S(F) be active 
and able to communicate with each other before any transactions involving 
F are processed. This restriction is embedded in the commit protocol 
because a transaction needs a majority of acknowledgments from nodes in F 
before any update involving F can be committed. This restriction is also 
embedded in the new controller election protocol (section 6.7) because 
only a majority of nodes in S(F) can elect a new controller C(F) in case 
the old one fails. No controller C(F) can be in operation if it cannot 
comm~nicate with a majority of the nodes in S(F). 

6.3 Sequence and version numbers. 

Another important concept in the concurrency control mechanism is the 
use of sequence and version numbers. Each transaction T that requests 
locks from C(F) receives a sequence number. This number -must be appended 
to all messages generated by T. This sequence number plays an important 
role because it is used to order .the operations of T with respect to the 
operations of other transactions. For example, if T received sequence 
number 15 from C(F), T must wait until all transactions with a sequence 
number less than 15 are processed at node x before T can read data from F 
at node x. To eliminate unnecessary delays, additional sequencing 
information can be assigned to T by C(F). For example, C(F) can give T a 
"wait for" list which includes the sequence number of all previous 
transactions that conflicted with T. This way, nodes that perform 
operations of T only have to wait until they finish processing 
transactions in this list [3]. (Sequence numbers also play an important 
role in crash recovery. See sections 6.4 and 6.7.) 

Since a fragment F may have several different controllers over time, 
it is necessary to distinguish between these controllers and the 
transactions that they authorized. (Of course, at any given instant, 
there can only be one controller for F.) Version nUmbers are used to 
differentiate controllers of F. A unique version number is associated to 
each controller of F, and this number is appended to each sequence number 
generated by the controller. All active nodes in S(F) are aware of the 
current version number, and are thus able to detect any transactions 
whose locks were not granted by the current controller. (See section 
6.7.) 

When a transaction T spans several controllers, all the version and 
sequence numbers obtained by T at the controllers are included in the 
messages generated by T. Each sequence, version number pair carries with 
it an indication of what fragment it corresponds to. 
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6.4 Update logs. 

Any . distributed database system needs a mechanism for recording 
completed transactions. To see this, consider what happens when a node 
in S(F) crashes. (Assume that the controller C(F) was not at that node.) 
Since this node will be out of operation, it will miss a set of updates. 
This means that somehow the rest of the system will have to save these 
updates for the crashed node. There are many alternatives for doing 
this. 

One solution is to use update logs. An update log is a collection of 
performed updates that is kept safely at a node. Each log entry contains 
the database values that were modified by a transaction, plus the 
sequence and version numbers of the transaction. For simplicity, in our 
system we assume that a log is kept at each node. Each such log keeps 
track of all the updates processed at that node. (It is also possible to 
operate with fewer logs but we do not consider this case here.) When a 
node x recovers from a failure, it brings each fragment F stored in x up 
to date by requesting the missed updates from the logs at other nodes in 
S(F). Sequence and version numbers are very helpful here because the 
recovering node knows exactly what updates it missed. 

6.5 The two phase commit protocol. 

When a transaction T is ready to store values into the database, it 
uses the modified two phase commit protocol described in section 4. This 
guarantees that either no values are stored at all or that all values 
produced by T are eventually stored at all nodes involved. When a node 
in S(F) acknowledges receipt of the prepar~: message for T, it makes a 
commitment to remember T (and the values it produced) and to do 
everything in its power to see that T completes correctly. The node 
remembers T by placing the information in the prepare message in a 
"prepare" list. We assume that the information in this list cannot be 
lost. (Log entries can be made to make the prepare list safe. In [7]·we 
discuss what happens when this and other state information is destroyed.) 

When the master node for T receives a majority of acknowledgments 
from the nodes in S(F), it knows that the update to F cannot be lost. In 
the case of failures, we know that·at least one member of any working 
majority of nodes in S(F) will have a record of T and will "speak up" for 
T. Thus, after receiving a majority of acknowledgments from the nodes in 
each S 'set involved in T, the master node can send out the commit 
messages. When a node in S(F) receives a commit message, it adds T's 
sequence and version numbers to its list·of performed transactions (which 
is kept by all nodes); it writes out a log entry; it performs the update 
on F indicated by T; and finally it removes T from the prepare- list. 

Due to failures, a transaction may be unable to get the majority of 
acknowledgments needed for committing. In such a case, the transaction 
"times out" and the system attempts to cancel the transaction. This 
cancelling protocol is described ~n the next section. 
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6.6 The transaction cancelling protocol. 

In many cases a transaction will have .to be cancelled. One such 
instance is when a deadlock occurs and a transaction must be backed out. 
Another case occurs when a transaction which holds locks fails to release 
its locks. For example, a transaction may have been computing at a node 
which crashed. In this case, the transaction must be cancelled and its 
locks reclaimed. 

A transaction will only be cancelled if no data has been ,committed by 
the transaction. Thus, the first step in the cancelling protocol is to 
verify that the transaction had not reached the commit point. Notice 
that if a transaction T has reached the commit pOint, then a majority of 
nodes in each S(F) set, for each fragmentF referenced, have a record of 
T. Hence, if a single fragment F can be found where a majority of nodes 
in S(F) have no record of T, then T can be cancelled. 

To cancel a transactionT we proceed as follows. First, a node w is 
selected to be the master node for the cancellation. Any node can be the 
master, and several such nodes may be attempting to cancel T 
concurrently. We assume that node w knows that T referenced fragments F1, 
F2, ... , Fk. (The protocol can easily be modified to handle the case 
where only one fragment is known initially.) Node w sends out messages 
to controllers C(F1), C(F2), ... , C(Fk) asking them if they can cancel T. 
Each controller responds either that T can be cancelled or that it does 
not know if T can be cancelled. Controllers do not take any action on T 
at this point. However, if a controller says that T can be cancelled, it 
makes sure that T can not reach the commit point in the future. 

When node w receives answers from all controllers, it decides if T 
will be cancelled. If at least one controller said that T could be 
cancelled, then T has not committed and is cancelled. If all controllers 
say that they do not know if Tcan be cancelled, then T may have 
committed and node w attempts to complete T. (Notice that in this case 
all controllers found a record of T. Thus, all the update values 
produced by T are known and T can be completed.) The decision of node w 
is broadcast to all controllers, which then carry out the decision. 

When a controller C(F) wishes to know if T can be cancelled (in 
response to node w's first message), C(F) sends out "propose to cancel T" 
messages to all nodes in S(F). When a node y in S(F) receives the 
"propose to cancel T" message, it check~ to see if it has a record for T. 
That is, node y checks if it has previously received a prepare or a 
commit message for T. If y has such a record, it informs the controller. 
If y has no record of T, then it sends a "have seen propo~al to cancel T" 
message to C(F). With that message, node y makes a commitment not to 
acknowledge any prepare messages for T it might receive later. ThUS, 
node y remembers the "propose to cancel T" message until it hears from 
the controller again. (We assume that node y cannot forget its 
commitment.) 
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If C(F) receives a majority of "have seen proposal to cancel T" 
messages', then C(F) knows that T has not committed and that T will not 
commit in the future. Thus, C(F) can answer node w that T can be 
cancelled. On the other hand, if C(F) discovered a record of T among the 
nodes in S(F), then it must answer' that it does not know if T can be 
cancelled because as far as it knows, T could have committed. In this 
case, T's record (including its update values) is 'sent to w. 

When controller C(F) receives a command from node w to actually 
cancel T, it does this using a two phase commit protocol similar to the 
one used by transactions to commit. This guarantees either that T is 
cancelled at all nodes in S(F) (as far as F is concerned) or that T is 
not cancelled at all. A,node in S(F) finally cancels T by recording a 
null or dummy update. That is, T is processed as if T has committed, 
except that no values are stored in the database. Similarly, a command 
from w to complete Tbecause it could not be cancelled causes C(F) to 
distribute the update,.values for T ,to nodes in S(F) and to commit them 
using a two phase commit protocol (with a majority of acknowledgments 
only) . 

A ni~e. feature of the ~ancelling protocol we have described is that 
it can be interrupted and restarted anywhere without uridesirable 
consequences. Thus, ,'if the cancellation master node w or any of the 
controllers crashes in the middle of the cancellation, the procedure can 
simply be abandoned and then restarted by any node that notices that T is 
still pending. 

6.7 The election protocol .. 

When a controller C(F) fails, a majority of nodes in S(F) elect a new 
controller. As nodes in S(F) detect that the controller is not active; 
they go into a special. state where all normal processing is halted. (If 
a node x later finds out that C(F) did not really fail, then node x 
recovers as if it was the one that failed.) When a halted node discovers 
a majority of other halted nodes, it attempts to become the node with the 
new controller. One way to do this is to try to "lock out" all other 
nodes. If a node succeeds, it creates the new controller. If it fails 
in locking out the other nodes, then it must release all nodes it was 
able to lock out and must try again later. 

A new controller is assigned a new version number different from all 
previous version numbers. Every node that partiCipated in the election 
is given and records the new version number. Before the new controller 
starts operating, it must deal with the unfinished transactions left by 
the old controller. Since the old controller did not leave any backup 
information behind, it is impossible. for the new controller to 
reconstruct the locking information that existed before. Hence, the new 
controller has to force the release, of all locks by either cancelling or 
completing all outstanding transactions involving fragment F. 
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To do this, the new controller requests copies of all pending prepare 
messages in nodes in S(F), as well as the list of the committed 
transactions at these nodes. 

Let s be the largest sequence number from the old version observed in 
this process by the new controller. If the new controller discovers that 
a commit message has been received somewhere in S(~) for a transaction T, 
then T has committed and must be completed using a two phase commit 
protocol (with a majority of acknowledgments only). The new controller 
attempts to cancel all other transactions with sequence numbers between 1 
and s issued by the old controller. This is done with the cancelling 
protocol of section 6.6. Finally, notice that transactions with sequence 
numbers s+1, s+2, ... may have been authorized by the old controller, but 
no nodes in S(F) knew about these transactions before the crash of the 
old controller. Thus the new controller must also cancel all 
transactions with sequence numbers s+1, s+2, since they have 
definitely not committed. This is done through the version number 
mechanism. Since the new controller and all the nodes in S(F) now have 
the new version number, all uncommitted transactions (if any) with the 
old version number will be unable to commit because they can no longer 
get acknowledgments from the nodes in S(F). When these transa~tions time 
out because they cannot commit, they will be cancelled entirely. 

As a last step, a new central controller makes an entry into the logs 
indicating what the largest sequence number of the old version was. This 
information is used by recovering nodes in order to know what updates 
they missed from older versions. After this, C(F) and the nodes in S(F) 
can go back to normal operation. 

Like the cancelling protocol, the election protocol can be safely 
interrupted by failures (like the crash of a newly elected controller 
node). Another working majority of nodes can then restart the protocol at 
a later time. 

6.8 Deadlock detection. 

Deadlocks are possible with our concurrency control mechanism. 
Deadlocks may be avoided by forcing all transactions to request locks 
from the controllers in the same predefined order. In some systems, this 
may not be feasible, so deadlocks must be detected and eliminated. Gray 
[7] (among others) discusses several deadlock detection strategies that 
may be used. Once we choose a transaction that must be backed out, it can 
be cancelled with the protocol of section 6.6. Also notice that a 
transaction may make several lock requests to the same controller, but 
this should not cause any problems. 
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7. CONCLUSION. 

We have pro~osed a new concu~rency control mechanism for distributed 
databases. We believe that this control strategy has some advantages 
over the other well known, strategies. Work is currently underway to 
evaluate the performance of this proposed mechanism, as well as to verify 
its correctness. 
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Abstract 

A principal problem with the use of database integrity 
assertions for monitoring the integrity of dynamically 
changing database is the high cost due to the evaluation of 
such assertions. In this paper we analyze and compare the 
cost and performance of several integrity validation methods 
in distributed database environment where the communication 
cost and delay are principal factors. 

INTRODUCTION 

It is often argued that the users of databases should 
be able to specify semantic integrity (SI) assertions about 
their data. Such assertions delimit values in the database 
in terms of other database values or constants. Although 
considerable work has been done on the specification 
methodology for such assertions IMcL 76, STO 74, BOY 75, ZLO 
74, GRA 75, MAC 76, FLO 74, MIN 74, WEB 76/, there seems to 
be much less cortcern with implementation issues /STO 75, ESW 
75,ESW 76, STO 76, HAM 78/. 

A major problem in validating transactions with respect 
to a set of SI assertions is the high overhead ( or cost) 
caused by the dependency of transactions and SI assertions 
on values stored in the database. Such dependencies prevent 
a priori proofs of transaction correctness with respect to a 
set of SI assertions. An example of such a database data 
dependent transaction T and SI assertion A could be as 
follows: 

T: increase the salary of employee J. Johnson by 10 
percent 

A: salary of employee < MAX (salary of manager, 
1.5*average s~lary) 
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Transactions whose SI correctness cannot be proven must 
be 'dynamically monitored to d-e-t-er-mi-ne-whether __ t.l:teJr _fiJ:!.al 
values violate SI assertions. The subsystem which monitors-­
such SI assertion violations is properly a part of d~tabase 
management and in this paper we analyze the cost and the 
performance of. several methods of semantic integrity (SI) 
validation of transactions. 

SI VALIDATION METHODS 

The validation of transactions with respect to SI 
assertions can occur at compile time (i.e. before 
transaction execution), during transaction execution (i.e. 
at run time), after tr~nsaction execution; or partially 
during each of these phases. Each method of SI validation 
has advantages and drawbacks, and each method introduces 
overhead~ The cost ofSI validation consists of three 
factors: 

(1) Accessing database data in order to evaluate SI 
assertions, 

(2) Computation to evaluate SI assertions, and 

(3) Th~ co~munication cost if SI assertion arguments 
are stored at several sites of - a distributed 
database system. 

We assume here that the computational cost for SI 
ass~rtion evaluation is the same for any SI validation 
method. Therefore, the major components of SI enforcement 
cost result from accessing database data for SI assertion 
evaluation and from communication cost due to SI validation 
that requires access to . several sites of a distributed 
database system. 

Compile TimeSI Validation 

Compile time SI validation means that a transaction is 
allowed to execute only after its SI assertions are 
evaluated and all assertions are found true. Hammer and 
Sirin /HAM 78/ suggest compile time SI validation based on 
SI tests. The purpose of these tests is to obtain those 
values which database data would have had if the transaction 
had been executed. The values are then used for SI 
validation of the transaction, i.e. for evaluation of all S1 
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assertions which interact with the transaction. Compile time 
S1 validation has one obvious advantage it does not 
require transaction rollback when -S1 assertions are 
violated. However, compile time S1 validation has the 
following disadvantages: 

(1) Validation and execution are se~uential, slowing 
response. 

(2) The database objects on which compile time S1 
tests are run cannot be modified by any other 
transaction until the transaction being validated 
is executed. Effectively, such database data 
objects have to remain write-locked from S1 
validation through transaction execution, since 
compile time S1 validation tests must execute on 
the same database data values as the transaction 
will during its execution. Otherwise revalidation 
is required. 

Run Time S1 Validation 

Run time S1 validation means that S1 validation of 
transactions is concurrent with transaction execution, where 
the result of transaction execution is not committed, e.g. 
the actual update is not performed, i.e. is not transferred 
to the transaction write site and executed,until 
transaction validation has been terminated without 
violations of S1 assertions IBAD 791. Thus,·. if transaction 
execution is seen ( and implemented) as a sequence of read­
compute and write events, then all S1 assertions can be 
evaluated as part of transaction execution. After the 
transaction executed its read-compute events S1 assertions 
can be €valuated because the result of transaction is known 
at that time. Then depending on the outcome of S1 validation 
the write events of the transaction can be executed, i.e. 
the update messages are transferred to the transaction write 
sites and performed there. The major advantages of this 
approach result from concurrent execution; there is no need 
for transaction roll~ack, the time interval during which the 
database data must be locked for S1 validation is reduced to 
transaction execution time, and duplicate reads are avoided. 

Another proposal based on run time S1 validation 
appears in 1NGRES ISTO 74, STO 751 where single variable, 
aggregate-free integrity assertions can be efficiently 
evaluated during transaction run time by appending such 
assertions to the query. However, the evaluation of 
integrity assertions involving aggregates occurs after 
transaction execution, i.e. the resulting (updated) relation 
is tested for the integrity assertions and then the update 
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_" ___ ._ ... _ is undone if the assertions are not satisfied. The strategy 
is therefore mixed partialy run time and partially 
postexecutiontime. 

Post Execution SI Validation 

The conventional method of SI validation is to execute 
the transaction first and then to validate the results. The 
proposal by Eswaran et ale /ESW 76/. employs postexecution 
time SI validation where the violation of SI assertions by 
the transaction triggers corrective action. Transaction 
rollback or some other 60mpensating action, depending on the 
semantics of the SI assertions and the transaction, may take 
pl~ce. One advantage of postexecution time SI validation is 
its conceptual simplicity. The obvious disadvantage is the 
need for transaction ~ollback and the longer time interval 
du~ing which the database objects modified by the 
transaction may be locked. If the objects are not locked, 
then any other transactions which access the database data 
which were undone would have to be rolled back too. 

COST AND PERFORMANCE ANALYSIS OF SI VALIDATION METHODS IN 
DISTRIBUTED DBS 

In centralized database systems the only significant 
factor of SI validation cost is the number of database 
accesses due to SI validation.It has been shown /BAD 79,BAD 
79a/ that in terms or £he cost of database accesses 

a) the run time 
the other 
operations, 
transaction 

SI validation is sup~rior to any of 
methods for realistic database 

i.e. for systems without high 
rejection rates; 

b) compile time SI validation yields better 
performance than run time SI validation when the 
compile time SI tests are very efficient, i.e. 
require substantially fewer database accesses 
compared to the transaction reads and if DBS has a 
relatively high rejection rate; 

c) postexecution time SI validation has consistently 
worse performance than other SI validation 
methods; 

d) the use of fast access memory to store data for 
evaluation of some SI assertions results in 
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increased performance that differs for each SI 
validation method. 

However, the principal cost and performance criterion 
for SI validation in nonlocal ( or loosely coupled ) 
distributed database systems is the communication cost and 
communication delay, and the number 'of databa,se accesses is 
of secondary importance. Therefore, in our analysis we, neglect 
the cost overhead due to databas~ aCcesses required for SI 
validation at each site of distributed database system and 
we consider the communication cost only. 

We derive the cost of SI validation in distributed 
databases without considering transaction processing 
strategy. We consider here only the number of messages 
needed either to access sites or to set local locks there. 
We assume that there is one control site which either does 
evaluation of SI a~sertions (i.e. SI validation is 
'centralized) br it receives the results bf distributed SI 
validation. However, in both cases such site controls 
subsequent transaction execution steps. Assuming a two-phase 
locking /GRA 76, GRA 78, ESW 76a/we analyze SI validation 
methods in distributed database in terms of lock and unlock 
messages. 

Let 

P be the average number of sites at which the 
transaction during .its execution reads and writes 
or reads only. 

Q be the average number of sites at which the 
transaction during its execution writes only. 

S be the average number of sites cbunted in P above at 
which the transaction reads and that are also 
accessed for SI validation. Clearly, S <= P. 

V be the average number of sites counted in P above 
at which the transaction writes. Clearly , V <~ P 

R be the average number of sites not accessed by the 
transaction but accessed for SI validation ·only. 

The cost of compile time SI validation in distributed 
database environment can be derived as follows. Since from n 
transactions only m (m <= n) transactions will be accepted, 
i.e. n - m transactions are rejected because they violated 
SI assertions, then the communication cost of executing 
those m transactions can be derived from the following 
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compile time SI validation algorithm: 

Aigorithm £.1.: 

1) lock at Rand S sites 

2) Rand S sites either evaluate SI assertions and 
send the result to a control site or they send 
data to the control site which does SI validation 

3) if SI validation results in SI violation, then 
reject transaction and terminate, else do 4) 

4) lock at Q + P - S sites and execute transaction 

5) unlock at Q + P + R sites and terminate 

The number of messages gen~rated at each step of algorithm 
C 1 is 

.1) n (R+ S) 

2) n(R + S) 

3) (n - m)(R + S) 

4) m( P + Q - S) 

5) m(P + Q + R) 

.,Thus the total communication cost of the compile time 
SI validation (i.e. the cost of n transactions employing 
compile time SI validation) is 

C1 = 2n(R + S) + (n - m)(R + S) + m(2P + 2Q + R - S) = 3n(R 
+ S) + 2m(P + Q - S) 

where 

(1) 

n is the number of transactions 

m is the nu~ber of adcepted transactions, 
i.e. the number of transacti6ns which 
did not cause any SI violations; m <= n 
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The communication cost of postexecution time 51 
validation can be derived from the following algorithm C2. 

Algorithm C2: 

1) lock at P and Q sites and execute transaction 

2) lock at R sites, send the SI assertion argum~1t 
values or 51 validation results to the control 
site and release locks after sending the above 
~essage to the cont~ol site 

3) control site requests and receives SI messages from 
S sites 

4) if 51 validation results in SI violation, then send 
reject messages t6 all sites at which transaction 
writes, i.e. to Q and V sites, else do 5) 

5) unlock at P + Qsites and terminate 

The number of messages generated at each step of algorithm 
C2 is: 

1) n(P + Q) 

2) 2nR 

3) 2nS 

4) (n-m)(Q+V) 

5) n(P + Q) 

Thus the communication cost of postexecution time 51 
validation is: 

(2) 
C2 = 2n( P + Q) + ~n(R + S) + (n - m)(Q + V) 

The communication cost of run time 51 validation can be 
derived from the following algorithm C3. 

Algorithm C3: 

1) lock at P and R sites 
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, 
2) execute read-compute (i.e. generate· final update 

messages at P sites) and read SI values at R sites 

J) send SI assertion argument values or the results of 
SI validation from Rand Ssites to the control 
site 

4) if SI validation resul ts in SI violation , then 
reject transaction via unlock messages to Rand P 
sites and terminate, else do 5) 

5) lock at Qsit~s and ex~cute updates 

6) unlock at P + Q + R sites and terminate 

The number of messages generated by the algorithm C3 is: 

1) n(P + R) 

2) none 

3) nCR + S) 

4) (n - m) (P + R) 

5) mQ 

6) m(P + Q + R) 

Thus the communicati~n cost of postexecution time SI 
validation is: 

C3 = n(P + R) + meR + S) + (n - m)(P+ R) + mQ + m(P + Q + 
R) 

(3 ) 
C3 = 2n(P + R + S) + 2mQ 

The .communication cost of mixed run time and 
postexecution time S1 validation can be obtained by adapting 
formulae (2) and (3) : 

C4 = (2n[1](P + R + S) + 2m[1]Q) + (2n[2](P+ Q) + 2n[2](R + 
(4) 

S) + (n[2] - m[2](Q + V»' 

where 

n[1] is the number of transactions validated 
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at run time; n[1] <= n 

'n[2 J i'5 the number of transactions validated 
at postexecution time; n[2J <= nand 
n[1] + n[2] = n 

m[1] i~ the number of tr~nsactions rejected 
due to run time SI validation; m[1] <= m 

m[2] is the number of transactions rejected 
(rolled back) due to postexecution tIme 
SI validation; m[2] <= m and m[l] + m[2] 
= m 

Now that a 
expressing ,the 
validation methods 
compare them~ 

consistent, straightforward method 
communication cost of the various 

has been provided, it is useful 

of 
SI 
to 

Lemma 1: 

is 
SI 
at 

The communication cost of run time SI validation C3 
greater than the co~munication cost of compile time 
validation C1 only if the accesses for SI validation 
transaction read sites or read and write sites are 
numerous than the ac~es~es for SI validation at sites 
accessed by the transaction, i.e. C3 > C1 only if 0 <= 
S. 

more 
not 

R <= 

Proof: 

Since 

Assume C1 > C3. Then substituting from (1) and (3) we 
obtain 

(4a) 
3n(R + S) + 2m(P + Q - S) < 2n(P + R + S) + 2mQ 

(4a) reduces to the following condition 

(5) 
mIn >1 12 (1 + (P -R) I (P - S» 

m <= n we observe the following: 

case 1 : if R = 0, then (5 ) is not satisfied, i . e • C1 < 
C3 

case 2: if R - P, then (5) is satisfied, i . e • C3 < C 1 
if m > .5n 
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case 3 : if R < P, then 

if R < S < P , then '(5) is not satisf,ied, i.e. C1 < C3 

if P > R > S, t'hen ( 5) is satisfied ,i • e • C3 < C1 

if R = S,then (5 ) is not satisfied, i • e • C1 < C3 

case 4 : if R >P, then (5) is satisfied, i • e • C3 < C1 

Therefore, C3 > C1 if 0 <= R <= S and C3 < C 1 if S < R. This 
concludes the proof. 

Lemma 2: 

The co~munication cost of compile time SI validation C1 
is less than the communication cost cf postexecution time SI 
validation C2, i.e. C1 < C2 only if 0 <= R <= S. 

Proof: 

Assume C1 > C2. Substitution from (1) and (2) leads to 

3n(R + S) + 2m(P + Q - S) > 2n(P + Q) + 2n(R + S) + (n 
(5a) 

- mHQ + V) 

(5a) reduces to 

(6 ) 
mIn> (2P + 3Q + V - R - S) I (2P + 3Q + V - 2S) 

Since m <= n we observe that if R =0 or R = S or R < 
S, then (6) is not satisfied, i.e. C1 < C2, otherwise (i.e. 
if R > S ) C1 > C2. This concludes the proof. 

Lemma 2: 
The communication cost of run time SI validation C3 is 

always less or equal to ( if m=n ) the communication cost of 
postexecution time SI validation C2, i.e. C3 <= C2. 

Proof: 

Assume C3<= C2.Substituting from (2) and (3) leads to 

2n(P + R + S) +2mQ <~ 2n(P + Q) + 2n(R + S)' 
(7 ) 
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+ (n - m)(O + V) 

(7) reduces to 

( 8 ) 
(n - m)(V + 3Q) =)0 

all terms are positive, and n => m then (8) is 
(for any transaction which affects database 
i.e.,which updates the database). This concludes 

The communication cost of mixed run time and 
postexecution time SI validation isat best equal to run 
time SI validation and at worst as costly as postexecution 
time SI validation. 

Proof: 

We want to show that C3 <= C4 <= C2. 

If in (4) n[l] = n,i.e. n[2] = 0, then C4 = C3. If in 
'(4) n[2] = n, i.e. nell = 0 ,then C4 = C2. Since C2 ) C3 
(Lemma 3 ) ,then the lower hound for C4 is C3 and the upper 
bound for C4 is C2. This concludes the proof. 

CONCLUSION. 

In this paper we have shown that in the distributed 
database when there is an extensive global SI validation, 
i.e. when R ) S, then in terms of communication cost the run 
time SIvalid~tion is the least costly and the compile time 
SI validation has the highest communication overhead, i.e. 
C3 <= C2 < Cl. However, if there is not an extensive global 
SI validation, i.e. when 0 <= S <= R, then the compile time 
SI validation has the lowest communication overhead and the 
postexecution time SI validation has the highest 
communication overhead, i.e. Cl < C3 <= C2. We would like 
to point out that the conclusions reached here apply to any 
type of distributed database, i.e. they apply to fully 
replicated, partially replicated or nonredundant distributed 
databases. This is so because the obtained results do not 
depend on the number of sites at which transaction writes 
only, i.e. on Q. 
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Abstract 

A consequence of bursty traffic in computer connnunications is that 
among a large population of network users, at ·any one time only a small 
number of them have data to send (ready users). In this environment, 
the performance of an access protocol for a broadcast ne~wor:k depends 
mainly upon how quickly one of the ready users can be identified and 
given sole. acce~s to the shared channel. The relative merits of the 
access protocols of polling, probing and carrier sense multiple.access 
(CSMA) with respect to this channel assignment delay in local networks 
are considered. A central controller is ne~ded for polliIig and probing 
while CSMA employs distributed control.. A specific CSMA protocol is 
def;ined which requires that "collisions!' in the channel be detected and 
that the users involved in a collision abort their transmissions quickly. 
In addition, it is assumed that the contention algorithm is adaptive 
and. gives. rise to .a stable channel. Atlanalytic model is developed. 
Our main result is the moment generating function of the dis,tributed 
queue size (number of ready users). Mean value formulas for message 
delay and channel ?ssignment delay are also derived. These results on 
queue size and delay are the major contribution of this paper, since 
they are not. available in prior CSMAmodels in closed analytical form. 
Nu~erical results are given to illustrate the performance of the CSMA 
protocol. When the channel utilization is light to moderate, the mean 
channel assignment delay of the CSMA protocol is significantly less than 
that of both polling and probing; consequently, the mean message delay 
is much smaller. It is also shown that when queueing of messages is 
permitted at. individual users, the maximum channel throughput of CSMA 
approaches unity in the limit of very long queues. 

1. INTRODUCTION 

Multipoint networks have been widely used in local networking for 
the interconnection. of terminals to a central site: either, a central 
computing facility or a gateway to a resource sh&ring computer network. 
The terminals are typically unintelltgent and access to the shared data 
path (channel) is managed by the central site using a polling protocol 
[1]. With increasing interest in local networking and the availability 

* This work was supported by the National Science Foundation under 
Grant No. ENG78-0l803. 
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of inexpensive microprocessors, other interconnection topologies, 
transmission media and access protocols have been proposed and investi­
gated., They include loop networks with centralized control [2] or 
distributed control [3], a digital cable network using time-division 
multiple access [4], the ALOHANET [5] and Packet Radio Network [6], 
which pioneered the use of radio channels and contention protocols for 
multiple access. Recently, considerable interest has been revived in 
multipoint cable networks (based upon CATV technology) employing a 
variety of multiple access protocols [7-10]. 

The multiple access problem in multipoint networks is addressed in 
this paper. A multipoint cable network such as those in [8,9] can be 
viewed upon as a broadcast channel shared by a population of distributed 
users. Two major categories of multiple access protocols may be used: 
polling and contention protocols [11]. Polling protocols require a 
central controller. On the other hand, with ,contention protocols each 
network user makes his own decision according to an algorithm which 
is driven by observable outcomes in the 'broadcast channel. We shall 
consider multipoint networks that have short propagation delays between 
users relative to the transmission time of a message. In a short 
propagation delay environment, carrier sense multiple access '(CSMA) 
protocols have been found to be tJ,le most efficient among contention 
protocols [12-15]. 

Consider a broadcast channel (the multipoint network) shared by-a 
population of N users (terminals, computers, etc.). There are two 
problems to be addressed by an access protocol: (1) among the N users, 
identify those with data who desire access to the channel, the ready 
users, and (2) assign channel access to exactly one of the ready users 
if at least one exists. 

The ready users can be considered as forming a "distributed queue" 
waiting to use the broadcast channel. We assume that each user 
generates and holds for transmission at most one message of arbitrary 
length at a time. (The effect of queuiLrigmessages at individual users 
is discussed in the last 'section of this paper.) A consequence of the 
conservation law in queuing theory [12] is that the average message 
delay performance of an access protocol is independent of the order of 
service but depends mainly upon the amount of overhead needed for 
assigning channel access. Thus, when access protocols are compared 
solely on the basis of average message delay performance for a given 
channel throughput level, the above two problems reduce to just the 
following: whenever the channel is free and there are one or more ready 
users, how quickly can channel access be assigned to a ready user? 

In conventional polling protocols [1], the above problem is solved 
by a central controller that queries the N users one after the other. 
Let w be the average overhead associated with querying one user; w 
includes propagation delay, polling message transmission time etc. To 
find out who the ready users are, the overhead per polling cycle 
(querying all N users) is Nw, regardless of the number of ready users 
present. This overhead is an indirect measure of the responsiveness of 
the access protocol; Konheim and Meister [16] showed that the mean 
delay of a polled network is directly proportional to NW. 

Hayes [17] recently proposed and studied the method of probing: 
polling a group of users all at one. The key idea is as follows. If a 
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group of users is probed and none responds, the whole group can be elim~ 
inated. If probing a group produces a positive response, it is subdiv-

,ided into two groups which are then probed separately. Thus when the 
network is lightly loaded, with few ready users, significant overhead 
reduction results through eliminating groups of non-ready users all at 
once. In the extreme case of only one out of the N users being ready, 
the number of queries required by probing is 2(log2N) + 1 instead of N 
required by polling. However, if

2
all N users .are ready, the number of 

queries required by probing is (N -1). (See [17] and [11].) Thus 
probing is penalized when the channel is heavily utilized. Hayes 
proposed an adaptive algorithm which optimizes the performance of 
probing and also avoids the above penalty by reverting to pure polling 
beyond a certain level of channel utilization. 

Unlike polling and probing, which require a central controller and 
are designed for "passive" users, contention protocols require that 
each ready user actively seek channel access and make his own decisions 
in the process. We define below a CSMA protocol and show that the time 
required by it to assign channel access to a ready user is independent 
of N. Under this protocol, when there is exactly one ready user and 
the channel is free, the ready user gets channel access immediately. 
Thus the average "channel assignment delay" is near zero when the 
channel is lightly utilized. On the other hand, when the channel is 
heavily utilized the average channel assignment delay is bounded above 
by a small constant (see below). 

CSMA protocols have been studied extensively in the past within a 
packet radio network environment by Kleinroc~ and Tobagi [13, 14] and 
later by Hansen and Schwartz [15]. Analytic results in these references 
are mainly concerned with the maximum channel "throughput" achievable 
by various protocols. Characterization of the number of ready users 
and message delay is limited to approximate numerical solutions or 
simulation results. 

The main contribution of this paper is an analytic model of a CSMA 
protocol. The protocol is defined and our assumptions stated in Section. 
2. In Section 3, the moment generating function of the number of ready 
users is obtained. Formulas for the average message delay and average 
channel assignment delay are also derived. In Section 4, numerical 
results are plotted to illustrate the performance of the CSMA protocol, 
which is also compared with polling. We conclude by discussing possible 
extensions of this work in Section 5. 

2. THE PROTOCOL AND ASSUMPTIONS 

The main difference between th~ CSMA protocol studied in this paper 
and the p-persistent CSMA protocol of Kleinrock and Tobagi [13, 14] is 
as follows. We assume here that collisions in the channel are detected 
and that users involved in a collision abort their transmissions immedi­
ately upon detecting the collision. Mechanisms for detecting collisions 
and aborting collided transmissions have been implemented in at least 
two multipoint cable networks [8,9]. However, it appears to be much 
more difficult to implement a "collision abort" capability in the radio 
environment of interest in [13, 14]. 



-144-

Like the p-persistent protocol in [13,14] network users are 
assumed to be time synchronized so that following each successful 
transmission, the channel is slotted in time. (See Fig. 1.) Users 
can start transmissions only at the beginning of a time slot. Let. be 
the amount of time from the start of transmission by one user to when 
all users sense the presence of this transmission. It is equal to the 
maximum propagation delay between two users in the n'etwork plus carrier 
detection time. (The latter depends upon the modulation technique and 
channel bandwidth. It was considered to be negligible relative to the 
propagation delay in [14].) In order to implement the collision abort 
capability described above, the minimum duration of a time slot is 
T = 2., so that within a time slot if a collision is detected and the 
collided transmissions are aborted immediately, the channel will be 
free of any transmissions at the beginning of the next time slot. 

The slotted channel assumption is made to 'simplify our analysis. 
(The practical problem of time synchronizing all users in the network 
is a classical one and beyond the scope of this paper.) In a real 
system, either a slotted or unslotted channel may be implemented. We 
discuss in Section 5 that the performance of an unslotted channel is, 
likely to be approximated by that of the slotted model in this paper. 

The CSMA protocol in this paper is defined by the following two 
possible courses of action for ready users: 

(PI) Following a successful transmission, each ready user transmits 
with probability 1 into the next time slot. 

(P2) Upon detection of a collision, each ready user uses an adaptive 
algorithm for selecting its transmission probability «1) in the 
next time slot. 

It should be clear at this point that we have effectively reduced 
the con~ention problem in CSMA to a slotted ALOHA problem. Slotted 
ALOHA has been studied extensively in the past [18-25], from which we 
learned that to prevent channel saturation (with zero probability of 
a successful transmission), the transmission probability of each ready 

'user must be adaptively adjusted. Various control strategies have been 
proposed and studied. Experimental results have shown' that a slotted 
ALOF.A channel can be adaptively controlled to yield an equilibrium 
throughput rate S close to the theoretical limit of lie (=0.368) for a 
large population of users [21 .... 24]. With an asymmetric strategy, the 
achievable S will be even higher [25]. . 

For our analysis in the next section, we shall assume that in (P2) 
a suitable adaptive algorithm is used so that the probability of a 
successful transmission (slotted ALOHA throughput) in the next time slot 
is equal to a constant S. This assumption is an approximation but has 
been found to be a very good one in simulation studies [21-24]. 

We shall further assume that errors due to random noise are insig­
nificant relative to errors due to collisions and can be neglected. 
The source of traffic to the broadcast channel consists of an infinite 
population of users who collectively form an independent Poisson, process 
with an aggregate rneanmessage generation rate of A messages per second. 
This approximates a large but finite population in which each user 
generates messages infrequently; each message can be transmitted in an 
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interval much less than the average time between successive messages 
generated by a given user. Each user is allowed to store and attempt 
to transmit at most one message at a time. Thus the generation of a new 
message is equivalent to increasing the number of ready users by one. 
The effect of queuing messages at individual users is discussed later. 

Finally, the transmission' time of ·each message is an independent 
identically distributed (L L d.) random variable with the probability 
distribution function (PDF) B(x), mean value bl , second moment b2 and 
Laplace transform B*(s). 

3. THE ANALYSIS 

The ready users can be considered to form a distributed queue with 
random order of service for the broadcast channel. We are interested 
in obtaining the equilibrium moment generating function of the distrib­
uted queue size. We shall use an imbedded Markov chain analysis. 
Under the assumptions of Poisson arrivals and that messages arrive and 
depart one at a time, the moment generating function of queue size 
obtained for the imbedded points is valid for all points in time. 

A snapshot of the channel is illustrated in Fig. 1. We define the 
following random variables: 

qn = number of ready users ·left behind by the departure of the 
th· i. 

Yn+l 

n transm sS10n, C n 
= time from the departure of C to the beginning of the next 

n 
successful transmission 

un+l = number of new (Poisson) arrivals during Yn+l 

xn+l = transmission time of Cn+l 
vn+l = number of new (Poisso~ arrivals during xn+l + 't. 

We assumed.earlier thatxn+l has the PDF B(x). We shall let B(x) 

be the PDF of xn+l + t. The corresponding Laplace transform is thus 

B*(s) = B*(s)e-s't 
The random variable Yn+l is the sum of two independent random time 

intervals 

Yn+l = (In+l + rn+l)T 
where T is the duration of a slot, In+l is the number of slots in an 

idle period immediately following the departure of C , and r +1 is the n . n. 
number of slots in the contention period following a collision until 

the next successful transmission. The slot containing the initial 

collision is included in r n+l • We note that In+l is nonzero only if 

qn = O. Also, if there has been no collision when Cn+l begins, rn+l = O. 

slot. 

Let p. be the probability of j new arrivals (ready users) in a time 
J 
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. (AT)je-AT 
p. = ., j = 0,1,2, ••• 

J J. 

At the start of the next time slot, each new arrival executes (PI) or 
(P2) in exactly the same manner as all·other ready users. 

Also, 

Given our earlier assumptions, we have 
k-l 

Prob[Inl-l = k/qn = 0]= (l-:PO)pO k =1,2, ••• 

Prob[rnt-l = k/collision occurred] = S(l_S)k...;l k = 1,2, ••• 

From this last result, the Laplace transform of the probability density 

function (pdf) of a contention period (given a collision occurred) is 
-sT 

C'\s) = Se .. 
l_(l_S)e-ST 

which has a mean of Tis and a second monent ofT2 (1 + 2 (l;S» • 
S 

The following important relationship is evident from Fig. 1. 

qnt-l = qn + unt-l + vnt-l - 1 (1) 

where vntl is an independent random variable with the z-transform 

* B (A-AZ), while untldepends upon qn in the following manner as a 

consequence of (PI) and (P2). Given 

(1) qri = 0, 

unt-l =. [1 
j + number of arrivals during 
a contention period 

(2) qn = 1, u
nfl 

= 0 

with prob. 

with prob. 

(3) ~ > 2, unt-l = number of arrivals during a contention period. 

(2) 

Given the occurrence of a collision, the number of new arrivals during 

a contention period is an independent random variable with the z-trans­

* form C (A-AZ). 

The equilibrium queue length probabilities 

Qk = lim Prob[~ = k] k = 0,1,2, ••• 

n-+oo 

exist if· A(b
l 

+ 't + TiS) < 1 (see below). Define the z-transform 

Q(z) = 
00 

k E Qk z . 
k=O 
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By considering F.qs. (1) and (2) and taking the n~ limit, we obtain 
after some algebraic manipulations the folloWing important result: 

* * QO * * -AT(l-z) B (A-Az){Q1 z[l-C (A-AZ) ]+l-p [Pl z(l-C (A-AZ»-C (A-Az)(l-e )]} 

Q(z)- * 0 * 

where 

and 

z - B (A-AZ) C (A-AZ) 

1- A (b
l
+ T +T/8) 

1 1 
AT [ l-p - B * ( A) 8 ] o 

(3) 

(4) 

1 PI 
( - -) Q (5) Ql = B*(A) l-PO 0 

Using Eqs. (3) - (5), we can obtain the mean queue size. Application of 
Little's result [12] yields the mean message delay (time of arrival to 
time of departure) to be 

where 

and 

- T· T . I-PO 2 
D == x + s+ i - 2[B*(A)S-(1-p )] (1: + 8T - 3T) 

2 
A[X + 

. 0 

2[1 - A(X + ~ )] 

2 2 
x = b2 + 2b

l 
T + 1" 

(6) 

We next consider the channel assignment delay, that is, given that 
the channel is free and that there is at least one ready user, we want 
the pdf of the time from when the above conditions are satisfied to the start 
of the next· successful transmission. Let d be· a random variable rep,re­
sentingthe channel assignment delay immedi~tely prior to the nth trans­
mission and 

d = lim dn 
n-+<x> 
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It can be readily shown that 

k = 0 

Prob [d 
00 

L 
i=2 

k = 1,2, ••• 

(7) 

The mean channel assignment delay is thus 

1 _PI _ 
d = -S(l - QO Q ) l-pO . 1 

(8) 

PI 
Note that QO l-:p + Ql is the fraction of transmissions that incur zero 

delay in gainingOchannel access (given that the channel is free). 
" ". . . 

4. PERFORMANCE OBSERVATIOOS 

An important performance parameter is the ratio of the carrier 
sense time'[ to the mean message transmission tiIlle bl : 

'[ 
ex. =-bl 

The throughput of the CSMAchannelis defined to be the fraction of 
channel time utilized by data messages, which is 

P = Ab 1 

. under equilibrium. conditi.ons. 
In Fig. 2, we show the ,delay performance of the. CSMA channel as a 

function ~f ex. and p. The· normalized delay D/blis plotted and it is 
assumed, that messages are of ··constant length. Observe that the delay 
performance of CSMA improves significantly as ex. becomes sInall. A small 
ex. may come about either by decreasing the carrier sense time '[ or by 
increasing the durat~ion bl of each user transmission. . 

. In these numerical calculations, the probability Sof a successful 
transmission during contention periods is assumed to be lIe which is the 
slotted ALOHA throughput rate in an. :lnfinlte population model. Experi­
ence with experimental results [21-25] indicates that S =·l/e is 
pessimistic when the number of contending ready users is small (small p) 
and optimistic when the number of contending ready users is large 
(large p). thus the same cotDIDents will apply to the CSMA clelay results 
in Fig. 2. 

The delay-throughput performance of roll-call polling is also shown 
using the delay formula in [161. The delay results shown for polling 
also assune Poisson message arrivals and constant message length. The 
ratio ofptopagation delay to message transmission time is ex. = 0.05. 
The ratio of ·data to polling message length. is 10. Queuing of messages 
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at individual users is assu11£d; hence the maximum channel throughput is 
one. Delay-throughput curves for both 10 users and 100 users are shown. 
Note that the corresponding delay-throughput performance of CSMA at 
o = 0.05 is independent of the number of users. It also permits no 
queuing of messages at individual users; hence the maximum throughput 
is less than 1. We observe that CSMA is superior to polling when the 
channel throughput is low but becomes inferior when the channel through­
put is incre·ased to one. However, if queuing of D£ssages is possible at 
individual users for CSMA, more than one message may be transmitted 
every time a user gains channel access. Hence, as the network load p 
is increased from 0 to 1, the delay performance of CSMA is first given 
by the 0 = 0.05 curve at a small channel throughput but switches to the 
o = 0.01 curve and then the 0 = 0.001 curve and so on as the channel 
throughput increases and queues become long. The channel throughput of 
CSMA is one in the limit of infinitely long queues at individual users. 

In Fig. 3, we show the mean channel assigmrent delay d as a function 
of 0 and p. Note that d decreases to zero when p is small. This is 
because (P1) in the CSMA protocol permits a ready user .to access the 
channel immediately. In Fig. 4 we plot the fraction of transmissions 
that incur zero delay in gaining channel access given that the channel 
is free. For comparison, recall that when only one ready user is present, 
the polling cycle overhead is Nw for conventional polling and 
[2 (1082 N)+l]w for probing. 

Referring again to Fig. 3, observe that as p is increased, d/T 
increases to the inaximumva1ue of lIs. This desirable property is a 
consequence of the presence of an adaptive algorithm that we assumed in 
(P2) which guar.antees channel stability during contention periods. 

Another advantage that CSMA has over polling protocols is that the 
time slot duration T is typically much smaller than· its counterpart w 
in polling protocols since w must include the transmission time of a 
polling message. 

5. CONCLUSIONS 

We considered aCSMAprotocol as a distributed control technique 
for a population of users sharing a multipoint network. The capability 
of aborting collided transmissions is the inain difference between our 
model and previouS models of CSMA. It is also assumed that the channel 
is stable during contention periods (presence of an adaptive control 
algorithm). Our main results include the m011£nt generating function of 
the number of ready users, as well as 11£an value formulas for 11£ssage 
delay and channel assignment delay. These results are new. The 
modeling of the queue size and message delay has previously been limited 
to numerical solutions or simulations. 

We found that the CSMAprotoco1 as defined in this paper has the 
desirable property that when the· channel is lightly utilized, the channel 
assignment delay is extremely short. The performance of CSMA when the 
channel is heavily utilized depends upon the ratio a. We make the 
following observation. If the number of users is finite and queuing of 
messages is permitted at individual users , then as p+1, we must have 0-1-0, 
since the tranSmission time of each user increases as a result of long 
queues. In this case, the maximum channel throughput of CSMA is one 
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(the same as polling with queueing permitted at individual users). 
Lastly, we discuss the issue of channel slotting. A slotted 

channel was assumed in our analysis. In practice, either a slotted ot 
unslotted channel may be implemented. The analysis of an unslotted 
protocol will be more involved. However, the following observation 
indicates that the performance of an unslotted protocol should be 
approximated by our slotted model in this paper. In the analysis of 
slotted and pure ALOHA [12,18] it was found that the probability of 
success of a transmission depends mainly upon the duration of its 
"vulnerable period" to another transmission. The vulnerable period in 
our slotted CSMA channel is the duration of a time slot T. On the 
other hand, the vulnerable period in an unslotted version of our CSMA 
protocol would be 2T (after a little thought) which is the sames as T. 
Thus the probability that an attempted transmission is successful 
during a contention period is approximately the same inboth'cases. 
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Figure 1. A snapshot of the broadcast channel. 
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Abstract 

Two models for the specification of distributed systems are presented; 
they are named global and local models. The global model can be used 
to specify the system requirements without suggesting any specific 
design to achieve these requirements. The local model can be used to 
specify some particular system designs which satisfy the given 
requirements. Some general ver.ification techniques are proposed to 
prove theorems about the specifications in both models. We use the 
two models to specify a number of well- known distributed systems such 
as shared resource systems, schedulers, readers and writers, and the 
five dining philosophers. The proposed verification techniques are 
also applied to some of these systems. 
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1 . INTRODUCTION 

There has been a great interest in distributed systems in recent 
years (Gouda 76), (Brinch Hansen 78), (Hoare 78), and (Lamport 78). 
Part of this interest is due to the belief that these systems can 
offer high degrees of extensibility, performance, and fault tolerance 
(Jensen 78). However, there are still many problems concerning these 
systems which need to be solved before distributed systems can be 
realized and exploited in a practical \'lay. One of these problems 
is the specification of distributed systems (Greif'75), (Gouda 76), 
(Boebert 79), (Laventhal 79), and (Riddle 79). In this paper, we 
address this problem by introducing formal models to specify distributed 
systems. 
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A distributed system consists of entities called processes which 
communi cate only by exchanging messages.' Each process has ' 
a number of local data objects which carinot be directly accessed by 
ather processes. However, any process P can send messages to any other 
process Q requesting to read or to update the local variables of Q. 
Then, according to the internal state of process Q, these requests can 
be denied or honored, Thus, a process perfonns two kinds of operations, 
external operations and internal operations. The external operations 
consist of sending (or receiving) messages to (or from) other processes 
in the system. TIle internal operations consist of testing and updating 
the local variables in the process. 

There are abstract machines associated with each process in the 
system. The abstract machines define the data types which can be used 
inside the process. They also define the appropriate operations which 
can be performed on each data types in the machine. Two (or more) 
processes can share the same abstract machine if the processes use the 
same data types which are declared by the machine. Any of the known 
techniques to specify abstract machines (Parnas 72), (L iskov 75), 
(Guttag 77), (Robinson 77), (Boyd 78a), and (Boyd 78b) can be used in 
conjunction with our models ofa process to ,specify distributed systems. 

In this paper, we present two models for the specification of 
communicating processes in distributed systems; they are called 
global and local models. In the global model, we assume the existence 
of a global controller which can read and update the internal states of 
all the processes in the system. Thi s assumption 1 eads to concise 
and compact specifications. However, since the global controller is 
not an acceptable notion in a dis~ributed system, a global specification 
does not specify a solution, (Le.,a system design) ,it merely specifies 
the problem (i.e., the system requirements). In order to solve such a 
problem, the global controller should be replaced by subcontrollers 
at the system processes such that. the total system behavior is preserved. 
The result of this replacement isa local model specification. 
Therefore, the global specification for a system defines the system 
requirements whereas a local specification for the same system defines 
a system design. 

The global model is presented in section 2. Then verification 
techniques for global model specifications are discussed in section 3. 
Some examples of global model specifications are given in section 4. 
The local model is presented in section 5; and some examples of local 
model specifications are given in section 6. 

2. THE GLOBAL MODEL 

In the global model, a distributed system with K processes is 
specified as follows: 
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system system name; 

process process name 1; 

var list of local variables in process 1; 

process process name K; 

var list of local variables in process K; 

rules 

list of system transition rules 

end system name. 

Data Specification 
Section 

}

- Control Specification 
Section 

Reserved words such as system, process, rul es ,and end are underlined .. 
The specification consists of two sections, a data specification section 
and a control specification section. In the data specification section, 
the local variables in each process are defined using a PASCAL-like 
notation. 

In the control specification section, a set of transition rules 
are defined. A transition rule has the following syntax: 

condi tion--------->~ resul t 

where both the "condition" and the IIresult" have the following syntax: 

Simple Bool. Expr. and ••• and Simple Bool. Expr. 

A simple Boolean expression is as follows: 

Expression 1 'relat~on' Expression 2 

Both IIExpression 111 and "Expression 211 are based on the local variables 
of the system processes, and the "relation' is anyone of the following 
=, r, < , <. After specifying the syntax of transition rul es, we 
discuss their semantic next. 

In the global model, the global state of a distributed system is 
specified by the values (at that state) of all the variables in the 
system. Thus, the initial global state is specified by the initial 
values of the system variables. At the beginning, the system is at 
its initial global state; then its global state changes due to the 
"firing" of its transition rules. For a transition rule to fire at 
some global state, its condition must be true at that state. The 
firing of a transition rule consists of changing the global state such 
that the result of the transition rule is true at the new state. 
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We assume that the firing of different transition rules is mutually 
excl ustve; i.e. ,at most one transition rul e can fire at a time. 

There are a number of similarities between the global model and 
other proposed model s (Kell er 76) and (Bochmann 78); but there are al so 
some differences. In particular, the global model does not have an 
explicit control $tructure for each process in the system. Instead, 
the transition rules in the global model descriQe the control structure 
of a "global controller,t

; hence, the name global model. It is assumed 
that the global controller can read and update the internal states of 
all the processes in the system. 

The global controller is a virtual entity; it is not a process 
in the system. HO\'/E!ver, its existence makes the system specification 
more concise and compact. On the other hand,since the global 
controller is not an acceptable notion in a distributed system, a 
global specification does not specify a'solution (i.e.,a system design); 
it merely specifies the problem (i.e.,the system requirements). In 
order to solve such a problem~ we should get rid of the global 
controller; i.e., replace its transition rules by sets of transition 
rules and assign each set to some process in the. system. The result 
is a new system model ,called the local model. The local model is 
discussed in detail in section 5. 

Now we give some examples of global specifications. 

Bounded Buffer 

The bounded buffer consists of three processes "producer", 
"consumer", and "bufprs". The "producer" has two variables "stfl 
(for state), and "indata" to hold the data which is to be sEmt to the 
"consumer" via the buffering process "bufprs". The producer state, 
referred to as "producer.st", can have one of two values "null" or 
"ready". If "producer.st" is "null", itmeans that the producer has 
no new data to store in the buffer. Whenever "producer.st" is "ready", 
it means that the content of the variable "indata" has a new value 
which can be copied in the buffer (provided there is an available space 
in it). Similarly, theUconsumerll has the two variables "st" and 
"outdata". The buffer process "bufprs" has an array of size N to 
store the received data. It has also two integer variables "in" and 
"out" ,where "in" is the total number of received data items from the 
"producer", and "out" is the total number of data items sent to the 
"consumer". The global specification is as follows: 
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system bounded buffer (N); 

process producer; 

var st: (null ,ready) init null; indata .. real; 

process consumer; 

var st: (nu11,ready) init null; outdata' real; 

process bufprs: 

rules 

var buffer: array 0 .. N-1 of real; 
in, out: integer init 0; 

producer.st = null ). producer.st'=ready and indata 1.= input; 
consumer.st = null ~ consumer.st'=ready and output = outdata; 
in < out + N and producer. 5 t = ready 
--->~ in' = in+1 and buffer'(in mod N) = indata and 

producer.st ' = nUll; 
out< in and consumer.st = ready 
--,----:)"'.out ' =out+1 and outdata '= buffer (out mod N) and 

consum~r.st'=nu11; 

end bounded buffer. 

Notes: (i) Because both "producer" and "consumer" have a variable 
named "st", we concatenate the· process name and the variable name to 
distinguish between the two variables. (ii) There are four transition 
rules in this system. The first rule refers to "producer.stu in its 
condition, and to "producer.stlll in its result to distinguish between 
the value of this variable before and after the transition rule firihg. 
(iii) The two reserved words inhut and output are used to imply 
reading from and writing into t e outside world. 

Shared Resource 

100 users share a common resource whi chcan be accessed by at most 
one user at a time. The 100 users are defined as a process array of 
size 100. Each of them can be in anyone of three states: 
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"null" ... means the user does not need (nor use) the resource, 
"need" ... means the user does need the resource, 
"busy" ... means the user does use the resource. 

system shared resource; 

processarray user (0 .. 99); 

rules 

var st: (null, need, busy) int null; 

user(i).st = null ___ ~) user(i).st'=need; 

user(i).st = need and (forall j:0 .. 99)(user(j).st ~ b~sy) 

-----+> user(i).st'=busy; 

user( i). st=busy ----o:lJ~ user( ; ). st I =null 

end shared resource. 

Notes: Each transition rule in this specification is written in 
terms of a free parameter "i".Since "t" is used as an index of the 
process array "user", its value ranges from 0 to 99. Therefore, 
each transition rule is equivalent to 100 different rules. For example, 
the first rule is equivalent to: . 

user(O).st = nUll~USer(o}.st' = need; 
user(l}.st = nUll. user('l).st' = need; 
user{99}.st = null • . user(99}.st' = need. 

But instead of writing all these rules; we adopt the above short-hand 
notation. 
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3. VERIFICATION TECHNIQUES 

In general, there are two classes of theorems which we may want to 
prove about a distributed system. A theorem in the first class has the 
form: 

At any instant P 
or P (for short) I 

where P is a first order predicate which contains some variables from 
the system specification~ P is called an invariant; and the theorem 
~s called an invariance theorem. The theorem implies that P is true in 
all the system states which can be reached from the initial state by 
any possible sequence of transition- rule firing. A two-step algorithm 
to prove an invariant theorem (Keller 76) is as follows: 

A1 gorithm 

step 1: 

step 2: 

Prove that the invariant is true in the system initial 
state' 
for all the transition rules in the system specification 
doProve that if the invariant is true before the rule fires 

-_ -then it is also ~rue after the rule fires od; 

From these two steps, the invariant is true at all reachable 
states by induction on the length of the firing sequence. An example 
is given later on. 

Another class of theorems which may be of interest has the 
__ following form: 

P * )Q 
where P and Q are first order predicates which contain some variables 
from the system specification. This theorem means that if the system 
ever reaches a state Sl where P is true, then in a -finite period of 
time (starting from Sl ) the system will reach a _ state S2 where Q is 
true. More speci fi ca 11y, there is an upper bound on the number of 
transitions which can fire after Sl before state S2 is reached. The 
proof of such a theorem consists of finding this upper bound. These 
theorems are called non-starvation theorems since as we will see most 
non-starvation theorems can be written using this form. -

Now we give some examples. Conslaer tne shared resource system 
in the previous section. -- There are two -theorems whi ch we want to -
prove about this system: 
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Mutual Exclusion 

if user(x).st = busy then (forall y:0 .. 99)(if y r x then user(y).strbusy) 

Non-Starvation 

user(x).st = need * ---->~ user(x) .st = busy 
, 

The first theorem states that at any instant at most one· user is­
busy using the resource. The second theorem states that if a user 
needs the resource, then it will get it in a finite period of time. 
The first theorem is from the class of invariant theorems, whereas 
the second one is from the class of non-starvation theorems. 

To prove the invariant of the first theorem, we first show that 
it is true at the initial state. Then, we show that if it is true 
before the firing of each transition rule, then it will also be true 
after the rule firing. 

Define S(n) to be the system state in which exactly n users are 
busy. Then, the initial state of the system is S(O); and the three 
transition rules of the system can be defined in terms of S(n) as 
follows: 

(1) S(n) ~S(n); 
(2) S(O)~S(l); 
(3) n ~ 1 and S(n) ~S(n-l); 

The mutual exclusion theorem can now be restated (then proved) as 
follows: 

Mutual Exclusion Theorem 

After the firing of any sequence of transition rules (the empty 
sequence is included), the system can either be in state S(O) or in 
state S(1). . 

Proof: The proof is by induction on the length of the firing sequence. 
First tne weorern is true after the E:llipty firing sequence sinc~ the 
initial state ;s S(O). Assume that the theorem is true after a firing 
sequen~e of length n, we w~Rt to show that it will be true after the 
(n+l)~ firing. The (n+1) __ firing can be of rule (1), rule (2), or rule 
(3). If rule (1) is fired, then S(O)~S(O), or S(1)~S(l). If 
rule (2) is fired, it means that the system was in state S(O), ~nd it will 
become in state S(1). If rule (3) is fired, it means that the system 
was in state S(l), and it will become in stateS(O). In all cases, the 
theorem is true after the (n+l)th firing. Thus, the theorem is true 
after any firing sequence. 
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To prove the non-starvation theorem, we need to show that if some 
user, user (x) say, is in a "need" state, then in a finite period of 
time his state will become "busy". Specifically, we want to show that 
there is an upper bound K such that at most K transition rules will' 
fire~ then· the state of user(x) becomes ·"busy". 

Actually, we' cannot prove thi s .tneorem because the'. system 
specification in the previous section does permit starvation. To 
show this, consider the system when user (x).st= need and user 
(y).st = nUll. Starting from this state, if the transition rules in 
the infinite sequence (1), (2), (3), (1), (2), (3), (1) ..• continue 
to fire for user (y), then user (x) will continue to 'be in a 
"need" state forever . 

. To prevent starvation from the system, we add an integer "count" 
to e,ach user. Initially, a user "count" has the value zero, and it is 
incremented each time the user state is changed from "need" to "busy". 
Thus, at each instant, the "count" value is the total number of times 
the user had an access to the shared resource. Whenever a number of 
users are in "need" states competing for the resource, the one with 
the smallest "count" will win. If there are more than one, one of 
them chosen, arbitrarily will win. The system, after these modifications, 
is as follows: 

system shared resource without starvatio~; 

processarray us~r (0 .. 99); 

rules 

var st: (null, need, busy) i ni t null; 

count.: integer init 0; 

users(i).st = null--->~ u~er(j).st' = need; 

user(i).st = need and 

(forall j:0 .. 99)(user(j).st t- busy) and 

(forall j:O .. 99)(if user(j).st = need then user(i).count ~ 

user(j).count) 
----r~\ userCi) .st'=busy and user(i) .count'=user(i) .count+l; 

user(i).st = busy ____ ~> user(i).st'=null; 

end shared resource without starvation. 
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Now we can prove the non-starvation theorem for this system. 

Non-Starvation Theorem 

user (x).st = need *. ~user (x).st = busy. 
Proof: Assume user (x).st = need, we ant to show that there is an 
upper bound K such that at most Ktransition rules will ffre before 
user (x).st = busy. The worst case is when the "states" of every 
other user is "null", and its "countll is zero. Starting from this 
state, each other user can compete for the resource, get it, and 
prevent user (x) from becomi ng II busy" • Thi's can conti nue until the 
"counts"of all other users exceeds the"count" of user (x) by one. 

'Therefore, 
K = 99 x 3 x (user(x).count+l) + 99 

where 99 is the number of other users in the system, and 3 is the 
number of rules that each user can fire to compete, get, and release 
the resource. 

In this section, the verification of a "simplell shared resource 
system has been discussed. Our .intent was to demonstrate the use of 
some general techniques for the verification of distributed systems 
using our global model. Next, we extend the discussion to more 
"el aborate ll exampl es of di stributed systems. In .each example, we 
specify some distributed system using the glottal model, and discuss the 
theorems which need to be proven in the order to verify the 
specification. 

4. EXAMPLES OF GLOBAL MODEL SPECIFICATIONS 

Three examples of global specifications are presented in this 
section. The first example is intended to demonstrate how to use 
abstract data types in conjunction with the global model to specify 
distributed systems in terms of abstract data structures. The next 
two examples are intended to express the model power in specifying a 
variety of distributed systems. 

Bounded Buffer with Abstract Data Types 

A bounded buffer system is specified in section 2. Here, we 
specify the same system except that the buffer is declared to be of 
type "queuell(instead of an lIarrayll). The data type "queuell can be 
defined usin9 any technique to specify data types such as (Guttag 77) 
or (Boyd 78b). Assume that the following four operations are defined 
for the data type "Queuell : 

1 ength: queue-...;....-----~;,~· integer 
add: queue x element > queue 
remove: queue ~ queue 
top: queue > el ement 
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since the exact definitions of these operations are of little 
value to the discussion in this paper, we skip these definitions 
assuming that the reader has a reasonable idea about the meaning of 
these operations. These four operations can be used to specify the 
bounded buffer system as follows: 

system bounded buffer (N); 
process producer; 

var st: (null, ready) init null; indata: real; 

process consumer; 
var st: (null, ready) init null;' outdata: real; 

process bufprs; 

rules 

var buffer: queue init length (buffer) = 0; 

producer.st= null-->,.producer.st ' = ready and indata ' = input; 
consumer .st = null :> consumer .st I = ready and output = outdata; 

length (buffer)~ N and producer.st = ready 
---)~buffer' = add (buffer, indata) and producer.st ' = nUll; 

length (buffer)~ 0 and consumer.st = ready 
--...;=:>,.outdata I = top (buffer) and 

buffer I = remove (buffer) and consumer.st l = null; 

end bounded buffer. 

In order to verify this system, we need to prove the following two theorems: 

Invariant Theorem: o L 1 ength (buffer) L. N 

Non-Starvation Theorem: indata = X * :> outdata = X 

The non-starvation theorem states that if the producer ever produces a value 
X then in a finite period of time the consumer will get it. 
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Readers.and Writers 

100 users share a conunon resource. A user can read or write the 
resource such that any number of users can read the resource simulta­
neously; whereas a writer needs a sole access to the resource. ' 

system readers writers; 

process array user (0 .. 9:9) 

varst = (null, need, busy) initnull; rqst = (read, write); 

rules 

user(i).st = null---:>~user(i).st' = need and user(i}.rqst' = 
input; , 

user(i) .st = need and user( i) .'rqst = read and 

(forall j: 0 .• 99) (if user(j).rqst = write then user(j) .st = null) 

--~>~user( i) .st' = busy; 

user( i) .st = need and user( i). rqst= write and 

, (foral-l j: O .• 99) (user(j) .st Ibusy) 

--....;>~user(-i) .st' = busy; 

,us,er(i} .st = busy---)user"(f) . sf' = null; 
r • " . 

end readers writers. 

To V,eri fy thi s ,system, we need to prove the fo 11 owi ng theorems: 

Mutual Exclusion: There are two theorems to prove: 

Theorem 1: If a user is reading, no user is writing; i.e.~ 

if user(x).st = busy and user(x) .rqst = read -.. . .-
then (forall y: O .• 99) (4f user(y) .rqst = write then 
--user(v) .st ~ busy) 

Theorem 2:1f a user is writing, no other user is busy;;i:e., 

if user(x) .st = busy and user(x).rqst = write 

., then (forally: O .• 99) (if y :f x then user(y) .st ~ busy) 
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Non-Starvation 
user(x).st = need and user(x) .rqst = write 

* ;>user(y) .st = busy and user(y) .rqst = write 

This theorem states that if a user needs to write, then in a 
finite p~riod of time a user (may be another one) will write. This is 
a weak non-starvation theorem. To make it stronger, we need to modify 
the specification as discussed in section 3. 

Five Dining Philosophers 

Five philosophers spend their lives thinking and eating. The 
philosophers sit at a circular table with a bowl of spaghetti' in its 
center •. The table is laid with five forks. On feeling hungry, a 
philosopher picks up the fork on his left and the fork on his right, 
eats, then puts down both forks. The system specification is as follows: 

system dining philosophers; 
process array for~(o .. 4); 

var st = (putdown, pickup) init putdown; 
process array ph (0 .. 4); 

var st: (think, hungry, eat) init think; 
rules 

ph( 1) .st = thi nk.--...;>~ph( i) .st' = hungry; 

ph(i).st = hungry and fork(i).st = putdown and 
fork(i+l) .st = putdown ,>ph(i) .st' = eat and 
fork(i) .st'= pickup and fork (i+1) .st' = pickup; 

ph(;) .st = eat.-. -~>~ph(i) .st' = think and 
fork(i).st' = putdown and fork(i+l).st' = putdown; 

end dining philosophers. 
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5. THE LOCAL MODEL 

As demonstrated by :th,e above examples, the global model is a useful I 

tool to specify and lI'easily" verify distributed system specifications. 
However, one of the model's problems is the lack of mechanisms to specify 
potential parallel ism within these systems (since' transition rules can 
only fire one ata time). On the other hand, it 'is this "non-parel1el 
behavior" which simplifies the verification of distributed system 
specifications. In general,' one needs a compromise between these two 
seemingly confl icting needs; i.e., introduce a scheme to specify 
parallelism into the model whileretaini ng most of the features which 
ease verification. In this section, such a compromise is discussed. 

Fi rst, we present a scheme to specify parallel ism into the global 
model. The resulting model is called the local model. Then we show 
that in a' "large"number of cases, proving a theorem for the local 
model specifi,cation (i.e,., with parallelism) is equivalent to proving 
the same ,theo,rem for· a global model specification (i .e. ,without 
parall e1 i s'm) • 

In the local model, each transition rule belongs to one process in 
the system; and each process has one or more transition rules. The 
transition rules in one process can only fire one at a time. Parallel-

. ism is achieved when transition rules in different processes fire 
simul taneously. Therefore, the maximum number of trans ition rul es 
which can fire simultaneously equals the number of processes in the 
system. 

As an example, a local model specification for the bounded buffer 
system defined in section 2 is as follows: 

system bounded buffer (N); 

process producer; 

var st: (null, ready,) init null; indata: real; 

rules 

producer.st =null ____ >~producer. st'= ready and 
indata' ~ jnput; 

end producer; 
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process, bufprs; 
var buffer: array 0 •. N.,.l of real; in, out = integer init 0; 

rules 
in< out + Nand 
producer.st = ready ____ )~in'= in + 1 'and' 

out < in and 

buffer' (in mod N ) = indata and 
producer.st t = null 

consumer.st = ready--__ )~out'= out + 1 and 

end bufprs; 

process consumer; 
var st: (null, ready) 
rules 

outdata' = buffer (out mod N) and 
consumer.st' = null 

init ready;. outdata: real; 

consumer.st = null----)~consumer.st' = ready' and output = 
outdata; 

end consumer; 
end bounded buffer. 

For the sake of the local model, we assume a "discrete" view of time. 
The system state can be only observed at discrete instants of time t" t2, ••• 
At an~ ins~ant, say ti' .the syste~ ~tate S>r~mains fixed, and no 
actlvlty (l.e., transltlon rule flrlng) takes place. However, at the 
next instant, ti+l' the system state Si+1, may be different from Si, 
implying that some transition rules had fired in the unobserved time 
period between ti and ti+]. As in the global. model, a transition rule 
in the local model fires between a pair of observed time instants ti and 
ti+l' only if its condition is true at ti. If the rule does fire between 
ti and ti+l then its result is true at ti+l. 

Because of this discrete view of time, the local model allows only 
an "ideal" type of parallelism. Two transition rules in different 
processes can either fire simultaneously (i.e., between the same pair of 
successive time instants), or in sequence (i.e., they fire between 
different pairs of successive time instants). If the two transition 
rules have disjoint variables then whether the two rules fire simul­
taneously or in sequence, the system still reaches the same global state. 
This means that the introduced parallelism does not introduce "new" 
reachable states to the system. The parallelism merely "speeds-up" 
the reaching to the "old" reachable states. 
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This property can be used to simpl ify theorem proving for the local 
model. As an example', assume it is required to prove an invariant P 
for some system S specified tn the local model. One needs to show that 
P is true for all the reachable states of S. To do so, one can ignore 
the parallel ism (implied by the local model) assuming that all the 
transition rules in the system only fire one at a time (i .e., global 
model). Then, the techniques outlined in section 3 can be used to 
prove P. Hence, Pis· true tfthe transition rules are Jiredone at a 
time. But, because the parallelism does not introduce new system states, 
P is also true in the local model. NoW' that we have established 
the importance of pteventinq oatal1 eliSm JtOTi1ir'lttodutino new system 
states, we need some way to achieve this property. In particular,we 
need a set of restrictions (i.e., a discipline) to write transition rules 
such that this property is achieved. A discipl ine to write transition 
rules in the local model is discussed next. 

In. the local model, the .transition rules in a process can only 
test (in their condition parts) and update (in their \'esu1t parts) two 
classes of variables, namely, the process local variables and sequencers. 
A sequencer is a variable local to some process but it can be tested 
and updated by transitionru1 es in other processes in the system. 
There is no limit on the number of sequencers which are defined in a 
process. A sequencer should satisfy the following conditions cow;erning 
its dec1aration~ testing, updating, and its associated variables. 

Sequencer Declaration 

A s.equencer is a variable of an enumerative type. It is declared 
using the reserved word se~. For example, the following statement 
declares a sequencer "x" w ich has five values: 

~ x : (xl , x2, x3, x4, x5); 

Sequencer Testing 

A sequencer can be tested in the condition part of any transition 
rule in the system. The test can only be of the for,m: seq name = seq 
value. Moreover, if a transition rule in one process tests for one 
value of a sequencer then no transition rule in any other process can 
test for this same value. This does not exclude the case when two 
(or more) transition rules in,the same process test for the same value. 
As an example, assume that the following three transition rules . 
(which test sequencer x) belong :t.q, <the, same process P: 

x = xl _________ ......;>~· yet = input and x = x2; 

x = x2 and z = 2 > Wi = V I + 20 and z I = Z + 2; 

x = x2 and z = 4 >x I = x4; 
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Then the fo110wtng rule cannot belong to ,any process in the system 
other than P: 

x = xl_--------).,x'. ='x2; 

since it tests for value xl which is tested by some rule in P. 

Sequencer Updating 

A sequencer can be updated by. the resul t part of any trans ition 
rule in the system if the rule tests the sequencer in its condition 
part. Because of this condition, each sequencer should have an 
initial value. . 

A sequencer update can only ,be of the fOr;'m: seq name' = seq value. 
For example, the 'following transition rule correctly updates the above 
sequencer "x": 

x = x2 and z = 4 ----->~x·" = x5; 

On the other hand, the next two rules are wrong: 

y = ,1 and z = 4 )x t= x5; 
x = x2 ancr z = x5 ___ ~_~~~x I. = z; 

The first rule updates sequencer x in the result part wlthout testing 
its value in the condition part. The second rule updates sequencer x 
using an inappropriate form. 

Sequencer Associ ated Vari abl es 

. Let x be a sequencer local to some process P. A variable v local 
to P is said to be associated with x if each transition rule in P 
which reads or updates v in its result part also tests x in its condition 
part. If v is associated with sequencer x,then any transition ru.1e 
in the system which tests x in its condition part can test, read, or 
update v in its result part. , 

After stating the sequencer conditions, it is useful to discuss 
the motivations behind these conditions. As mentioned earlier, the 
basic motivation ;s to prevent the parallelism from introducing new 
reachable states to the system specification. Specifically, the 
following theorem is true: 

Theorem 1 

Let S be a distributed system specified in the local model. If S 
is at state Sl where some transition rules (in different processes) can 
fire simultaneously causing S to become in state 52, then if these rules 
fire in any sequence starting from Sl, S will become inS2' 
Proof: Let r1' r , ... , r be the transition rules which can fire . 
simultaneously ca~sing S ~o change its state from Sl to S2' To show that 
these rules can fire in any sequence cuasing the same state change, it is 
sufficient to show that no two of these rules share any variables. 
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In other words, it is sufficient to show that any two rules ri and 
rj do not test (in their conditio~parts), read or update (in their 
result parts) any common variables. The condition parts of r i and 
rj contain local variables ands:quencers. But since they ~an fire 
slmultaneously, they belong to dlfferent processes; and thelr local' 
variables are different.Moreover~ they can only test the same 
sequencer for different values; but since they can fire simultaneously 
and a sequencer (like any variable) can only have one value at a time, 
ri and rj must have different sequencers, if any, in thei r condi tion 
parts. 

The result par~s of ri ~nd rj can.have local variables, sequencers~ 
and sequencer assoclated varlables. Srnce they' don't test the same 
sequencers in their condition parts, they can neither update the same 
sequencers nor read nor update the same sequencer associated variables 

. in their result parts. Thus ri and r' do not have any common . 
. variables; and the final state willb~ the same if they fire simul ta-
neously or if they fire in se9uence.. ... .' 0 

From the above theorem, lt can be shown that provlng lnvarlants 
fot a local model specification is equivalent to proving these invar­
iants for the same specification assuming that transition rules in the 
system fire one at a time. 

Theorem 2 

Let P be an invariant for some dist~ibuted system specified in the 
local model. ,If P is true when the transition rules in the system fire 
one at a time, then Pis true for the local model. 
Proof: In the local model, transition rules in differ~nt processes can 
fire simultaneously. But from theorem 1 this parallelism does not 
introduce "new" reachable states. Since P is true at all the "old" 

- r~Clchabl.~ ~tates, then it is also true for the local model. . 0 
Another important motivation for defining sequencer conditions 

as they are defined in this $ection is to ease the checking of whether 
or not a given local specification satisfies these conditions. 
Actually these conditions can be verified purely on the basis of the 
specification syntax .. Thus, the checking can occur at compile time, 
and it can be easily automated. 

Now, a word of caution. The concept of sequencers is intended to 
specify synchronization in the local model specification. So it is a 
specification tool. It .is not intended to be an implementation tool. 
It should not be viewed as a hinton how synchronization between . 
communicating processes should be implemented. Our only criterion for 
selecting sequencers in the local model is ease of proofs. 

6. EXAMPLES OF LOCAL MODEL SPECIFICATIONS 

In this section, we present some examples of distributed system 
specifications using the local model. To compare between local and 
global specifications, some examples in this section are for' 
distributed systems whose global specifications are introduced earlier. 
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Shared Resource: 

The shared resource problem is discussed in section 2. A local model 

specification for the problem is as follows: 

system shared resource using semaphore; 

process array user (O~.99); 

~ st: (null, need, busy) init null; 

rul es 
user( i} .st = null ) user( i) .st I = need; 

user(i}.st = busy and sem(i) = one 

---~) user( i) .st I = null and sem( i) = zero; 

end user; 

'process semprs; 

~ sem: array 0-•• 99) of (zero, one) init zero; 

rules 
user( i) .s t = need and (fora llj: 0 .. 99) (sem{ j) = zero} 

___ ~)user(i).st' = busy and sem(i) = one; 

end semprs; 

end shared resource 

Notes: (i) If this specification is compared with the global 
specification in section 2, we note that a new process "sernprsll is 
added to the system to provi de the required synchroni zation. (i i) The 
new process contains 100 semaphores (defined as a sequencer array) 
so that· each user process can test and update. its own, semaphore; thus, 
the sequencer conditions a resa tis fi ed. ( iii) The new process . 
represents a II cen tral ll controller for the system. To show that is not 
a characteristic of the model but it is a characteristic of our chosen 
solution, we present another specification for the same problem. 
In this specification, there is a token which is being passed from one 
user process to another (Lelann 77). If a user process needs the 
resource, it waits until it receives the token, keeps it, then 
accesses the resource. When it is done, it gives the token to the 
next user process: 
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system shared resource using token; 

process a rray user (0 .. ~W; 
~ token: (act, inact) init user(O). token = act and 

(fora 11 j: 1. ~ 99) (user( j). token=i nact) ; 

var st (null, need, busy) init null; 

rul es 

end user; 

user(i).st = null 
_--->~user(i),.st' = need; 

user( i) .st = null and user( i). token = act and 
user( i+l ). token=inact 

. . 
---~) user( i). token' = inact and user (i+l). token' = act; 

user(i).st = need and' user(i). token = act 
---;>~ user( i) .st' = busy; 

user(i) .st = busy 
--------·>~user(i) .st' = null; 

end shared resource 

Note: Each of the above local specifications specifies a possible 
solution for the same shared resource problem. The global specification' 
of the same problem (in section 2) specifies only the solution require­
ments without suggesting any specific way to solve it. 

Minimu~ Holding Scheduler 

. Consider a system with 100 users who share a common resource which 
can be accessed by, at most, one userata time. The system has a 
sCheduler to assign the"resource to the user who will hold the resource 
the shortest time .. Each user has a local variable called "hldtim" of 
type positive integer .. When a user needs the resource, the value of 
its "hldtim" equals the expected holding time of the resource by the 
user., UHldtimU is .chosen· to be of type positive integer so that it has 
a minimum value namely one time unit. The system specification is as' 
follows: 
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system min hold scheduler; 

process array user (0 •. 99); 
~ st: (null, need, busy) init nuJl; 
var hldtim: posttiveinteger; 
rules 

end user; 

user(i).st = null 
______ ~>user(i).st' = need and user(i) .hldtim' = input; 

user(i) .st = busy and state( 1) = inuse 
--->~user(i) .st' = null and state' (1) = free; 

process scheduler; 
~ state: array O .. 99: of (free, inuse) init free; 
rules 

user(i) .st = need and 
(forall j: 0 .. 9.S) (state (j) = free) and 
(forall j: o . . 9~'j (if user(j) .st = need then 
user(i). hl dtim L user(j) .,hl dtim) 
--->~user(i).st' = busy 'and state'(;) = inuse; 

end scheduler; 

end mi n ho 1 d. 

Note: The scheduler has an array of 100 binary sequencers; one 
sequencer for each user process. This array is introduced (instead of 
a single binary variable) to satisfy the sequencer condition that each 
process can only test a sequencer for some specific value for which no 
other process can test the same sequencer. Local specifications tend 
to increase the number of variables in the system. 

7. CONCLUSIONS 

We presented two formal models to specify distributed systems, a 
global model and a local model. The two models differ only in their 
abilities to specify parallelism and i,n their needs to specify 
synchronization exp1 icit1y. 
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In the global model, events are assumed to be effected. _ 
one at a time by some global controller. Therefore, potential parallel­
ism cannot be specified. Moreover, synchronization between conflicting 
events is achieved automatically; thus, no explicit synchronization 
mechanism or policy is needed. These. characteristics make global 
specifications simple and straight-forward. In particular, the 
mechanisms and/or pol ides which will be introduced to the system 
(during the design phase) to achieve synchronization need not to be 
present in the system global specification. For this reason, the 
global model can be used to specify the system requirements without 
suggesting how the system should be designed or implemented. 

In the local model, .non-conflicting events can occur in parallel, 
and potentially confl icting events are serialized, by the aid of 
"sequencers",. Therefore, potential parallelism can be specified and 
expl icit synchronization pol icy is required. Notice that "sequencers" 
can be regarded as an explicit synchronization mechanism which is 
built into the local model. For this reason, the local model can be 
used to'specify different system designs which achieve the system 
requirements. 

The two model s have very simi 1 ar syntax to ease the use of both 
models during the requirement analysis phase and during the system 
design phase. From our experience, both models seem to provide 
concise specifications for otherwise hard systems. 

In the paper, we also discuss some general techniques to write and 
prove theorems about specifications in both models. $0 far, these 
techniques have proven very convenient to reason about distributed 
systems. 

Acknowledgement. 

We are thankful to Debra Jones and Charlotte Zurn for typing this manuscript 
(in parallel) in such short notice. 



REFERENCES 

(Bochmann 78) 

(Boebert 79) 

(Boyd 78a) 

(Boyd 78b) 

(Brinch Hansen 78) 

(Gouda 76) 

(Gouda 77) 

(Guttag 77) 

(Greif 75) 

(Hoare 78) 

(Jensen 78) 

(Keller 76) 

(Lamport 78) 

(Laventha1 79) 

(Le1ann 77) 

-177-

G. V. Bochmann, Synchronization in Distributed 
System Modules. Pt()c~3rdBerke1e~ Workshop, 1978. 
W. E. Boebert, et. at. NPN: A Flnlte·State 
Specification Technique for Distributed Software. 
Pro~. s~ecifi catiohs . ()f ReHab1 e· Software, 
Aprl1, 979, pp. 139-149. . 
D. L. Boyd and A. Pizzarello, An Introduction to 
the WELLMADE Design Methodology, IEEE Transactions 
on SE, Vol. SE-4, No.4, July, 1978. 
D. L. Boyd, A. Pizzarello and S. C. Vestal. 
The Rational Design Methodology- Final Report, 
RADC-78-208. 
Per Brinch Hansen. Distributed Processes: A 
Concurrent Programming Concept. Communications 
of ACM, Vol. 21, No. 11, November, 1978, 
pp. 934-941. 
M. G.Gouda, et al. Protocol.Machines: A Concise 
Formal Model and its Automatic Implementation.· 
Proc. International Conference on Computer 
Communi cation ,August, 1976. .. 
M. G. Gouda. Toward a Logica1Theor~ of 
Communication Protocols. Ph.D. Thesls Department 
of Computer Science, University of Waterloo, 
Waterloo, Ontario, Canada, 1977. Also a CCNG 
Tech. Report T-74, University of Waterloo. 
J. V. Guttag, Abstract Data Types and the 
Development of Data Structures. Communications of 
the ACM, Vol. 20, No.6, June, 1977, pp. 396-404. 
I. Greif, Semantics of Communicatin~ Parallel 
Processes. M.I.T. Project MAC TR-l 4, September, 
1975. 
C.A.R. Hoare, Communicating Sequential Processes, 
Communications of the ACM, Vol. 21, No.8, 
August, 1978, pp •. 666-677. 
E. D. Jensen, The Honeywell Experimental Distributed 
Processor - An Overview. Computer, January, 1978, 
pp. 28-39. 
R. M. Keller, Formal Verification of Parallel 
Programs. Communi ca t ions of ACM, VoL 19, No.7, 
July, 1976, pp. 371-384. 
L. Lamport, Time, Clocks, and the Ordering of 
Events in a Distributed System. Communications 
of the ACM, Vol. 21, No.7, July, 1978, pp. 558-565. 
M. Laventha1, Synchronization Specifications for 
Data Abstractions. Proc. Specifications of 
Reliable Software, April, 1979, pp. 119-125. 
G. Lelann, Distributed Systems-Towards a Formal 
Approach. Information Processing 77, edited by 
B. Gilchrist, North-Holland Co., 1977. 



REFERENCES (cont.) 

(L i~kov 75) 

(Parnas 72) 

(Robinson 77) 

(Riddle 79) 

-178-

. 
8. H. Liskoy, et, ~l. Specification Techniques 
for Data Abstr~ctions. IEEE Transactions on 
Software Engineering, Vol. SE~l, No.1, March, 
1975, pp. 7 .... 19. 
D.L. Parnas, A Techni'que for Software Module 
Specification with Examples. CbJiDtJun;tations of 
the ACM, Vo 1. 15, No.5, May, 1972, pp. 330 .. 336. 
L. Robi nson ,et. al, A fonnal Methodology for the 
Desi9n of Operating System Software. In R. Yeh 
(ed. ), Current Trends in Programming' Methodo logy, 
Vol. I, Prentice-Rall, Inc., Englewood Cliffs, 
N.J., 1977. 
W. E. Riddle, et. al, Abstract Monitor Types, 
Pro~. Sfecifications'of Reliable Software, 
Aprl1, 979, pp. 126-138. . 



-179-

PROTOCOLS FOR DATING COORDINATION 
Danny Cohen and Iechiam Iemini 

USC/Information Sciences Institute 
4676 Admiralty Way 

Marina del Rey, California 90291 

Abstract 

This paper is about the process of specifying protocols for computer 
communication. It uses a dating coordination protocol as an example for 
an interprocess communication. Since this problem has some timing 
constraints built into it, the resulting discussion is different than 
most of the more familiar protocols which do not have requirements 
associated with timing. Several protocols are discussed here in order to 
i~strate different aspects of the specification issue. 

1. BACKGROUND 

In the rural area of Oceanview, Kansas, people are too busy to arrange 
their own dates. In order to alleviate this· problem a dating center 
(hereafter "C") was founded by the local church. 

The dating center operation is generally simple. When a 
(hereafter "I") is interested in a date, he writes a letter 
center, requesting a date with his sweetheart (hereafter "I"). 
pity that there are not many phones in this area, isn't it? 

person 
to the 

It is a 

Typically a requested date is blessed unless it is found to be in 
conflict with the center's policy, due for example to the lack of common 
approach to the arts. In the lucky event that the date is blessed a 
time is assigned for X andY to meet at the center. Letters are then 
sent to both, notifying them about the particulars of the upcoming 
event. Needless to say, church tradition strictly forbids X and I from 
being in direct communication before their· supervised meeting at the 
center. 

Sections 2 through 7 of this note discuss a protocol for this 
coordination. 
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Most of the population of Oceanview is quite happy with this dating 
service. However, the Japanese community of Oceanview found it hard to 
take advantage of this dating service. Due to different cultural 
background it is very hard to find a common approach to the arts with 
the rest of the town people. 

Therefore the local Buddhist -temple decided to sponsor another dating 
center operating with different rules. 

Section 7 discusses a different dating coordination protocol, geared to 
the needs of the local Japanese community. 

2. THE SPECIFICATION OF THE OBJECTIVES 

The objective of this protocol is to allow X to cause C to dispense the 
same time and place assignment for blessed dates, both to himself (X) 
and to the other party (Y). This operation should succeed in spite of 
the postal communication which in that part of the country (unlike 
others) may lose letters, delay them for an arbitrary amount of time 
(hence causing occasional "out of order" delivery) and, believe it or 
not, del iver several duplicates of the same letter. It is assume~ .... that 
no Y ever declines to accept a blessed date. 'b~ 

3. THE SPECIFICATION OF THE PROTOCOL 

The protocol employs the following letters: 

[1] X=>C: <DATE-REQUEST>, X, Y, RX 

This letter is used by X to request C to issue the time and place 
assignment to both X and Y. This issuance will have the effect of 
notifying Y that X is interested in dating her. The RX in this letter 
is a reference number that X assigns to this expected date. 

[2] C=>X: (HEARD-YOU>, RX 

This letter is sent by the center to acknowledge the reception of X t S 

letter. It constitutes neither an approval nor a denial of the date. 

[3] C=>X,Y: (BLESSED>, X, Y, T&P, RX, RC 

This is an official nQtificationof the blessed date which is sent to 
both parties. T&P is the specification of the time and place assigned 
for this date, and RC is the reference number assigned to it by C. 

[4] C=>X: (DENIED>, RX, RC 

This is the official denial of the date, which is sent only to X. 
[5] X,Y=>C: (TNX> , RC 

This is the letter that X and Y send to the center upon rece1ving either 
a (BLESSED> or a (DENIED> letter. 
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4. THE OPERATION OF THE X AND YPROCESSES 

state Condition 

1 IDLE: wants to date 

rec'd <BLESSED> 

2 WAIT-FOR-ACK: T1 goes off 

T2 goes off 

rec'd <HEARD-YOU> 

rec'd <BLESSED> 

rec'd <DENIED> 

3 WAIT-APPROVAL: T3 goes off 

rec'd <BLESSED> 

rec'd <DENIED>. 

4 HAPPY: date termination 

Action Next 
------ State 

send <DATE-REQUEST> 
set timers T1 and T2 2 

send <TNX> 

send <DATE-REQUEST> 
set timer T1 

set timer T3 

send <TNX> 

send <TNX> , ~xpunge 

send <TNX> 

RA 

send <TNX>, expunge RA 

4 

2 

1 

3 

4 

1 

1 

4 

1 

1 

Any other event is ignored. T1 is presumably very much smaller than T2. 
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5. THE OPERATION OF THE C PROCESS 

State Condition Action Next 
State 

1 IDLE rec'd <DATE-REQUEST> send <HEARD-YOU> 2 

2 CHECKING date approved 

date denied 

3 WAITXY rec'd <TNX> from X 

4 WAITX 

5 WAITY 

rec'd <TNX> from Y 

T4 goes off 

T5 goes off 

rec'd<TNX> from X 

T4 goes off 

T5 goes off 

rec'd <TNX> from Y 

T4 goes off 

T5 goes off 

6 WAITXX rec'd <TNX> ~om X 

T4 goes off 

T5 goes off 

send <BLESSED> to X and Y 
set timers T4 and T5 3 

send (DENIED> to X 
set timersT4 and T5 6 

5 

4 

send <BLESSED> to X and Y 
set timer T4 3 

send <BLESSED> to X 
set timer T4 

send <BLESSED> to Y 
set timerT4 

send <DENIED> to X 
set timer T4 

1 

1 

4 

1 

1 

5 

1 

1 

6 

1 

Any other event is ignored. T4 is presumably very much smaller than T5. 
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The above is, obviously, the description of a single instance of C, 
dedicated to handle a specific DATE-REQUEST. It is assumed that C has a 
central process which identifies new requests, and creates new instances 
to handle them. 

6. DISCUSSION 

We believe that this protocol is capable of performing a good job. 

However, it is obvious that the specifications 'of the objectives, as 
given in section 2, do not cover all the issues which are covered by the 
design and by the implementation specification of this protocol • 

. We suggest that the reason is that the real objectives are not fully 
specified. Therefore, the above protocol is an "overkill" for the 
specification, and simpler protocols which meet the same given 
specifications may be devised. 

6.1 Simpler Protocols 

For example, in order to meet the objectives, as specified 
the <DATE-REQUEST> and the <BLESSED> messages are needed. 
<HEARD-YOU>, nor the <DENIED>, nor the <TNX> are needed. 
neither the timeouts nor the retransmission are needed. 

above, only 
Neither the 

Similarly, 

Hence, a possible simpler protocol has only the <DATE-REQUEST> and the 
<BLESSED> m~ssages, without the <HEARD-YOU>, the <DENIED>, the <TNX> and 
any of the timeouts. 

It is not hard to verify that this pro~ocol meets the objectives as 
specified in section 2. Obviously it is less robust in respect to 
communication imperfections, but this was not specified there. 

It is obvious that what we meant is to make sure that the transactions 
are successfully conducted, in spite of the unreliability of the 
supporting communication medium. 

However, the term "sure" above has to be taken wi th a grain of salt. 
Obviously itis impossible to have a perfectly reliable communication on 
top of an unreliable medium. What if the Oceanview post office goes 
suddenly on strike ?!! Even though federal employees are not expected 
to strike, this is still a possibility. 
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In more precise terms, what-is meant is that the success probability, of 
the entire transaction, should be above a certain threshold, in spite of 
a lower (positive) communication success probability. 

The above protocol is probably a pretty good answer for this 
interpretation of the objectives. 

We suggest that in general the problem specification should include, 
quantitatively, the reliability parameters and other relevant 
information about the environment in which the problem is embedded, like 
the performance of the supporting communication system, for example. 

If only the increased success probability is added to the objectives, 
then there is even a simpler protocol which still meets the objectives. 

This protocol, as the previous one, has only the <DATE-REQUEST> and the 
<BLESSED> messages. It does not have the <HEARD-YOU>, the <DENIED>, the 
<TNX> messages and any of the timeouts. It achieved the desired increase 
of reliability by flooding the communication system with multiple copies 
of each message, ad infinitum. One can prove that if the probability of 
a successful delivery of a message is arbitrarily small, but greater 
than zero, then the probability of a successful conclusion of a 
transaction is arbitrarily close to 100J. 

6.2 Efficiency and Cost Considerations 

However this protocol is not considered acceptable since some cost is 
associated with the transmission of messages. It results from both the 
communication cost, and/or processing limitations. In our story the 
transmission cost is paid in postal stamps, and processing lirriitation 
are reflected by the understanding that if too many copies of the first 
<DATE-REQUEST> reach the center, the center may never have the chance to 
notice another request. 

Therefore, we suggest that in addition to specifying the desired 
performance, the cost parameters must be specified, too. One should be 
able to specify that he is very much interested in having a date, but 
that he is not willing to pay more than so many stamps for it. 

However, there is an even simpler protocol which is based on the center 
continuously telling everyone to be always at the center, just in case 
someone wants to date them. This can guarantee (i.e., with probability 
arbitrarily close to 100S) that if your requested date is blessed (or 
even if it is not) then when you go to the center, your date is there. 
It is conceivable that some people may have some objections to this 
procedure. Camping on th·e front lawn of the center for several weeks 
before the data commences, 1s not that much run. 
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The problem of missing knowledge in the protocol objectives 
specification causes major difficulties not only to the protocol 
deSigner community, but also to the protocol verification community. 

6.3 Complete Specification 

There are probably several other possible protocols which meet these 
objectives, and have similar flavor. All of them result from the lack 
of complete specification. 

The missing specification includes typically the "obvious" details, 
which do not require explicit mention, but are implied from our general 
experience in dealing with communication protocols. They include the 
performance parameters, the cost parameters both for the communication 
and the processing resources , the cost associated with omission and 
commission errors, and the like. 

One may argue that this type of specification does not belong to the 
particular problem at hand,but to the general dOmain of message 
communication, and separate the specifications into two parts, the 
particulars of the given problem and the generalities of the domain. 

We suggest that in message communication the domain has to be 
parameterized, where the assignment of the parameters is a part of the 
specification of a particular problem. The model of probabilistic 
delivery, communication and processing costs, omission and commission 
errors and the like belong to the domain, but the value of these 
probabilities and the various'costs are parameters which depends on each 
specific problem. 

It is unfortunate that we still do not know· how to completely specify 
the objectives of a protocols. These objectives must include .the 
parameter s of the environment, such as the supporting communication 
medium (below) and the expected· traffic '(above), the various costs 
associated with usage of resources such as message transmission, 
processing and storage, and with delays, communication errors, and the 
like. 

It is amazing that even though we do not yet possess the ability to 
accurately specify protocol objectives, we have ,enough "engineering" 
~kperience to guide us in implementing protocols which do a remarkably 
good job of message communication. 

The nature of these performance and cost related parameters introduce 
the notion of approximations. Protocols are not either correct or 
incorrect, but are more like many numeric problems which have a 
continuous spectrum of accuracy. 
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For some problems the objectives are such that the correctness of 
message delivery is more important than its efficiency. File transfer 
requires that each bit is reliably received, even if this implies 
delays. Speech communication requires efficiency and low delays, more 
than perfect accuracy. For speech a certain amount of errors is 
tolerated if this is necessary for delay considerations. Obviously, this 
cannot be carried to the extreme in which a zero delay is achieved by 
compromising (totally?) the accuracy of the signal. 

7. THE JAPANESE DATING COORDINATION PROTOCOL 

The Japanese community in Oceanview is much more permissive than their 
neighbors downtown. Direct communication between the parties is not 
only allowed before the date, it is even encouraged. The center role is 
limited to providing consultation, addresses and other matters of 
importance. 

After choosing his sweetheart, a person writes her directly and invites 
her to meet him, in the temple gardens, at a certain time. Typically 
the recipient responds rather anxiously, and sends a letter of 
confirmation. 

Due to old Japanese tradition one loses face if stood up for a date. 
Losing face, in this community, results always in the tragic act of 
harakiri. 

When the number of these tragic acts soared, the temple leaders were 
. able to correlate it with the low quality of the local postal service. 

Without delay they set out to design a protocol 'which would assure the 
safety of all dates, thus eliminating the recurrence of these tragic 
consequences. 

Unfortunately this task proved to be more difficult than first expected. 

The reason for this difficulty is that since losing face is a serious 
matter, in fact a matter of life and death, the required level of safety 
must be 100%, not a bit less. 

It turned out that no protocol could guarantee that absolute 
reliability, even with·any finite delay. When a young mathematician 
managed to prove that such a protocol could not exist, the wise men at 
the temple were very disappointed. 

For the benefit of the interested reader the proof is sketched below. 

Suppose that P(N) is a protocol which under the existing conditions 
could guarantee a safe date, where the probability of a message to be 
successfully delivered is less than 100%. 
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The last message, the Nth one, could not carry . information which is 
essential for the safety of the date, since 1 ts sender cannot be sure 
that it was received by the other party. Since it carries no essential, 
information, it· could be eliminated, and a stamp can be saved. Since 
P (N) is a safe protocol, so is P(N...;1), which is the protocol consisting 
of the first N-1 messages'of peN). 

Therefore a P(N-2) exists, too. So does P(N-3) and so on. Therefore, 
P(O) exists. This means that a safe date can be arranged without any 
exchange of messages. 

Since the dating process is essential for the well being of the 
community, other communication alternatives are under study now. 

8. CONCLUSIONS 

Complete specification of protocols are needed for optimal 
implementation and for verification. 

Even though we, as a community, have gathered an impressive experience 
in implementing protocols, our ability to specify accurately and 
precisely the objectives of protocols still leaves a lot to be desired. 

We suggest that the specifications of message communication protocols 
should include the parameters of the environment. the parameters of the 
performance and cost constraints. The ~ost should include the effects 
of errors •. of both' kinds. It should be kept in mind that absolute 
reliability cannot be guaranteed in environments which are less than 
perfect. 

It is probably possible to divide the specifications into (i) the 
particulars of the specific problem at hand. and (11) the generalities 
of the message communication domain. However. due to the diversity of 
this domain, (ii) may be specified only as a parameterized domain, where 
the specific values of its parameters are part of (1). 

·9. AN IMPORTANT NOTICE 

Throughout the paper pursuers are referred to as belonging to the male 
gender. whereas females are considered always as lovely sweethearts who 
are always anxious to be approached. We would like to emphasize that by 
no means do we intend to suggest that this is a correct reflection of 
the roles of human beings. We are well aware that in real life the 
diviSion between "pursuers" and "pursuees" does not follow the sex lines 
as closely as we used to pretend. 

As a matter of fact. the authors of this paper are quite aware that in 
this day and age liberated women may play the "aggressive" role more 
often than their counterparts. 

We are well aware of it. and regret having been born too early to enjoy 
it. 
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Abstract 

In this paper, the problem of updating a database with 
multiple copies under distributed control is addressed. 

An update synchronization algorithm for databases, 
whose copies are distributed ona store-and-forward synchro­
nous network is presented and its complexity is analyzed. 
The proposed algorithm is shown to be time optimal within an 
additive constant· for networks of arbitrary topology. The 
algorithm incorporates a simple priority scheme to resolve 
concurrent updates. 

I. INTRODUCTION 

When a single database is accessed by several users 
through a· communication network, it may be advantageous to 
store the same data at more than one center in the network. 
For example, consider a database for which the expected 
number of "read" accesses is very large as compared to the 
expected number of "update"accesses. If a copy of the data 
is stored at each center of. the network, then "read" 
requests can be serviced locally, reducing the operational 
cost and the response time of the database. 

. The advantage of a mUltiple copy distributed database 
are essentially based on the availabilIty of duplicate data. 
Namely, this redundancy offers an increased reliability, a 
quicker query response, and a potential for upward scal ing 
of database capacity [11]. 

The disadvantages rest on the facts that updates, ori­
ginated at various centers, m0st be reflected in every copy, 
and that transmision delays, as well as the order in which 
updates are appl ied, must be taken into account; to maintain 
internal consistency in the database. 

It could be desirable to dentralize the control func­
tion, i.e. to make a single center responsible to maintain 
the consistency and integrity of the database. In such a 
scheme, all other centers will request permission from the 

* On leave from Instituto Scienze Informazione, Univer­
sit y 0 f Pis a, Co r so I tal i a 4 0, 56 1 0 0 pis a, I t a I y • 
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control center to update the database and the control center 
will deny or grant the request on the basis of current 
locks. If the request is granted ,then each copy is 
updated, and acknowledegement is sent to the control center 
that will then release the associated lock. For a more com­
plete discussion and some examples of centralized control 
se e [1, 4 , 12]. 

An interesting alternative is represented by the dis­
tr ib ut ed control sc heme. In th i s mod el, the con trol func­
tion is distributed among all centers in the network. To 
make the control possible, it is necessary for each center 
to communicate (exchange messages) with other centers (its 
neighbours); and, in order to maintain the internal con­
sistency in the database, a synchronization technique is 
needed. In the literature several algorithms for distri­
buted control have been presented; they are designed to work 
with networks of a given topology. Namely, the centers of 
the network must form a' sequential chain [6, 7], a daisy 
chain [3, 13, 14], or a star [2]; and each c.enter must have 
knowledge of the network topology. 

In this paper we continue the analysis of multiple copy 
databases with distributed control, and present a general 
and efficient update synchronization algorithm for networks 
of arbitrary topology. In order for the algorithm to work, 
each center needs only to kn'ow who are its neighbours, and 
no additional knowledge of the network topology is required. 
Concurrent updates are resolved by a priority mechanism that 
guarantees proper sequencing and avoids race conditions. In 
the next section, the problem is stated formalli'. In sec-
tion III, a restricted environment is' considered, a naive 
algorithm is described, and an improved algorithm' is 
presented and proved to be optimal in the. restricted' con­
text. In section IV we show how to modify the algorithm to 
work in a general environment increasing the time complexity 
only by a small constant, and we describe the proposed algo­
rithm formally. 

II. DEFINITIONS 

Let us formally describe the framework and define some 
terms that will be used throughout the paper. The network 
is composed of n centers, each mantaining a copy of the 
database. Each center repl ies to query and update requests 
which are originated locally or received from some other 
center. At each center, messages are sent to and received 
from its neighbour centers. This situation can be 
represented using a I inear. graph G=(N,A), where N is a set 
of nodes and A a set of arcs: each node n( i) e N represents 
a center where a copy of the database resides, and. each arc 
a(i,j) e A represents a direct communication link between 
n(i) and n(j) (in our application a(i,j)=a(j,i». If a(i,j) 
e A then n( i) and n( j) are said to be neighbours. Each 
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c en t e r man t a ins a lis t D ( i) 0 fit s n e i g hb 0 II r s , 
D(i) = { n(j) e N I a(i,j) e A}. 

At any given time, each node can be in one of the following 
states 

S = {Available, Prepared, Counting, Update}. 

The model is based on the following basic assumptions: 
i) Synchronization. 

The clocks at each center are synchronized. Imperfect 
synchronization could be included in our model by using 
a quantity d(i,t) defined as the difference between the 
clock at center i and the "time" t (see (5]). 

ii) Partial Reliability. 
During an update, the topology of the network will not 
change. Partial reI iabi! ity does not imply'any other 
assumption, neither on the topology nor on the general 
reliability of the network. 

iii )Conse nsus. 
An update will be performed only if all centers agree 
on the update (see [9]). 

In the next section we will analyze a "naive" algorithm 
for update synchronization. We will then show how to modify 
it in order to speed up the synchronization time, and we 
will prove that the resulting algorithm is time optimal. 

III. RESTRICTED CONTEXT 

In this section we will consider a restricted environ­
ment to simplify the presentation. In section IV we will 
show how to extend the result to the general case. The res­
tricted context is as follows: 

i) the database is on an acyclic network, i.e. G is a 
tree. 

ii) at any given time there is at most one active update 
request. 

iii) to transmit a message across any link ta'kes a single 
un ito f t im e • 

The naive algorithm. 

In a "naive" algorithm for the above environment, a 
node n(O) receives an update request originated locally. It 
enters state "Prepared", sends a "request" message to all 
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its neighbors, and waits for replies from them ail. ~ode 
nCO) at this time, does not have any informntion on the 
topology of the network, except which centers are its neigh­
bors. In fact, the network topology might have changed 
since the last update, due to breakdown or to the reactiva­
tion of a communication link. Therefore, it is necessary 
for nCO) to obtain from all centers not only the consensus 
to update, but also some information on'the topology of the 
network. Namely, it needs to know the radius, i.e. the time 
requi red fo ram essag e fr om n (0) to r each the fa r the rmost 
center in the network. 

Let us now continue the description of the algorithm. 
In a recursive fashion, node n( i), upon receipt of a 
"request" message from n(j), enters state "Prepared"; sets 
sender( i) =n( j); sends a "request" message to all its neigh­
bors except n(j); and waits for acknowledgement from them 
all. 

If n(i) is a leaf then, after entering state 
"Prepared", it sends to n(j) an "Ackowledgement" message 
containing a counter T(i) (in the restricted environment 
T(i) will be a variable initially set to zero) and waits for 
the" Upd ate" sig hal. ' 

I n are cur s i vern ann e r, nod e n ( j) wa its for "Ac k now I ed g­
ment" messages containing the counter T from all its neigh­
bours (except sender(i» .• Then, it sends to sender(i) an 
"Acknowledgement" message containing the counter T(j) 
defined as the last received counter T(k) incremented by 
one. 

When nCO) has received "Ackno\</ledgement" messages from 
a I lit s n e i g hb 0 u r s, i t can s tar t the u pd ate. 

In fact T(O) = max{T(i) I n(i) eD(O)} is exactly the 
rad i us. 

The synchronization of the update proceeds as follows: 

i) node nCO) enters state "Counting" and sends to all its 
neighbgurs an "update" message containing the "update 
vector" [5] and, a new counter TP(O)=T (0)+1. 

i i) in a recursive fashion, node n( i) , upon receipt of ~ri 
"Update" message from n(j), enters state "Counting"; 
saves the "update vector"; sets TP(i)=TP(j):"'1; sends 
the upoate vector and TP(i) to all its neighbours 
except n(j), and starts the count down of TP(i). h'hen 
the counter reaches zero, then node n(i) will change 
its state t6 "Update". . 

iii) when in state "Update", nod'en( i) performs the update 
and, when completed, it enters state "Available". 

A state transition diagram is shown in Figure 1. 
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Figure 1. State transition diagram for the restricted context. 

It is easy to show that all centers will count zero 
simultaneously, and that the time r~quired by the naive 
algorithm to synchronize the network is 3*T(O). In fact, 
it take s T (0 ) steps fora "reque st" to reach the fa rthe rmost 
node; the "acknowledgement" m~s~age from that node to n(O) 
will also take T(O) steps to arrive; ~nd, finally, it takes 
T(O) ,steps for all nodes to enter state "Update" simultane-
ousl y. ' 

The improved algorithm. 

t<!e will now show how to modify the previous algorithm 
to reduce the synchronization time. The previous aJgorithm 
performs basically two operations: it finds the radius, and 
then it sends the update signal. In order to speed up the 
process, the above operations must be performed as simul­
taneously as possible. We will now describe the algorithm 
for the restricted environment with an example, arid' analyze 
its complexity. In section IV w~will form~lly present the 
general algorithm. . 

Consider' the graph 'in FigLire 2(~) where index i 
represents node n( i) • 

3 

8 

Figure 2(a). 

In i t i alI y, the a 1 g 0 r i t hm wo r k s a s the n a i v e met hod • 1\. t tim e 
t=O, n(O) receives an update request generated locally. It 
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then enters state "prepared" and sends a "request" message 
to all its neigh,bours, which in ,turn enter stnte "prepared" 
and send a "request" message to their neighbours., This pro­
cess continues recursively. Eventually, a message reaches a 
leaf node. In our exampl~, at time t=2. (Le. after two 
steps), bothn(3) and n(4) receive the "request" message. 
They enter state "prepared" and send back an· "Acknowledge­
ment" message with counter set to zero, (see Figure 2(b». 

8 

9 

Figure 2 (b) • 

At a bifurcation nqde, e.g. node n(2) in Figure 2(b), all 
"Acknowledgement" messages, except the last one to arrive, 
are destroyed. That is, only the last "Acknowledgement" and 
counter are considered. When the last "Acknowledgement" 
arrives to a node, for example n(l) at time t=3, this node 
sends to its "father", n(O), an "Acknowledgement" message 
and the counter T(l)=T(3)+l=l. At time t=4, the "Ack­
nowledgement" message has reached n(O). In our exampl e, the 
synchronization process can now start. In general, nCO) 
waits until the message before the last one has arrived. 
Upon receipt of such "Acknowledgement" , nCO) sends to the 
only unacknowledged neighbour an "Update" message containing 
the "update vector" and the counter 
TP(O)=received counter+l=T(l)+1=2. This situation is shown 
in Fi g ur e 2 (c)-: 
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3 

Figure 2(c). 

At time t=5, node n(2) sends the "updat~ vector" ~nd the 
counter TP(2)=TP(O}+1=3 to the unacknowledged neighbour 
n(5). If there is more than one unacknowledged neighbour, 
then the node waits until all neighbours except, the last 
have sent an acknowledgment. This process is repeated in a 
recursive' fashion until the' "Acknowledgement" message from 
the farthermost node and the incoming "Update" message m~et 
in a node, as shown in figure 2(d} (actually, the two mes­
sages may "jump" over each other; this case is easily solved 
wi t has i ng 1 e t est) • . 

3 

Fig ure 2 (d) • 

Node n(6) nO\11 knows how distant is the farthermost node. In 
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fact, this quantity is precisely TP(5)+1. Node n(6) enters 
state "Counting", sends the synchronization message and 
'I'P(6) to its neighbours, and starts the count down of TP(6). 
Analogously, when a node n( i) receives an update message and 
the counter TP(j), it· will set TP(i)=TP(j)-l, send the 
update message to all its neighbours, enter state "Count­
ing", and start the count down of TP(i). \f.1hen the counter 
reaches zero, the node changes its state to "Update" and 
performs the required update. When the update has been com­
pleted, the node enters state "Available". 

Analysis of the algorithm. 

Let us now analyze the complexity bf the above algo­
rithm. We are interested in evaluating the delay between 
the time an applicable request* is originated and the time 
the update is actually performed. This delay can be 

. expressed in terms of the number of steps needed for the 
or ig inat ingnode to reach state "Update". 

I~ order to analyze th~ complexity of the algorithm, 
'let us' introduce some terminology~ Given a rooted tree T, 
the radius r is the maximum distance from a node in T to the 
ro'ot, and the d i'ameter, d is the max imum' distance between any 
two nodes' in T. . 

v-Then a node originaites an update request, this node can 
be "regarded as' t'he "root" of the tree. In Figure S,only 
the long~st and the second longest path from the root, of 
length a and b respectively, are sho~'Tl. Obviously r=ai it 
can be proved that d=a+b [10]. 

b 

Figure 3. Rad i alpa th (a) and second longest path (b) 
from the root. 

* An applicable request is a request that is not going 
'to be', preempted. by a higher priority request. In the 
resticted environment every request is applicable. 
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In our algorithm, after the root generates the update 
reque st, it will ta ke b steps fo r the "reque st" sig nal to 
reach the leaf in the second longest path; and it will take 
b steps for the "acknowled~em~nt" signal from that node to 
reach the root. The "synchronization" signal (i.e. the 
update message in our algorithm) will then be sent along the 
radial path, and it \ViII eventually meet the, acknowledgement 
signal coming from the leaf of that path •. The two signals 
will meet (or jump over each other) after a-b steps. At 
this pO'int, the "Counting" signal is originated. Before the 
update can be performed, this signal must reach all nodes, 
including the farthermost ones. It can be shown that the 
farthermost nodes are not more distant from the "meeting 
nod e" than a bot tom 1 ea fin the second long est pa th. Tha t 
is, we need other (a-b)+b steps before we can perform the 
update. In total, we need 2b+a-b+ (a-b)+b=a+ (a+b)=r+d steps. 
That is, the al gor i thm requi res d + r steps to synchr on i ze 
an arbitrary tree network of radius rand diameter d., ~7e 
can now show that: 

Prop·osition. 
The proposed algorithm is time optimal for 
tree networks. 

The above result follows from the fact that at least d + r 
steps are needed to synchronize a tree. This lower-bound 
has been proved for a tree of cellular automata [10J. The 
proof relies only on the'tree-structure of the network and 

not on the computational power of,the nodes. Therefore, it 
holds for our model and prove,s the above proposition. 

IV. GENERAL ENVIRONMENT 

In ,the above sections, we have pres\ented a time optimal 
algorithm for the restricted environmen't. 'Namely, the fol­
lowing restrictions were made: (i) the network has a' tree 
structure; (ii) there are no concurrent updates; and (iii) 
the time to' transmit any message from anode to its neigh­
bours is unitary. These assumptions were made only to sim­
plify the description and analysis of the algorithm. In 
fact, a concurrent update resolution mechanism can be easily 
incorporated in the algorithm without increasing its com­
plexity; more operations will be performed at each step, but 
the number of steps will be the same. Analogously, the 
algorithm can be easily modified to vlOrk on general graphs, 
and with different transmissions times, increasing the time 
complexity only by a small constant. 

In next sections we \o,7ill informally show how to modify 
the algorithm to work on the general environment and for­
mally describe the resulting algorithm. 



-200-

Collision resolution. 

In this section' we show how to incorporate in the algo­
rithm a collision resolution mechanism based on priorities 
without increasing its time complexity. 

The proposed priority scheme is as folloVls: 

- each node is assigned a unique index (e.g. an integer); 
nodes do not need to know everyone else's index, but only 
that the indices are unique. 
- the priority function Q is available to all nodes. 
- when a node is in state "prepared", it will accept an 
update request with higher priority, preempting the 
current one; the preempted request will be saved by its 
originator in a queu~ for future ~rocessing. 
- when a node is in state "Counting" or "Update", it will 
ignore any update request. 

The priority function can be formcHly described as a 
mapping 

Q : Z x R -> Z 
where Z 1s the set of positive integers, and R is the set of 
reals; (1)(i,t) denotes the priority of an update request ori­
ginated at node n( i) at time t, and is such that: 

(i)¥ 't' > t 
(ii) ¥ j < i 

Q(i,t) > (1)(i,t') 
Q(i,t) > (1) (j,t) 

that is, Q is a decreasing function of the time and an 
increasing function of the indices. In other wordS, if two 
(or more) update requests originate at the same node, the 
second request can proceed only after the completion of the 
first update (this guarantees proper sequencing); if several 
update requests are originating at the same time in dif­
ferent nodes, the request originating at the node with 
highest index will be processed first (this avoids race con­
ditions and the consequent undeterministic behaviour of the 
system). . Let us note that because the requi rement for con­
sensus, the transmission of negative acknowledgements is not 
needed;' the arrival of a higher-priority request will per­
form the same function. 

General graphs. 

Throughout the above discussion, we have heen deal ing 
with tree networks. However, the proposed algorithm can be 
used for a general network. In fact, given a network of 
arbitrary topology and given a starting node (i.e. a node 
or ig inating an update request) , 'lIe can construct a spanning 
tree rooted in that node and apply the algorithm to the 
obtained tree. Let us note that to construct a spanning 
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tree T of a graph G is equivalent to determine for each node 
n(i) eN the list L(i) of its neighbours in T. Obviously 
L(i) c D (i). In order not to greatly increase the time com­
plexffy, this "tree reconstruction" must be done while exe­
cuting the algorithm, and the resulting tree must be of 
minimum radius. This can be easily achieved in the follow­
ing manner: If a node n(O) is originating the update, then 
it will send a "reconst~uction" message to all its neigh­
bours in the graph and wait for acknowledgment. The set 
L(O) will be formed by all the neighbours sending an ack­
nowledgment. In general, a node n( i) will ignore all 
"reconstruction" signals, except the first, for a given 
update. Let n(j) be the sender of the first received recon­
struction signal for an update. Then, node n( i) will send 
an acknowledgment to n(j); simult~neously send a "recon­
struction" signal to all its neighbours in the graph, except 
n(j); and wait for acknowledgment. The set L(i) for the 
given update will be formed by n(j) and by all nodes n(k) e 
D (i) that have repl ied (always within two time steps). It 
can be'shown that this technique constructs the tree of 
mlnlmum radius [8] and increases the total time complexity 
by" only two steps; i.e. the modified algorithm works in 
d+ r+2 steps. 

The last assumption made in the restricted environment 
was on the time required' to transmit a message across a 
I ink. In general, the time to transmit a message x from 
noden(i) tonoden(j) ist(i,j,x)·11. Tomakethealgo­
rithm work for this general case, where V n(j) e L (i) V x 

,t(i, j, x) is known at node n(i), we need only to modify·the 
counters and to take into account what kind of message we 
are sending or receiving. All these modificationS do not 
involve any major change, and for simplicity are not expl i­
citly included in the algorithm~ 

The algorithm. 

In order to describe the algorithm including the colli­
sion resolution mechanism formally, let us review the four 
possible messages: -

1) update request - ("R" ,sender, originator, time> 
2) acknowledgment - ("A" ,sender, priority, counter> 
3) synchronization - ("U",sender,update vector,priority, 

coun ter> 
4) counting - (" e" ,sender, update vector ,counter> 

where the counter is analogous to a time stamp, and sender 
and originator are the indices of the sender node and of the 
originator node of the request, respectively. The algorithm 
is expressed in terms of which operat.ions a node must per-' 
form, depending on its state and on the received message. 
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We assume that each node n( i) already knows the set L(i). 

is in state "Avail~ble". 

<"R", n(k), n(j), time> 
beg in 
if n( i) = n( j) then {locally generated update request} 

beg in 
compute priority P, L(i) and update vector V 
send < "R", n( i) , n (i), time> to all n( p) 9 L (i) 
vector (i)= Vi prepared (i) = n( i) 
se nd e r ( i) = n ( i) i P rio r it y ( i) = P 
i f I L ( i) I = 1 the n {i tis a 1 so ale a f} 

send <"U",n(i),vector(i) ,priotity(i) ,O>to n(p)9 L(i) 
, end 

el se 
beg in 
compute priority P, L(i) 

v pr e pa red ( i) = n ( j) i send e r ( i) = n ( k) i P rio r it Y ( i) = P 
if L(i) - n(k) = ~'then { n( i) is a leaf} 

send <"A", n(i), priority(i), 0> to n(k) 
el se 

send <"R", n(i), n(j), time> to all n(p) 9 L(i)-n(k) 
end 

state(i) = "Prepared" 
, CQPY( ir = L (i) - sender (-i) 

end 

Ignore other messages 

node .!}( i), is in state "Prepared". 

<"A", n(k), P, C> 
beg in 
if P < priority(i) then {ignore message} 
el se 

begin 
Copy( i) =Copy( i) - n( k) 
if prepared(i) = n(i)then {this node isthe originator} 

if ICopy(i)1 = 1 then {start synchronization} 
send <"U",n(i) ,vector(i) ,priority(i) ,C+l> 

to n(p) ,9 Copy( i) 
if holding(i) then {holding synchronization message} 

begin , ' 
if I Copy( i) I = 1 then {forward synchronization} 

send <"U",n(i) ,vector(i) ,priority(i) ,C+l> 

end 
el se 

to n (p) 9 Co py ( i) 

if ICopy(i) I = 0 then { send ack to sender(i)} 
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send <"A", n( i) , priority( i), C+l> to sender( i) 
end 

end 

<"U", n(k), vector, P, C> 
beg in 
if P :f. priority( i) then {ignore message} 
else 

beg in. 
if I Copy( i) I = 1 then {forward synchronization} 

send <"U", n(i), vector, priority(i), C+l> 
to n(p) e Copy( i) 

else 
beg in 
if I Copy( i) I > 1 then {hold ing synchroni zat ion} 

ho 1 ding ( i) = true 
else 

end 
end 

end 

beg in 
se n.d < .. C .. , n ( i) , v ec to r, C+ 1 > to n (p) e L ( i) 
vector(i) ~ vector; counter(i) = C+l 
state( i) = "Counting" 
while counter( i) =I 0 decrement counter( i) 
state(i) ~ "Update" 
Perform update as des6ribed by vector(i) 
ho 1 ding ( i) = fa 1 se 
state(i) = "Available" 
end 

<"C", n(k), vector,C> 
beg in 
Co py ( i) = L ( i ) - n ( k) 
vector (i)' = vector 
send <"C", n(i), vector(i), C-l> to n(p) e Copy(i) 
s tat e ( i) = " Co un t i ng " 
while counter( i) =I 0 decrement counter( i) 
state(i) = "Update" 
Perform update as described by vector(i) 
holding(i) = false 
state( i) = "Available" 
end . 

<"R", n(k), n(j), time) 
beg in 
Compute priority P 
i f P < pr i 0 r it y ( i) th en 

if n(j) = n(i) then {new locally generated 
upd ate tempo rar il y rej ected} 

save vector and retry later 
{priority is higher than previous request} 
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el se 
beg in 
if prepared(i) = neil then {org. of old request 

old upd ate tempo rar il y rej ec ted} 
save vector(i) and retry later 

beg in· . 
i f n ( i) = n ( j) th e n {I 0 call y g en era ted u pd ate r e q ue s t 1 

beg in 
compute priority P, L(i) and update vector V 
send <"R", neil, neil, time> to all n(p) e L(i) 
vec to r ( i) = ~ V ; pre pa red ( i) = n ( i) 
sender (i) = n( i); pr ior i ty( i) =P ~ 
i f I L ( i) I = 1 the n {i tis a 1 so ale a f} 

send <"U", n(i), vector(i), priority(i), 0) 
to n (p) e L (i) 

end' 
el se 

end 
end 

beg in 
compute priority P and L(i) 
prepared(i) = n(j); sender(i)=n(k); priority(i)=p 
if L(i) - n(k) = I> then { neil is a·leaf} 

send <"A", n(i), priority(i), 0) to n(k) 
else 

end 

send < "R", n (i) , n (j), time> 
to alln(p) e L (i) -n(k) 

Co py ( i) = L ( i) - se nd e r ( i) 
end 

node 12(1) is in state "Counting" •. 

Ignore all messages 

nod e n ( i) i sin s tat e " U pd ate" • 

Ignore all messages 

V. CONCLUS IONS 

In this paper, an update synchronization algorithm for 
databases, whose copies are distributed on a store-and­
forward synchronous network, has been presented and its·com-
plexity analyzed. It has been shown that the algorithm is. 
time optimal within a small additive constant, for networks 
o f a rb i t r a r y to po 1 og Y • . 

There are some obvious limitations in the proposed 
method, for example knowledge of the message transmission 
delays is required, and no provision for retransmission of 
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messages is included. 
On the other hand, the algorithm 

knowledge of the general topology of 
changes in topology can occur when 
update requests on the network. 

Ac knowl edgmen t. 

does not require any 
the network; therefore 
there are no active 
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C<K:URRENCY CCNI'ROL IN A MULTIPLE CO~ 
DISTRIBUTED DATABASE SYSTEM 

Wen-Te K. Lin 

Sperry Research Center 

Abstract 

The concurrency control mechanism employed by the System for 
Distributed Databases, SOD-l, avoids both central site control and 
global data locking. This paper proposes modifications to the 
concurrency control mechanism of SOD-I which eliminate the need for 
timestamps on data items and weaken the constraints of some of the 
read-wri te protocols. These modifications reduce the amount of 
storage required and allow accommodation of existing databases which 
may make no provision for stored data item timestamps. A new protocol 
W is introduced which requi res that write actions which participate in 
certain cycles in the class conflict graph be synchronized at certain' 
sites. This protocol may reduce the degree of concurrency supported 
by the system. Existing SID-I protocols are augmented with weaker 
forms of these protocols which allow more flexibility in scheduling 
read and write actions under certain conditions. Timestamps of some 
actions are allowed to be, changed in order to ,reduce the 
synchronization delay experienced by other actions, thereby increasing 
concurrency. A proof of correctness is given. 

1. INTRODUCTION 

Several solutions for concurrent transaction control in a 
multiple-copy distributed data base system have appeared in the 
literature (1) - (4). Most of these solutions involve various degrees 
of global locking, which requires a large number of intersite messages 
and reduces system concurrency. Some require primary sites as control 
centers" which may create bottlenecks in the system. One solution, 
presented in (4), employed by the System for Distributed Qatabases, 
SOD-I, avoids global locking and primary sites, but requires stored 
timestamps on all data items of the data base (or at least on all 
recently updated data items). This paper proposes modifications to 
the concurrency control mechanism of SOD-I, which e1 iminate the need 
for timestamps on data items and ease some of the synchronization 
protocols between read and write actions. A proof of correctness is 
given. 

2. SUMMARY OF SOD-I CCK:URRENCY C<Nl'ROL 

A transaction T is the unit of consistency and is modeled as a 
series of read actions followed by write actions 
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T = R(T,ul) ••• R(T,un)W(T,vl) ••• W(T,vm) 
where ul, ••• ,un are distinct sites at Which these actions are to be 
executed. Similarly for vl, ••• ,vm. Associated with each read action, 
say R(T,ul), is a set of data to be retrieved, called the read set of 
transaction T at site ul, which is also denoted by R (T,ul). Similarly 
W(T,ul) denotes the write set of transaction T at site ul. Each 
transaction T belongs to a transaction class T* which has a 
pre-determined set of data to be read fran and written into the 
database at each site. These are called the read sets and write sets 
of the transaction class (These read-sets and write-sets are physical 
sets. For the pUrpose of this paper the concept of logical sets is 
not needed). The read sets and write sets of each transaction are 
contained in the read sets and write sets of its class respectively. 
We denote the read set and write set of class T* at site u by R(T*,u) 
and W(T*,u) respectively. R(T*,u) and W(T*,u) also denote. the class 
of read aoo write actions of transaction class T* sent to site u. A 
class confl ict graph is used to show the intersections among read sets 
and write sets· for all transaction classes in the system. For 
example, in Figure 1, a transaction class is represented by nodes, one 
for each read and write set connected by a central node. In the 
figure the read set of· transaction class T* intersects the- write set 
of class S* at site u, and write sets of T* and S* intersect at site 
u. We draw an edge for every such intersection. We call such an edge 
a heterogeneous edge.· An edge is also drawn between the central 
point, and each read set am each write set of the same class; these 
edges are called homogeneous edges. A path is a sequence of read 
nodes and write nodes (Sl, S2, ••• ,Sn) where (Si,Si+l) is either a 
heterogeneous edge or an adjacent pair of homogeneous edges, and no 
edge appears twice. If Sl=Sn then the path is called a cycle. A 

R (T* ,v) R(T* ,x) R (T* ,u) R (S* ,u) R (S* ,y) R (T* ,u) 

W(T* ,v) W(T*,u) W(S*,u) W(T* ,v) W(S*,u) 

Figure 1 Figure 2 

path, or a cycle, is called non-redundant if each class appears in at 
most two heterogeneous edges in the path. By analyzing such conflict 
graphs, protocols are devised that make the system run correctly in 
the sense of serializability and convergence of multiple-copy data 
(4). Serializability means that if the system ceases to take any new 
transactions and lets existing ones run to completion, the final 
database state (Which includes all external output) is the same as if 
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all transactions were run serially in some order. Convergence of 
multiple-copt data means that if the system ceases to take any new 
transactions and lets existing ones run to completion, all copies of 
the database will be the same. 

The following asslUllptions are made in SID-I: 

1. There is a unique timestamp associated with each transaction. One 
way to ensure uniqueness is to take the originating site number as 
the low order digits and the local clock time as the high order 
digits of the timestamp. 

2. Trans~ctions are grouped into classes characterized b¥ read sets, 
write sets and originating site. . 

3. Transactions from the same class are pipelined, i.e., actions from 
the same class designated for the same site are sent, received and 
processed in timestamp order. (This constraint can be relaxed so 
that if the read set and write set of a transaction class do not 
overlap at some site, then actions from the class designated for 
the site can be processed with the following three rules: (1) all 
read actions must be pipelined, (2) all write actions must be 
pipelined, (3) each read action must precede the write action of 
the same transaction). 

4. There is a timestamp associated wi th each data item in the 
database. (This asslUllption will be eliminated later). 

5. Write actions of a transaction are sent out only after all its 
read actions have been completed. 

Protocols of SOD-I as described in (4) are summarized in the 
following: 

Definition: TM(S) denotes the timestamp of the transaction S. 
'I'M (W(S,u» denotes the timestamp of the action W(S,u) which is 
initially equal to TM(S), but may be changed as discussed in later 
sections. 

Protocol R3: Whenever R(T*,u) and W(S*,u) intersect, and there exists 
a non-redundant path in the conflict graph between W(S* ,u) and 
some write set of class T* (see Figure 2), then for every pair of 
transactions T,S in classes T*,S* respectively, W(S,u) runs after 
R(T,u) (denoted b¥ R(T,u)->W(S,u», iff the timestamp'lM(S) of S, 
is larger than '!M(T). 

Protocol R2: If read sets of T* intersect write sets of S* and Q* (S* 
and Q* are not necessarily distinct) at sites u and v 
respectively, and there is a non-redundant path between these 
write sets (Figure 3), then make sure that T* reads equally 
up-to-date data from S* and Q* at sites u and v. In other words 

W(S,u)->R (Tl,u) .s. R (T2,v)->W(Q,v) implies '!M(S)<TM(Q) 
where Tl and T2 are from transaction class T*, Tl and T2 are not 
necessarily distinct, A->B means A runs before S, and A<S means 
that the transaction containing action A has a timestamp ;bich is 
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less than or equal to the timestamp of the transaction containing 
action B. 

Protocol Rl: In R2, if \.FV, 5*;0*, then make sure that T* reads 
equally up-to-date data from 5* and Q* at site u (Figure 4). (In 
fact this is a special case of R2) •. In other words 

W(5,u)->R (Tl,u)~ (Tl,:u)->W(Q,u) implies TM(S)<TM(Q) 
where TI and T2 are from the class T* and are not necessarily 
distinct. 

R(T*,u) R(T*,v) R(T*,u) 

W(s* ,u) W(Q* ,v) W(S*,u) W(Q*,u) 

Figure 3 Figure 4 

In implementina these protocols, SOD-I uses a synchronization 
primitive for coordinating an action A (always a read action in SID-I) 
with respect to a class of write actions W(S*,u) at a site u. This 
synchronization primitive, called SYNCHI here, is defined as follows: 

Definition: SYNCHl(A,W(S*,u),t) ~s a synchronization primitive which 
is applied at site u to the action A with respect to the write 
queue W(S* ,u) and timestamp t. The primitive says that action A 
be executed if and only if actions fran the queue W(S* ,u) have 
been executed up to but not ~rx1 timestamp t. 

When synchronization primitive SYNCHI is used, some read action 
may wait indefinitely because transactions in the class S* with which 
it synchronizes occur infrequently. In SDD-l, null-write messages are 
used to minimize this kirx1 of delay. 

In SDD-l, timestamps on data items are used to ensure convergence 
of multiple copies of data. Whenever a new data item is to overwrite 
an existing data item, the timestamp of the existing data item is 
retrieved aM compared with the timestamp of the· new data item. 
Update is carried out only if the timestamp of the new data item is 
larger. 

For brevity, protocol p4 for harx1ling unanticipated transactions 
is not described here. The results of this paper remain correct if p4 
is included, however the proof of correctness becomes more tedious. 
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The execution symbol E is also el iminated from the transaction model I 
because it serves no useful purpose as far as this analysis is 
concerned. A more complete description may be found in (4). In the 
next section we add a protocol to the system which makes data item 
timestamps unnecessary. 

3. THE WRITE PRorocOL 

The following protocol is added to the three protocols discussed 
in Section 2. Together they make the system run correctly without 
timestamps on data items. Of course a price must be . paid for saving 
storage space. This protocol requires some synchronization of write 
actions at each site, which reduces concurrency among write actions. 
However, it does not directly increase any inter-site synchronization. 

Protocol W: If write sets of T* and S*intersect at site u, i.e. 
W(T*,u)/\W(s*,u);tO, and W(T*,u), W(S*,u) reside on a non-redundant 

. cycle (including cycles involving only write actions) as shown in 
figure 5, then for all transactions T,S in classes T*,S* 
respectlvely, W(T,u) runs after W(S,u) if am only if 'lM(T)>TM(S). 

W(T*,u) W(S*,u) 

Figure 5 

Implementation: Apply SYNCH1(W(T,u) ,W(S*,u) ,'!'M(T» at site u for every 
transaction T from class T*,where '!M(T) is timestamp ofT. 
(Similar procedure must be appl ied to every transaction S from 
class S* against queue W(T*,u) at site u.) 

4. PROOF Of cmREC'lNESS 

Correctness of a system here means the System is serial izable and 
all copies of redundant data converge to the same values. ·A lOcal log 
at site u is defined to be a linear sequence of all actions executed 
at site u which represents the actual order in which they are 
executed, if the system obeys the partial order constraints imposed by 
the assumptions and protocols discussed in the last two sections. A 
system log is any merge of all· the local logs which preserves the the 
order among actions in the local logs. To prove that the system is 
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serializable it must be shown that all the local logs are serializable 
aoo the serial orders are consistent among all the local logs. It is 
equi valent to prove that any system log composed of these local logs 
is serializable. 

In the following, it will be sho'Nli. that all system logs are 
serializable in the sense that if the following adjacent interchange 
rules are applied to any system log, the log can be transformed into a 
serial log. A serial log is a log of serial execution of those 
transactions in some order. 'ftle following table shows when two 
adjacent actions in a log cannot be switched. 

R (Tl,u), R (T2,u) 

W(T ,u), W(S,u) 

R(T,u), W(S"u) 

W(S,u), R(T,u) 

Tl and T2 are from the same class (pipel ining) 

The write sets of T* and S* intersect at site u. 
T* and S* may be the same transactions class. 

The read set of T* intersects the write set of 
of S* at site u,where S* and T* may be the 
same class. 
T and S are the same transaction. 

The rules in the table above are less restrictive than in (4) in 
that E actions an1 augmented conflict rules are eliminated. But it is 
more restrictive in that any two write actions cannot, in general, be 
switched. 

In serializing a system log, we would try to move two actions of 
the same transaction adjacent to each other by moving actions between 
them either to the left or to the right. But in doing so adjacent 
action symbols Which belong to the same transaction must not be split 
up. The following lemma will be stated wi thout proof. For a detailed 
proof of the lemma see [10]. 

Lenma T : Let L= ••• X(A,u) ••• Y(B,v)... be a subsequence (not 
necessarily contiguous) of a system log. Let us assume that at most 
two consecutive action symbols between X(A,u) and Y(B,v) can belong to 
the saine transaction. Let us also assume that every action, (or 
action with one of its neighbors, if this neighbor also belongs to the 
same transaction), between X and Y is blocked by its (their) left and 
right neighbors (the blocking can be due to protocol conflict or 
pipelining rule). If there exists at least one action between X(A,u) 
and Y (B,v) in the system log L, and one of the following conditions is 
true, then TM(X(A,u»<TM(Y(B,v». 
(1) A*=S* 
(2)A*~*, both X(A,u) and Y(B,v) are write actions, and there exists 
a non-redmdant path between X(A,u) 800' Y (B,v) in the conflict graph 
other than the. path shown in the log L. 
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Theorem 1: System logs 'tthich obey the protocols and coMitions in 
Sections 2 aM 3 are serializable. 

Proof: Suppose, to the contrary, that there exists a system log L 
which cannot be serialized. 'l1len there are two action symbols from 
the same transaction, separated by one or more action symbols from 
other transactions, which cannot be moved adjacent to each other, say 
X aM 'I. in the followi~ fragment of L, 

L- ••• X 51 52 ••• Sn 'I. ••• , where X-SO, and '1.=6 n+ 1 

where each one of 51,52, ••• ,5n is a group of actions belo~i~ to the 
sClT\e transaction, and cannot be moved to the left of X or to the right 
of 'I.. 'l1len each 5i, where l<i<n, must be blocked from the left aM 
right by some 5j and 5k, j<i<k.- 'l1lerefore there,exists a subsequence 
of the sequence (51,52, ••• ,5n) (not necessarily contiguous) which 
forms a blOCking path from X to 'I. in . the sense that each 5i on this 
path is blocked by its left and right neighbors. 5ince for each Si on 
this path at most two action symbols of 5i are needed to have 5i 
blocked by its left am right neighbors, a blocking path from X to 'I. 
can be derived which is composed of one or two action symbols from 
each group 5i. By lenma T (see Appendix) TM(X)<TM('I.). But since X 
and 'I. are of the same transaction, N(X) - TM(Y), a contradiction. 
'11lerefore, the asslnption that there exists a system log which is not 
serializable is false. 

QED 

5. FUR'nlER WEAKENI~ OF PRCJrOCOlS 

Before we present the modified protocols we define a partition on 
the set of all read nodes am write nodes of a transaction class. 

Let P(5*)={5l,52, ••• ,5n} be a set consisti~ of all the read 
nodes am write nodes of the transaction class5*. We define an 
equivalence relation - on the set P(S*) as follows: 

1. 5i-5i for all Si in the set P(S*), 
2. 5i -5j if there exists an external path between 5i aM 5j. By 

external path, we mean a path that does not include a homogeneous 
edge of the class 5*. 

'l1le equivalence relation - defined above partitions the set P(5*) 
into d~sjoint blocks. we denote the block containi~ W(5* ,u) by 
BLOCK (W(5* ,u) ) • 

Definition: A write node W(5*,u) satisfies condition (a), if 
BLOCK (W(5* ,u» consists only of the node W(5* ,u) • 

Definition: A write node W(5*,u) satisfies condition (b), if the read 
node R(5*,u) exists, and BLOCK (W(S*,u) ) does not inclooe any read 
node R(5*,v) where v is not equal to u. 
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5.1 Protocol R3a and R3b 

Under certain conditions, protocols R3, R2, Rl, and Ware more 
restrictive than necessary. The following protocols are relaxed 
versions of protocol R3. Protocol R3a applies -.ben W(S*,u) in figure 
2 satisfies condition (a); protocol R3b applies ..tlen W(S*,u). in figure 
2 satisfies condition (b). 

Protocol R3a: If W(S*,u) in figure 2 satisfies condition (a), then the 
tw rules as defined below must be followed. 

(1) For every transaction 5 from class S*, the timestamp 
1M (W(S,u» can be changed. But for any pair of transactions Sl,S2 
from class 5*, TM(52»TM(Sl) if and only if 
TM(W(S2,u»)TM(W(Sl,u». 

(2) For every pair of transactions T,S 
respectively, W(5,u) rt.ns after R (T ,u) 
n4 (W(S,u) ) >1'M (R (T ,u) ) • 

in 
if 

classes T*,S* 
aoo only if 

IJ!!?lementation: Attach the read condition (S*,'IM(T» to R(T,u). When 
R(T,u) arrives at site u, apply synchronization primitive 
SYNCH2 (R (T ,u) ,W(S* ,u) ,'1M (T» or 5YNCH3 (R (T ,u) ,W (S * ,u) , '!M (T» as 
described in the following two definitions. 

Definition: SYNCH2(R(T,u) ,W(S*,u) ,t) is a synchronization primitive 
which is applied at site u to the read action R(T,u) with respect 
to the queue W(S*,u) and the timestamp t. 
If the last write action executed from queue \'1(5* ,u) is W(SI,u) 
with timestamp 'IM(SI) when R(T,u) arrives at site u, and if 
t>TM (SI), then instead of waitir~ for actions from queue W(5* ,u) 
to be processed up to but not beyooo timestamp t as in S'lNCHl, 
site u can proceed to execute R(T,u) intnediately. But site u must 
also add (t-TM(S1» to the timestamp of every action from class 
W(S*,u) not yet executed. Or site u can choose a time t l anywhere 
between '!M(S1) and t (inclusive) and execute R(T,u) only after 
actions from class W(S*,u) have been executed up to timestamp tl. 
But site u must add (t-tl) to the timestamp of every action from 
class W(S*,u) not yet executed. Of course if t<TM(Sl), then 
RfI',u) will be rejected. In addin;J time to the timestamps of 
write actions, care should be taken to ensure that the new 
timestamps are l.W'lique, and that the new timestamps will not become 
larger and larger which may delay the execution of these write 
actions indefinitely. The only purpose of adding (t...IJ'M(51» to 
the timestamp of every action from class W(S* ,u) not yet executed 
is to ensure that these write actions have timestamps larger than 
t, and that their order is preserved. There are implementations 
other than simply adding (t-TM(Sl» to the timestamps, which 
achieve these two effects. Synchronization primitive SYNCH3, 
which foll~, is one such implementation. 
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Definition: SYNCH3 (R (T ,u) ,W(S* ,u) ,t) is a synchronization primitive 
~ich is applied at site u to the read action R(T,u) with respect 
to the queue W(S* ,u) and the timestamp t. 
At site u, associate with the queue W(S*,u) two timestamp 
variables lAST(W(S*,u» and NEXl'(W(S*,u» which are initially set 
equal to O. 'nle variable lAST (W(S*,u) ) stores the timestamp of 
the last write action executed fran the queue W(S*,u). 'ftle 
variable NEXT (W(S* ,u» is used to cornp.Ite the timestamp of the 
next write action to be executed fran the queue W(S* ,u) • Let 
W(S,u) be the earliest pending write action, if one exists, fran 
the queue. Define its (modified) timestamp ""(W(S,u» as follows: 

""(W(S,u» s Max(TM(S), NEX1'(W(S*,u»+I) , 

\Itlere one should be added to the local clock portion of the 
timestamp. Whenever a write action W(S,u) is executed, 
[AS'1'(W(S*,u» and NEX1'(W(S*,u» are set equal to 'N(W(S,u». When 
.the read action R(T,u) arrives at site u the followi~ occurs •. If 
lAST (W(S* ,u) ) <t then R (T ,u) is executed immediately and 
NEXT(W(S*,u» is set equal to Max(t,NE:XI'(W(S*,u»). Otherwise 
R(T,u) is rejected. 

Alternatively, if lAST(W(S*,u»<t then site u chooses a 
timestamp '1'1 such that lAST (W(S* ,u) ) <Tl<t. Site u then delays 
execution of R(T,u) until actions fran class W(S*,u) have been 
executed up to but not beyond timestamp '1'1. On execution of 
R(T,u), NEXT(W(S*,u» is set equal to Max(t,NEXT(W(S*,u»). 

Protocol R3b: If W(S*,u) in figure 2 satisfies condition (b), then 
protocol R3a, augmented with the following rule, must be followed. 

(1) Fbr every transaction S fran class S*, all the actions in 
BLCX:K (W(S ,u» rust have the same time stamp. 

Implementation: Attach the read condition (S*,""('1'» to R(T,u). When 
R(T,u) arrives at site u, apply the synchronization rule 
SYNCH4(R(T,u) ,R(S*,u) ,W(S*,u) ,no1(r», defined below. 

Definition: SYNCH4(R(T,u),R(S*,u),W(S*,u),t) is a synchronization 
primitive \Itlich applies to the read action R(T,u) with respect to 
the queues R(S*,u) and W(S*,u), and the timestamp t. 
At site u, associate with the queue R(S*,u) of actions from class 
S*, two timestamp variables lAST (R (S* ,u» and NEXT (R (S* ,u) ), and 
associate with the queue W(S*,u) one timestamp variable 
lAST(W(S*,u» all of which are initially set equal to O. Let 
R(S,u) be the earliest pendi~ read action, if one exists, from 
the R(S*,u) queue. Let us define the timestamp NEW(R(S,u» as 
follows: 

N&I(R(S,u» = Max(TM(S), NEXT(R(S*,u»+l) • 

If R(S*,u) is a member of BlOCK(W(S*,u» then no1(R(S,u» must be 
changed to NEW(R(S,u». Otherwise no1(R(S,u» stays unchanged. 
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Whenever the read action R (S,u) is executed, tAS'l' (R (5* ,u» and 
NEXT(R(S*,u» are set equal to ~(R(S,u», no matter whether 
'N(R (S,u» is changed or not, am site u must sem a 
read-completion message together with the timestamp NEW(R(S,u» to 
the originating site of action R(S,u). The originating site must 
use this timestanp to timestamp all the write actions in 
SLCX:K(W(S,u». When a write action W(S,u) is executed at site u, 
lAST (W(S· ,u» is set equal to '1M (W(S,u) ) • Notice that at all 
times IAST (W(S* ,u» 5. LAST (R (S* ,u) ) • 

When a read action R(T,u) with read condition (S*,t) arrives 
at site u the following occurs. 
(1) Ift<I..AST (W(S* ,u» then R (T ,u) would be rejected. 
(2) If t<LAST(R(S*,u» and t>LAST(W(S*,u» then R(T,u) nust wait 
until actions from the W(S* ,u) queue have been executed up to bolt 
not beyond timestamp t. 
(3a) if t>LAST(R(S*,u» and t>LAST(W(S*,u», then site u must wait 
lntil actions from queue W(S* ,u) have been executed up to bolt not 
beyond timestamp IAST(R(S*,u» before it executes R(T,u). After 
execution of R (T ,u) , NEXT (R (5* ,u» is set equal to 
M.\X (t,NEXT (R (S * ,u» ) • Or, 
(3b) Site u can choose a timestamp t', ~ere IAS'l'(R(S*,u»5.t'<t, 
and wait until actions from both queues R(5*,u) and W(S*,u) have 
been executed up to but not beyooo timestanp t' before executing 
R (T ,u) • After execution of R (T , u), NEXT (R (S * ,u» is set equal to 
MAX (t,NEXT (R (5* ,u) ) ) • 

5.2 Protocol R2a,R2ab and R2b 

Similarly, under certain conditions protocol R2 can be relaxed. 
The following protocols are the relaxed variations of protocol R2. 

Protocol R2a: If W(5*,u) and W(O*,v) in figure 3 both satisfy 
cond i tion (a) then the two rules as defined below must be 
followed. 

(1) For every transaction S from class S* , the timestamp 
1M(W(S,u» can be modified. But for every pair of transactions 
S1,S2 from class S* TM(S2»TM(Sl) if am only if 
TM(W(S2,u»>TM(W(S1,u». (Similarly for class 0*.) 

(2) For every transaction S from class S*, 0 from class Q*, Tl and 
T2 from class T*, if W(S,u) runs before R(T1,u), 
1M(Rttl,u»<TM(R(T2,v», am Rtt2,v) runs before W(~,v) then 
TM(W(S,u»<TM(W(O,v». In other words 

W(S,u)->R ttl,u) <R tt2,v)->w(0,v) 
implies TM(W(S,u»~(W(O,v». 

Implementation: Attach read condition (S*,t) and (Q*,t) to R~r,u) and 
R(T,v) respectively, where t can be arbitrarily chosen by the 
originating site. Then apply SYNCH3(R(T,u) ,W(S*,u) ,t) and 
S'llCH3 (R (T , v) ,W (0*, v) , t) • 
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Protocol R2ab: If W(S*,u) and W(Q*,v) of figure 3 satisfy condition 
(a) and (b) respectively, then protocol R2a, augmented with the 
following rule, must be followed. 

(1) For every transaction Q from class Q*, all the actions in 
BLOCK (W(Q,v» must have the same timestamp. 

Implementation: Attach read condition (S*,t) and (O*,t) to Rtt,u) and 
Rtt,v) respectively,- where t can be arbitrarily chosen by the 
originating site. Then apply SYNCH3 (R tt,u) ,W(S*,u) ,t) and 
SYNCH4(Rtt,v) ,R(Q*,v) ,W(Q*,v) ,t). 

Protocol R2b: If both W(S*,u) and W(Q*,v) of figure 3 satisfy 
condition (b), then protocol R2ab, augmented with the following 
rule, must be followed. 

(1) For every transaction S from plass S*, all the actions in 
BLOCK (W(S,u) ) IlUst have the same timestamp. 

Implementation: Attach read condition (S*,t) and (Q*,t) to Rtt,u) and 
Rtt,v) respectively, where t can be arbitrarily chosen by the 
originating site. Then apply SYNCH4(Rtt,u) ,R(S*,u) ,W(S*,u) ,t) and 
SYNCH4 (R tt ,v) ,R (0* ,v) ,W(Q*,v) ,t) • 

5.3 Protocol Rla,Rlab, and RIb 

Similarly, protocol R,l can be relaxed under conditions as 
discussed in the prevous section. 

Protocol RIa: If W(S*,u) and W(Q*,u) in figure 4 - satisfy condition 
(a), then the two rules as defined below must be followed. 

(1) For every transaction Sfrom class S*, the timestamp 
'1M(W(S,u» can be modified. But for every pair of transactions 

,Sl,S2 from class S* TM(S2»TM(Sl) ,if and only if 
'1M(W(S2,u»>TM(W(Sl,u». (Similarly for Class Q*.) 

(2) For every transaction S from class s*,' Q from class Q*, Tl ~nd 
T2 from class T*, 

W(S,u)->R ttl,u) <R tt2,u)->W(Q,u) 
implies TM(W(S,u»<TM(W(Q,u». 

Implementation: Attach read conditions (S*, t) - and (Q*, t) to R (T, u) , 
where t will be chosen at site u. Let the timestamp variables 
associated with W(S*,u) and W(Q*,u) as mentioned in 
synchronization rule SYNCH3 be IAST (W(S* ,u) ) and IAST (W(Q* ,u» 
respectively. Site u then chooses a timestamp for t such that 
t>Max (LAST (W(S* ,u» ,IAST (W(Q*,u»" and applies 
SYNCH3(Rtt,u) ,W(S*,u) ,t) and SYNCH3(Rtt,u) ,W(Q*,u) ,t). 

Protocol RIab:If W(S*,u) and W(Q*,u) satisfy condition (a) and (b) 
respectively, then protocol RIa, augmented with the following 



-218-

rule, must be followed. 

(:1) For every transactionQ from class Q* ,all the actions in 
BLOCK (W(Q,v) ) must have the same timestamp. 

Implementation: Site u chooses a timestamp for t as discussed in the 
prevous implementation. It then applies SYNCH3~~,u),W(S*,u),t), 
and SYNCH4 ~ (T ,u) ,R (0* ,u) ,\<I(Q* ,u) , t) • 

Protocol RIb: If W(S*,u) and. W(O*,u) . both satisfy condition (b), then 
protocol· Rlab, augmented with the following rule, must be 
followed. 

(1) For every transaction S from class S*, all the actions in 
BLOCK (W(S,u» Il1.1St have the same timestamp. 

Implementation: Choose a timestamp for t· as discusSed in protocol RIa. 
'!ben apply SYNCH4~(T,u) ,R(S*,u).,W(S*,u) ,t) and 
SYNCH4 ~ rr, u) ,R (0* ,u) ,W (Q* ,u) , t) • 

5.4 Protocol Wa and ~ 

Protocol W can be relaxed under certain conditions too. 

protocol Wa: Assuming that W(T* ,u) am W(S* ,u.) . intersect and both 
reside on a non-redundant cycle as shown in figure 5, am that 
W(S*,u) satisfies condition (a), then the two rules as defined 
below must be followed. 

(1)' For every transaction S from class S*, the timestamp 
'1M(W(S,u) lean bechal19ed. But for any pair of transactions Sl,S2 
from class S*, '1M(S2)>TM(Sll if and only if 
TM(W(S2,u»>TM(W(Sl,u». . 

(2) For every transction T from class T* and S from S*, W(T,u) 
roos after W(S,u) if and only if 'lM(W(T,u»>TM.(W(S,u». . 

Implementation: Apply SYNCH3 (W(T ,u) ,W(S* ,u) ,'1M (T» to every 
transaction T fr~ class T*. 

Protocol Wb: If W(T*,u) and W(S*,u) intersect and both reside on a 
non-redundant cycle, and W(S* ,u) satisfies condition (b), then 
protocol Wa, augmented with the followil19 rule, must be followed. 

(1) For every transaction Sfrom class S*, all the actions in 
. BLOCK (W(S,u» nust have the same timestamp. 

Implementation: Apply SYNCH4(R(T,u) ,R(S*,u) ,W(S*,u) ,TM(T» to every 
transaction T from class T*. 

5.5 Sunmary of Protocols 
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The following· table summarizes all the protocols discussed in 
this paper. An "x" in the table means that the protocol uses the 
corresponding synchronization primitive. 

R3 R3a R3b R2 R2a R2ab R2b RI RIa Rlab RIb W Wa Wb 

SYNCHI x x x x 
,--------------------------------------------------------------

SYNCH3 x x x x x x 

SYNCH4 x x x x x x 

6. PROOF OF CORRECTNESS 

In the implementations of the new protocols described in 
Section 5, timestamps of some read actions and write actions can be 
changed. Therefore the assertion that any two actions from the same 
transaction have the same timestamp as asserted in the proof of 
theorem I and lenna T in section 4 is ' no longer t'rue. But this 
assertion is needed in the proof of-theorem 1 and lemma T only when 
two actions from the same transaction are involv~ in a cycle. But 
for any two actions from the same transaction involved in a cycle, 
either both of their timestamps have been changed to the same value 
(if condition(b) is true), or both of their timestamps have not been 
changed at all (if condition(b) is not true). Therefore, the proof of 
theorem 1 and lenuna T is still correct for these new protocols. 

. 7. COOCLUSION 

A new protocol is introduced to eliminate the ne~ for 
timestamps on data items. This protocol reduces the concurrency of 
write actions in each site. The degree of loss of concurrency depends 
on the conflict graph structure of each application. For some 
applications, for example, those in which changes to the data base do 
not occur frequently or do not have to be processed immediately, the 
saving of storage Space may outweigh the loss of concurrency. 

Existing read-write protocols are weakened under certain 
conditions to allow some read and write actions to wait less. These 
weaker protocols not only allow more flexible scheduling of some read 
and write actions, but also reduce or even eliminate the requirement 
for null-write messages, and yet improve system performance at the 
same time. Preliminary results from a simulation study have confirmed 
this. A proof of correctness is also given. 

The author would like to thank Dr. Murray Edelberg for many 
fruitful discu~ions. 
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ABSTRACT 

A new concurrency control algorithm for distributed database 
systems that spatially extends the idea of "exclusive/share locks" 
is presented. The new algorithm, extended true-copy token 
algorithm, combines a locking mechanism and a "true-copy token" 
mechanism. "True-copy tokens" handle partitioned data that cannot 
be handled efficiently by locks alone. 

1. INTRODUCTION 

A distributed database system is one of the hottest issues 
among many theorists and practitioners. The system must provide 
an integrated interface to its users by hiding partition and 
duplication of some data. Furthermore, although transactions are 
processed concurrently, their effects on the system and the users 
must be as if they were processed in sequence. Without reasonable 
concurrency, most distributed database systems will be 
impractical. 

The concurrency control problem in a distributed database 
system has been studied by many researchers [BADA-78, BERN-78, 
ELLI-77, GARC-78,GELE-78, GRAP-76, tELA-78, ROSE-78,' STON-79, 
THOM-78]. However, a satisfactory' solution is yet to come. In 
this paper we present still another algorithm that we hope gives 
some new insights. 

In section 2 we briefly introduce a formal model of a 
distributed database system. Following [LAMP-78], an execution 
history of transactions is defined as a partial ordering on action 
events, so we do not assume the existence of the totally ordered 
global time. Also two operational consistency conditions used so 
far in the literature are discussed. 

In section 3 an "extended true-copy token" algorithm is 
presented. A "true-copy token" is used to designate a "true-copy" 
that provides the current "logical component" value when a logical 
component is represented by mUltiple "physical components". The 
algorithm efficiently supports "multiple migrating localities". A 
new concept "effective global time" is introduced in section 4, 
and its usefulness is shown in the cqrrectness proof of the 
extended true-copy token algorithm. 
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section 5 we briefly discuss the new 
algorithms. Although no discussion 

problem for a distributed database 
discussing the resiliency problem, 

paper. 

2. DISTRIBUTED DATABASE SYSTEM MODEL 

algorithm and some 
about the concurrency 

system is complete 
this is not addressed 

We assume that a distributed database system 
DDBS = {X, Y, Z, ••• } consists of a set of logical components, 
each of which can be assigned a value independently. A logical 
component' X = {xl, x2, x3, ••• } is represented by a set of one or 
more duplicated physical components that are supposed to assume 
the same value except for transitional periods during update 
operations. 

A site H of a distributed database system is a subset of the 
set of all physical components in the system, i.e., 
H < (X + Y + Z + ••• ). Every two sites must be disjoint, and the 
union of all sites is the set of all physical components. 

Here the terms "logical" and "physical" are used to indicate 
only a relative degree of abstraction. "Physical" does not mean 
direct implementation by hardware; a "physical component" may be, 
a "logical component" at another level of abstraction. 

A transaction T = {A, B , ••• } is a set of actions. An 
action is a group of operations that we find convenient to treat 
as a single group. Operations in the action can be interpreted in 
two ways: "logical" or "physical." A logical operation is 
considered to access logical components, and a physical operation 
is considered to access physical components. More specifically, a 
logical operation read(X) is equivalent to a physical operation 
read(xi), any i, and a logical operation write(Y) is equivalent to 
a set of physical operations {write(yl), write(y2), ••• }. In 
the sequel, we assume that operations are "physical" unless we say 
otherwise. A write operation to a physical component ata remote 
site is informally called an update. 

An action is executed on a single site. Actions belonging to 
the same transaction, however, may be executed on different sites; 
a transaction may migrate around different sites. A transaction 
can even spawn multiple actions' that operate concurrently. Thus 
concurrent processing of actions belonging to the same transaction 
as well as to different transactions may occur. What constitutes 
a single action ,may vary according to the system designer's 
discretion as long as the previous constraints are observed. For 
example, update operations of the same content to duplicated 
physical components at different sites must belong to different 
actions, but different update operations to- different components 
at the same site can be grouped into a single action when these 
operations belong to the same transaction. 

Unusual notations used in this paper: "+" for set union; "<" for 
set inclusion; and "/" for negation. 
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The execution of an action A is characterized' by the 
occurrences of its initiation event "a" and termination event "a", 
which we will cail action events. We define the partial ordering 
on the set of action events following [LAMP-78]: 

Definition. An execution history "«" of a set of transactions is 
an irreflexive partial ordering on the set of action events caused 
by the execution of these transactions. For two events a and b, 
a«b iff 

1. Events a and bhave taken place at the same site, and event a 
preceded event b; 

2. Event a is the sending of a message and event b is the receipt 
of the same message at another site; and 

3. The pair (a,b)' is in the transitive c'losure, of the ordering 
obtained by the abbve two rules, i.e., a«c and c«b for some 
action event c. 

'A write operation~ especially an update to a duplicated 
component, may be redundant because the value written by ,it is 
overwritten by another write operation without being read 'by any 
action. These' redundant "write operations can be omitted. By 
properly ignoring redundant write operations, the inter-site 
traffic can be 'reduced, thus efficiency of the system operation 
can be enhanced. 

A consistent execution history of transactions is one in 
which the system and the users see the database state as if the 
transactions were' processed sequentially. A' concurrency control 
algorithm is consistent iff any execution history realized by the 
algorithm is consistent. [PAPA-77] has given the minimum 
condition' for' consistent transaction. processing, which we call 
consistency condition Cl'; and has shown that the consistency test 
of an execution history 'is NP-complete. '. Other authors [ESWA-76, 
MINO-78, SCHL-78, STEA-76] have used a stricter condition that 
allows a polynomial-time consistency test of an execution history. 
The latter condition, which we call consistency condition C2, is 
sufficient but not necessary under the same premise with [PAPA-77, 
BERN-78]. 

In this paper we use informal arguments, but more formal 
treatment can be found in [MINO-79]. We can prove the following 
statements about consistency conditions C1 and C2: 

1. For any execution history'of transactions, if C2 is true, then 
C1 is true; and 

2. C1 is equivalent to C2 if the range of A is a subset of the 
domain of A for all actions A. 



, -224-

The fact that consistency condition C2 is necessary and 
sufficient when a "read-set" is a subset of a "write-set" for any 
action, has been observed in [ESWA-76, STEA-76]. 

3. EXTENDED TRUE-COPY TOKEN ALGORITHM 

In this section we present a concurrency control algorithm 
that spatially extends the notion of exclusive/share locks. 
"Primary sites" {STON-79, GRAP-76] and a "circulating token" have 
been used as consistency control mechanisms for duplicated data. 
In {LELA-7S], a "circulating token" is used for issuing "tickets"; 
a similar technique can be used to designate a "true copy", a 
version of data contained in a physical component whose value is 
current. An "extended true-copy token" mechanism is a 
generalization of these ideas; it uses "exclusive-copy tokens" 
and "share-copy tokens" tha,t designate "migrating primary sites". ' 
Locking is performed over these migrating primary sites. 

Two types of copies, namely "share" and "exclusive" copies, 
are important in the following discussion. A true-copy indicator 
Ix as well as lock Lx is associated with each physical component 
x, and Ix c'an assume one of the three states, namely, "void", 
"share-copy" and "exclusive-copy". Although an update operation 
to a duplicated physical component is formally an action that' 
belongs to some transaction, we may, in some sense, consider that 
it is carried out by the system. A transaction needs to lock only 
one copy of the duplicated physical components that it "directly" 
accesses~ A physical component whose true-copy indicator state is 
either "share-copy" or "exclusive-copy" is informally called a 
~ ~, i.e., either an exclusive ~ or a share~. A 
"void" copy is ina transient state and whose content cannot be 
trusted. To visualize the transfer of access permission rights by 
the mechanism described below, we assume that a true copy 
possesses a true-copY token, i.e., either an exclusive-copy token 
or a share-copy token. Also two types of locks, namely "share" 
and "exclusive" locks, are assumed in the following discussion. 

We do not explicitly state the algorithm that implements 
these mechanisms. However, it can be easily constructed observing 
the following rules. We call such an algorithm an extended 
true-copy token algorithm AI. Note that the following rules do 
not assume the existence of global time. 

Rules. 

1. At the point of system creation there exists one exclusive 
copy for each logical component. An exclusive-copy token can 
be transferred to another physical component. When the token 
transfer occurs, all updates made so far to the new physical 
component should precede or accompany the 'token transfer. 
Updates to the new physical component must follow the 'logical 
execution order. 

, 
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2. An exclusive copy can become a share copy. A share copy can 
spawn multiple copies of it~elf. 

3. When an exclusive copy is required, all share copies must 
shrink into a single share copy that may become an exclusive 
copy. 

4. A transaction can set an exclusive ,lock' of a physical 
component x only when the state of Ix is "exclusive-copy". ·An 
exclusive copy cannot be revoked until the exclusive lock is 
released. 

5. A transaction can set a share lock ~:nly when the state of Ix 
is "share":'copYll. A share' copy cannot be revoked until all 
share locks on it are released. 

6. Locking on true copies by a transaction must be "two-phase". 

In a sense, true-copy tokens ,are used to realize logical 
components, and locking is done over these logical components; 
true-copy tokens handle duplicated copies t:hat canno't be 
efficiently handled by a locking mechapism 'alone. Although 
two-phase locking (refer to [ESWA-76].fortwo-phase locking) is 
used, it is not a complete locking; ,not all accesSeS ,to physical 
components; are done with the physical components being locked. 
Update operations'to the physical components at remote sites are 
performed without locking; true-copy tokens are used to ,properly 
sequence these update operations. 

Update operations can be performed in the right order either 
by carrying the latest value of a logical, component with the 
true-copy token or by, ,letting an exclusiv,e:copy token issue 
sequence numbers that are unique relative to th~ logical component 
and performing updates according to these sequence numbers. Note 
that updates originate only from an exclusive copy, and that they 
can be uniquely ordered by these methods. Redundant updates can 
be discarded to reduce the inter-site traffic as we mentioned in 
section 2; if two write operations occur to the same physical 
component at a remote site while an exclusive-copy token is held 
at some site, the preceding write operation is redundant. 

Fig. 2 diagramatically shows 
transactions shown in Fig. 1 can 
"Active" means that by using local 
executed except for remote updates. 

,which combination of 
be processed concurrently. 

data a transaction can be 

In Fig. 2(a), transaction P can proceed because xl is an 
exclusive copy, and yl isa share copy. Note that, P makes 
read/write accesses to logical component X and a read-only access 
to logical component Y. The update to x2 by P can be discarded 
because it is overwritten by the update by transaction Q; it is 
redundant. 
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I 
I 1 

write(yl) write(y2) 

T 

read(x2) 
read(y2) 

I 
I I. 
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Fig. 2. Extended true-copy token. algorithm. 
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Also in Fig. 2(a), transaction R tries to make read/write 
accesses to logical component Y; however, physical component y2 
isa share copy and not an exclusive copy, soR cannot exclusively 
lock y2 and is blocked. 

Once P is completed at site H and transaction Q' starts its 
execution using only an exclusive copy xl, a share copy token of 
yl can be released and y2 can become' ,an exclusive copy; R can 
proceed.,:' In' Fig'.' 2'(1)) ~" both Q and R are running concurrently. 
The update to x2 made by Q must be sent to site I before x2 
becomes an exclusive copy and is accessed by T; in general, only 
the last update made to an exclusive copy needs to be sent to the 
other sites. 

In Fig. 2(d) twoshar~ copies, y1 and y2, exist in the system 
at the same time, and both transactions Sand T are active. 

A transaction is two-phase locked iff no lock' requests are 
released befpre all lock' r~quest's become active. An immediate 
consequen~e.of the two-phase locking'is that all lock requests of 
a transactfon are active at'somepointduring the execution of the 
transaction. We define a binary relation "«p" on a set of 
transactions that use two-phase locking. R «p S iff Rp « Sp, 
where Rp and Sp are the times when all lock requests are active in 
transactions Rand S, respectively. Note that Rp and Sp are not 
action events; we have extended the definition "«" to cover 
them. Note that both "«" and "«p" are acyclic. 

Now we shall prove the c,orrectness of the extended 
token algorithm by showing that any execution history 
by the a1gorit~m satisfy consistency condition C2; see 
MINO-78, MIN9-79, ~CHL~7~] for consistency condition C2. 

i·}" 

true-copy 
realizable 

[ESWA-76, 

Theorem 3.1. Concurrency control algorithm Al is consistent. 

Proof. We show that 
concurrency control 
C2. 

any execution history realizable by the 
algorithm Al satisfies consistency condition 

Assume that action A of transaction R and action B of 
transaction Sconf1ict over physical component xk. First, if xk 
is locked by both transactions Rand S, accesses to xk by actions 

, A and B are made in 'the same order ,with "«p" on Rand S. Second, 
if xk is accessed by action A without locking but by B with 
locking, A";g, access must be an update operation. When an update 
by A is completed before xk becomes lockable and is accessed by B, 
he., A precedes B, R must have made a write access to some 
exclusive copy xi (xi /m xk) performi1)g the same write operation 
with the update by. A~; Then S can exclusively or share lock xk 
only after the exclusive'" lock on xi is released by R, hence 
Rp«Sp. When an update by A occurs after action B, R can make an 
access to some exclusive copy xi (xi /a xk) only after the 
true-copy token is rele'ased byxk; Sp«Rp. In both cases, A and 
B are executed in the same order as Rand S are ordered by "«p". 
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Finally, if xk is accessed by both actions A and B without 
locking, these accesses are update operations, and the ordering 
mechanism ·of update operations guarantees that updates are done in 
the same order with "«p" on. Rand S. . 

We have shown that conflicting operations are performed in 
the same order with "«p" on the transactions to which they 
belong; consistency condifion C2 is satisfied because "«p" is 
acyclic. 

Q.E.D. 

4. EFFECTIVE GLOBAL TIME 

In the previous section we have directly proved that 
algorithm Al maintains consistency condition C2. From a system 
structuring standpoint; however, it is more desirable to 
presuppose that a logical comp.onent itself can assume a value. We 
define the value of a logical component as follows: 

Definition. The value of a logical component is specified by the 
value of the physical component xi that is either an "exclusive 
copy" or a "share copy". 

If we can globally pinpoint time, we ca~ assert that· thp 
value of each.10gica1 comi>0nent is uniquely defined; there.is at. 
most one exclusive copy, and when there are mUltiple share copies, 
their contents are the same. However, our formalism does not 
allow the use of global time. 

Fortunately, we can define "effective global time" that is 
totally ordered as far as a realizable execution history of 
transactions is concerned.· 

Definition (effective global time). An effective global time for 
a given execution history is defined as a "slice" of an execution 
history of transactions. A slice of the execution history is a 
subset El of the set E of action' events, such that for all action 
event a in El and action event b in E - El, b « a does not hold. 

The above definition is ,not intuitive, so we informally 
represent an effective global time as a dividing line in the graph 
of an execution history as shown in Fig. 3, which gives a possible 
execution history realizable by the algorithm Al for the 
transactions shown in Fig. 1. For example, the effective global 
time Tl is the set of events to the left of the line labeled Tl. 
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Definition (":«"). We define the ordering ":«"on the set of 
effective global times as follows: For two effective global times 
Tl and T2, Tl :« T2 iff Tl < T2, i.e., the effective global time 
ordering is equivalent to the set inclusion relation. 

In Fig. 3, we have Tl :« T2. Some effective global times 
are incomparable as Tl and T3 in Fig. 3. Fortunately, however, we 
have the following lemma for a realizable execution history. 

Lemma 4.1. A realizable set of effective global times is . totally 
ordered. 

Proof. In a realizable execution history, an action event that 
once took place cannot be revoked; the effective global time 
monotonically increases. 

Q.E.D •. 

For example, in Fig. J once the effective global time Tl is 
reached there is no ··way to reach the effective global time T3; 
the effective global time T2 can be reached after Tl. 

Now we shall prove the correctness of the extended true-copy 
token algorithm by showing that in effect logical components are 
accessed under two~phase locking. 

Lemma 4.2. In algorithm Ai we can assume that logical components. 
are accessed, i.e., accesses are made only to the physical 
components whose contents are equal to the values of their 
respective logical components. 
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Proof. Accesses are made only to an exclusive copy or a share 
copy that defines the value of the logical component. 

Q.E.D. 

Lemma 4.3. A logical component value is uniquely defined at any 
effective global time when it is accessed. 

Proof. We prove that at any given effective global time there 
exists at most either one exclusive copy or mu~tip1e share copies 
of the same content for each logical component. First, assume 
that we have one exclusive copy xi. Another exclusive or share 
copy xj can exists only after xi ceases to be an exclusive copy or 
before xi becomes an exclusive copy. In 'the first case xj can be 
a true copy only after a true-copy token is transferred from xi to 
xj, and in the second case xi can be an exclusive copy only after 
a true-copy token is transferred from xj to xi. Therefore in 
either case time precedence can be established, and xi and xj 
cannot coexist at the same effective global time; if we have one 
exclusive copy, we ,cannot have another exclusive copy or share 
copy. 

Second, when a share copy creates another share copy their 
contents are the same. Furthermore, the values of these share 
copies will not change until a~l share copies are revoked and a 
single exclusive copy is created. Therefore mUltiple share copies 
for any logical component contain the same value at any effective 
global time. 

Consequently a logical component value is uniquely defined at 
any given effective global time. 

Q.E.D. 

At global time T2in Fig. 3, for example, yl accessed by 
transaction Sand y2 accessed by transaction T have the same 
content. Also notice that at any realizable global time at most 
one exclusive copy exists for each logical component. 

Lemma 4.4. In algorithm AI, two-phase locking is realized over 
logical components; more precisely, at any given effective global 
time write-write and read-write mutual exclusions are realized 
over logical components. 

Proof. Assume that some logical component has been exclusively 
locked by some transaction; some physical component belonging to 
the logical component must possess the exclusive-copy 'token, and 
it must have been locked by that transaction. Then there cannot 
be any other true copies,and the only true copy is exclusively 
locked; therefore, other transactions cannot access the logical 
component, i.e.; write-write and read-write mutual exclusions are 
realized over the logical component. 

The correct operation of algorithm Al can be 
Lemmas 4.1 - 4.4. Although two-phase locking 
part of the rules for the algorithm AI, ,it is 

Q.E.D. 

concluded from 
was specified as 

not mandatory; 
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other types of consistent locking may be used. 

In the extended true-copy token algorithm, transactions are 
blocked ,in two ways: trying to lock a physical component that has 
a tru~-copy token and waiting for a physical component, which the 
transaction wants to access, to get'a true-copy token. 

Theorem 4.5. If a locking mechanism over logical components does 
not cause deadlocks, an extended true-copy token algorithm can be 
designed so that it may not introduce deadlocks.' 

Proof. Although we do not describe the details, we can show that 
the "token transfer" mechanism for realizing logical components 
can be designed so that it can not introduce deadlocks. The fact 
ithatthe locking mechanism over logical components does not cause 
deadlocks means that there are no deadlocks as long as we can 
establish logical components (true copies). In establishing 
logical components, special ,care must be taken so that the 
different physical components belonging to the same logical 
component do not block each other by each getting a subset of the 
share-copy tokens; this pro~lem can be resolved by assigning a 
priority to the physical components. 

Q.E.D. 

5. DISCUSSIONS 

The merits of the extended true-copy token algorithm can be 
summarized as follows: 

1. It is intuitive and has a simple structure. 

2. MUltiple copies of a file are supported while it is used for 
read-only purposes; also it can be updated by revoking 
multiple copies. 

3. An exclusive copy may migrate among different sites. 

Multiple share copies are useful for a file that is mostly 
used in a, read-only mode at many sites but needs to be updated 
occasionally at some site, e.g., a directory, a timetable, etc. 

, A migrating exclusive copy of a file is useful when more than 
one site actively use it, e.g., an airline seat reservation table 
for a flight from San Francisc9 to Tokyo;, the inter-site traffic 
may be reduced by swapping the file at some interval. 

One way to measure the capability of a concurrency control 
algorithm is to see how various "localities" are supported. We do 
not give a precise definition of the "localities", but it roughly 
means a set of physical components that must be directly accessed 
to execute a trans,action. A smaller locality is preferable to 
larger one. "Primary site" mechanism supports "multiple static 
localities" of transaction processing, but fails to support 
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"migrating localities".· "Circulating token" mechanism supports a 
"single migrating locality", but fails to support "multiple 
10cal1.ties". Most of other mechanisms currently prop,?sed do not 
supp0rt small localities well. The extended true-copy token 
algorithm is intended to support "multiple migrating localities". 

The level of concurrency realized by the algorithms in 
[BERN-78, LAMP-78J that use timestamps can be shQwn to be 
equivalent to having only one exclusive-copy token in the system. 
The similarity between a timestamp algorithm and a "single token" 
algorithm can be understood if we assume that the. site whose local 
clock is the slowest has' the token; a token transfer is made in a 
~isguised form by sending a message whose timestamp is ahead of a 
local clock of some other site. This is further discussed in 
[MINO-79] • 

6. SUMMARY 

A distributed database system with possible partitioned and 
duplicated data has been formalized with the consequence that the 
same operational consistency c.onditions for a centralized system 
were applicable for·a distributed database system. 

A new algorithm, extended true-copy token algorithm, ~as 

presented. The new algorithm supports either mUltiple read-only 
copies or a single read/write copy for each logical component 
without violating the consistency condition. In its correctness 
proof we introduced the new concept of effective global time. 

We hope that the ideas developed in this .paper will help in 
the design and analysis of better algorithms. Making a 
concurrency control algorithm resilient is essential in a 
practical environment. We hope to report on the resilient 
extended true-copy token algorithm iater. 
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Abstract 

Simulation, particularly of networks of queues, is an 

application with a high degree of inherent parallelism, and 

is of considerable practical interest. We continue the 

analysis of synchronization methods for distributed simula-
, 

tion, defined by the taxonomy in our previous paper. 

Specifically, we develop algorithms for time-driven simula­

tion using a network of processors. For most of the syn­

chronization methods considered, each node k of an n-node 

network simulation cannot proceed directly with its part of 

a siroul ation. Rather, it must compute some function Bk (vI' 

v2' ••• , v n), where Vi is some value which must be obtained 

from node i. The value of Vi at each node changes as the 

simulation progresses, and must be broadcast to every other 

node for the recomputation of the B~functions. In some 

cases, it is advantageous to compute the B-function in a 

distributed manner. Broadcast algorithms for such 

distributed computation are presented. Since the perfor­

mance of a broadcast algorithm depends on the properties of 

the inter-process communication facil ity, we characterize 

some particular cases and give algorithms for each of them. 
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INTRODUCTION 

Simulation is a widely used technique for system 

performance evaluation~ The conventional approach to 

simulation is to develop a simulation program fdr a model, 

and then execute this program in a centralized computer 

system. This approach has led to the development of 

packages such as CSMP (7) for continuous simulation, and 

GPSS (10) and SIMSCRIPT (11) for discrete simulation. 

The recent development of low-cost microprocessors has 

suggested an alternative approach to simulation. In this 

approach the simul ated system is decomposed into components, 

and- these components are simulated in a distributed manner 

over a network of processors. This approach is particularly 

attractive for the simulation of queueing network models 

(17) because of the inherent parallelism typically found 'in 

these modelS, and of their wide-spread application to com­

puter systems and communication networks. Such parallelism 

can be exploited in the decomposition to give a potentially 

more cost-effective method of simulation. The distributed 

approach, however, 

the components before 

rectly. 

requires the proper synchronization of 

the simulation can be car~ied out cor-

In our previous paper (16), a taxonomy which charac­

terizes the different simulation methods was described. A 

slightly modified version of this taxonomy is shown in 

Figure 1. At the first level, we distinguish whether there 

is one or a network of processors available. With a network 

of processors, the simulation is decomposed into components 

and distributed over the processors. No such decomposition 

is assumed in the case of one processor only. The next 

level deals with the event-driven or time-driven nature of 

simulation. In event-driven simulation, the changes in 

system state are simulated when an event occurs, and, the se­

quence of the simulation time (which corresponds to the se-



ONE 
PROCESSOR 

EVENT 
DRIVEN 

TIME 
DRIVEN 

-239-

SIMULATION 

EVENT 
DRIVEN 

NETWORK OF 
PROCESSORS 

TIME 
DRIVEN 

TIGHT LOOSE l1GHT LOOSE 

EX AWLE: EVENT NUMERICAL VIRTUAL LINt< 
. SCHEDULING . METHODS RING TIME 

Fig ure ·1. Taxonomy Tree . 



-240-

quence of event times) is monotonically non-decreasing. In 

time-driven simul ation, the simul at ion time is incremented 

by a fixed amoun t wh ich defines a simul ation interval. All 

of the changes in system state in the present interval are 

simulated before advancing the simulation time to the next 

interval. 

For the case of a network of processors, we also have a 

third level, depending on 'the value of simulation time at 

each component. The method is tight if the value of simula­

tion time is the same for all components at each instant of 

real time. On the other hand, a loose method allows dif­

ferent components to have different values of simulation 

time at a given instant of real time. 'Loose simulation 

methods thus allow more exploitation of parallel ism. 

Algorithms for event";'driven simulation wi tha network 

of processors have been developed by the authors (16), by 

Chanay et al. (2,3,4)" and by Bryant (1). 'Examples are the 

virtual ring algorithm for tight event-drive'n and the link-, 

time algorithm for loose, event-driven simulation. In this 

paper, we consider the time-driven methods and present al­

gorithms for the synchronization of the components. A 

fundamental feature of these algorithms is that a component 

(or a central controller) must broadcast a signal to every 

(, ther component to ind icate the end of a simul ation inter­

val. This broadcast feature is 'also observed in distributed 

algorithms for event-driven simulation, as well as other ap­

pI i c a tio n s, s uc has d is t r ib ut ed d a tab a se s • 

We thus consider a class of algorithms called broad-

cast algorithms which are suitable for distributed simula­

tion using a network of processors. ,A recent paper by Dalal 

and Metcalfe (8) has dealt with the broadcast of packets 

throughout a packet-switching network, : ,where the topology of 

message passing is fixed according to the network structure. 

(By message-passing topology, we mean the structure' chosen 

for messages to follow in a broadcast from a source to all 
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other nodes of the network.) We shall be more interested in 

exploring cases in which our network allows any message­

passing topology, and we shall look for topologies which 

give the minimwn time to complete a broadcast. 

For convenience, we will base our discussion on the 

simulation of a queueing network mode} with n 

each node corresponds to a component in our 

The general form of our broadcast algor ithms 

nodes, where 

decomposition. 

requires that 

each node k must maintain some function Bk (vI ,v2' ••• ,v n) 

where vi is a value obtained from node i. The values of the 

vi's change as the simulation progresses, and must be broad­

cast to every other node for the recomputation of the 

B-functions. Of particular interest is the case that a node 

k broadcast a request for the computation, in a distributed 

manner, ofBk • Algorithms for such a distributed c.omputa­

tion are presented • The performance of these algorithms 

under three types of communication facil ities are in-:­

vestigated. 

LOOSE TIME-DRIVEN METHODS 

In distributed simulation using the loose time-driven 

approach, simulation time advances by a fixed quantum si ze 

q. Whenever conditions permit, a node simulates its compo­

nent over the time interval from s to s+q (which we call a 

tick), and then advances its simul at ion time to s+q. In the 

case of a queueing network model, these cond i tions are met 

when the node's immediate predecessors have all advanced 

their simulation time to s. In this section, we outl ine two 

algor i thms for the loose time-driven method. 

Centralized Algorithm 

The central ized algor ithm for loose time-driven simula­

tion makes use of the interconnection graph of the simulated 
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system. Each time a node finishes a tick, it sends an "ad-

vance" message to the synchronizer, which increments a clock 
for that node. For each immediate successor of this node, 
the algorithm checks if all of its immediate predecessors 

have advanced at least as far as the new time. If so, the 
synchronizer sends a message to the successor node telling 
it to start' the next tick, including the minimum of its 
predecessors' times in the message. This node may then 
simulate up to that time. This algorithm has the desirable 
property that it takes the minimum number of messages to do 
the synchronization, that 'is, a maximum of two messages per 
tick per node. 

Distributed Algorithm 

The distributed algorithm for loose event-drive'n 
simulation bears a very strong resemblance to the link time 
algorithm for loose event-driven simulation (16). The main 
difference is that the link time is defined as the simula­
tion time at the source node of an empty link, rather than 
a-s a lower bound on the next arrival, and it gets in­
cremented by 0ge quantum after each tick. 

TIGHT TIME-DRIVEN METHODS 

Synchronization of tight time-driven methods requires a 
method of de term in1ng when all nodes have com pI eted the tick 
from s to s+q, and a means to inform all of the nodes that 
they should start simulating the next tick. 

We expect that the cost-effectiveness of this method is 
heavily dependent on the distribution of processing require­

ments among the components of the simulation. Let Pi be the 

processor time per tick required at component i. If there 

is a k such that Pk » Pj for all j ~ k then we would expect 
this time to dominate the time required per quantum inter-
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val. If each processor contains only one component, then we 

would also expect that all processors except the one con­

taining component k would be idle most of the time. If we 

want to make maximum use of processors used or minimize the 

number of processors required, we may want to assign more 

than one component to each processo r. If each Pi is known 

and constant, this is a bin packing problem with the 

capacity of the bins set'to the maximum Pi. The solution to 

thi$ problem gives optimal performance at the lowest cost, 

neglecting the overhead required for synchronization. 

Centralized Synchronization Algorithm 

This synchronization algorithm consists of a central 

process which keeps track of which components have f~nished 

the current tick, and which tells the components when to 

start' the next tick. We note that wi th ncomponents in the 

simulation, we require n messages for all the components to 

signal when done, and n messages to notify them that the 

'next tick should be started, for a total of 2n messages per 

tick. 

In designing an algorithm ,to perform this synchroniza­

tion, we want to make the overhead per tick as low as 

possible. Since the processing time required per tick is 

dominated by the component with the largest Pi' we should 

inform that component first that time should be advanced. 

Extend ing this, we adopt the approach that the components 

are notified in the reverse order in which they signal the 

completion of the previous tick. This approach is based on 

the'assumption that the Pi's are correlated, th.at is, Pi f~r 

time s+q to s+2q is I ikel y to be approx imatel y equal to Pi 

for time s to s+q. 

We can analyze the performance of this algorithm rela­

tive to the Pi's by considering ri' the number of nodes 

which are sent timer-advance messages before node i. Then 
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the time for 

maxi(Pi+(ri+2)m) , 

transfer. This 

a tick is going to be at least 

where m is the time for a messa/Je 

could be larger due to the fact that only 

one message 

riv ing at 

del ays. 

may be received at a time, so that messages ar­

the same time will suffer additional queueing 

Distributed Polling Algorithm 

This algorithm performs a function similar to the cen­

tralized algorithm presented above, but does not keep track 

of the order· of completion for each tick. It works in two 

phases: one phase for keeping track of which components have 

finished the current tick, and the other for notifying all 

components that the next ti9k may be started. 

In the first phase, a message containihg an n-bit field 

and a count of the number of nodes yet to complete the· cur­

rent tick is passed from node to node. The i'th bit of the 

n-bit field is 1 if the i' th component has finished the cur­

rent tick and 0 otherwise. When the message arrives at com~ 

ponent i, the component waits until processing of the cur­

rent tick is ~omplete, and then turns on the i'th bit and 

decrements the countero If the counter is ·now zero, it is 

changed to n and the second phase is entered.. Otherwi se, 

the message is sent to a. component whose ·entry in the bit 

vector is O. 

In the· second phase, a message containing. just a 

counter is sent around a virtual ring. When a node receives 

the message, the counter is decremented, and if it is not 

now zero, the message is passed onto the next node in the 

ring. Once a node has passed on the message, it starts 

processing the next tick. If the counter is 0, then it has 

returned to the node which initiated phase two, and this 

node starts off a phase one message with the bit vector set 

to 0' s and the coun ter set .to N. 



-245 ... 

Both this and the centralized algorithm are required to 

broadcast a -start next tick- message to all nodes. In the 

central ized case, the central controller send's the message 

to every node, whereas in the distributed case, the message 

passes around a virtual ring. Also, the virtual ring al­

gorithm for the case of tight event~driven simulation given 

in our previous paper (16) broadcasts a new next event time 

to all nodes using a virtual ring. Neither of these 

message-pa'ssing topo~ogies was chosen because of any virtue 

other than simplicity. It seems likely that there exist 

other ways of passing the messages to all the nodes which 

would offer better performance, and so we have developed and 

investigated some other algorithms for performing this 

broadcast. These are presented in the next section, which 

deals with broadcasting in'a more general way_ 

BROADCAST ALGORITHMS 

We consider the general case that node k of an n-node 

networ k s imul ator mainta ins some funct ion Bk (vI' v2' •• _ , 

"n)' where Vi is some value which must be obtained from node 

i. The value of this function is used to determine whether 

node k may proceed with its portion of the simulation or 

not. The value of Vi at each node changes as the simulation 

progresses, and hence so does the value of each function Bk-
If each node maintains a copy of each Vi' then a change at 

node j from Vj to Vj' requires only that Vj' be broadcast to 

all other nodes in order for the new value Bk' to be com­

puted. On the othe~ hand, if the nodes do not maintain 

copies of the Vi'S, then a change in Vj could in general re­

quire that every Vi be broadcast, since the Bk functions 

would have to be recomputed from scratch. So, there is a 

classical time/space tradeoff to be made here. 

Of special interest to this study are B-functions of 

the form vl op v2 op ••• op v n ' where op is a commutative, 
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assoc iat ive Ope rator. . In t_his case, one could d istr ibute 

the computation of the Bk among the entire set of nodes. 

Instead of broadcasting changes in Vj' the node would broad­

cast a request to compute the function Bk • We thus have two 

separate kind s 0 f broadcast to consider: simpl e broadcast 

where every node eventually gets a message .containing the 

new v j', and broadcast wi th repl y where each node re~eiv ing 

a broadcast from node k computes some sub-expression of Bk 

and repl ies with the resul t. The broadcast wi th repl y has 

the important property that it can be used to implement 

broadcast with positive acknowledgment, where the B function 

is simply the logical function "all nodes have received the 

meSsag e" • 

There is no requirement that all of the B-functions be 

the same, but this is an interesting sub-case. Tight .event­

driven simulation uses the function M = Bk = mini(neti)' ~nd 

neti is the next event time at node i. Besides having the 

same function at all nodes, the minimum is also a commuta­

tive and associative bina,ry operator, so that we could let a 

designated node initiate a broadcast with reply to compute M 

. in a d istr ibuted fashion. Once that node received the repl y 

with the 'value of M, it would broadcast it to the others .• 

Nodes for which neti = M would then be able to proceed with 

their parts of the simulation. 

Some Broadcast Algorithms 

We now consider algorithms to accompl ish a broadcast 

and relate their performance to properties of the inter­

process commun ication 'fac 11 i ty. For the moment, we assume 

that the inter-process communication is such· that message 

delays between any two processes are constant and identical. 

We also consider the simple case in which only one broadcast 

is active at a time. 
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The particular algorithl!' which takes the minimum time 

depends heavily on the amount of interference there is 

between messages in the message transmission network. With 

heavy interference, as when all processes are assigned to a 

single processor, the minimum time to complete a broadcast 

with reply is proportional to the number of messages. On 

the other hand, with low interference, the number of mes­

sages is less important and the topology of the message 

passing dominates the minimum time. We consider the fol­

lowing cases: 1) complete interference, where only one mes­

sage can be in transmission at a time; 2) interference at 

each node, where any number of messages are in transmission, 

but' onl y one message per node can be sent or received at a 

time; and 3) broadcast fac il i ty, where one node at a time is 

allowed to send the same message to all others. 

Complete Interference. An example of complete inter­

ference is the assignment of all processes to a single 

processor. The minimum time solution to this problem is to 

pass the request around a virtual ring. Upon reaching the 

last node, it is sent back to the source. 

To argue that this solution takes the minimum time, we 

first note that the time is propOrtional to the total number 

of messages required to inform all nodes of the request and 

to collect the replies. Hence, minimizing the number of 

messages is equivalent to. minimizing the time. Since each 

node besides the source must receive at least one request, 

and send at I east one repl y, and the so urce must send at 

least one request, and receive at least one reply,n is a 

lower bound on the total number of messages required, which 

the virtual ring meets. The essential feature of t~e ring 

which makes this possible, is that the request to a node's 

successor is also that node's reply, so the two functions 

are combined into one message. To see that this is the only 

structure which achieves this lower bound, we consider a 
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topology in which one node sends the request and reply 

separately. Since every other node sends at least one mes­

sag e, the sum ·of messages sent is at 1 east n+l. Therefore, 

to use only n messages, each node must receive and send only 

one message. The only topology for which this is possible 

is a ring. 

No Interference Between Nodes. An example of this type 

of facility, where there is no interference between nodes to 

send to different destinations is a fixed time-division mul­

tiplexed (TDM) bus. This case is treated by having every 

node wh ich has received the broadcast send messages to nodes 

which haven't. For example, the source (say node 0) informs 

node 1. Then nodes 0 and 1 inform nodes 2 and 3, g iv ing 4 

nodes which now have rece.ived the broadcast. Then nodes 0 

through 3 inform nodes 4 through 7, and so on. Thus we see 

that at each stage, we double the number of nodes which have 

received the broadcast. After p message-passing time units, 

the .structure of the tree produced outlines a subset of the 
, 

edges of a p-dimensional hypercube. This is illustrated in 

Fig ure 2, wh ich shows how a tree wi th 8 nodes can be mapped 

ontc) a cube. This approach is optimal because no other ap­

proach can broadcast the message to more nodes at each 

stage. 

If this is a broadcast with reply, then when all of the 

nodes have received the message, the reply phase begins. 

The replies are returned in the opposite direction to the 

broadcast messages. A node does not reply until all of the 

nodes to wh ich it sent a message have repl ied. Thus, leaves 

in the tree reply immediately with the Vi requested. As 

each reply is received at an intermediate node, the result 

of the function for the subtree of that node is accumulated, 

and when all replies have been received and processed, the 

result is sent to the requestor of the node. The tree of 

nodes which haven't replied therefore halves in size at each 
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3 3 

3 3 

1 

Figure 2. Hypercube Broadcast Representation 

stage, just as it doubled its size during the request phase, 

until eventually only node 0 remains. We see that this 

takes a total of 2n-2 messages, ~nd a time of 2 ceil(lo92n) 

to complete the computation of the function, where ceil (x) 

denotes the smallest integer ~ x. Note that for n ~ 6, 2 

ceil(lo92 n) ~ n, so that the virtual ring solution is at 

least as good for these values, and we choose to use it 

since its implementation is simpler. 

This particular reply scheme falls into a class of so­

called "echo algorithms· studied by Chang (6). We notice 

that this approach to the reply is not optimal since it does 

not take advantage of the fact that sub-expressions of Bk 

can be computed as the broadcast is propag ated in the fo r­

ward direction. If this is done, the number of sub­

expressions left to be merged at the end of the broadcast 
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phase is the number of leaves in the tree, rather than the 

number of nodes. It should be possible in most cases to 

combine the smaller number of sub-expressions in less time. 

We have assumed thus far that send ing and receiv ing are 

synchronized, that is, node a in the process of sending a 

message to node b cannot start to send another message until 

the first has been received at node b. It will be useful to 

define the characteristics of message passing more formally 

as follows. Suppose that node a starts to send a message to 

node b at tl and can start another send att2' and that node 

b starts to receive the message at t~ and finishes receiving 

it.at t4. We can now define S = t2' ~ t 1. as the ~ time and 

D = t4 - tl as the delay time. Thus far, we have considered 

only the case in which S = D = constant. We will next 

generalize this to the case in which S ; D, where.S and D 

are' still constants. For simplicity, we only consider the 

broadcast without reply case in the remainder of this sec­

tion. 

It will be useful in the subsequent discussion to use 

·the broadcast tree, which we now define. An example of such 

a tree for D = S is shown in Figure 3. All nodes.on a 

horizontal line receive the broadcast from the same node, 

and that node is connected vertically to the .left end of the 

Ai-so , 

calibrated to represent 

the broadcast. 

th~ horizontal direction is 

the time at which a node receives 

We first consider the case for which D > S. An ~xample 
of this is the use of a non-blocking send primitive (15), 

where the sender is. free to start another. message wi thout 

. waiting for completion of those in transit. For ease of 

anal ysi s, we let D = kS, k a posi t ive integer, and give an 

example of a broadcast tree in Figure 4 for k ~ 3. Let N(i) 

be the number of nodes wh ich have received a broadcast at 

time t = is. With our optimal strategy, there will thus be 

N (i) nodes starting to send a message at is. These messages 
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are not received until time is + D = (i + k) S. Since we 

send to destinations that do not know of the broadcast, N(i) 

new nodes are informed at time (i + k) S, and so we can 

write, replacing i by i-k, N(i) = N(i-l) + N(i-k). Since 

the first message from the originator of the broadcast is 

received at time kS,we have the initial conditions, N{i) = 

1 for 0 < i < k-l. 

y 
.- - .... 

r I - - ----- .- .-

.-

I --.... - - -
r T ... 

,"- ... --. 
I T - : 

.-- -... 

I I I I I, I I I I I , ..... t = is 
0 1 2 3 4 5 6 7 8 9 10 11 i 
1 1 1 2 3 4 6 9 13 19 28 41 N(i) 

0 0 1 1 1 2 3 4 6 9 13 DELTA N( i) 

• LEFTMOST NODES 
0 NON- LEFTMOST NODES 

Figure 4. Broadcast Tree for D • 1S 

To find the time taken for a broadcast to n nodes, we 

must find the minimum i such that n i N (i). We observe that 

for k = 1, this gives the same result as we obtained from 

our previous analysis of this case, namely that N(i) = 21 

and hence the broadcast time is cel1(1092 n). Also, for k > 
n-l, the or ig inating node sends messages to all of the n-l 

remaining nodes. 
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The case D < S occurs when blocking primitives (15) are 

used, where the s.ender is not re-activated until an acknow­

ledgment is obtained ·from. the receiver. To ease the 

analysis, we consider the sub~case in which S = kD, k a 

positive integer. We define N(i) to be the maximum number 

of nodes that can be informed of the broadcast at time IDe 

In this case, N (i) is the number of nodes in the broad­

cast tree at time IDe It will be more convenient to study 

the behav io.ur of ~ N (i) = N (i) - N (i-I) rather than N (i) , 

since ~N(i) is the number of nodes which receive broadcast 

messages at time IDe It will be helpful to visualize a 

broadcast tree, as shown. in Figure 5 for the case k = 3. 

The messag es received at time t = iD will be of two types: 

those leftmost on a horizontal branch of a . broadcast tree, 

and those not 1 eftmost. The number of messages received 

which are not leftmost is the same as the number received at 

time t S = (i - k)D. This follows from the fact that 

every node which sends a message that" is received at time t 

S ,also sends a message which is received at time t. The 

number of messages received which are leftmost is the same 

as the number of nodes which received the broadcast at time 

t - D because each of these nodes immediately sent a message 

wh·ich is received at tIme t. We can thus write ~N(i) = 
~N(i-l) + L\N(i-k). Here we have the initial conditions 

~N(i) = 1 for 1 < i < k and N(O) = 1. We notice that the 

recurrence for the ~N(i) 's is the same recurrence as we 

found for the case D > S. In this case, however, if k > 
n-l, the optimum solution is a virtual ring for broadcast 

reply, and a virtual ring without the last edge for the 

simple broadcast. 

We notice that we canal so write the recurrence for the 

case D > S· in th e fo rm ~ N ( i) = ~ N ( i -1 ) + ~ N ( i - k), wi t h 

suitable initial conditions. This suggests that there may 

be a general recurrence relation which covers both cases. 

Let t = iq, where q is a quantum size and let D = jq and S = 
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kq. Then, by an argwnent sim~lar to the one for D < S, we 

obtain the recurrence L\N(i) = L\N (i-j) + L\N (i-k) • Since 

the first message sent arrives at time D, we have the ini­

tial conditions L\N(i) = 0 for i < j, and AN(j). = N(O) = 1. 

It is useful to consider the generating function for 

the AN(j) sequence. Using a derivation .similar to that in 

Knuth (13) for the Fibonacci sequence, we obtain the 

generating function G (z) = zj / (1 - zj - zk). One could 

obtain a closed-form solution for AN(i) by finding the 

roots of the denominator of G (z) ,obtaining the partial 

fraction expansion, and inverting the result. (In order to 

minimize the order of the denominator, it is best to choose 

q so that the greatest common divisor of j and k is 1.) It 

is rather interesting tha.t the denominator of G (z) is sym­

metric in j and k, since this means that interchanging D and 

S results in a AN(i) which is the same except for a shif-t 

along the i-axis of j - ·k. 

Hardware Broadcast Facility. The final case is one in 

which there is some broadcast facility available which al­

lows a node to send the same message to all other nodes. An 

example of a facility which has the potential to perform 

. this type of broadcast is Ethernet (14), even though it 

could also be considered to fall in the class of total 

interference. - In this case, the source node sends its re­

quest to all nodes at once, but cannot receive their replies 

all . at once, so we could use the same tree structure as the 

previous case, during the reply phase only •. If the broad­

cast takes time T, then the total time to do a broadcast 

with reply for the case S = D is T + ceil(1092 n)D. 
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IMPLICATIONS AND FUTURE WORK 

The resul ts 0 f the prev i~ous section have given us the 

capability to generate a broadcast tree which provides 

broadcasting in the minimum time, provided that the Sand 0 

values can be determined. However, the analysis of these 

broadcast trees assumes that onl y one request is active at a 

time. If this is not the case, then queueing delays caused 

by competing requests will tend to make the message 

,switching mechanism behave as one with higher interference, 

so that the choice of optimum message passing topology 

becomes unclear. 

An approach to this problem which we intend to in­

vestigate is the inclusion of queueing delay into the value 

of o. In general, the larger, the number of broadcasts ac­

tive at anyone time, the larger is the queueing delay, and 

the larger will be the 0 value used. On the other hand, if 
-

the simulation is processor-bound, it may be desirable to' 

restrict proc,essor time for broadcasts, so that messages are 
, 

not sent at the max imum rate possible. This correspond's to 

an effective increase in S. 

The analysis of the case with no interference is the 

most general result of the previous section. We note that 

the total interference case is approximated by S» 0, and 

that the hardware broadcast. case is approximated by 5 « O. 

It will be useful to explore the ways in which 5 and 0 can 

be traded off against one another, and then look for the 

best val ues. 

The assumption of constant 5 and 0 between all node 

pairs of a network may not be realistic for some systems. 

Thus, the extension of these results to cases in which the 0 

and S values are not the same for all nodes, and in which 

they are not constant is worthwhile. 

Finally, the generating function for the general recur­

rence, G(z) = zk / (1 - zj - zk), requires further in-
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vestigation. The denominator of. G(z) has one real root 

between 0 and 1, as can be read il y seen from the .. fact that 

G(O) = 1 and G(l) = ~1. It is our conjecture that this root 

dominates the asymptotic behaviour of LlN(i) , which, if 

true, would 

for large i. 

allow us to write LlN(i) approximately as cr i 

Here, r = l/r', where r' is the value of the 

root between 0 and 1. 
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Abstract 

In May 1978 a new routing algorithm was installed in 
the ARPANET.' In this algorithm, each network node makes an 
.independent routing decision, based on information about 
delays throughout the network. The delay on a particular 
line is measured at the nodes attached to that line, and 
disseminated to the rest of the network in the form of a 
"routing update." This paper discusses one aspect of the 
routing algorithm, viz. its updating protocol (i.e. the 
protocol used to disseminate the updates) .. The problem of 
devising a good updating protocol is shown to be a problem 
in the management of a distributed data base. The 
requirements which any such ~rotocol must meet in order to 
be satisfactory are presented and discussed. The protocol 
is then developed so as to meet these requirementi~ Other 
possible protocols are discussed, and shown not to meet the 
requirements. 

1. INTRODUCTION 

The design of distributed adaptive routing algorithms 
for packet-switching computer networks gives. rise to many 
and varied problems. tn this paper we discuss one such 
problem, as well as th~ solution we devised as part of the 
design of a new routing algorithm for the ARPANET. (This 
new algorithm, described in [1], became operationaf in" May 
1979.) The problem arises from the fact that although each 
packet switch (node) in the network must make an independent 
decision on how to route packets, the data base it needs to' 
make these decisions is a distributed data base. That is, 
each node has direct access to only a small portion of the 
data base; to gain access to the rest, the nodes must 
communicate wi th ea.ch other. The messages used to transmi t 
the routing data base information are known as "routing 
updates." Choosing a good routing update protocol is a 
problem in distributed data base management; it is this 
problem that will be discussed here. 
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2. THE PROBLEM 

In distributed routing, each node.runs an independent 
"shortest-path computation" which maps certain state 
information about the network into a set of routes from the 
given node to each other node. A routing algorithm may be 
said to be adaptive insofar as the chosen routes adapt 
systematically to changes in thi~ state information. If one 
wants to have routing which adapts only to changes in the 
network's topology, then the only state information which is 
necessary is the up/down status of each network line. If, 
on the other hand, one wants the routing to adapt to changes 
in packet delay, then the necessary state information is the 
delay over each network line; this is the approach adopted 
in the ARPANET. This state information is gathered by· a 
measurement process which runs in each node. The state Qf a 
particular line, however, can be directly measured only by 
the node that transmits over that line; there is no way for 
a node to directly measure the delay over a line to. which it 
is not connected. Nevertheless,if each node is to make an 
independent routing decision, each node must know the delay 
over each network line. This is what gives rise to the 
distributed data base problem. In order for each node to 
perform an independent shortest-path computation, each node 
must have access to a data base which consists of the delay 
over each ·networkline. Since each node is able to measure 
the delay on only a few lines, the data base is distributed 
throughout the network. 

There are two possible approaches to solving the 
problem of the distributed data base. One way is to 
distribute the shortest~path computation itself so that each 
piece of the .computation has direct access to the part of 
the data base that it needs. This is the approach taken by 
the ARPANET's old routing scheme. The alternative approach 
is to develop a quick and reliable updating protocol for 
transmitting changes in the data base to all nodes in the 
network. This makes the entire distributed data base 
locally available to each node. This approach, adopted by 
the ARPANET's new routing algorithm, is the one that shall 
be discussed here. 

3. REQUIREMENTS OF THE UPDATING PROTOCOL 

Protocols -for handling process-process communication 
abound in computer networks, and one might think that 
devising an updating protocol for routing offers no special 
problems not found generally in the design of such 
protocols. This is not the case. The role of routing in 
the network places special requirements on the updating 
protocol. If each node is to maintain its own copy of the 
entire data base, and if each node's routing decisions are 
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to be made entirely on the basis of its own copy of the data 
base, then it is essential to ensure that identical copies 
of the data base are kept at all nodes. If this constraint 
is not met, then the nodes may make conflicting routing 
decisions, causing a major network failure. For example, 
suppose A and B are neighboring nodes, and D is a third node 
elsewhere in the network. If A were ever to decide that 
traffic destined forD should be routed via B, whileB 
decides that traffic forD should be routed via A, neither A 
nor B would be capable of delivering traffic to D; traffic 
would loop endlessly between A and B. For the shortest-path 
computation used in the ARPANET's new routing scheme, this 
situation can be shown to be impossible, if all the nodes 
have identical copies of the data base. If they do not have 
identical copies of the data base, however, then there is no 
assurance that the routing scheme will be . able to deliver 
packets to their. destinations. It must be understood though 
that the data base is constantly changing. Whenever the 
average delay over a line changes, or when a line goes down 
or comes up, there is a change in the value of one of the 
entries in the distributed data base. This change. must be 
made known to all nodes quickly if the routing algorithm is 
to continue to operat~ correctly. Our problem is to devise 
a protocol which ensures, to the greatest degree possible, 
that all nodes maintain an identical copy of the data base, 
even though it is under continual change. The requirements 
of such a protocol are the following: 

1. Reliability. The protocol must ensure delivery of 
all updates ~o all nodes. The ordinary data 
transfer protocol of the ARPANET is not 
sufficiently reliable. Data packets in the ARPANET 
can be lost due to node crashes, network 
partitions, or severe congestion. . Loss of data 
packets under these (admittedly low probability) 
circumstances is unfortunate, but it does not have 
any globally deleterious effect. Loss of a routing 
update, on the other hand, will result in 
inconsistent copies of the routing d~ta base, 
possibly crippling routing and bringing down the 
network. A more reliable protocol must be found. 

2. Quickness. Since updates cannot make their way 
across the network instantaneously, there will 
always be some interval of time after a new update 
is generated when the copies of the data base 
throughout the network are not identical. Our goal 
is to keep this interval as small as possible. 
Note that when an ordinary data packet travels 
slowly, the only bad effect is that some user sees 
a long delay. When routing updates travel slowly, 
however, all users can suffer. 



4. 

5. 

-263 ... 

Priority. Whenever routing updates contend with 
other packets for the same resources (such as 
buffer s~ace, line bandwidth, or processor 
bandwidth), the updates must be given priority. To 
put this point another way, the flow of updates 
must not be slowed down when the network is heavily 
loaded. 

Sequential delivery. If two updates contain 
information about the same l,ine, then the updates 
must be processed at all nodes in the order in 
which they are generated. If different nodes 
process these updates in different orders, 
inconsistent copies of the data base are sure to 
result. Note, however, that as long as the updates 
contain complete information, so that later updates 
obsolete earlier ones, it is not necessary to have' 
guaranteed sequential delivery. When later updates 
arrive before earlier ones, the later ones can be 
processed immediately, and the ,earlier ones simply 
discarded when they arrive. A policy of guaranteed 
sequential delivery would delay the processing of 
the later update until the earlier one arrives, 
thereby defeating the requirement of quickness. 

Efficiency. The routing updates should not place 
such a great demand on network resources that the 
routing scheme does more harm than good. 

4. THE UPDATING PROTOCOL DEVELOPED 

Some of these requirements were easy to handle within 
the structure of the ARPANET nodes. Others were more 
difficult, and required the development of new protocols 
unlike anything previously found in the ARPANET. One of the 
easy ones was priority. The ARPANET already had a priority 
queueing structure which could be easily adapted to allow 
highest priority to routing updates. To handle efficiency 
considerations, we ma-de the update messages small and 
infrequently generated.' Each update message from a given 
node contains information on all the lines emanating from 
that node, rather than on just one line. The update 
packets themselves are quite small, about 176 bits on the 
average. Furthermore, each node is constrained to generate 
updates only infrequently. 'Changes in delay on a line 
cannot cause generation of updates more often than once 
every 10 seconds. Additional updates can be generated if a 
line goes down or comes up. However, when a line goes down 
it cannot come back up for at leas~ 60 seconds, so there is 
no need to worry about excessive updating due to line 
failures. An important consequence of these features of the 
update generation process is that there is no need to exert 
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flow control on the routing updates. They simply cannot be 
generated frequently enough to give rise to the sort of 
problems which flow control is needed to prevent. 

For speed and reliability we decided to use a 
transmission procedure known as flooding. Each update from 
a given node carries a sequence number which identifies it 
uniquely. When a node generates an update, it sends a copy 
of the update to each of its neighbors. Whenever a node 
receives an update which it has not seen before, it sends a 
copy to each neighbor, except tne one from which it it was 
received. When. a node receives an update which it has seen 
before (or which was generated prior to one it has seen 
before), the update is discarded. The two most salient 
aspects of th$ ttansmission procedure are: 

1 • 

2. 

The transmission of routing update messa~es is in 
no way dependent on the performance of he routing 
algorithm. Even if some problem arises with the 
routing algorithm, transmission of routing updates 
is not affected. This independence is an important 
reliability measure. It is also important in 
ensuring quick transmission. In effect, it 
establishes a fixed routing policy for transmission 
of routing updates, allowing the updates to bypass 
many of the normal packet-forwarding procedures. 
This means that the forwarding of updates can be 
done at the highest priority level, with negligible 
processing delay. 

Each node receives a copy of each update from each 
of its neighbors. This ensures that updates cannot 
be lost due to node ·failures or network partitions. 

It must be understood, though, that transmission across the 
network consists of a sequence of point-to-point 
transmissions, or hops. Flooding assures speed and 
reliability only insofar as the individual point-to-point 
transmissions are quick and reliable. Packets transmitted 
from one node to ano-ther need to be p~otected . against the 
following problems: . 

1. Line errors. Bursts of noise on the telephone line 
connecting two nodes can result in a packet's 
failing to be received correctly. 

2. Buffer shortage at the receiving end. Exhaustion 
of the receiver's buffer pool can cause it to miss 
a packet. 

3. Processor 
occasion, 
a heavy 

overload at the receiving end. On 
the nodes have been observed to have such 
processing load that they sometimes miss 
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packets because they 
interrupts fast enough. 

cannot process their 

So we need some sort of reliable transmission protocol, 
whereby updates get retransmitted until they are known to 
have been correctly received at all nodes. One possibility 
would be to have every node receiving an update send an 
acknowledgement to the source of the update. If the source 
does not receive acknowledgements from all other nodes, it 
retransmits the update, either flooding it again or sending 
it directly to the node (or nodes) which did not receive it 
the first time. However, reliable transmission protocols 
based on retransmissons from the source tend to be 
cumbersome, slow, and inefficient. Such protocols may be 
suitable for transmission of ordinary data, but not for 
transmission of routing updates. The only alternative is to 
have a protocol that requires each update to be acknowledged 
over each line on which .it is transmitted, and retransmitted 
on a line-bY-line basis whenever necessary. The network 
does have such a reliable point-point transmission protocol, 
known as the IMP-IMP protocol, which it uses in the 
transmission of ordinary data packets. This protocol 
divides each line (in each direction) into eight logical 
channels. Each logical channel can have only one packet in 
flight at a time. Once a packet has been transmitted on a 
logical channel, no further packets can be transmitt~d on 
that channel until the first one has been acknowledged. A 
packet which is not acknowledged within a certain period of 
time is retransmitted, and the retransmissions will continue 
periodically until an acknowledgement is finally received. 
This protocol, . whatever its merits for data packets, is 
unsu;itable for routing updates. It has reliability, but not 
quickness. The problem is that the IMP-IMP protocol can 
block transmission on a line, even if the line is idle. 
This will happen if all eight logical channels are filled 
with p.ackets awaiting acknowledgement. While the 
acknowledgements are being awaited, the line may be idle, 
yet no additional transmissions are possible, since there 
are no empty logical channels. (A similar point could be 
made against other link transmission protocols, such as 
HDLC.) We do not, however, want to delay the transmission 
of a routing update merely because all eight logical 
channels are in use by data packets. 

One way to alleviate the problem is to add additional 
logical channels to be used only for routing updates. For 
instance, if there are NN nodes, one could add NN logical 
channels. A routing update would be sent on the channel 
which corresponds to its source node. Then routing updates 
would compete for logical channel space only with other 
routing updates which originate from the same node. This 
does not totally alleviate the problem of blocking 
transmission on an idle line, since it is possible for 
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several updates from ~he same node to arrive in rapid 
succession, in which case their transmission would be 
unnecessarily slowed. However, the routing updates have 
three special properties-which distinguish them from 
ordinary dat.a packets and enable the logical channel 
protocol to be significantly simplified: 

1. If a routing update from node A is transmitted from 
node B to node C, and then a later update from node 
A is received at node B before the prior update is 
acknowledged, we no longer care whether the prior 
update is correctly receiyed at node C or not.· 
Since the later update obsoletes the prior one, 
there is no reason to continue retransmitting the 
prior one, and all resources can be devoted to the 
transmission of the later one. 

2. Each routing update carries a sequence number which 
(together with the number of its source node) can 
be used to identify it uniquely on each li.nk over 
which it is transmitted. (The assignment of 
sequence numbers to routing updates will be 
discussed-Iate~.) Ordinarily, data packets do not 
carry any identifier which the link transmission 
protocol can uSe. Therefore, the link transmission 
protocol ~ust maintain its own set of identifiers 
to assign to packets. If the set of identifiers is 
small, then only a small number of packets can be 
in flight at once. The IMP-IMP protocol maintains 
only eight identifiers (one for each logical 
channel) for ordinary packets, which is why only 
eight packets can be in flight at once. If, 
however, the link transmission protocol for routing 
updates identifies the updates by their sequence 
numbers, and if the sequence numbers are 6 bits 
long (as in the ARPANET), up to· 64 updates from 
each node could be in flight on a link at any time. 

3. Ordinary data packets must be kept buffered while 
awaiting acknowledgement. One reason why only a 
_few data packets can be in flight at once is that 
each in-flight packet uses a buffer, and the 
ARPANET is short on buffer space. Routing updates, 
however, need not be kept buffered while awaiting 
acknowledgement. When a routing update is received 
at a node, the information it contains is copied 
into the node's copy of the data base. If the 
update has to be retransmitted, it can be 
re-created from the information in the node's data 
base tables. Hence there is no need to keep the 
update packet buffered, and buffering shortage does 
not constrain the number of updates in flight at 
once. 
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The second property eliminates the problem of blocking 
transmission on an idle line. The link transmission 
protocol for routing updates need never delay transmission 
when the line is idle, since updates sent on the same 
logical channel ,are not competing for sequence number space. 
The first property implies that in some cases, it is not 
even necessary to wait for an acknowledgement. The third 
property implies that there is not a large buffering cost in 
having many routing updates in flight at once on a single 
line. Therefore, we have adopted the following protocol. 
On (each direction) of each network line there is a separate 
logical channel for each node which may be the source of a 
routing update (i.e. for each node.) After an update is 
transmitted on a line, it is retransmitted periodically over 
that line, until one of the following two events occurs: 

a) It is acknowledged by'thenode at the other end of 
that line. 

b) A later update from the same source node is 
received over any line. 

This protocol 
reliability. 

meets the desiderata of quickness and 

We have now shown how to meet all the requirements 
except one sequential delivery. One possible way to 
ensure sequential delivery would be to refrain from 
generating a new update until the previous update is known 
to have been received by all nodes. While procedures for 
doing this do exist, they tend to be slow and unresponsive. 
Therefore, we have chosen to ensure sequential delivery by 
the use of sequence numbers. Every time a node generates a 
new update, it assigns it a sequence number one greater than 
that assigned to its previous update. The other nodes in 
the network use this sequence number to determine which of 
two updates (from the same source node) is the more recently 
generated.' However, the use of sequence numbers introduces 
a new pr6tocol problem, that of keeping sequence numbers 
synchronized. ' 

Suppose node A receives an ,update from node B with 
sequence number 7. At some later time, node A receives an 
update from node B with sequence number 6. Furthermore, no 
update from B arrives at A in the interim. Ordinarily, this 
would imply that node A has received the updates out of 
order. Update number 6 has already been pbsoleted by by 
update number 7, and should just be discarded. However, 
suppose that node B had crashed after sending update 7. 
When it comes back up, it may not remember that its'last 
update was numbered 7; it may start its numbering over 
again. In that case, update 6 may actually be more recent 
than update 7, and node A will do the wrong thing. A 
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similar problem can arise as a result of network partitions. 
Suppose that a series of line failures partitions the 
network, so that there is no.path between node A and node B. 
While the partition lasts, node B continues to generate 
updates, giving each one a higher sequence number than the 
last. Node A, however, cannot receive these updates.' Since 
the sequence numbers must be represented in a finite number 
of bits, they will eventually wrap around. Suppose that 
node B's sequence numbers wrap around several times during 
the partition, and that when the partition ends, the next 
update sent by B is numbered 6. Again, node A will make the 
wrong decision. 

It is clear that when communication is re-established 
between two nodes that have been temporarily unable to 
communicate, some explicit procedure must be invoked to 
enable those two nodes to get their sequence numbers 
re-synchronized, so that each knows what sequence number to 
expect next from the other. Most protocols that depend on 
sequence numbers use a handshake procedure to synchronize 
their sequence numbers at the beginning of a communication. 
However, this is not suitable for our purposes. Since every 
node generates updates which. must go to all other nodes, 
there would have to be a handshake between each pair of 
nodes. In a 100-node network, this is 10,000 handshakes. 
CI~arly, it would be desirable to find a synchronization 
procedure which is more efficient. 

It may be thought that the routing data base itself 
contains enough information to enable all nodes to 
re-synchronize their update sequence numbers after a 
partition, without any explicit handshake procedure. After 
all, the routing computation enables each node to know 
whether another node is reac~able (i.e. whether a path to 
the other node exists) or not. When a node becomes 
unreachable, all updates from it can be ignored. When it 
oecomes reachable again, the next update received from it 
can be accepted, no matter what its sequence number is. 
This automatically resynchronizes the sequence numbers. 

Although this scheme is superficially a-ttract ive, it 
has serious difficulties, as would any scheme which requires 
the nodes to selectively ignore some updates. Recall that 
if ther~ is any long-term discrepancy in the data bases 
maintained by the nodes, the routing calculation may result 
in the formation of routing loops which can make the network 
useless. The proposed scheme enables such discrepancies to 
exist after a partition ends. Suppose (for concreteness) 
that the· network is partitioned East-West. When the 
partitiori ends, the Ea~tern nodes will initially appear 
unreachable to the Western nodes, and vice versa. Then 
updates will begin to flow across the East-West boundary. 
Eventually, all nodes will have processed updates from all 
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other nodes, and they will all see each other as reachable 
again. The problem arises though because Western nodes 
cannot begin to process updates from Eastern nodes as soon 
as they become reachable. Rather, they must wait until the 
Eastern nodes appear reachable, according to the routing 
computation. Nodes in the East d.o not appear to be 
reachable to nodes in the West as soon as they actually 
become reachable; the Eastern nodes appear to be reachable 
when updates from the East get processed by the Western 
nodes. The order in which nodes star,t to appear reachable 
depends on the order in which updates are processed. But as 
updates flow from East to West, different Western nodes will 
process the updates in different orders, and at different 
rates. An eastern node that appears reachable to one 
Western node at time t may not appear reachable to another 
Western node until some later time t', if various updates 
from the east reach the Western nodes in different orders. 
This means that if E is an Eastern node, and W1 and W2 are 
Western nodes, there may be some time interval during which 
W1 can accept updates from E, while W2 must ignore them. If 
W2 ignores an update, it does not forward it. Therefore W2 
(and all nodes beyond it) have rio chance to get an update 
from E until some later time, when E generates another 
update. 

The result is that it may be a very long· time before 
updates from E are able to reach all the Western nodes (even 
though they are able to reach some Western nodes in a very 
short time).· During this time, the nodes' copies of the 
data base are inconsistent. 

It must be understood that the problem is not merely 
that it will take a long time to re-integrate the two 
segments after a partition. Rather, when a partition ends, 
incorrect routing patterns may form which affect 
communication even between node-s in the same segment. For 
example, two Eastern nodes which are communicating with each 
other may begin routing their traffic to each other via a 
series of Western nodes. But if the Western nodes hold 
inconsistent information about the Eastern nodes, the 
traffic may never get through. As a result, some nodes 
which were able to communicate during the partition may not 
be able to communicate after it ends. 

The source of the problem with the proposed scheme is 
that some nodes are forced to ignore certain updates· while 
others are not. It is dangerous to ignore updates 
selectively. Unless all nodes ignore the s~me updates at 
the same time, their copies of the data base may not be 
identical. One way to avoid this problem is to develop a 
scheme which allows all nodes to process all updates they 
receive, as soon as a partition ends: 
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Let zero serve as a canonical lowest sequence number. 
No update packet ever carres a sequence number of zero. 
However, when a node A is determined by a node B to be 
unreachable, Bacts as if the sequence number of A's 
most recent update were zero. Then when B next 
rec~ives a~ update from A, the new update is 
automatically accepted as a recent update, and 
processed normally. 

The intent of this scheme is that when a partition ends and 
updates begin to flow again between the segments, they can 
be accepted and processed as Boon as they are received. 
There . is no need to wait until a node appears reachable 
before its updates can be accepted. However, this scheme 
has a different sort of problem which is just as serious. 

Suppose again that the network is partitioned 
East-West. Let M be an Eastern node which is on the border 
of . the partition. Let A, B, and C be three other Eastern 
nodes which are conriected in a triangle, and let W be a 
Western node. Let m be an update from M which reports the 
partition. That is, the other 'Eastern nodes detect the 
part it ion as a result . of, processing m. (Presumably m 
reports that the line between M and its Western neighbor M' 
has gone down.) Let w be an update from W which reached the 
Eastern segment of the network just before partition, and 
let s(w) be its sequence number. Now it is certainly 
possible that m gets to A before w does, and that w actually 
follows m around the triangle. As update m travels around 
the triangle, IMPs A, B, and C will determine that· W is 
unreachahle; henceforth they will act as if W's last update 
had had sequence number zero. Almost immediately 
thereafter, update w will be received. Since zero is the 
canonical lowest sequence number, s(w) > 0, so even though w 
was generated before the partition, it looks like a recent 
update. It is accepted and forwarded. However, the next 
time A, B, or C does a routing computation, they will again 

. determine that W is unreachable, .and again begin to act as 
if· its'most recent sequence number were zero. (Jnce they do 
this, thej no longer "remember" that they have seen w 
before; When w·comes around the loop again, it again looks 
like a recent update (s(w) > 0), and is again accepted and 
forwarded. There is nothing to stop this process, which may 
continue indefinitely. In fact, w may still be traveling 
around when the partition ends. Once the partition is over, 
W will eventually send out another update, w'. This may 
result in w ~nd w' being.in the network at the same time. 
If the partition lasted long enough for the sequence numbers 
to wrap around, then it is meaningless to compare s(w') with 
s(w). As a result, the nodes may incorrectly believe w to 
be more recent than w', and routing will be based on very 
old and out-of-date information. Depending on the exact 
values of s(w) and s(w'), this problem may persist for a 
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very long time, causing extremely bad ~erformance throughout 
the whole network (for instance, if w' reports that one of 
W's lines has gone down, lots of traffic may be routed to a 
non-existent line) .. 

We see from this that it is not enough to allow all 
updates to be processed as soon after a partition as they 
are received. In addition, we must be able to ensure that 
if the partition has lasted long enough for sequence number 
wrap-around to have occurred, then no pre-partition updates 
are still extant. One way of ensuring that updates do not 
stay around the system too long is simply to time them out. 
When the last received update from a given node becomes "too 
old", the next update from that node should be automatically 
accepted as the more recent, no matter what sequence number 
it has. This eliminates the problem of an old update 
circulating in the network for an unlimited amount of time. 
In the example above, by the time the partition ended, w 
would be "too old", so w' would be automatically accepted as 
more recent when it is received. 

The most accurate way to determine the age of an update 
would· be to maintain a globally synchronized clock. Each 
update packet would carry the time of its creation at its 
source, as well as a sequence number. Then each node would 
know exactly how long ago an update was generated, subject 
to the resolution of the clock and possible inaccuracies of 
synchronization. Use of a globally synchronized clock has 
several problems, however. One problem is simply the 
difficulty of maintaining synchronization. But the most 
serious problem is that of re-synchronizing after a 
partition. When a partition forms, there is no way of 
ensuring that the clocks in the two segments stay 
synchronized. If, when the partition ends, updates flow 
between the two segments before re-synchronizationis 
established, the results are unpredictable. So not only 
must there be a method of re-establishing sync, there must 
also be some way for the nodes to determine whether or not 
sync has been re-established, so they know whethBr or not it 
is safe to pass on updates. While such methods can no doubt 
be developed, they would add a significant amount of 
complexity to the scheme. It is worthwhile therefore to 
develop a means of determining the age of an update which 
does not require globally synchronized clocks. 

Suppose node A transmits update a which is received at 
node B. At any given time, the age of update a (from the 
point of view of B) can be divided into two components 
transit time and holding time. Transit time is the time it 
took the update to travel from A to B. Holding time is the 
time since it arrived at B. If we may assume that, within a 
certain amount of time after an update is initially created, 
its holding time at any givefi node will be very much larger 



-272-

than its transit time to that node, then we may neglect the 
transit time, and equate the update's age to its holding 
time. But the holding time can be computed from a purely 
local clock. No global synchronization is necessary at all. 

In the ARPANET, cross-network transit times are 
generally on the order of 100 milliseconds. Within a 
minute, say, after any update is created, its holding time 
at any node would always dominate its transit time to that 
node by so much that the transit.time could be neglected. 
There is only one exceptional case. If an update has to be 
retransmitted many times, it may age significantly in 
transit. If A has held an update for 59 seconds, 
retransmitting many times before B finally acknowledges it, 
we do not want B to have to wait yet another minute before 
regarding the update as too old. The time the update was 
held at A must be figured in. 

This problem is resolved by having the update packets 
carry around some indication of their age. When an update 
i£ first generated, its age is zero, and a zero is stored in 
its age field. When an update is received, its age field is 
stored, and periodically incremented. When a packet is 
re-transmitted, the current stored value of the age field is 
placed in the packet. , Since we know how often any node can 
generate updates, and we know how many' bits the sequence 
number is to be stored in, we Can compute the minimum time 
needed for the sequence numbers to wrap around. Once an 
update has been held for so long that the sequence numbers 
from its source node may have wrapped around, it 'is regarded 
as "too old", and the next update received from that source 
is considered to be the more recently generated, no matter 
what its sequence number is. This will only work if the 
minimum time to wrap around is much greater than, the transit 
time, but that is easy to ensure. 

Similarly~ if a node fails, it must be held off the 
network for enough time to allow its last update to become 
"too old". Once that happens, its first new upaate will be 
accepted as the most recent, independent of sequence 
numbers. 

5. THE UPDATING PROTOCOL SUMMARIZED 

In this section, we summarize the updating protocol 
developed in the previous section. Each update packet has a 
header in which are stored its age, its sequence number, and 
the identification number of its source node. The sequence 
number is assigned by the source node at the time the update 
packet is created, and is one greater than the sequence 
number of the update packet previously generated by that 
source node (modulo n, of course, where n is the maximum 
sequence number). In the case of the first update packet 
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generated by a node, any sequence number may be assigned. 
An update packet is given an age of zero at the time of its 
creation. The source node _then transmi ts the update packet 
to each of its neighbors. The update packet is 
retransmitted periodically to a given neighbor until that 
neighbor acknowledges it, or until a new update packFt is 
created which obsoletes the first one. 

When a node receives an update packet from one of its 
neighbors (which mayor may not be the original source of 
the update), the node sends an acknowledgement to the 
neighbor. The source node identifier and the update 
sequence number are used to identify the acknowledged packet 
uniquely. Then the receiving node must check to see whether 
any update packet from the same source node has been 
previously received. If not, the age and sequence number of 
the update are stored. (The stored value of the age will be 
incremented periodically, until it reaches some maximum 
value~ after which the update will be c. onsidered to be "too 
old".) The· update is sent to each neighbor except the one 
from which it was received. It is retransmitted 
periodically to a given neighbor until it is either 
acknowledged by that neighbor, or it becomes "too old", or a 
more recent update packet from the same source node is 
received. When an update needs to be retransmitted, it is 
re-created from tabled information; it is not kept in a 
packet buffer. Note in particular that when the update is 
re-created, its age field is copied from the tabled age 
field. Since the tabled age field is incremented 
periodically, the age field carried by a retransmitted 
update packet is not generally the same as the age field 
carried by the original copy of that update packet. 

If a received update packet is not the first from a 
particular source node, a determination must be made as to 
whether it was generated more recently than the update 
previously received from that source node. (Of course, the 
neighbor which transmitted the packet must be sent an 
acknowledgement, whatever the outcome of this 
determination.) If the stored value of the age field (which 
corresponds to the previous update) is at its maximum value, 
the previous update is too old, and the current one is 
considered to be the more recently generated one. If the 
stored value of the age field is not at its maximum value, 
the current update's sequence number is compared with the 
sequence number of the previous update (i.e. with the tabled 
sequence number) to see which update is the more recently 
generated. If the current update was not more recently 
generated than the one previously received (or if it is a 
duplicate of it), it is simply discarded. Otherwise it is 
forwarded to all the neighbors except the one from which it 
was received, as described in the previous paragraph. Its 
sequence number and age are stored, replacing those of the 
previous update. 
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The parameters of this algorithm must be chosen so that 
it is impossible for the sequence numbers to wrap around in 
less time than it takes for an update to reach its maximum 
age. This ensures that the most recently generated update 
will, always be correctly chosen, even in the case of network 
partition. 

When a node fails, it, must not be allowed to restart 
until enough time has elapsed so that any extant updates 
that originated from that node will' have reached maximum 
age. This ensures that the first update generated by that 
node after restart will always be considered more recent 
than any previous updates, regardless of sequence numbers. 

6. CONCLUSION 

The problem of designing a protocol for transmission of 
routing updates is an example of a problem in the management 
of a distributed data base. This sort of problem is 
different from the problems for which communications 
protocols have traditionally been designed, and it leads to 

, a protocol which is significantly different from any of the 
ARPANET's internal protoools. How the issues and solutions 
discUssed here may be applied to the management of 
distributed data bases in other applications is a question 
still ,to be addressed. 
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Abstract 

In this paper a: new method for distributing and updating host 
nameiaddress information in large computer networks is described. The 
technique uses datagrams to provide a simple transaction-based 
query/response service. A provisional serv~ce is being provided by 
the Arpanet Network Information Center (NIC) and is used by mobile 
packet radio terminals, as well as by several Arpanet DEC-10 hosts. 
Extensions to the service are suggested that would expand the query 
functionality to allow more flexible query formats as well as queries 
for service addresses. Several architectural approaches with 
potential for expansion into a distributed internet environment are 
proposed. This technique may be utilized in support of other 
distributed applications suc.h as user identification and group 
distribution for computer based mail. 

INTRODUCTION 

In large computer-networks, such as the Arpanet [1], network-wide 
standard host-addressing information must be maintained and 
distributed. To fulfill that need, the Arpanet Network Information 
Center (NIC) at SRI International has maintained, administered, and 
distributed the host addressing data base to Arpanet hosts since 1972 
[2]. . 

The most common method for maintaining an up-to-date copy on each 
host is to bulk~transfer the entire data base to each host 
individually. This technique satisfies most host addressing needs on 
the Arpanet today. However, some hosts maintain neither a complete 
nor a current copy of the data base because of limited memory capacity 
an~ infrequent processing of updates. In addition, with the expansion 
of the Arpanet into the internet environment [3, 4], a strong need has 
arisen for new techniques to augment the distribution of name/address 
information. 

One method currently being investigated is the dynamic distribution 
of host-address information via a transaction-based, inquiry-response 
process called the Name Server [5, 6]. To support this investigation, 
the NIC has developed a provisional Name Server that is compatible 
with a level of service specified in the Defense Advanced Research 
Projects Agency (DARPA) Internet experiment [5]. The basic Name 
Server is described in this paper and a set of additional functions 
that such a service might be expected to support is proposed. _ 

The discussion is structured as follows: Section 1 describes the 
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NIC Name Server and how it is derived from the NIC data base service. 
Section 2 describes extensions of the name server which allow a richer 
syntax and queries for service addresses. Section 3 discusses 
architectural issues, and presents some preliminary thoughts on how to 
evolve from the current centralized, hierarchic service to a 
distributed Name Server service. 

THE NIC NAME SERVER 

A Name Server service has been installed on SRI-KA, an Arpanet 
DEC-10. Inquiry-response access is via the Internet Name Server 
protocol [5], which in turn employs the DARPA Internet Protocol, IP4 
[7]. 

To demonstrate the service a simple interactive facility is 
provided to format user input into name server requests--e.g. a query 
of the form IARPANETIFOO-TENEX returns an address such as "10 2 0 9" 
(NET=10,· HOST=2, LOGICALHOST=O, IMP=9j for details of host address 
formats see [8]). 

User access to the name server has been implemented on several 
Arpanet DEC-10 TENEX and Packet Radio Network LSI-11 Terminal 
Interface Unit (TIU) hosts [9, 10]. While the TENEX program serves 
primarily as a demonstration vehicle, the LSI-11 program provides a 
valuable augmentation of the TIU's host table. A typical scenario is 
that when the packet radio TIU is initiated or initialized, it 
contains only a minimal host table, with the addresses of a few 
candidate name servers. The user queries the name server with a 
simple manual query process, and then uses the address obtained to 
open a TELNET connection to the desired host. 

The information to support the name server originates from the 
NIC's Arpanet host address data base. An optimized version of this 
data base is presented to the name server upon program initiation as 
an input file. 

NAME SERVER ISSUES 

The basic name server provides a simpleaddress-b!nding service 
[5]. In response to a datagram query [7, 11], the name server returns 
either an address, a list of similar names if a unique match is not 
found, or an error indication. Several useful additional functions 
can be envisioned for the name server such as service queries and 
broader access to host-related information. 

Similar Names 

An important issue to be resolved is that of the interpretation 
given to the "similar names" response. A standard definition should 
be given and not be left to implementors' whims. 

If the "similar names" response is used primarily to provide 
helpful information to a human-interface process, then it may be 
useful to model the behavior of the name server on the behavior of 
other known processes that present host name information on demand: 
An example of this is a common implementation of virtual terminal 
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access on the Arpanet, User TELNET [12], in which three different 
functions occur: 

1. Upon termination of host name input (e.g. <CR», the user 
is warned only with an audible alarm if the name used is not 
unique. If the name is unique, the name is completed, and 
the requested operation is .initiated. 

2. In response to <ESC>, either the name will be completed if 
unique or the user will be warned with an audible alarm if 
the name is not unique. 

3. Only in response to "?" will a list of similar names be 
printed. "Similar names", in this case, means all names 
that begin with the same character string. The list is 
alphabetized. 

In support of this style of user interface, it may be appropriate 
to return the "similar names" response only when requested. Two ways 
to achieve this might be either to set an option bit or to use "?" to 
force the similar names response. 

Query Syntax 

A second issue in the provision of name server service is that of 
query syntax. The baSic level of service previously described allows 
only a few query functions. With more intelligent name servers, 
complex queries can be supported. 

The current Internet name server requires two fields in the query 
string--a network name field and a host name field. If the network 
field is non-existent, a local network query is assumed. 

Since network independent queries are desirable, an expanded query 
functionality must be specified. One way this might be done is to add 
to the notion of "missing field.", which means "local", the notion of a 
special character like ".", Which means "all". . 

The semantic range of queries afforded by adopting this convention 
is listed beloW' (Note: - is used to mean "null". If both network and 
host fields are null the representation is ,,- -II "N" means "network" 
and "H" means "host"): 
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local net, local host (validity check?) 

• local net, all hosts 

H local net, named host 

• all nets, local host (inverse search) 

• • all nets, all hosts (probably prohibited) 

• "H all nets, named host 

N named net, local host (inverse search) 

N • named net, all hosts 

N H named net, named host 

By combining the on-demand similar-names function, "all" and 
II local", and by allowing "." to be prefixed or appended to the query 
string as a wild card character,one can query as follows: 

SRI·? All hosts named SRI. on local net 

• SRI·? All hosts named SRI. on all nets 

• ·UNIX·? All hosts named .UNIX. on all nets 

Service Queries 

It has been suggested that the name server be generalized into a 
binding funct~on [13, 14]. In this context, allowirig service qUeries 
is a very useful extension. One application of this service, that 
exists within the Packet Radio Project at SRI, is the need to find the 
addresses of Hosts that support the LoaderServer service--a service 
that allows packet radio TIUs to receive executable programs via 
downline loading. 

Service querying, unlike ho.st names querying, requiresamul tiple 
response capability. The querying process would, upon r~ceiving 
multiple service descriptors, attempt to establish access to each 
service, one at a time, until successful. 

Service descriptors consist of an official name, a list of alias 
names, and a network-dependent address. In the case of Arpanet 
Internet services, this address field would consist of the host 
address(32 bits), port(32 bits), and protocol number(8 bits). For 
Arpanet NCPservices, the address would consist of a host address(24 
bits) and a socket(32 bits). 

Syntactically, service queries can be derived from host queries by 
the addition of a service name field, as below: 

NET HOST SERVICE 
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A network-independent service query, for example, can be 
represented as: 

* * SERVICE 

Name Server Options 

The concept of options has been introduced in the discussion of the 
"similar names" function. Another group of options may be used to 
specify the format of the reply~ At one extreme is the compact, 
binary, style such as exists in the basic level of service. At the 
other extreme is an expanded, textual, style such as is represented by 
a NIC host table record with official and alias names included. 
Options can be envisioned that specify: 

- Binary versus text format 

- Inclusion of each field in the reply 

Inclusion of official name, per field, in the reply 

- Inclusion of alias names, per field, in the reply 

- Inclusion of other miscellaneous information, such as 
operating system, machine type, access restrictions, and so 
on. 

Other options can be envisioned that specify the scope of the search, 
such as "find SERvER hosts only". An alternate form for specifying 
formats might be to settle on several standard ones, and allow an 
option to select among them. 

Certainly, not all name servers can support all such options, and 
not all options are equally useful. Thus, the proposed list will be 
expanded or contracted to fit·· the actual needs of processes using the 
name server service. 

MORE DATA Protocol 

It should be noted that some of the proposed name server extensions 
have the potential for generating more than a single datagram's worth 
of reply, since the current DARPA Internet Protocol limits the size 
which all networks must support to 576 octets [15]. In spite of this, 
the size of such replies need not require a full~blown stream 
protocol. Several alternatives exist: 

1. Disallow options that imply large replies. 

2. Truncate the packet for large replies. 

3. Ignore the recommended maximum datagram size. 

4. Utilize an alternate base protocol for such requests. 

5. Develop a MORE DATA protocol. 
If alternative 1 is chosen, the potential for overflow exists, even 
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with the basic level of service. Alternative 2 implies unpredictable 
behavior to the user of the name server service. Alternative 3 
reduces the availability of the service. Alternative 4 is certainly 
possible, but may be overkill. 

Alternative 5 appears to be a reasonable solution and could be 
implemented very simply. The name server could return, as part of the 
reply, a code of the following form: 

+------+---------+ 
I MORE I ID~EXT I 
+------+---------+ 

where ID~EXT is a name-server-chosen quantity that allows the name 
server to find the next block of reply, the next time it is queried. 
This quantity may bean internal pointer, a block number, or whatever· 
the name server chooses. Follow-on queries may be implemented by 
recomputing the entire original query and discarding output until the 
ID~EXT block is reached, or by efficiently storing the entire reply 
in a cache, fragmented into blocks (with appropriate decay 
algorithms). 

Dynamic Updates 

In the previous diSCUSSion, the host name data base was assumed to 
have been a static or slowly changing entity with an administrative 
and manual update authority. This model reflects most of the network 
needs in the Arpanet and Internet communities. However, dynamic 
automated updating of the host table may be needed in the future, 
especially in mobile environments such as the Packet Radio Network. 

In a closed. user group community (such as a local network of 
. mutually trusting hosts), dynamic updating becomes simply a technical 

question concerning packet formats. In wider communities, a mechanism 
to authenticate the change request must be developed; however, the 
authentication issue is outside the scope of this paper. 

ARCHITECTURE 

The Name Server. concept is invaluable for allowing hosts with 
incomplete knowledge of the network address space to obtain full 
access to network servic·es. Whether for reasons of insufficient 
kernel space o~ of dynamically changing environments, the need for. the 
service is little questioned. However, significant design issues 
revolve around the methods for providing the service and for 
administering and updating the data base. 

In the current NIC Name Server, the service is centralized, and is 
supported by a data base administered by a single authority. In the 
long range, other architectures are possible that present more 
flexible ways to distribute host information within and between 
networks and administrative entities. These present opportunities for 
dynamic, automated, approaches to the maintenance and sharing of 
data--particularly host name data. 

From an evolutionary point of view, initial Name Server services 
will likely exist as a centralized service, possibly with one large 
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Name Server that has knowledge of multiple networks. Fromthis 
beginning, an expansion in two orthogonal directions can be 
envisioned. 

- In the direction of internal distribution, the name server 
can be partitioned into multiple, cooperating processes on 
separate hosts. The data base can be replicated exactly or 
managed as a distributed data base. 

- In the direction of administrative distribution, multiple 
autonomous name servers may exist that exchange data in an 
appropriate fashion, on a per network or other 
administrative basis. 

For hosts with small host tables, caching might be used, whereby 
lo.cal, temporary copies would be. maintained of subsets of the 
addressing data base. Such copies may b·e obtained either by 
remembering previous queries made of name servers, or by receiving 
automatic distributions of data from name servers. For mobile hosts, 
in which even the home network is unknown, it would be possible to 
maintain a very sparse table with the addresses of only a few name 
servers. 

For hosts lacking even the knowledge of name server addresses, a 
very primitive name server function can be provided by all network 
hosts that would allow real name servers to be located; e.g., a query 
of the form II. • RealNameServer" addressed to an arbitrarily 
selected host could elicit the address of a: real Name Server. 

Finally, the possibility exists for multiple name servers to 
communicate dynamically in attempting to resolve queries. If, for 
example, a name server on the Arpanet receives a query for a host on 
the Packet Radio Network, then the Arpanet name server can conceivably 
query the Packet Radio Network Name Server to resolve the reply. 

FUTURE WORK 

The techniques discussed in this paper for providing dynamic access 
to and maintenance of host address information are generally 
applicable to other information-providing services. Two possibilities 
currently under investigation at SRI include user identification 
servers [16] and time servers, which offer people/address and 
time-stamp information, respectively, as datagram driven information 
utilities. 

Further work is needed to refine the implementation of the name 
server and its using query processes. Two items in particular are 
direct system calls into the NIC data base management system for 
general access to host information and process-level query interfaces 
for using processes. Th~ design issues for efficient implementation 
are complex and involve some trade-offs. The most obvious trade-off 
is volume of network traffic versus "freshness" of information. The 
local host table handler can either send a message to the name server 
for every address request, or it can use some type of local cache to 
remember frequently requested names. SRI is exploring both the 
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process-level interface for the LSI-11 TIU and the problems of local 
host table management in small machines operating in adynamic 
environment. 

Information services such as the Name Server are integral 
components of distributed systems and' applications. However, the 
effective utilization of such services is a relatively unstudied and 
unexplored area. One area in which SRI plans to study t~eir impact on 
distributed architectures is in computer based mail applications. 
Information utilities in this environment can range from the support 
of simple mailbox address queries to complex address list management 
needed for inter-organizational and group resolution. , 

CONCLUSION 

A provisional Name Server service, based on the NIC host address 
data base was described in this .paper. In addition, a collection of 
design ideas for an internet Name Server service has been presented. 

Work is continuing on the 'refinement of the NICname server 
service. New requirements and opportunities for functional 
distribution are being investigated. Many questions have been raised 
in exploring~an expansion of the existing service. Such an expansion 
is expected to result in more useful support of internet (and 
intranet) capability. 
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Abstract 

There are at least two ways to manage the buffer memory of a 
communications node; One technique views the buffer as a single 

resource that is to be reserved and released as a unit for a particular 
communication transaction. A more common approach treats the node's 

buffer space asa collection of resources (e.g., bytes, words, packet 
slots) capable of being allocated among multiple concurrent 

conversations. To achieve buffer space multiplexing, some sor_t of 
negotiation for buffer space must take place between source and sink 
nodes before-a transaction can commence. 

Resul ts are presented which indicate that, for an appl icat ion 
involving a CSMA broadcast network, buffer space multiplexing offers 

better perf~rmance than buffer reservation. To achieve this 

improvement, a simple protocol is presented that features flow-control 
information traveling both from source to sink as well as from sink to 

source. It is argued that this bidirectionality allows the sink to more 
effectrve-ty- aI-locate buffer space among its active communication paths. 

INTRODUCTION 

Imagine for a moment a bright young engineer who has been assigned 
the task of designing a computer communications network •. - Being 

conscientious as well as bright, this engineer first looks at the 

current networking literature for some backround into computer 

communications techniques. Al~ost immediately two philosophies of 
computer network implementation present themselves. The first supports 

a resourc~:-rese'rvation viewpoint whereby a network user requests the use 
of various network facilities, is granted use of those facilities 

(generally at some time later than when they were requested), and 

.f inaUy, when they are no longer needed, releases those resources for 

use by others. Opposed to this philosophy is the resource-multiplexing 

schoo 1. It sup.J)orts the viewpoint that user requests for network 
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resources should be managed in such a way that the user is not logically 
aware that those resources are being used by anyone else. For example. 
those suppod, ing the resource-reservat ion approach would argue for 
connection-oriented or 'virtual circuit communicationsprimatives. which 
give the user the re'sponsibility for bringing up and tearing down 
logical connections. On the other hand. those supporting the 
resource-mult iplexing phi losophy would generally argue for 
message'-or iented communicat ion~ pr imat i ves. which re 1 ieve the user from 
such responsibilities [1. 2. 3. 4. 5J. 

If our engineer is not only bright and conscientious, but also 
something of an historian. this rivalry will call to mind earlier 
confrontations. All during'the late 1·960's a debate raged about whether 
or not demand paging or prepaging (sometimes referred to as swapping) 
provided the better performance in paged virtual memory systems. Even 
earlier. there were debates about which CPU scheduling algorithm should 
be used (e.g .. First-In/First-Out. Round-Robin. Prioritized Round-Robin. 
Multilevel Priority) and about whether or not deadlocks could be 
prevented if a job could demand its resources dynamically. 

Unfortunately for this young engineer. the necessary analysis of 
resource-reservation versus resource-multiplexing in computer networks 
does not yet exist. This paper concentrates on one problem whe-re either 
resource-reservation or resource-mul tiplexing may be used, that of 
message buffer management. It attempts to answer the question of 
whether message buffer space should be -reserved and released as'a single 
resource or should be multiplexed over a number of concurrent 
conversations. 

The research reported here was motivated by an earlier simulation 
study [6J that examined a networking facility in which meassage buffer 
reservation was employed. Results of that study suggested that buffer 
multiplexing could be utilized to enhance the facility's performance. 
Hence, a project was begun to compare the old simulation results with 
results to be obtained from a new simulation of the facility. modified 
to employ message buffer multiplexing. It soon became clear that there 
were a number of decisions to be made concerning how the message buffer 
was' to be multiplexed. In particular. the handling of flow control and 
the management of buffer space emerged as key issues. The first of 
these became a topic of research in itself, and lead to the formulation 
of a flow control protocol in which requests for remote buffer space are 
negotiated. The second issue remains an area for future investigation. 
This pa~er. therefore. not only reports the results obtained by 
comparing buffer reservation with buffer multiplexing. but also 
introduces a protocol for buffer space negotiation which. it will be 
argued. possess~s certain advantages over more traditional flow control 
protocols. 
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MESSAGE BUFFER MANAGEMENT 

Consider the following situation. A set of computing systems are 
connected together by a data switch. This data switch is constructed in 
such a way that data is not lost while in transit between two connected 
computer systems nor is it possible that data will be duplicated in 
lransit and the duplicates delivered as if they were independent. 
Furthermore, data is guaranteed to arrive at a destination in the same 
order in which it is sent. Such a facility will be called a lossless, 
sequencing, nonduplicating data switch (Fig. 1). The switch is 
implemented in ,such a way that a computer system .connected to it is 
capab Ie of communicating wi th any other connected system. How these 
logical connections are managed (i.e., by connection-oriented or 
message-oriented techniques) i,s immaterial to the following discussion. 

Each system possesses buffer space (which will be called the 
message buffer) where data is staged before going out onto the switch 
and after arriving from the switch. The question arises how message 
buffer space should be managed. The remainder of this paper attempts to 
answ~r that question. 

MESSAGE BUFFER RESERVATION 

One way to mana~e the message buffer is to reserve its use on a 
conversation .by conversation basis. That is, when system ex wishes to 
deliver data to system~, it first requests the use of the two message 
buffers. Once the message buffers have been obtained (i .e., ex 

System a ~------1 
sequencing, 
nonduplicating 
data switch 

System 8 

Fig. 1. Six computing systems connected by a lossless, sequencing, 
nonduplicating data switch. 
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successfully reserves them)" no other system will be granted their use 
until a releases them. Such a management scheme views the message 
buffer as a single resourc~ incapable of being shared by many systems 
concurrent ly. 

As stated, in order for data to pass from a to (3, the message 
buffer of both a and (3 must be reserved. To acheive this, a reservation 
protocol must be provided so that a can request (3 to r,eserve its message 
buffer. The details of this reservation protocol need not concern us 
here. The major pertinent characteristic of this protocol is its 
ability to (eventually) effect the reservation of two message 
buffers--one on the source machine and one on the sink machine. 

Such a management scheme has one obvious defect. During the time 
when a system has reserv.ed the two message buf fers, those message 
buffers cannot be use~ for any other purpose even though they are not 
being totally utilized. For example, suppose both a and <5 wish to 
transfer data t6 (3. Also suppose a is capable of delivering data to the 
data switch 10 times faster than 0 (e.g., its connection runs at 
50 Mbps, while the coimection ofo runs at 5 Mbps). Furthermore, 
suppose (3 can accept data from the switch as fast as a can supply it 
(i.e., it also has a 50 Mbp~ connection). Under these circumstances, 
whenever 0 and (3 are conversing,' their efre'clive connection runs at the 
lower data rate (e.g., 5 Mbps). If (3 can dispose of the data flowing 
through its message buffer .at .afaster r~tethan 0 can supply i~, the 

. , 
message buffer of (3 will hot be in,use LbO% of the time. EVen though 
the message buffer of (3 is not in use, it is ,reseved and not available 
fOf'some other conversation (e.g.; for an a to (3 transfer). This 
results in tRe underutilization of (3 (which is forced for part of the 
lime to operate at computing system o'scommunication rates). 

MESSAGE BUFFER MULTIPLEXING: WINDOWED FLOW CONTROL 

One way to remedy the underutilization effect of lhe message buffer 
reservation technique is to allow multiple conversations to use a single 
message buffer concurrently. That is, each time a system wishes to 
transfer data from itself to a destination system, some portion of both 
participating message buffers are allocated for that data transfer. 
This allows another system to also obtain space in the message buffer of 
either system (Fig. 2). 

As with the buffer reservation technique, some pr.otocol must be 
provided so that space in both message bu~fers can be allocated. A 
common approach is to use windov.;ed flov.; control [7J. In this scheme; 
the source system obtains from the sink system.a windov.; specifying. how 
much data the sink is likely to.accep~. Each time data is sent from the 
source to th~ sink, the sink returns an ack value informing the source 
how much of that data was accepted. In addition a new window value is 



(3 

~ cx~(3 
[[ill]) (3~cx 

~ (3~8 

Fig. 2. An example of message buffer multiplexing between three 
systems. 

returned, informing the source how much more data the sink is likely to 
accept (Fig. 3).-, 

-In the above .discussion the possibility of "pipelining" data messages 
. has been ignored. By "pipel ining" is meant breaking the data message 

into pieces generally smaller than the window value. For the sake of 
clarity. this technique will not be described in detail. However, see 
the comment.s below on.piggyback GIMME-GIVEYA for a description of how 
that scheme might use "pipelining." 
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Fig. 3. The windowed flow control protocol for allocating space in 
message 6uffers. 

Windowed flow control has two major advantages. First, it allows 
the message buffers of all connected systems to be multiplexed, solving 
the speed mismatch problem inherent in message buffer reservation. 
Second, it avoids certain deadlock and psuedodeadlock properties to 
which buffer reservation is prone [6J (assuming a deadlock-free buffer 
space allocation algorithm is used as in [8J). There is at least one 
difficulty, however, whenever windowed flow control is used. The sink, 
which in general is in the midst of a number of conversations, must 
decide how much buffer space to allocate to all of the systems which are 

sending data to it. Now this poses a problem for the sink. It is not 
informed about two critical factors relevant to each source. First of 
all, it does not know wh~n the next parcel-- of data will be sent to .it 

--The term parcel is used here to represent a cohesive but not 
necessarily complete set of data. For a particular transmission, a 
parcel may be a higher level protocol message, while in other cases a 
parcel may 6e only part of a higher level protocol message (e.g., it may 
be part ~f a file-tran~port data message) In any case, a parcel is 
something quite different from a packet. It is assumed that a parcel 
can be of varying length and that if the data switch is a 
packet-switched store-and-forward network, the parcel would 
be large enough so that multiple packets would be necessary 
it from source to sink. 

in general 
to transport 
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by a particular source. Second, it does not know how big this parcel 
will be when it does arrive (although it does know that it should be 
smaller than the window that it sent to that source). Confronted with 
this lack oJ information, the sink must effectively guess what these two 

items might be for each source and then aLlocate its buffer space 
accordingly. Needless to say, if the sink is not good at guessing or if 
the sources are in general unpredictable, this buffer allocation 
technique can result in a great deal of inefficiency. 

For examp Ie, suppose the s ink guesses that source eX wi 11 be soon 
sending a large parcel of data and that source ~ will probably not be 
sending any data soon. Furthermore, suppose the sink guesses that when 
~ does send some data it will be a small parcel. According to its 
guess, the sink allocates a large amount of space to ex and a small 
amount of space to ~ (Fig. 4a). It informs both ex and ~ of their 
respective window sizes and waits for data to arrive. Now suppose the 
sink guessed badly, i.e., source ex has no data to send, while source ~ 
has a ~reat deal of data it wishes to deliver to the sink. In this 
case, source ~ will begin sending its data segmented in the small 
parcels dictated by the small window size it has received from the sink 
(Fig_ 4b). This forces source ~ to use small parcel sizes and 
detrimentally affects data switch performance in two ways. First of 
all, the lossless, sequencing, nondupli~ating data switch is very likely 
a combination of switching hardware and communications software. Each 
parcel of data transmitted through it incurs a fixed amount of bandwidth 
overhead due to various low-level header and "packaging" information 
that accompanies the parcel. This implies that the effective data 
switch bandwidth decreases as the number of parcels into which a data 
unit is segmented increases. Second, extra delays are incurred, since 
the source must wait for a windowing "reply" to be received from the 
sink before the next parcel can be sent. Both of these factors motivate 
both source and sink to keep the window size for that .conversation as 
large as possible. 

In our example, the sink will begin to receive many small parcels 
from source~. After a certain amount of time, the sink will probably 
suspect that its guess of expected traffic was quite bad. In reaction 
to that suspicion, the sink can do one of two things. It can simply 
continue giving source ~ a small window size and live with the resulting 
inefficiency, or it can renege on its window commitment to source ex and 
~llocate some of that space to the source ~ data transfer (Fig. 4c). 
If, after the sink reneges, source ex sends a large parcel of data to the, 
sink, some or all of that parcel will not be accepted by the sink since 
buffer space is no longer available for it (Fig. 4d). Thus, reneging on 
a window can itself cause inefficiencies to occur. Needless to say, 
more complicated' thrashing-like situations can occur where the sink is 
forced to continually renege on its source windows. 
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a {3 a {3 

D D D I 

I 
(a) (b) 

a a {3 

o Ll 

I 
(c) (d) 

Fig. 4. Potential inefficiencies using windowed flow control. (a) 
Sink 0 initially assigns a large buffer space and window size 
to a, and a small space and window size to {3. (b) Source {3 

begins sending its data in correspondingly small parcels. If 
{3 has much data to send, inefficiencies result. (c) Sink 0 
reneges on a's large window. It assigns more buffet space to 
{3, which can now send larger parcels. (d) If a tries to send 
a parcel as large as its original window, buffer space is no 
longer available. Thus, new inefficiencies arise. 
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MESSAGE BUFFER MULTIPLEXING: GIMME-GIVEYA 

The disadvantage of windowed flow control discussed above can be 
summarized in the following way. Control information flows from the 
sink to the source in the form of a "damping" factor called the window. 
However, no control information flows from the source to the sink. If 
all systems were continuously attemptlng to transmit data to every other 
system, this deficiency would cause no problems. When the traffi.c over 
the data switch is bursty, however, such fonvard control information is 

desirable. The GIMME-GIVEYA (rhymes with Jimmy-Olivia) protocol 
provides this forward control path. It is first described in its "pure" 
form [9J and then presented in a more efficient "piggyback" form, which 
distinctly resembles windowed flow control. 

The G.IMME--'GIVEYA protoco lis based on the concept of buffer space 
negotiation. The initiator of a data transfer, the source, requests 
space in the message buffer of the sink. Sometime after the request, 
the sink grants space in its buffer, notifying the source of the space 
size. The space allocated will be less than or equa1 to the space 
requested. 'The source then sends data to the sink in an amount equal to 
the space granted. When the source has more data to send (which will be 
iminedi ate ly, if the space granted by the s ink was less than the space 
requested by the source), the above sequence is repeated. 

The protocol used to iinplement this negotiation is equipped with 
three buffer-management messages, which 'correspond to the three stages 
of the negotiation. When the source wishes to inform the sink of a 
buffer space request, it issues a GIMME message, which contains the size 
of the space requested. The sink responds with a GIVEYA message, which 
contains the size of the space granted. The source then sends a DATA 
message to complete the buffer space transaction. An example of a 
GIMME-GIVEYA message exchange is shown in Fig. 5. 

Pure GIMME~GIVEYA suffers from an overabundance of messages 
transmitted for each parcel of data delivered. While windowed flow 
control delivers a data parc~l, for every two messages transmitted (the 
ACK/WINDOW message and the DATA message), pure GIMME-GIVEYA requires 
three (a GIMME, a GIVEYA and a DATA message). To reduce this traffic, 
the GIMME message for the next buffer space request can be piggybacked 

onto the DATA message of the current transaction. Doing this reduces 
the messages per data parcel to two (Fig. 61. Notice that piggyback 
GIMME-GIVEYA includes an ACK message (upon which the GIVEYA is 
piggybacked), which allows the sink to accept less than the total amount 
of data encapsulated in the DATA message. While this addition allows 
the sink to renege on promised message buffer space (something that 
should be avoided if at all possible), it in no way encourages that 
practice. In fact, the forward control path was added so that reneging 
on buffer space promises could be ayoided. There are situations, 
however, whe~ reneging may still be necessary (e.g., a source system 
c~ash occuring after space has been allocated by the sink, tying up 
buffer space wastefully). As can be seen by comparing Figs. 3 and 6, 
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Fig. 5. Typical message exchange for the "pure" GIMME-GIVEYA protocol. 

piggyback GIMME-GIVEYA is very similar to windowed flow control. The 
main difference between the two is the accompanying GIMME message 
piggybacked on each DATA message. This GIMME information provides the 
forward control path which has been mentioned previously. This 
similarity remains even if data messages are "pipelined." In that case, 
a GIMME message would be piggybacked onto a DATA message only if it 'is 
necessary to request more sink buffer space. 

While piggyback GIMME-GIVEYA is more efficient than pure 
GIMME-GIVEYA, it requires a seperate beginning and ending sequence 
respectively gain an initial space allocation and inform the sink 

to 
that 

no 'more message buffer space is needed. Figure 7a illustrates the 
sequence of messages which are exchanged to initially gain sink message 
buf fer space. The source first sends an unattached GIMME message, to 
which the si,nk responds with an unattached GIVEYA message. The source 
then sends a DATA message piggybacking its next GIMME message. 
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Fig. 6. Typical message exchange for the piggybacked GIMME-GIVEYA 
protoco I. 

Piggyback GIMME-GIVEYA can now proceed until the source no longer has 
any data to send to the sink. When this condition obtains (Fig. 7b). 
the source piggybacks a GIMME 0, message on its last DATA message 
(informing the sink that it desires no more message buffer space). The 
sink responds by acknowledging receipt of all or part of th~ data parcel 
and acknowledges the GIMME 0 message by piggybacking a GIVEYA 0 message 
upon the ACK. At this point, the source must initiate a new, unattached 
GIMME-GIVEYA sequence (Fig. 7a) when it wishes to transmit more data to 
the sink. 

APPLICATIONS OF THE GIMME-GIVEYA PROTOCOL 

It has been argued that whenever an entity (e.g., a system. a process) 
wishes to multiplex its buffer space among several conversations and 
whenever those conversations involve bursty -traffic. then some sort of 
buffer space negotiation is needed to achieve efficient utilization of 
that buffer space. The GIMME-GIVEYA protocol provides a framework for 
negotiation. However. this framework. which includes forward and 
reverse control paths, must be used in conjunction with a suitable 
buffer allocation strategy in order to actually obtain efficient buffer 
space utilization. If the allocation strategy makes no use of the 
forward or reverse control information, the advantages of the 
GIMME-GIVEYA protocol become vacuous. Another way of thinking about 
this is to see the GIMME-GIVEYA protocol as offering a mechanism to 



-295-

Source 
(a) 

Sink 

GIMME x .. 
• GIVEYA Y 

GIMME w ..-L .. 
DATA y 

T 
Source 

(b) 
Sink 

GIMME 0 ..-L .. 
DATA z 

T 
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ACK z 

Fig. 7. Separate beginning and ending sequences of piggybacked 
GIMME-GIVEYA. (a) The initial exchange. (b) Informing the 
sink that no more buffer space is needed. 

achieve efficient buffer space utilization, while the buffer allocation 
strategy implements a policy which mayor may not allow such efficient 
utilization to be achieved. 

For examp Ie, if a process converses wi th only one other' process or 
if 'a process statically allocates its buffer space for each 
communicat ion path, there is no advantage for it to use the GIMME-GIVEYA 
protocol. If, however', a process is attempting to dynamically multiplex 
its buffer space among multiple conversations, or if a system is using a 
common buffer area for the purposes of end-to-end communicat ions, 
GIMME-GIVEYA allied with a suitable buffer allocation strategy can "be of 
real benef.it. The possibility of using the GIMME-GIVEYA mechanism in 
end-to-end protocols and to aid in the control of congestion in 
store-and-forward networks is under active consideration. 

Application of the GIMME-GIVEYA protocol should be beneficial 
whenever the two ,conditions stated above (i.e., a desire to multiplex 
buffer space, and bursty traffic) obtain. Different applications may 
require different buffer allocation strategies, but the mechanism of 
buffer space negotiation sho~ld remain constant. For this reason, 
investigation of suitable buffer al"location strategies will also be a 
major research effort in the future. 
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COMPARING BUFFER RESERVATION AND BUFFER MULTIPLEXING: A SIMULATION 
STUDY 

A simulation study was undertaken to compare message buffer 
reservation wi th message buf fer mul t ipIexing. The study focused on a 
commercially available procuct [10J which implements a data switch via a 
CSMA (Carrier Sense Multiple Access) broadcast bus. Every host system 
is connected to the bus by one or more communication adapters, which 
handle all bus contention deta~ls. The underlying capacity of the 
broadcast bus is 50 Mbps. An adapter is equipped with buffer storage 
where message data is staged before being transmitted. Message 
transmission proceeds by the host indicating to its adapter' that it 
wi shes to transmi t data, the adapter reserving both its own ,and the 
destination adapter's buffer memory, the data being transferred from 
source to destination host via the two interfacing adapters, and then 
the source adapter releasing both its own and the destination adapter's 
buffer. A more detailed expo~ition of the protocols and algorithms used 
by adapters to effect buffer reservation and data movement can be found 
in Doimelley and Yeh [6J. The simulation results from their work on the 
buffer~reservation approach are used here for comparing buffer 
reservation with buffer multiplexing. 

The simulation of Donnelley and Yeh was modified to imple'ment a, 
buffer-multiplexing approach utilizing the pure GIMME-GIVEYA 
buffer-management protocol. The bus contention lo.gic as well as the 
report and graphics generation sections were kept intact. The 
possibility of developing a mathematical model of either the 
buffer-reservation or GIMME-G,IVEYA protocol wasrejected due to the 
complexity of the analysis. The only way a mathematically tractable 
analysis could be carried out would be to apply unrealistic and 
distorting simplifications to the problem. This did not seem advisable. 

Throughput Comparison 

The f.irst configuration that was studied consists of three hosts, 
each interfaced to the broadcast bus through its own adapter. Each 
adapter was equipped with BK (K = 1024) bytes of buffer memory. The 
first buffer-allocation scheme studied allocates buffer space in 
exponentially decreasing sizes. That is, one buffer is one-half as 
large as the total buffer memory, another is one-fourth as large, etc. 
This strategy will be called exponential buffer allocation. For a 
three-host configuration this scheme partitions buffer memory into four 
blocks: one 4K in length, another 2K, and the final two 1K. Since each 
adapter can only have four "paths" active at one time (two paths 
carrying traffic from the adapter to the other two, and two paths 
carrying traffic to· the adapter ftom the o'ther two), this 
,buffer-allocation strategy prevents anomalous conditions from occuring, 
such as store-and-forward lockup [l1J. The assignment of these blocks 
to each path is dynamic, according to the following rules. A path is 
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allocated the smallest block large enough to satisfy the GIMME request. 
If no block larger than or equal to the GIMME request is available, the 
largest one available is all06ated: 

It should be emphasized that partitioning memory into blocks whose 
lengths are a powe~ of 2 can result in very large memory sizes for only 
a moderate number of adapters. That is, since adding an adapter to the 
data switch implies either decreasing the size of the smallest buffer 
space or increas ing the minimum buf fer size to be twi ce as I arge as the 
previous minimum, adapter buffer size will eventually grow exponentially 
with the number of adapters added to the data switch. In a practical 
situation, with a more realistic number of data switch connections, such 
a constraint would be intolerable and so some other buffer~allocation 
scheme would be necessary. Results given below show how performance can 
be significantly affected by the buffer-allocatiDn strategy employed, 
especially at high loads. 

When comparing the simulation results of GIMME-GIVEYA and the 
buffer-reservation protocol, one must consider the, accuracy of U~e 

underlying model. The simulation for the buffer-reservation protocol 
was based on an existing implementation of that protocol, and so its 
results should be realistic. Message length" time to process messages, 
etc., were carefuily chosen to accurately reflect the operation of the 
existing system. Since no implementation of GIMME-GiVEYA currently 
exists, it was not pOSSible to achieve this level of accufacy in its 
simulation. Even though the par~meters which should affect the 
protocol's performance were careful'ly chosen to be realistic, the 
results presented below should be viewed with some caution. 

Figure 8 presents the major result of this paper. The horizontal 
axi~ represents the load placed upon the data switch,· and the vertical 
axis shows the throughput obtained. Load is measured in terms of the 
average waiting time between host requests for data transfer. The 
arrival process waits an exponentially distributed time, requests the' 
transfer of data (which may require multiple DATA messages). and, after 
sucessful transmission, cycles back to wait another exponentially 
distributed time. For a detailed explanation of the arrival process, 
see Donnelley and Yeh [6J.As can be seen fr6m Fig. 8a, buffer 
multiplexing offers a 30% to 50% increase in throughput performance over 
buffer reservation, for a message size of 8K bytes. The performance 
results presented for the buffer-reservation approach are the best 
results obtained by Donnelley and Yeb using a deadlock prevention scheme 
suggested byShoshani. At every load, buffer multiplexing offers 
improved performance, but the most dramatic improvement occurs at high 
loads. For a message size of 12 bytes (Fig. 8b), buffer multiplexing 
achieves 10 times the throughput (5 Mbps versus 0.5 Mbps) of buffer 
reservation. The more dramatic improvement for small message sizes is 
probably the result of a 12 byte message fitting intD any of the (4K, 
2K, or 1K) message buf fers. Thi s· decreases the number of DATA messages 

·For details on measuring load, see [7J. 
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Fig. B. Throughput as ~ function of load placed upon a data switch. 
Buffer multiplexing is compared with buffer reservation (a) 
for BK-byte messages and (b) for 12-byte messages. For a 
detailed explanation of how load is measured, see [7J. 
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transmi,t ted per hos t message and thereby reduces the data swi tch ' 
overhead, as discussed in the section on windowed flow control. These 
results demonstrate the advantages of buffer multiplexing over buffer 
reservation, at least for the CSMA broadcast faciltiy studied,. 

It is fairly dif·ficult to provide a detailed analysi~ of all the 
factors contiibuting to the improved performance of buffer multiplexing 
over bUffer reservation. However, the improvement is probably caused in 
a large part by the adverse effect on throughput of the 
reservation-release activity centeral lo any buffer reservation 
technique, but missing from the buffer multiplexing scheme. It is not 
that the reservation class messages (e.g., "reserve your buffer", "my 
buffer is already re'served", "release the reservation on your buffer") 
themselves consume a large amount of bandwidth, but the time spent by 
each system managing the reservation protocol, and in particula~ the 
time spent taking remedial action if a desired buffer is already 
reserved (e.g., reporting failure to the host, setting up ~ new 
transfer), is time that could be spent t~ansmitting data. Since the 
reservation scheme also needs some sort of flow control protocol to 
ensure that the data de l'i very rate matches the rece i ver consumpt ion 
rate, the extra reserv~-release mechanisms of the buffer reservation 
approach tend to decrease its transport efficiency. 

Figure 9 shows the performanceobtairied by buffer multiplexing for 
various'message sizes. As can be seen, the maximum throughput for 
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Fig. 9. Throughput as a function of load placed upon a data switch 
when buffer multiplexing is used. Results are shown for three 
different message lengths. 



-300-

message sizes of 12, 1K, and 8K bytes was respectively 5 Mbps,40 Mbps, 
and 47 Mbps. This family of curves illustrates the stability of buffer 
multiplexing as the load increases. The performance of buffer 

reservation (Fig. 8a)! on the oth~r-hand, suffers a slight dip as load 
incr~ases from medium to high. 

Slow Path Interference 

To further illustrate the advantages of buffer multiplexing over 
buffer reservation, the following experiment was performed. Consider a 
configuration consisting of three hosts connected to the broadcast bus 
by three adapters (Fig. 10). Furthermore, suppose hosts cx and f3 are 
connected to their adapters by 50 Mbps channels, while host 0 is 
connected to its adapter by a 5 Mbps channel. Two paths will be cillowed 
to be active, the cx .... {3 path and the o .... f3 path. The experiment is designed 
to determine if the slow o .... {3 path would interfere with the faster cx .... f3 

path. Figure 11 shows the results of the experiment when buffer 
reservation is used. At high loads the faster path's throughput is 
"pulled doWIi" by the slower path. This occurs because {3's buffer is 
being reserved by 6 and then held while an 8K-byte message is 
transferred from host 6 to ~ost f3. Since the buffer-reservation scheme 
emp loys doub Ie buf fer ing in ad'apters, only 4K bytes are transferred from 
adapter to adapter at one time. This causes the buffer memory of 
adapter {3 to be reserved whi Ie the second 4K byte.s of data is be ing 
transferred from host 6 to adapter 6 (at a rate of 5 Mbps). When the 
load increases, the resulting underutilizatio~ of adapter f3's buffer 
causes the throughput of path cx .... f3 to degrade. Note that this effect is 
not actually caused by the double bufofering scheme employed. Even if 

High-speed Low-speed 

Pl 
_______________ J ~<-)J 

Fig. 10. Configuration for investigating whether the use of a siow path 
(6'-+f3) between hosts will interfere with the use of a faster 
path (a .... {3). 
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Fig. 11. Throughput as a function of data switch load when buffer 
reservation is used for the configuration in Fig. 10. 

the complete 8K bytes of adapter buffer space were available for such a 

transfer. the same "pull down" effect would occur for host messages 

greater than 8K bytes. 

The path throughput curves for buffer multiplexing are presented in 

Fig. 12. Notice that path oC'fJ throughput is not degraded by path 0-+{3 

activity. Throughput for path cx-+(3 increases until it reaches a plateau 

of arQund 20 Mbps. This is still· less than the underlying channel 

capac i ty of 50 Mbps because of the overhead of the GIMME-GIVEYA 
messages, the computat ion time in the adapters for buf fer management. 
bus contention, and the fact that adapter cx must share buffer space with 

adapter {3 {i.e., it does not .obtain all 8K bytes of adapter o's buffer}. 
The jump in cx-+fJ throughput and slight dip in the 0-->{3 throughput at the 

highest load is caused by a buffer ca~ture effect of the allocation 

strategy. That is. when a message transfer is completed. the buffer 
space allocated to it is released back into the free buffer pool. When 
two paths are simultaneously active, one has a 4K-byte buffer allocated 

to it. whi Ie the other has a 2K-byte buffer allocated. At low loads the 
cx-->fJ and '0-->{3 paths get approximately equal use of the 4K-'-byte buffer space 

because message· interarrival time is fairly long. At the highest load, 

however. message interarrival time has almost gone to 0, which results 

in the 4K-byte buffer being reallocated to the cx .... fJpath almost as soon as 

it was released by it. This behavior causes "buffer capture" of the 

4K-byte buffer by the a-->fJ path. 
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Fig. 12. Throughput as a function of. data switch load when buffer 
multiplexing is used 'for the configuration inFig. 10. 

Effect of Allocation Scheme 

To investigate the sensitivity of buffer-multiplexing performance 
to the buffer allocation scheme employed, two changes were made in the 
simulation. First of all, the number of adapters connected to the bus 
was increased from three to five .. This was done.so that ther-esults 
being obtained did not depend on some idiosyncrasy of a 
three-host/adapter configuration. Second, a different buffer allocation 
scheme was implemented so that its performance could .be compared to the 
exponential buffer allocation scheme. The second al16cation technique 
assigns constant buffer size to each possible path into and out of a~' 

adapter. Since there are four other adapters to which or from which and 
adapter can be transferring data, eight constant ,size buffers of 
BK bytes each were assigned. This resulted in an adapter buffer size of 
64K bytes. 

Figur~ 13 ~resents the results of the buffe~ allocation scheme 
comparison. Notice that at high loads the throughput of the exponential 
allocation scheme drops slightly. This decline results from the 
scheme's poor utilization of additional adapter buffer space. A 
64K-byte buffer is divided into one 32K-byte buffer space, one 16K-byte 
buffer space, etc. The 32K-byte buffer space is'only being utilized by 
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Fig. 13. Throughput as a funGtion of data switch load for two different 
buffer allocation schemes: constant size and exponential. 

25%, since the message size being simulated was BK-bytes. On the other 
hand, each s~aller buffer (say a 512-byte buffer) is not big enough to 
hold a complete host message, so that transmission overhead was 
increased. Constant size buffers, on the other hand, are very suitable 
to the traffic pattern simulated. Throughput for this scheme remained 
constant as load increased from medium to high. 

The results comparing buffer allocation s6hemes only demonstrate 
the sensitivity of data switch performance to the chosen buffer 
allocation scheme. No claim is being made that constant size buffer 
allocation is superior to exponential buffer allocation. It just so 
happens that for constant message sizes, constant size buffer allocation 
provides superior characteristics (a not too suprising result). It is 

the author's opinion that neither of these buffer allocation schemes 
show very robust performance for all typ.s of traffic characteristics. 

SUMMARY 

GIMME-GIVEYA, a protocol for buffer space negotiation, has been 
introduced. Arguements have been given as to why it is preferable to 
the more traditional windowed flow control mechanism. The GIMME-GIVEYA 
protocol has been used to demonstrate the superiority of buffer 
multiplexing over buffer reservation, at least for the CSMA broadcast 
bus system studied. There seems to-be no reason to doubt that these 
results have mare general application. 
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LABELED SLOT MULTIPLEXING: 
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FIBER OPTIC BASED, LOOP NETWORK 
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Torrance, California 

Abstract 

A high speed, fiber optic based, ring structured, local 
computer network is described. The TTL based prototype 
system operates at a line rate of 20 mbps. The interface 
logic has been specified to allow implementation in the 
faster ECL components, which could operate at line rates to 
200 mbps. The loop interface mates the high speed fiber 
optic channel to its relatively slow computer elements 
through a technique called Labeled Slot Multiplexing (LSM). 
The byte multiplexed LSM loop is non-hierarchial and 
asynchronous, requiring no host computer or line supervisor. 
Agents on the loop contend for space non-destructively, 
placing byte packets on the line only when space is 
available. Time slots on the loop are not pre-determined, 
and packets may be inserted whenever space exists. Address 
recognition is implemented at the line level, and provides 
for both functional and physical addresses. Up to 63 
devices may share the loop, with a potential for 19~ logical 
functions. The loop interface is modular, separated into 
two logical/physical packages, a line interface a~d a 
processor interface. The line interface contains only the 
logic which must function at line rates, with the slower, 
byte oriented operations performed in the less expensive 
processor interface. 

INTRODUCTION 

Fiber optics, promising high bandwidths and low error 
rates with excellent noise immunity (1,2,3), offers an 
almost ideal communications medium for computer to computer 
links, and makes possible new approaches to local network 
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design. The primary challenge facing a designer is the 
efficient utilization of the medium, which has a much 
greater bandwidth potential than most local networks 
require, or can use. TRW's Communications Group's research 
organization has been experimenting with the application of 
fiber optics to local computer networks. 

The first step in applying fiber optics is deciding on 
a network topology. Two considerations help to make that 
decision: the high speed of fiber optic links, and their 
greater interface cost over purely electronic communication 
lines. A loop, or ring structure can utilize a high speed 
communications medium, and requires a minimum number of 
interfaces while providing a path between all its agents 
(4) • 

A basic problem in applying fiber optics to a loop 
network is that the medium has much greater bandwidth 
potential than the computing elements it is to couple. If 
the optical channel is run at the relatively slow speed of 
its processors there is little justification, other than 
noise immunity, for the more expensive fiber optics over 
conventional communication c.hannels. If the channel is run 
at a bandwidth greater than that of its agents, there must 
be a means of gearing .the agents to the speed of the loop, 
which may be in the hundreds of megabits/sec. range (5), 
requiring very high speed ECL logic. This effectively 
eliminates most existing loop protocol designs (6,7,8,9), 
which all appear to require interface units too expensive to 
implement in high speed components. The need for costly ECL 
logic at higher bandwidths necessitates a new approach to 
loop protocols; one which minimizes logic at the line 
level, and in particular does not require large, high speed 
buffers. A network of that type has been developed at the 
University of Cambridge, in England, which proves a Simple 
system may make effective use of a high speed medium (10). 
The following design, independently arrived at, is similar 
in concept but very different in approach. 

Before evolving the network design, we will outline our 
requirements for a local distributed computer system. It is 
desireable that there be no supervisory agent in the 
network, eliminating that potential single point of failure. 
Address recognition at the line interface level is essential 
to high speed operation, and automatic recognition of 
logical addresses as well as a device's physical address 
would eliminate the need for routing tables or schemes. A 
global address capability is also a desired feature, 
allowing a single message to be sent to multiple logical 
destinations. Because we are dealing with a reliable and a 
high speed communications medium, segmented messages are not 
necessarily required for efficient line utilization, few 
errors being expected, and when occuring, retransmission 
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being very rapid. This prompts the requirement for a 
continuous messa~e transmission capability. One additional 
feature, which becomes feasible with high speed 
communication channels, is the ability for an agent to 
accept its own messages, allowing a computer to issue a 
request for a function and then accepting the request itself 
if no other agents are capable of processing that function. 

Incorporating all the above mentioned features into a 
local network both aids in system operation and simplifies 
the software requirements. The software simplicity is of 
particular importance if micro-computers are to be the 
agents in the network. We will now proceed with the 
generation of a design which will achieve all these desired 
ca~abilities. 

LINE PROTOCOL 

The requirement for mimimum line level logic, and in 
particular short line buffers, preordains some form of line 
multiplexing. In returning to basic communications 
engineering, a possible protocol for a high speed loop of 
this design is Time Division Multiplexing (TDM) , perhaps 
with byte length slots. TDM requires a marker, which each 
agent counts from to find its assigned slot, or logical 
channel. Two problems are that a supervisor is required to 
generate the marker and clock the loop, and that each slot 
requires a reserved location, even when unused. The 
requirement for a supervisor is the most disturbing of the 
problems, since it presents a single point of failure for 
the network, which otherwise could be non-hierarchical. Of 
course any of the agents on the loop is also a potential 
single point of failure, since the loop is broken at each 
agent, fiber optics not lending themselves to large numbers 
of passive taps. The individual agent problem can be solved 
through a normally closed optical switch, which is only open 
when the associated .agent is alive and well; switches of 
this type have been built at TRW. However the supervisor 
cannot be bypassed, and must be functional for the loop to 
operate, making failsoft operation difficult. 

An advantage of fiber opti.cs is that generically it 
provides an almost open ended bandwidth capability, 
currently limited to rates approaching 200 mbps/km (5,11), 
but with potential for much higher rates. It seems 
reasonable to utilize some of this abundance of resource as 
overhead, if doing so can solve some of the problems 
inherent in TDM. The primary need for the supervisor is for 
the generation of the marker which each agent uses to locate 
its slot. An alternative method is to label each slot with 
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the identity, or channel number, of its owner. An agent 
listening on a channel can then watch for its channel I.D., 
rather than count to a slot from a marker. A transmitting 
agent places its labeled data on the line as the data 
becomes available and whenever space exists on the line. As 
in TDM, the packet, including both data and label, must be 
removed or replaced with a new packet by the originator 
after one loop cycle. In addition to eliminating the marker 
requirement, and hence the supervisor, this technique should 
allow better line utilization by not reserving channel space 
and not fixing the transmission rate to that of the slowest 
agent. The disadvantage of this scheme is it requires a 
high overhead for the label relative to the data, 
particularly if the data is only 8 bits in length. However 
the bandwidth of the fiber optic link can always be 
increased to compensate, just by improving the components. 
This allows a designer to freely determine the correct 
bandwidth for a system, knowing that it can be achieved by 
properly specifying the electooptic interface. The real 
bandwidth limitation is the electonics, and not the line 
itself. 

LINE INTERFACE 

The labeling technique described above defines a method 
for identifying data on the line, but does not specify how a 
message may be directed to a destination. Since the network 
is a loop, and a packet 'passes completely around before 
being removed by the originator, all agents will see every 
packet. This allows messages to be addressed functionally, 
without knowlege of the the physical location of a requested 
resource. Of course physical addressing 1s also required, 
since it is necessary to transmit the response specifically 
to the requesting agent. Transmitting a message on a byte 
by byte basis requires potential receivers to identify the 
destination at the very start of the message, so they might 
determine if they should capture subsequent packets from 
that source. This formulates the first rule of our message 
protocol: messages must begin with their destination, which 
may be either a logical or a physical address. To simplify 
the protocol, the destination field is limited to a single 
data field, in this case one byte, allowing 255 destination 
addresses. Since some of these must be physical addresses 
it is necessary to define the number of agents permitted on 
the loop. For our network purposes, 63 is a reasonable 
number of nodes, allowing 192 logical functions in the 
system. This fixes the source I.D. portion of the packet 
label at 6 bits. To distinquish the initial destination, or 
start of message (STX) packet, from a subsequent data 
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packet, a flag is required, adding one bit to the label. It 
is also desire able to acknowlege packets which have been 
accepted and copied, which adds one more control bit, for a 
total label size of 8 bits. In addition to the label and 
data fields, start/stop bits are required for 
synchronization, giving a total packet size of 18 bits 
(longer start/stop "fields" may be required at higher line 
speeds). 

With the packet format described, it is possible to 
define the line interface logic. To be effective, this 
message protocol must be processable at the line level in 
high speed logic. To facilitate this, each packet is fully 
buffered at the line interface, introducing a one packet 
delay, during which time all line operations are performed. 
The most difficult feature to implement is the ability to 
recognize an acceptable, logically addressed request at line 
speeds. This problem is solved through the use of a high 
speed 1 x 256 bit RAM chip, with each bit location 
corresponding to a destination address. Each function 
processable by an agent is flagged by a bit set in the high 
speed RAM by the agent's software. There is also one bit 
set to indicate the physical address of the agent, since 
some messages, particularly responses, must be sent to a 
specific physical location. In addition, a physical 
address register is required, which is compared to the label 
field to determine which packets have been transmitted by 
that agent and must be ~emoved. The line interface is 
designed to look for acceptable packets independently of 
identifying its own transmissions, allowing it to accept its 
own messages. This eliminates the ,need for the agent's 
operating system to support two separate transaction routing 
schemes, simplifying the overhead software, an important 
consideration in memory limited microprocessors. 

The logic design of the line interface has been kept 
simple in order to minimize hardware and to allow operation 
at line speeds. The optical receiver is always in 
communication with its upline agent to maintain 
syncronization. This eliminates the requirement for a long 
startup header. When data is seen on the line, a clock is 
derived from the signal and passed with the data to the 
receiver logic, which collects the incoming packet in a 
serial to parallel shift register. After the full packet is 
received, the information is passed to a receiver operating 
latch and to an output shift register. The receiver 
immediately checks to determine if the packet was originated 
at its node. If it was, the output is inhibited to prevent 
retransmission of the packet, removing it from the loop. If 
not, retransmission is initiated while the receiver performs 
subsequent checks on the captured information. The transmit 
clock is derived from a local oscillator and is not bit 
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synchronized with the input derived clock. 
If the receiver is not in the process of receiving a 

message, that is, not currently listening for a specific 
"channel", it checks for the presence of the new message 
flag. If set, the data byte contains the destination for 
the message. The receiver decodes the destination as the 
address to its RAM, and checks the bit at that address to 
determine if it is set. If the bit is set, and the packet 
has not been acknowleged by some upline agent, that node is 
an eligible receiver. The receiver sets the acknowledgment 
bit in the packet in the output latch, sets an internal busy 
flag for itself, and traps the address of the originator, or 
channel I.O., in a register to be compared with the label on 
all subsequent packets. One exception to the above sequence 
is in the checking of the acknowledgment flag. A class of 
functions is specified as global, and when a destination 
address falls within that range, the presence of the ack bit 
is ignored in the decision to accept the message. This 
allows all eligible receivers to accept a broadcast message 
concurrently. 

Once a receiver has accepted a packet, a virtual link 
has been established between it and the originator. The 
receiver then watches all subsequent packets passing on the 
loop for those with a matching label field. As the packets 
from the prescribed source are found, they are acknowledged 
and the data byte captured and relayed to the processor 
interface. The sequence continues until the receiver sees a 
packet from that source with the message control flag set, 
as in the first packet of the message. This second 
occurance of the control flag in conjunction with a reserved 
code indicates the end of transmission, or ETX. This event 
causes the receiver to notify the processor interface, which 
sets a status and interrupts the processor. However, the 
line interface remains busy until signaled by the interrupt 
processor it may proceed to search fora new message. The 
ETX packet looks identical to a start of message (STX) 
packet, except that destination address zero is reserved as 
an ETX code, which no other receiver will confuse as a valid 
starting address. 

PROCESSOR INTERFACE 

The loop interface is not designed for direct computer 
connection; it requires a separate interrace (ie: 
controller) between it and the processor. This minimizes 
the amount of hardware which must be redesigned to mate 
other processors to the network. The processor interface is 
byte oriented, operating at the OMA rate of the processor, 
and not at line speed. This allows a design utilizing much 
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lower speed logic than that in the line interface. The 
processor interface is full duplex, with separate input and 
output sections, each with, its own DMA channel. When 
eligible for a new message, the input section has a 
preallocated empty buffer available for immediate access. 
When the line interface locates a message and begins to trap 
and relay the data, the processor interface DMA's each byte 
into the assigned buffer. As bytes are received and stored, 
an address register is incremented, and a preset buffer byte 
count decremented. When the byte count goes to zero, the 
processor is interrupted and a new buffer requested. The 
sequence continues until an ETX occurs. The ETX occasions 
an interrupt for message completion processing, however it 
does not automatically reset the line and processor 
interfaces as not busy, both of which wait until made 
available for new messages by the interrupt software. 

The input portion of the interrupt code has three basic 
functions: supplying new buffers, assigning messages to 
their processing routines, and determining resource 
availability. The latter function, though software 
oriented, is pertinent to- the description of th~ loop 
architecture. Upon completion of an input sequence, the 
interrupt handler chains the newly received message to its 
destination program, and if the message is a functional 
request, determines if there is capacity for more 
transactions of that function type. If the resources are 
available, the interrupt processor instructs the interface 
hardware to return to non-busy mode, watching for new 
eligible messages. If the resources for that function have 
been saturated, the interrupt handler clears the the bit in 
the line interface memory associated with that function 
before making the receiver available for new messages. 

The output section of the interrupt processor operates 
in a similar, though complementary fashion. When called by 
a program to transmit a message, the system presets 
processor interface registers with the address and length of 
the first buffer, then sets a control register to indicate a 
new message is available. If the message is fully contained 
in the one buffer, the control word also indicates that the 
last byte should cause the ETX bit to be set. The writing 
of the control byte starts up the output logic of the 
processor interface hardware. 

The processor interface hardware formats the first 
packet of the message with the flag bit set, passes it to 
the line interface, then waits for the first packet to 
return before issuing the subsequent bytes of the message. 
If the first packet returns un-acked, the output logic 
issues an interrupt to notify the software a receiver was 
not found. The software will decide on subsequent action, 
which will generally be to reissue the request some number 
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of times, assuming potential receivers are momentarily busy. 
After the first packet has been accepted, the bytes will be 
DMA'd from the processor memory at a programmably set rate 
calculated to not overrun the receiver's DMA capablity. If 
any of the returned packets are not acked, the processor 
interface will set an error flag and issue an interrupt to 
force a retry of the entire message. 

The logic in the output section of the line interface 
is simple. If the output latch, or register, is clear, and 
no data is in the input register, the output section gates 
the packet into its output latch, knowing it has sufficient 
time to transmit the entire packet, even if the receiver 
immediately gets incoming data. This provides a 
nondestructive contention scheme, which allows packets to be 
sent as frequently as pOSSible, yet not interfere with other 
messages occupying the loop at the same time. 

ERROR HANDLING 
Possible transmit errors are non-acked returned packets or 
an incorrect number of returned packets. The hardware 
detects "ACK" errors and keeps a returned packet count for 
software detection of lost packets. Possible receive errors 
are incompleted transmissions (underflow) and inability to 
process the next packet in time (overflow). The hardware 
sets an overflow flag when ·that condition occurs, and the 
software monitors receive cycles to determine if an 
underflow has occured. However there is no way to detect 
garb aged or orphaned pack~ts continually recirculating on 

.the loop without the addition of a line monitor, which is 
prohibited under our original design criteria. This is an 
intentional deficiency, since few line errors are expected 
in a fiber optic network; however, the condition must be 
provided for in some fashion, because it can happen. 

A Simple and effective, though somewhat brusque 
technique, is to periodically halt the loop for a long 
enough time to completely clear it. Unfortunately this will 
also abort any valid messages on the line at the time; 
however, both transmitters and receivers will detect the 
flush generated errors and reset themselves. This loop 
shutdown capability is under software control, and when 
invoked inhibits the transmitter from initiating or 
retransmitting any packets. 

Because a low error rate is an inherent and justifying 
feature of fiber optics, loop flushes may be performed 
periodically on a relatively infrequent basis of minutes or 
even hours, with the option for an operator initiated flUSh. 
Properly implemented, this capability should cause little if 
any system disruption; however, it is necessary to guard 
against gradual loop degradation from accumulating garbage. 
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Though somewhat basic, the technique appears an excellent 
alternative to a loop monitor or supervisor, particularly in 
the case of a low error rate medium. 

CONCLUSION 

This completes the description of the fiber optic loop 
interface. For ease of development the first prototype 
version is implemented in lower speed TTL logic, functioning 
at 20 mbps, which should be adequate for evaluation 
purposes. However, the logic is designed for bandwidths to 
200 mbps, utilizing high speed ECL components at the line 
interface level. The prototype processors are Motorola 6800 
based, and the processor interface exists as a one card 
controller on the bus. The line interface 'exists as a 
separate package, linked to the processor interface through 
a cable. In theory, only the processor interface board 
would have to be redesigned to allow adapt ion of other 
processors to the loop. 

Because this paper systematically evolved the design of 
the loop interface from a hardware viewpoint, little 
attention has been paid to justifying the approach from a 
software viewpoint. However, all hardware features were 
specified with an operating system structure in mind, and a 
good percentage of the code had been generated before the 
final design stage of the hardware was complete, resulting 
in some design changes to arrive at a fully integrated 
hardware/software package. 

SUMMARY 

A distributed local computer network has been described 
which utilizes fiber optics as its communication channel. 
The line and message protocols both depend upon, and take 
advantage of, the high bandwidths and .low error rates 
provided by the fiber optic medium. A labeled slot 
multiplexing scheme is used, each slot containing a data 
byte and label. The label on each packet identifies its 
originator, and includes an STX/ETX flag and an 
acknowledgment bit. The originator of a packet watches for 
its return, and removes it from the loop, the acknowledgment 
bit indicating its acceptance by an eligible receiver. The 
first byte of a message, indicated by the presence of the 
STX bit, must contain the destination, which may be logical 
or physical. The 8 bit byte allows 255 addressess, 63 of 
which are reserved as physical unit numbers. Destination 
zero is reserved as an ETX flag, and in conjunction with the 
presence of the ETX bit in the label, indicates the end of a 
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transmission to an active receiver. The line interface 
logic includes a lxi56 RAM chip which provides the table of 
acceptable destinations at ,any processor. This 'allows the 
dynamic detection and acknowledgment of messages processable 
by that receiver. 

The above structure is intended to bO,th provide a high 
speed, non-hierarchical loop and to minimize operating 
system software requirements, an important feature for 
micro-processor based networks. Messages proceed around the 
loop with only a one packet delay at each agent, and with no 
requirment for active software intervention. The functional 
destination capability eliminates the need for routing 
tables, and a subset of functions designated as global 
allows a single message to be directed to multiple 
destinations. These features allow concurrency and 
redundancy to be provided with relatively little software 
effort. The message protocol requirements are simple! only 
specifying that each message begins with an tl bit 
destination code and ends with a zero byte. Though byte 
oriented, the protocol i&not ASCII structured nor bit 
patterned, allowing any data format to be used. The 
prototype system depends ona software' generated and decode.d 
CRC for error detection. However, this capability could be 
implemented in hardware in the processor interface logic. 

Though the prototype system utilizes micro-computers as 
its processing agents, a mini-computer LSM network would be 
even more practical, better utilizing the bandwidth 
potential of t·he fiber optic loop. Looking ahead, the next 
generation of 16 bit micro-processors appear to be an 
excellent candidate for agents on an LSM loop. With the 
protocol modified to allow 16 bits of data, this combination 
could prove to be an extremely potent network computer, the 
loosely coupled components functioning as one entity,' but 
more failsafe and more easily expanded than a single 
mainframe computer. 
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Abstract 

Since 1976, the Computer Engineering Section at TRW has been using 
Concurrent Pascal (1] in its multiple-minicomputer Signal Processing Facility 
for research into the software engineering of special purpose locally distri-

. buted systems. In such systems, the parti cul ar operati ng system support 
required at any processor can be quite specific, removing the necessity for 
use of typical vendor-supplied general purpose operating systems. With the 
aid of appropriate Concurrent Pascal code segments, complete operating system 
environments can be easily constructed which exactly match local processing 
requirements. Intercomputer link drivers, file systems, graphics packages, 
and performance monitors are examples of typical services. To these, we have 
added a sim·ple distributed f1le manager (DFM) which maintains three possible 
levels of access control for a file distributed redundantly over any number 
of machi nes. 

The purpose of this paper is to d1scuss the particular services or 
application code interfaces into the DFM wh1ch were decided upon, the opera­
tion of the manager and its representat10n as a collection of Concurrent 
Pascal system types, and our method of monitoring its performance. 

1.0 INTRODUCTION 

Our work has been conducted with an emphasis on the beneficial effects 
of Concurrent·Pascal on distributed systems software engineering for multi­
processor local network architectures. We believe that two barriers to rapid 
and reliable construction of such distributed systems are the use of vendor­
supplied operating systems, which are usually designed to support general 
purpose timesharing on a single processor, and the use of vendor-supplied 
languages which do not provide the level of software structure necessary for 
simple and effective solutions to problems of parallel execution. We don't 
claim that Concurrent Pascal, or any other language designed to support con­
current programming (e.g. Modula, Ada, etc.) is lithe" answer to low risk 
implementation of distributed systems. However, we do feel it is important 
to break the vendor-supp11ed OS "habit" and these languages provide an 
important and workable means of doing so. 
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Using Concurrent Pascal (or other appropriate languages), application­
tailored operating systems can be created and their performance studied and 
moni tored in the space of weeks. Simul ation of data dfstri bution protocols, 
for instance, may be unnecessary when actual implementation takes no more 
time. 

In our search for an expedi ent software development base, a Concurrent 
Pascal operating system was developed starting from Per Brinch Hansen's 
original SOLO system [2]. The resultant Experimental Development System 
(EDS) has now been further modified with the addition of a Distributed File 
Manager (DFM). While the DFM is primarily meant to be available for incor­
poration into special-purpose operating systems supporting distributed processing 
applications, inserting it into EDS provided insight into the interface between 
a distributed processing capability and applications code, and allowed us to 
easily test and monitor DFM performance. 

The DFM discussed in this paper is oriented toward maintaining three 
possible levels of access control for a single redundantly distributed file. 
Distributed database protocols are often presented in the context of updates, 
and our particular choice of access levels is an attempt to generalize these 
results in a straightforward fashion to include less expensive types of control 
for read operations. The three levels of access control correspond to the 
following possible characterizations of the local file copy: late~t copy; 
consistent copy; and possi bly inconsistent copy. Updates may be performed only 
on a latest copy, but reads may be performed under any level of DFM control. 
Responsibility for requesting the appropriate level is left to the application. 

Extensions to this basic capability for handling a single distributed 
file readily suggest themselves. However, since this file is essentially a 
shared array of disk pages made available to application code on any number 
of machines, a useful environment for distributed processing applications is 
made available. 

The following presentation is structured in a top-down manner. First an 
overview of EDS is given in order to introduce system access graphs and provide 
a general idea of the software environment into which the DFM was inserted. 
This is followed by a discussion of the application code interfaces to the 
Distributed File Manager and the services which were made available. The struc­
ture of the DFM in terms of Concurrent Pascal system types, and the rationale 
behind its operation are detailed, after which we discuss performance monitoring. 
We conclude with a few words concerning the utility of the DFM. 

2.0 THE OPERATING SYSTEM 

Our Experimental Development System (EDS) is written in Concurrent Pascal. 
In addition to the usual Pascal data types such as integer, array. record, etc., 
Concurrent Pascal provides the additional system types of "process" and "monitor." 
These are provided in order to facilitate the explicit high-level expres~ion of 
a multiple process environment, and the means by which processes may communicate 
with each other. If a Concurrent Pascal process wishes to do so, it may load 
and_execute a Sequential Pascal program which has been previously compiled. This 
is equivalent to what happens in a timesharing system when a process associated 
with a remote terminal responds to a convnand by loading and executing a user 
program. 
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The basic structure of EDS is three processes (input, job, and output), 
plus monitors to allow the job process to communicate with the input and 
output processes. Through these monitors, the job process first makes its 
I/O requirements known to the input and output processes, and then subsequently 
accepts or sends blocks of infonnation as they are made available. Depending 
on the communicated requirements of the job process. the I/O processes load 
and execute appropriate sequential programs. Unl1 ke the I/O processes, whi ch 
are essentially dependent on the job process for infonnation determining their 
course of action. the job process prompts the user by loading and executing 
a sequential program specifically designed as a user interface. Operating 
system services made available to a sequential program include the ability to 
request that a different sequential program be loaded and run. thus the user 
interface program reads a comnand line from the console, parses it it determine 
the user's requirements, and then requests that the appropriate program be run. 
When the required program has run to completion, the user interface is continued 
(with the completion status of the requested program made known to it). and 
the cycle repeats itself. Figure 1 is an access graph or diagram of the important 
EDS system components. 

The simplicity of EDS is one of its most valuable features. allowing it to 
be rapidly modified to suit its users' requirements. Such simplicity provides an 
excell ent basis for distri buted processing experiments. and in general hel ps to 
blur the distinction between application and operating system code. Though we 
feel that this is an asset when creating specially tailored systeins (in .which 
the operating system II is II the application code to a great degree). it should be 
noted that Concurrent Pascal can be. and has been used to create larger and more 
sophisticated operating systems. Three worthy of mention are the Interactive 
Graphics Operating System of John Barr [3]. the MUSIC Multi-User system of Klaus­
Peter Lohr [4]. and the Capabilities Operating Syst~ (LINUS) of Mike Ball [5]. 

Typical services provided by the EDS processes which execute sequential 
code (we have already mentioned the ability to run sequential'programs) include 
a set of file access services - open. close, get. put. etc. - and a set I/O 
functions - readregister. writeregister, awaitinterrupt. etc. - which are useful 
for writing device drivers in Pascal [6J. To these services. an additional set 
has now been made available for experimentation. They provide the ability to 
manipulate a locally disk-resident array of pages which are shared redundantly 
(updates are broadcast and incorporated into exter~alfile copies) with coopera­
ting job process programs on other machines. These newly provided services will 
now be disucssed. 

3.0 DISTRIBUTED FILE SERVICES 

The EDS file system is built around a disk-resident catalog of named files 
and their attributes. One attribute of a file is the disk address of its page 
map. Opening a file involves a search of the catalog for a file's attributes, 
followed by reading it's page map into memory. Subsequent file 1/0 requests 
(get.put) are then processed by referencing this page map and performing the 
appropriate disk access. 

: The DFM performs its local operations in a similar manner. making use of 
the catalog to locate a file's page map. etc .• with the restriction that only one 
file may be accessed through it. Pages may be read from this file at any time, 
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and the application code has the option of requesting that the DFM maintain inter­
page consistency during local file acc~ss. This is done by allowing the DFM to 
exercise a certain amount of access control. 

Updates may only be performed on what is call ed the "latest" copy of the 
file. access to which is globally exclusive. This file copy contains all previous 
updates. thus the term "latest." 

A non-exclusive "consistent" copy is also Ivailable for read-only operations, 
and this consistent copy will reflect all or none of the updates performed on 
any "latest" copy. In practice. this copy will initially be the latest version 
of the file. with new updates from other nodes temporarily locked out. If an­
other node is performing updates on the "latest" copy at the time a "consistent" 
copy is. requested, the DFM will wait until these updates are finished before 
locking the local copy and continuing the program which requested a "consistent" 
copy. The use of the word "consistent" here is based on the assumption that. 
the file 1salways left in a consistent state upon completion of updates on any 
"latest" copy. Since access to consistent copies is not globally exclusive, 
efficiency of file access is made possible' for code which doesn't require update 
pr1vl1 eges. 

Programs which don't require inter-page consistency need not request a 
consistent copy. in which case reads will be performed with no file locking in 
effect. and without delay even if updates are being currently performed.' Appli­
cations which allow pre-allocation of 1nfonnation to particular file pages would 
be capable of exploiting this. An example would be • mailbox application. 

Actual file 10 is supported with the usual page update and read services. 
An additional facility whereby an accessing program may wait until one of a set 
of pages is updated before performing a read is also available. 

The separate DFM service calls will now be listed. and their meanings dis­
cussed. The semantics of these DFM service calls are I separate concern from 
the underlying manager protocols which implement them. details of which are 
disucssed in a later section. For instance. while the particular manager we used 
employs distributed control, there is no reason why the same services m'ight' not 
be provided through the use of a centralized control pr.otocol. 

3.1 DFM Entry Procedures 

The following represents the application code interface to the DFM. For 
those unfamiliar with Pascal -11ke code, the keyword "var" is used to give a call ed 
procedure the ability to modify or assign a value to a passed parameter. In the 
following, the passed parameter "OK" is used for the purpose of allowing the DFM 
to explicitly refuse particular requests for service. For example, a PUT_COPY 
would be refused (and the value "False" returned in the variable "OK") if the DFM 
was not maintaining a latest copy at the time of the request. 

type 
PAGE I: array[l .. 512] of chari 
10 I: array[l .. 12] of chari 
FILE CURRENCY • (POSSIBLY INCONSISTENT, 

- CONSISTENT. 
LATEST) ; 



NODE • 1..10. 
NODE SET • set of NODE; 
WAITPAGE = 1 .• 100; 
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WAITPAGE_SET = set of WAITPAGE; 

procedure entry CONNECT(RECEIVE ,SET: NODE SET; 
FILE NAME: 10; -
var OK: boolean); 

procedure entry DISCONNECT; 

procedure entry REQUEST COPY(LEVEL: FILE CURRENCY; 
. . - var OK: boolean); 

procedure entry RELEASE_COPY; 

procedure entry PUT_COPY(PAGENO: integer; 
BLOCK: PAGE; 

. var OK: boolean); 

procedure entry GET_COPY(PAGENO: integer; 
. var BLOCK: PAGE); 

procedure entry: GET NEXT(TRIGGER SET: WAITPAGE SET; 
- var PAGENO: integer; -

vir BLOCK: PAGE); 

3.2 DFM Entry Semantics 

The services avail abl e through the above interface are now descri bed. 

3.2.1 Connect 

This service and its counterpart (Disconnect) represent an area not usually 
mentioned in conjunction with DFM protocols. This may be due to the assumption 
that initialization is a minor detail, but we found Connect to be a very interest­
ing problem, requiring its own special protocol (i.e. aggreement among the DFM's) 
for a sol ution. 

We decided to allow the local application program to specify the nodes from 
which external updates will be rece1ved (as well as the f11e on which they should 
be processed) in order to avoid buildin9 this 1nfonnation into the DFM (creating 
potential inhomogeneity in the managers), and to avoid the possibility of unex­
pected updates to a file not explicitly connected via a local request. This last 
possibility might not represent any great danger to a system for which necessary 
synchronization is achieved in some other way, but we nevertheless chose to en­
force synchronization as part of the Connect service. 

Stated briefly, a local Connect service w111 complete as soon as all nodes 
from which updates will be accepted have themselves requested a Connect service. 
Thh approach has some interest1ng implications (not all favorable) and was chosen 
with an eye on code complexity. If all nodes specify the same receive_set in the 
Connect request, then the usual redundant copy database results. Disjoint parti­
tioning of the network nodes is also possible. Unfortunately, a non-disjoint 
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partitioning would be vulnerable to lost updates (updates generated by a success­
full~ connected node before another node issues a connect request spec'i fying 
the desire to accept updates from the first node). This problem appears to occur 
outside the range of expected DFM usage. but it points out the fact (as if we 
needed to be reminded) that possibilities for interesting and possibly erroneous 
DFM protocol design decisions exist aside from those associated directly with 
update Ind Iccess control. 

3.2.2 Disconnect 

This is the counterpart to Connect. A Disconnect service will complete 
as soon as all nodes from which updates can be accepted have themselves requested 
a Disconnect service. 

3.2.3 Request_Copy 

This service represents our attempt to generalize global mutual exclusion 
update protocols to include less expensive types of access for r.ead operations 
in a straightforward and easily implemented fashion. In the discussion that 
follows. assume that each network node has performed a Connect service specifying 
all network nodes as the receive set. Then each node has one local disk file 
(referred to as the local file copy) on which reads and distributed updates will 
be processed. All calls to Request Copy instruct the DFM to maintain a certain 
level of control on local and externil access to this file until a corresponding 
Release Copy service is executed. In the interim. any number of permitted accesses 
of the Tocal file copy may be performed. 

External accesses are always updates (in a redundant" copy, database) and local 
accesses may be either updates or reads. The three possible levels of access 
con~rol for the local file copy are: 

1. external updates allowed. local updates not allowed. an~ local 
reads allowed 

2. external updates not allowed (but queued for later inclusion 
in the local file copy). local updates not allowed. and local 
reads allowed . 

3. external updates not allowed (none can arrive due to the globa11y 
mutually exclusive nature of the protocol by which this level of 
access is granted). local updates allowed, and local r~~ds ~llowed 

In the first case. no guarantee concerning the consistency of the local copy 
can be made by the DFM since a related stream of external updates. maY,only be 
partially compl eted at the time a seri es of local read operations are p~"'formed. 
In the second case. the DFM is able to guarantee consistency of the local file 
copy because no updates to this copy can occur. and because the Requ~st_~opy 
service for this level of access will not complete until the local copy-reaches 
a consistent state. Consi stency is assumed to occur at the compl etion of a 
stream of related updates. which is Signalled by an updating node when it performs 
I Release Copy service. Only i~·the third case may updates be cr~ated for inclu­
sion in the local copy and distribution to "connected" external fiJe copies. 
Use of a global mutual exclusion update protocol (and waiting for the completfon. 
of locally queued external updates before local access is allowed) guarantees 
seriality of update operations. 
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As mentioned previously, three possible characterizations of the local copy 
corresponding to these access levels are: possibly inconsistent; consistent; 
and latest. The default condition is the possibly inconsistent state. 

3.2.4 Release Copy 

This is the counterpart to Request_Copy. The result of performing this 
service is to return a local file copy to the possibly inconsistent state, as 
well as to signal the end of related updates if the local copy was previously 
a latest copy. If the local copy was previously a consistent copy, external 
updates (if any) from nodes having the latest copy will then be processed. 
In all cases external updates are processed in the order in which they are 
originally performed on a local copy. 

3.2.5 Put_Copy 

This service is the means by which an update of "connected" file copies is 
performed. Assuming that the local file copy of the node requesting this service 
is the latest copy, the following actions are taken. First the update is broad­
cast to external nodes. The update protocol we use employs a ring network for 
this purpose. This serves to balance the load of distributing updates to all 
copies. The update is passed from one node to the next, with each DFM examining 
the update to determine its origin. If the origin is contained in the re~eive_set 
for a node, then the update is queued for processing at that node. Each node in 
the network sees the update in this way, until the update returns to its origin. 
Here the update is removed from the ring. As soon the update is originally 
released to travel about the ring, the update of the local copy at the originating 
node is performed. Subsequent requests for the Put Copy service are handled as 
soon as they are issued, without waiting for the return of previous updates from 
around the ring. 

The particular intercomputer link chosen determines the data transmissfon 
protocol which is used. In our case, a fairly sophisticated link is used which 
implements CRC checking at the hardware level. The software is designed to recover 
from hardware-detected transmission errors by retransmitting the message. Since 
both sender and receiver are notified by the hardware when transmission errors 
occur, this is fairly easy to do. This is one area in which local networks can 
differ drastically from those more geographically dispersed. 

3.2.6 Get_Copy 

This service is the means by which a read access of the local file c'opy is 
performed. This service is available at any level of access control. 

3.2.7 Get Next 

This service was included to allow an application to receive an externally 
generated page update as soon as it arrives locally. In making the Get_Next 
service request, an application specifies which pages it is interested in, and 
the next arriving update for any of these pages causes the cll1 to complete. The 
number of the page which was updated is returned along with the new page contents. 
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A request for a consistent copy at this point (as soon as the return from 
Net Next is effected) would complete as soon as all of the related updates .which 
incruded the "trigger" are processed on the local file copy, and would lock out 
further sets of updates from some other (or the same} external node. This might 
be important if separate sets of updates could arrive faster than they can be 
processed by the application. 

/' 

4.0 DISTRIBUTED FILE MANAGER IMPLEMENTATION 

Various aspects of the DFM implemention are now discussed. , 

4.1 DFM Structure 

The system components which make up the DFM are detailed in the access 
graph of Figure 2. A list of these system types, and a short discussion of 
their respective functions will now be given. The parameters in the following 
type definitions designate the system components which are available for use by 
• component of the type being defined. For instance,. component of type 
RINGOUTPROCESS can make calls to a component designated as ROB (which is of 
type RINGOUTBUFFER). 

type RINGOUTBUFFER = monitor; 

This buffer holds messages destined for transmission to other nodes, via 
th.e ring-network structure used for inter-machine conununication. DRMANAGER 
cal1s it in order to create ring messages, and RI,NGOUTPROCESS cans it in order 
to, receive them. 

type RINGOUTPROCESS = process(ROB: RINGOUTBUFFER). 

This process contains the PCl-ll communication link transmission driver, 
and implements the ring structure. The process accesses ROB to get a message 
for the ring, transmits the message to the "next" ring node, then cycles back 
to get and transmit the next message, etc. 

type EXTUPDATEBUFFER • monitor; 

Thi s buffer hol ds messages and updates associated with external node.s from, 
which updates can be received. DRMANAGER writes to it, and EXTUPDATEPROCESS reads 
from it. When the local file copy is locked, this is w~ere external updates 
queue up for ultimate delivery when a local Release Copy is performed. 

type FIlEMANAGER = monitor; 

This monito.r performs file I/O, and contains file locks for use in main­
taining required levels of file protection. It is accessed by DRMANAGER to 
request locking, EXTUPDATEPROCESS to perform external updates, and the job 
process to perform local file manipulations. 

type EXTUPDATEPROCESS = process (EUB: EXTUPDATEBUFFER; 
AM: FIlEMANAGER); 
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This process reads updates posted by DRMANAGER to EUB, performs appropriate 
calls to FM. and then cycles blck to get another transaction from EUB. etc. 

type DRMANAGER • monitor (FM: FILEMANAGER; 
ROB: RINGOUTBUFFER; 
EUB: EXTUPDATEBUFFER); 

This IIOnitor mediates requests for DFM services from the local job process, 
and from external managers at other nodes whose requirements are pulled off the 
ring by ·RINGINPROCESS. When appropriate. it sends messages to the ring via ROB, 
relays external updates via EUB, and sets locks by calling FM. DRMANAGER is 
called by the local job process. responding to service requests. and RINGINPROCESS, 
responding to ring arrivals. . 

type RINGINPROCESS = process(DRM: DRMANAGER); 

This process contains the PCL-ll communication link receiver driver. It 
accesses the PCL-ll bus to receive messages addressed to this node. calls DRM 
to deliver them, then cycles back to receive the next ring message, etc. 

4.2 DRMANAGER Operatjon 

While the collection of system types listed above are responsible for 
performing collectively as the Distributed File Manager, the DRMANAGER monitor 
contains the basic intelligence related to the protocol whose purpose is to provide 
global mutual. exclusion of access to latest copies, and perform distri bution of 
updates. Aside from the particul ar services we chose to make avallabl e to appli­
cations programs. it is the operation of DRMANAGER which may be of greatest interes 
to others •.. In what follows, we will provide a short overview of this operation. 

TheDRMANAGER Connect protocol has already been discussed. A major influ­
ence on its development was our decision to use a distributed control update 
protocol. If we had used a centralized manager. Connect would have been more 
straightforward. A primary motivation for this work was the question of DFM 
services however. and we decided to make use of a distributed control protocol 
which we previously implemented following a description given by Ellis [7]. As 
discussed in the concluding remarks. a centralized control protocol is now being 
investigated as well. 

Our paper [8] examines Ellis' 'protocol in some detail. His protocol is 
elegant and requires few ring messages, but only allows one transaction on a file 
copy (each transaction is implicitly a Request_Copy and a Rel ease_Copy as well). 
Bringing a database from one consistent state to another usually involves a series 
of related file transactions. so we extended Ellis' update protocol by requiring 
explicit request and release of the file copy. between which any number of file 
transactions might occur. The resulting protocol is used by DRMANAGER in order 
to control access to what we have termed the latest copy, and distributes updates 
which are processed on it. 

Access control and maintenance of what we have termed a consistent copy 
was motivated b1 the desire to allow a series of related reads (for example, an 
index traversal) without requiring the use of the latest copy, access to which is 
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mutually exclusive. Providing a consistent copy proved to be as interesting as 
the update protocol, and the use of a concurrent programming language significantly 
aided our visualization of the problem. Requests for a consistent copy involve 
no ring traffic since they are handled locally in the FIlEMANAGER monitor by 
waiting for the end of the present set of updates (which is signalled by a release 
message), and then locking out further updates until the consistent copy is locally 
released via Release_Copy. 

4.2.1 The Distributed Control Update Protocol 

The underlying idea behind the DRMANAGER update protocol is the manner in 
which "simultaneous" requests for a litest copy are handled. Each node has a 
unique priority, and messages are sent on a ring-network communication structure 
in order of increasing node priority. A request for the latest copy travels over 
the ring and is examined by each local DRMANAGER before being relayed on. If 
such a request arrives at a no'de of higher priority than that of its origin, 
and the higher priority node itself has a request in transit (this is the meaning 
of simultaneous in this context) then the lower priority request is delayed and 
saved. Subsequently, the higher priority node will receive its request when it 
returns around the ring. This return indicates that it's request for the latest 
copy is granted. 

After performing the necessary transactions on its file copy (with page 
updates being appropriately broadcast as they occur), the higher priority' node 
performs a Release_Copy. A release message is then sent around the ring which 
signifies the end of updates to this particular latest copy, and indicates whether 
or not a lower priority request has been saved. This message is followed imme­
diately by the saved lower priority request. if any. The saved lower priority 
request, if any, then continues around the ring to ultimately return to its origin. 

An additional constraint is used to limit the number of requests which have 
to be saved (i.e. removed from the ring pending grant and release of the latest 
copy) at any node: once a request is relayed, the relaying node may itself make 
no requests until a release message indicating no following saved requests is 
received. With this restriction, .no node need ever save more than one request; 
without it, the maximum would be dependent on the total number of nodes in the 
network. The protocol has the nice property that no request is ever denied (thus 
retries are not necessary), and all requests are ultimately granted. Since the 
node priorities are used only to break ties. each node is served fairly. 

4.3 Hardware Configuration 

The actual hardware that is used includes a DEC PCl-ll (Parallel Communica­
tions link) intercomputer link which connects four POP-ll machines and one VAX-
11/780. The PCl is a multi-dropped TOM Bus (time division multiplexed - i.e. 
transmission time i.s time-sliced by node, allowing one 16 bit parallel data transfer 
per slice). Although this link supports a totally connected network, it is used 
here to implement a ring structure, in accordance with the requirements of the 
distributed control update protocol. 

One of the strong points of the PCl link is that is supports reconfiguration 
of a network in case of node failure. The DFM presently implemented does not 
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make use of this capability, however, and is vulnerable to node failure. An inte­
resting and effective use 'of the PCl would be to implement a "wheel" structured 
network in order to support distribution of updates via a ring structure (to 
balance update broadcast load) and to provide for centralized control of access 
to the latest copy (In efficient method for global access control). 

5.0 PERFORMANCE MONITORING 

In order to monitor the DAM and observe the overhead associated with its 
various operations, we dedicate a separate machine to the function of driving a 
graphics display device (in this case a Tektronix 4014) to report this information. 
At this machine, a process reads data posted to it via inter-computer link, and 
sends this information to a buffer. Another.process reads the contents of this 
buffer at a set frequency, and makes calls into a display utility implementing a 
graphics capability on the Tektronix device in order to display bar graphs for 
each machine which is reporting. 

At the reporting machines a reporting process is inc1uded'which reads 
performance information posted to a buffer by the job process as it makes calls 
to the DAM, and then sends this information via inter-computer link to the 
display machine. Each call by the job process to the reporting buffer increments 
a count representing the number of times I particular DAM call has been made. 
This count is reset to zero each time the process in charge of relaying this in­
formation to the display machine calls to receive it. Since this is done once 
a second, the information which is ul timately displayed is the number of various 
DFM calls made per second. The particular information we display is (for each 
reporting machine): request of latest COPYi request of consistent COPYi updates, 
reads, and read_nexts~ 

This admittedly simple-minded scheme allows us to easily determine the 
performance of the DFM by writing a simple application program which does nothing 
but make use of DFM services. The overhead associated with requesting the latest 
copy without contention is summarized as follows: 

" #I network nodes 

1 
2 
3 
4 

overhead (in msecs) 

31 
70 

109 
145 

These results show the expected dependency on the number of machines in the 
network. This dependency could have been simulated, and an'estimate of the res­
pective overheads obtained, but the above values reflect actual run-time system 
performance - a fact we feel woul d be important when performaing tradeoff analysi s 
for proposed systems. 

Since requests for a consistent file copy are handled locally, this over­
head is independent of the number of participating nodes. Consistent requests 
were observed to take about 5 milliseconds. 

These measurements were made using an interpreter based implementation of 
the Concurrent Pascal language [2], running on PDP-11/40, 11/45, 11/60, and VAX-
11/780 machines. 
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6.0 CONCLUDING REMARKS 

The Distributed File Manager implemented appears to supply a basic and 
useful capability for the control and manipulation of distributed information. 
For instance, typical real-time databases often present the problem of simultane­
ous updating and reading by numerous and loosely related tasks. The DFM supports 
the partitioning of such activity onto separate processors. Implementation of 
data pipeline schemes is another possibility. 

As always, the application should determine the particular software support 
which is required, and with Concurrent Pascal one may confidently advocate this 
apprpach. The total implementation time required for the DFM, for instance, was 
three weeks. This supports the.contention that Concurrent Pascal is an effective 
programming tool for distributed systems. Furthermore, it lends additional cre­
dence to the ideal of the "tailored" or special purpose operating system; for 
although the DFM may not exactly fit the requirements of a particular appncation, 
extensions or added capabilities are no great problem. Multiple files, file 
parti tioning onto various processors , keeping 11 sts of changed pages, ma inta ining 
files in primary storage instead of on disk, util1zation of shared memory - these 
are all easily done, and with a minimum of "artificial" (1.e. vendor supplied) 
constraint and difficulty. 

Due to the dependency of latest-copy request overhead on the numbe.r of 
machines in the network, one might wonder why a centralized control protocol 
was not chosen. Garcia-Molina has presented resul ts which seem to convin­
cingly indicate the superioritl' of centralized control protocols over those 
utilizing distributed control 19]. 

In our environment, one of the greatest problems associated with special 
purpose distributed systems is their high risk~ For this reason, considerations 
of code complexity are fairly important to us • Garcia-Molina claims centralized 
control is easier to implement, but we believe that consideration of fallback 
in the event of machine failure may turn the tables with respect to code com­
plexity. (In any case, DRMANAGER required only about 200 lines of code to imple­
ment all of the services discussed.) In order to handle node failures in the 
distributed control case, we see a recovery capability essentially arising out 
of a no-lost-message constraint (with certain embellishments) which would require 
a small additional amount of code at each node. In the centralized control case, 
complete centralized manager code must exist at each node (as opposed to only one 
if node failures are not handled) to recover from arbitrary node failures, and 
switchover must not only worry about lost messages, but also must have been pre­
ceded by posting system-wide status information to some delegated secondary. At 
switchover, a new secondary must be chosen and a complete status summary posted 
to ita s we 11 • 

Because of such details, we believe that fault tolerant distributed control 
may actually be less complex than centralized alternatives. The DFM discussed 
in this paper is presently being extended to provide immunity to node failure, 
and since we are also implementing a centralized control protocol, a more realistic 
comparison of the relative benefits of the two approaches should soon be available. 
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ABSTRACT 

COCANET is a local computer network being developed. in part, to support 
distributed data base system research. A muItidestination, or multica5t.. proto­
col is provided to satisfy the communication requirements of the INGRES distri­
buted data base system. These. requirements include sending messages to a 
dynamically varying subset of processes. Efficient implementation of the multi­
cast protocol in a local broadcast network is described. In addition, internet,;. 
work support of the protocol is discussed. 

COCANET extends a conventional UNIX2 programming environment across 
multiple processors by supporting transparent resource sharing and message­
oriented interprocess communication mechanisms. 
KeT"Ords: Local computer networks, mullidestination addressing, multicast pro:­
tocols, distributed data base systems, resource sharing. 

1. INTRODUCTION 
COCANET is a local computer network designed and currently being imple­

mented at U.C. Berkeley. It was developed to support research on distributed 
data base systems and to provide shared access to resour~es available on 
different machines in the. Department of Electrical Engineering and Computer 
Science (e.g., a high-resolution graphics output device and the ARPANET). 

The computers which will be connected to the prototype network are DEC 
PDP-ll's (an 11/70 and two VAX's) running the UNIX operating system [Ritchie 
7B}. The physical architecture of the prototype is a ring. using local network 
interfaces (LNI) developed at U.C. Irvine [Mockapetris 77}. The UNIX program- . 
ming environment has been extended across the different hosts so that users 
connected to one host can transparently access resources located. on the other 
hosts. The network software is organized to allow local network hardware other 
than LNI's to be used. 

COCANET supports a conventional process-to-process communication proto­
col and a multicast, or multidestination addressing, protocol. While the multi­
cast protocol was primarily motivated by the communication requirements of 
the INGRES distributed data base system [Epstein 79, Stonebraker 77], it can 
also be used for other distributed applications (e.g .• data base machines [Stone­
braker 79a]). ' 

t The tJrst. author was supported in part by AFOSR GrlD'lt 78-3596 and the second author was sup­
ported in part b,nOE contraot W-7405-ENG-48 

2 UNIX 18 a trademarK of Bell Laboratories. 
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Most previous research on distributed data base systems bas not directly 
addressed the problem of network communication protocols [Rothnie 77]. 
Research on computer networks. on the other hand. bas addressed some of the 
communication issues [Dalal '7S. Farber 73. McQuillan 76]. but not all of them 
(e.g .• sending a message to a dynamically varying subset of processes). More­
over, broadcast (send to all hosts) and multicast protocols are not always sup­
ported at the application program interface (e.g., see the ARPANET). 

This paper describes the communication requirements of distributed 
INGRES. a multicast protocol designed to meet those requirements. and an 
efficient implementation of the protocol in a local broadcast network. The paper 
does not address the problem of security in a distributed environment (the pro­
tection mechanisms implemented in the prototype are described in [Birman 
79]). 

In the next section. the communication requirements of distributed INGRES 
are illustrated by examining several sample queries. Section 3 describes the 
COCANET UNIX interprocess communication ,protocols. The LNI implementation 
of the multicast protocol and it's extension across network boundaries is 
present.ed in section 4. 

2. DISTRffiUTED INGRES 
This section presents an overview of distributed INGRES, examples of 

queries which motivat.ed the multicast protocol. and the communication archi­
tecture of the system. 

Figure 1 shows the logical organization of distributed INGRES [Stonebraker 
77]. A user is connected to a master INGRES which spawns slave INGRES' s at 
sites where a fragment of the data base exists. Master INGRES processes user 
queries by sending commands to the slaves which access the local data and then 
send the results to other slaves or to the masler. A query optimization algo­
rithm produces a sequence of, commands to solve the query [Epstein 78]. In 
addition, master INGRES h "tndles updates, crash recovery, and concurrency con­
trol [Stonebraker 79b]. 

A trivial personnel data base is used to illustrate the commands that are 
sent between INGRES processes. Assume that the employee and department 
relations 

EMP(emp#.name,dept#,salary .... } 
DEPT(dept#,name.floor, ... ) 

are distributed according to the criteria 
distribute EMP at 

site-l",bere EMP.dept#= 93 or EMP.deptH = 122, 
site-2",bere EMP.dept# = 47. 
site-3",bere EMP.dept# > 0 

distribute DEPT at 
site-l",bere 10 < DEPT.dept# and DEPT.dept# < 100, 
site-3 

Distribution criteria restrict a tuple to one unique site [Ries 78]. The distribute 
commands place tuples of employees in departments 93 and 122 at site-l, 
department 47 at site-2. and all other departments at site-3 (assuming that 
department numbers are positive). Department tuples are placed at site-l for 
departments 11 through 99 and at site-3for all other departments. Thus. 
employee information is stored at three physical locations while department 
information is stored at two. 
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MASTER INGRES 

Figure 1. L?gical Organization of Distributed INGRES 

The first example query is 

retrieve (EMP.name) 
where EMF.salary >30K 

This query can be processed by sending the query to each site that bas a frag­
ment of the EMP relation. Each site executes the query on its local fragment. 
The result relations are sent back to master !NGRES which collects the 
responses and passes them on to the user. Thus, master INGRES must be able 
to.broadcasttostave INGRES's and to receive process-to-process messages from 
each slave. Notice that if the query had been on the DEPT relation only a subset 
of slaves (e.g., sites 1 and' 3) would have to receive the message. COCANET sup­
ports a multicast protocol.tbat allows messages to be sent to arbitrary subsets 
of a set of processes. 

The second example illustrates another use of the subset addressing 
feature. To reduce the number of sites to which a command must be sent. mas- . 
ter INGRES uses the distribution'criteria to identify what subset of sites might 
have relevant data. For example, suppose the query is 

retrieve (EMP .name,DEPT .floor) 
where EMP.deptH = DEPT. deptH and EMP.dept# = 93 

which lists names and locations for employees in department 93. Because the 
departmerit tuple and employee tuples for that department are stored only at 
site-l (see the distribution criteria above). the queryneed be sent only to that 
site. 

A slave !NGRES needs to be initiated at a particular site only . after the first 
query tbat needs data at that site is processea. A user who submits ad hoc 
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queries interactively may access only a: sman part of the data base during a ter­
minal session. For example, assume that the data in the sample data base is 
distributed over 20 sites and that the -terminal user only requests information 
about employees in. one or two departm~nts. If the queries can be solved 
without ever accessing data stored at the other sites, slave INGRES's do not have 
to be initiated at those sites. On the other hand. after several queries, the user 
might request information from a site which previously had not been queried. 
The slave could then be initiated and the query processed. To support this 
feature, the multicast protocol must be able to add processes dynamically to a 
connection.3 

The last example shows the use of multidestination file transfer by slaves to 
send relations to other slaves. It ,also shows how complex queries which involve 
several steps are processed. The query 

retrieve (EMP.name,DEPT.name) 
where EMP.dept# = DEPT. deptH and EMP.salary > 30K 

lists the employees and the department they work in if they make more than 
$30K. One strategy to process the request follows. First, at each site which has 
a fragment of the EMP relation run the restriction 

retrieve into TEMP(EMP.name,EMP.deptH) 
where EMP. salary > 30K 

Second, build a complete copy of the TEMP relation at each site which bas a 
fragment of the DEPT relation. In this example, site 1 sends a copy of it's TEMP 
fragment to site 3, site 2 sends a copy of it's TEMP fragment to sites 1 and 3, and 
site 3 sends a copy of it's TEMP fragment to site 1. Third, at,each site which'has 
a DEPT fragment perform t.he join 

retrieve (TEMP.name,DEPT.name) 
where TEMP.dept# = DEPT.deptH 

Note that the TEMP relation in this join query is the union of all TEMP ~ragments. 
The results are then sent to master INGRES. Because TEMP is a complete copy 
of all qualifying employee tuples, combining the result of running this query at 
each DEPT fragment gives the answer to the original query. 

These operations are synchronized by master INGRES which initiates each 
step after acknowledgments are received that indicate successful completion of 
the previous step. Slaves must be able to send data to several other slaves (e.g., 
site 2 sent data to sites 1 and 3). When a slave must send data to other slaves, a 
receptor process is initiated at each destination site, a connection is opened to 
just those receptors, and the data is transmitted to all of them. 

Distributed INGRES does not require guaranteed delivery on multicast 
transmissions, i.e., an explicit acknowledgment from each destination site that 
the message was received. The high-level distributed INGRES protocol has an 
acknowledgment mechanism built in to the pattern of communication (e.g., send 
a command, receive response that the command was compieted and possibly 
data, send the next command, and so forth). Because the application is a data 
base system, the high-level protocol also has an elaborate crash recovery 
mechanism which is invoked if an expected response is not received after a rea­
sonable delay. Consequently, whether communication to one or more slave 
processes is interrupted by a transmission failure or by a hardware or software 
failure at the destination site, the data base system will recover. 

3 Processes might also be dynamically removed from a connection. This capability can be sup­
ported but no proposal has been made to use it. 
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In summary, a multicast protocol is needed which allows messages to be 
sent to multiple destinations and t.o dynamically varying subsets of those desti­
nations. Moreover, it must be possible to add new processes to the set of desti­
nations. COCANET supports such a protocol as described in the remainder of the 
paper. 

3. IN'fERPROCESS COMMUNICATION 
Conventional UNIX does not support an IPC protocol that can be easily 

extended to a network environment l Chesson 75, Sunshine 77]. Among other 
problems, the UNIX IPC protocol neither allows a process to wait for a message 
from more than one process at a time nor allows two unrelated processes to 
communicate (e.g., a process may wish to communicate with a mail daemon 
which is always executing). 

COCANET UNIX supports two message-oriented IPC protocols to solve these 
two problems. The first allows two processes to send messages to each other 
(called process- to- process). The second allows one process to send messages to 
several processes (called multicast). These protocols can be used to implement 
distributed applications. Besides distributed INGRES, they are used to extend 
all conventional UNIX file operations to a network file system. Conse quently, 
existing programs can access remote files without modification. The remainder 
of this section describes how these protocols are used. A complete description 
of their integration into UNIX will be available in [Birman 79]. 

COCANET UNIX introduces connections between processes over which mes­
sages can be sent. To the processes, a connection looks similar to a conven­
tional UNIX pipe [Ritchie 78]; A simple example will assist in the explanation. 
Suppose two processes A and B on difierent hosts are communicating (assume 
for the moment the processes and the connection between them already exists). 
Send and receive operations on the connection provide a full-duplex. message­
oriented communication link, that is. a bi-directional sequence of messages with 
the sender's identity encoded in each message. Because more than one process 
can send on a connection. a process can receive messages from many sources 
and can wait for a message from one of several processes. A status operation is 
also provided so that a process can test whether a message exists or if t.he con­
nection is in an error sta.te. 

To understand how connections between processes are created. the net­
work file system and network connection name space must be explained. The 
file system in UNIX is organized as a tree structure. "/" refers to the directory 
at the root of the tree so that ·'/f" refers to the file or directory named f. Under 
COCANET. the file system of each host includes pseudo-directories which contain 
addressing information needed to communicate with hosts on the network. For 
example, in the file system on host-1, "/host-2" refers to the root of the file sys­
tem on host-2. 

Connections are referenced by the pair <destination host. connection 
name>. Suppose process A was on host-1. process B was on host-2. and the con­
nection name was AtoB in the example above. Process A refers to the connec- . 
tion as "/host-2=AtoB" and process B refers to it as "/host-l=AtoB". /host-l 
and· /host-2 are the file system pseudo-directories on hosts 2 and 1. respec­
tively. that specify the destination host. AtoB is a name in the connection name 
space maintained by the network software. 

Now suppose that process A existed on host-1 and that it wanted to initiate 
B and to open a connection between the two processes. The steps necessary to 
accomplish this are as follows. First. A creates a process-to-process connection 
"/host-2=AtoB" using the operation create. The create operation makes the 
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connection name AtoB defined from /host-t'(where A is located) known in host 2. 
,Second. A initiates the process B 00_ host' 2 using the conventional UNIX ezec 
operation on a remote file (e.g .• "/host-2/B"). B is passed the connection refer­
ence "/host-t=AtoB" as a program arg\lment. Process B opens the connection 
reference which has been passed using the open operation. Now. messages can 
be sent back and forth over the connection.' The state of tbe system after each 
operation is shawn in figure 2. Connections are closed by calling the close opera-
ti~ , 

process A 

host-l host-2 

After create: 

r----------, .' 
proce~ A 

( 
/host-2=AtoB /host-l=AtoB 

host-l host-2 

After initiate: 

process A process B 
) 
I 

/host-2=AtoB /host-l=AtoB 

host-t host-2 ' 

After open: 

process A process B 
'\ ') 
( ( 

/host-2=AtoB ' ~ '" /host-l=AtoB 

host-l 'host-2 

Figure 2. Connection Establishment 
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Multicast connections are established in the same way except that a mul­
tiCreate operation is called which ac~epts a list of destinations rather than just 
one. After a destination process opens a multicast connection. messages can be 
received but not sent on that connection by the destination process. Multicast 
connections are inherently one-way. 

Most applications which use a multicast connection will also open a 
process-to-process connection back to the multicast source. The reference for 
the process-ta-process connection can be passed. to the destillation process 
either as a program argument or in a message sent over the multicast connec-
~~ . 

Operations are also provided to add a new destination process to an existing 
multicast connection (addMultiDest) and to change the subset of processes 
which are to receive messages sent on the multicast connection (changeMul­
tiSubset). 

4. MULTICAST PRproCOL IMPLEMENTATION 
This section describes the implementation of the multicast protocol. The 

message-oriented IPC protocols described in the previous section which consti­
tute the user programming environment are called the network access protocols. 
These protocols are implemented within a particular network by a lower level 
protocol called an intranet protocol. The first subsection describes an intranet 
implementation of the multicast protocol in a local network composed of LNI's. 
The second subsection discusses some hardware changes to improve the reliabil­
ity of an LNI-based network. The last subsection describes how the multicast 
protocol can be extended across network boundaries. 

Given a multicast connection between a source process and n destination 
processes. how can a message be sent to a subset of those destinations. say. m < 
n destination processes? One approach is to send m separate messages, one to 
each destination in the subset~ In a local network this approach is impractical 
for moderate sized m because the communication overhead is high and the 
elapsed time to send that many messages can be long. 

Another approach is to send one message that will be received by all n des­
tinations. Some indication of which m destinations are actually to receive the 
message can be encoded into the message header (e~g .• a variable length 
address field or a fixed length bit string). Then. either network software or each 
destination process can determine whether the message should be accepted or 
discarded. This method can be implemented in a broadcast network such as 
DeS [Farber 73] or Ethernet [Metcalfe 76] assuming that some form of destina­
tion address matching is performed in the network interface. This approach is 
practical in those applications where m / n approaches 1. 

On the other hand. if min is small. as might be the case in a distributed 
data base system. other factors may cause this approach to be impractical. 
First. n - m hosts will receive a message which is not addressed to one of their 
processes. These hosts must service an interrupt and scan the message header 
to determine if the message should be discarded (the scan operation will prob­
ably not be in the interrupt routine which means the network control program 
must process the message). Second. as the number of hosts which are to 
receive a multicast increases. the probability that some hosts will fail to receive 
it increases. Thus. the message will have to be retransmitted. 

A better approach to sending a message to a subset of a multicast connec­
tion is to send one message in such a way that only hosts with one of the 
processes in the subset actually receive the message. The associative address 
matching capability of the LNI can be used to implement this approach. A fixed 
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length bit string representation of the multiple destination addresses is encoded 
into the addresses of multicast channels." The LNI address matching cantben be 
used to determine whether a particular message is addressed to a process in 
the attached host. 

4.1. Intranet Multicast Implementation 
The LNI provides very flexible message addressing in the hardware. Each 

interface has a table of addresses to which it will respond.!5 The destination 
address in Ii message is associatively matched with the entries in the name table 
as the message passes the interface. If the message address matches an entry in 
the table, the message is copied into the attached host. Two masks, one in the 
message and one stored with each name table entry, can restrict the matching 
to arbitrary subfields of the addresses. If either mask bit is set, the correspond­
ing bits in the addresses need not match. Several examples are given in figure 
3. The current version of the LNI has 32 bit addresses and 16 name table 
entries. These apparent hardware limitations are discussed in more detail 
below. 

Figure 4 shows the format of multicast addresses. The OHN and CHAN 
fields. taken together. uniquely determine the multicast channel. Each multi­
cast destination corresponds to a bit in the SUB field. The destination's name 
table mask restricts the SUB field comparison to the assigned bit. For example. 
suppose the multicast channel and destinations. were as depicted in figure 5 
(only the SUB field is shown and it is limited to 6 bits for simplicity). To send a 
mess,age to destinations at sites 2 and 4. it is addressed to 010100. Only those 
sites will match the address (the mask in the message itself is set to ·zero). 
Thus. only the sites which are supposed to receive the message do receive it. 

Name Table 

entry 
1 
2 
3 
4 

addresses 
00111010 
11010100 
11000010 
00011000 

masks 
00000000 
00000011 
00000101 
00000000 

dest. address 
00111010 
11010011 
11000111 
00001000 

Incoming Message 

dest. mask remarks 
00000000 matches entry 1 
00000000 does not match 
00000000 matches entry 3 
00010111 matches entry 4 

Figure 3. Address Matching Examples 

4 A channel is the tntranet analog of a connectiDn. 
5 For historical reaaops. this table is called a name tl'lbZe. 
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Field Size (bits) Use 

TYPE 2 Specifies typ~ of message. 
o broadcast 
1 process-to-process 
2 multicast 
3 unassigned 

ORN 6 Originating host number on tbis 
network. 

CHAN 8 Data transmission channel number. 
ORN and CHAN fields together uni-
quely determine the multicast 
channel in this network. 

SUB 16 Selects subset of processes on 
this network to receive the mess-
age. 

Figure 4: Multicast Channel Address Format 

I , 
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SITE-l 

NAME MASK 
100000 

SITE-2 

I 
NAME MASK 

010000 101111 . 

SITE-3 

NAME MASK 
001000 ·110111 

Local rietw~'rk 
interfaces 

SITE-4 

\ 
NAME MASK 

000100 111011 

Figure 5. Subset Addressing Example 

New destination processes can be added dynamically to a multicast channel 
by assigning the next available bit in the SUB field to the process and. entering 
the name in the destination processes' bost LNI. TIlese actions are taken in 
response to the operations aclctMuUiDest and open oalled, respectively. by the 
multioast source and destination processes. 

TheLNI and the implementation described in this subsection appear t.o have 
four limitations: 

1. an LNI name table is limited to 16 entries, 

2. a host is limited to 256 (26) open multicast channels which it originated. 

3. a local network is limited to 64 hosts. and 

4. a mult.icast channel is limited to 16 destination processes. 8 

These limitations are discussed in the following paragraphs. 

The prototype LNl's have been implemented in TTL medium scale integra­
tion. The design of the interfaces was biased towards a large scale integration 

II A channel is limited to 15 destinations it the sequence value is Dloved into the name as sug-
gested in the next subsection. . . 
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(LSI) implementation and allows variation in the number of bits per address and 
the number of entries in an LNI nam_e taMe [Mockapetris 78]. Consequently, the 
limited number of name table entries holds only for the interfaces we have 
ordered.? In a reasonable sized network an LNI implemented in LSI will have 
several hundred name table entries. The second and third limitations are 
caused by the 4 octet (8 bit bytes) address size. These limitations can be 
relaxed by enlarging the address by several octets (e.g., to 6 or 8 octets). 

The last limitation, the number of destination processes on a multicast 
channel, can be avoided by using more than one channel to implement a multi­
cast connection, i.e., one multicast connection may have several intranet chan­
nels. To send a message may require that two or more copies of the message be 
transmitted around the ring. 8 Another approach to avoid this limit is to have 
longer addresses. While this approach works, it is not too practical because the 
number of destinations increases only by one for each additional address bit. 
Nevertheless, for some applications this approach may be optimal. A completely 
different approach to the problem is to allow variable length addresses· and to 
have the network interface recognize the more complex fonnat. The point is 
that several low-level implementations exist and it remains to be seen which will 
be cost effective for different applications. . 

4.2. LNI Hardware Improvements 
This subsection discusses two LNI hardware changes that would improve 

network reliability in the areas of multicast channel message sequencing and 
network robustness in the presence of failures. 

To guarantee that the most recently received message is not a copy of thE:! 
previous message, a one bit sequence value is used. The network software in 
each host anticipates the sequence value of the next message to be received. If a 
transmission failure occurs, the source host retransmits the message with the 
same sequence value. By comparing the sequence value in the message with the 
sequence value in the last correctly received message on that channel. a desti­
nation host can determine if the message is a copy of the last one received. If 
so, it is discarded. Otherwise, the sequence value is updated and the message is 
passed to the destination process. 

This technique works as long as the sequence values for the destinations 
remain synchronized. However. because each host does not receive every mes­
sage on a multicast channel, the values must be synchronized prior to changing 
the addressed subset. For this reason. before any subset change. a sequence bit 
synchronize message is sent to the old subset to clear the sequence value (Le .. 
set to zero). Thus, the sequence value on the first transmission is guaranteed to 
be cleared. 

Another problem with multicast message sequencing arises because hosts, 
which are temporarily busy may not accept messages [Rowe 75]. The LNI associ­
ates with each message as it is transmitted around the ring two status bits, 
called the match and accept bits. Ifa message is copied into a host a one is 
ORed into the accept bit. If t.he destination address was matched but the mes­
sage could not be copied. a one is ORed into the match bit. These status bits 
indicate to the transmitting host whether the message was received by all desti­
nations. The possible status bit settings and their meanings are summarized in 
figure 6. 

'1' Three devices have been ordered. We chose 16 entries because at cost considerations and be­
cause the first experiments with COCANET wUl be small. 

S Dynemitl assignment of destinations to channels may reduce the number of transmissiontIJ re­
quired if scme subsets account for a high volume of traffic. 
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MATCH ACCEPT MEANING 

0 0 The message was addressed to a non-
existent process; no LNI recognized 
the message. 

0 1 The message was transmitted to one 
~r more processes; at least one LNI 
copied the message. 

1 0 The message was recognized by one 
or more processes, but no LNI could' 
copy the message. 

1 1 The message was transmitted to at 
least one process, but at least one 
LNI recognized the message but 
could not copy it. 

Figure 6. Status Bits Results 

Suppose that a multicast message is to be sent to several sites and that the 
first time the message is sent the status bits returned are match-accept. In 
other words, some sites received it and some did not. If subsequ~ntretransmis­
sion also results in· match-accept status, the transmitting host Js unable to 
determine· whether all sites have received the message. For example. a site 
which received the first transmi~sion could fail to receive the second, and a site 
which failed to receive the first transmission may have successfully received the 
second. This problem results from the fact that. two bits are being used to 
describe the status of multiple destinations. 

This problem can be eliminated by moving the sequence value into the 
address in the LNI name table. When a message is accepted, the sequence value 
iri the name table is flipped. Now, if the message must be retransmitted. it will 

. not match and consequently "will not be accepted by hosts which successfully 
received the first transmission. For multicast messages this means that only 
those sites which did not accept the first transmission· will match the 
retransmission. Thus. the m!itch bit can be interpreted as indicating continued 
faiiure to copy the message into some addressed host{s). 

Although this solution can be implemented with the current LNI hardware, 
it may be impractical because .the sequence bit must be flipped by software. 
Redesign of the LNI, however, could lead to efficient support of the multicast 
sequencing mechanism. 

The second problem with the LNI hardware is that all addresses in a. name 
table are unusable if a host crashes.- As a message passes through the interface 
.the address will be matched, a copy will be attempted (if appropriate), and the 
match and accept bits will be set regardless of whether the host operating sys­
tem is functioning normally. Some mechanism is needed to clear the name 
table either from another host on the ring, from a wire center [Saltzer 79], or 
from monitoring hardware at the failed host [Kunzelman 78]. 
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_ 4.3. Internet Support of a Multicast Protocol 
This subsection describes one way to support the multicast protocol across 

several networks. A hierarchical address space for ~terconnected networks is 
a.ssumed. e~g .• hosts have 'addresses of the form "NET:HOST". It should be noted 
that distributed INGRES m.ust know about the network topology because the 
time required to send messages between the various processes {from the master 
to the individual slaves, between slaves. and from individual slaves to the mas­
ter} influences the query optimization algorithm. 

A multicast message is sent to destinations on a foreign network by sending 
one copy of the message toa gateway process that is responsible for forwarding 
the message to all destinations which can be reached through the gateway. To 
illustrate this idea, consider the networks in figure 7. Source process S in a 
COCANET wants to send a message toprocesses Dl and D2 in the same network 
and processes D3 and D4 in another network. One copy of the message is sent to 
P which forwards the message to D3 and D4 using whatever multicast implemen­
tation is best in the 'foreign network. Subset addressing, can be supported either 
by encoding destinations in a message header or by having P maintain an active 
destination list. 

Messages propagate across ,several networks in the same way. One copy of 
the message is sent to a gateway which sends it to the local destinations and to 
the next gateway{s). If any gateway process is unable to deliver the message to 

Gateway 

COCANET' 

,'." ) 
~ 

Other network 

Figure 7. Internetwork Multicast Example 
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a foreign destination, a control message is sent back to the source host which 
causes the, multicast connection status to be set to an error state. Because the 
multicast protocol does not guarantee delivery, this action should be taken only 
when ,a catastrophic. failure occurs. No explicitfiow·control mechanism is 
assumed other than that provided to control transmission through the gateway. 

5. SUMMARY 

This paper describes the design of a multicast communication protocol for 
a distributed data base system. The protocol includes a novel subset addressing 
capability and the ability to add new processes to a connection which is already 
open. An efficient imptementation of the protocol ina local computer network 
composed ofLNI hardware was also presented. In addition to the multicast pro­
tocol, the VNIXprograIIlming environment has been, extended across multiple 
hosts t08upportgeneral resOurce sharing. 

The current status of the prototype COCANET is that tbe network software 
has been debugged in a single machine environment which simulates the send­
ing and receiving of messages. The prototype should be fully operational shortly 
after we receive' the network interfaces. 
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Abstract 

We first give a short description of the architec­
ture of the DDBMS-POREL which we are currently implement­
ing at the University of Stuttgart. Afterwards we study 
in some detail the transaction processing control, the 
Execution Monitor, which at runtime is responsible for 
the administration and control of the transaction flow in 
the network. Each transaction in the DBMS is associated 
with a specific Execution Monitor which completely super­
vises its processing and initiates and executes the ne­
cessary synchronisation, resource handling and recovery 
preparation. 

1. INTRODUCTION 

POREL is a decision support and database management 
system based on a distributed relational data base desig­
ned tq run·on a heterogeneous network of minicomputers. 
POREL ignores the possible existence of other local data 
base systems and makes no attempt to integrate them into 
the distributed data base. 

Therefore a totally new system had to be designed 
including user interfaces, languages,synchronization 
aspects, network features, authorization mechanisms, in­
tegrity features and the data base machines themselves. 

The word "heterogeneous" in our system therefore 
stems from the underlying computer network which contains 
different hardware and also different operating systems. 
But upon this inhomogeneity a homogeneous DB system is 
built up. 

We achieve acceptable independency from the base 
systems by choosing the high level language PASCAL as one 
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of the implementation tools •. However; PASCAL on one ma­
chine is not·PASCAL on another. We therefore take an 
existing, easily portable, PASCAL system and install it 
on every new machine in our network. Of course some 
efforts must be put in for rewriting the code generation 
phase and the runtime routines, but in this way we have 
access to the same language interface everywhere. The 
still necessary assembly written routines are kept 
simple and small in number as they have to be redone on 
every new machine category. Through this approach the 
user sees only a single data base syste.m. In such a . 
unified and integrated system he does not need to know 
where data are kept or programs are executed. That is 
the DDBMS presents itself like a centralized system •. 

POREL supports three interfaces· for the data base 
user: 
-A Relational Data Base Language- RDBL - a non proce­

dural, algebra oriented interactive language for data 
definition, manipulation and control (see[10]: 78/5); 
A Host Language (PASCAL or FORTRAN) with RDBL as data 
language, whereby RDBL .hasbeen extended with a c.ursor 
concept for navigating in a tuple at a time logic 
throuqh relations similar to the solution which is 
found-in SEQUEL 2 (see[10]: 78/8). 
A problem salvina decision support system which pro­
vides the user \-li th an environment adapted to his 
application area (see [15]). 

A detailed discussion of these interfaces is beyond 
the scope of this paper and not necessary for an under­
standing. Actually according to the single system philo­
sophy, the chosen interfaces are quite independent from 
a, distributed environment, they could also be found in a 
centralized data base. For further study .the' interested 
reader is referred to the indicated references. 

The whole data base system is based on a set of re-· 
lations stored on the different nodes. If necessary even 
single relations may be distributed over the network, 
however only horizontal splitting is supported. 

As the long distance communication is much slower 
than local access and cOl1lI!lunications costs are quite' 
significant, the effectiveness of a distributed system 
directly depends on the amount of information inter­
change. This netvlOrk traffic carefully has to be mini­
mi zed ([ ~], [6], [8]). 

To improve data access in retrieval queries, copies 
of relations or parts of it may be kept all looking iden-



-355-

tical for the user. But care has to be taken with update 
sensitive data as update traffic is increased and net­
workwide consistency is more comp11catedto achieve. 

In our solution one of the copies is selected as 
original and always used for the updates. Other copies 
may be behind in various stages (delayed updat~).A me­
chanismbased on version numbers keeps' track of the 
actual state. This eventually may lead to, a situation 
where, when a 'copy is to be used, it is easier to re­
place the copy by the original than to effect all out­
standing updates.' 

All this operating information as well as the rela­
tion and database descriptions are ~ept in several system 
catalogues (see [5J, [10J: 78/4). . 

The catalogue organization has been adapted to the 
partitioning of the analysis phase into two parts by pro­
viding for a network independent (NUA) phase a so' called 
short catalogue and for theneblOrk oriented phase (NOA) 
the long catalogue. For.the NUA the (short) catalogue is 
copied onto each site, giving fast local access to avoid 
a possible data transmission bottleneck in such a system. 
In the case of changes in the catalogue this redundancy 
will cause considerable overhead, but the data contained 
in the short catalogue are chosen to be of rather static 
nature. The long catalogue information for the NOA phase 
is associated with t~e:"correspohding data locations, i.e. 
stored wherever a part oft;.he described data is located 
(original or copy) and therefore not always locally 
available. 

2 .. POREL SYSTEM ARCHITECTURE - AN OVERVIEW 

Before we start to explain the functions of the 
Execution tionitor in detail we give a short introduction 
into the different components of POREL and illustrate 
their function. 

Figure 1 shov1s a process oriented representation of 
the architecture, as it would be seen by a usery-lith 
deeper knowledge of what is going on below him. The figure 
does not show the multi-user, multi-process environment 
which actually exists. That is, more than one dialog pro­
cess, more thaIf one neblOrk independent analyzer etc. may 
run in parallel at the same"' time • However , each node in 
the net~vork has only one execution monitor, catalogue 
manager, scheduler iind lockhandler. " 
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Figure 1: The Process Structure of POREL 



-357-

Now let us explain some important modules (for de't'ails 
see [3], [7], [10]). 

The command and dialog level accepts all inputs from 
the user, gives helping hints in case of troubles, routes 
information to the chosen interfaces and formats the re­
sults on the user display. 

The Network Independent Analysis NUA (see 10: 10/7) 
is in the conventional sense a compiling system which gets 
as inout all RDBL source language statements from the 
user .interfaces (RDBL stand alone, host language, decision 
support). It has to do all work which can be done without 
knowledge of the underlying distributed system, i.e. all 
information is locally available (short catalogues) and 
compiling actions cause .no data communication between 
sites. 

NUA's duties are: 
- Syntactical and·· semantical analysis 
- Generation of code in the relational machine language 

(RML) without regard to network or distribution aspects 
(RML is an algebra oriented nonprocedural data base 
language) 

- Code op,timi za tion 
- Insertion of integrity constraints and trigger functions 

(see [16]) 
- Analvsis for possibly parallel executable parts in a 

transaction 
- Separation of necessary access rights for later authori­

zation checking 
- Insertion of synchronization and timing control 
- Delivery of program status and user statistical infor-

mation 

The Network Oriented Analysis (NOA) (see [10]: 78/10,6) 
level belongs logically to the compile time actions, but 
was separated from the NUA as it covers now the network 
and distribution aspects . of the DEI,IS and therefore needs 
inforJ:1ation possibly distributed in the network, so caus­
ing some system data transfer traffic. 

NOA's duties are: 
- Looking for the network locations of data used by the 

transaction 
- Collecting the long catalogue information for each used 

relation and user authorization data 
- Checking authorization staticallv 
- Doing more necessary breaking up~and parallelization of 

object code, .inserting more timing, locking and synchro­
ni za'tion control commands 
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- Searching for the optimal execution place by minimizi.ng 
data transfer. 

The Runtime Checker (NUA2 and NOA2) fulfills duties 
which are taken from the NUA as well as from NOA. It 
effects its control only in case of a time delay bebleen 
translation and execution (not compile-and-go mode). In 
this case the generated code and information has to be' 
compared against the actual state of the DB for any pos­
sible changes affecting the correct execution of the 
code. 

The Execution Honitor (see [10]: 78/11) is responsible 
for the timing qontrol,. the synchronization and admini­
stration during the execution, phase of the different parts 
of a transaction. It also has to provide necessary infor­
mation for recovery purposes. It is the connnunication 
partner for all other monitors in the network. 

The monitor's duties are: 
- Distribution of the transaction parts according to their 

destination in the network 
- Timing control by inte'rpreting the connecting v.7AIT-sta­

tements 
- Reacting to incoming control messages giving the state 

of an e'xecution, error conditions, rejected requests 
etc. 

- Global lock control with voluntary preemption incase 
of a possible deadlock situation 

- Providing global recovery information 
- Starting recovery analysis in erroneous situations 
- Communicating with other monitors 

The Scheduler distinguishes the different requests 
given to it and routes them to the appropriate modules: 

lock request to the lockhandler 
catalogue request to the catalogue manager 
normal user reauest to one of the n base 
machines the scheduler has under its control. 

System internal requests are thereby treated with higher 
priority to guarantee faster execution. 

The lockhandler controls lock information for all 
local data and grants or rejects incoming requests. 

The Catalogue Manager is responsible for maintaining 
all system catalogues (short and long form) in a consi­
stent state and for providing all required information 
for the system modules. . 
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The Base Machines (see 19: 78/12,9, 12) are the 
most important parts in the system as they represent the 
local data management system. They process all requested 
manipulations on the local relations, provide results for 
the user and status messages for system modules and keep 
local recovery information and transaction reset facili~ 
ties. A base· machine has no data access to the neblork,. 
all involved data fpr the ex:ecuted partial transaction 
have to reside on the local node. 

The Communication System (see [10]: 78/13) has to 
satisfy all process communication requests in the whole 
database, independently on whether they are local or glo­
bal. It has to transmit data and control information, do 
the necessary conversions of data representation and it 
has to supervise the successful and error free execution 
of the communication protocols. In case ofane-rror 
situation it has to give control back to the requesting 
process. The communication system uses the planned X.2S 
neblOrk of the German PTT and some higher protocol levels 
which have been worked out in cooperation with the PIX 
group. However until X.25 actually becomes availab;Le we 
use a terminal simulation technique for interconnecting 
our computers. 

3. THE EXECUTION MONITOR-STRUCTURE AND ORGANIZATION 

The user transaction on its way through NUA, NOA 
and/or the host language system was up to the moment of 
arrival at the Execution Monitor only. analyzed locally 
at the user's node. Of course some networkwide infor­
mation (system catalogues) had already to be used to 
satisfy the needs of some of these modules, but no exe­
cution took place. 

When a transaction enters the monitor its runtime 
phase starts. This monitor, the controlling monitor, now 
is responsible during the total lifetime of the traps­
action for timing control and other organizational events 
connected \<Tith this transaction. Lifetime of a trans­
action means all processing from entering the monitor 
module until the final actions following the END-TRANS­
ACTION statement are executed. 

To perform this duty the monitor takes a central 
place in the system architecture where the actual pro­
cessing activity starts. He governs all distribution 
aspects. That is, it distributes with the aid of the 
interprocess communication' system the transaction parts 
i"n the· netvlOrk. and supervises their execution. 
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The distribution processing is based on input data 
coming from different sources~ Most of the processing 
requests originate from the NOA phase of the local node 
in form of transaction parts. Other requests are sent 
from monitors of remote sites. These requests are admi­
nistrated by the local monitor during their local life­
time, but'still the remote monitor supe~vising the ori­
ginal transaction has overall control. 

A second equally importand input stream is represen­
ted by the status control messages corning from other 
monitors as well as from the local base machines for 
guiding the organizational supervision of the trans­
action processing. To allow this control all trans­
action input to the monitor is organized in two parts: 
one part containing monitor control statements and a se­
cond part containing object code for the base level. This 
part is not affected by monitor actions, whereas the mo­
nitor control statements will be processed by the monitor 
directly. 

Those transaction parts corning from the local NOA 
are distributed in the network according to the control 
information which has been determined by NOA as an opti­
mal execution strategy. Those transaction parts corning 
from remote monitors are immediately routed to the local 
base rna_chine level. 

The different parts' of a transaction have to be pro­
cessed in a predefined sequence to get the requested re~ 
suIts. For that reason all transaction parts have WAIT­
instructions in the control part to identify these syn­
chronization order. The monitor evaluates the WAIT con­
ditions and realizes through them the proper execution 
sequencing. 

Only if all WAIT conditions of a transaction part 
are fulfilled the executable code is routed to its de­
stination. If the receiver happens to be a remote moni­
tor then the WAIT instruction is substituted by an empty 
WAIT as its execution can start immediately at the de­
stination site as all timing constraints have already 
been removed. 

In the WAIT instruction the timing interconnection 
between transaction parts is established by specifying a 
number of transaction part names whose termination must 
be awaited before the execution of RML code belonging to 
that WAIT part can be started. 
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WAIT 
WAIT 
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PT11 
PT11 
PT11 

PTa 
PT9 
PT10 

This means that the actual transaction part named 
PT11 cannot be released by the monitor for execution be­
fore the end signals of the parts PTa, PT9 and PT10 have 
been acknowledged at the controlling monitor. 

Each transaction is a closed unit of consistency and 
integrity and it begins normally with a transaction part 
without WAIT conditions, indicating that the initializa­
tion part can be started immediately. In the initializa­
tion part, according to the transaction building rules, 
the used (sub-)relations and the access modes have to be 
requested. To control and synchronize resource usage we 
have chosen apreclaiming strategy to guarantee simple 
reset handling in case of threatened deadlocks. There­
fore all data (subrelations) used in the transaction are 
requested before execution begins. This happens in the 
LOCK-phase which is always incorporated in the first part 
of a transaction. Its correct execution is controlled by 
the monitor. All single requests in the lockphase are 
sent directly to the local base level or via the remote 
monitors to the lockhandlers of the affected nodes. The 
addressed lockhandler checkS the request and depending 
on already existing locks sends back a message to the 
originating monitor: pos,itive if the request can be 
granted, negative if the requested lock mode is not 
compatible with locks already gran~ed for other users. 

Even if only one of the lock requests is rejected, 
the monitor has to release voluntarily all already . 
granted requests to avoid possible deadlocks in the net­
work as the result of cyclic waiting requests. Releasing 
of granted locks can still take place without special 
precautions because the actual transaction execution has 
not yet started. Data manipulations can only start after 
all requested data locks are granted. 

Nevertheless a transaction may still have to wait 
very long, without actually being deadlocked, until all 
requests are granted, especially if it requires many data, 
and consequently, in a heavy multiuser environment, always 
one or more requests are rejected. Ne are aware of this 
problem which can be solved by introducing a priority 
schedule or ordering of lock requests but in the first 
version of POREL this aspect has not been included. The 
monitor simply repeats rejected lock phases from time 
to time until the time all requests are satisfied •. In a 
system not too heavily loaded (experimental phase) ·this 
strategy should present no actual problem. 



-362-

UNLOCK statements in the closing control component 
of a transac,tion cause no further coordination, they are 
just routed to the responsible lockhandlers to free the 
data. 

Transaction parts without LOCK/UNLOCK statements are 
within their synchronization restrictions not further 
controlled by the monitor. 

The state of all transaction parts is stored in an 
internal control state table of the monitor, as it has to 
know the execution status of each part to guarantee cor­
rect execution. This internal ~able provides additional 
information for status requests, for routine error con­
trols (e.g. time out failures) as well as for the initia­
lization of recovery mechanisms in erroneous situations. 

Some requests (catalogue handling) are transferred 
to the monitor as priority messages by setting the prio­
rityflag in the routines of the communication system. 
In the monitor's input queue those requests are therefore 
processed first. But during processing of a non priority 
request an incoming priority message does not deactivate, 
this activity i.e. there is no interrupt facility, it has 
to wait.until the input que1,le is searched for new demands. 

4. STATUS AND CONTROL MESSAGES 

The following group of messages for the monitor con­
tains status and control information coming from the vari­
ous base machines, either local or remote. , They are the 
result of state changing actions or illegal requests and 
are used for updating the monitors' internal tables. 

a) Termination Message 

The processing of a transaction part in the base level 
has successfully ended. If it concerns the last part 
of a transaction, i.e. the whole transaction has now 
terminated, all information in the internal tables is 
erased, later status iequests r~sultin "transaction 
unknown". A later reset of such a terminated transact­
ion by the monitor is not possible. Only transaction 
recovery during lifetime is supported by the monitor. 
Hore generalized recovery mec.hanisms using checkpoints 
and log information have to be used for such purposes. 

If ,merely an internal transaction part is terminated, 
the state description in the internal table is changed 
to FINISHED. 
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b) Zero Message 

This identifies the processed transaction part as 
meaningless, i.e. it has had no effects in the base 
level. This can occur in case that one cannot deter­
mine in advance where to actually process a request 
because of insufficient information. The NOA there­
fore has to distribute the transaction on all nodes 
where data it could possibiy need are stored. 
Example: An employee relation is distributed accor­
ding to the department membership: all departments 
have their own subrelation. 

DISTRIBUTE PERSON 

SUBSET ADMINISTRATION 
l"1HERE DEPT = 3 
SUBSET FOOD 
WHERE DEPT = ~ 

• 
• 
• 

ON K1 

ON K2 

A user then formulates a request'not containing the 
distribution criterion. 

SELECT PLACE, ADDRESS FROM PERSON 
, WHERE NAME = ',HENRY MEYER' 

The NOA cannot determine where to process this request 
and must,create parallel requests searching all subre­
lations of PERSON in the network. 

Normally only one of these requests ends up success­
fully. The others are for this request meaningless, 
i.e. they end up with a zero message which is treated 
like a termination message. It actually affects only 
recovery situations where such requests need not to 
be recovered or repeated. 

c) Additional Message 

Means that a transaction part has terminated, but 
during processing has realized that due to changes in 
data fields belonging to the distribution criterion 
the actual result tuples no longer can stay on the 
execution node. The executing base machine has no 
possibility to effect control on other nodes directly, 
it can only collect the affected data and give them 
back to the monitor with some transaction code prepared 
by an invocation of proper NOA components. 
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For the monitor this indicates the end of the active, 
partial transaction but the internal tables cannot yet 
be searched for the next fulfilled WAIT-statement. In­
stead the additional code has to be placed in between 
and sent to the proper processing node(s). Only after 
the execution of these additional transaction parts 
has taken place the monitor can continue 'its normal 
sequence of executing the transaction. The processing 
of other transactions however is not affected. 

d) Error Message 

A transaction part has terminated in the base machine 
in an erroneous state (e.g. a violation of integrity 
constraints). Now the whole transaction has to be reset 
and the monitor searches in its tables for all associa­
ted parts and transfers them. to the recovery module 
which does the actual work. The monitor forgets this 
transaction and sends an error message to the user. 

e) LOCK/UNLOCK message 

These are lockhandler ready messages following data. 
lock or release requests. In case of a LOCK it tells 
whether the request was granted or rejected, in case 
of UNLOCK it is merely an acknowledgement that the 
data is released again. 

There may be. some status messages not destined for 
local monitor, these are only routed to the addressed 
monitors.; .That is we have decided that only monitors 
should communicate control information between diffe­
rent sites (for result handling see section 6.1). 

For control purpose the system modules or the user 
may ask for the processing status of th.eir transaction. 
The controlling monitor then returns as result that 
static information contained in his internal tables, 
i.e. it is not checking whether the transaction pro­
cessing base machine is still alive or has failed. 
That is the duty of a recovery module. 

5. DATA STRUCTURES IN THE MONITOR 

We distinguish between incoming and outgoing data 
and the internal tables. for keeping track of data flow 
and processing states in the network. 
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5.1 Incoming .Data 

After the modifications to the RML statements made 
by the NOA, which adds all network oriented aspects, the 
transaction is given to the monitor for further handling. 

The internal form of a transaction, is essentially 
"represented by a sequence of quadruples together with 
additional tables and program control information. 

Another table, the transaction structure description, 
provides hints which object code belongs to which partial 
transaction, where to process (SEND) this code, how the 
timing constraints look like (WAlTh and which data is to 
be acquired or released (LOCK/UNLOCK). The monitor is 
only interested in this structure description from which 
it gains its control information. The object code tables 
are not further investigated here. 

The transaction structure description consists of 
the following elements: 

a) SEND PLACE FROM TO. 

SEND .is the code indicating where (PLACE) the code 
for a part transaction has to be processed. FROM-TO pOints 
to the RML object code tables. 

b) WAIT OlfflNAM WAITNAM " 

This instruction specifies that transaction part 
OWNNAM cannot be started before transaction part WAITNAM 
has signalled its termination. If more than one transact­
ion part has to be waited for several vlAIT statements 
have to be issued. 

c) LOCK MODE SRID NODEID 

For each subrelation SRID which is used in the trans­
action a lock request must exist indicating the necessary 
MODE O~RITE, weak READ, strong READ) and the location of 
the data in NODEID. As we have .chosen a distributed pre~ 
claiming strategy all lock requests have to be stated 
before the actual transaction starts. 

d) UNLOCK MODE SRID NODEID 

This instruction releases subrelations at transaction 
termination. The MODE parameter is redundant and serves 
only for control purposes. 
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The transaction structure description therefore 
looks like: 

Transaction start 

SEND 
(WAIT) 

• 
• .. 

LOCK 
• 
• 
• 

• • • • 
• • • • 

• • • • 

Internal transaction 
part 

SEND 
WAIT 

• 
• 
• 

Transaction end 

SEND 
WAIT 

• 
• 
• 

UNLOCK 
• 
• 

• • • • 
~ . . . 

• ••• · ..... 

• eo- • 

where to process 
a WAIT st~tement only, if the 
transaction is embedded in a 
program consisting of several 
transactions which have to be 
processed sequentially. 
for each used subrelation a 
lock request. 

for each predecessing part 
transaction a WAIT statement. 
LOCK's cannot and may not occur 
(preclaiming) 

corresponding to unlock 

As long as all rules for constructing transactions 
are obeyed the monitor accepts processing requests in 
form of transaction parts from the host language inter­
face, up to whole programs consisting of several trans­
actions to be executed in sequential order. 

Together with the structure description the.monitor 
gets the program control block (PCB) containing program­
and user oriented administrative data: user name, input 
location, data, time, message flow history, filenames, 
message kind, etc. (see also section 6.1). 
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Figure 2 shows a possible storage map 

Program control block 

Transaction structure 
description 

Statement quadruple table 
and 

Au~iliary tables 

• 
• 
• 

Comprising transaction parts 
forming, up ,to several trans­
actions. 
Code for transaction part 1 

transaction part 2 

Depending on the size of such a block it is stored 
directly in the message buffer of the communication system· 
or as files on external devices. But the monitor accesses 
only the PCB and the structure description and therefore a 
good strategy is to store the object code information on 
files and.the monitor information in memory. 

5.2 Outgoing da.ta 

They are firstly LOCK/UNLOCK statements destined for 
the responsible lockhandlers guarding the requested data 
and on the other hand complete transaction parts, e.g. 
all tables for transaction part 1 and the PCB, which are 
sent to the executing base machine possibly via other 
monitors. The structure description, except the LOCK/UN­
LOCK statements, remains in the monitor area. 

5.3 Internal data. 

For the control ot transaction parts which are to 
be processed, are in processing, .or are already finished 
the monitor needs an internal table to keep track of the 
status changes. 

Origin Stor User PTA Entr Proc Proctime State Wait 
Loc name time loc start tern 

I I 
Meaning of the fields: 

Origin 

stor loc 

is the processname which transmitted the request 
to the monitor, i.e. the immediate predecessor in 
the. message flow history. 
Where is the actual program code stored. 



User 

PTA name 

Entr time 
Proc loc 
Proc time 

State 

WAIT/LOCK 
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User's process name to which results and error 
messages are sent. 
Name of this transaction part for evaluation of 
WAIT's, status requests and recovery purposes 
Time of entry into the monitor. 
Where is the code executed. 
Start Time of activating, the' partial trans­

action on the executing node 
Term Time of receiving an end or error 

message. 
Processing state of transaction part 
Possible contents: 
NEW transaction part is in monitor area 

IN WORK 
FINISHED 
BAD 

but not yet started because WAIT is 
still invalid 
just under execution 
processing. terminated 
processing cancelled in an error 
situation 

LOCK just doing the lock phase 
DELAY:TIME processing reset due to failed 

lock requests 
WAIT condition, which must be fulfilled be­
fore activation. It is represented as a 
pOinter to the structure description where 
also LOCK/UNLOCK information is available. 

To control the lock phase the monitor keeps for each 
transaction the essential information in a lock table. 

Transaction 1 Lockinfo 1 Nodeid ·.1 Mark 

Mark indicates here whether the subrelations(lock­
info) are granted or rejected. 

A similar table is used for storing already evaluated 
l'lAIT conditions. 

transaction true WAIT cond 

All transaction bound information is kept till the 
end of processing. It is erased when the transaction has 
successfully terminated or is given to the recovery module 
in error situations. . 
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6. ADDITIONAL REMARKS 

In our f'irst approach all information flow in the 
network was supposed to be controlled by the monitor. But 
this presented a serious bottleneck and we changed the 
approach and made the monitor responsible for only trans­
action control and status/con'trol messages. All other 
information not destinated to these purposes are exchan­
ged immediately betwe~n the involved processes (e.g. re­
sults of catalogue requests, query results and error 
messages to user or system moduies). 

Direct communication means that only the communica­
tion system is engaged in the transfer, the monitor is 
freed from that work. 

For this reason .all processes in the network must be 
uniquely identified. In order not to loose control totally 
such immediate interprocess information flow has to be 
successfully finished before the acting process deli.vers 
any depending status message to the monitor. For exampl'e, 
if in a transaction part an output of results to the 
user is made then the base machine may not send a ter­
mination message to the monitor before the result trans­
fer is fin~shed, i.e. has been acknowledged by the user 
process. 

In order to always have all information necessary 
for communication control it must be added to all messa­
ges as a communication control block, and it is contain­
ed in. the PCB. This control block is maintained by those 
system modules which are involved in the handling of 
that message on its way from origin to final destination. 
For the communica.tion system these control blocks act 
like normal data and are not treated specially. 

Necessary contents of the communication control 
block: 

ORIG 

ACSEN 

RMON 

MKIND 

Original sender, i.e. the process which 
started the message, normally a user 
I/O process. 
Actual sender, the process which is current­
ly· concerned with handling the message 
Monitor responsible for transaction control 
= monitor on user's input node 
Kind of transmitted message 
e.g. termination 

error 
processing request 
status request 
etc. 
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Final destination place, only necessary if 
a direct communication is not possible and 
intermediary services are required 
(e.g. roonitor) 

: Figure 4 illustrates the different actions during 
a transaction execution. (The line numbers -in the 
figure will be used as reference points in the 
explanation below.) 

Given is a network configuration 

user~-~ 

incorporating.the two nodes N1 and N2. 
A user working with dialog process DIA10n node N1 is 
starting an RDBL compilation (1). After NUA has done 
the syntactical and semantical processing for a non­
distributed query the user request is passed to the 
NOA to be analyzed in the network environment (2). 
After this work is finished, the created object code 
goes back to the user as immediate execution was not 
identified (3). 

Let us suppose the users' request results in four 
transaction parts A, B, C, D which are dependent as is 
shown here. 

on N2 

on N1 

The associated internal transaction description is shown in 
Figure (3). 

Later the user starts the execution phase for his 
query. As changes in the actual data base environment 
may affect a succe~ul execution the runtime checker 
analyses the RML-code again (4) Let us assume no data 
base reorganization has taken place. Therefore the code 
is given to the monitor (5) which sends transaction part 
A to destination node 2 (6) whose monitor, as an inter­
mediary, starts execution on base machine 2 (6) which 
after termination retransmits the ready message to MON1 
via MON 2 (8 +. 9) • 
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Program control block 
• 
• 

(T ransaction structure descr1.pt1.on) 

SEND N2 K 
WAIT A -
LOCK WR PERS 
LOCK RDE CITY 

SEND N2 L 
WAIT B A 

SEND N1 M 
WAIT C A 

SEND N1 N 
WAIT D B 
WAIT D C 
UNLOCK WR PERS· 
UNLOCK RDE CITY 

K Code for transaction 'part A 

L Code for transaction part B 

M Code for transaction part C 

N Code for transaction part D 

Figure 3 : The transaction description 

L1 

N1 
N2 

M-1 

N-1 

0-1 

N1 
N2 

Transaction 
part 

A 

B 

C 

D 

Corresponding to the timing constraints the monitor 
after termination of transaction part A can startB and 
C in parallel, B is sent again to node 2 (10), C to the 
local base machine (riot further illustrated here). 

The remote monitor routes' B to the base machine (.11). 
Let us suppose transaction part B sends results directly 
to the user (12), who acknowledges correct reception of 
data. Transaction part B now finishes (like 8 and 9). 
And so on ••• 



1 
1 
1 
1 

1 
2 
3 
4 
5 
6 
7 
8 
9 
0 
1 
2 
3 

ORIG ACSEN 
OIA1 OIA1 
OIA1 NUA1 
OIA1 NOA1 
OIA1 OIA1 
OIA1 RTC 
OIA1 MON1 
OIA1 MON2 
OIA1 BM2 
OIA1 MON2 
OIA1 MON1 
OIA1 MON2 
OIA1· BM2 
OIA1 OIA1 
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RMON MKINO OEST 

- TRANS -- TRANS -- REAOY --. EXEC -
MON1 EXEC -
MON1 EXEC -
MON1 EXEC -
MON1 REAOY MON1 
MON1 REAOY -
MON1 EXEC -
MON1 EXEC, -
MON1 RESLT -
MON1 ACK 

Figure 4. Message flow history for the example 

6.2 Embedding the mOlliter 'i'llte 'the system 'sarchitecture 

When installing the monitor in the sy~temthe 
question arises how many of them do we need? There are 
two alternatives: one per given request (either trans­
action or program) created dynamically when a new re­
quest arrives and only responsible for this input alone, 
or one for each site. 

As a consequence of the first alternative many pro­
cesses will run concurrently and for systems like ours, 
which have restrictions on the number of processes, this 
may not be the right way. On the other hand this. solu­
tion requires then an additonal site unique module (like 
the scheduler, lockhandler etc.) which coordinates the 
log tape writing activities of the monitors for recovery 
purposes. 

For POREL we have chosen the second way, one monitor 
per node. That is, we have a unique coordination process 
on each' nO,de for all inputs of all, local users. This 
approach '''las found not to cause too much traffic load 
for a single process as the monitor was freed from all 
resul t handling work as mentioned above. We now \llere able 
to integrate the log tape handler into the monitor as an 
internal routine which needs no further synchronization. 

6.3. Currellt'and future research 

There are two features we intend to incorporate into 
our system. One is the concept of delayed updates. This 
means that, when working with a data subset, we require 
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at least the original to be locked, together with at most 
one copy at the processing site. Updates on the locked 
data are immediately executed. Updates for all other 
copies can be delayed and executed whenever there is 
time for or when a request is made for data for which 
there still exist delayed updates. Using version numbers 
an effective algorithm can be developed for the necessary 
synchronization. \~en locking. another copy the lockhand­
ler has to compare its version number with that of the 
original to be sure that the copy is up to date, if not 
the remaining pending updates are executed before grant­
ing the lock request. The second feature is an alternative 
mode for improving data transfer. Up to now all trans­
action parts are sent to their destination if all pre­
conditions are fulfilled. We can also select a different 
approach:at transaction start all parts for one site 
are 'collected and sent together to their destination. 
Later on this is followed only by a short activation 
message to start a specific part whenever its wait con­
ditions are satisfied • 

. Using this strategy.we even can go further by de­
centralizing the transaction based execution monitor 
scheme somewhat further. Partial trees of the execu­
tion sequence wh~ch are to be processed on a single node 
could be given in total to the remote node which then 
also gets control over that tree and sends a status mes­
sage to the original monitor only at the end of its pro­
cessing. These subtrees usually are the result of the 
optimization algorithms in the NOA level which break up 
object code into maximally parallel executable streams 
on concurrently working base machines. But the side 
effects of such a partial decentralization have still 
to be studied in detail, especially with respect to more 
dynamiC locking strategies and recovery. 

7. CONCLUSION 

In this paper we have now presented an overview of 
the execution monitor used in the POREL system. Of course 
much more could be said about this module and many que­
stions have to remain unanswered, in the space available. 
We hope however to have give~ sufficient detail to grasp 
the decentralized execution control mechanisms used in 
POREL and the way this control unit interfaces with the 
other parts of the system. In case of deeper interest 
please consult the technical reports (10), which contain 
the design specifications of the system and o~her publi­
cations about POREL. 
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for a Distributed Data Base Management System 

Herbert Weber 
Dieter Baum 

Radu Popesou-Zeletin 
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Berlin 

Abstraot 

A distributed data management system on a heterogeneous oompute~ 
network is presented. It oonsists of two oomponents: a front end 
system oomposed of a number of applioation speoifio data base manage­
ment funotions and of a general purpose kernel. This arohitecture 
has b~en developed (1) to provide for system evolution upon changes 
of user requirements, (2) for simplioity of the systemstruoture, 
and (3) for a high system performanoe. The paper elaborates on 
the rationale for the apprpaoh. It enoompasses a desoription of 
the gross arohiteoture of the system, refleots on the most oritioal 
design issues for distributed data management systems on hetero­
geneous oomputer networks and explains the developed solutions • 

• • • • 

1. INTRODUCTION 

Deoentralized oomputing systems seem to be attraotive for a great 
number of applioations. It is obvious that the ex1stenoe of some 
kind of Distributed Data Management System (DDMS) is inevitable 
fo~ most applioations lWE 78/. 

At present a number of distributed data base management systems 
are under development but none exist as a produot on the market. 
Sinoe an agreement on a ooherent set of requirements forDDBMS 
has nQt been reaohed yet, eaoh of the different design experiments 
starts'from a partloular designer:s peroeption of the possible' 
environment in whioh the DDBMS would be used. Consequently, a great 
number of obviously different, or sometimes not ,so different arohi­
teotureshave 'been proposed (a oomprehensive list of referenoes 
may be found in lAD 78/). 
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The nonexistence of a unique and coherent set of requirements and 
objectives for DDBMS on the one hand, and our customers' demands 
for a maybe simple but soon usable Distributed Data Management 
System on the other hand, are the determining factors for the de­
velopment of an alternate design and implementation strategy. This 
paper elaborates on the rationale of this strategy and presents 
the resulting Evolutionary System Architecture (ESA). 

The system being presented was developed jOintly by the Hahn-Meitner-
Institut for Nuclear Research, and Siemens AG. It was sponsored 
by the German Ministry for Research and Technology (BMFT). This 
effort resulted in a star-shaped computer network -the HMINET­
which has been operating since 1976. The network connects a large 
number of process control computers of different manufacturers, 
and three time-sharing mainframes (SIEMENS 7.760, 7.744 and 7.748) 
via a central switching node (SIEMENS 330) using high speed data 
lines (up to 200 kb/s). The process control computers serve as 
data acquisition devices for nuclear physics and radiation chemis­
try experiments. The installation of an interconnecting link from 
the HMINETto an external network in Berlin (BERNET), which will 
connect research institutes and university computing centers is 
planned. The entire network structure may be depicted as follows. 
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The description or the ESA system in this paper is organized in 
the following way. Chapter 2 contains a more elaborate description 
of our motives and goals and relates them to those of other re­
searches. The applied design strategy is then explained in chap-
ter 3. Chapter 4 encompasses a description of the gross architec­
ture of the ESA system, focussing first on a so-called ESA frontend 
system and describing ESA's kernel system in the sequel. This chapter 
reflects on the most critical design issues for distributed data 
management systems on heterogeneous computer networks and explains 
the solutions developed in our project. 

2. RATIONALE 

Our concept of a distributed data base management system is based 
primarily on an analysis of our in-house applications in scientific 
data processing and some application in some other environments: 

(i) The acquisition, s~orage and pre-processing of large bulks 
of data local to data producing scientific experiments require 
local front end data storage 'and retrieval capabilities. The, ar­
chival and large scale evaluation of experimental data requires 
back end data management capabilities on main frame computer systems. 
Thus a DDBMS should provide means for an interactive dat~ analysis 
incorporating both access to local and remote data. 

Similar requirements seem tq determine some other important appli­
cations: 

(ii) Applications in government administration. 
There is a need for data-exchange capabilities among independently 
operating database systems for different governmental agencies. 
The connection of these systems into a DDBMS is the only economic 
way to exchange data. Very often, those networks will encompass 
different types of computer systems and differently structured 
data bases. 

(iii) Applications in business 

• Office automation 
The term stands for a number of efforts with the goal of supporting 
the office work of executive secretaries., This application is con­
sidered to be the most expanding area of computer applications 
in the 1980's. Local office computer systems support document pro­
cessing (dictation, text editing, copying, printing, photo composi­
tion, etc.) message processing (sending, receiving and distributing 
of memoranda, letters, proposals, drawings, etc.) information ar­
chival, and providing access capabilities to the company's main 
data base on mainframe computer systems. 
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• Executive decision making 
Decision making depends on the availability of appropriately pre­
pared data. It is assumed that computer-supported decision-making 
will be one rapidly growing computer application area. It will 
depend on locally and remotely accessible data. 

(iii) Applications in Medicine: Practice Automation 
Besides tasks similar to office activites, like billing and. account­
ing, doctors will use systems to support diagnoses. For both activi­
ties, access to local data on small office systems and remote data 
on mainframe systems will be necessary. 

Based on this analysiS we have drawn the following conclusions: 

Cl: Computer networks of small dedicated computers and main­
frame computers are most appropriate to support a great number 
of different applications in different environments. 

C2: For most of the considered applications a DDBMS should 
primarily support the rather frequent access to "own" data 
on local computer systems and should allow for the rather 
infrequent access of "common" data on remote computer systems. 

Our concept is also very strongly based on a thorough analysiS 
of possible difficulties because of a number of so far unsolved 
problems for the development of DDBMS: 

The differences between centralized and distributed data base systems 
with respect to a number of fundamental technical problems have 
been reported repeatedly in the literature lAD 78, R 77, PM 78/. 
It is obvious that solutions to some of them, like synchronization 
of concurrent updates, query proceSSing, handling of component 
failures, and in particular the conversion of data and operations 
in heterogenous networks will also result in syst~ms of high com­
plexity and cause high internal administration overhead. For its 
expected complexity it does not seem to be clear to us as to whether 
it is yet feasible to design and implement an efficient general 
purpose distributed data base system for all kinds of applications. 
We, in our effort, tend more to the assumption that a suitable 
architecture framework encompasses both a general purpose kernel 
system providing a machine-oriented data management facility (simi­
lar to the one usually attributed to an internal schema ofa data 
base system) and function units for special applications. Our Evolu­
tionary System Architecture was therefore developed to enable the 
development of the kernel first and of arbitrary application units 
on top. 



-380-

It is still a fact that a great number of applications use the 
operating systems' data management functions only and do not depend 
on a data base system at all. It is therefore our intention to 
devo1op with our Evolutionary System Architecture a concept for 
the integration of different data management capabilities into 
a netwide data manager on top of the operating system level. Never­
theless --to avoid any misunderstanding-- it is not our intention 
to develop a dist·ributed operating system. We are much more in­
terested in a system for the administration of large amounts of 
data by rather complex retrieval and update operations. These re­
quirements are - as stated in IRG 771 - fundamentally different 
from those for operating systems. The resulting architecture must 
reflect these differences. We expect the kernel system to provide 
data structuring capabilities and data manipulation capabilities 
comparable to those in contemporary operating systems. Higher order 
structuring and manipulation means are expected to materialize 
in the aforementioned application- oriented function units. 

According to these considerations our system concept is based on 
the following additional conclusions: 

C3: A suitable architecture of a DDBMS consists of a general 
purpose kernel system and of application specific function 
units. 

C4: A suitable DDBMS shpu1d support both a low-level user 
interface providing efficient data base access capabilities, 
and higher-level user interfaces for higher user convenience. 
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3. ESA DESIGN STRATEGY 

Two basic design strategies have been proposed for the design of 
a DDBMS lAD 78/: A uniform integrated system may be built in an 
overall topldown design process (T-systems in lAD 78/) in the one 
case, or a number of different DBMS's implemented on different 
host computers will be integrated afterwards in a bottom-up fashion 
(B-systems in lAD 78/) in the other case. 

This of course does not imply that a different software design 
methodology ~top down or bottom up • has to be applied in the 
design of these systems. To avoid any contusion we would prefer 
to call the resulting systems pre-integrated and post-integrated 
systems respectively. 

The two resulting architectures may be depicted by the following 
graph as proposed in /PM 78/. 

Pre-integrated System Architecture 

netwide 
r-----/ DD BMS 

netwide 
r---f DDBMS 

Host - Host Commuuication Network 
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In this conoept a user has aooess to a uniformly designed DDBMS 
whioh uses looal data management servioes (DMSi ) or provides aooess 
to remote data management services. 

local 
DBMS

1 

Post-integrated System Architecture 

local 

DBMS2 

~Integrator userr----i Integrator 

Host - Host Communication Network 

In the seoond oonoept an integrator will be provided on top of 
existing looal DBMS's. A user gets aocess to the uniformly designed 
integrator which uses local DBMS servioes and provides aocesscapa­
bilities to remote DBMS's. 

Our design strategy represents a pOSition in between the two ex­
tremes. A number of different data management funotions in different 
operating systems will be integrated resulting in a post-integrated 
kernel system. The kernel system uses data management services 
provided by looal or r~mote operating system data management 
funotions. The kernel provides services to human users or to one 
of the following front end systems: applioation specific data 
management funotions, a netwide general purpose DBMS or different 
'looal DBMS's. 
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Evolutionary System Architecture 

c:::::, ~ 
DNS! r- DB! DHS2 DB2 

- '----" 

e-iDBNSI - Kernel 8-i D~IS ~ Kernel 

Host -Host Cornrnunciation Network 

After the design of its kernel ESAmay be extended into one or 
all of the aforementioned directions. A more elaborate discussion 
of the resulting systems will be given in the next section of the 
paper. 
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4. !SA GROSS ARCHITECTURE 

ESA consists of a front end system' (or of" a number of co-existing 
frontend systems) and of ~ kernel system. 

ESA's embedding into the entire network system may be depicted 
in the following graphical representation of the network software 
structure. 

AL2 

ALI 

As usual, the network is designed in a layered fashion providing 
a number of different functions on each layer. The functions on 
each layer will be performed by using services provided by the 
functions of the next lower layer. Four layers may be identified 
in the current state of development, e.g., the application level, 
the end-to-end level, the transport level and the link level. 
Communication between corresponding functions will be enabled by . 
communication protocols associated with each level in the net~ork. 

The two bottom layers - the link level (LL) and the transport 
level (TL) - provide a datagram service controlled by a SIEMENS NEA2 
protocol. Their function and internal structure is not of particular 
interest for our further discussion. 

The interprocess communication facility (IPC) is provided on the 
end-to-end level (EL). 

EL 
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Several basic functions are provided on the application level 1 
(AL1), e.g.: 

the system component called EITC (Extended Intertask Communication 
System) facilitates the communication between programs which run 
on different hosts; 

DIA (Dialog) 
permitting accesses from remote terminals (i.e., accesses to any 
timesharing host from all terminals connected to the network); 

MAD (Maintenance, Administration and Demonstration) 
performing control functions like load measurement, network 
administration, and information display; 

DATS (Data Access and Transfer System) 
providing the kernel functions for ESA and some other application 
systems. 

A number of functions on application level 2 (AL2), like a Remote-Job­
Entry-System (RJE), an electronic mail system (EM), a distributed 
graphics system (G) and last but not least, ESA's front end system 
(EPE) are all based on services provided by DATS. . 

The following discussion will now be restricted to a more elaborate 
description of ESA's front end system and the kernel DATS. 

4.1 ESA Frontend System 

In its current state ESA is meant to support rather simple appli­
cation-specific data base management functions (ASF's) first, which 
may be extended later on into a general purpose DDBMS. ,The simplifi­
cations introduced in the design of ASF's become apparent ina 
comparison of its characteristics with some interface character­
istics of general purpose DDBMS. 

General purpose DDBMS's provide access to all data stored in the 
distributed data base from any host in the network. This may be 
accomplished by maintaining directories accessible from each host 
in the network. A number of different strategies have been proposed 
for the allocation of data in a computer network, e.g., 

(i) all data may be duplicated and located at each node of the . 
computer network (l.e. , the fully redundant case); 

(ii) data are stored partially redundant; 

(iil) data may be stored non-redundant; 
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and for the location of directories in a computer network, e.g., 

(i) a directory containing entries for all data in the distributed 
data base is maintained centrally at one host computer; access 
to data is pr~vided through this centrally located directory 
only; 

(ii) a directory containing entries for all data will be duplicated 
and maintained on each of the host computers. 

Any combinations of these alternatives for the placement of direc­
tories and data in the network has a great impact on the solution 
of the 'concurrent update problem on query processing problems and 
on the handling of component failures. 

ESA materializes a somewhat simpler and restricted concept which 
is based on a somewhat different perception of the requirements 
for many applications. In our concept the front end system consists 
of a number of rather autonomous application-specific data base 
management. functions (ASF's) which share just some data and main­
tain the major part as "own" data. They form altogether an appli­
cation system. A more sound definition of an application system 
will be given in the sequel. 

An Application System; AS, consists of a time variant set P of , t 

programs Pti and of a time variant set D t of data repositories 

d
ti 

(which altogether form the data base) which 'are used by,the 

programs p 
ti 

ASt:(Pt,Dt,Rt) 

One may then write more 'abstractly: 

where Rt ~ Pt x Dt 

with Pti e Pt 

dti e Dt 

Each program Pti may have access to a number of data repositories 

dti, ••• ,dtj during its execution and each data repository 

dti may' be used by a number ,of programs Pti, ••• ,Ptj. Because 

of this characteristic, the "access" relationship Rt 1s said to 
be n:n. 
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This definition of an Application System is in accordance with 
infOrmation processing practice. For example, an enterprise's pay­
roll AFS (index p) uses its own data repositories and some of the 
production department's repositories. And, conversely, the produo­
tion department's data repository is used by. the payroll ASF and 
by the inventory control ASF's programs. This sample AS may be 
visualized by the following graph. 

Payroll· 

~P_2 __ ~---------~~ 

Produotion P3 
f 

Inventory P4 

The foregoing definition captures the very basic fact that appli­
oation programs are not independent of eaoh other, even though 
they have been independently developed. All the programs which 
use a common data repository interfere with one another via the 
common data. 

However, the partial sharing of data among different application 
programs of different AFS's is the-very basic characteristio which 
distinguishes application systems and general purpose data base 
management systems. Each application-specific data base management 
function ASFi provides just a window to the data base offering 

a limitedaocess capability to a part of the data base relevant 
to this appiioat1on only. The amount of sharing of data among ap­
plication programs determines the degree of autonomy between ASF~s: 
a small number of shared items oause high autonomy and vioe versa. 
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The placement of indexes and data of an AS in a network may now 
be based on the following assumptions: 

(i) Most of the Application Systems for the kind of applications. 
considered in Section 20f the paper consist of highly autono­
mous ASF's. 

(ii) In most cases a host computer will be provided for each ASF. 

(iii) Most of the data will be stored locally on the host computer 
allocated to the ASF, only a small portion of the data rele­
vant to an ASFwill be stored remotely if the data is shared 
and accessed more freque~tly at the other host. The data 
will be stored in a non-redundant fashion. 

(iv) Directories will be maintained on each host containing 'entries 
for all data repositories relevant to the ASF allocated to 
this host. Because of the sharing of data between ASF's only 
partially redundant. subdirectories of the data base direc­
tory will be maintained at each host. 

Based on these assumptions ESA's entire frontend system may be 
constructed of a number of application programs Pi with a direc­
tory i{ associated with each of them. The application programs 
and the associated directories may be partitioned according to 
the number of ASF's allocated ,to different hosts in the network. 
For their execution, application programs perform then service 
requests to a local data management system provided in the kernel 
system or to one or more remote application programs. This may 
be depi~ted for the sample system introduced above in the following 
graph •. 
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To enable the communication between application programs and local 
data management systems on the ,one hand', and between application 
programs on different hosts on the other; ESA's gross architecture 
has been designed as depicted in the following graph. 
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4.2 Provisions for Evolution 

For its evolution ESA provides means for changes of its front end 
system without causing any modifications of the kernel. Changes 
of the front end application system can be facilitated by composing 
it of quasi-standardized modules which are designed according to 
a uniform generic module design concept. The concept provides means 
for AS modifications by adding and removing modules /WE 78/ 
/WE 79/. According to this concept modules are defined to exhibit 
clear and simple interfaces and internal structures which make 
them function the same way in all possible environments. Thus, 
modules may be connected to other modules and connections may be 
removed without any effect whatsoever on the functioning of any 
other module. 

To guarantee this invariance of a modulef's functionality, a module 
is defined to exhibit the following characteristics: 

Modules identify a particular type of data and all the operations 
applicable to data of that type. Data and operations defined in 
a module must fit together properly. 

The rather imprecise statement that data and operations have to 
fit together needs some further explanation: Data are representa­
tions of real phenomena. To meet these phenomena, the representing 
data must assume certain char,acteristics. Data are, on the other 
hand, subject to changes. It is therefore important to distinguish 
two different types of characteristics: the extenSion, and the 
intension of data. The term extension refers to the time dependent 
aspects of the information contents (e.g., the actual set of tuples 
in a relation at a certain point in time). The term intension refers 
to the time invariant aspects of the information content (e.g., 
two domains of a relation are in a functional dependence at any 
time). Data may then be manipulated (1. e. ,;:: their extension may 
be changed) according to their time invariant characteristics (i.e., 
according to their intension). It is consequently necessary for 
the design of Application Systems to ensure that all operations 
will be deSigned to be in accordance with the data's intension. 

A module deSign methodology which imposes .the necessary discipline 
is therefore developed along the folllowing guidelines: 

(1) Each individual type of data object and all the permissible 
operations on data objects of this type will be defined to­
gether ina module. 
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The data objec~ will be manipulated by those operations only. 
Different users may manipulate the data object by invoking one 
of the predefined operations. This makes the module a self­
contained entity which will display the same time invariant char­
acteristics in all environments. The data are called encapsuled 
by the permissible operations within the module. 

(ii) A module definition encompasses the definition of rules for 
the preservation of the semantic integrity of the type of 
data defined in the module. 

Changes of data are constrained by restrictions which are to be 
obeyed in order to preserve the semantic meaning of the data. For 
example: An inventory department's data repository may contain 
data about parts on hand. The order department is consequently 
not allowed to change the data in this repository after an order 
of new parts has been issued, but only after the new parts arrive. 
Thus, data changes may be tolerated if the preservation of the 
semantic integrity of the data is guaranteed. 

(iii)A module definition encompas$es the definition of rules for 
the execution of concurrent execution requests for its 
operations. 

Changes of data are also constrained by restrictions for the con­
current execution of operatiol,ls on common data repositories. It 
is necessary in this case to guarantee that the outcome of the 
execution of an operation is the same as it would be if the oper­
ation were not inter leafed with any other operation. Thus, con­
currently performed data changes· may be tolerated if the preserva­
tion of the consistency of data is guaranteed. 

Application systems when designed with the aforementioned methodolo­
gy allow changes of the system by additions and removals of modules 
as desired. 

The concept is applied in the design of an AS in ESA in the following 
way: 

The AS is constructed in a hierarchic fashion by the composition 
of modules out of other lowerl-level modules. As a consequence, 
an AS is built as a hierarchic composition of indexes (representing 
a hierarchic structuring of data types) and of associated operations 
(representing the hierarchical structuring of application programs). 
Modules in the hierarchy are related to one another by a so-called 
"use-relationship" indicating that higher level modules use the 
services of lower level modules to complete their task. This hier­
archic composition may be illustrated with the previously introduced 
sample AS in the following way. 
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For system changes, arbitrary modules may be added to the hierarchy 
or removed from the hierarchy if the modules are not referenced 
anymore in any other modules. 
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4.3 ESA Kernel System 

The Kernel System consists of a 'component oalled DATS (Data Aocess 
and Transfer System) and or a SELECTOR oomponent. The DATS oomponent 
has been deSigned to provide general purpose funotions for a rather 
great number of services like maintaining distributed data repre­
senting graphic information. facilitating electronic mailing.of 
information between different hosts in the network, facilitating 
remote-Job-entry, maintaining distributed 'data repositories, etc. 
It was one of the main goals of the design to build DATS on top 
of unchanged existing operating systems of the various host computer 
syste~s participating in the HMINET. Thus the embedding of DATS 
into the network system may be depicted as follows. 
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.. 
Based on this simplified depiction DATS may beoonsidered as 
consisting of two (distributed) oommunicating processes residing 
on two -maybe different- host computer systems. For its expected 
function the process pair is designed to provide as proposed in 
/1. 78/: 

- a mechanism for the selection of requested data; 

- a mechanism for the transfer of data; 

- a mechanism for the transformation of data ~tructures according 
to the different data structuring capabilities on the· different 
host computers. 
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In order to provide these functions the interacting processes have 
to accomplish tasks as different as data link control, system and 
data resource allocation, addressing, interprocess synchronization, 
error recovery, etc. A more detailed description of these tasks 
will be given in the protocol definition for DATS after some further 
explanation of DATS' internal structure in the following section. 

4.3.1 DATS' Architecture 

The kernel componentDATS in turn consists of, four components 
with a somewhat overlapping function: Remote File ' Transfer (RFT), 
Remote Data Access (RDA), Virtual File (VF) and Remote Execution 
Request (RER). All four of them are composed of two processes residing 
on different hosts and they communicate in accordance to a specified 
protocol. The function of these components may be explained as 
follows. 

Remote File Transfer: 

RFT may be initiated by a user process UP and 

- it establishes a connection between a local RFT process called 
FTM (File Transfer Master) and a remote RFT process called FTS, 
(File Transfer Slave); 

- it transfers a" remote file transfer request ; 

- it performs an access to the requested file; 

- it transfers a message containing the requested file to the re­
questing host; 

- it converts data formats of the transferred data into the for­
mats of the requesting host; 

- it stores the transferred copy at the requesting host. 

This communication pattern may be 'depicted in the following graph. 

G---- ~--~------~ 'FTS 

After the initialization of RFT by UP the two processes may continue 
to execute in an asynchronous fashion. 
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Remote Data Access: 

RDA may be initiated in a user process UP and 

- it establishes a connection between a local RDA process RFA, 
and a remote RDA process AFR; 

- it 'transfers a remote data access request; 

- it performs an access to the requested record of a remote file; 

- it transfers·a message containing the requested record to the 
requesting host; 

- it converts data formats of the transferred data into the format 
of the requesting host; 

- it provides the transferred copy of the requested record to the 
requesting program. 

The communication pattern may nowbe'depicted as follows. 

UP RFA AFR 

After the initialization of RDAby UP the user process halts until 
the termination of the remote data access. 

Virtual File (not fully designed yet) 

VF may be initiated in a user process UP and 

- it establishes a connection between a local VF process VFL, and 
a remote VF processVFR; 

- it transfers a virtual file request; 

- it maps an access request on a virtual file into an access request 
on a local file; 



-·397..., 

• it performs an access to the requested file or records on the 
remote host; 

- it maps the format of the acces.sed data into the virtual format; 

- it transfers the requested data to the requesting host; 

- it stores the transferred data in a data repository on the 
requesting host. 

This communication pattern may then be depicted as follows. 

After the initialization of VF,by UP the two processes may continue 
to execute in an asynchronous fashion. 

Remote Execution Request (not fully designed yet) 

RER may be initiated in a user process UP and 

- it establishes a connection between a local RER process RERL 
and a remote RER process RERR; 

- it transfers a remote execution request; 

- it performs manipulation on data identified in the remote execution 
request; 

- the results of the remote execution are transferred to. the user 
process (UP) 

This RER communication pattern may be depicted as follows. 

RERL I---------'-------i . RERR 
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After the initialization of RER by UP the two processes may continue 
to execute in an asynchronous fashion. 

The first three components RFT, RDA and VF may all be used to per­
form similar tasks. The decision of which component will be used 
in the execution of a" certain user transaction will be based on 
performance and availability criteria. These criteria have been 
determined in system modeling, protocol modeling and system" simu­
lation studies /PZB 78, CB 77, BB 79/ discussed below. A s"e1ector 
component of the Kernel System decides during the execution. of 
user transactions on the selection of one of the aforementioned 
components. 

The VF component is"being deveioped in the system because the HMINET 
will be connected to the highly heterogeneous BERNET system. In 
that system all data management services will take place in terms 
of a standard virtual data format as the one adopted forVF. 

The RER component is meant to provide a capability for the efficient 
change of remotely stored data. 

The kernel system in its current implementation may then be depicted 
as follows. 

RDA 

RFT 

End to· End COlClllunic:ation Network 
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As mentioned before, the kernel provides services to a number of 
application systems. A user may also gain direct access to the 
DATS system via a simple DATS command language introduced below. 

4.3.2 DATS· Execution 

. Several processes communicate during the execution of DATS. The 
basic communication pattern will be depicted in the following graph. 
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End-to-End Communication Network 

A user process UP requesting the service of DATS issues a request 
to the SELECTOR component of the kernel system. The SELECTOR, after 
deciding which of the DATS components to use, passes the user re­
quest-to that component (RDA or RFT in the currently implemented 
version). For the execution of either RDA or RFT a communication 
channel --a so-called "coded connection"-- will be established 
between the RDA/RFT component residing on the calling host (FTM/RFA) 
and the RDA/RFT component residing at the remote host (FTS/AFR). 
This wial be accomplished in a two-phase process: 

To initiate the communication the user process issues in the first 
phase --the so-called remote connection phase-- a call of an INIT 
statement (via the selector component) to the local component of 
the RDA or RFT. Together with this call the user process supplies 
the local component of .the RDA or RFT with its own identifier, 
with the identifier of the called host, and with the size of a 
resource set (i.e., the maximum number of resources) required (i.e., 
remote files or remote record-oriented devices) as parameters. 
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Based on this information the local component FTM/RFA in executing 
the INIT statement establishes together with the remote component 
FTS/AFR, a connection between the user process and the requested 
remote resource set. 

In the second phase --the so-called association phase-- the user 
process supplies the local component FTM/RFA via an ROPEN statement 
with the identifier of some particular resources out of the resource 
set as parameters. Based on this information the local component 
FTM/RFA establishes together with the remote component FTS/AFR . 
a connection between a user process and a particular resource. 

After this communication connection has been established the user 
process may issue calls on action primitives whose execution results 
in transfers of data from the local to the remote host and vice 
versa. A more complete list of primitives to initialize a connec­
tion and to perform data transfers may be found· in Appendix A. 

4.3.3 Kernel Selector Functions 

As mentioned above, a special kernel component, the selector, de­
cides on the selection ot one of the DATS components with similar 
functionality for the execution of user transactions. This deci­
sion is primarily based on performance criteria as, for instance, 
response time behaviour, local station throughput and buffer space 
requirements, but is, of course, also dependent on the availabil­
ity of the respective DATS components in the local or remote hosts. 
For the latter case, the. selector component holds and updates a 
~able of DATS components status and configuration information. 
Whenever one component, RDA for instance, is known to be unavaila­
ble or is known to be not functioning locally or at the remote 
host, another DATS component, RFT for instance, may be selected 
to provide the needed service. 

We call a component selection of that kind an "availability based 
selection" in contrast to the "performance based selection" (which 
shall be described in the following) and the "user intention based 
selection", as, for instance, the selection of the Virtual File 
component in highly heterogeneous networks. 

The Multiclass Concept 

Any host in the net"'~.r:'k is denoted as "local sy·stem". Let there 
be four distinct user classes defined for local systems: CPU bound 
jobs, two types of I/O intensive jobs and "normal" jobs. The latter 
are representatives for the average job profile of some scientific 
computing center or other. The two kinds of I/O intensive jobs 
are defined in the following manner: 
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Access to a whole file - requiring the record by record transfer 
from device to core - is modelled by the service of a "particular 
abstract I/O device", that is, any file access request of that 
kind (called "bulk aocess request") will be represented by a request 
to this particular abstract device whose service ~imes are appro-
priately determined as the estimated value of time needed to per­
form the whole access request. Here the files are assumed to exhibit 
constant mean lengths, which has been observed and estimated with 
relative accuracy. 

The customer class of I/O intensive jobs of the first kind 1s now 
associated with the class of jobs which will set bulk access re­
quests with some significant probability. I/O intensive jobs of 
the second kind are defined as processes exhibiting high access 
rates to different storage devices. 

This' constitutes the follOWing associations:, 

Customer class 1 ~--..... CPU bound jobs 

Customer class 2 '4--..... normal jobs 

Customer class 3 '4--..... I/O intensive jobs of 1st kind 

,Customer class 4 4 ... --'" I/O intensive jobs of 2nd kind •. 

The set of all modules materializing the transport of some message 
through the network is called "network transport system" (NTS). 
The NTS normally is a complex system of its own and can be modelled 
by a special network of queues. In our case, nevertheless, we de­
cided to model it by one single server station (a detailed descrip­
tion may be found in Appendix B). This station NTS is ofpaticular 
importance for our investigation of different user class3s, since 
different kinds of net traffichave'to be considered. The distinctions 
between the traffic characteristics of the NTS for the RFT, RDA, 
VF and RER are primarily due to the different lengths of messages 
in the respective DATS component. Furthermore, the traffic charac­
teristics for a DATS component are different for different transfer 
directions (i.e. for transfers from the initiating to the exec-
uting process or for transfers in the reverse direction). 
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These differences are captured in properly estimated c1ass'specific 
NTS-server rates for each of the DATS components. To be more precise, 
we associate two'different customer classes with each traffic type 
indicating the different characteristics of initiating local pro-

cesses at some source system Sk and of executing processes at 
,j , 

some destination system S (j,k: 1, ••• ,h; h the total number 
of hosts in the network). Thus, eight customer classes ' 

V11 ' v12 ' v21.' v22 ' v31 ' v32 ' v41 ' v42 may be defined in the 

net, each of them being associated with one of the aforementioned 
(local) customer classes at the source and the destination system 

,for the execution of the DATS components. 

During the execution phase of one of the DATS components a certain 
customer class v will be associated with that component at the , i2 

source and a different one v. at the destination system. Thus, a 
i1 

customer class change from v into v 
" ij . ik 

(i=1, ••• ,4; j,kE {1,2}) happens in between the execution 'of the 
DATS component at the source and the destination. This may beil­
lustra ted in the following figure'. 

f class vi1 
class change ' 

k 
Destination System S 

c 

Network Trans 

Source System sj 
c 

(tITS) 

class ohange 

class 

.. ' 
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An association list for the four possible traffic types and the 
possible associated customer classes may be given as follows. 

associated local class change when 
traffic type customer class in leaving MTS 

S (k=1, ••• ,h) to class 

1 ( destination) v = 2 
tr = RER 12 

1 2 (source) ~1 = 1 

2 ( destination) v = 4 
tr = VT 22 

2 2 (source) . v = 21 
3 

3 (destination) v = 6 
tr = RFT 32 

3 3 (source) v 
31 

= 5 

2 (destination) v
42 

= 8 
tr

4 = RDA 
4 (source) v = 7 

41 

The depicted associations may be interpreted as in the following 
example. The list indicates for the RDA system: the traffic type 
v

41 
of the NTS for the traffic between a source system and the 

destination system is associated with network user class 7, and 
traffic type v

42 
of the NTS for the traffic between the destination 

and the source is associated ,with network user class 8; the associated 
local customer 'class in the destination system is 2 (i.e. normal 
jobs) and in the source system is 4 (i.e. I/O intensive jobs of 

nd ' ' . 
the 2 kind). That means, tha~ in its execution the RDA is of 
user class 4 at its source, of user class 7 in ,MTS on its transfer 
from source to destination, of user class 2 at its destination 
and of user class 8 in NTS on its transfer from destination to 
source. 

.. 
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This mu1tic1ass oonoept is used to define oustomer olasses of a 
queueing model whioh is built up to analyze the dynamio behaviour 
of the oommunication system. It yields formulas for the oomputation 
of relevant performance measures. In our system the kernel selector 
oomputes on the basis of these formulas approximate values for 
the following performanoe measures: response time, 100a1 station 
throughput, and needed buffer spaoe (average queue lengths). This 
is done aocording to some known network status and oonfiguration 
parameters and 100a1 load parameters whioh have to be delivered 
by other modules or are predefined. 

4.3.4 Data Representation and Conversion 

Different representations of data on different hosts in the network 
result in inoompatibilies in the data acoess and transfer system. 
Files and reoords may be internally struotured in terms of bit 
strings, oharaoter strings, integers, real numbers. 

Their representation is not identioa1 on eaoh maohine and usually 
another set of physical data formats is assooiated with eaoh operating 
system oonneoted to the network. 

Theseinoompatibi1it!esmay be resolved in two different ways: 

- by a deo1aration of a netwide standard format; 
A translation from standard format to the 100a1 format has 
to be done on eaoh host in the system. This may lead to 
a loss of preoision for the data representation on oertain 
systems or may oause on overhead for others; 

- by permitting all kinds of data representations in the net­
wqrk; 
Conversion routines must then exist in every host to oonvert 
from all existing data representations into ,the 100a1 repre­
sentation. 

Beoause of the low heterogeneity of the network and the needed 
preoision the second solution has been ohosen in our system. ' 

Another oategory of inoonsistenoies results from different oper­
ational oapabi1ities on 'different hosts. Aooess methods like se­
quential, indexsequentia10r different types of random acoess teoh­
niques may exist as standard features of the 100a1 DMS or not. 
Furthemore'the same aooess techniques are implemented differently 
on different hosts. For the exeoution of a data transfer request 
the mapping from one aooess teohniques into another one on a dif­
ferent host with the same effeot will be performed in one oase. 
A mapping from one imp1ementaion of 'a given aooess technique into 
another imp1ementaion with an equivalent effeot will be performed 
in the seoondoase. 
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For conversion of formats, access operations and access right 
indicators the system will be supplied with parameters from higher 
level software layers or from a user programm indicating the source 
and destination formats for the conversion. Depending on these 
parameters the conversion will than take place either on the source 
or on the destination host. 

4.3.5 Synchronization of Concurrent Accesses 

Data access requests may be issued concurrently from a number of 
source host computer systems to one destination host. To allow 
shared access to data in the destination host a locking mechanism· 
provides means to assure all users get access to consistent data. 
For that purpose user request (i.e., each association phase in 
the DATS protocol) is accompanied by a lock/unlock command (i.e., 
open/close command in the kernel command language) at its start 
and termination. This guarantees an exclusive write access or a 
shared read access to data allocated to the requesting process. 
The coordination of·the concurrent accesses may·be achieved as 
follows: For each user request a different instantiation of a 'remote 
data access processAFR/FTS is created on the destination host. 
Each of these instantiations gets the requested data allocated 
exclusively for writes and in a shared mode for reads. If several 
instantiations of remote access processes request accesses to common 
data concurrently they will be served in some priority order (e.g. 
FIFO) as defined in the remote data management system. This may 
be depicted in the following graph: 

RFA/FTI'ln 

RFA/Fnr3 

AFR/FTSn 

t----____ --i F 
I 

+-________________ ~F D12 
o 
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Instantiations of remote processes AFR/FTSi other than those request­
ing common data may be executed in an asynchroneous fashion. All 
of them are dedicated to perform a particular remote (i.e., remote 
to a calling RFA/FTH process) task. For completion IOf these tasks 
they are never impelled to call upon the service of any other remote 
processes on other hosts. Thus cyclic access may not be created 
and consequently deadlocks may not occur. 

4.3.6 ResiliencyProvisions 

A rather ,great variety of resiliency provisions have been imple­
mented for' the back up of' the system af,ter failure in one of its 
function units. In principle resiliency will be gained by applying 
an error detection'and signalling schema and by a time out mechan~ 
ism. The implemented resiliency mechanisms are defined to provide 
means for detection of, the following kinds of failures: 

-detection of local failures by the RFAIFTH process 
-detection of transmission errors by the end-to-end transport 
system 

-detection of remote failures by the AFR/FTSprocess. 

A netwide error code has been defined for the detection of the 
failure locality and the signalling of failures between different 
hosts in the network. A failure in the transmission of failure 
Signals Will be resolved by the time out mechanism. 
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5. Conclusion 

The concept of a data management facility on a computer communi­
cation network has been introduced. The concept is different from 
others since it is primarily aimed for system evolution over time 
with changing user requirements. The resulting Evolutionary System 
Architecture (ESA) has also been developed for the sake of simpli­
city of the system structure and for high system performance. 

The .system is composed of two main components, the ESA front and 
system and the ESA kernel system. The front-end system consists 
of a number of highly autonomous application specific function 
units ASF's. The kernel system encompasses a number of components 
with different but somewhat overlapping functionality. Only one 
of the components will be selected for the execution of a data 
access request in a user program. The selection is based on per­
formance criteria. This decision will be made in the so-called 
selector component of the kernel. 

An evolutionary change of the system will be enabled by the compo­
sition of the front-end of highly autonomous modules. Modules may 
be added and removed from the system for its changes. The module 
concept also incorporates means for the preservation of the consis­
tency of data during its concurrent execution. For the lack of 
space in this paper the required front-end level synchronization 
mechanism has not been described. The concept is to some extent 
similar to the "event count" notion in /KR 79/ and the interested 
reader is referred to a paper in preparation. 

The main emphasis has been placed on the description of the kernel 
system. This is of particular importance since this system component 
has been in operation for some time now and its well-functioning 
has been validated. Performance considerations play an important 
role in the efficient use of data management capabilities on computer 
networks. For that reason the provision for an efficient computation 
of data access services in the kernel system is discussed in some 
detail. This problem is particularly acute for heterogeneous networks 
and their additional intrinsic overhead for the execution of format 
conversions. The kernel has consequently been designed to provide 
means for dealing with this problem by offering different options 
for the execution of data access requests with different performance 
characteristics. 

In its continuation the project should lead to some improvements 
of its current version and to its extension by new components. 
The design of a well performing system usable in a realistic appli­
cation environment will be our continuous concern. 
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APPENDIX A 

DATS Operations 

A oommunioation oonneotion will be established upon a user request 
in a two-phase prooess. 

The first phase - the remote oonneotion phase - establishes the 
oonneotion user/remote host. Information about user rights on the 
remote host, about the resouroes whioh should be allooated and 
granted to DATS for th~s user, and the maximal oommon transmission 
buffer between the two involved prooesses are the main negotiation 
subjeots of this phase. 

In the seoond phase, i.e., the assooiation phase, a .oonneotion 
user/remote file is established. User aooess rights on the remote 
file will be oheoked in this phase. Several assooiation phases 
are allowed during a remote oonneotion phase. 

After that the requested data are read or written by the remote 
DMS in the data aooess and transfer phase. . 

A user program oommunioates with the DATS by means of a set of 
language primitives. 

a) Initialization primitives: they are assooiate~ to the remote 
oonneotion phase and perform the following funotion: 

INIT - defines the user aooess rights on the remote host; 
- allooates a resouroe set in the RDA system; 
- establishes buffer oonventions between RFA and AFR. 

DISCON - terminates remaining assooiation phases; 
- releases the resouroe set; 
- ends the remote oonneotion phase. 

b) Control primitives: they may be exeouted in the assooiation 
phase and operate in the following manner: 

RFCB - generates a Remote File Control Bloo, (RFCB) whioh 
is the information oarrier between a user and a ·remote 
DMS; the parameters of this primitive desoribe the. 
attributes of the remote file. 

ROPEN - establishes a oonneotion user-file; 
- transfers the Remote File Control Blook to AFR; 
- prepares the remote file (looal open). 

RCLOSE - terminates the remote file handling; 
- returns information about the state of the file; 
- oanoelsthe oonneotion. ' . 
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The status primitive generates a temporary association phase: 

RSTAT - establishes a temporary connection user file; 
- returns information about the remote file; 
- cancels the connection. 

c) Action primitives: they may be executed in the data access and 
transfer phase and perform the following tasks: 

RPUT - writes or reads a data structure in a user; 
RGET - specified format to or from the remote system; 

RCNTR - controls a remote file (pointer position, etc.). 

These action primitives are translated locally into DMS specific 
access programs. 
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Appendix B 

The queueing model 

It is well kn~wn that an exact analysis of general queueing net­
works is either impossible up to now or leads to an unacceptable 
amount of computation. For queueing networks of GORDON-NEWELL type, 
for instance, the necessary amount of computation rises significant­
ly with the number of service stations ,and circulating customers. 
The authors, therefore, decided to model the r'eal system by a closed 
local. balanced queueing network ~f the above mentioned type and 
to use a decomposition method suggested by Chandy et al. /CR 75/. 
It has already been shown for the case of end-to-end level data 
flow that this simplification leads to acceptable results (see 
IBB 79/). The main idea is to represent each local system in the 
network by a central server queueing system with exponentially 
distributed service times (CPU as central server), and to compose 
then each such local system into one single queue. An equivalent 
exponential central server' queueing network is constructed this 
way in which the central server represepts the network transport 
system (NTS). The average class dependent service rates of the 
composite queues are calculated as the values of class dependent 
throughput rates of the shortened "rest of the network" queues 
(see /CR 75/ and IBB·79/). They,in fact are dependent on the vector 
M = (m(1), ••• ,m(V» of actual numbers m(v) of customers of class 
v in the very local system under consideration (v=1, ••• ,V, with· 
V the total number of customer classes in the network). 

In order to reduce the enormous difficulties in calculating the 
throUghput rates for such complex server activities the customer 

k k 
number specific meansp c (s) of the service times fc (K;s) are used 

k instead of the~ c([;s) itself i~ further calculations (the error 

seems to be negligible); here [ denotes the vector of numbers k(v) 

of net customers of class v visiting the local system Sk which 
in turn is characterized by an upper indexk ~ 1. The upper index 
o denotes the NTS-server. Each k(v) corresponds to some "fixed" 
number b(v) of "background customers" (local programs or tasks 
or requests, etc.) in the local system, such that b(v)+k(v)=m(v). 
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Since k(v) is the only variable number (v=1, ••• ,V), it is allowed 

k k 
to wri tef' c (K; s) instead of fc (M; s). The lower index c always 

, k 
points towards the fact that composite queues S are considered 

k "" c 
to represent the actual local system S . Let K(s) be the total 
number of circulating net customers of class,s and let 

k 'k 
P [k( 1), ••• ,k(s-1) ,k(s)=n,k(s+1), ••• ,k(V)]=:p (n) 

" s 
denote the probability that there are k(v) customers of class vts 

andn customers of class s in the system Sk (v€. {1, ••• ,V}). Then, 
k k 

usingAA (n) for.u (k(1), ••• ,k(s)=n, ••• ,k(V);s), we have 
" I cs Ic 

K(s) " 

#:<S) =?= ~ ftc:(n) 
k 

P (n) 
s 

Q(s) n=1 

(Q(s) is the set of all vectors (k(1), ••• ,k(s)=n, ••• ,k(V» with 
o -!k(v) ~K{v) for v+s). 

k ' 
Moreover, let ~ (K;s;n) denote'the probability that there are 

k 1ik '" k n=k(s) customers of class s in the system S : I (K;s;n)= ~ p (n), 

then K(s) 

Nk(K;s) = L n1r k(K;s;n) 
n=1 

Q(s) 

is the expected number of customers of class s waiting or being 

served in queue Sk. Based on an elaborate analysis (the interes~ed 
reader is referred to a paper in preparation) this yields 

T k (K;s) 

for the class dependent throughput through queue Sk. 
c 
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Based on Little's result for the relation between-average 
response time, average queue length and average arrival rate in 
steady state we may get -

v 

') .. k k L N -(K;v)!' c (v) 

k 'v=1 
(K;s) = ---------------

1- tk(K;S;O) 

k 
+ p (s) 

c 

for the value of the average response time of class s concerning 

queue Sk 
c 

These res~lts and other formulas (for needed buffer space, average 
server utilization, waiting times etc.) may be used upon selection 
of DATS components: 

k k 
U (K;s) = 1-1' (K;s;O) (utilization) , 

k-k k U (K;s) '~ (K;s) 
T (K;s) = (throughput) , 

,V k k fu f (v) N (K;v) 

k 
N (K; s) 

(waiting time), 
k 

T (K;s) 

k 
".. (K;s) = 

k k 
w (K;s) + t c (s) (response time).' 
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Obviously the response time for each trr ffic type also includes ' 
the service times of the server NTS for the transfers in both direc­
tions., i.e. for bothlser classes v I'id v • Th~s, for the execu-

i1 i2 
tion of· the RFT component for example, the RFT response time may 
be computed from 

k 0 0 
(K;v ) + Jt (v ) + J). (v ), 

31 (c 31 / c 32 

provided that there are K customers at all travelling through the 
network at that time. 

Example 

In the following example we now restrict our attention to the 
selection of one of the two RFT or RDA in the execution of a user 
transaction. Files to be manipulated from remote are supposed to 
be of fixed average length f, i.e. some constant r shall represent 
the estimated average number of records~n a file. Each record 
in turn is assumed to be of. fixed length p equal to the data length 
of one "transport element" in the network; thus, f=r p. For the 
paSSing of parameters together with each RDA request let us suppose 
furthermore that each such request will also correspond in length 
to one transport element, independent of the type of the requested 
operation in the data access and transfer phase; thus, 

o 0 
fi'c(v41 )=}A-c(v42 )· 

Then, RDA and RFT performance can be compared with respect to the 
response times as follows: 

k 
If m records of some file residing at system S shall be manipulated, 

c 

. k 
the expense of time D (including network delay) for the RDA system 
is 

Dk(K;tr )- m [,.k(K;V ) + 21A1 o(v )J, 
4 0 41 I c 41_ 
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whereas it is 

k . k 0 0 
D ( K ; tr ) = i (K; v ) + flA (v ) + JA. (v ) 

. 3 . 31 / c . 31 / c 32 

o 0 
for RFT execution. Assume JA. (v ) = r JA (v . ); then the number 

I c 31 I c 41 
m of records to be more efficiently manipulated' by using the RDA 
service than by using the RFT service has to be less or equal 
m ,where m is determined from 
o 0 

to 
k . 0 

~ (K;v. ) +jA (v ) 
m =' 31 . c 32 ... 

f k (K; v
4

' ) + J,t 
0 

( v
4 

) 
. 1 / c 2 

It is obviously necessary to inform the selector about some relevant 
parameters as, for instance, an estimated (and updated) value of 
the average total number K(v) of net customers 6fclass v (v=1, ••• ,V). 
A network status information system will serve for this purpose. 
Likewise, the average background load (degree of multiprogramming) 
of local systems for different user classes must be known or should 
be estimated. 

There are, of course, other possibilities for the selection decision 
between comparable functions. For instance, efficiency studies 
may be used: in /PZB781 the so called transport efficiency is 
defined in accordance to Kleinrock et ale /KL 76/ and applied for 
comparison of RFT and RDA service in the HMINET. 
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