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Abstract: Smart home devices, also known as IoT devices, provide significant convenience; however,
they also present opportunities for attackers to jeopardize homeowners’ security and privacy. Se-
curing these IoT devices is a formidable challenge because of their limited computational resources.
Machine learning-based intrusion detection systems (IDSs) have been implemented on the edge and
the cloud; however, IDSs have not been embedded in IoT devices. To address this, we propose a
novel machine learning-based two-layered IDS for smart home IoT devices, enhancing accuracy and
computational efficiency. The first layer of the proposed IDS is deployed on a microcontroller-based
smart thermostat, which uploads the data to a website hosted on a cloud server. The second layer
of the IDS is deployed on the cloud side for classification of attacks. The proposed IDS can detect
the threats with an accuracy of 99.50% at cloud level (multiclassification). For real-time testing, we
implemented the Raspberry Pi 4-based adversary to generate a dataset for man-in-the-middle (MITM)
and denial of service (DoS) attacks on smart thermostats. The results show that the XGBoost-based
IDS detects MITM and DoS attacks in 3.51 ms on a smart thermostat with an accuracy of 97.59%.

Keywords: intrusion detection system; embedded machine learning; TinyML; internet of things;
machine learning; cloud computing; edge machine learning

1. Introduction

Despite the impact of COVID-19, the number of Internet of Things (IoT) devices grew
by 9% as observed in a 2021 report [1]. It is estimated that the number of IoT devices will
surpass 27 billion by 2025 [1]. The reason behind this boom can be attributed to the easy
availability of internet connectivity and low-cost sensors. While these devices have made
our lives easier, they have also created a window of opportunity for hackers to exploit
privacy. Some hacked systems, such as medical devices, can even be life-threatening. Smart
home devices, when hacked, can also compromise the privacy of users. Every layer of
the IoT, including the application, network, middleware, and sensing layer, is susceptible
to attacks [2]. Intrusion detection systems (IDSs) designed for IoT systems aim to detect
and respond to these threats in real time, ensuring the security and integrity of the IoT
ecosystem. Nowadays, the use of IoT devices in our homes is increasingly geared towards
creating a more comfortable living environment. These smart home devices communicate
with one another using Zigbee, Bluetooth, and WiFi, and connect to the cloud via internet
access (typically through a WiFi router) [3]. They are usually controlled remotely through
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cloud services and mobile apps. However, this remote accessibility of IoT devices in smart
homes presents numerous opportunities for attackers, especially considering that most
occupants have limited knowledge of security measures [4]. Securing such devices proves
challenging and complex due to their limited storage and computational power.

Several machine learning and deep learning algorithms have been studied for in-
trusion detection [5-9]. All the aforementioned papers discuss a centralized approach.
A few researchers also presented distributed approaches for intrusion detection in IoT
applications [10-13].

Researchers utilized fog computing in [13-16] for implementing IDSs in fog but
employed desktop PCs for the implementation. Similarly, in [17], the authors employed
Raspberry Pi for binary class IDS implementation on a fog node. Raspberry Pi-based edge
devices were also used for IDS implementation in [18,19]. In [20], the authors utilized
Google Edge TPU and Raspberry Pi for IDS implementation on the edge, while in [21], the
authors developed an IDS for mobile edge computing (MEC), but the proposed technique
was tested on a desktop computer. Due to limited resources, the authors implemented a
binary class IDS on an edge device [20,21].

The researchers used edge devices (Raspberry Pi/Desktop PCs/gateways), fog, and
the cloud for implementing the IDS due to the availability of network traffic analyzers,
such as Wireshark (https:/ /www.wireshark.org (accessed on 26 April 2024)) and tcpdump
(https:/ /www.tcpdump.org/(accessed on 26 April 2024)) but an ML-based IDS is not
embedded in IoT devices. Due to limited processing power, the lightweight IP (IwIP) (https:
/ /github.com/espressif/esp-lwip(accessed on 26 April 2024)) library for ESP32 (https:
/ /www.espressif.com/en/products/socs/esp32(accessed on 26 April 2024)) has restricted
access to network features. Consequently, implementing an IDS on a microcontroller-based
device without using network traffic analyzer software is an exceedingly challenging task.
In this paper, we have implemented a real-world scenario in which we employed a smart
thermostat using ESP32, an HTTP page on a cloud server (http://16.170.215.67 /display
(accessed on 26 April 2024)), and a Raspberry Pi-based adversary node for generating
denial of service (DoS) and man-in-the-middle (MITM) attacks to collect a dataset called
the intrusion detection in smart homes (IDSH) dataset [22]. The dataset is collected by
using Iwip and socket library for an ESP32 microcontroller. An ML-based binary class IDS
is embedded in a smart thermostat using TinyML [23], which is responsible for monitoring
room temperature and controlling HVAC systems. Additionally, this smart thermostat
connects to WiFi and uploads air temperature and humidity data to a hosted web page on
a cloud-based web services server, where an ML-based multiclass IDS is also deployed. To
enhance the security of the microcontroller-based smart thermostat, we propose deploying
a lightweight IDS based on XGBoost. Considering that IoT devices in smart homes connect
to WiFi routers, they become susceptible to various security risks, including DoS, DDoS,
MITM, ransomware, and scanning attacks. The main research objective of this research
article is to develop an IDS for IoT devices (a smart thermostat in our case) of smart
homes which are directly communicating with web servers through WiFi access points and
additional hardware (Raspberry Pi-based edge device) is not available. Therefore, in this
work, we proposed a two-layered ML-based IDS which can protect the smart thermostat by
embedding an IDS in the smart thermostat and can also protect the cloud by implementing
the IDS on the cloud.

The main contributions of this paper are as follows:

*  Anovel bi-directional computationally efficient ML-based decentralized multiclass
IDS is proposed for the deployment on IoT devices and the cloud.

¢ Anembedded XGBoost-based IDS for real-time binary classification of attacks in smart
thermostats using TinyML is proposed. Moreover, a thorough comparison is made for
ANN-, XGBoost-, RF-, and DT-based IDS implementation on low-cost microcontroller-
based IoT devices for binary classification. The algorithms are compared in terms of
accuracy, inference time, and storage requirement.


https://www.wireshark.org
https://www.tcpdump.org/
https://github.com/espressif/esp-lwip
https://github.com/espressif/esp-lwip
https://www.espressif.com/en/products/socs/esp32
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* A computationally efficient XGBoost IDS is implemented on the cloud for monitor-
ing the incoming traffic from IoT devices and external attacks. The XGBoost IDS is
implemented for the identification of DoS, DDoS, MITM, port scanning, injection,
backdoor, XSS, and ransomware attacks. Moreover, a detailed comparison of different
ML algorithms is made for IDS implementation on the cloud side in terms of accuracy,
F1-score, precision, recall, inference time, and computational complexity.

e  To conduct real-time testing and validation of the IDS deployed on a smart thermo-
stat, we developed a Raspberry Pi-based adversary specifically designed to generate
DoS and MITM attacks on the smart thermostat. We collected a new dataset called
the intrusion detection in smart homes (IDSH) dataset [22] comprising 4144 sam-
ples, encompassing normal activities, DoS attacks, and MITM attacks on the smart
thermostat.

The rest of the paper is organized as follows: Section 2 presents the literature review
on centralized and decentralized IDS. In Section 3, the proposed methodology is explained.
Section 4 discusses the results along with a comparative analysis. The paper is concluded
in Section 5 along with future research directions.

2. Related Work

An IoT system is vulnerable to different types of attacks [2]. These attacks are explained
in detail in [24] and include password cracking attacks, ransomware, port scanning, MITM
attacks, DoS/DDoS attacks, backdoors, injection attacks, and XSS attacks. A password
cracking attack is launched against a device to guess its password using a commonly
available set of passwords online. A ransomware attack is launched to lock a device’s data
and demand money in exchange for the data. A port scanning attack is used to check which
port on a device is open to launch an attack against that port. An MITM attack is used
to intercept traffic between any two nodes in the network. A DoS/DDoS attack is used
to occupy bandwidth in a network. For example, a device or a set of devices is directed
toward a single server to send false queries, making the server unresponsive to the actual
queries. A backdoor attack is launched to use/hack devices without anyone knowing. A
hacker who launches a backdoor attack has full access to the device. Injection/XSS attacks
are launched against web pages to alter their data.

Recently, in [25], the authors calculated the energy consumption of running DT-, RF-,
and ANN-based ML models for intrusion detection in IoT devices using the TinyML library.
However, the energy consumption is based on theoretical calculations, and the ML models
were not tested for real-world intrusion detection systems. The authors in [26] developed
an loT device dataset by generating a botnet attack on a smart health service testbed. The
dataset is labeled as normal and attack traffic. The authors utilized Wireshark for collecting
the dataset. The results show that the accuracy of an RF-based IDS on the collected dataset
is 99.98%.

In [9], the TON_IoT dataset [27] is used to train multiple ML algorithms for intrusion
detection in intelligent transportation systems, where the XGBoost algorithm outperforms
other ML algorithms with an accuracy of 99.92%. In [28], the authors developed an
enhanced anomaly-based intrusion detection method (EIDM) for classifying 15 attacks
with an accuracy of 95%. The first application of random neural networks (RNNs) for IDSs
was proposed in our previous work [29] in which an RNN with an artificial bee colony
algorithm is used for binary classification of intrusion detection in the cloud. In [30], the
authors developed an IDS using the hybrid deep learning model. The proposed technique
achieved 96% accuracy, but it incurred a high computational burden. In [31], a five-stack
ResNet was used as a deep learning method, trained on two different datasets: N-BaloT
and the power system dataset.

The authors in [32] proposed to implement ensemble ML model selection on the cloud
and IDS implementation on fog for real-time prediction to reduce the attack detection
time. In [33], a distributed IDS approach is presented. Attacks were classified as normal or
attack at the fog node. If identified as an attack, further classification occurs at the cloud
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node. The DNN-KNN algorithm showcased accuracies of 99.77% and 99.85% on NSL-KDD
and CICIDS2017, respectively. In [34], a fog computing-based distributed IDS approach
is introduced. Data are analyzed for attacks at the fog node, and if detected, relevant
information is stored in the cloud server for subsequent action. In [16], an anomaly-based
IDS is moved to fog nodes, and the Distributed Smart Space Orchestration System (DS20S)
dataset is used to train different ML algorithms. RF showed an accuracy of 99.99%. A
distributed IDS using fog computing is designed in [35] to detect DDoS attacks in the
memory pool of a blockchain-enabled IoT network. The performance of the proposed IDS
is evaluated using machine learning algorithms (RF and XGBoost) and evaluation metrics
on an actual IoT-based BoT-IoT dataset containing various recent botnet attacks.

In [19], the authors presented Passban, an intelligent IDS for edge devices. The IDS was
deployed on an IoT gateway developed with Raspberry Pi 3. Passban successfully detected
HTTP and SSH brute force, port scanning, and SYN flood attacks. Another IDS, named
IoT-KEEPER, is proposed in [18], capable of detecting MITM, DoS, and scanning attacks at
the IoT gateway. The authors tested IoT-KEEPER's performance on Raspberry Pi 3.

In [36], an IDS is introduced to secure edge IoT devices, operating in two phases. In
the first phase, features are extracted and then these features are trained using the DNN
algorithm. This system presents an accuracy of 99.23% and an F1-score of 99.27%. In [37],
an edge-of-things computing-based intrusion detection mechanism is presented. The best
accuracy achieved by this network is 88.4%.

The literature review above has discussed both centralized and decentralized ap-
proaches deployed on the edge, fog, and cloud sides. To effectively implement an IDS
on the edge and fog sides, it needs to be both accurate and computationally efficient in
promptly detecting attacks. Successfully detecting intrusions on the edge/fog side of an IoT
network could proactively save cloud resources from further proliferation. Additionally,
detailed studies on IDSs for IoT devices, developed with microcontrollers having limited
computation resources, are lacking. There has been no study evaluating the feasibility of
embedding an IDS on both IoT devices and the cloud side.

3. Materials and Methods

This research investigated a multilayered approach to classify intrusions that an IoT
network might face. The goal is to distribute the load between the cloud and edge sides of
the IoT network for intrusion classification. After load balancing, the TON_IoT dataset [27]
was divided according to attacks on the edge and cloud sides of the IoT network. Multiple
ML algorithms were then trained on the dataset to select the one that shows the best results.
In this work, we considered an application of a smart thermostat that uploads temperature,
humidity levels, and air conditioner status to a webpage hosted on the Amazon Web Service
(AWS) cloud server. The proposed technique involves a two-layered IDS, which begins
intrusion detection at the device level. The first layer of the IDS is deployed on a low-cost
ESP32 microcontroller-based smart thermostat controller for binary classification. This IDS
on the smart thermostat detects DoS, MITM, ransomware, and scanning attacks.

The second layer of the IDS is deployed on the cloud side to classify DoS, DDoS,
brute force, injection, XSS, ransomware, port scanning, MITM, and backdoor attacks. The
architecture of the proposed distributed approach is shown in Figure 1. The approach is
evaluated in real time by implementing the adversary node using Raspberry Pi 4 (manufac-
tured by the Raspberry Pi Foundation, Cambridge, United Kingdom.) with Kali Linux OS
(version: 2023.3) The IDS implementation on the smart thermostat is evaluated in real time
by generating attacks from the adversary node targeted at the smart thermostat.

For real-time testing of the IDS on the smart thermostat, DoS and MITM attacks
are generated to disrupt the communication between the smart thermostat and the AWS
cloud server.
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Figure 1. System architecture for distributed IDS.

3.1. Threat Model

In this work, an adversary seeks to disrupt, intercept, and manipulate the communica-
tion between the smart thermostat and the cloud. The adversary considered in this work
has no knowledge of the ML-based IDS deployed on the smart thermostat.

3.1.1. Targeted Model

The smart thermostat monitors the temperature and humidity of the building and
uploads the indoor environment data to the cloud. The user can send the control signal of
the inverter air conditioner from the website to the smart thermostat. The bi-directional
communication between the smart thermostat and the cloud is established through WiFi.

3.1.2. Adversarial Capabilities

The adversary possesses the capability to enable various attack as shown in Figure 1.
Being connected to the same hotspot as the smart thermostat allows the adversary to
intercept and disrupt communication between the thermostat and the cloud. The adversary
is proficient in launching the following attacks: DoS, MITM, scanning, and ransomware.

3.1.3. Adversary Goals

The primary objective of the adversary is to intercept the communication between the
smart thermostat and the cloud. The adversary goals are as follows:

¢ Executing DoS attacks to overwhelm the smart thermostat or cloud server, rendering
them unresponsive.

e Intercepting and tampering with the data transmission between the smart thermostat
and the cloud through MITM attacks.

¢ Attempting to exploit vulnerabilities in the smart thermostat or cloud infrastructure
via scanning or injection attacks.

*  Potentially deploying ransomware to encrypt data or compromise the operation of
the smart thermostat or cloud server.
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3.2. Training Dataset for IDS
3.2.1. TON_IoT Dataset

This is a heterogeneous dataset specifically captured for intrusion detection in IoT
applications totaling 461,043 instances. The edge layer of the testbed comprises sensors,
weather stations, smart TVs, gateways, and Virtual Machines (VMs) managing the network.
The fog layer includes client and vulnerable VMs, along with offensive Kali systems.
Additionally, the fog layer hosts a middleware server that manages seven IoT sensors and
their message queuing telemetry transport (MQTT) services using the Node-RED tool. The
cloud layer encompasses servers simulating communication with the cloud, a vulnerable
website for attack simulations, and an MQTT broker. This testbed covers various attack
categories, including port scanning, DoS/DDoS, ransomware, backdoor, data injection,
cross-site scripting, brute force, and man-in-the-middle attacks. A total of 45 features are
extracted from this testbed.

The main points considered for selection of the dataset are as follows:

e  Testbed architecture;
e  Number of features;
e Number of attacks simulated.

The MQTT IoT dataset simulates only data of sensors that are communicating over
MQTT and there are only four attack categories covered [38]. The Bot-IoT dataset focuses
more on the network and there are a fewer number of attacks covered [39]. In the TON_IoT
dataset, the testbed is heterogeneous and mimics the behavior of the edge, fog, and cloud
side very well. Moreover, this testbed includes seven IoT sensors, and it covers a wide range
of attacks that proved helpful while doing load balancing for the distributed approach for
the IDS.

3.2.2. Load Balancing

The cloud has enough computational resources, and any complex deep learning
algorithm can be trained and deployed on the cloud; therefore, it is decided to deploy a
classifier that classifies DoS, DDoS, brute force, injection/XSS attacks, ransomware, port
scanning, and backdoor attacks.

On the other hand, DoS/DDoS, MITM, ransomware, scanning, and backdoor can
affect the smart thermostat, so a classifier deployed in the smart thermostat will protect it
from potential attacks. For this reason, the datasets for MITM, DoS, and Normal traffic are
converted into binary class problems.

3.2.3. Data Preprocessing

The TON_IoT dataset is selected to be used in our research. However, the dataset
needed preprocessing to be further used for classification. We employed feature scaling to
normalize all input features. We used the standard minmax function for data normalization
that converts all data points of the column in the range of [0,1] or [—1,1] depending on
all positive data entries or those having negative values. Moreover, the output variable
include string parameters that must be converted into an integer array to be further used
in the ML algorithms. Therefore, label encoding is used for the output.

3.2.4. Feature Selection and Feature Extraction

In this work, we utilized chi-square [40] for feature selection (FS) and Principal Com-
ponent Analysis (PCA) for feature extraction (FE) [41] in order to reduce the features. The
features selected by chi-square are shown in Table 1. PCA transforms original features into
new, uncorrelated features (principal components) that capture the variance in data. The
first few principal components usually capture most of the variance, allowing for effective
dimensionality reduction while preserving the data’s essential structure. In this work, we
tested PCA for FE using 10, 15, and 25 components.
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Table 1. Selected features.

No. of Features Selected Features

src_port, dst_port, src_bytes, dst_bytes, missed_bytes, src_ip_bytes,

10 dst_ip_bytes, dns_query, dns_gqclass, http_response_body_len,

src_port, dst_port, service, duration, src_bytes, dst_bytes, missed_bytes,
15 src_pkts, src_ip_bytes, dst_pkts, dst_ip_bytes, dns_query, dns_qclass,
dns_gtype, http_response_body_len

src_port, dst_port, proto, service, duration, src_bytes, dst_bytes,
conn_state, missed_bytes, src_pkts, src_ip_bytes, dst_pkts, dst_ip_bytes,
25 dns_query, dns_qclass, dns_qtype, dns_rcode, dns_AA, dns_RD,
dns_RA, dns_rejected, http_request_body_len, http_response_body_len,
http_status_code, http_user_agent,

3.3. Implementation of Machine Learning-Based Intrusion Detection System on Cloud

Different ML algorithms are implemented to check their performance on the cloud
side of an IoT network. First, the data are preprocessed and divided into training, testing,
and validation datasets. Then, five different ML algorithms are trained on the data. After
training, the algorithms are tested on the test dataset. In this work, we implemented the
XGBoost-, LSTM-, Convld-, RF-, and MLP-based IDSs for deployment on the cloud.

3.4. Implementation of Adversary for Real-Time Testing and IDSH Dataset Collection

The ToN_IoT dataset contains thermostat data, including temperature, thermostat
status, timestamp, date, label, and type. However, this dataset is not generalized and
may not be suitable for smart home applications operating in different environmental
conditions. In addition to sensor data, every data packet sent through a network by an
IoT device contains additional information, such as connectivity and network protocols.
This provides raw information about the internal and external activity of these IoT devices,
complementing sensor data. In this study, we used network features, such as connection
activity, statistical activity, and DNS activity, to train the IDS deployed on IoT devices.

For IDS implementation on the IoT devices in our smart home, specifically, the smart
thermostat, we generated our own dataset named the IDSH dataset, available on Kag-
gle [22]. This dataset combines sensor data, thermostat status, and network features (i.e.,
connection activity and statistical activity) for MITM, DoS, and normal traffic.

The smart thermostat is designed to monitor the indoor temperature and humidity of
the room and control the air conditioner by sending ON/OFF signals. The temperature
and humidity are measured by the thermostat using a DHT22 sensor. These measurements
are sent to a web application via an HTTP POST request, which receives the data and
displays the indoor temperature on the webpage. Additionally, the user can control the air
conditioner remotely through the web application by sending ON/OFF commands.

In this work for testing the accuracy of an IDS deployed on a smart thermostat, the
adversary is implemented with Kali Linux scripts running on Raspberry Pi 4. The attacker
node generates the MITM, and DoS attacks on the smart thermostat communicating with
the cloud server for data uploading and control signal input. The attacker node carried
out MITM using Address Resolution Protocol (ARP) spoofing and DoS attacks on the
smart thermostat by flooding them with the high volume of traffic and requests. The smart
thermostat does not have access to packet analyzer tools like Wireshark and tcpdump
for extracting network features. Therefore, we utilized the Esp32 IwlIP library and socket
library to extract real-time network parameters. The block diagram of the smart thermostat
for collecting the dataset is shown in Figure 2. The parameters of the dataset collected at
each step are shown in Figure 2.



Future Internet 2024, 16, 200 8 of 22

Measure
Temperature and|
Humidit

Create Socket

local port

Temperature,
Humidity

Ip= Server IP, port=80,

Conn_state
= onnect
Build Post Request

MITM & DOS Attack

Attack - |
Send Post Request Receive

(JSON Data) JSON Data |

src_ip_bytes

Received packet IP and Display the data on Control Signal for Air
Port, protocol, family, http://16.170.215.67/ Conditioner
duration, dst_ip_bytes, display ON/OFF

,E dst_packets, Status Receive Response
Conditioner Control (JSON Data) :

Signal

=

Socket Close

Smart Thermostat

Figure 2. Dataset collection on smart thermostat.

The steps involved in dataset collection are as follows:

1. Setup the microcontroller by including header files for the lightweight IP and socket
(lwip/socket.h).

2. Create, bind, and connect the server using the server IP and port.

3.  Build a POST request and send the POST request to the web server.

4. The web server receives the POST request, displays the data, and responds to the
smart thermostat with the status of the air conditioner (i.e., ON/OFF).

5. The smart thermostat receives the response and collects the features of the collected
dataset as shown in Table 2.

For MITM and DoS attacks, the adversary generates an MITM attack using the
arpspoof command and a DoS attack using hping3. During the attack, we collected
the dataset from the smart thermostat by following steps 1-5. We collected an IDSH dataset
comprising 4144 samples, encompassing instances of normal traffic, DoS attacks, and MITM
attacks. Among these, 2762 samples correspond to normal traffic, 292 samples are of DoS
attacks, and 1090 samples represent MITM attacks. In this work, we used ID 21 (Label) as
the target for binary classification, while for multiclass classification, ID 22 (Type) could be
used as the target. We used IDs 3 and 5-20 as input features, excluding the timestamp (ID 1),
source IP (ID 2), and destination IP (ID 4) from the input features to avoid overfitting.

Table 2. Description of IDSH dataset.

ID Feature Type Description
1 timestamp Time Timestamp of connection
2 source_ip String Source IP address
3 source_port Number Source ports which originate endpoint’s TCP/UDP ports
4 destination_ip String Destination IP address
5 dst_port Number Destination ports which respond to endpoint’s TCP/UDP ports
6 protocol String Transport layer protocols of flow connections
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Table 2. Cont.

ID Feature Type Description
7 Family String Address family
8 Service String Dynamically detected protocols, such as DNS, HTTP, and SSL
9 Duration Time The difference in the time between the packet being sent from the source and receiving
the response from the cloud server
10 source_bytes Number Source bytes which originate from the source
11 destination_bytes Number Destination bytes which are responses from the destination
1 conn._state String Various connection s’Fates, such as SO (Connection without re.:play), S1 (connection
established), and RE]J (connection attempt rejected)
13 missed_bytes Number Number of missing bytes in content gaps
14 source_packets Number Number of original packets which is estimated from source systems
15 sre_ip_bytes Number Number of original IP bytes vsv:lii?eiz ;Stee :r(:zal length of IP header field of
16  destination_packets =~ Number Number of destination packets which is estimated from destination systems
17 dst_ip_bytes Number Number of destination IP by(’;iss tlvx;lz;l; rilssg,hsi etl(;t:l length of IP header field of
18 Temperature String Room temperature (°C) of the Zone
19 Humidity String Humidity (%) of the Zone.
20 Status String Status of air conditioner (ON/OFF).
21 Label Number Tag Normal traffic as 0 and attack as 1.
22 Type String Tag attack categories as Normal, DoS, and MITM.

3.5. Implementation of Machine Learning-Based Intrusion Detection System on Smart Thermostat
(IoT Device)

As a feasibility study for the implementation of an IDS on a smart thermostat, two
models of the IDS are trained using the TON_IoT dataset. The IDS is first trained with
connection activity, statistical activity, and DNS activity features. The second model is
trained with connection activity and statistical activity. To avoid overfitting, the source and
destination IP addresses and timestamps are removed from the training and testing dataset.

Four different ML algorithms, XGBoost, DT, RF, and ANN, are deployed on the
microcontroller (ESP32)-based smart thermostat for binary classification of attacks. The
ML-based IDS is deployed on a microcontroller using the TinyML [23] library.

4. Results

This section covers a discussion of various ML algorithms used for implementing an
IDS on the cloud, followed by the presentation of ML-based IDS results on IoT devices
(smart thermostat). Additionally, this section provides details on the implementation of
ML algorithms on a microcontroller using the TinyML library [23]. Various ML models are
trained to be deployed on the cloud side of an IoT network with and without FS techniques.
The TON_IoT dataset is used to train the XGBoost, LSTM, Conv1d, MLP, and RF algorithms
and their results are discussed in this section. For implementation on a smart thermostat
(edge device), XGBoost is compared with DT, RE, and ANN in terms of accuracy, storage
requirement, and computational delay. The highlighted values, in bold in the tables, denote
the models with superior performance. Finally, the accuracy of the IDS is also evaluated for
MITM and DoS attacks on the smart thermostat generated by the adversary.
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4.1. Machine Learning-Based IDS on the Cloud without FS Method

The LSTM, Convld, XGBoost, RF, and MLP algorithms are trained to classify nine
types of attacks on the cloud side of an IoT network. The TON_IoT dataset is divided into
train, test, and validation datasets. The training dataset is 60% of the total dataset, and the
test and validation datasets are each 20% of the total dataset.

4.1.1. LSTM-Based IDS on Cloud without FS Method

We studied different LSTM models with varying numbers of layers and neurons to
find the optimal LSTM model for deployment on the cloud side of an IoT network for an
IDS. The details of the LSTM model are shown in Table 3. To determine the optimal learning
rate for training, Modell and Model?2 are trained using learning rates of 0.1, 0.01, and 0.001
with 50, 80, and 100 epochs. The results indicate that the best learning rate for training
the LSTM model is 0.001. Therefore, Model3 and Model4 are trained using a learning rate
of 0.001 with 50 epochs. The training and testing results of Modell-Model4 are shown in
Table 3. The results show that Model 1, trained with a learning rate of 0.001 and 50 epochs,
gives the detection accuracy of 94.2%.

Table 3. Test results of the LSTM and Conv1d models for IDS implementation on cloud.

ML

Learning

Models Models Configuration Details Epochs Rate Accuracy Precision  Recall F1-Score
LSTM Modell Layers = 2, Layer1,2 = 100 neurons 50 0.001 94.2% 0.83 0.82 0.82
LSTM  Model2 Layers =2, Layerl = 120 neurons, 50 0.001 94.01% 0.83 0.83 0.83
Layer2 = 100 neurons

LSTM  Model3 Layers =2, Layerl = 180 neurons, 50 0.001 94.02% 0.84 0.82 0.82
Layer2 = 140 neurons

Layers = 3, Layer1 = 180 neurons,

LSTM Model4 Layer2 = 140 neurons, 50 0.001 93.87% 0.84 0.80 0.81
Layer3 = 100 neurons

Convld Modell  Layers = 2, Kernel size = 3, Filters = 64,32 50 0.001 79.8% 0.59 0.59 0.57

Layers = 3, Kernel size = 3, o

Convld Model2 Filters = 64, 32 , Layer3 = 100 neurons 50 0.001 73% 0.41 0.41 0.40

Convld Model3 Layers = 1, Kernel size = 3, Filters = 32 50 0.001 76.5% 0.59 0.49 0.50

Convld Model4 Layers = 1, Kernel size = 5, Filters = 32 50 0.001 79% 0.48 0.52 0.45

Convld Model5 Layers = 1, Kernel size = 5, Filters = 64 50 0.001 80% 0.55 0.53 0.515

Convld Model6 Layers = 1, Kernel size = 7, Filters = 64 50 0.001 83.28% 0.65 0.60 0.59

4.1.2. Convld-Based IDS on Cloud without FS Method

We studied different models of Convld for IDS implementation on the cloud. The
Convld results are reported for different models after changing their number of layers,
filters, and kernel sizes. All models are trained for 50 epochs with a learning rate of
0.001, after observing the best results with this learning rate. The details of the models are
mentioned in Table 3. The testing and training results of Conv1D for IDS implementation
on the cloud are shown in Table 3. The results show that the single-layered Model6, with
a kernel size of 7 and 64 filters, outperformed the other models, achieving an accuracy of
83.28%, a precision of 0.65, a recall of 0.60, and an F1-score of 0.59. However, this accuracy
of 83.28% is not sufficient for the implementation of IDS due to the low precision, Fl-score,
and recall.

4.1.3. Random Forest-Based IDS Implementation on Cloud without FS Methods

The random forest model is trained on the TON_IoT dataset with 50, 100, 150, and
200 estimators. The testing results of the RF model are shown in Table 4. The results show
that there is a nominal difference in the performance of different RF models. It is observed
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that Model2 showed the best results with a testing accuracy of 99.4%, precision of 0.95,
recall of 0.97, and F1-score of 0.96.

Table 4. Test results of RF, XGBoost, and MLP models evaluated for IDS implementation on cloud.

ML Models Models No. of Estimators/Neurons Accuracy Precision Recall F1-Score

RF Modell 50 99.40% 0.95 0.97 0.96

RF Model2 100 99.30% 0.95 0.97 0.96

RF Model3 150 99.38% 0.95 0.97 0.96

RF Model4 200 99.41% 0.95 0.97 0.96
XGBoost Modell 50 99.46% 0.96 0.97 0.96
XGBoost Model2 100 99.49% 0.96 0.97 0.96
XGBoost Model3 150 99.50% 0.96 0.97 0.97
XGBoost Model4 200 99.50% 0.96 0.97 0.97
MLP Modell 50 93.40% 0.83 0.80 0.80
MLP Model2 100 93.70% 0.83 0.81 0.80
MLP Model3 150 93.90% 0.84 0.81 0.82
MLP Model4 200 93.87% 0.84 0.81 0.82

4.1.4. XGBoost-Based IDS Implementation on Cloud without FS Methods

The XGBoost model is trained on the TON_IoT dataset with 50, 100, 150, and 200 es-
timators. The testing results of the XGBoost-based IDS are shown in Table 4. The results
show that there is a nominal difference in the performance of the XGBoost model for 50,
100, 150, and 200 estimators. It is observed that the XGBoost model with 150 estimators
showed the best results with a testing accuracy of 99.50%, precision of 0.96, recall of 0.97,
and Fl-score of 0.97.

4.1.5. MLP-Based IDS Implementation on Cloud without FS Methods

Four models of MLP are tested for IDS implementation on the cloud without using FS
techniques. Modell had 50 neurons in the hidden layer, Model2 had 150 neurons in the
hidden layer, Model3 had 250 neurons in the hidden layer, and Model4 had 400 neurons
in the hidden layer. The results of the MLP models are described in Table 4. The results
indicate that MLP Model3 outperformed the other MLP models with an accuracy of 93.90%,
a precision of 0.84, a recall of 0.81, and an F1-score of 0.82.

4.1.6. Comparison of Machine Learning-Based IDS on the Cloud without Using
FS Techniques

We deployed and compared the LSTM, Conv1ld, RE MLP, and XGBoost algorithms for
IDS implementation on the cloud. From the results, it is evident that XGBoost presented the
best results with a detection accuracy of 99.50%. After XGBoost, the second-best results are
presented by the RF algorithm with a detection accuracy of 99.4% on attacks. The third-best
results are presented by the LSTM algorithm with a detection accuracy of 94.2% followed
by MLP with 93.9%. Overall XGBoost and RF are suitable for the implementation of an
IDS in terms of accuracy, and Conv1ld is not feasible for the implementation of an IDS on
the cloud.

4.2. Machine Learning-Based IDS on the Cloud with FS Methods

The FS techniques are applied to improve the accuracy of the IDS. Chi-square and
PCA techniques are used for FS on the best models of XGBoost, LSTM, RF, and MLP.
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4.2.1. LSTM-Based IDS on the Cloud with FS/FE Methods

The performances of LSTM with 25, 15, and 10 features are presented in Table 5. The
testing accuracies with PCA are 94.07%, 94.4%, and 94.4% for 25, 15, and 10 extracted
features, respectively. In contrast, the chi-square demonstrates testing accuracies of 94.25%,
94.5%, and 94% for 25, 15, and 10 selected features, respectively. The results reveal that with
the chi-square FS technique, the accuracy of LSTM improved using 15 features compared
to not employing any FS technique.

Table 5. Test results of LSTM-, RF-, MLP-, XGBoost-based IDSs with FS methods.

ML Model FS Technique No. of Features Accuracy Precision Recall F1-Score

LST™M PCA 25 94.07% 0.82 0.84 0.83
LSTM Chi-square 25 94.25% 0.84 0.84 0.84
LSTM PCA 15 94.4% 0.84 0.83 0.83
LSTM Chi-square 15 94.5% 0.84 0.83 0.83
LSTM PCA 10 94.4% 0.84 0.84 0.84
LSTM Chi-square 10 94.0% 0.84 0.82 0.83
RF PCA 25 97.50% 0.92 091 0.91
RF Chi-square 25 96.50% 0.90 0.87 0.88
RF PCA 15 94.64% 0.85 0.84 0.84
RF Chi-square 15 94.40% 0.84 0.84 0.84
RF PCA 10 94.44% 0.84 0.84 0.84
RF Chi-square 10 94.53% 0.85 0.82 0.85
MLP PCA 25 93.90% 0.84 0.82 0.82
MLP Chi-square 25 93.88% 0.84 0.81 0.81
MLP PCA 15 94.00% 0.84 0.82 0.83
MLP Chi-square 15 93.83% 0.83 0.80 0.80
MLP PCA 10 93.99% 0.84 0.81 0.82
MLP Chi-square 10 92.99% 0.82 0.81 0.81
XGBoost PCA 25 97.67% 0.98 0.98 0.98
XGBoost Chi-square 25 98.35% 0.98 0.98 0.98
XGBoost PCA 15 95.58% 0.96 0.96 0.96
XGBoost Chi-square 15 98.13% 0.98 0.98 0.98
XGBoost PCA 10 95.55% 0.96 0.96 0.96
XGBoost Chi-square 10 95.69% 0.96 0.96 0.96

4.2.2. RF-Based IDS on the Cloud with FS Methods

PCA and chi-square are deployed on the RF algorithm to record the results. The
testing accuracies of the RF algorithm on PCA are 97.5%, 94.64%, and 94.44% for 25, 15, and
10 features, respectively. On chi-square, the accuracies for 25, 15, and 10 selected features
are 96.5%, 94.4%, and 94.53%, respectively. The detailed results are presented in Table 5.

4.2.3. MLP-Based IDS Implementation on the Cloud with FS Methods

PCA and chi-square are deployed on the MLP algorithm, and their results are recorded
for 25, 15, and 10 features, respectively. On PCA, MLP testing accuracies are 93.9%, 94.0%,
and 93.99% for 25, 15, and 10 extracted features, respectively. On chi-square, MLP testing
accuracies are 93.88%, 93.83%, and 92.99% for 25, 15, and 10 features, respectively. The
results are presented in Table 5.
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4.2.4. XGBoost-Based IDS Implementation on the Cloud with FS Methods

The testing results of XGBoost trained with 10, 15, and 25 features selected /extracted
by chi-square and PCA are shown in Table 5. The accuracy of XGBoost with 25 features
computed by PCA is 97.67%, while for features selected with chi-square, it is 98.35%.
Similarly, for 15 features computed by PCA, the accuracy is 95.58%, while with chi-square,
the accuracy is 98.13%. Finally, with 10 features computed by PCA, the accuracy is 95.55%,
and with chi-square, the accuracy is 95.69%. In terms of accuracy, XGBoost trained with
25 features selected by chi-square achieved the highest accuracy of 98.35%.

4.2.5. Comparison of XGBOOST-, LSTM-, RF-, and MLP-Based IDS on the Cloud with
FS Techniques

FS involves choosing a subset of the most informative features from the original set
while reducing dimensionality. It aims to retain the semantic interpretability of the selected
features. In contrast, FE transforms the original features into a new low-dimensional space
using mathematical projection. Although it effectively reduces dimensionality, the extracted
features lose their intuitive meanings.

For an IDS, FS allows the creation of a lightweight and efficient IDS by carefully
selecting relevant original features. On the other hand, FE techniques provide a valuable
way to transform and distill the essence of the original feature set, reducing overall data
dimensionality while preserving critical information. Both FS and FE are essential tools for
enhancing the cybersecurity posture of IoT ecosystems, ensuring effective threat detection
tailored to the limitations and intricacies of IoT devices and networks.

Two FS/FE techniques, i.e., PCA and chi-square, are applied to the XGBoost-, LSTM-,
RF-, and MLP-based IDSs. The results for LSTM showed that chi-square performed best
with 15 out of 40 selected features, achieving a detection accuracy of 94.5%. With RF, PCA
proved to be the most effective technique, resulting in a detection accuracy of 97.5% using
25 features. Similarly, for MLP, PCA resulted in the best detection accuracy of 94% with
15 features. XGBoost trained with features selected by chi-square gave the best results.
With 25 features, the accuracy is 98.35%, while with 15 features the accuracy is 98.13%. The
results above indicate that the highest training accuracy attained with the FS/FE technique
is 98.35%, whereas without using FS/FE, it reaches 99.5%. While reducing features might
reduce prediction time for an IDS, prioritizing accuracy remains crucial for effective IDS
implementation, even if it means retaining a higher number of features. Therefore, the
XGBoost-based IDS without FS/FE outperformed the other ML-based IDSs evaluated in
this study.

We compared the inference times of the FS and FE techniques. We analyzed the
inference times of the XGBoost models trained with both FS and FE as shown in Table 6.
The simulations are carried out on Intel(R) Core(TM) i5-8250U CPU with 8GB RAM. The
inference time of XGBoost without FS/FE is 0.6631 milliseconds. The chi-square method
(FS) showed a higher inference time compared to the PCA method (FE). Overall, the
inference time with FS/FE was more than double that of the XGBoost model without them.

While FS/FE reduced the inference time of XGBoost compared to no FS, real-time
testing considers the combined time of both FS/FE and XGBoost inference. Importantly, FS
is a one-time calculation performed during training. In the testing phase, directly selecting
the top features from the high-dimensional data for dimensionality reduction can be a
preferred choice. However, applying FS to real-time captured packets incurs a higher time
cost than XGBoost inference itself.

Our discussions and results align with the detailed research presented in [42,43]. For
time-critical attacks like DoS/DDoS and MitM, a low inference time is crucial for the IDS.
Therefore, we deployed the XGBoost model (estimator = 150) without FS/FE due to its
superior accuracy and faster inference time.



Future Internet 2024, 16, 200

14 of 22

Table 6. PCA vs chi-square for multiclassification using XGBoost—inference time in milliseconds.

No. of Features PCA XGBoost + PCA Chi-Square XGBoost + Chi-Square

10 1.1547 1.7944 1.3518 1.9761
15 1.2732 1.8900 1.4709 2.0856
25 1.2629 1.8813 1.6112 2.2363

4.3. Machine Learning-Based IDS Implementation on IoT Device

An ML-based IDS has been embedded in a microcontroller-based smart thermostat, a
low-power and cost-efficient IoT device functioning as an HTTP client to upload building
temperature and humidity data to the AWS cloud server via WiFi technology. The RF-,
XGBoost-, DT-, and ANN-based IDSs are embedded in the smart thermostat to determine
their feasibility in terms of accuracy, storage requirements, and inference time. The TinyML
library is used to embed the trained IDS on the microcontroller. The trained models of
RE, XGBoost, ANN, and DT are embedded in the smart thermostat to classify the network
traffic as attack or normal. Low-power IoT devices are vulnerable to various security
threats due to their limited resources. Consequently, these devices may be exploited for
backdoor, DoS/DDoS, MITM, scanning, and ransomware attacks. Given the restricted
access of low-cost IoT devices to network traffic features, researchers opted to deploy an
IDS on a Raspberry Pi-based edge device, leveraging tools like tcpdump and Wireshark for
extracting network features. This study focuses on implementing the primary defense layer
on the microcontroller-based IoT device (smart thermostat), which lacks packet analyzer
tools. An ML-based IDS is specifically designed for the binary classification of attacks. The
IDS classified backdoor, scanning, DDoS, MITM, and ransomware as attacks (i.e., 1), while
normal traffic was classified as 0.

4.3.1. ML-Based IDS Implementation on Smart Thermostat Using Connection, Statistical,
and DNS Activity Features of TON_IoT Dataset

In this work, ANN, RF, XGBoost, and DT are tested as ways of implementing the
binary classifier IDS. The TON_IoT dataset is used for training the IDS at the edge device.
The dataset is split into 70% training and 30% testing data. The 10-fold cross-validation
has been applied during training to ensure the generalization of the ML model. Due
to limited computational and storage resources at the edge device, we trained the IDS
with 25 features (i.e., connection activity, statistical activity, and DNS activity). The ML-
based IDS is evaluated in terms of accuracy, precision, recall, F1-score, false positive rate
(FPR), and false negative rate (FNR). The testing results of the binary classification of the
XGBoost-, RF-, DT-, and ANN-based IDSs are shown in Table 7. These results indicate
that the RF-based IDS (100 estimators, depth = 8) outperformed the other RF models.
Additionally, the DT model with a depth of 18 achieved an accuracy of 99.85%. Regarding
ANN, experiments were conducted with 50, 100, 150, and 200 neurons, revealing that all
ANN models performed best at 100 epochs. Among these, the three-layered ANN model
exhibited the highest accuracy of 98.93%. XGBoost outperformed the other ML models and
achieved the highest accuracy of 99.92%.

The implementation results are shown in Table 7. The table shows the testing accuracy,
program storage, and inference time average of 30 packets. DT outperformed RF, XGBoost,
and ANN in terms of inference time, being capable of classifying network traffic as nor-
mal/attack in 5.09 ps with 99.05% accuracy. The DT-based IDS (depth = 8) consumed 65.94%
of program memory of the IoT device. The DT model with a depth of 20 achieved the best
accuracy of 99.85% and the inference time for classifying network traffic is 11.36 us. The
precision, recall, and F1-score for this model are 0.99, while the program storage required
for this model is 66.73%. In terms of accuracy, FNR, FPR, and XGBoost with 100 estimators
outperformed RF, ANN, and DT with an accuracy of 99.92%, FPR of 0.04%, and FNR of
0.23%, but the inference time is 3002.78 us. The best accuracy achieved by the RF-based
IDS is 98.89% with 100 estimators. The FNR for this model is 1.28% and the FPR is 1.06%. It
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is not feasible to implement the RF model with 200 estimators since the required memory
is not available on an ESP32-based edge device. The ANN model-based IDS is also studied
in this work. Two-layered and three-layered ANN models are used for the IDS. The best
accuracy achieved with the ANN model (Layer 1 = 96, Layer 2 = 64, Layer 3 = 32) is 98.93%.

Table 7. IDS implementation on microcontroller-based IoT device using ToN_IoT dataset (connection,
statistical, and DNS activity features).

ML Model
(No. of Estimators)

Computation Program

Accuracy Precision Recall F1-Score FNR FPR Time ps (Average) Storage

XGBoost (Estimator = 50,

Depth = 8) 99.91% 0.99 0.99 099  023% 0.04% 1840.70 80.92%
XGBoost (Estimator =100, o9 g4, 0.99 0.99 099  023% 0.04% 3002.78 82.71%
Depth = 8)
XGBoost (Estimator =150, g9 959, 0.99 0.99 0.99 023%  0.04% 3514.39 83.34%
Depth = 8)
XGBoost (Estimator =200, 44 g7, 0.99 0.99 099  025% 0.04% 4100.54 83.86%
Depth = 8)
RF (Estimator =50, 98.67% 0.95 0.98 097  134% 1.32% 628.62 72.76%
Depth = 8)
RF (Estimator =100, 98.89% 0.96 0.98 0.97 1.28% 1.06% 1565.01 79.0%
Depth = 8)
RF (Estimator =150, 98.72% 0.95 0.98 097  128% 1.28% 2679.09 85.12%
Depth = 8)
RE (Estimator =200, 98.71% 0.95 0.98 097  128% 1.29% - Memory
Depth = 8) overflow
DT (Depth = 6) 97.94% 0.92 0.99 095  1.01% 2.34% 6.05 65.83%
DT (Depth = 8) 99.05% 0.98 0.97 097  237% 0.56% 5.09 65.94%
DT (Depth = 10) 99.53% 0.98 0.99 099  092% 0.34% 6.96 66.13%
DT (Depth = 12) 99.69% 0.99 0.99 099  054% 0.25% 8.82 66.40%
DT (Depth = 14) 99.78% 0.99 0.99 099  045% 0.15% 9.90 66.56%
DT (Depth = 16) 99.84% 0.99 0.99 099  037% 0.10% 11.61 66.68%
DT (Depth = 18) 99.85% 0.99 0.99 099  034% 0.10% 11.82 66.72%
DT (Depth = 20) 99.85% 0.99 0.99 099  031% 0.10% 11.36 66.73%
ANN (Layer 1 =32, 98.62% 0.97 0.96 097  331% 0.65% 131.98 75%
Layer 2 = 16)
ANN (Layer 1 = 64, 98.98% 0.97 0.97 097  259% 0.58% 296.12 76.15%
Layer 2 = 32)
ANN (Layer 1 = 64, o o o o
Layer2= 3 Layer3=16) 9892 % 0.97 0.97 097  2.74%  0.62% 350.16 76.34%
ANN (Layer 1 = 96, 98.93% 0.97 0.97 097  241% 0.70% 3088.97 78.32%

Layer 2 = 64, Layer 3 = 32)

Due to the limited storage and computational power of the microcontroller-based edge
device, our objective is to identify an IDS that can deliver accurate results within a shorter
time frame. The XGBoost-based IDS has proven superior to DT, RF, and ANN in terms
of accuracy, FNR, and FPR. The highest accuracy achieved by the XGBoost-based IDS is
99.92%, but it requires 3002.78 ps for threat detection. In contrast, XGBoost’s performance
is only 0.07% better than DT, yet DT completes computations in 11.36 ps. Considering DT’s
significantly quicker detection time compared to XGBoost, it could be the preferred choice
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for implementing the IDS on edge devices. However, the accuracy of the IDS is crucial.
Therefore, XGBoost should be preferred for the implementation of the IDS.

4.3.2. ML-Based IDS Implementation on Smart Thermostat Using Connection and
Statistical Activity Features

Considering the limited access to the IwlIP library and the nature of our application,
only connection activity and statistical activity network features are considered. To avoid
overfitting, we excluded timestamp, source and destination IP addresses. The input features
that can be extracted on the Esp32-based smart thermostat are source port, destination port,
proto, service, duration, source bytes, destination bytes, connection state, missed bytes,
source packets, source IP header bytes, destination packets, and destination IP header bytes.
Based on these 13 features, the XGBoost, RF, DT, and ANN models are trained for binary
classification and the results are shown in Table 8. The results show that XGBoost with
the depth of 8 and 100 estimators outperformed DT, RF, and ANN in terms of accuracy,
FPR, and FNR, while DT with a depth of 5 is the fastest in terms of inference time. The best
results of XGBoost, DT, RF, and ANN are summarized in Figure 3. XGBoost (100 estimators,
depth = 8), DT depth = 5), RF (150 estimators, depth = 8), and ANN are compared in terms
of accuracy, program memory, inference time, FPR, and FNR. The F1-score, recall, precision,
and accuracy are summarized in the subfigure titled Accuracy(%). Although the inference
time of DT is 3.2 us, the FPR and FNR of DT are 0.60% and 0.72%, respectively, compared to
XGBoost, which has an FPR and FNR of 0.30% and 0.06%, respectively. Since the required
program memory is available in the microcontroller of the smart thermostat, XGBoost is the
preferred choice for implementing an IDS with 13 features due to its superior performance.

Accuracy (%) Program Memory(%)

78 o
76.38% 75.68%

joe i
DT . 76 74.67%
% o 74
ANN N 72
; 196. 70
RF .
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Figure 3. Comparison of XGBoost-, RE-, DT-, and ANN-based IDS implementation on smart thermo-
stat using Ton_IoT dataset.
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Table 8. IDS implementation on edge using connection and statistical activity features of
TON_IoT dataset.

ML Model - Computation Program
(No. of Estimators) Accuracy Precision Recall F1-Score  FNR FPR Time ps (Average) Storage

XGBoost (Estimator = 50,

Depth = 8) 99.92% 0.99 0.99 0.99 0.35%  0.05% 12234 75.0%

XGBoost (Estimator =100, o9 g, 0.99 0.99 0.99 0.30%  0.06% 2056.2 76.38%
Depth = 8)

XGBoost (Estimator =150, gg 959, 0.99 0.99 099  030%  0.06% 2480 76.8%
Depth = 8)

XGBoost (Estimator =200, 44 g0, 0.99 0.99 0.99 030%  0.06% 2936.7 77.32%
Depth = 8)

RF (Estimator =50, 99.52% 0.99 0.92 0.96 025%  0.49% 407.9 70.57%
Depth = 8)

RF (Estimator =100, 99.52% 0.99 0.93 0.96 025%  0.48% 13124 75.68%
Depth = 8)

RF (Estimator =150, 99.53% 0.99 0.93 096  025%  0.47% 2729.7 80.39%
Depth = 8)

RF (Estimator =200, 99.52% 0.99 0.93 0.96 025%  0.48% 3584.2 85.08%
Depth = 8)

DT (Depth = 5) 99.68% 0.99 0.96 0.97 0.60%  0.72% 32 65.74%

DT (Depth = 10) 99.59% 0.99 0.94 0.96 0.79%  0.38% 8.4 65.96%

DT (Depth = 15) 99.58% 0.99 0.94 0.96 0.93%  0.38% 12 66.23%

DT (Depth = 20) 99.59% 0.99 0.94 0.96 0.84%  0.30% 11.4 66.34%

ANN (Layer 1 = 32, 99.24% 0.99 0.88 0.93 11.28%  0.01% 102.3 74.67%

Layer2=16)
ANN (Layer 1 = 64, 99.23% 0.99 0.88 097  11.09% 0.01% 242.8 75.87%
Layer 2 = 32)

ANN (Layer 1 = 64, o o o o

Layer 2= 32, Layer 3 < 16) 99.17% 0.98 0.89 093  1078% 0.12% 4782 76.01%

ANN (Layer 1 = 96, 99.22% 0.99 0.89 0.93 10.83%  0.06% 3986.2 76.15%

Layer 2 = 64, Layer 3 = 32)

4.4. Real-Time Testing of IDS on Smart Thermostat

The smart thermostat uploads the data on the AWS cloud server (http://16.170.2
15.67/display). The smart home application provides users with remote access to turn
ON/OFF the HVAC through the webpage. This bidirectional communication is vulnerable
to DoS and MITM attacks. Using our smart thermostat dataset, we trained XGBoost, DT, RF,
and ANN for IDS implementation on the smart thermostat. The testing results of the IDS
implemented with XGBoost, RF, DT, and ANN are shown in Table 9. The IDS implemented
with XGBoost (depth = 8, estimator = 100) achieved the highest accuracy of 97.66%. The
best accuracy achieved with RF (depth is 8, estimators = 20) is 95.33%, with DT (with a
depth of 15) it is 96.54%, and with ANN it is 93.41% as shown in Figure 4. The accuracy,
F1-score, recall, and precision are summarized under the subfigure titled Accuracy (%),
whereas the comparison of program memory requirements, inference time, FPR, and FNR
are also shown in Figure 4. The results clearly show that although the inference time of
XGBoost is high and it requires more program memory, it outperformed DT, ANN, and RF
in terms of accuracy, F1-score, recall, precision, FPR, and FNR.


http://16.170.215.67/display
http://16.170.215.67/display
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Table 9. IDS implementation on smart thermostat using IDSH dataset.
ML Model - Computation Time  Program
(No. of Estimators) Accuracy Precision Recall F1-Score FNR FPR us (Average) Storage
XGBoost (Estimator =50, o, ;g0 0.97 0.97 097  276%  2.24% 1502.3 77.0%
Depth = 8)
XGBoost (Estimator =100, o, (oo, 0.97 0.97 097  276%  2.12% 3515.9 84.01%
Depth = 8)
XGBoost (Estimator = 150, o o o Memory Out 3
Depth = 8) 97.50% 0.97 0.97 097  326%  2.12% B
XGBoost (Estimator = 200, o o o Memory Out
Depth - 8) 97.58% 0.97 0.97 097  3.01% 2.12% B -
RF (Estimator =50, 95.17% 0.93 0.96 0.94 1.19%  2.48% 439 69.53%
Depth = 8)
RF (Estimator =100, 95.17% 0.93 0.96 094  1.00% 6.61% 1357.6 73.46%
Depth = 8)
RF (Estimator =150, 95.25% 0.93 0.96 0.95 1.00%  6.50% 2331.4 77.29%
Depth = 8)
RF (Estimator =200, 95.33% 0.93 0.96 0.95 1.00%  6.38% 3314.4 80.96%
Depth = 8)
DT (Depth = 5) 90.59% 0.88 0.90 089  854%  9.81% 37 66.54%
DT (Depth = 10) 94.61% 0.93 0.94 094  477%  5.67% 6.2 66.61%
DT (Depth = 15) 96.54% 0.96 0.96 096  577%  2.36% 73 66.71%
DT (Depth = 20) 96.38% 0.96 0.95 096  6.03%  2.48% 8.0 66.78%
ANN (Laé’ej % 532’ Layer 92.76% 0.85 0.93 0.89 6.28%  7.68% 117.5 78.02%
ANN (Lagei ;’2:) 64, Layer 47 950, 0.80 0.97 087  3.01% 11.46% 286.6 76.11%
ANN (Layer 1 =64, Layer2 ) g5, 0.84 0.95 089  477%  8.15% 313.9 75.92%
=32, Layer 3 = 16)
ANN (Layer 1 =96, Layer2 o, 450, 0.85 0.96 090  326%  8.15% 2498.1 75.28%

=64, Layer 3 = 32)
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Figure 4. Comparison of XGBoost-, RF-, DT-, and ANN-based IDS implementation on smart thermo-
stat using IDSH dataset.

4.5. Discussion

In this study, the IDS is deployed on a smart thermostat built with the ESP32 micro-
controller. The microcontroller boasts 440 KB of ROM and 520 KB of SRAM for program
memory and instructions, respectively.

We conducted an initial feasibility test by implementing the IDS, incorporating con-

nection activity, statistical activity, and DNS activity features. Utilizing XGBoost, the IDS
consumed 82.71% of program memory and required 3002.78 us to compute the output.
Conversely, the IDS implemented with RF consumed 79.0% of program memory and took
1565.01 ps for computation. Similarly, the IDS implemented with ANN utilized 76.15% of
program memory and took 296.12 us for computation. Notably, DT outperformed XGBoost,
ANN, and RF in terms of program memory and inference time, consuming just 66.73% of
program memory and requiring only 11.37 us for computation.
We also implemented the IDS using connection and statistical activity features. The most
efficient XGBoost model utilized 76.38% of program storage and took 2056.2 ps for compu-
tation. Following closely in accuracy, the DT model consumed 65.74% of program memory
with an inference time of only 3.2 ps. In contrast, RF consumed 75.68% of program memory
with an inference time of 1312.4 pus. The ANN model, ranking fourth in accuracy, consumed
75.87% of program memory with an inference time of 242.8 ps.

Furthermore, we implemented the IDS with the IDSH dataset, which combines sensor
and network datasets. The highest accuracy achieved by XGBoost (estimator = 100, depth = 8)
is 97.66% but with an inference time of 3515.9 us, whereas with XGBoost (estimator = 50,
depth = 8), the IDS consumed 77.0% of program memory with an inference time of 1502.3 ps.
The RF model consumed 80.96% of program memory with an inference time of 3314.4 us,
while the DT model consumed 66.78% of program memory with an inference time of 8.0 mi-
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croseconds. The ANN model consumed 75.28% of program memory with an inference time
of 2498.1 ps. It is noteworthy that for the IDSH dataset, the XGBoost models with estimators
of 150 and above encountered memory constraints preventing their implementation on the
smart thermostat.

DT operates on a simpler model, making decisions based on if-else rules at each node,
which requires less computation time compared to the matrix multiplications and activity
functions utilized in XGBOOST, ANN, and RF. As a result, the inference time of DT is less
than that of XGBOOST, ANN, and RE However, XGBoost captures complex relations in the
data and handles non-linear patterns more effectively. Moreover, it possesses the capability
to consider both past and future covariates present in the input data. The internal feature
of hyperparameter tuning further contributes to its higher accuracy, making XGBoost’s
accuracy superior.

Table 9 and Figure 4 present the results of the IDS deployed on the smart thermostat
device using our IDSH dataset. The trained ML models were embedded in the ESP32
microcontroller-based smart thermostat, and the inference time was calculated after gen-
erating attacks from our Raspberry Pi-based attacker node. Based on these results, we
determined that the inference time of XGBoost exceeds that of DT. However, given that the
building dynamics are slow and a delay of a few milliseconds in HVAC control input will
not significantly impact the indoor environment, we prioritize accuracy. Therefore, for the
smart thermostat, the XGBoost (estimator = 50, depth = 8)-based IDS is embedded in the
smart thermostat for intrusion detection.

5. Conclusions and Future Work

In this work, a two-layered ML-based IDS is proposed. The proposed IDS is trained
to be deployed on IoT devices and the cloud side of an IoT network to detect threats as
soon as possible. The first layer of the IDS is embedded in the microcontroller-based smart
thermostat using TinyML for binary classification. DDoS, MITM, ransomware, scanning,
and backdoor attacks are detected on IoT devices. These attacks are labeled as an attack
class for binary classification. The results show that the decision tree (DT)-based IDS can
detect the attacks with 99.85% accuracy in 11.36 ps. The smart thermostat is also tested
against real attacks (DoS, MITM) generated by the Raspberry Pi-based attacker node, and
the accuracy of XGBoost is 97.59%. The dataset is comprised of 4144 samples, which were
collected in this work.

The second layer of the IDS is deployed on the cloud, and five ML algorithms, namely
LSTM, RF, MLP, Conv1ld, and XGBoost, are trained to detect attacks such as DoS, DDoS,
port scanning, MITM, XSS/injection, brute force, backdoor, and ransomware. The XG-
Boost algorithm showed the best results on the cloud with a detection accuracy of 99.5%,
followed by RF, which showed the second-best results on the TON_IoT dataset with a
detection accuracy of 99.4%. Two FS techniques, chi-square and PCA, are also employed
on algorithms trained on the cloud side of the IoT network, but they did not significantly
improve detection accuracy. The best results are obtained with chi-square, which showed
98.35% accuracy with XGBoost, while the best accuracy achieved with PCA is 97.67% with
XGBoost. The IDS on the cloud detects incoming traffic and, if it is classified as normal,
uploads it to the webpage.

Based on the experimental results, it is found that the DT-based IDS outperformed
ANN, RF, and XGBoost in terms of inference time and memory requirements, while the
XGBoost-based IDS outperformed the other ML models in terms of accuracy, precision,
recall, f1 score, FPR, and FNR. For an IDS, accuracy is crucial. Therefore, prioritizing
accuracy over inference time, XGBoost is the preferred choice for IDS implementation on
the cloud and smart thermostat due to its superior performance in terms of accuracy. The
XGBoost-based IDS is deployed on the cloud, and prediction results are also shared on the
website along with the smart thermostat data. For the future prospects of this work, the
presented two-layered IDS will be tested for additional attacks, and we will extend the
number of samples in our smart home dataset. Due to limited resources and the restricted
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access of the IwlP library to network parameters, we managed to retrieve only a limited set
of network parameters on the microcontroller. In the future, we will work on extracting
additional network parameters at the IoT device.
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