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Abstract

Over the past few decades, there has been a substantial increase in network bandwidth, accompanied
by significant advancements in network technologies. As a result, there arose a demand for specialized
hardware capable of relieving network-related workloads from the CPU. In response, the Smart NIC, a

more intelligent network interface card, was introduced to alleviate the burden on server throughput.

The journey of my PhD work and thesis commenced with an exploration of both established and
emerging Smart NIC technologies. The overarching objective was to harness FPGA technology to design
and implement an innovative and universal Smart NIC architecture. This architecture was engineered to
efficiently offload CPU workloads in common usage scenarios, particularly within Cloud and Telecom

networks.

Given the adaptable nature of the NIC/Smart NIC, designed to seamlessly integrate with a range of
hardware and operating systems, I leveraged various Open Source standards to develop a comprehensive
FPGA-based Smart NIC solution. This solution encompassed both hardware and software components,

contributing to the acceleration of intra- and inter-server networking.

The focus of my PhD thesis was directed towards the design and implementation of the FPGA-based
components. I chose P4 as the foundational architecture, providing the necessary programmability and
flexibility to meet our objectives. Multiple algorithms were devised to enhance throughput and reduce
latency, with a particular emphasis on two scenarios: intra-server Open Virtual Switch offloading and

inter-server Segment Routing.

To validate the effectiveness of our approach, a series of experiments were conducted, utilizing intra-
and inter-server use cases. The results of these experiments served as compelling evidence, showcasing
the substantial improvements achieved through the deployment of Smart NIC technology. This
encompassed enhancements in both intra-server and inter-server throughput and reductions in latency,

underscoring the significant impact of Smart NICs in optimizing network performance.
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Chapter 1. INTRODUCTION

Cloud computing and cloud services [1] grow and expand continuously with new technologies such as
serverless computing and containerization. Major cloud providers are also expanding their services to include Al
(Artificial Intelligent) and machine learning. Benefiting from the natural remote service attribute, cloud computing
and cloud services have gone through the outbreak of application scenarios due to the Coronavirus (COVID-19)
pandemic: online education, remote work, online medical and other demand surged [2]. The pandemic has affected
how companies and organizations work as well as cloud services. IDC forecasts [3] pointed out that, cloud
computing and cloud services have moved from the Internet to the Intranet, which not only promotes the
comprehensive digital transformation of enterprises, but also profoundly affects the production and lifestyle of the

entire society.

Apart from Cloud, fifth generation of mobile networks network (5G) has grown from infant to mature since
2020. As of September 2021, over 170 operators in 70 countries have launched commercial 5G networks. The
number of base stations has also increased rapidly. According to the latest projections from Gartner [4], the revenue
generated from worldwide 5G network infrastructure is set to experience robust growth, with a forecasted increase
of 39% to reach a total of $19.1 billion in 2024, up from $13.7 billion in 2023. Looking ahead to 2026, these
projections anticipate a staggering 3.5 billion 5G connections globally, with 5G networks extending their coverage

to over a third of the world's population.

The impetus behind this surge in demand can be largely attributed to the impact of the COVID-19 pandemic,
which has led to an increased need for high-speed broadband connectivity [5]. This surge in demand is driven by
bandwidth-intensive and latency-sensitive applications, including video calls, online gaming, and streaming video.
These emerging technologies and evolving requirements are substantially elevating the need for end-to-end

bandwidth and reducing latency demands, thereby reshaping the landscape of inter-server communication.

In the meantime, Moore’s law comes to an end, which leads to the restriction of the growth of the computation
power per Central Processing Unit (CPU) core. To adapt to the increasing tasks and algorithms requirements for
CPU powers, without double processing powers every 18 to 24 months as suggested by Moore’s law [6], more and
more CPU cores are adopted by a single server, which promotes the adoption of virtual technologies (containers,
virtual machines) [7] in the Data Centers to meet multi-user applications. The emergence of the virtual technologies
enabled hosting diverse range of applications by using multi-core technologies efficiently, but it introduced
diversity and complexity to the intra-server network. Servers must provide virtual and physical interconnects to
enable web-scale products operational all year long, and the increased throughput to the servers gave more and
more pressures on the servers to provide higher throughput and lower latency in the virtual and physical

interconnects.

Down to the servers, the traditional way of processing the network packets in the server was using the Network
Interface Card (NIC) and CPU cores. The NIC, equipped with Layer 1 Serdes and Layer 2 protocol extraction,
focused on dealing with Ethernet Layer 2 to Layer 3 processing, and the CPU cores processed Layer 4 to Layer 7.
However, because of the increased complexity of the network with emerging protocols and tunnels and the
increased throughput. The traditional way of processing the network packets takes up CPU cores for network

processing. A few technologies have been introduced for processing the network packets and offloading the CPUs,

13



the Smart Network Interface Card was one of them. The introductory chapter outlined the innovated technologies
towards dealing with emergent network complexity and helping to offload the CPUs. Because of the NIC’s nature
as part of IT devices in the servers, and controlled by the control plane software, the technologies innovation could

be traced from open network and IT to the NIC itself.

1.1 Motivation
1.1.1 Open Network- enabled Hardware Innovation

Over the past 15 years, within the telecommunications industry, innovation often remained theoretical rather
than being implemented due to factors such as monopolization, technological complexity, and a lack of competitive
dynamics in the market. A significant shift occurred when web-scale companies, with substantial network demands,
began to call for more affordable and adaptable technologies. This drove the necessity to democratize networking
technologies, thereby accelerating innovation and fostering creativity. Consequently, the last decade has emerged
as an era of flourishing network innovation, marked by the introduction of numerous open standards, protocols,

and reference implementations.

Software Defined Networking (SDN) [8] represents a significant effort in the endeavor to standardize and
generalize network programming. In parallel, Network Function Virtualization (NFV) [9] extends conventional
Information Technology (IT) virtualization principles to network infrastructure. SDN and NFV technologies have
achieved considerable momentum and widespread adoption as they transitioned from experimental phases to
integral components of modern product ecosystems, albeit not always in their original configurations. Yet, SDN,
along with open protocols that decouple the control plane from the data plane, faces an inherent challenge—or,
from a more pessimistic perspective, hindrances—when it comes to communicating and managing network
equipment responsible for handling network packets and serving as forwarding components. These network devices

essentially impose limitations on how they can be defined through software.

Comparing to the revolution of the software side of the network, the rigid black boxes-kind of hardware has
been the obstacles of supporting the agile network control for the industry for many years. With the software side
of the network improves continuedly, such as SDN and NVF, there has also been a few attempts to improve the

programmability and efficiency of the hardware-based network data plane platforms.

The forwarding metamorphosis [ 10] initiative aimed to introduce a match-action processing model as a response
to the limitations of the existing OpenFlow-style approach to match and action processing. The prevailing method
of match and action processing is restricted to a fixed set of fields and offers a limited array of packet processing
actions. In the research paper, a comparative analysis was conducted, evaluating the merits of "Single Match Table,"
"Multiple Match Tables," and "Reconfigurable Match Tables (RMT)" as popular solutions. RMT, as one of the
explored solutions, employs a series of pipeline stages, each equipped with a match table of arbitrary depth and
width, enabling the matching of fields. It affords programmers the flexibility to comprehensively modify all header
fields, surpassing the capabilities of Open Flow (OF). The paper delves into the design of a 64-port, 10 Gb/s switch
chip implementing the RMT model. This implementation serves as a demonstration, dispelling concerns within the
community and establishing that flexible OF hardware switch implementations are indeed feasible with negligible

additional costs or power consumption.
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The Open Compute Project (OCP) [11], originally launched by Facebook with the vision of creating the world's
most energy-efficient data center capable of handling massive scale at minimal expense, has transformed into a
collaborative community dedicated to revamping hardware technology to meet the increasing demands on
computing infrastructure. OCP fosters a dynamic industry ecosystem for the global deployment of data centers in
the cloud. Its objective is to gather contributions from a worldwide community of technology pioneers, working
together to open proprietary IT infrastructure, initiating innovation from the foundation, and enhancing the

efficiency, flexibility, and scalability of hardware.

Griffin [12] proposed programmable optical networking solution to enhance operations and resource efficiency
for Data Center interconnects. The paper demonstrated a function-programmable and application-aware intra Data
Center platform, which, on hardware side, the self-defined FPGA-based Top of Rach (ToR) switch is equipped
with Ethernet over Time Division Multiplexing (TDM) and Wavelength Division Multiplexing (WDM)
programmable capability; and on software side, a multi-stage software defined controller was built allowing
dynamic allocation of resources and communicate to the hardware. The emphasis is on the optical programmability,

and the adoption of more optical devices, not only fibers and transceivers in the cloud-based Data Centers.

P4 [13] serves as a programming language for network data plane customization. Given the ongoing
proliferation of new header fields requiring integration into the OpenFlow interface, the Programming Protocol-
independent Packet Processors (P4) language was conceived to instruct a target device on how to process packets.
P4, a product of extensive research community endeavors, offers a dynamic way to define packet processing
pipelines. The advent of P4 elevates the level of abstraction for network programming. It is crucial to note that this
consortium, alongside the associated standards and protocols, is still in its nascent stages, making efforts to harness
this technology even more significant in contributing to its evolution. Companies like Barefoot Networks [14]
advocate for implementing open standards in the data plane. Moreover, major networking chip manufacturers have

recently started incorporating P4 capabilities, given the growing traction of this approach [15] [16].

1.1.2 Intra-server Network Innovation

Furthermore, in the realm of software, several open design and standard forums have emerged with the aim of
offering open design templates for different sectors within the IT and Networking industries. This initiative serves
to encourage community involvement and streamline the fusion of various IT and networking technologies,

ultimately enhancing efficiency and performance.

The Data Plane Development Kit (DPDK) [17] [18], originally conceived by Intel, has matured into an open-
source initiative hosted under the aegis of the Linux Foundation. DPDK serves as a versatile software development
kit meticulously crafted for the network data plane. Within its arsenal, DPDK houses an array of libraries designed
to turbocharge packet processing workloads, ensuring optimal performance across a diverse spectrum of CPU
architectures. DPDK distinguishes itself by achieving lightning-fast packet processing, accomplishing this feat by
completely circumventing the kernel and conducting all operations within the user space. Moreover, DPDK
embodies a low-overhead run-to-completion model that's finely tuned for swift data plane performance. It relies on
direct polling to access devices, thereby eliminating the performance penalties often associated with interrupt
processing. This streamlined and efficient approach facilitates the seamless acceleration of data plane operations,

positioning DPDK as a dynamic and robust solution for demanding networking scenarios.
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Open virtual Switch (OvS) [19] [20] [21], is a robust, multilayer virtual switch released under the open source
Apache 2.0 license, purpose-built for virtualized environments. Its core design objective is to empower extensive
network automation through programmatic extensions, all while steadfastly supporting standard management
interfaces and protocols like NetFlow and sFlow. However, as the number of hosted virtual machines (VMs) within
a single server increases, OvS’s forwarding table expands significantly. This expansion demands more

computational resources, which, in turn, leads to performance bottlenecks.

Enter Fast data — Input/Output (FD.io) [22], an open-source solution meticulously crafted to optimize the I/O
path within virtualized systems. In contrast to Open vSwitch, which operates within the kernel, FD.io functions in
the user space. In [23], it defines FD.io as a compendium of various projects and libraries engineered to enhance
the transformative journey initiated by DPDK, thereby supporting adaptable, programmable, and composable
services on a versatile hardware platform. The linchpin of FD.io is Vector Packet Processing (VPP), which
processes packets in vectorized fashion within a processing graph, markedly amplifying packet processing speed

and overall system performance.

The Open Platform for NFV (OPNFV), as outlined in [23], plays a pivotal role in advancing the development
and evolution of NFV components across a diverse array of open-source ecosystems. Through comprehensive
system-level integration, deployment, and rigorous testing, OPNFV constructs a foundational NFV platform
serving as a reference point. This reference platform expedites the transformation of both enterprise and service
provider networks, bringing about the realization of cutting-edge capabilities for the benefit of all stakeholders

involved.[24] [25]

The IT and networking innovation and open-source collaboration listed above see the efforts for adapting the
development of the network, decreasing the network complexity, increasing the network performance, and enabling
the white box solution on the network devices to support current data center network changes. Summarizing [17]-
[25], the virtualized and kernel bypass technologies grow fast. However, the virtualization and bandwidth in the
data center network grow faster. As the CPU has been stretched to its limit, how to employ new or existing hardware

to accelerate the network packet processing need innovational design and implementation.

1.1.3 NIC to Smart NIC innovation

When massive amount of data influx into the Data Centers (DC), to the server, it is the network interface card
(NIC) which handles the network input/output packets. The NIC was traditionally designed and implemented
dealing with the Physical and Data Link layers in Open Systems Interconnection (OSI) model. The higher layers
are handled by software drivers of the NIC and by protocol stacks embedded in the host processor and kernel. It
means the packets, come from the outside world, go through the physical interfaces and the MAC of the NIC, and
then to the software side, processed by the driver and sent to the protocol stacks for the data extraction. All the
server and computer-based network traffic processing require intense workload from the CPU, which is primarily
designed for compute but not for network packet processing, especially with the extensive traffic bandwidth

requirement.
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Figure 1:NIC and Smart NIC

Presently, the majority of public cloud-based Data Centers have undergone upgrades, transitioning from 10
Gbps to 25 Gbps, while in some privately managed compute-based Data Centers, individual server bandwidth has
even surged to 100 Gbps or 200 Gbps. Operating and managing network processes efficiently is a critical aspect of
modern computing, particularly in data-intensive environments. When network speeds are relatively moderate,
staying below the 10 Gbps threshold, it is entirely feasible to rely on the inherent capabilities of the Operating
System (OS) and the robust multicore processors available in the market. These components work in harmony to

handle data transmission, ensuring that the network operates smoothly and efficiently.

However, as the need for higher data rates surpasses the 100 Gbps mark, traditional methods may no longer
suffice. To achieve such exceedingly high throughputs without overloading the CPU, servers must embrace
innovative technologies. Kernel bypass and offloading are at the forefront of these advancements. They enable
servers to bypass the conventional network processing layers, allowing for a more direct and optimized data flow.
By offloading some of the network-related tasks to specialized hardware or NICs, servers can attain exceptional

data transfer rates while minimizing the consumption of precious CPU cycles.

One notable area where significant progress has already been made is in the realm of offloading various
processing and network functions to NICs. Tasks like TCP/IP (Transmission Control Protocol/Internet Protocol)
offloading have been developed to streamline the network stack's operations. These offloading technologies
effectively free up the CPU from handling these specific tasks, which can be demanding and resource intensive. As

a result, the overall performance of the server is significantly enhanced.

In [26], the NIC took over processing the entire TCP/IP stack on the hardware, which means the NIC handles
all of the packet formation, checksum and other tasks, the CPU exchanges blocks of data with the NIC. However,
since the TCP/IP stack is not a simple mechanism, the NIC itself can be easily overwhelmed with the TCP/IP
offload, then causes data loss and worse performance. Since the TCP/IP stack can be very complexity based on the
use case, to reduce the resource usage and balance the CPU and NIC workload, there is another TCP/IP oftfload

method, called TCP/IP checksum offload.

TCP/IP checksum offload [27] is a method of offloading the TCP/IP/UDP checksums calculation and
verification in the NIC, which allows the packets’ TCP/IP checksum to be parsed and calculated by the NIC rather

17



than by the host CPU. The kernel bypasses the calculation of the TCP/IP checksum and then throws the packet to
the NIC, which processes the packets, calculates the checksum, and replace the original packet checksum fields

with the one it calculated.

With the TCP/IP checksum offload in mind, there is another TCP/IP offload method, called TCP/IP
segmentation offload [28], when a host or CPU needs to transmit a large bulk of data to the network, the data must
be broken down to smaller packets that can follow the Ethernet or other protocols and pass through all the devices
to the destination. Instead of dealing with the whole TCP/IP stack, the TCP/IP segmentation offload allows a
TCP/IP stack in the host to emit larger frames and sends them to the NIC which divides the large frame into the
frames that can be accepted by the devices. The initial TCP/IP headers needs to be copied and adjusted to the newly
formed frames. Furthermore, the TCP/IP/UDP checksums need to be calculated and verified in the NIC as well.

TCP/IP offloading, regardless of the method employed, serves as an effective means of conserving CPU
resources. At the system level, the introduction of Single Root I/O Virtualization (SR-IoV) [29] permits direct NIC
access to virtual machines without CPU intervention, thereby reducing latency between virtual machines and
boosting bandwidth. SR-IoV bypasses the hypervisor, enabling direct communication between the NIC and virtual
machine. However, with the emergence and expansion of SDN-based solutions, SR-IoV, being hypervisor-

independent, cannot be controlled by the SDN controller.

The integration of SDN applications and infrastructure, including virtual switches, within server environments
places increased demands on the underlying hardware. These demands are necessitated by the objective of
establishing a highly dynamic operational environment. In essence, the goal is to create a setup where these
applications and infrastructure can operate seamlessly and efficiently. A key concept in this context is the
programmable data plane, which can exist in both virtual and physical manifestations. This programmability opens
exciting possibilities for enhancing the utilization of network and processing resources. The primary outcome is
the creation of an environment that's conducive to offloading computing and communication tasks, leading to more

efficient and responsive systems.

Hence, the conventional NIC, with its physical and MAC layer packet processing, has evolved into a
programmable, accelerated, and offloading-capable counterpart known in the market as the "Smart NIC." In the
current market landscape, Smart NICs predominantly fall into four categories: Application-Specific Integrated

Circuit (ASIC), Multicore Processors, Network Processor (NP)-enabled, and FPGA-enabled.

When examining these four Smart NIC variants, ASICs stand out for their cost-efficiency but are constrained
by fixed functionality, limiting their adaptability to evolving needs. Smart NICs powered by Multicore Processors
or NP, while offering programming flexibility, grapple with performance limitations attributable to processing
latency. In contrast, FPGAs are renowned for their initial expenses and the need for specialized hardware
programming expertise; nevertheless, they excel in terms of rapid time-to-market, low latency, and high-

performance capabilities.

In [30] and [31], Microsoft Azure showed their FPGA-enabled Smart NIC application for offloading the CPU
and accelerating the cloud network in scale. Their successful use cases encouraged the followers on using FPGA-

based solution for the acceleration in the cloud.
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To adapt to the hardware programmability requirement in the network, P4 is widely adopted by the hardware
devices, such as switches and NICs. To the day of writing this paper, P4-enabled data plane has been implemented
on ASIC-based Barefoot Tofino [14] platform, multicore NP-enabled Netronome platform [32], FPGA-enabled
NetFPGA [33] and Netcope [34] FPGA platform.

Barefoot is the pioneer in P4 and P4-based chips. The barefoot Tofino is an ASIC solution mainly used on the
switches. Barefoot built the P4 data plane pipelines in the chip and enables the registers/Look up Table (LUT)-like
modification to select the kind of look up method to implement, and the stages of pipelines to use. They have
implemented complex location-based mapping algorithm to map the P4 languages to the chips to achieve

programmability.

The Netronome’s NP smart NIC is a comparable cheap, easy to do further development solution. Netronome’s
P4 is based on their well-developed eBPF [35]. But the processing latency is limited due to their NP-based solution.
With the bandwidth increasing to 100G and beyond, the performance is reduced because of the nature of NP.

The NetFPGA solution [34], which relies on the Xilinx SDNet tool for translating the P4 file to a new netlist,
and then a bit file, is vendor dependant and lacks the flexibility and scalability; for the PAFPGA [36] and Netcope
[37] solution, both built their own p4 compiler to compile the P4 file to the FPGA netlist. The critical challenging
for P4 and other high level language compiled directly to FPGA netlist is timing closure in the FPGA. The timing
closure approaches they supplied, such as insert registers or using pipelined FIFOs, could be easily restricted by
the resources of FPGA, had no convincing evidence that the approaches could close the timing in the FPGA in the

most applications.

1.2 Research Objectives

The motivation behind embarking on my doctoral research stemmed from the pressing need to relieve the CPU
of the arduous task of processing network packets, with the ultimate goal of accelerating network throughput at the

server edge. This critical challenge served as the driving force behind my PHD work.

The research endeavor commenced with a deep dive into the world of Smart NIC solutions within the open-
source domain, closely aligning with software-defined standards such as Software Defined Networking, P4
programming language, OvS, and other related technologies. The overarching aim of this exploration was to gain
an in-depth understanding of the cutting-edge features and applications of programmable Smart NICs, which are

pivotal in the modern landscape of network acceleration.

The primary objective that loomed large throughout this research journey was the creation of an innovative
white-box Smart NIC solution designed to catalyze and enhance both intra-server and inter-server communication.
In essence, this Smart NIC solution would serve as a powerful catalyst for optimizing data transfer and

communication within and between servers.

Looking back to the genesis of this research in 2018, it was clear that 100 Gigabit Ethernet (100GbE) line cards
were rapidly emerging as a new standard and trend in server networking. This shift in network requirements formed
the bedrock upon which my research was built, with a particular focus on 100GbE FPGA-based platforms. This
strategic alignment was driven by the realization that the research needed to address the immediate and evolving

needs of the industry:
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a)  Smart NIC architecture design and implementation: To build an open white box Smart NIC solution by
leveraging the popular software-defined open-source platforms, such as SDN, P4, OvS and etc.

b) FPGA-based Smart NIC: To focus on the FPGA-based hardware design and implementation.

c) Offloading CPU: Involves delegating the processing of network services to the Smart NIC itself, thereby
relieving the CPU of the server from the burden of these network-related tasks. By offloading these
operations onto the Smart NIC, the CPU is liberated, allowing it to dedicate its full computing power to

application-specific tasks.

d) Intent driven networking: Facilitating the Effortless Deployment and Acceleration of New Applications
Based on Their Specific Networking and Computational Needs Through the Utilization of the Proposed
Smart NIC Solution.

b) Maximum the throughput and minimum the latency: To develop algorithms to dynamically fit to the

network bandwidth and latency requirement.

In summary, my PhD research journey was fueled by the need for efficient and accelerated network
communication, marked by a dedicated exploration of Smart NICs, FPGA-based platforms, and the overarching
aim of creating a pioneering Smart NIC solution. This research was timely and responsive to the evolving landscape

of server networking requirements, paving the way for enhanced network performance in the modern era.

1.3 Contributions
1.3.1 Research works before starting PhD

Before registering as a PhD candidate, my research focused on the high speed, low latency FPGA-based

optical/electronic interfaces. The research work and papers submitted and accepted before are listed below.

In [38][39], the research was centered on the metro network and sub-lambda technology. The paper introduced
a Layer 2 Time-Shared Optical Network (TSON) metro node, renowned for its ability to provide distinct Quality
of Service (QoS) latency levels, all while ensuring uninterrupted, contention-free operation through a variety of
time-slice allocation strategies. The TSON node itself was founded on Field-Programmable Gate Array (FPGA)
technology, housing both the protocol and algorithms within its FPGA framework.

This TSON node, devoid of any dependence on topology, presented a network capable of delivering divergent
QoS latency levels, always upheld as contention-free, thanks to the strategic deployment of diverse time-slice
allocation schemes. The experimental findings highlighted exceptional performance metrics, including a
remarkable throughput of up to 8.68Gbps per 10Gbps port, achieving a staggering 95.38% of the theoretical
maximum throughput. Moreover, it recorded impressively low latency of under 160usec and jitter of less than

25psec, underscoring the outstanding capabilities of the TSON system.

In [40], the study delved into the realm of network functions virtualization and the hardware requirements of
networking systems. It emphasized the necessity for a certain level of flexibility and programmability in the
hardware to enable enhanced control over network-wide operations. Building upon the foundations laid in [30] and
[31], this paper took a progressive step forward in the arena of network and node programmability. It reported on

the design and realization of the pioneering FPGA-based optical network function programmable node. This
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innovative node possesses the capability to employ both electronic systems (such as FPGA/SoC) and optical

devices (AOD) to deliver a diverse range of network functions on demand.

In [41][42], the research was oriented towards enhancing the capabilities of disaggregated data center
networking. The study introduced an FPGA-based optical programmable switch and interface card (SIC),
strategically positioned to potentially supplant the conventional network interface card (NIC). When directly
integrated into servers, this SIC unlocks the potential for robust intra-rack communication between server blades,
presenting a groundbreaking solution for data center networking. The incorporation of the SIC paves the way for
the realization of a flat and scalable all-optical data center architecture, applicable to both intra-rack and inter-

cluster communication.

The distinctive attributes and functionalities of the SIC facilitate direct blade-to-blade interconnectivity within
the same rack, effectively eliminating the need for electronic devices within the Top of Rack (ToR) switch. This
innovative approach substantially reduces intra-rack latency. Simultaneously, the SIC serves as an optical NIC,
streamlining data transfer between server blades and the ToR. In essence, this paradigm shift revolutionizes data

center networking by optimizing data transmission within and between server racks.

Furthermore, by collaborating with other researcher, summarizing my other research outcome [43]-[60],
although the use cases or scenarios were various, but my focus and contribution were mainly on how to enable the
network interface with more capabilities of high speed, low latency and programmability. Due to the advantage of
the researches with no commodity devices available in the market, most of the research work are FPGA-based. The
FPGA allows the development of user-defined logics, functions and features; and because of its parallel processing

nature, with proper design, the FPGA-based interface can achieve ultra-low latency.

1.3.2  Contributions of PhD Research

The PhD started in January 2018 with the aim of exploring and implementing the FPGA-based Smart NIC
solution for offloading CPU and accelerating intra-server and inter-server network. The research work focused on
the innovative research and development on the next generation open platform Smart NIC to contribute to network
and IT innovations. The thesis provided detailed background on how the existing network technologies, such as
virtualization, SDN, P4 and so on affecting the NIC to Smart NIC development. Furthermore, it detailed the factors
and functions the Smart NIC should be equipped. With all these in minds, it demonstrated the architecture design
of the Smart NIC, the use cases for inter-server and intra-server acceleration, the testbeds setups, and the results.

We also contributed a few algorithms for improving the Smart NIC’s bandwidth and latency.

The PhD research created an innovative compact programmable Smart NIC solution that enhanced the server-

end network in cloud and 5G network applications. The contributions are listed below:
e FPGA-based P4-enabled Smart NIC architecture design and implementation.

FPGA supplied electronic-level programmability and P4 supplied the network-dataplane-level
programmability, the PhD research designed and implemented a FPGA-based P4-enabled Smart NIC platform for
accelerating the server edge network. The design includes both the application-based architecture design and

electronic-based high performance design.

e P4-enabled dataplane optimization
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The P4-enabled Smart NIC was planned to be used as a generic network dataplane for multiple use cases acroass
cloud networks and 5G networks, such as segment routing (SR) [61], Inband Network Telemetry (INT) [62], and
Open Virtual Switch(OvS) offloading.

o Testbed setup and results collections

The FPGA-based Smart NIC was tested in the lab and on the field in the Smart City environment. The results
showed the Smart NIC with significant enhance in offloading CPU burden and enhance the throughput and latency

performance.

1.4 Publications
The following papers have been published as an outcome of this PhD:

[C1]: Y. Yan, S. Tan, A. F. Beldachi, K. Rajkumar, R. Wang, R. Nejabati and D. Simeonidou, "P4-enabled smart
NIC: Architecture and technology enabling sliceable optical DCs", Proc. ECOC, 2019.

For the paper [C1], I initiated the idea of P4-enabled smart NIC for enabling sliceable optical DCs, made the most
significant intellectual contribution to the work, including designing the study, acquiring and analysing data from

experiments, and writing the manuscript.

[C2]: Y. Yan, J. Zhuang, R. Nejabati and D. Simeonidou, "P4-Enabled Smart NIC for Intra-Server Network
Virtualization Acceleration,” 2020 Asia Communications and Photonics Conference (ACP) and International

Conference on Information Photonics and Optical Communications (IPOC), Beijing, China, 2020.

For the paper [C2], I initiated the idea of P4-enabled smart NIC for intra-server network acceleration, made the
most significant intellectual contribution to the work, including designing the study, acquiring and analysing data

from experiments, and writing the manuscript.

[J1]: Y. Yan, A. F. Beldachi, R. Nejabati and D. Simeonidou, "P4-enabled Smart NIC: Enabling Sliceable and
Service-Driven Optical Data Centres," in Journal of Lightwave Technology, vol. 38, no. 9, pp. 2688-2694, 1 May|,
2020, doi: 10.1109/JLT.2020.2966517.

For the paper [J1], I made the most significant intellectual contribution to the work, including designing the study,

acquiring and analysing data from experiments, and writing the manuscript

The following patents have been filed and approved in China:
[P1]: A logic implementation method that can realize both P4 and OvS in Smart NIC/DPU.
Patent No. : ZL201111606889.4
[P2]: A method that can enhance the INT performance in SmartNIC/DPU.
Patent No. : Z1.2021111074386.
[P3]: A method that can decrease the matching logic resources in the Smart NIC/DPU.

Patent No. :Z1.202111107845.7
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1.5 Thesis outline

The subsequent sections of this thesis follow this organization:

Chapter Two: In this chapter, the groundwork is laid with an exploration of essential background information
encompassing NIC, Smart NIC, SDN, P4, OvS, and virtualization technologies. This chapter is divided into three
sub-sections, each delving into distinct areas: software-defined programmable technologies, virtualization

technologies, and Smart NIC technologies.

Chapter Three: The focus of this chapter is on the comprehensive software and hardware solution, which
revolves around the design and development of a P4-enabled Smart NIC architecture. This advancement enhances
data plane programmability and facilitates high-bandwidth, low-latency server-centric communication.
Additionally, the chapter delves into the algorithms that have the potential to boost throughput while minimizing

latency.

Chapter Four: Chapter four presents a demonstration of the application of P4-enabled Smart NICs in
accelerating inter-server networks in the context of 5G use cases. These use cases encompass 5G UPF, INT, and
Segment Routing, with P4 empowering the hardware capabilities necessary for these scenarios. The chapter also
includes details about the setup of a testbed at a city-wide scale for Segment Routing, and it provides measurement

results.

Chapter Five: This chapter shifts its focus to another key application within cloud-based Data Centers. It
primarily explores the use of P4-enabled Smart NICs for offloading the server OvS dataplane. The chapter provides

benchmark comparisons between the offload solution and scenarios without offloading.

Chapter Six: The final chapter serves as the conclusion and outlines potential avenues for future work and

research.

23



Chapter 2. BACKGROUND TECHNOLOGIES

The emergence and development of the Smart NIC were stimulated by the emergence of the new technologies
and requirements generated by the DCs. The history of data center networking can be traced back to the early days
of computer networking when mainframe computers were connected via proprietary networks. These early
networks were designed for low-bandwidth communication and were typically limited to a single building or

campus.

In the 1980s and 1990s, significant developments in computing and networking technologies led to the
evolution of data center networking. During this period, client-server computing gained popularity, where powerful
servers served data and applications to multiple client devices. This shift in computing architecture necessitated
advancements in networking to facilitate efficient communication between clients and servers. The advancements
in client-server computing, the rise of Ethernet for Local Area Network (LAN), and the utilization of TCP/IP for
Wide Area Network (WAN) were key drivers in the evolution of data center networking. And these technologies

continue to be fundamental building blocks for modern data center infrastructure.

The late 1990s and early 2000s witnessed the dot-com boom, a period of extraordinary growth and speculation
in Internet-based companies. This era was marked by a surge in investment and innovation as businesses aimed to
leverage the increasing popularity of the Internet and capitalize on its potential. Companies such as Cisco, Juniper,
and Brocade played a crucial role in developing high-speed switching and routing technologies to meet the
requirements of these rapidly expanding web-based applications. They focused on creating networking equipment
capable of handling the massive amounts of data generated by these applications and ensuring seamless
connectivity. It's important to note that while the dot-com boom eventually experienced a significant downturn in
the early 2000s (known as the dot-com bust), the advancements made during this period in data center networking
technology continued to have a lasting impact. The innovations and lessons learned during the boom helped shape
the foundation of modern data center networking, which has continued to evolve and adapt to the ever-increasing

demands of digital services and applications.

In the mid-2000s, the emergence of cloud computing and virtualization technology brought about significant
advancements in data center networking. These developments further accelerated innovation and reshaped the way
networks were designed and managed. The mid-2000s marked a significant turning point in data center networking,
with cloud computing, virtualization, Virtual Network Function (VNF), and SDN driving innovation and
transforming the way networks were designed, deployed, and managed. These advancements laid the groundwork

for the modern data center networking architectures and technologies that continue to evolve today.

More recently, the rise of big data, artificial intelligence (AI), and the Internet of Things (IoT) has brought forth
new challenges and opportunities in data center networking. High-speed networking technologies, such as 25G and
100G Ethernet, have become common in data center environments. These technologies provide significantly higher
bandwidth compared to previous Ethernet standards, allowing for faster data transfer and improved network
performance. The adoption of higher speeds helps meet the demands of data-intensive applications, such as big

data analytics and Al, which require rapid data processing and analysis. These advancements have prompted the
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need for more powerful and efficient networking technologies to handle the increasing volume, velocity, and variety

of data.

Overall, the emerge of new technologies and application in the network introduced new challenges and
opportunities in data center networking. The network landscape has undergone a significant revolution with the
transition from rigid to programmable data planes, the shift from separated-controlled to centrally controlled
networks, and the transformation of network devices from dedicated usage to general-server based systems. These
innovations have revolutionized the network device landscape, allowing for more agile, programmable, and
efficient network architectures. Network devices can now be more easily managed and reconfigured, providing
greater flexibility and adaptability to changing network requirements. The convergence of networking with general-
server based systems has also opened up new possibilities for the integration of networking functions with other IT

services and applications, further enhancing the capabilities of network devices.

The programmable Smart NIC, which was researched, designed, and implemented in the PhD, was based on
the data center networking innovations mentioned above. This chapter covers the background technology of these

innovations, especially the development trends.

2.1 The road to programmability: from SDN to P4 and beyond

In traditional networking, network devices like switches and routers have embedded control and data planes.
These devices handle both the management of network traffic (control plane) and the forwarding of data packets
(data plane). This setup often results in complex and distributed configurations that can be challenging to manage

and scale.

In the late 2000s, several research projects and publications contributed to the development of SDN concepts.
These included projects such as Ethane, NOX, and Beacon, which explored the benefits of decoupling network

control from forwarding functions and promoting programmability.

In 2008, researchers at Stanford University introduced the concept of OpenFlow, now seen as the flag protocol
of SDN. OpenFlow is a protocol that enables the separation of the control plane and data plane in network switches

and routers. It allows for centralized control and programmability of network devices.

SDN severs the connection between the control plane and the data plane. The control plane assumes the role of
overseeing network traffic management, formulating decisions regarding packet forwarding, and configuring
network devices in alignment with these determinations. The control plane operates on a central controller, which
can be a dedicated server or software running on a server, separate from the network devices themselves. On the
other hand, the data plane remains on the network devices and is responsible for the actual forwarding of data
packets based on the instructions received from the central controller. Network devices in an SDN architecture are

often referred to as forwarding devices or switches.

The division of the control plane and data plane in SDN offers numerous advantages. It centralizes the
management and control of the network, allowing for more efficient configuration, monitoring, and optimization.
Network administrators can programmatically control and configure the behaviour of the network through the

central controller, enabling easier management and rapid adaptation to change network conditions.
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The researchers at Stanford University developed a prototype SDN architecture called OpenFlow (shown in
Figure 2), which became one of the initial and widely adopted standards for implementing SDN. OpenFlow
provided a standardized protocol for communication between the central controller and the network devices. It
allowed researchers to experiment with new network protocols and architectures without requiring modifications

to the network devices themselves.

Application Layer

Applications

Control Layer

Network Serveices

OpenFlow
Infrastructure Layer

Figure 2 :A sample of SDN Architecture

Since its introduction, SDN has gained significant traction and has been embraced by both academia and
industry. It has enabled the development of more agile and programmable networks, facilitating innovations such
as network virtualization, network slicing, and dynamic service provisioning. SDN has also contributed to the

evolution of network management and automation, allowing for more efficient and scalable network operations.

In 2011, the Open Networking Foundation (ONF) was founded to promote and advance the adoption of SDN.
The ONF played a significant role in developing the OpenFlow protocol, which became the de facto standard for
SDN implementations. OpenFlow provided a standardized approach for communication between the central
controller and network devices, enabling interoperability and facilitating the deployment of SDN solutions. Since
its inception, SDN has continued to evolve, and numerous vendors have developed their own SDN solutions and
frameworks. This has led to a vibrant and diverse ecosystem of SDN technologies, allowing organizations to choose

from a range of options that best suit their specific requirements.

Today, SDN finds applications in various types of networks, including data centers and telecommunications
networks. In data centers, SDN enables efficient management of network resources, dynamic provisioning of
services, and improved traffic engineering. It simplifies network operations, enhances scalability, and enables rapid
adaptation to changing demands. In telecommunications networks, SDN facilitates the creation of NFV and allows
for the centralized management of network services, leading to increased agility and cost savings. SDN also enables

service providers to offer more flexible and customizable network services to their customers.

By decoupling network control from network devices and enabling centralized control through software, SDN
empowers network administrators to manage and control the flow of network traffic more dynamically and

responsively. They can define and enforce policies, allocate resources, and respond to changing network conditions
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in real-time, without relying on manual configuration of individual network devices. The software-based control
and programmability of SDN enable more efficient utilization of network resources, leading to potential cost
savings. By dynamically adjusting the network configuration based on traffic patterns and demands, organizations

can optimize resource allocation and achieve better performance and scalability.

However, Traditional network devices, such as switches and routers, are often designed with a bottom-up
approach, relying on external chips from third-party silicon vendors. These chips serve as the heart of the system
and determine the capabilities and functionality of the device's operating system. OpenFlow provides a standardized
way to communicate between the SDN controller and the network devices. However, OpenFlow has limitations,

such as being protocol-dependent and not being able to handle all types of network traffic.

The limitations of traditional networking devices become apparent when adding new features or functionality,
as the fixed-function nature of the chips makes it challenging to reconfigure the internal packet processing pipeline
at runtime. Consequently, introducing new feature sets often involves complex processes and lengthy chip

redesigns, which can take months to complete.

To address these limitations, the P4 language [62] was developed as an alternative approach. P4 embodies a
"top-down" paradigm, akin to the operational principles of CPUs, GPUs, or digital signal processors (DSPs). In
these processing units, specialized code written in distinct programming languages, such as C programming for
CPUs, CUDA programming for GPUs, or Matlab programming for DSPs, is compiled and integrated into the
processor. This integration empowers these units with a degree of flexibility and programmability, enabling them
to execute tailored functions. P4 applies the same principle to network devices. Instead of being limited by fixed-
function chips, P4 allows programmers to define the network's feature set through a P4 program. Figure 3
demonstrated the P4 flow. The program specifies how packets should be processed, forwarded, and modified by
the network device. The P4 code is then compiled and injected into the network device, enabling the desired

configuration.

P4 represents a new approach to network programmability that builds on the principles of SDN but goes beyond
the limitations of traditional SDN protocols like OF. P4 provides greater flexibility and control over how packets
are processed in the network, allowing for more customized and efficient network architectures. It allows network
administrators and operators to define and customize the behavior of their network devices according to their
specific requirements. With P4, adding new features or modifying existing ones becomes a more streamlined

process, as it no longer requires lengthy chip redesigns.
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Figure 3:P4 approach for programmable data plane

The P4 language has evolved over time to address the needs of network programmability and packet processing.
The first P4 language released was P4 14, it was the initial standardized version of the P4 language and was
released in 2015. It laid the foundation for programmable data planes in networking devices. P4 16 [63] was
released in 2016 and introduced significant improvements and enhancements compared to P4 14. Some notable

features and differences include:

a. More expressive type system: P4 16 introduced a more refined type system, allowing for better control over

packet formats and sizes. This enables precise manipulation of packet headers and fields.

b. Control flow constructs: P4 16 introduced control flow constructs like loops and conditional statements,
enabling the creation of more complex and dynamic packet processing logic. This allows for more advanced and

flexible forwarding behavior.

c. Support for extern objects: P4 16 introduced the concept of extern objects, which are user-defined functions
that can be invoked within a P4 program. This enables modular code organization and the use of external

functionality for packet processing.

The P4 architecture model, introduced in P4 16, provides a framework for organizing the components and
layers involved in the P4 programming language. It helps define the behavior of network switches and routers. By
adhering to the P4 architecture model, network device manufacturers can provide programmable interfaces while
maintaining the necessary fixed functionality for efficient packet processing. P4 programs can then be developed
and deployed on devices that support the specific architecture model, allowing for greater flexibility and innovation

in network designs.

P4 has steadily risen in prominence within the network industry, positioning itself as the logical progression in
the evolution of SDN. SDN and P4 are synergistic technologies that, when combined, deliver a powerful toolset

for achieving programmability and adaptability in network devices.

SDN lays the foundation with its overarching architectural framework, notably featuring the separation of the
control plane from the data plane. P4, on the other hand, steps in to offer a highly nuanced and customizable

approach to governing the packet processing behavior within the data plane. Together, they create a robust
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partnership, with SDN providing the overarching structure and P4 delivering the granular control and tailor-made

customization essential for optimal network performance and flexibility.

In P4, a programmer has the liberty to define with complete flexibility how packets moving through
programmable data plane components will undergo processing. Within the realm of P4, a frequently employed term

is "target," which encompasses a diverse range of devices that can be programmed using P4.

These devices can include switches, routers, NICs inserted into servers, and software switches. P4 provides a
programming model that can be applied to a range of network devices, allowing for consistent and customizable
packet processing across different hardware and software platforms. The great advantage of P4 is its protocol
independence. While traditional network devices are typically designed to process specific protocol headers, P4
offers the flexibility to define the processing behavior for any protocol, including proprietary or custom protocols.
This flexibility is particularly useful in scenarios where non-standard or application-specific protocols need to be

processed within the network devices.

#include <core.p4>
#include <vimodel.p4>
//#include <simple.pd>

const bit<16> TYPE_IPV4 = 0x800;
typedef bit<l> port_t;

Sobkpkrkkkioitktkikickick HE AD ER S INGRESS PROCESSING G keikeokioilokloioRok
typedef bit<9> egressSpec_t; control MyIngress(inout headers hdr,

typedef bit<48> macAddr_t; inout metadata meta,

typedef bit<32> ipdAddr_t; inout standard_metadata_t standard_metadata) {

action drop() {

header ethernet_t { mark_to_drop(standard_metadata) ;

macAddr_t dstAddr;
macAddr_t srcAddr;
bit<16> etherType;

table dmac_exact {
’ key =
struct metadata { hdr.ethernet.dstAddr: exact;
* empty *, }
el actions = {
drop;
struct headers { NoAction;
ethernet_t  ethernet;
size = 5;

default_action = NoAction();

}

sokokklloRRRRRickickickirlk PA R S E R

parser MyParser(packet_in packet, apply {
out headers hdr,
inout metadata meta,

inout standard_metadata_t standard_metadata) { dnac_exact.apply();

state start { }
transition parse_ethernet;

state parse_ethernet {
packet.extract(hdr.ethernet);
transition select(hdr.ethernet.etherType) {
V24 TYPE_IPV4: parse_ipvéd;
default: accept;

Figure 4:4An example of P4 program

Figure 4 showcases a sample P4 program, which exemplifies the meticulous nature of P4 programming. In P4,
the definition of all header types, encompassing both well-established and customized ones, as well as the parsing
process for these headers, necessitates explicit detailing within the program. It is the responsibility of the
programmer to craft what is referred to as a "match-action pipeline" within the designated dataplane block. This

pipeline can be composed of one or multiple tables where the matching of parsed header fields takes place.

For instance, let's delve into the "table dmac_exact" within the example. The key section of this table comprises
a match field, specifically "hdr.ethernet.dstAddr," which corresponds to the destination MAC address. Each table
can be assigned one or more actions, to be executed at runtime. Actions, in turn, determine how packets are to be
handled, whether it involves modifying selected header fields, dropping the packet, forwarding it to a specified
physical port, and more. It's worth noting that while tables can process packet header fields, they can also operate

on standard or user-defined metadata linked to packets.
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Crucially, all aspects pertaining to tables and their internal structure, including the number of tables, match
fields, and actions for each table, and the behavior of these actions, are open to customization by the P4 programmer.

This adaptability is what makes P4 a potent and versatile solution in the realm of network programming.

Within the framework of a P4 architecture, the intricate specification of the target device's pipeline is furnished
by the manufacturer through a P4 library file. Typically denoted as "<some architecture model>.p4," this file
comprises all the requisite declarations for functional blocks existing in the target pipeline. These declarations
encompass information on block types, data types, constants, externs, and more. It is essential to recognize that the
architecture definition model includes solely the declarations of programmable blocks, leaving fixed-function
blocks, if present within the target processing pipeline, beyond the scope of manipulation by any P4 program. As a

result, the primary focus centers on defining and configuring the programmable blocks nested within the pipeline.

The architecture file serves as a blueprint for the P4 program and is provided by the manufacturer. It outlines
the functional blocks and their relationships within the pipeline. The manufacturer specifies the capabilities and

features of the programmable blocks in this file.

2.2 The road to virtualization: server virtualization and network virtualization

The requirements of the programmable Smart NIC, researched in the PhD, was also stimulated by virtualization
technologies. In modern DCN and cloud computing environment, server virtualization and network virtualization
are complementary technologies that work together to create a more flexible, scalable, and efficient network

infrastructure.

2.2.1 Server virtualization

Server virtualization, the practice of creating multiple virtual instances of a single physical server, has its roots
in the mainframe era of computing. The concept of server virtualization can be traced back to the 1960s when IBM
introduced "time sharing." This allowed multiple users to access a single mainframe computer simultaneously by
dividing its resources into virtual partitions. In the 1970s, IBM developed the VM/370 operating system, which
introduced full virtualization on mainframe systems. VM/370 allowed multiple instances of operating systems,

known as virtual machines, to run concurrently on a single mainframe.

Modern server virtualization, as we know it today, took shape in the early 2000s with the release of VMware's
virtualization software for x86-based servers. In 2001, VMware introduced its product called VMware ESX, which
allowed IT administrators to partition physical servers into multiple virtual machines (VMs) running different
operating systems and applications. VMware's virtualization software gained rapid adoption in enterprise IT
departments. By leveraging virtualization, organizations could maximize the utilization of their server hardware,
reducing the need to purchase and maintain a large number of physical servers. This resulted in cost savings,

improved server efficiency, and more streamlined IT infrastructure management.

Following VMware's success, other companies entered the virtualization market. Microsoft introduced Hyper-
V as its virtualization software, while Citrix launched XenServer. The presence of multiple offerings in the market

fostered competition and innovation, leading to advancements and improvements in virtualization technologies.
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Alongside proprietary virtualization solutions, open-source options emerged. Projects like Xen (2003) and
KVM (2007) provided open-source hypervisors that gained popularity due to their flexibility, performance, and
compatibility with the Linux kernel. The advent of cloud computing further propelled the adoption of server
virtualization. Virtual machines became a fundamental building block for cloud infrastructure, enabling the

dynamic provisioning of resources and the efficient allocation of computing power.

In the 2010s, containerization technologies, such as Docker, emerged as an alternative approach to server
virtualization. Containers offer lightweight, isolated runtime environments without the need for full OS
virtualization. While different from traditional server virtualization, containers complement virtualization

technologies and have found applications in areas like microservices and DevOps.

The emergence and adoption of these server virtualization technologies led to the consolidation of multiple
VMs and containers on a single physical server. To enable communication between VMs and containers on the

same server or across different servers, a virtual networking infrastructure was required.

In early 2000s, with the rise of x86 server virtualization technologies, such as VMware ESX, the need for virtual
networking components emerged. Initially, basic bridging and networking capabilities were provided by the

hypervisor itself, acting as a virtual switch.

In 2007, VMware introduced the Virtual Distributed Switch (VDS) as part of VMware Infrastructure 3. This
virtual switch offered advanced networking features, including VLAN support, link aggregation, and traffic

shaping. It enabled centralized management of virtual networks across multiple hosts.

In 2008, Microsoft introduced the Hyper-V Virtual Switch as part of its Hyper-V hypervisor. The virtual switch
allowed virtual machines to communicate with each other and the physical network. It provided basic networking

features such as VLAN support and traffic filtering.

In 2009, The Open virtual Switch (OVS) project was initiated by Nicira, then later was acquired by VMware.
OVS aimed to provide a flexible, open-source virtual switch that could be integrated into virtualized environments.
Soon after SDN emerged, OVS hugged SDN to support the programmability for SDN deployments. The OVS
project was released as an open-source project under the Apache 2.0 license. This move encouraged community
contributions and fostered the growth of OVS as a widely adopted virtual switch. OpenStack, an open-source cloud
computing platform, integrated OVS as its default networking component. This integration further increased the

visibility and adoption of OVS within the cloud computing ecosystem.

Open vSwitch provides the functionality of a traditional physical switch, but in a virtualized environment. By
It allows for the creation of virtual bridges and ports to connect virtual machines (VMs) and containers within a
network. OV'S supports various networking protocols and features, including VLANs, VXLAN, GRE, QoS, access

control lists (ACLs), and more.

With the rise of containerization and container orchestration platforms like Kubernetes, OVS extended its
support to container-based networking. OVS became an essential component in providing networking connectivity

and advanced features within containerized environments.

Today, server virtualization is a common practice in enterprise IT environments, with many organizations

running hundreds or even thousands of virtual machines on a single physical server. The technology has continued
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to evolve, with new features such as live migration and disaster recovery capabilities that make it even more

powerful and useful for businesses of all sizes.

2.2.2 Network virtualization

Network virtualization, on the other hand, is a technology that allows multiple virtual networks to be created
on top of a physical network infrastructure. The concept of network virtualization has been around for several
decades, with roots in the early days of computer networking. In the 1970s, researchers at Xerox PARC developed
the first LAN, which allowed multiple devices to connect and communicate with each other. This early network

architecture was the precursor to modern-day virtualization technologies.

In the 1990s, the advent of virtual private networks (VPNs) enabled users to securely connect to private
networks over public networks such as the internet. VPNs allowed organizations to extend their private networks

to remote locations and provide secure access to employees and partners.

In the early 2000s, advances in server virtualization technology paved the way for network virtualization. By
decoupling the underlying physical infrastructure from the virtualized environment, server virtualization made it

possible to create multiple VMs that could run on a single physical server.

The emerging of SDN separates the network control plane from the data plane, and enables operators to manage
the network as a single entity rather than as a collection of individual devices. This approach enables greater

flexibility and agility in network management, as well as improved scalability and network efficiency.

Today, network virtualization is a critical component of modern networking architectures, allowing operators
to create flexible, scalable, and secure networks that can meet the needs of a wide range of applications and users.
It enables network operators to abstract the underlying physical network and create logical networks that can be

customized to meet the needs of specific applications or user groups.

Network virtualization can be achieved using various techniques, such as virtual local area networks (VLANS),
virtual private networks (VPNs), and SDN. By virtualizing the network, operators can improve network utilization,
increase flexibility, and reduce costs by sharing resources and optimizing network capacity. Virtual networks can
also be isolated from each other to improve security and provide dedicated resources for specific applications or
customers. Overall, network virtualization is an important technology for modern networks that require high levels

of flexibility, scalability, and agility.

Virtualization can be viewed as part of an overall trend in enterprise IT. The usual goal of virtualization is to
centralize administrative tasks while improving scalability and workloads. Server virtualization and network
virtualization technologies are often used together in modern data center environments to create virtualized
infrastructures that are more flexible, scalable, and efficient. For example, virtualized servers can be connected to
virtual networks, which can then be easily configured and managed using network virtualization tools. This allows
organizations to quickly and easily provision new resources, adjust network configurations, and respond to

changing business needs.

By virtualizing servers and networks, organizations can more efficiently utilize their hardware resources.
Instead of deploying one physical server or network device for each application or service, virtualization allows

multiple instances to run on the same hardware, reducing the total number of physical devices needed.
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Virtualization enables organizations to quickly and easily provision new resources, adjust configurations, and
respond to changing business needs. This makes it easier to scale up or down as needed, without the need for
additional physical infrastructure. By reducing the number of physical devices needed, organizations can save on
hardware, power, cooling, and maintenance costs. Additionally, virtualization allows organizations to extend the
life of their existing hardware investments by making more efficient use of the resources they already have.
Network virtualization enables organizations to create isolated virtual networks, which can improve security and
simplify network management. Similarly, server virtualization enables organizations to manage and secure their

virtualized servers more easily.

Virtualization offers a wide array of advantages to both desktop users and server administrators. To desktop
users, one of the primary benefits is the ability to run applications originally designed for a different operating
system, all without the hassle of switching between computers or rebooting into an alternate system. This flexibility
allows users to seamlessly access and use software that may not be native to their current environment, enhancing

productivity and convenience.

For server administrators, virtualization is a powerful tool with multifaceted advantages. It enables the operation
of diverse operating systems on the same physical server, thereby optimizing resource utilization. However, its
impact extends far beyond this. Virtualization empowers administrators to segment a large server system into
smaller, manageable partitions. This segmentation enhances overall server efficiency by ensuring that various users
or applications with distinct requirements can coexist harmoniously on the same hardware. The server's resources
are efficiently allocated, and the performance of each virtual environment is isolated from the others, contributing

to a more stable and predictable server environment.

Additionally, virtualization offers a crucial feature: isolation. This feature ensures that programs running within
a virtual machine remain completely insulated and secure from the activities taking place in another virtual machine
on the same host. This isolation is especially valuable for enhancing security, as it prevents any potential
vulnerabilities or issues in one virtual environment from affecting others. In summary, virtualization is a versatile
technology that serves as a bridge between different operating systems for desktop users and as a powerful resource

management and security tool for server administrators.

While network virtualization and server virtualization offer many benefits, there are also some limitations.
Virtualization requires additional resources to support the virtualization layer, which can result in increased
resource overhead and decreased performance compared to running applications directly on physical hardware.
Furthermore, the virtualization both in network and server introduce the complexity to the intra-server and inter-
server communication. The CPU resources are occupied for the virtualization itself which stimulate new hardware
and technologies to offload the processing in the CPU and increase the throughput of the whole server, Smart NIC

is one of the technologies and hardware.

2.3 The road to smarter network interface card: NIC to Smart NIC and beyond

As mentioned above, web scale companies, with their immense scale and data-intensive operations, have unique
requirements that traditional networking technologies often struggle to address effectively. They require cost-
effective solutions that can handle their high volumes of traffic, provide scalability, and offer flexibility to adapt to

their dynamic environments.
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To meet these demands, web scale companies have pushed for innovation and openness in networking
technologies. They have advocated for more accessible and customizable solutions that empower them to optimize
their networks for their specific needs. This demand has led to the development and adoption of technologies like

smart NICs.

Smart NICs offer benefits such as offloading processing tasks, hardware acceleration, enhanced security features,
and network analytics. These capabilities align with the requirements of web scale companies, allowing them to

improve network performance, increase efficiency, and optimize their operations.

Moreover, the demands of web scale companies have driven increased competition in the networking market.
Traditional telecom companies and networking vendors have had to respond to these demands by introducing more
innovative and cost-effective solutions. This competition has spurred further advancements in networking
technologies, including smart NICs, as companies strive to differentiate themselves and cater to the evolving needs

of the industry.

The democratization of networking technologies, fuelled by the demands of web scale companies, has led to a
more competitive and innovative landscape. It has opened opportunities for smaller players and startups to enter
the market with disruptive solutions, challenging the dominance of traditional telecom providers. This increased
competition and innovation benefit not only web scale companies but also other industries and end-users who can

leverage more efficient and cost-effective networking technologies.

2.3.1 Network interface card at a glance

NIC, alternatively referred to as a network adapter, is a hardware component that plays a pivotal role in enabling
a computer to establish connections with a network. Typically situated within a computer's hardware, the NIC
functions as the physical intermediary, bridging the computer and the network. Its primary duty is to furnish a
seamless communication channel that facilitates the transmission and reception of data across the network. The
NIC establishes its connection to the computer's motherboard via a bus, such as PCI or PCle, and is usually

equipped with one or more connectors for attaching network cables.

The inception of the NIC can be traced back to the 1970s, a time when computer networks were in their nascent
stages of development. It was during this era that the first network adapters emerged. These early adapters typically
took the form of expansion cards that integrated with the computer's bus architecture, including notable standards
like the S-100 bus and the ISA bus. Their fundamental purpose was to establish rudimentary connectivity to the

early iterations of local area network (LAN) technologies, such as Ethernet and Token Ring.

In the 1980s, Ethernet became the dominant LAN technology. NICs evolved to support Ethernet standards, such
as 10BASES and 10BASE2 coaxial cables. The NICs included connectors for attaching the appropriate Ethernet

cable and provided the necessary circuitry for data transmission and reception.

Throughout the 1990s and early 2000s, NICs saw significant advancements in terms of speed and standards.
Faster Ethernet standards like 100BASE-TX and Gigabit Ethernet emerged, offering higher data transfer rates.
NICs also began supporting additional networking technologies like Fast Ethernet, Token Ring, and FDDI (Fiber
Distributed Data Interface).
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NICs continued to evolve to support higher-speed Ethernet standards like 10GbE and even faster technologies
like 25GbE, 40 GbE, and 100 GbE. NICs can support a variety of network protocols and standards, such as Ethernet,
Wi-Fi, and Bluetooth. With the increasing of the bandwidth and the low latency and high throughput requirements,
some NICs include features such as offloading, which allows the NIC to perform certain processing tasks, such as
packet checksum calculations, to free up CPU resources on the computer. The NIC itself for a quite long period,
although it is an essential component for enabling computers to connect to and communicate over a network, it is

transparent to the users or network administrators.

2.3.2 Smart NIC

In some use cases and scenarios, there are requirements to contain advanced hardware such as CPUs, memory,
and programmable logic to perform network-related tasks in the NIC with minimal involvement from the host CPU.
It is so called Smart NIC, which history can be traced back to the development of specialized network processors

in the 1990s.

One of the earliest examples of a smart NIC was the iWarp adapter, which was developed by Intel in the early
2000s. [64] The iWarp adapter was designed to offload TCP/IP processing from the host CPU and improve network
performance by using a specialized network stack implemented in hardware. The iWarp adapter also included a

programmable logic unit that allowed developers to customize the adapter's behavior to suit their applications.

In the years that followed, several other vendors, such as Chelsio Communications, Netronome, and Mellanox
Technologies, entered the market and began developing their own smart NIC solutions. These smart NICs offered
various features such as offloading of security protocols, acceleration of virtualization tasks, and support for

software-defined networking (SDN).

In recent years, the adoption of smart NICs has increased significantly, especially in data center environments.
This is partly due to the rise of virtualization and containerization technologies, which have increased the demand
for high-performance networking solutions that can handle large volumes of traffic with minimal overhead. Smart
NICs can offload a variety of network processing tasks from the host CPU, such as TCP/IP processing, encryption
and decryption, and packet filtering. In the meantime, Smart NICs can use specialized hardware to accelerate
network performance by optimizing network traffic flows, reducing latency, and increasing throughput. This can
be particularly useful in high-performance computing environments where low-latency network communication is
critical. Because of the evolution of the network agility and programmability, Smart NICs can provide support for
advanced networking features such as SDN, network virtualization, and network overlays. These features can help
to improve network flexibility and scalability and enable the creation of more complex network topologies. With
the nature of the only network path in the server, Smart NICs can enhance server security by provide hardware-
based security features such as encryption and decryption, firewalling, and intrusion detection and prevention. This
can help to improve network security and protect against various types of cyber threats. With the distributed
computing becomes more and more popular, especially for Al, Smart NICs can be used to support distributed
computing environments, such as those based on the message passing interface (MPI) or remote direct memory
access (RDMA). This can help to improve the performance and scalability of distributed applications and enable

the use of new programming models and paradigms.

To the date of writing the thesis, there are a few types of Smart NICs. The comparation is in Table 1.
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Table 1:Typical Smart NIC types [77] [78] [79]

Types

Benefits

Weakness

FPGA-based

High flexibility: FPGA-based smart
NICs can be programmed to perform a
wide range of network processing tasks,
allowing for greater flexibility in network
configuration and optimization than other
three types of Smart NICs.

High performance: FPGAs are
designed for parallel processing and can
perform network processing tasks much
faster than traditional CPUs, resulting in
improved network performance.

Lower latency than CPU-based
network processing: By offloading
network processing tasks to the smart
NIC, the time it takes for the CPU to
receive and process network traffic can be
reduced, resulting in lower latency than
NP-based and SoC-based Smart NIC:s.

Low power consumption: FPGAs can
perform network processing tasks using
less power than NP-based, SoC-based,
resulting in improved energy efficiency.

High cost: FPGA-based smart NICs can
be more expensive than other types of Smart
NICs, as they require specialized FPGA
hardware and software.

Complex programming: Programming
FPGAs can be more complex than
programming other three types of smart
NICs, requiring specialized knowledge and
tools.

Limited availability: FPGA-based smart
NICs may not be as widely available as
other three types of Smart NICs, limiting the
range of hardware options for system
architects and designers.

NP-based

Increased network performance: NP-
based smart NICs can offload network
processing tasks from the CPU, improving
network performance and reducing CPU
utilization.

Lower latency than CPU-based
network processing: By offloading
network processing tasks to the smart
NIC, the time it takes for the CPU to
receive and process network traffic can be
reduced. NP-based smart NICs had lower
latency than SoC-based smart NICs, but
higher than FPGA-based or ASICObased

Customizability: NP-based smart
NICs can be customized and programmed
to perform specific network processing
tasks, allowing for optimization of
network performance.

Limited functionality: NP-based smart
NICs are designed to offload network
processing tasks, and as such, may not be
able to handle other processing tasks that the
SoC-based and FPGA-based Smart NICs
can perform. This can result in a more
limited functionality for the overall system.

Cost: NP-based smart NICs can be more
expensive than ASIC-based and SoC-based
smart NICs, as they require specialized
network processors.

Compatibility: NP-based smart NICs
may not be compatible with all types of
systems, and may require specific hardware
and software configurations to work

properly.

ASIC-based

High performance: ASIC-based smart
NICs are designed specifically for
network processing tasks and can perform
these tasks much faster than traditional
CPUs or other three types of smart NICs,
resulting  in  improved  network
performance.

Lower latency than CPU-based
network processing: Specifically designed
for network processing tasks, ASIC-based
smart NIC could achieve the lowest
latency than other three kinds of smart
NICs.

Limited flexibility: ASIC-based smart
NICs are designed for specific network
processing  tasks and cannot Dbe
reprogrammed to perform different tasks
like FPGA-based smart NICs.

High non-recurring engineering (NRE)
cost: ASIC-based smart NICs can be more
expensive in NRE than other three types of
smart NICs, as they require integrated
circuit design and tape-out.

Long lead times: The development and
production of ASIC-based smart NICs can
take longer than other types of smart NICs,
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Energy efficiency: ASIC-based smart | which may impact their availability and
NICs can perform network processing | adoption in the market.
tasks using less power than traditional
CPUs or other three types of smart NICs,
resulting in improved energy efficiency
and lower operating costs.

Low programming complexity: ASIC-
based smart NICs do not require
specialized programming like FPGA-
based smart NICs, making them easier to
integrate into network architectures than
other three types smart NICs.

SoC-based Integration: SoC-based smart NICs Limited flexibility: SoC-based smart
offer integrated processing capabilities | NICs are designed for specific network
that can include CPUs, GPUs, and other | processing tasks and may not be as flexible
processing units along with network | as other three types of smart NICs.

processing, leading to a smaller system Performance limitations: SoC-based
footprint. smart NICs may not be able to achieve the

Lower latency than CPU-based | same level of performance as dedicated
network processing: By offloading | network processing units like ASICs or
network processing tasks to the smart | FPGAs.

NIC, the time it takes for the CPU to Complexity: The integration of multiple
receive and process network traffic can be | processing units onto a single chip can make
reduced, resulting in lower latency and | SoC-based smart NICs more complex to
improved overall system performance. | design and program.

However, the SoC-based smart NIC could
lead to higher latency than other three
types of smart NICs.

Customizability: SoC-based smart
NICs can be customized and programmed
to perform specific network processing
tasks, allowing for optimization of
network performance.

Cost-effective: SoC-based smart NICs
can be more cost-effective than other types
of smart NICs, as they integrate multiple
processing units onto a single chip.

As described in Table 1, in general, FPGA-based smart NICs are based on FPGAs and can be programmed to
perform a variety of network processing tasks. They offer high flexibility and can be reprogrammed to adapt to
changing network requirements. NP-based smart NICs offer a way to improve network performance and reduce
latency by offloading network processing tasks from the CPU. However, they may have limited functionality, be
more expensive, and require specific hardware and software configurations. The suitability of NP-based smart NICs
depends on the specific network requirements and system architecture. ASIC-based smart NICs offer high
performance and energy efficiency for specific network processing tasks but may have limited flexibility and higher
costs. The suitability of ASIC-based smart NICs depends on the specific network requirements and system
architecture. SoC-based smart NICs offer a cost-effective way to integrate network processing capabilities along
with other processing units on a single chip, leading to smaller system footprints. However, they may have limited
flexibility and performance compared to dedicated network processing units like ASICs or FPGAs. The suitability

of SoC-based smart NICs depends on the specific network requirements and system architecture.

There is no universally accepted standard definition of a Smart NIC. The term "Smart NIC" generally refers to
a network interface card that goes beyond the traditional functions of a standard NIC and includes additional

processing capabilities.
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2.3.3 Beyond Smart NIC

As data processing requirements grow in fields such as artificial intelligence (AI), machine learning (ML), and
big data analytics, traditional processors like CPUs and GPUs are struggling to keep up. The definition of DPU
emerged because of the increasing demand for efficient and specialized hardware accelerators to handle the rapidly

growing volume and complexity of data processing tasks.

The history of DPUs can be traced back to the emergence of specialized ASICs such as GPUs and FPGAs in the
early 2000s. These processors were designed to offload specific tasks from general-purpose CPUs, such as graphics
rendering, machine learning, and encryption. Over time, the demand for specialized processing units grew, leading

to the development of more advanced processors such as tensor processing units (TPUs) and digital signal DSPs.

DPUs are specialized hardware accelerators that are designed to offload specific data processing tasks from
general-purpose processors, allowing them to perform these tasks more efficiently and effectively. A DPU typically
includes multiple processing elements such as CPU, memory, networking interfaces, and accelerators such as GPUs
or FPGAs, all integrated into a single chip. The purpose of a DPU is to offload data processing tasks from the CPU,

freeing up the CPU to handle other system tasks and improving overall system performance.

DPUs are often used in modern data center architectures to accelerate tasks such as network virtualization,
security processing, and Al inference. They are also used in edge computing devices to perform complex data
processing tasks locally, without the need to send data to remote data centers for processing.
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Figure 5:Mellanox’s Bluefield 2 Architecture as taken from the product datasheet.[65]

In the contemporary market, notable DPU (Data Processing Unit) products include NVIDIA's BlueField DPUs
and Intel's IPUs. NVIDIA, a prominent player in this domain, outlines the primary functions of DPUs as
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encompassing processing, networking, and acceleration. These DPUs are typically realized as System on a Chip

(SoC) designs, uniting three core components:

Multi-core CPU: DPUs feature a high-performance, multi-core CPU that adheres to industry standards. This
CPU is known for its software programmability and is usually built upon the Arm architecture, a type of Reduced
Instruction Set Computing (RISC). This multi-core CPU serves as the computing powerhouse within the DPU,

capable of executing diverse software applications and workloads.

High-Performance Network Interface: DPUs are equipped with a high-performance network interface that
excels in data analysis, processing, and efficient data transfer at line rate—matching the speed of the network. This
network interface plays a pivotal role in ensuring that data can be seamlessly transmitted between the DPU, GPUs,

CPUs, and the network, enabling rapid data processing and transfer.

These combined elements empower DPUs to significantly enhance data processing, networking capabilities,
and acceleration functions. As a result, DPUs have become indispensable components in contemporary computing
and networking infrastructure. The synergy of a robust multi-core CPU, an efficient network interface, and potent
acceleration capabilities allows DPUs to consistently deliver peak performance across a wide spectrum of

applications and workloads.
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Chapter 3. FPGA-BASED SMART NIC SOLUTION DESIGN AND
IMPLEMENTATION

At the time of writing the thesis, there was no standard definition of a Smart NIC. The term Smart NIC was
used to refer to NIC that were capable of offloading network processing tasks from the host CPU. The specific
functions of a Smart NIC varied depending on the application, and there was no clear consensus on what constituted
a Smart NIC. The PhD focused specifically on FPGA-based Smart NICs for intra-server and inter-server
acceleration. Smart NICs for offloading network processing tasks from the host CPU, enabled faster and more
efficient data transfer. As the technologies background mentioned in the previous chapter, the usage of the NIC
itself is inserted into the server, communicating, and collaborating with CPU in the server. By offloading network
processing tasks from the host CPU, Smart NICs can reduce network latency and enable more efficient use of

resources, ultimately leading to better performance and increased scalability.

This chapter, being the core of the paper, focused on the Smart NIC solution design and implementation. It
listed the Smart NIC design considerations, the architectures and detailed design. The PhD work focused mainly
on the FPGA-based firmware design and architecture.

3.1 Smart NIC design and implementation considerations

3.1.1 FPGA-based Platform as the Smart NIC platform

The FPGA-based platform was chosen as the Smart NIC solution platform for its programmability,

performance, flexible network interfaces, and homogeneous.

One of the main advantages of using FPGA-based platform for Smart NIC implementation is its
programmability. FPGAs can be reprogrammed to adapt to changing network requirements and to implement
innovative ideas. The ability to reprogram the FPGA and modify the smart NIC functionality is the key advantage
of FPGA-based Smart NIC enabled DCN architecture. The requirements of the FPGA-based Smart NIC solution
should be flexible and programmable to support various use cases and adapt to changing network requirements.
This flexibility allows for greater customization and futureproofing of the network infrastructure. This allows for

greater customization and flexibility in the Smart NIC design.

Another advantage of FPGA-based platform is its parallel processability. FPGAs can handle multiple tasks in
parallel, which makes them highly efficient at processing large amounts of data in real-time. FPGAs processing
time is in nanoseconds, which is much faster than traditional processors such as CPUs or GPUs. This allows the

Smart NIC to quickly process and transmit data, reducing latency and improving overall network performance.

In addition, FPGA-based platform supplied flexible network interfaces, for example, the SERDES of 28Gbps,
could be implemented to 10GbE, 25GbE, 40GbE, 100GbE Ethernet interface, which made it easy to demonstrate

the Smart NIC solutions in various use cases.

Last but not the least, for the Smart NIC used mainly in the data center environment, the FPGA-based Smart
NIC could supply homogeneous for the DCN. The identical FPGA-based platforms could be inserted to the servers,

programmed with different firmware, and running diverse applications.
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Overall, the FPGA-based platform is a powerful and ideal solution for Smart NIC implementation, especially
in the PhD research.

3.12 FPGA-based Smart NIC enabled all-optical intra-rack communication

The proposed FPGA-based Smart NIC intra-rack architecture is shown in Figure 6, the highlight of the design
includes the intra-rack server-to-server direct interconnect, which can minimize the intra-rack communication

latency.

The design draws inspiration from the "Bump in the Wire" [30] [31] architecture, featuring a comprehensive
mesh interconnect within the rack's servers. This setup enables direct communication among the servers within the
same rack, bypassing the need to traverse through the ToR switch. By taking this approach, it mitigates over 80%
of the intra-rack link latency that would have been introduced if the communication had to pass through the ToR

switch.

To facilitate the intra-rack communication, an FPGA-based Smart NIC was designed with two transceiver
interfaces, one to connect with the existing NIC and the other to connect with the ToR switch. The FPGA
communicates with the server through PCle interface. By employing the FPGA-based Smart NIC in line between
the normal NIC and the ToR switch, the Server-FPGA bandwidth was doubled since it introduced the normal NIC
in the loop. This increased the actual bandwidth from the Smart NIC to the server, which could go beyond 200
Gbps when calculated with PCle Gen3*16lanes or Gen4*8lanes bandwidth. This ease the bandwidth pressure

between the transceivers and the servers, which is critical in this architecture.
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Figure 6:Data Center Intra-rack architecture with Proposed Smart NIC

3.1.3 FPGA Selection

The PhD research work started in 2018, at that time, Xilinx had their newest generation Ultrascale+ FPGA out
with higher performance and lower latency than Virtex 7 FPGAs. Therefore, I chose Xilinx Ultrascale+ FPGA as
the main chip of the Smart NIC. It had high-speed transceivers that support speeds of up to 32.75 Gbps, making
them suitable for applications that require high-speed data transfer. It also supports a wide range of high-speed

interfaces, including PCle, DDR4, and 100G Ethernet.
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The Xilinx Ultrascale+ series devices ranged from 862K system logic cells to 3780K, I chose VU3P(resource
shown in Figure 7) featured with 862K System Logic Cells, 12Mb Dist. RAM, 25.3Mb Block RAM, 90Mb
UltraRAM, PCle Gen3x16 and 40 GTY 32.75Gbps Transceivers. The RAMs could be used for buffering the
packets, the 16 PCle Gen3 lanes could meet the requirement of 100Gbps traffic, and 40 GTY 32.75Gbps
Transceivers supplied variable intra-rack card-to-card communication architectures. Considering the design size
and the cost of the Smart NIC hardware, VU3P is the most economical and powerful choice in the Ultrascale+
family.

Device Name VuUs3p
System Logic Cells (K) 862

CLB Flip-Flops (K) 788
CLB LUTs (K) 394
Max. Dist. RAM (Mb) 12.0

Total Block RAM (Mb) 25.3
UltraRAM (Mb) 90.0
HBM DRAM (GB) -
HBM AXI Interfaces —

Clock Mgmt Tiles (CMTs) 10
DSP Slices 2,280
Peak INT8 DSP (TOP/s) 7.1
PCle® Gen3 x16 2
PCle Gen3 x16/Gen4 x8 / CcCIX" -
150G Interlaken 3
100G Ethernet w/ KR4 RS-FEC 3
Max. Single-Ended HP 1/Os 520
GTY 32.75Gb/s Transceivers 40

Figure 7: Xilinx Ultrascale+ VU3P resources

3.14 FPGA-based platform features

1. For the FPGA-based Smart NIC implementation, I initiated the hardware
requirements and assigned the FPGA pins for a new FPGA-based hardware
platform with chosen Xilinx Ultrascale+ VU3P FPGA. A variety of factors
were taken into account, including intra-rack architecture, network
interface, processing requirements, programmability and flexibility, then a
hardware engineer designed the required FPGA-based Smart NIC platform
as shown in Figure 8.

Figure 8:FPGA-based Smart NIC Platform
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The FPGA-based hardware platform was with the features below for the intra-rack and inter-rack acceleration:

3.1.5

a.

Firefly-enabled multi-lanes 25Gbps link enabling Data Cetner Intra-rack networking Architecture: The
smart NIC serves as a connection point within the data center rack and enables intra-rack
communication. Considering the architecture i ensure that the smart NIC can efficiently route traffic

between servers within the rack, reducing latency and improving overall performance.

QSFP28-enabled 100Gbps link enabling high speed Network Interface: The smart NIC must support
the desired network interface, such as Ethernet or InfiniBand. The choice of interface can also impact
the FPGA selection and design considerations. The design ensured that the smart NIC is compatible

with the network infrastructure and protocols used within the data center or cloud environment.

Ultrascaleplus-enabled processing capabilities enabling real-time parallel processing: The processing
requirements of the smart NIC will depend on the intended use case. For example, a smart NIC used
for packet filtering and load balancing will have different processing requirements than one used for
encryption/decryption. The design should ensure that the FPGA and associated components can handle
the processing requirements of the specific use case. However, the Ultrascale+ VU3P supplied almost

a thousand FPGA System Logic Cells that which the use cases mentioned above possible.

DDR4-enabled Storage capabilities enabling buffering the 100Gbps traffic on the board: Basically, the
Smart NIC is a NIC that need to deal with the incoming and outgoing traffics of the servers. With
100Gbps traffic, no matter how big the storage on the Smart NIC card is, the traffic would easily flush
the card. Nevertheless, although on-board-DDR4 memories couldn’t store seconds of data, but it could

made the card be able to tolerant the network jitter.

Low Power Consumption Design: The FPGA is the key component of the Smart NIC and its selection
is critical to the performance and efficiency of the system. High-speed transceivers and high logic
capacity are generally preferred, as they enable the smart NIC to process and transmit data at high
speeds. However, power consumption is an important consideration, especially in power-constrained
environments such as data centers. The FPGA and associated components were designed for low

power consumption, while still maintaining high performance.

FPGA-based Smart NIC architecture

The nature of the Smart NIC is inserting into the PCle slot of a server and collaborating resiliently with CPU,

memory, and other server components. Therefore, the FPGA-based Smart NIC is not just a standalone device. The

Smart NIC was designed to offload the CPU which had close connection with the software workloads. Considering

both FPGA-based firmware part and the software part, the high level system architecture design was demonstrated

in the Figure 9.
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Figure 9:(a) Software architecutre (b) FPGA-based firmware architecutre

The software component, depicted in Figure 9(a), encompasses open networking initiatives and established
protocols, including the P4 compiler, ONOS, DPDK, and interfaces like gRPC. This software segment plays a
pivotal role in facilitating communication between the FPGA-based Smart NIC and the server.

The FPGA-based hardware component, as illustrated in Figure 9(b), primarily handles network dataplane
processing. The subsequent sections below provide comprehensive insights into the system architecture design of
the FPGA-based Smart NIC.

3.2 FPGA-based Smart NIC System software architecture design

The software part of the FPGA-based Smart NIC was displayed in Fig. IT consists the Kernel-based driver part,
the user-space part and the APP part. The idea of the software part of the Smart NIC architecture design is using
the open-source projects. And the main design works are FPGA-based Smart NIC DPDK driver, and the P4C agent.

3.2.1 FPGA-based Smart NIC DPDK driver

For running and testing FPGA-based Smart NIC, DPDK drivers need to be developed. Furthermore, a P4 agent
needs to be designed and implemented after the P4C to translate the json file to the binary files that FPGA can

understand.

""""""""""" ! DPDK User Space Foossmeesssaeassaaassg,
pac Accelerators

Smart NIC driver

Linux Kernel

Figure 10:Smart NIC DPDK Driver
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The Smart NIC driver for DPDK was designed to support polling mode, which allows for more efficient data
transfers between the Smart NIC and the application. The driver layer, displayed in Figure 10, operates several key
components such as the initialization of the igb uio module, addition of devices, PCle device driver attribute
definitions, and the ability to perform binding operations to trigger driver probes. Additionally, the driver can

perform unbind operations to find a concrete device abstraction through the passed device identity and release it.

The igb _uio module initialization is an important step in the driver layer operations as it allows the driver to
communicate with the hardware and perform low-level operations. This module is responsible for providing a user

space driver for devices that do not have native support in the Linux kernel.

The addition of devices is another important aspect of the driver layer operations. This step involves identifying
and registering the devices that the driver will interact with. Once a device is added, the driver can start sending

and receiving data packets to and from the device.

PCle device driver attribute definitions are also a key component of the driver layer operations. These
definitions specify the properties of the device and its capabilities. This information is used by the driver to

determine how best to communicate with the device.

The ability to perform binding operations is critical to the driver's functionality. This process involves
associating a driver with a specific device. When a device is bound to a driver, the driver is responsible for managing

the device's communication with the rest of the system.

The driver can perform the unbind operation, which allows it to release a device abstraction by passing a device

identity. This process frees up system resources and ensures that the device is no longer tied to a specific driver.

3.2.2  Socket to program and manage the FPGA-based Smart NIC
There are a few sockets I developed for program and manage the FPGA-based smart NIC.
3.2.2.1 SNMP

SNMP, or "Simple Network Management Protocol," is a vital application layer protocol that forms an integral
part of the internet protocol suite—a comprehensive ensemble of communication protocols widely employed in the
realm of networking. Its fundamental purpose lies in the systematic collection of data pertaining to changes
occurring within a network and the real-time status of network-connected devices. This profound capacity for data
acquisition equips IT professionals with the tools needed to maintain a comprehensive and informed overview of

all the devices and applications they oversee.

SNMP operates as a dynamic instrument for making inquiries and assessments across the network landscape.
By utilizing SNMP, TCP, and various other probe types, it facilitates real-time queries to every device within the
network, affording administrators a wealth of performance metrics. Moreover, SNMP is equipped with an
intelligent system of predefined thresholds that, when surpassed by specific values, serve as triggers for notification
mechanisms. These notifications, often executed through specialized software, swiftly apprise system
administrators of emerging issues, granting them the ability to access pertinent data and promptly rectify the

problem.
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The mechanism through which SNMP operates is reliant on the transmission of messages referred to as Protocol
Data Units (PDUs) to devices in the network that offer support for SNMP. These messages, more precisely
designated as SNMP Get-Requests, serve as the communication bridge between administrators and the network
devices. By deploying these requests, network administrators can systematically monitor virtually any data values

they wish to track, providing a dynamic means of surveillance and control.

The informational wealth gathered by SNMP isn't confined within its own ecosystem. Instead, it is designed to
be made available to requesting products or applications, fostering a cooperative environment where data can be
seamlessly disseminated to meet the specific needs of administrators. This flexible framework enables
administrators to choose whether to display the real-time data or archive it for subsequent analysis, in line with the
demands of the ever-evolving network landscape. Thus, SNMP remains a pivotal element in the arsenal of network

management tools, underpinning efficient and responsive administration across diverse IT ecosystems.
3222 Netconf

The Network Configuration Protocol, more commonly known as NETCONF, stands as a pivotal internet
management protocol that has been meticulously crafted and refined by the esteemed Internet Engineering Task
Force (IETF). Its primary mission revolves around delivering a secure and methodical approach to handle the
installation, alteration, and removal of configuration data on network devices, thereby enhancing network

management on a profound scale.

At the heart of NETCONF's operation lies the utilization of the Remote Procedure Call (RPC) protocol. This
RPC protocol serves as the indispensable bridge that enables seamless and secure communication between clients
and servers within the network infrastructure. One of the paramount advantages of RPC is its ability to facilitate
program-to-program interactions without requiring an in-depth understanding of the underlying network intricacies.
Essentially, it permits one program to solicit services from another program, ushering in a world of seamless

interaction and cooperation.

A defining feature of the RPC messages is their encoding in Extensible Markup Language (XML). This choice
of format not only ensures that data is structured and easily comprehensible but also allows for the inclusion of
meta-information to accompany the payload. The result is a versatile and powerful means of transmitting

instructions and queries within the network.

Moreover, these RPC messages traverse the network within the confines of secure, connection-oriented sessions.
This added layer of security bolsters the integrity of the communication, making it resistant to common network

i1ssues and vulnerabilities.

In essence, NETCONF, with its reliance on RPC and XML, provides a robust foundation for network
management. It streamlines the handling of configuration data on network devices, simplifies program-to-program
communication, and maintains a strong emphasis on security. As networks continue to grow in complexity and
importance, NETCONF's role in shaping efficient, secure, and structured network management becomes

increasingly vital. It exemplifies the commitment of the IETF to elevating internet management to new heights.
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3223  gRPC

gRPC, an innovative technology, is tailor-made for the seamless implementation of Remote Procedure Call
(RPC) APIs, and it does so by building on HTTP 2.0 as its foundational transport protocol. At first glance, the
choice of gRPC and HTTP 2.0 may seem counterintuitive because they seemingly operate on disparate conceptual

models. However, this apparent contrast in models is precisely what makes gRPC unique and versatile.

In the realm of gRPC, the architecture adheres to the RPC model. Here, procedures take center stage as the
primary addressable entities, and the data resides within these procedures. This design revolves around the idea of
method invocation, where clients make requests to specific methods or functions on the server, passing data and
expecting a response. The RPC model is inherently service-oriented, focusing on operations and interactions, often

aligning closely with programming paradigms.

Conversely, HTTP, the backbone of web communication, is rooted in a different paradigm. In the world of
HTTP, the fundamental entities are data resources, which are often referred to as "resources" in the specifications.
These resources are addressable entities, and their behaviours are hidden behind the data. The core principle here
is that the web's functionality is achieved through the creation, modification, and deletion of these resources,

typically expressed through HTTP methods like GET, POST, PUT, and DELETE.

In essence, gRPC not only bridges the gap between RPC and HTTP but also pushes the boundaries of modern
network communication. It brings the structured and efficient RPC model into the world of web-based applications,
offering a versatile and compelling approach to building robust and high-performance APIs. Its adoption is
particularly advantageous in situations where real-time interactions and low latency are critical, underscoring its

significance in the ever-evolving landscape of network technologies.

3.2.3 P4 compiler and agent
There are a few open source projects for P4 compiler [66], such as:

P4C : P4AC is a P4 compiler for programming network devices. P4C compiles P4 code into binary code that can
be run on network devices. The compiled code can be used to program various data plane devices such as switches,
routers, and NICs. By using P4C, network engineers can specify how packets are processed by the network,

allowing them to customize and optimize network behaviour for their specific needs.

P4c-bm2-ss: P4c-bm2-ss is a variant of the P4c compiler that generates programs specifically for the Barefoot
Tofino switch chip. It is optimized to generate efficient code for Tofino's programmable pipeline architecture and

provides a high-level interface to program the switch hardware.

P4c-ebpf: PAc-ebpf is a P4 compiler that generates eBPF (extended Berkeley Packet Filter) programs that can
be used in Linux-based systems. It translates P4 programs into eBPF bytecode, which can be loaded into the Linux
kernel to perform packet processing in user space. P4c-ebpf is particularly useful for implementing network

functions in Linux-based systems, such as firewalls, load balancers, and intrusion detection systems.

P4c-xdp: P4c-xdp is a P4 compiler that generates programs for the XDP (eXpress Data Path) framework used

in Linux-based systems. It generates eBPF bytecode that can be loaded into the XDP framework to perform fast
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packet processing in the Linux kernel. P4c-xdp is particularly useful for implementing high-speed network

functions in Linux-based systems, such as DDoS protection and load balancing.

In summary, P4c-bm2-ss targeted Tofino swtich chip, P4c-ebpf and P4c-xdp targeted Linux-based systems.
P4C is more general, targeted multiple backends. There are also a few other P4 compilers, such as PA@EITE [67],
P4AFPGA [68], PISCES [69], and so on. Most of these tools use the P4c frontend provided by the P4 Language
Consortium [70] as a starting point to reduce development effort. Therefore, PAC was decided to be used in the
Smart NIC solution, as it can compile P4 code into binary code, however, the binary code cannot be read directly
by the FPGA-based Smart NIC. To support the proposed FPGA-based Smart NIC, a backend solution needs to be
built to interpret the P4 code into registers and LUTs that the FPGA can understand. Additionally, a P4 compiler
agent needs to be developed to translate the compiled JSON file into a P4 binary file that the FPGA can understand.

3.3 FPGA-based Smart NIC Firmware Architecture Design

The PhD work focused more on the FPGA-based design, which is responsible for implementing the offload and

low latency work.

To achieve ultra-low intra-rack latency, the system design includes a super path for 25Gbps intra-rack server-
to-server communication data paths, which has the highest priority. In contrast, the ToR-server path, shown as the
100Gbps path in Figure 11, is designed as a service-driven path that supports P4 and virtual switch data paths for
CPU offload and multiple-VM applications. The FPGA-to-NIC path follows the same design principles.
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Figure 11:P4-enabled FPGA-based Smart NIC architecture in a glance

3.3.1 Serdes and Ethernet MAC

While I use Xilinx Ultrasclae+ VU3P FPGA as the main chip for the Smart NIC design and development, the
SERDES and Ethernet MAC employed in the design for both 100GbE and 10GbE/25GbE was from Xilinx. The
Xilinx 25G/100G Ethernet IP core are programmable Ethernet MACs that can be used with Xilinx FPGAs to enable
high-speed Ethernet connectivity. The core supports full-duplex operation at speeds of up to 25 Gbps/100Gbps,
and includes features such as VLAN tagging and filtering, Jumbo Frame support, and Quality of Service (QoS)
features. The Xilinx 25G/100G Ethernet IP core also includes support for the IEEE 1588 Precision Time Protocol
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(PTP), which enables accurate synchronization of clocks across a network. This is an important feature for many

high-performance networking and communication systems.

In the design, I utilized the statistics gathered from the MAC IP core, such as total packets, good packets, bad
FCSs and so on. The features help for the flow visibility and debugging.

3.3.2 P4 functional Block

The FPGA-based Smart NIC offers programmability and flexibility, rendering it well-suited for the P4 data
plane. Conforming to the most recent P4 16 language specification, the FPGA was used to implement the P4 data
plane block. Figure 12 illustrates the fundamental architecture of the Smart NIC, incorporating P4-enabled
functions. The MAC component manages the processing of Layer 2 Ethernet frames, while the P4 ingress and
egress functional blocks handle incoming and outgoing packets. The PCle/DMA functions oversee processing and
transmission to and from the server. The P4 data plane functionality is structured into discrete blocks, including the

parser, match and action, deparser, and deMUX, as depicted in Figure 12.
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Figure 12:FPGA-based Smart NIC P4-enabled Dataplane architecture

The parser block of the P4 data plane is responsible for extracting packet headers from the incoming packet and
parsing them into fields that can be matched against the rules defined in the match-action block. The parser block
performs its operations in two phases. In the first phase, it reads the packet headers from the input buffer and
converts them into a byte stream. In the second phase, it parses the byte stream into fields that can be matched
against the rules defined in the match-action block. To accomplish this, the parser block uses a set of parsing rules
that specify how to extract the header fields. These parsing rules define the structure of the packet headers and how
they should be parsed. The parser block applies these rules to the incoming packet to extract the relevant fields and

then stores these fields in a metadata register.

The metadata register is a temporary storage location that holds the extracted header fields until they can be
processed by the match-action block. The metadata register contains information about the packet, such as the
source MAC address, destination MAC address, IP address, and TCP/UDP port number. The parser block can be
designed to support various packet formats and protocols. It can extract header fields from including Ethernet, IP,

TCP/UDP, VXLAN, VLAN, and MPLS (up to 3 nested).
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Furthermore, the parser block can be designed to operate in two modes: full parser mode and bit-based parser
mode. In the full parser mode, the parser block parses the entire packet header and extracts all the fields that are
specified in the parsing rules. In contrast, the bit-based parser mode only extracts the fields that are specified by the
P4 agent. In this mode, the P4 agent specifies which fields should be extracted and how they should be parsed. The
bit-based parser mode provides a more flexible approach to packet parsing and allows the Smart NIC to support

new protocols without requiring any changes to the hardware design.

The match-action block of the P4 data plane allows for flexible and programmable packet processing. The
match-action block works by comparing the fields extracted by the parser against a set of rules defined in the match
table. Each rule in the match table specifies a set of conditions that must be met for the action to be taken. The
conditions can include matching on the values of one or more header fields, as well as on metadata values. Once
the match is made, the match-action block applies the corresponding action to the packet. The actions can be used
to modify the packet fields, add or remove headers, forward the packet to a different port, or drop the packet, among
other functions. The actions can also modify the metadata values, allowing for more complex processing to be

performed in subsequent stages of the data plane.

One important aspect of the match-action block is the ability to handle multiple matches [71] for a single packet.
This is achieved using priority levels in the match table, which allow for multiple rules to be evaluated in order of
priority. This allows for more complex policies to be implemented, such as traffic shaping or load balancing. The
match-action block enables flexible and programmable packet processing based on a set of rules. By allowing for
the modification of packet fields and metadata, the match-action block enables the implementation of a wide range

of networking policies and functions.

In addition, the matching block described employs a Ternary Content-Addressable Memory (TCAM) [72] to
perform fast searching and matching of the searching key and the mask key, resulting in a hit/miss indication of the
matching in a specific place. The designed FPGA-based matching functional block can handle up to 660 mask keys.
The block can support match state of '1', '0', and 'X'. Furthermore, if a use case requires priority or more than 32
output requirements, the matching block can be cascaded. The implemented matching block utilizing TCAM
technology provides efficient and scalable solutions for searching and matching P4 language's converted binary

mask file with a vast number of possible matching cases.

The deparser block in a P4-enabled SmartNIC is responsible for assembling the modified packet fields into a
new packet format that can be sent out on the network. The deparser uses a set of deparser rules to determine how
to assemble the packet fields, and then it sends the new packet out through the appropriate port. The deparser rules
specify how the fields extracted from the packet header by the parser block are to be arranged in the outgoing
packet. This involves determining the size and position of each field, as well as the order in which they should
appear. Once the deparser has assembled the new packet, it hands it off to the output port for transmission. In some
cases, the deparser may need to perform additional processing on the packet before it can be sent out on the network.

For example, it may need to add a checksum or perform some other kind of packet verification.

Metadata block provides a flexible and programmable way to store and share packet information between
different blocks of the P4 pipeline. The metadata can be used to store packet headers, packet state, and other
information that needs to be shared between the different blocks of the P4 pipeline. In addition, metadata can also

be used to carry additional information such as statistics, timestamps, and flow state. This information can be used
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to enable advanced network functions such as network telemetry, load balancing, and flow monitoring. Metadata
can be accessed and modified by the P4 program using metadata operations, which include reading and writing
metadata registers, copying metadata between registers, and performing arithmetic operations on metadata values.
The P4 program can also define its own metadata fields, which can be used to store custom packet information that

is specific to the application.
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Figure 13:FPGA-based Smart NIC Hearder block

As shown in Figure 13, the Header Register 0-9: 64bits, can be any bits of the Header. The maximum header
bits are 640bits. Header Registers/Metadata need to be synchronized with Payload. User Defined metadata register

need to include the information of which bits of header are extracted.
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Figure 14:FPGA-based Smart NIC Look Up Table Block

As shown in the Figure 14, the Header Registers and Metadata Registers are set as the Look Up Key that can
go through the LUT to the match and action block for the looking up and action.
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Packet processing followed a pipelined approach, beginning with packet parsing. During parsing, metadata was
extracted and matched against mask and matching tables. Processed packets then proceeded in accordance with the

defined action rules, resulting in the creation of new packets for output.

The parser functional block was thoughtfully implemented with two distinct modes: the bit-based mode and the
parser mode. On one hand, in the parser mode, the parser could parse the headers to multiple protocols, including
Ethernet, IP, TCP/UDP, VXLAN, VLAN, and MPLS (up to 3 nested). On the other hand, the bit-based mode
allowed the Smart NIC to receive instructions from the P4 agent bit by bit, specifying the instructions of parsing

procession. This mode introduced a remarkable level of protocol independence.

However, for the support of other protocols such as Paxos and Market Data Protocol, the responsibility for
protocol extraction fell upon the P4 agent. It was necessary for the P4 agent to manage the extraction process due

to hardware limitations.

It's worth noting that the Smart NIC solution utilized the Xilinx hardcore 100G/25G Ethernet MAC, which

primarily supported Ethernet-based protocols, owing to hardware constraints.

In summary, the system design harmoniously blends software and FPGA-based elements to attain high-
performance networking capabilities. The software component facilitates seamless application support by
leveraging open networking projects and established protocols. Conversely, the FPGA-based data plane segment
shoulders the bulk of the low-latency and offload responsibilities, ensuring efficient and robust network

performance.

3.3.3 FPGA-based Implementation Beyond P4

FPGA is a versatile and powerful tool that is not limited to network processing. In fact, current applications
such as OvS offload, 5G UPC offload, machine learning, edge computing, and cryptos have all successfully used
FPGA technology [55]. This suggests that FPGAs could be used as the basis for an application-driven server edge

processor.

The ability to reconfigure an FPGA is a significant advantage that sets it apart from traditional processors.
FPGAs can be programmed to perform a wide range of functions, and their flexibility allows them to be easily
adapted to different applications without the need to physically change the hardware. With the ability to fully
reconfigure an FPGA, designers can create entirely new functions that were not previously possible. This allows
for rapid prototyping and experimentation, as well as the ability to adapt to changing application requirements. For
example, if a particular application requires a different algorithm, the designer can simply create a new bit file and

download it to the FPGA.

Partial reconfiguration technology elevates flexibility to an advanced level. It enables designers to load partial
bit files into an FPGA while the remaining logic remains operational. This dynamic capability allows the FPGA's
hardware functionality to be modified on the fly, without disrupting ongoing processes. The capacity to adapt the
FPGA's hardware functionality in real-time yields substantial advantages across various applications. For instance,
in a network processing scenario, the FPGA can be reconfigured to handle varying types of network traffic based
on specific application needs. Similarly, in a machine learning application, the FPGA can be adjusted to optimize

its hardware for particular neural network types.
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An illustration of partial reconfiguration's utility is its application in crafting a P4 ACTION functional block.
This block can be intentionally designed to support partial reconfiguration, thereby enabling the addition of
supplementary sets of actions, processing routines, or algorithms to the system as required. Crucially, this
enhancement can be accomplished without interrupting the ongoing service, which holds particular significance in

situations where downtime is not permissible.

One of the paramount merits of partial reconfiguration is its capacity to empower FPGA designers to optimize
resource utilization effectively. By segmenting the FPGA's functionality into smaller, modular components,
designers can allocate resources with greater efficiency, culminating in more cost-effective and easily manageable
designs. Consequently, the P4 data plane within the Smart NIC serves as a driving force that is application-centric
in the Data Center Network (DCN).However, this approach relies on the Xilinx partial reconfiguration technology,
the flexible module need to be drawn as a PBlock in the FPGA implementation. In practice, it is difficult to meet
the timing especially when taken more than 50% FPGA resources or the design clock is more than 250MHz. Then

this method might be a good reasearch outcome, but can’t be a very practical product.

Despite these limitations, the use of partial reconfiguration technology remains an important area of research
and development in the field of FPGA technology. As advancements are made in this area, it is possible that future

designs may overcome some of the limitations associated with this approach.

By implementing the P4-enabled dataplane with the partial reconfiguration technology, I found it was hard to
design and implement a general P4-enabled dataplane suitable for most applications. For specific application, such

as OvS offload, some application specific twists need to be carried out.

3.3.4 FPGA-based Smart NIC offload engine

The trend towards more intelligent and efficient NICs has gained significant momentum, as organizations look
to maximize their network performance and minimize latency. One of the key features that make a NIC intelligent
and smart is the offload engine. This offload engine allows the NIC to offload certain tasks that would traditionally
be performed by the CPU, such as computing the TCP/IP checksum, and instead handle them directly. This results

in significant improvements in network throughput and reduced CPU utilization.

In the context of cloud services, the offload engine is even more crucial, as these services require a high level
of agility and scalability. To support the technology and platforms that have already been employed in the DCN,
such as SDN, DPDK, OpenStack, and others, the offload engine must be designed to be compatible with these
technologies. Therefore, the offload engine that has been considered in the PhD work primarily includes TCP/IP
checksum offload[66] and Open vSwitch offload[67]. These offload capabilities allow for faster and more efficient
communication between devices on a network, while also ensuring that the NIC can handle the demands of cloud

services and the technologies that support them.

3.34.1 TCP/IP offload

From Chapter 1, the primary reason for offloading TCP/IP processing to a NIC is to reduce the CPU burden on
iterated packet processing. When packets go through the CPU-based TCP/IP stack, it consumes a significant
amount of CPU resources, which can affect overall system performance. However, these tasks can be processed

efficiently in parallel processing hardware. By offloading the TCP/IP stack[66] to the NIC, the NIC takes over the
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processing of the entire TCP/IP stack on the hardware level. This means that the NIC handles all packet formation,
checksum calculations, and other tasks, while the CPU exchanges blocks of data with the NIC.

This method of offloading TCP/IP processing [73] has been proven to be an efficient and effective way of
processing simple network protocols such as IP and ICMP. However, due to the complexity of the TCP/IP protocol,
it is challenging to implement the entire protocol in FPGA-based RTL logic. The typical way of implementing
TCP/IP protocol in a processor in the FPGA can reduce the CPU burden but significantly increases the latency.
Therefore, offloading TCP/IP processing to the NIC can improve network performance without sacrificing latency.
This approach can be especially beneficial in high-performance computing environments where low latency and

high throughput are critical for efficient operation.

Since the TCP/IP stack can be very complexity based on the use case, to reduce the resource usage and balance
the CPU and NIC workload, there is another TCP/IP offload method, called TCP/IP checksum offload. As
previously described, this is a method of offloading the TCP/IP/UDP checksums calculation and verification in the
NIC, which allows the traffic to be parsed and calculated by the NIC rather than by the host CPU. The FPGA-based
NIC process the bits/bytes in parallel, which means, theoretically, it can process thousands of bits in 1 clock cycle
(normally in ns); however, for the CPU, depends on the CPU processing width (64bits currently), in each clock
cycle, it can process limited bits, and need iterated work for processing the whole packet and calculate the
checksum. This is why processing the checksum in the FPGA-based hardware instead of CPU can dramatically
decrease the CPU workload.

In some use cases, the TCP/IP stack can be extremely complex, which can cause significant resource usage and
imbalance in workload between the CPU and NIC. Thanks to the DPDK, which enables applications to bypass the
kernel and interact directly with the NIC by moving the packet processing to user space. Thus, significantly reduces
packet processing latency and improves overall network performance. DPDK eliminates the overhead associated

with system calls, context switches, and network stacks that are typically involved in kernel-based networking.

Although in certain use cases, such as financial trading, TCP/IP stack offloading improved packet throughput
and reduced processing latency. To address this, there is another TCP/IP offload method known as TCP/IP
checksum offload. This approach involves offloading the TCP/IP/UDP checksum calculation and verification to
the NIC, enabling traffic to be parsed and calculated by the NIC instead of the host CPU.

The FPGA-based NIC processes bits/bytes in parallel, which theoretically allows it to process thousands of bits
in a single clock cycle (usually in nanoseconds). In contrast, the CPU's processing width (currently 64 bits) limits
the number of bits it can process in each clock cycle, requiring it to perform iterated work to process the entire
packet and calculate the checksum. Processing the checksum in FPGA-based hardware instead of the CPU can

therefore dramatically reduce the CPU workload.

By offloading the TCP/IP checksum calculation and verification to the NIC, the CPU workload is reduced,
enabling it to handle other tasks more efficiently. This method is particularly useful in high-performance computing
environments, where low latency and high throughput are critical. In summary, TCP/IP checksum offload is an

effective way to balance the workload between the CPU and NIC and reduce the overall resource usage.

For the TCP/IP segmentation offload, the host or CPU don’t need to process the packets, do the segmentation.
Instead, the host will send the bulk of data (can be up to 64Kb) to the Smart NIC, which needs to chop the data to
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the supported length, copy the TCP/IP/UDP headers from the known packets, calculate the checksums and add the

checksums to the proper location of the packets.

3.34.2 TCP Segmentation Offload

TSO is specifically designed for the Transmission Control Protocol (TCP), which is a connection-oriented
protocol that provides reliable delivery of data over a network. TSO offloads the task of breaking large TCP data
packets into smaller ones, adding TCP headers to each packet, and calculating the checksums for the headers and
data to the Smart NIC. By offloading this task, TSO reduces CPU utilization and can improve network performance

in high-bandwidth environments.

When a large amount of data is sent over a network using the TCP, the data is divided into smaller packets and
sent over the network. This process of segmentation requires the operating system to break the data into smaller
pieces, add TCP headers to each packet, and calculate the checksums for the headers and data. This process requires

CPU resources, which can reduce network performance, particularly in high-bandwidth environments.

With TSO, the operating system sends a single large packet to the NIC with instructions on how to segment it.
The NIC then performs the segmentation, adds the TCP headers, calculates the checksums, and sends the smaller
packets over the network. This offloads the segmentation process from the CPU, reducing CPU utilization and

improving network performance.

On the receiving side of a network connection, RSO can offload tasks such as checksum verification, packet
reassembly, and buffer management from the host CPU to the NIC or other hardware. This can help to reduce CPU

utilization, improve network performance, and enable the host CPU to handle other tasks.

In a typical RSO implementation, the NIC or other hardware is responsible for verifying the integrity of received
packets by calculating and comparing checksums, reassembling packets that have been split into multiple segments,
and managing buffer memory. This offloads these tasks from the host CPU, allowing it to focus on higher-level

processing tasks.

The key benefit of RSO, which is similar to TSO, is that it can improve network performance by reducing the
overhead associated with packet processing on the host CPU. By offloading these tasks to the NIC or other

hardware, RSO can reduce latency and increase throughput, particularly in high-bandwidth environments.

Implementing TSO in a FPGA requires designing custom hardware circuits that can perform the required packet
segmentation, header addition, and checksum calculation functions. The TSO is a mature network technology that
has been used in the traditional NIC, the project focused more on the innovated Smart NIC data plane design and

implementation, I used a FPGA IP to support the basic TSO/RSO functions

3.34.3 PCle Block

The Smart NIC was connected to the server via a PCle interface for communication with the CPU. Our main
chip, the Xilinx Ultrascale+ FPGA, made use of the Xilinx Ultrascale+ hard IP directly. The Integrated Block for
PCle in UltraScale+ Devices served as a foundational serial interconnect solution, offering remarkable attributes
such as high bandwidth, scalability, and reliability. This IP core was meticulously crafted for deployment with
UltraScale+ devices, and Xilinx furnished the PCle integrated block PCIE4 [68] as a key component within this

architectural framework. The PCIE4 block, seamlessly integrated into UltraScale+ devices, was adept at supporting
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PCle IP, accommodating configurations ranging from 1-lane to 16-lane setups, and it was compatible with various

speeds up to Gen3 (8 GT/s). Notably, this IP core adhered to the PCI Express Base Specification, revision 3.1.

UltraScale FPGA Gen3 Integrated Block for PCI Express (Configured as an Endpoint)

ep_io_mem PIO_TO_CTRL

ep_mem32

ep_meme64

EP_TX EP_RX
ep_mem_erom

EP_MEM

PIO_INTR_CTRL

PIO_EP

PIO

X12459

Figure 15:Xilinx PCIE4 Block Example Design [68]

The PCIE4 block stands as an incredibly versatile IP core, offering the ability to tailor it precisely to the specific
needs of any given application. It boasts a range of advanced features, including dynamic link-width adjustment,
hot-plug capability, advanced error reporting, and MSI-X interrupt support. The example design of the PCIE4 block
comes complete with a PCle Gen3 PHY, supporting both 8b/10b and 128b/130b encoding schemes, thereby
enabling data transfer speeds of up to 8 GT/s. This PHY also incorporates vital features like adaptive equalization,
receive equalization, and transmitter emphasis, which collectively serve to compensate for signal attenuation and

distortion within high-speed serial channels.

In addition to the PCle Gen3 PHY, the PCIE4 block houses a PCI Express controller responsible for managing
the interface connecting the FPGA to the PCle bus. This controller is equipped with advanced functionalities such

as TLP (Transaction Layer Packet) reordering, packet buffering, and credit-based flow control.

For the Smart NIC development project, the PCIE4 block played a pivotal role by facilitating seamless
interconnection with a DMA engine. This combination ensures robust and adaptable data transfers between the

FPGA and the PCle bus, contributing to the overall success of the project.

3.3.44 FPGA-based DMA design and implementation

DMA is a critical engine of transferring data between an FPGA target and the host computer. Because DMA
can access the memory directly and does not need to involve the host processor, therefore it is widely used in
today’s NICs. In the design, the DMA is designed and implemented following Intel’s 82599 poll mode DMA [74].
In this mode, the DMA controller does not rely on interrupts to transfer data between the NIC and system memory.
Instead, it operates in a polling mode, continuously checking for data that needs to be transferred and handling
these transfers without waiting for external interrupts. This approach can result in reduced latency and is often used

in high-performance networking scenarios where low-latency data processing is critical.

Nevertheless, for the purpose of accommodating multiple VMs, attaining elevated bandwidth, and minimizing

latency, there is a compelling requirement for an upgrade. This upgrade necessitates the transformation into a multi-
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core MDA (Multi-Core Direct Memory Access) system, which orchestrates data processing across multiple host
CPU cores with enhanced efficiency. Consequently, data can be written to distinct host packet buffers, each
designated for processing by dedicated CPU cores. This architectural enhancement empowers network security
monitoring applications to harness parallel data processing capabilities, ultimately achieving superior levels of

speed and operational efficiency.

In addition to drawing inspiration from the poll mode DMA, the design and implementation of the DMA also
took cues from Remote Direct Memory Access (RDMA), a prominent feature in high-performance computing
interconnects. RDMA introduces a queue-based communication model, enabling two or more computers to
exchange data over a network through a meticulously organized queue-based system. These queues offer extensive
configurability, with each one tailored to specific interface types and capable of functioning in various modes.
Depending on how the DMA descriptors are loaded for a particular queue, messages can be added to or extracted

from the queue, delivering a versatile and low-overhead solution for setup and ongoing updates.

A significant advantage of the queue-based design and implementation lies in its adaptability to multiple PCle
Physical Functions (PFs) and Virtual Functions (VFs). This flexibility allows a single DMA core and PCI Express

interface to serve a wide array of multifunctional and virtualized application spaces.

The central mechanism employed by the DMA engine for data transfer hinges on the execution of instructions
(descriptors) furnished by the host operating system. Utilizing these descriptors, the DMA can facilitate data
movement in both the Host to Card (H2C) and Card to Host (C2H) directions. These data transfers occur through

the AXI4-Stream interface, ensuring efficient and seamless communication between the host and the card.

DMA is a critical component of data transfer between an FPGA target and a host computer. In addition to take
the Intel 82599 poll mode DMA as an example, the design and implementation of DMA also incorporate features
from Remote Direct Memory Access (RDMA), which is commonly used in high-performance computing
interconnects. RDMA uses a queue-based communication model, which allows multiple computers to
communicate over a network using a queue-based system. Each queue can be individually configured by interface
type and operates in different modes. DMA descriptors are loaded into a single queue to allow messages to be

added or removed from the queue.

An inherent strength of the queue-based design and implementation lies in its remarkable versatility, which
extends to the allocation of queues across multiple PFs and VFs. This strategic adaptability empowers the use of a
single DMA core and PCle interface within a diverse spectrum of multifunctional and virtualized application
domains. This innovative approach not only streamlines the setup process but also offers continuous update

functionality, serving as an efficient mechanism for data transfer while keeping latency to a minimum.

This architectural flexibility opens the door to significant advantages across various applications. By allowing
a single DMA core and PCle interface to cater to a wide range of multifunctional and virtualized scenarios, it
optimizes resource utilization and enhances the overall efficiency of data transfer processes. Furthermore, the
reduction in setup overhead and the seamless adaptability of queue assignments contribute to a responsive and
high-performance data transfer environment, aligning perfectly with the demands of modern, dynamic computing

systems.
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The primary mechanism for transferring data using DMA is by operating on instructions (descriptors) provided
by the host operating system. The descriptors provide information about the data to be transferred, including its
source and destination addresses, length, and other relevant details. The DMA engine can move data in both
directions, from Host to Card and from Card to Host. The interface used for DMA traffic is the AXI4-Stream

interface, which is a high-speed, point-to-point interface designed for streaming data.

By utilizing features from both the Intel 82599 poll mode DMA and RDMA, the DMA design and
implementation can support multi-VMs, achieve higher bandwidth, and reduce latency. The use of queue-based
communication and descriptors allows for efficient data transfer, while the AXI4-Stream interface provides a high-

speed, point-to-point interface for streaming data.

3.34.5 Queue-based DMA resource utilization optimization

As described above, the existing high-speed smart NIC’s interaction with host data was achieved through the
PCle/DMA interface, which supports 1-4 ports with each port supporting multiple queues. However, when these
multi-ports functionalities were implemented in the chip or the FPGA, multiple DMA channels should be
implemented to work with multiple channels of multiple ports, which would increase the logical complexity and
cost of the chip or the FPGA. Additionally, achieving multi-queue forwarding in high-speed smart NICs would
also require multiple DMA channels and logical resources, thus further increased the complexity and cost of the
chips/FPGAs. Furthermore, implementing the correspondent multiple queue functionality at the software level
would require the software to parse and forward packets, which would consume significant amount of CPU

resources.

To address these challenges, the proposed DMA optimization was to use a single channel in the Smart NIC to

implement multiple ports and multiple queues, thus saving logic resources and reducing costs of the chip/FPGA.

Once a packet entered the Smart NIC, it was parsed, matched by 5-Tuples and other rules, and then assigned to
the corresponding queue. The port and queue number were added at the end of the network packet, after that, the
packet was transmitted to the software layer through PCle/DMA. To avoid accidental duplication of port and queue
number and data packet, a metadata format for the port and queue number was defined. The checksum is then

calculated to ensure the data integrity.
The metadata format of the port and queue number were defined as follows in Table 2.
[Port ID (8 bits)][Queue ID (16 bits)][Checksum digit (8 bits)]

The check code is calculated by adding the port ID and queue ID and performing a bitwise XOR operation with

a predefined constant.

Opverall, this innovative approach allowed for efficient data distributing and forwarding in high-speed smart
NICs without requiring multiple DMA channels or consuming significant CPU resources. It saved logical resources,
reduced cost, and improved the overall performance of the system. The defined metadata format also helped to

ensure the integrity of packet information and prevent duplication.
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Table 2:Metadata Format
Byte 0 1 2 3 4 5 6 7
Content (Hex) aa bb cc Port Queue Random Number
Number | Number
Checksum

The system prepares 256 prime numbers, numbered 0-255. By using the identifier, port number, queue number,
8 bytes of the random number, the system calculated the value in each byte. Take the prime number of the

corresponding content, for example, the first byte aa in Table 2’s decimal is 170. Then take the corresponding 170th

prime number, which was 4bc5d4£3, shift the resulted prime numbers to the left, add the operation by bits:

The initial value of R was the first prime number, the initial value of V was the second prime number, and the

value of V became the next prime number after each operation. With 8 bytes into account, totally 7 operations were

needed.

Two examples of the calculations of the checksum were demonstrated below.

Example 1:

R=RK1)+V

In case: Port number is 01, queue number is 0002, random number is 0305

The first 8 bytes of the added packet are aabbcc0100020305

The 8 prime numbers V (in Hex) are

aa (170) corresponds to the prime number VO: 4bc5d4{3
bb (187) corresponds to the prime number V1: 42dff19f

cc (204) corresponds to the prime number V2: lee35bb

01 (1) corresponds to the prime number V3: 32907251
00 (0) corresponds to the prime number V4: 1fb0dfc9
02 (51) corresponds to the prime number V5: 76720269
03 (03) corresponds to prime number V6: 6850364b

05 (05) corresponds to prime number V7: 02b3b673

According to the Equation 1,

RO=4bc5d4f3

R1 = (RO << 1)+ VI = (4bc5d4f3<< 1) + 42dff19f = da6b9bs5
R2 = (R1 << 1) + V2 = (da6b9b85<< 1) + lee35bb = d3c36¢cc5
R3 = (R2 << 1) + V3 = (d3c36cc5<<1) + 3a907251= 2174bdb
R4 = (R3 << 1) + V4= (€2174bdb << 1) + 1fb0dfc9=e3df777f
R5 = (R4 << 1) + V5= (e3df777f << 1) + 7b720269=4330f167
R6 = (RS << 1) + V6= (4330f167<< 1) + 6850364b =ecb21919
R7 = (R6 << 1) + V7 = (eeb21919<<1) + 02b3b673=c017¢8a5
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The checksum is e017e8a5
The metadata is aabbcc0100020305e017e8a5

Example 2:

In case: Port number 02, queue number 0008, random number 0305
The first 16 bytes of the added packet are aabbcc0200080305
The 8 prime numbers V (in Hex) are

aa (170) corresponds to the prime number VO: 4bc5d4f3

bb (187) corresponds to the prime number V1: 42dff19f

cc (204) corresponds to the prime number V2: leec35bb

02 (2) corresponds to the prime number V3: 56cb4033

00 (0) corresponds to the prime number V4: 1fb0dfc9

08 (8) corresponds to the prime number V5: 45039065

03 (3) corresponds to the prime number V6: 6850364b

05 (5) corresponds to prime number V7: 02b3b673

According to the Equation 1,

RO=4bc5d4f3

R1=(R0O<<1)+ VI = (4bc5d4f3<< 1) + 42dff19f = da6b9b85
R2 =(RI << 1) + V2 = (da6b9b85<< 1) + leec35bb = d3c36¢cc5
R3 = (R2 << 1) + V3 = (d3c36cc5<<1) + 56cb4033= fe5219bd
R4 =(R3 << 1)+ V4 =(fe5219bd << 1) + 11b0dfc9=1c551343
R5=(R4 << 1)+ V5=(1c551343<< 1) + 45039065=7dadb6eb
R6 = (R5 << 1) + V6 = (7dadbbeb << 1) + 6850364b =63aba421
R7=(R6 << 1) + V7 = (63aba421<<1) + 02b3b673=calafeb5
The checksum is CAOAFEBS

The metadata is aabbcc0200080305CAOafeb5

When the driver recognized the identifier (aabbcc), it used the same identifier + port number + queue number
+ random number to calculate the checksum. After that, it compared the calculated value with the checksum. If the
results were identical, then the data was considered the correct data which could be used as the port number and
queue data. We could extract the port number and queue number from the data.

According to the method described above, the corresponding PCIle/DMA logic was implemented with Xilinx
VU3P FPGA, using the logical resource occupation of single-channel DMA in the thesis and the DMA logical

resource occupation of the traditional multi-channel multi-queue mode as shown in Table 3.
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Table 3:Optimised Single Channel DMA Resource Utilization vs Normal DMA
resource utilization
CLB LUTs CLB registers Block RAM
The Optimised DMA resource | 43348 44373 73
utilization
Normal DMA resource | 76648 68175 159
utilization

From Table 3, a comparison of the two methods shows that logical resources CLB LUTs save 43%, CLB
registers save 34.9%, and Block RAM save 41.5%.

3.3.4.6 DMA throughput performance Optimization

With the resource utilization optimized Queue-based DMA implemented, for I00GbE transmission, the PCle
Gen3 x 16 had the limitations on the small size packets, such as 64B to 256B. The PCle throughput was limited by
the transmission and reception of the size of the frames. The feature of the Smart NIC or NIC was designed to
handle the network packets one by one, even the small one. Therefore, the network performance was limited by the
PCle throughput.

To improve the throughput of the Ethernet frames, some work needed to be done on the PCle side of the Smart
NIC. The optimization was based on the network packet transmission scheme on the PCle end. We designed an
algorithm for optimizing the network packet transmission by accumulating the packets together. In the meantime,
to avoid the high latency that couldn’t meet the users’ requirements of the networks, the algorithm was based on
the bandwidth and latency requirements of the user. The length of the packets to be transmitted could be calculated
under the premise of the required latency and throughput. So that for the same type of network packet, the algorithm
provided was able to calculate the number of bytes transmitted by large packets which could meet the required
latency and throughput. Therefore, the PCle bandwidth was used effectively to improve the utilization of high-
speed Smart NIC on the PCle side.

By providing a mask-based match lookup module in the smart NIC, users could configure the requirements of
network packets, such as some packets with specific throughput and latency requirements, and some packets with
other specific throughput and latency requirements. In this way, through the controller of the smart NIC, the
requirements were configured, and the data packets entering the Smart NIC could be classified. After that, with the
specific throughput and latency considered, the number of bytes of the packet that needed to be accumulated for a
bigger packet was calculated according to Equation 2 and 3 as below. Then, when the packets entered the Smart
NIC, the number of bytes of the required packets were accumulated, and when the calculated number of bytes were
reached, it was sent out as a whole packet.

PS = (8R*BW+* (OD+D—BD) )/ (R—BW) )

oD =32 % 8/R A3)
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Table 4: The symbol meanings in Equation 2,3
Symbol Description
R Port bandwidth (bit/s)
BW The bandwidth required by the application (bit/s)
PS The payload after getting packets together (byte)
OD The latency of overhead after assembling packets together (s)
D The latency required by the application (s)
BD The latency of the whole smart NIC before getting packets together. (s
)

With the Equation 2 and 3, the redundant byte length was also recorded in the FPGA to tell the driver the actual
bytes of the packets after multiple data packets of the same application were assembled. To simplify the calculation
and complexity of splicing, the redundant byte length after splicing was set to 32.

To identify the accumulated packets, you need to mark them in the DMA description table, and the packets
spelled from the network card to the server need to be unpacked on the server. The packets spelled from the server
to the NIC need to be unpacked on the NIC side.

Through the above-described method, the throughput and latency requirements could be achieved, the number
of transmissions from the Smart NIC on the PCle end could be reduced, and different throughput rates and latency
services can be provided according to different applications.

The test results of the 100GbE Smart NIC were shown in Table 5 and Table 6.

Table 5: 100GbE Smart NIC measured performance (Throughput)
Ethernet Frame Size Without accumulating frames Accumulating frames to 1024B ,
adaptable throughput
64B 30.2Gbps 30.2Gbps to75Gbps
128B 34.6Gbps 34.6Gbps to 81.2Gbps
256B 43.1Gbps 43.1Gbps to 91.3Gbps

As shown in Table 6, when the received network packets are packets of 256 bytes or less, this method can

effectively improve the throughput rate and effectively adapt to user needs.
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Table 6: 100GbE Smart NIC measured performance (Latency)

Ethernet Frame | Without accumulating frames, | Accumulating frames to 1024B,

Size Latency adaptable Latency

64B 1.2ps The value can be any value >=1.2 s

As can be seen from Table 6, the latency of network packets may fluctuate according to the network

environment and internal storage size, and this method can effectively adapt to user needs.

3.4 FPGA-based Smart NIC Evaluation and Results

As described in previous sections, a P4-enabled Smart NIC was designed and implemented on a Xilinx
Ultrascale+ VU3P device. For the outcome of this Smart NIC, a test bed was setup as shown in Figure 16 Then the

resource utilization and performance were measured.

FPGA based NIC

Traffic
Generator PHY PAM&A

(>

-~

Server

Figure 16:FPGA-based Smart NIC evaluation testbed setup

The P4 data plane block was not restricted to the vendor, which means that the design was not limited to a
specific hardware vendor. The testbed was set up with an Anritsu MT1100 generating 100Gbps Ethernet traffic
flow, which was fed to the FPGA-based SmartNIC. The data was then moved from the FPGA to the server RAM
using DMA, and vice versa. The traffic flow was sent back to the traffic generator for measuring data loss and

latency.

The experiments and measurements in this chapter focused on the P4 data plane functional blocks only, which
were responsible for packet forwarding and processing. We targeted three metrics: resource utilization, latency,
and throughput. Resource utilization refered to the amount of resources consumed by the P4 data plane blocks on
the FPGA, including logic cells, memory, and DSP blocks. Latency is the time it takes for a packet to travel through
the Smart NIC, while throughput refers to the amount of data that can be processed by the Smart NIC per unit time.

For proving the FPGA-based Smart NIC architecture design and implementation, in this chapter, our
experiments and measurements focused on the P4-based data plane functional blocks, and targeting on three

metrics: resource utilization, latency, and throughput.
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3.4.1 Resource Utilization

The parse-match-action process was the core concept in P4 programming that was used to define the packet
processing pipeline for networking devices. The process involved three steps: parsing, matching, and action. In the
parsing stage, incoming packets were inspected and broken down into their constituent fields. These fields were
then matched against pre-defined rules in the matching stage. Finally, in the action stage, a set of actions was

performed on the packet based on the results of the matching process.

Implementing the parse-match-action process in hardware could be challenging, as it involved balancing the
timing closure and combinational logic of the design. Timing closure refered to the process of ensuring that all
signals in the design met their timing requirements, such as setup and hold times. This was crucial to ensure that
the hardware design functions correctly and reliably. However, meeting timing constraints could be difficult,

especially in high-speed networking applications.

Combinational logic refers to the logical operations performed on signals in the hardware design. In the context
of P4 programming, the combinational logic was used to implement the matching and action stages of the parse-
match-action process. Designing the combinational logic to be efficient and performant was critical to achieving

high throughput in the hardware implementation.

Balancing timing closure and combinational logic was a common challenge in hardware design, and it was
especially relevant in P4-enabled Smart NICs, where high-performance and low-latency packet processing was
critical. The authors of the paper focused on optimizing the design of the parse-match-action process to achieve

high performance and resource efficiency in the P4-enabled Smart NIC implementation.

Table 7: FPGA-based Smart NIC P4 Functional Blocks Resource Utilization

resource utilization available utilization %
LUT 38855 394080 9.85
LUTRAM 4292 197280 2.17
FF 9560 788160 1.21
BRAM 120.5 720 16.7

In the implementation of the P4-enabled Smart NIC, I was able to achieve a clock frequency of 350MHz while
minimizing the utilization of FPGA resources. This was an impressive achievement, as high clock frequencies are
critical for achieving high-speed packet processing in networking devices. Table 7 shows the resource utilization
of the FPGA for the P4-enabled Smart NIC implementation. The authors used various FPGA resources to

implement the parse-match-action process, including BRAMs, FFs, and LUTs.

BRAMSs, or block RAMs, were primarily used for the TCAM match and configure block. TCAMs are used for
fast table lookups in networking devices. The BRAMs in the FPGA were used to implement the TCAMs and store

the pre-defined rules used in the matching stage of the parse-match-action process.

Flip-flops, were used for the parser. The parser was responsible for breaking down the incoming packet into its

constituent fields, and FFs were used to store the state information of the parser.

64




LUTSs were used for the action block, which is responsible for performing a set of actions on the packet based
on the results of the matching stage. The LUTs were used to implement the combinational logic required for the

action block.

The implementation showed its possibility to achieve high performance and resource efficiency in P4-enabled
Smart NICs by optimizing the implementation of the parse-match-action process and carefully utilizing FPGA
resources such as BRAMs, FFs, and LUTs.

3.4.2 P4 configuration from controller

In addition to the hardware implementation of the P4-enabled Smart NIC, a software component to enable the
translation of the P4 code into a format that can be understood by the FPGA was designed. This piece of the agent
code and the open source P4C were combined and wrapped by using the open source P4C for FPGA-based Smart
NIC.

The P4 binary file generated by the compiler was translated to the mask table, the match table, and the action
table. These tables were sent to the FPGA-based Smart NIC for operating the P4 functional blocks.

The latency from sending the P4 binary file to the rising edge of the P4 updated ready signal of the P4 block in
the FPGA was measured. The latency was found to be below 1 millisecond, which is an impressive result that

demonstrates the network manager's ability to change the data plane behaviour in real-time.

This software component is essential for the operation of the P4-enabled Smart NIC as it enables the translation
of P4 code into a format that can be understood by the FPGA. By developing their own P4 compiler agent, the
authors were able to optimize the translation process for their specific implementation, which likely contributed to

the low latency achieved.

3.4.3 P4 functional block latency and throughput

The experiments were conducted to measure the latency and throughput of the P4 block in the FPGA using a
test bed setup shown in Figure 16. The action was set as 5 stages with the following operations: set Destination

MAC address, push MPLS, pop VLAN, tag, and forward to a port.
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Figure 17:The measurement results of P4 functional: (a) Latency; (b) Throughput

The outcomes of our experimental investigations have been thoughtfully presented in Figure 17, providing a

comprehensive insight into the performance characteristics of the system under scrutiny. In particular, our
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examination aimed to shed light on the intricate intricacies of latency and throughput, which are crucial parameters

for understanding the system's overall efficiency.

As showcased in Figure 17 (a), the latency analysis offered a detailed breakdown of latency across various
functional blocks. It was discerned that the latency of the parser was predominantly influenced by the length of the
Ethernet frames. In contrast, the remaining functional blocks exhibited a relatively stable and consistent latency,
regardless of the specific input conditions. This finding illuminates the significance of Ethernet frame length as a

critical determinant in the overall latency experienced by the system.

Turning our attention to Figure 17 (b), the throughput analysis revealed that several factors played a pivotal role
in influencing the system's performance. Notably, the size of the Ethernet frames emerged as a prominent factor
impacting throughput. Moreover, the efficiency of the PCle/DMA (Peripheral Component Interconnect
Express/Direct Memory Access) subsystem significantly affected the throughput of the system. It is imperative to
highlight that when the action block operated as a push/add function, there was a discernible reduction in

throughput, resulting in a throughput level that was 98% of the baseline measured result.

These results are important for understanding the performance of the P4-enabled SmartNIC and can help guide
further optimization of the system. And it helps us to be able to identify the factors that most significantly impact
the latency and throughput of the system and improve the system performance in the following chapters for the 5G

and cloud use cases.
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Chapter 4. P4-ENABLED SMART NIC FOR ACCELERATING END-
TO-END INTER-SERVER COMMUNICATION

P4 has become increasingly popular in the networking industry due to its unique ability to enable network
operators and developers to customize network behaviour and performance to a degree that was not possible with
traditional networking technologies. With P4, network operators can define their own packet processing rules and
tailor the behaviour of their networks to their specific needs. This level of flexibility and control had made P4 an
attractive option for developers who seek to optimize network performance and improve the efficiency of network
resources. However, it was important to keep in mind that P4 was not a silver bullet that would solve all network-
related problems. Actually, like any technologies, it had its limitations, and proper implementation and usage were
crucial to achieve the desired results. Despite this, when effectively utilized, P4 had the potential to enhance the
performance and efficiency of networks, making them better equipped to handle service workloads, met the
demands of modern applications, and enabled new and innovative use cases.

With a P4-enabled Smart NIC, network administrators could dynamically adjust network settings and protocols
in real-time to respond to changing network conditions and traffic patterns, thus, powered end-to-end
programmability in the network for inter-server communication.

In this chapter, the P4-enabled data plane use cases in 5G networks were explored, the focus was on the Smart

NIC enabled end-to-end applications.

4.1 Introduction to the P4-enabled data plane technologies in 5G networks

The extensive deployment of 5G networks by leading global operators, coupled with advancements in
autonomous vehicles and Internet of Things (IoT), has unveiled significant potential to revolutionize our modes of
communication and interaction with technology. These developments had led network innovators to begin
discussing what should the next generation of networks would look like, probably to bring significant
improvements in terms of speed, latency, capacity, reliability, and flexibility, enabling new use cases and
applications that were not possible with previous generations of networks. Some of the key technologies would
probably include millimetre-wave communication, massive MIMO, network slicing, edge computing, and artificial

intelligence, more of which are the KPIs of the 5G already.

4.1.1 5G UPF

5G UPF (User Plane Function) was a crucial component of 5G networks responsible for processing and
forwarding user data packets. In other words, the 5G UPF receives data packets from the 5G Core Network and
forwards them to their intended destination, such as a website or application. It played a critical role in ensuring the
efficient and reliable transport of data traffic in 5G networks. The 5G UPF was designed to support the high-speed,
low-latency, and highly scalable requirements of 5G networks. It was located at the edge of the network, closer to

the end-user devices, and can be deployed in multiple locations depending on the network operator's requirements.
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In addition to data forwarding, the 5G UPF could perform other functions, such as packet filtering and
inspection, policy enforcement, and charging. These functions were critical for ensuring the smooth operation of

the 5G network and providing a high-quality user experience.

In a typical 5G network architecture, the 5G UPF was located at the edge of the network, closer to the end-user
devices. It was connected to the 5G Core Network (5GC) via the N6 interface and to the Radio Access Network
(RAN) via the N3 interface.

When an end-user device sent data traffic over the 5G network, the traffic was initially received by the RAN,
which forwarded it to the 5G UPF for further processing and forwarding. The 5G UPF then applied policy rules
and filtered the traffic, before forwarding it to its intended destination, which could be a service or application on

the internet or another network.

The 5G UPF played a critical role in ensuring the high-speed, low-latency, and reliable transport of data traffic
in 5G networks. Its location at the edge of the network allowed it to provide low-latency data transport and support
for a large number of connected devices, which were key requirements for many 5G use cases such as autonomous

vehicles, smart factories, and virtual reality.

P4 allowed network administrators to define how packets are processed by network devices. By writing P4 code,
administrators can customize the behavior of the UPF, which was the key component of 5G network architecture

responsible for packet forwarding and routing functionality.

Using P4, administrators could define how the UPF handles various types of traffic, including data traffic, control
traffic, and management traffic. For example, they could create rules that specify how the UPF should handle
different types of traffic based on their QoS requirements. This allowed administrators to enforce network policies

such as traffic management, packet filtering, and load balancing.

P4 could also be used to implement new network services and applications on the UPF. For example,
administrators can write P4 code to enable new security services such as intrusion detection and prevention, or to

create new network functions such as traffic shaping or packet compression.

4.1.2 Network Slicing in 5G networks

Transport network slicing was one of the critical features in 5G networks and beyond, as it allowed for the
creation of virtualized technology frameworks that could tailor the network performance and functionality to meet
the specific requirements of tenants such as mobile operators, DC applications, fintech, and more. By slicing the
network across multiple layers, including optical, IP, and applications, network slicing allowed for the efficient

allocation of network resources, resulting in better network performance and improved quality of service.

Network slicing enabled the forwarding of packets with the ability to dynamically demand the necessary
bandwidth and latency. This ensures that the network be able to adapt to the changing demands of different
applications and their associated KPIs, ensuring that they were able to perform at their best. With the ability to
support different functional splits, network slicing was able to provide a high level of flexibility and scalability to
5G networks, allowing for the creation of tailored network solutions that can meet the unique requirements of

different applications and tenants.
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Network slicing in 5G networks was a powerful tool that allows network operators to create multiple virtualized
networks on top of a shared physical infrastructure. This allowed different types of applications to coexist on the
same network, while each application receives the specific network resources it needs to meet its requirements.
With network slicing, the network could be divided into separate logical networks, each with its own network

functions, control plane, and data plane.

In addition, with the optical enablers, optical network slicing could be used to cooperate with network slicing
to separate optical channels on a shared physical infrastructure, allowing different applications to have their own
dedicated optical channels. IP network slicing, on the other hand, allows network operators to create virtualized IP

networks with their own dedicated network functions, such as routing, security, and QoS.

The dynamic allocation of network resources, such as bandwidth and latency, based on the requirements of
specific applications was one of the key benefits of network slicing. With network slicing, resources could be
allocated on demand, allowing the network to adapt to changing traffic patterns and ensure that each application
receives the necessary resources to operate at peak efficiency. This was especially important in 5G networks, where
the number of connected devices and the variety of applications was expected to increase significantly in the coming

years.

Segment Routing (SR) emerged as a widely embraced technology in the realm of IP networks, employed to
furnish virtualized Virtual Private Networks (VPNs). SR harnessed the power of source routing and represented an
extension of Multi-Protocol Label Switching (MPLS). Its design originally revolved around the central controller,

which was responsible for managing label assignments and their distribution.

Source routing referred to the process of specifying the complete path of a packet through a network by
including the complete sequence of nodes that the packet should traverse in its header. This method allowed for
greater flexibility and control over network traffic flows. SR leveraged this concept by using a centrally controlled

label stack for packet forwarding.

In SR, a centralized controller assigned labels to traffic flows and distributes them to network devices, such as
routers and switches. These labels were then used to direct traffic along a specific path through the network. SR
had been shown to be effective in allowing traffic to be sent from servers and traverse the network core all the way

to the destination.

By leveraging SR, network operators could create virtualized VPN that were tailored to the specific needs of
their customers. This enabled them to provide customized services with different QoS requirements, such as low
latency or high bandwidth, while maintaining network efficiency and simplicity. Additionally, SR allowed for more

efficient use of network resources, reducing the need for expensive dedicated hardware for each VPN.

Optical networking had become an increasingly popular choice for data center interconnectivity (DCI) due to
its ability to provide high-speed, high-bandwidth connectivity over longer distances. Various vendors, including
web scale internet companies like Facebook, had been developing compact optical transport systems for DCI
purposes. These systems were available in compact sizes, with some being as small as pizza boxes, and offered

adaptive multi-rate, multi-protocol ports ranging from 1Gbps to 100Gbps.

One of the key features of these optical transport systems was their ability to provide variable bandwidth
allocation through a technology called Bandwidth Variable Transponder (BVT). This technology enabled
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bandwidth allocation towards the core of the network where coherent technologies can take the signal for much
longer distances. Coherent technologies utilized a technique called quadrature amplitude modulation (QAM) to

increase the amount of data that can be transmitted over long distances while maintaining signal integrity.

P4 could be useful for SR because it allowed for the customization and programming of packet forwarding
behavior at the data plane level. With P4, it was possible to program the forwarding plane to implement specific

features and functions of SR, such as label assignment and distribution.

Moreover, P4 could enable the integration of SR with other network functions and services by allowing for the

creation of custom processing pipelines and the insertion of new functions at various points in the pipeline.

By using P4 to program network devices, it was feasible to create custom forwarding rules that support SR. For
example, a P4 program could be used to implement a custom parser that extracted the SR segments from incoming
packets, and then forwarded the packet based on the specified segments. P4 could also be used to implement other
features of SR, such as label assignment and distribution. For example, a P4 program could be used to implement

a central controller that assigns labels to packets and distributes them to network devices.

Furthermore, P4 could help improve the performance of segment routing by enabling network devices to
process routing decisions at high speeds with low latency. This is important for real-time network traffic steering
and optimization. And another important factor for 5G network was scalability. P4 could help improve the
scalability of segment routing by enabling network operators to implement segment routing at different points in
their network, such as at the edge, in the core, or in the cloud. This could help operators steer network traffic through

complex network topologies and avoid network congestion.

4.1.3 Inband Network Telemetry

Inband Network Telemetry (INT) is a network monitoring technique that provided real-time visibility into the
performance and behaviour of network devices and traffic flows. Unlike traditional monitoring techniques, which
relied on out-of-band methods such as SNMP, INT embeds telemetry data directly into the data packets as they

traversed the network.

The key idea behind INT was to use data packets as a carrier for telemetry information, rather than relying on
separate monitoring traffic. This was achieved by inserting additional fields into the packet header to record
information about the packet as it traverses the network. This telemetry information can include details such as

packet latency, packet loss, queue depth, and other performance metrics.

By embedding telemetry data directly into the packet, INT provided a more granular and accurate view of
network performance than traditional monitoring techniques. It allowed network administrators to identify and

diagnose performance issues in real-time, and to optimize network resources and traffic flows accordingly.

INT is especially useful in modern network environments where applications and services were highly
distributed and dynamic. It enabled administrators to monitor network traffic and performance at the micro-level,

providing insights into individual packet flows and identifying issues that might otherwise go unnoticed.

A critical part for INT required end-to-end hardware support in network devices such as switches, routers, and

network interface cards (NICs) to insert and extract telemetry data from packets. Therefore, the first step in
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implementing INT was to ensure that the network devices being used have the necessary hardware support for INT.
P4 dataplane with the programmability and extensibility was a good candidate for implementing INT-enabled

network devices.

Besides and programmability and extensibility, P4 could help improve the performance of INT by enabling
network devices to process telemetry data at high speeds with low latency. This was important for real-time
monitoring and analysis of network traffic. Furthermore, P4 could help improve the scalability of INT by enabling
network operators to implement INT at different points in their network, such as at the edge, in the core, or in the
cloud. This was able to help operators collect telemetry data from different parts of their network and analyze it in
a centralized location. With the possibility of user-defined P4 dataplane, the innovation became possible with new
telemetry data collection and analysis. This could help operators develop new insights into their network

performance and create new services.

4.2 P4-enabled Smart NIC architecture optimization for 5G UPF

The P4 language enabled programming of the network data plane, providing greater flexibility to the user. Within
the 3GPP 5G core network system architecture, the User Plane Function (UPF) is a critical component responsible
for routing, forwarding, and other related functions for user plane packets. Compared to 4G, 5G required lower
latency, larger bandwidth, and higher reliability in multi-user scenarios, making UPF, edge computing, and network
slicing pivotal to its success. To meet the high bandwidth forwarding capacity demands of the core network,

operators typically expand computing resources, share demand among multi-core processors, or utilize Smart NIC.

The 5G UPF user plane function, whether server- or software-based, relied on multi-core processors and
consumes a significant amount of CPU resources. As a result, it might suffer from transmission and reception
performance bottlenecks. One solution is to offload the 5G UPF user plane function to the Smart NIC. By doing
so, the performance of 5G core network software could be accelerated, improving throughput, and industry-

standard APIs interfaces could be used to maintain configuration standardization.

However, implementing the data plane of 5G UPF within the Smart NIC required the development of hardware
logic, which presented a significant workload and might consume a large amount of logic resources of the Smart
NIC. Despite these challenges, offloading the 5G UPF user plane function to a smart NIC had the potential to
address the performance bottlenecks associated with server- and software-based implementations, providing

operators with a more efficient and scalable solution for their 5G networks.
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Figure 18:5G UPF matching to P4 data plane

As presented in the upper one of Figure 18, the P4 module, according to the standard of the P4 data plane and
the requirements of the Smart NIC, the entire P4 programmable data plane consisted of a parsing module, a multi-
level matching and action module, and a deparser module. Among them, the multi-level matching module realized
multi-level search matching, and each level included exact matching based on hash operation and mask matching

based on three-state content addressing memory.

The main functions of 5G UPF user plane could be decomposed into stream processing, including packet parser,
stream matching, flow rate control, DSCP (Differentiated Services Code Point) different service tag codes, NAT

network address translation and flow mirroring.

Based on Figure X, the 5G UPF user plane function couldn’t be delivered directly to the P4-based data plane
because the metadata of the P4 data plane in the smart NIC was required to add and support the on-flow data based
on the 5G UPF user plane. The P4 data plane did not support flow rate control and cannot implement the necessary

functions of the 5G UPF user plane.

Therefore, for supporting SG UPF user plane function with existing Smart NIC P4 data plane, as shown in lower
figure of Figure X, the packet flow proceeded following a matching process, during which the parameters were
linked to the Metadata configurations in the P4 data plane. The variables and parameters of the 5G UPF user plane
function was incorporated into the metadata of the P4 data plane. This integration allowed them to be seamlessly
carried through the different stages of the pipeline, addressing the issue of attaching the DSCP service tag code to
the packet flow.

To enable the integration of the 5G UPF function mapping module and the flow rate control action module, an
expansion of the existing P4 action module was necessary to align with the P4 language requirements. This
expansion involved incorporating the original meter module from the P4 action module and enhancing it to include
cache and timing packet generation capabilities for supporting flow rate control. Simultaneously, the meter module
should maintain its original functionality while adding a flow control flag within the Metadata. This flag instructed

the meter module whether it should support flow rate control.

72



The configuration involved mapping and defining the pipeline matching and actions within the P4 data plane
according to the 5G UPF user plane function, encompassing the flow table mapping and action execution

subsequent to a successful flow table match.

Upon packet ingressed into the Smart NIC, it underwent parsing and subsequent processing in alignment with
the specific action associated with its flow within the 5G UPF user plane function pipeline. This processing
encompassed not only the seamless termination of the 5G UPF user plane function by the Smart NIC but also the

handling and distribution of relevant messages.

In detail, the P4 input file was defined by the 5G UPF user plane function, and the action modules that need to
be called include no op, drop, modify field, count, meter, clone ingress pkt to egress, etc. According to the
functions to be implemented by the 5G UPF user plane, the Metadata setting of the P4 data plane was carried out
first. For example, if the DSCP value of the packet matching destination address 192.168.0.1 is 1, set the DSCP of
Metadata to 1, and the Metadata flows with the packet.

Subsequently, the 5G UPF user plane function was employed to perform matching and initial configuration
within the P4 data plane pipeline. For instance, when the NAT function was linked to the Modify IP Address action
in the P4 action module, incoming packets destined for the IP address 192.168.0.2 were altered to 192.168.1.2 as
part of this process.

Then, in accordance with the 5G UPF user plane function, the P4 module underwent further matching and
configuration. For instance, in the case of packet flow mirroring, the P4 action module was configured for mirroring.
When a packet with a destination address of 192.168.0.3 was identified, it was duplicated to queues 2 and 3,
effectively copying the packet with the destination address 192.168.0.3 to both queues 2 and 3.

After that, the 5G UPF user plane function is matched and the third level of the P4 module is set. For example,
for the message flow rate control function, set the P4 action module to the new flow rate control module. If the
flow rate of the packet matching destination address 192.168.0.4 was controlled at 2Gbps, the flow rate control flag
bit was set to 1 in the metadata accompanying the packet flow of 192.168.0.4, and when the meter action of P4 was
passed, because the flow rate control flag bit in the metadata was 1, the meter action of P4 was used as the flow

control, and the flow control module was called to control the flow rate of 192.168.0.4 at 2Gbps.

Finally, if there were additional 5G UPF user plane functions to be matched, they were incorporated through
further matching processes. However, if no additional functions need to be matched, the P4 configuration was
considered complete, and incoming packets were then processed based on their respective configurations.

To achieve a three-level P4 data plane, each level of 1K matching was an example, and the resources occupied
were shown in the Table 8. Wherein 5G UPF occupies logic resources could be completely released after using the

mapping method in the present invention, so about 40% of the logic resources could be saved after mapping.

Table 8:Optimized Design and implementation for 5G UPF resource utilization

FPGA Logic Resources P4 Dataplane Optimized for 5G UPF Resources Saving
LUT 157050 134232 46.08%
Flip Flop 38930 26380 40.50%
BRAM 372 302 44.81%
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4.3 P4-enabled Smart NIC for accelerating 5G inter-DC communications

The SRv6 acceleration scenario was selected for P4-enabled Smart NIC use cases in 5G, which was previsouly
published in our papers [80] and [81]. The setup architecture depicted in Figure 19 presents a unified fronthaul and
backhaul network structure, where virtualization and data plane programmability play pivotal roles. The primary
driver for enabling data plane programmability is the FPGA-based Smart NIC with P4 capabilities. Additionally,
the Voyager BVT Transponder plays a significant role in facilitating programmability within the optical domain.
Furthermore, the 5G edge node UPF has been equipped with an FPGA-based Smart NIC for enhanced functionality.
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Figure 19:5G SRv6 Scenario Architecture with P4-enabled Smart NIC

Our primary objective was to establish end-to-end network slicing, extending from edge data centers to core data
centers, employing segment routing. The solution entailed the direct injection of SRv6 headers [75] and MPLS
labels into the Smart NIC. P4 files was written, compiled, and transmitted into the Smart NIC through a socket.
This approach significantly enhanced programmability and network performance, while concurrently mitigating

CPU utilization, in contrast to the conventional method of inserting SRv6 headers using servers or software.

Figure 19, which is an SRv6 example that showed how packets can be routed through different paths based on
the inserted segment identifications. This technique ensures that packets are routed through specific segments to
reach high bandwidth or low latency routes, resulting in improved network performance for specific applications
and use cases. The solution ensures that the segments are deleted by the end point server Smart NIC when the

packets reach their destination.

The approach described in the paragraph provided a more efficient way to manage end-to-end network slicing,
delivering optimized performance and reduced CPU utilization. The use of segment routing allowed for traffic to

be routed based on specific application requirements, enabling better network performance and lower latency.
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4.3.1  Testbed setup and results

The optical inter-DC architecture with enabling technologies is shown in the Figure 20, it is based on the 5G
smart city testbed setup by High Performance Network Group of Bristol University, they built a city based optical
network testbed with latest technologies, and realized a converged 5G fronthaul and backhaul cognitive network.
The P4-enabled Smart NICs were inserted in the server for emulating edge data center. The Voyager Transponder

was used for the optical side accumulating and transponding.
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Figure 20: 5G SRv6 Scenario Setup with P4-enabled Smart NIC

To facilitate the deployment of P4 configurations, I implemented a streamlined process. The written P4
programmes were uploaded through a SDK interface. This interface, in turn, took on the task of compiling and
translating the P4 files, ultimately delivering them to the Smart NIC.

The testbed configuration, illustrated in Figure 21, offers a comprehensive environment for experimentation. In
Figure 21(a), I established a testbed for testing Smart NIC with both of control plane and data plane components.
Here, the Smart NIC was seamlessly integrated into the PCle slot, and the server itself was equipped with critical
software components, including the DPDK driver and an ONOS controller.

A monitoring module was thoughtfully integrated into the testbed to collect, process, and display network
statistics and performance metrics from both the Smart NICs and the servers. This ensured comprehensive real-
time insight into the network's behaviour and resource utilization.

To further enhance the testbed's capabilities and emulate an edge-DC to DC environment, I incorporated an
illustration of IP domain segment routing enhanced with optical domain network slicing. In Figure 21(b), the optical
testbed was meticulously set up, featuring Voyager BVT Transponders. In evaluating latency and bandwidth, I
harnessed the capabilities of the Anritsu MT1100 traffic analyser for both data generation and analysis.

This comprehensive testbed was designed to assign different wavelengths to SR-MPLS labels, a configuration

that facilitates end-to-end network slicing in both the IP and optical domains. The integrated systems offered a
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versatile environment for extensive experimentation and measurement of network performance across diverse

scenarios.

P4 action for inset MPLS

|

control MyEgress(inout headers hdr,
inout metadata meta,
inout standard_metadata_t standard_metadata) {
action drop() {
mark_to_drop(standard_metadata);

action push_mpls(bit<20> label, bit<3> exp, bit<l> bottom_stack, bit<8> ttl) {
hdr.mpls.push_front(1);
hdr.mpls[@].setvalid();
hdr.mpls[@] = {label, exp, bottom_stack, ttl};
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Figure 21:5G use case testbed setup: (a)Server-based testbed setup, (b) Optical testbed setup, (c) P4 action code sample, (d)
Comparison of packets.

We wrote the .p4 programmes with the specific functionality of inserting an MPLS-SR header at the ingress
and deleting it at the egress stage. In Figure 21 (c), you can observe the P4 action for inserting SR-MPLS, and
Figure 21 (d) displays the captured packet after the SR-MPLS insertion.

The measurement results, outlined in Figure 22, encompass various aspects. Firstly, I measured the latency of
the P4 block within the FPGA, as indicated in Figure 22 (a). The latency breakdown unveiled that the parser's
latency was primarily contingent on the Ethernet frame's length, while the latencies of other functional blocks

remained relatively consistent.

Moving on to Figure 22 (b), the bandwidth was assessed using a hardware setup consisting of an Intel Core i7-
7700K CPU @ 4.20GHz with eight cores and 62.8GiB of memory. Our measurement involved inserting a single
SR-MPLS header into the packet and evaluating the maximum bandwidth with and without P4 SR-MPLS offload.
The results demonstrated that with offload, the Smart NIC achieved a maximum throughput of 78.97Gbps with
1518 Ethernet frame size, which further increased to 84.82Gbps with jumbo frame size (9500 Bytes). In contrast,
without offload, the bandwidth diminished by up to 30%.

For the comprehensive latency assessment of the entire testbed, I initially planned to employ an Anritsu
MT1100. However, the MT1100 being used had only one 100Gbps Ethernet port, whereas the Voyager BVT
required 2*100Gbps ports for the setup. Consequently, I conducted separate latency measurements using the
MT1100 for Smart NICs, followed by Smart NICs to optical devices and fibers. Figure 22 (c) illustrates the

segmented breakdown of the entire testbed's latency, encompassing both Smart NICs and optical devices.
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Figure 22:The Measurement Results of the P4-enabled Smart NIC: (a) Separated Latency Results of P4 Blocks, (b) With P4
Offload and without P4 offload bandwidth comparison results, (c) On 40Gbps throughput, the measured latency result, (d)
The setup details of Voyager BVT,(e) The Power Spectrum density result, (f) The measured Long haul BER.

Figure 22 (d) and (e) present the optical outcomes. We configured the Voyager BVT with a Quadrature Phase
Shift Keying (QPSK) modulation format. The frequencies were set at 191.95THz, 192.00THz, 192.05THz, and
192.10THz, each aligning with an MPLS segment to facilitate optical domain slicing. The spectral outcome is

depicted in Figure 22 (e). It's worth noting that the Voyager BVT's specifications allow for the adjustment of the
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modulation format to 8QAM or 16QAM to accommodate longer distances or higher bandwidth requirements,
although this was not shown in the figure.

Moving to Figure 22 (f), it illustrates the Bit Error Rate (BER) in a long-haul network scenario. In this context,
the worst-case scenario corresponds to the Voyager's modulation of 16QAM. The increased BER observed in the

100km and 200km cases can be attributed to amplifier noise and the dispersion induced by optical fiber transmission.
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Chapter 5. P4-ENABLED SMART NIC FOR ACCELERATING
INTRA-SERVER VIRTUAL SWITCHING
The business landscape has seen an increase in demands for higher network bandwidth and lower latency, fueled
by the rapid advancements in cloud computing technology and the continuous expansion of cloud scale in recent
years. As described in the previous Although the OvS-DPDK approach can accelerate network packet processing
in virtual networks and outperforms the OvS kernel datapath, it has certain limitations in terms of performance
expansion and cost-effectiveness since OvS is a software-based processing and interaction, it can consume a
significant amount of CPU resources and impact network bandwidth. As a result, it may no longer suffice to meet

the increasingly high performance demands.

In the industry, the quest for accelerating virtual networks predominantly hinges on hardware-level solutions
like ASICs, Smart NICs, DPUs, and other analogous technologies. Smart NICs, in particular, offer distinct
advantages due to their proximity to network data. Additionally, this thesis centers its primary objective on the

utilization of P4 for data plane programming within the Smart NIC.

While the P4 community has made commendable strides in adapting P4 to increasingly programmable targets,
such as those with OV S-like functionalities (e.g., p4c-ubpf), it's noteworthy that these adaptations currently support
BPF backend devices that already accommodate OVS offload [76]. There exists a compelling need for further

endeavors to render generic P4 data planes adaptable to network offloading applications, including OVS offload.

Within this chapter, I present the diligent efforts undertaken to optimize the P4-enabled data plane architecture,

specifically aiming to achieve an OvS data plane and elevate Smart NIC performance through acceleration.

5.1 P4-enabled Smart NIC Dataplane for OvS acceleration

OvS served as a powerful tool for bridging traffic between VMs and the external world. Our core objective was
to harness hardware acceleration fully, effectively addressing L2 switching, L3 routing, and overlay network

protocols to optimize VM bandwidth and minimize CPU workloads.

As delineated in earlier chapters, both P4 and OVS dataplanes played crucial roles in packet processing and
forwarding. P4, as a network dataplane programming language, offered an exceptionally high degree of
programmability. It empowered network administrators to tailor packet processing and forwarding according to the
specific requirements of applications and network structures. Custom packet forwarding rules and policies could

be crafted with precision to accommodate diverse scenarios.

On the other hand, OVS, as virtual switch software, also featured a programmable dataplane, albeit to a lesser
extent than P4. OVS came with a set of predefined dataplane processing rules, offering the flexibility for
configuration and customization to adapt to different network settings. OVS was designed to complement other

SDN technologies like OpenFlow, contributing to a holistic software-defined networking solution.

The high-level architecture for FPGA-based Smart NIC OVS offload was visually depicted in Figure 23. The
central challenge revolved around optimizing the FPGA's inherent parallel processing capabilities and making the
most of PCle SR-IOV features. To enable offloading, the FPGA-based OVS dataplane needed to implement parser,

match, and action functions, aligning with the software-based OVS dataplane. The number of flow rules that the
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FPGA could support was constrained by its storage resources. The hardware-level mapping to the P4-enabled

pipeline had been demonstrated in prior chapters.
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Figure 23:0VS data plane offload matching to the P4 functional block
5.2 Innovated P4-enabled dataplane architecture with OvS acceleration
capability
The implementation was grounded in OVS-2.11.1, and it leveraged OVS-DPDK, which comprised three tiers
of lookup tables and caches: the Exact Match Cache (EMC), the dpcls data path (mega flow cache), and the

OpenFlow pipelines ofproto. These three stages of matching rules were to be seamlessly integrated into the FPGA-

based Smart NIC.
In this configuration, incoming packets encountered the flow tables, and based on matching rules, they were

either directly routed to the corresponding virtual machines (VMs) or redirected to the OVS data path for software-

based matching and associated actions.
On the control plane side of OVS, inherent support for hardware offloading was present. To enhance this

capability, an "init flow api" interface within the "netdev class dpdk class" of "netdev-dpdk" was introduced.
This addition further strengthened the hardware offload acceleration, contributing to the overall optimization of the
system's performance.

The innovation of proposed OvS offloading leveraged the P4 language-based dataplane architecture designed
and implemented in Chapter 3. The OvS data plane was implemented by mapping the OvS dataplane to the P4 data

plane as a P4-based application, which can realize the resource multiplexing of P4 and OvS data plane. Thus can

save up to 40% of logic resources.
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Figure 24:Proposed OvS offloading leveraging the P4 language-based dataplane architecture

The architecture of P4 language-based dataplane is demonstrated in Figure 24. The entire P4 programmable
data plane consists of a parse message module, a multi-level matching and action module, and a reassembly
message module. Among them, the multi-level matching module realizes multi-level search matching, and each
level includes exact matching based on hash operation and fuzzy matching based on three-state content addressing
memory.

In order to adapt to the OvS data plane, the present invention adds a bypass (bypass) module when implementing
the P4 data plane, and adds a bypass indicator bit in the P4 program user-defined metadata (metadata) to indicate
whether the data flow needs to be bypassed. When the application was offloaded for the OvS data plane, the P4
data plane was determined according to the openflow protocol of OvS. Then, the exact matching EMC of OvS was
mapped to the first-level lookup match of the P4 data plane, and the dataplane matching Datapath of OvS was
mapped to the second-level lookup matching of P4. Map OvS actions to P4's action module.

Whenever there was a corresponding match in any level, the metadata bypass is marked as 1, the next level of
bypass matches, and finally the action was done according to the rules, if there was no corresponding match, the
metadata bypass was represented as 0, and the next level of matching was done. This could realize the full unloading
of the data plane of OvS based on the data plane of P4.

The flow journey followed the steps below:

Firstly, In the P4 data plane-based smart NIC, P4 programs are written according to the Openflow protocol that
OvS follows to realize the P4 programmable data plane based on the Openflow protocol. For example, Openflow
1.3 includes a capability representation framework for length and numeric values, as well as support for IPv6
extension headers.

Secondly, map the exact matching EMC of OvS to the first-level lookup matching of the P4 data plane, map
the data plane matching of OvS to the second-level lookup matching of the P4 data plane, and map the action items
of OvS to the action modules of the P4 data plane.

Thirdly, when the packet ingressed to the P4 first level of matching (the original OvS accurately matched EMC)
and matched the corresponding rule, set the Metadata bypass to indicate that the bit was 1. The flow would be
notified to bypass the subsequent levels of the Bypass module to find the matching module, enter the action module,

and perform actions and corresponding forwarding according to the requirements of the action module. When the
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packets did not find the flow to be matched, it entered the second level of finding the match (the original OvS data
plane matched).

After that, when the packets matched the corresponding rule through the P4 second-level search match (the
original OvS data plane match), set the Metadata bypass to indicate that the bit was 1. The flow would be notified
to bypass the subsequent levels through the Bypass module to find the matching module, enter the action module,
and perform actions and corresponding forwarding according to the requirements of the action module. When the
packets did not find a flow to match, it entered the OvS control plane library Ofproto through PCle/DMA, and the
control plane issued forwarding rules.

Finally, the packets went through the first-level search and matching module, matched the corresponding flow
table, set the Metadata bypass bit to 1, and bypassed the rest to find the match, found the corresponding action, and

was forwarded to the corresponding port.
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Figure 25:Host and Virtual Machine Data flow

The Host and Virtual Machine data flow of the packets was shown in Figure 25. The Smart NIC for intra-server
virtual switching offloading solution is based on the open source projects Open vSwitch and DPDK, and the overall
implementation architecture was shown in Figure 26.

In the virtualization environment, OvS uses DPDK for acceleration, its data planes are implemented in user
mode, and QEMU virtual machines are configured in VF passthrough mode using the Smart NIC SR-IOV feature.
When the OvS dataplane offloading feature is enabled, the DPDK driver interacts with the Smart NIC PF, and the
first packet of the session coming in from the physical port will trigger the flow table Offload process (indicated
by the red arrow), and finally all flow table rules will be maintained in the Smart NIC offload module, and
subsequent data frames of the session will be directly processed in the network card hardware and forwarded to the
specified VF, and the corresponding virtual machine can receive the packet. Session packets sent from virtual

machines are processed in the same way.
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Figure 26:FPGA-based Smart NIC OvS dataplane offload steering flow

The network of QEMU virtual machines in the traditional virtualization environment used VirtlO to
communicate with OvS, and the memory copies during data transmission and receiving consumed loads of CPU
resources. In scenarios where HOST has multiple virtual machines, the virtual network performance fluctuates due
to the load of server system resources (such as memory, bus bandwidth, cache, etc.), and the overall network
bandwidth and latency performance are poor. The proposed Smart NIC solution has greatly improved performance

compared with traditional methods, and the comparative test analysis is displayed followingly.

5.3 Intra-sever Acceleartion Testbed Setup and Measured Results

In our endeavor to gauge the performance of OVS offload, a dedicated testbed was meticulously configured for
an in-depth assessment, which were previous published in our paper [82]. This testbed was furnished with a dual-
port 25Gbps Smart NIC, seamlessly integrated into a Supermicro server. The server was no ordinary piece of
hardware, boasting the prowess of an Intel Xeon Gold 6146 processor running at a clock speed of 3.2GHz.
Furthermore, it featured a total of 12 cores, complemented by a generous 182GB of memory, clocked at an

impressive 2666MHz.

To enable OVS data plane support, I engaged the services of the P4 compiler to compile the requisite P4 file.
This compiled file was then translated to the FPGA, a crucial step in empowering the FPGA to support the OVS

data plane.

The Smart NIC platform being employed in this evaluation bore a close resemblance to the one previously
discussed in Chapter 4. It featured the Xilinx Virtex Ultrascale+ VU3P as the underlying implementation platform,
which provided the ideal foundation for our comprehensive analysis of OVS offload performance. This rigorous
setup allowed us to delve deep into the intricacies of OVS offload performance, providing valuable insights for our

assessment.
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5.3.1 FPGA-based Data Plane

The traffic flow was initiated from the Anritsu MT1100 traffic generator, routed through the SFP28 transceiver,
and directed towards the Smart NIC. In the scenario without OVS offload, as illustrated in Figure 27 (a), the packets
followed a sequence. Initially, they were sent to the OVS for matching and action processing, subsequently
forwarded to the virtual machine (VM). After being processed by the VM, the packets looped back to the OVS and
finally to the NIC before being subjected to measurement by the traffic analyzer.

In contrast, when OVS offload was in operation, as depicted in Figure 27(b), a different path was followed.
Rather than undergoing processing by the OVS, the packets were efficiently matched within the Smart NIC. They
were then directly transmitted to the VM, and upon completion of VM processing, they returned to the NIC.
Ultimately, these packets were measured by the traffic analyzer. This streamlined approach through OVS offload

significantly improved efficiency and reduced processing steps.
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Figure 27:0vS data plane offload Test bed setup: (a) Ovs Offload disabled, (b) OvS offload enabled.

The OVS implementation was designed to accommodate a maximum of 10,000 rules. Our bandwidth
measurements were structured around different numbers of traffic flows. In Figure 28(a), the measured bandwidth
was presented when comparing OVS offload with its absence, specifically focused on a scenario with only one
flow. Meanwhile, Figure 28(b) showcased the measured bandwidth with an emphasis on 10,000 flows. Both sets
of results indicated a remarkable upsurge in bandwidth, with Smart NIC's OVS data path offload delivering a

substantial increase of 3x to 5x compared to the non-offloaded setup.

Furthermore, in Figure 28(c), I extended our analysis to delve into CPU utilization when processing a single
flow and 1,000 flows, comparing scenarios with OVS data path offload to those without. Here, I opted to measure
1,000 flows, as handling more than 1,000 flows necessitated the engagement of more than one CPU core for OVS
processing. The findings unveiled a significant reduction in CPU utilization, with OVS offload offering a

substantial maximum decrease of 70%.

These insights underscore the substantial benefits of OVS data path offload on both bandwidth and CPU

utilization, further accentuating the efficacy of this approach in optimizing network performance.
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Figure 28:Measurement Results based on number of flows: (a) Bandwidth comparison 10K flows, (b) Bandwidth
comparison 1K flows, CPU utilization comparison.
5.3.2 Physical Function

The OvS mode without offloading setup is shown in Figure 29 (a). The data received from PF0, forwarded it
to Port0 after processed by the OvS dataplane. Figure 29 (b) shows that when the FPGA-based Smart NIC turns
on the offloading mode, after the flow table rule is offloaded from OvS to the network card, the data is directly

forwarded after the Smart NIC is processed, and no longer enters the OvS software data plane.
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Figure 29:0vS PF mode testbed setup. (a) Without dataplane offloading, (b) With dataplane offloading
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After the comparison test as described above, the SmartNIC offload function improved the 64B packet

throughput performance by more than 1 times, and the latency was significantly reduced, as shown in Table 9.

Table 9: Smart NIC OvS mode vs Dataplane Offload mode Performance
Single-Port Dual-Port
Latency
Type Bandwidth Bandwidth
(us)
(Gbps) (Gbps)
OvS mode 3.6 6.8 16
OvS Dataplane Offload
7.6 14 25
mode

5.3.3 Virtual Function

When using VirtIO mode as shown in Figure 30(a) below, portl is the Vhost-user port, QEMU virtual machine

uses the corresponding VirtlO-Net driver, and testpmd uses single-core single-queue mode to forward data.

When the Smart NIC turned on OvS Dataplane offload mode as shown in Figure 30(b) below, the network
device of the QEMU virtual machine used the SR-IOV passthrough mode, and the OvS datapath processing was
directly implemented in the xSmartNIC network card.
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Figure 30: OvS OvS VF mode testbed setup: (a) Without dataplane offloading, (b) With dataplane offloading

According to the above two methods, when PF0 processes four virtual machines (each virtual machine forwards
packets independently), the throughput and latency comparison test is shown in Figure 29 below, and the results
show that the Smart NIC OvS dataplane offload acceleration function can greatly improve the network card

throughput of the virtual machine and reduce the network latency.

When PFO0 processes 4 virtual machines and packet traffic passes through each virtual machine in turn, the
comparative test results are shown in Figure 31, compared with the previous scenario, when the virtual machine
consumes more memory bandwidth resources, the more significant the acceleration performance of Smart NIC

OvS offload, the bandwidth of small packets below 512B can be increased by 15~30 times, and the bandwidth of
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large packets above 512B can be increased by about 5 times, and the delay will be reduced to about 25% of the

original.

In addition, under the same network performance, the Smart NIC OvS dataplane offload solution will

significantly reduce the consumption of CPU computing power and memory bandwidth compared to Virtio-net.
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Chapter 6. CONCLUSION AND FUTURE WORK

Technologies around us are becoming increasingly smarter, and they demand solutions that can adjust to their
greater needs. Smart NICs, providing low latency, broad flexibility on the server edge, offloads processing and
calculation burdens from the host server CPUs to achieve better performance and lower cost on the server. Smart
NICs could be used in the scenario of Clouds, 5G, network security, Al and so on, for whatever the servers were
massively employed.

This thesis supplied the concepts and the technologies developed in the last decade, from SDN to P4, from rigid
to Virtualization, from NIC to Smart NIC. We proudly designed and developed a FPGA-based Smart NIC with
programmable functional data plane that can accelerate several scenarios such as Cloud and 5G. Several innovative
P4-dataplane based design were created for these scenarios for accelerating the network with single FPGA-based
data plane design. The implementations were displayed, and the test results were demonstrated showing better
throughput and lower latency.

With the explosion of the data today, we are facing a network innovation era. The Data Center network faces
challenges more than ever before. In the time of writing the thesis, the ChatGPT has boosted the world with its
amazing abilities, however, behind the scene, is the starving demand for CPUs and GPUs. How to make the server
network more agile to be service-driven and serve big amount of data in ultra-low latency need efforts from
researchers, communities, companies, and etc.

With the evolution of the networks, the dataplane hardware and even the servers themselves, the Smart NICs
will face more challenges for supplying more CPU oriented, and easy-to-deploy hardware devices, no matter
whether its name is Smart NIC or DPU or IPU or etc. I will continue put my efforts on the smart hardware for faster

network!
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