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1 | INTRODUCTION
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Abstract

Hyper-realistic silicone masks provide a viable route to identity fraud. Over the last
decade, more than 40 known criminal acts have been committed by perpetrators
using this type of disguise. With the increasing availability and bespoke sophistica-
tion of these masks, research must now focus on ways to enhance their detection.
In this study, we investigate whether super-recognisers (SRs), people who excel at
identity recognition, are more likely to detect this type of fraud, in comparison to
typical-recogniser controls. Across three tasks, we examined mask detection rates
in the absence of a pre-task prompt (covert task), and again after making partici-
pants aware of their use in criminal settings (explicit task). Finally, participants were
asked to indicate which aspects of the masks could support their detection (regions
of interest task). The findings show an SR advantage for the detection of hyper-
realistic masks across the covert and explicit mask detection tasks. In addition, the
eye, mouth, and nose regions appear to be particularly indicative of the presence of
a mask. The lack of natural skin texture, proportional features, expressiveness, and
asymmetry are also salient cues. The theoretical and applied implications of these

findings are discussed.
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silicone masks (Sanders et al., 2017, 2019; Sanders & Jenkins, 2018,

2021; see Figure 1 for an example).

Identity verification is a critical process in policing, the criminal justice
system, and at border control (Davis & Robertson, 2020; Robertson
et al,, 2015, 2019). It is therefore not surprising that identity fraud-
sters continually seek new ways to disguise their appearance to evade
the authorities (Dhamecha et al., 2014; Noyes & Jenkins, 2019). While
traditional approaches to facial disguise have tended to use individual
items such as wigs, beards, hats, makeup and glasses (Dhamecha
et al., 2014; Kramer & Ritchie, 2016; Noyes & Jenkins, 2019; Righi
et al., 2012; Terry, 1994), within the last decade, a more sophisticated

form of identity fraud has emerged in the form of hyper-realistic

These masks first emerged for use in the entertainment industry,
and typically comprise of a single layer of flexible silicone that covers
the whole head, neck, and upper chest area, with advanced structural
components that allow them to fit seamlessly to the wearer's face
(Sanders & Jenkins, 2021). Originally prohibitively expensive, the cost
of a hyper-realistic mask has decreased significantly in recent years
($400-$2000; Bernstein, 2010), increasing the number of units sold
(estimated 2000-4000 per year; Sanders & Jenkins, 2021). Impor-
tantly, manufacturers are creating increasingly sophisticated bespoke

products that can include hand-finished detailed paintwork and
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FIGURE 1
the individual wearing the mask (right) (Sanders et al., 2017; reproduced with permission).

punched human hair (Sanders & Jenkins, 2021). Such ‘complete’ dis-
guises provide a pathway for fraudsters to emulate the appearance of
an individual in a stolen face-photo ID document, or to obscure their
own identity when committing a crime. There are now several real-
world examples of such fraud attacks.

In 2010, a young Asian male used a hyper-realistic mask to imper-
sonate an elderly White man whose passport he had stolen. He
passed through several identity checks at Hong Kong International
Airport and successfully boarded a flight to Canada. During the flight,
he removed the mask in the lavatory and on returning to his seat, only
then did a fellow passenger detect the deception (Zamost, 2010). In
the same year, in the USA, White male Conrad Zdzierak robbed sev-
eral banks while wearing a Black male mask. CCTV footage and eye-
witness accounts led to a Black male being apprehended for the
crimes. The perpetrator was only caught, and the innocent man
released, when his girlfriend alerted police to the existence of the
mask (Gardner, 2010). More recently, a conman defrauded individuals
out of an estimated $90 m by using a hyper-realistic mask to imper-
sonate the French Minister of Defence (Schofield, 2019). Indeed, over
the last decade, there have been no fewer than 41 reported cases of
fraud attacks using these masks, with the majority occurring in the
United States (66%), as robberies (76%), by young (94%), White (61%),
male (94%) perpetrators, wearing old (70%) White (89%), male (90%)
masks, with only 56% of masks being detected by witnesses during
the crime and only 61% of fraudsters being caught (Sanders &
Jenkins, 2021).

Such real-world examples provide a compelling account of the
utility of these masks in criminal settings, and recent work in applied
psychological science supports this view. Three papers have investi-
gated mask detection rates using a covert procedure that examined
the extent to which observers detected these masks spontaneously,
and an explicit detection task in which observers were made aware
that they may encounter this type of disguise (Sanders et al., 2017,
2019; Sanders & Jenkins, 2018). These studies show that masked face
photos can go entirely undetected (0%) under covert conditions, with
detection rates rising to just 1.3% when a mask wearer was present in
person. Explicit detection rates were also poor. For those without
prior knowledge that such masks existed, detection rates were 55%

An example of a hyper-realistic mask in use. This figure shows a hyper-realistic mask (left), an undisguised individual (middle), and

for masked face photos and 43% when asked to judge the appearance
of a mask wearer in person. These findings support the real-world evi-
dence for the effectiveness of this disguise, and research must now
focus on developing ways to enhance the detectability of hyper-
realistic masks in critical applied contexts. One potential route to
achieving this may be through an individual differences approach that
has previously revealed exceptional face processing skills in some
people—super-recognisers (SRs; Bate et al., 2021; Davis, 2019, 2020;
Davis et al., 2016; Ramon, 2021; Robertson et al, 2016; Russell
et al,, 2009).

A ‘super-recogniser’ is the current general term for an individual
who performs at the top end of a normally distributed face recogni-
tion continuum (Bobak et al., 2016; McCaffery et al., 2018; Russell
et al., 2009; Verhallen et al., 2017; Wilmer, 2017). The SR ability is
likely to be hereditary (Shakeshaft & Plomin, 2015; Wilmer
et al., 2010), and it has been consistently reported in face matching
and memory tasks that typically use novel instances of a target face
without occlusion or disguise (Davis et al., 2016; Robertson, Black,
et al., 2020). However, recent research has suggested that the SR
advantage for face identification extends to situations in which the
target is disguised (e.g., with sunglasses, hats, balaclavas) including
COVID-19 masks (e.g., Davis & Tamonyt¢, 2017; Noyes et al., 2021).
This research further supports the selection and recruitment of SRs
for roles in which accurate identity verification, even in the presence
of traditional disguise, is the critical task. However, hyper-realistic
masks do not represent a typical form of disguise, and it has not yet
been established whether SRs would be more likely to detect these
masks than typical recogniser controls.

One recent study did investigate the link between face identifica-
tion performance and hyper-realistic mask detection in a live
passport-checking task (Robertson, Sanders, et al., 2020). The study
reported that participants who detected the mask in the covert detec-
tion condition showed Glasgow Face Matching Test scores (Burton
et al, 2010) that were within the normal, rather than exceptional,
range. At first glance, this could suggest that there may not be a link
between face identification performance (i.e., the SR ability) and
hyper-realistic mask detection. However, this finding was generated
by a small sample size, it did not include verified SRs, and the single
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live mask detection trial precluded a full individual differences analy-
sis. Therefore, it is critical, given the increasing use of hyper-realistic
masks in criminal activities, that we investigate whether the SR advan-
tage generalises to this type of full-face disguise.

To that end, here we present a group of super-recognisers and
typical recogniser control participants (motivated + standard under-
graduate sample) with a covert mask detection task followed by an
explicit mask detection task. Participants were asked to assume the
role of a border control officer, and to detect anything ‘suspicious’
about the face of a traveller presented on each trial (covert detection),
and then, having been briefed on hyper-realistic mask fraud, they
were shown the faces again and asked to detect them (explicit detec-
tion). At the end of the study, in a ‘regions of interest’ task, partici-
pants were asked to indicate which aspects of the face were most
indicative of the presence of a mask, and to provide any further quali-
tative responses that could support the detection of this type of

disguise.

2 | METHOD

2.1 | Ethics and data availability statement

The research reported in this paper received concurrent approval
from the Ethics Committee of the University of Strathclyde, and the
Ethics Committee of the University of Greenwich (01/15/2018/A). A
copy of the dataset that supports analyses reported in this paper is
available via https://osf.io/uhb7f/.

2.2 | Participants

221 | G*power analysis

A G*Power analysis (http://www.gpower.hhu.de/) with the alpha level
set at .05, and power set at .80, recommended a minimum sample size
of 33 participants per group to detect a medium effect size (set at .32;
based on the group effect size reported in Noyes et al., 2021). Our
final sample consisted of a minimum of 157 participants per group,

thereby achieving the required statistical power.

2.2.2 | Super-recognisers (SRs)

We recruited 628 White participants from an existing University of
Greenwich database created by author JPD. All volunteers had previ-
ously provided consent to be invited to future online research in this
field. Each had previously completed the Cambridge Face Memory
Test-Long Version (CFMT+; see Russell et al., 2009) and the Glasgow
Face Matching Test (GFMT; Burton et al., 2010) and they provided
consent for these scores to be used in the present study. From this
sample, 210 participants achieved the 293% CFMT+ accuracy rate
required for super-recognition status (Bobak et al., 2016; Davis

et al., 2016). However, 43 participants did not have their SR status
confirmed by similarly exceptional scores on a second test (i.e., the
GFMT; 295% cut-off; the initial SR mean in this dataset) and were
excluded from the group. Therefore, the final super-recogniser
(SR) group consisted of 157 participants. Participants recruited from
this database chose to take part in these studies to test their own abil-
ity and to receive their performance scores. No further inducement or
monetary reimbursement was offered for participation. Group demo-
graphics for the SRs and for each control group are presented in
Table 1.

2.2.3 | Motivated controls (MCs)

The Motivated Control group were selected from the remaining
418 participants, recruited from the Greenwich database, who did not
meet the CFMT+ threshold score for super-recognition. To generate
discrete groups, a further 180 of these participants were excluded as
although they showed typical performance on the CFMT+, their
GFMT scores fell within the exceptional range. Therefore, the final
motivated control (MC) group consisted of 238 participants who each
scored within the typical range on both the CFMT+ and the GFMT.
We label this group as ‘motivated’ as they are a distinct group of indi-
viduals with an interest in their face recognition ability, and achieving
high scores on face tests, but whose actual scores fall below the
threshold for super-recognition.

224 | Undergraduate controls (UCs)

For the Undergraduate Control group, 200 White participants were
recruited separately from the SRs and MCs using the University of
Strathclyde Psychology Participant Pool. There were 19 exclusions
based on a failure to complete the full study, and 8 further exclusions
based on CFMT+ scores which were above the typical-recogniser
range. As this control group was required to complete the CFMT+,
our primary grouping measure, and the three mask tasks in one ses-
sion, time constraints meant that we did not require them to complete
the GFMT. Therefore, the final undergraduate control (UC) group con-
sisted of 173 participants who scored within the typical range on the
CFMT+. These participants had chosen to take part in this study in
return for course credit and may therefore better reflect levels of

motivation and performance in the general population.

225 | Group demographics

As shown in the Table 1, there was a similar gender balance for SRs
and MCs and there was no significant difference in age between these
two groups, t < 1. The UC group, as expected, had a higher proportion
of females and was significantly younger than both the SR group, t
(328) = 20.45, p < .001, d = 2.25, and the MC group, t(409) = 18.05,
p <.001,d = 1.80.
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TABLE 1  Group demographics summary.
Undergraduate controls N = 173 88% female Motivated controls N = 238 56% female Super-recognisers N = 157 66% female
Mean SD Range Mean SD Range Mean SD Range
Age 21 6 18-59 39 12 19-72 38 10 20-64
CFEMT+ 70 13 42-92 78 14 30-92 95 2 93-100
GFMT - - - 87 5 68-93 97 1 95-100

Note: This table presents the sample characteristics for the three groups. Mean percentage score is shown for the CFMT+ and the GFMT.

FIGURE 2

O Nothing Suspicious
1 would let this person through border control

O Something Suspicious *
I would not let this person through border control

O Real Face
O Hyper-Realistic Mask

this is a mask

f Interest Tasl; :

Regions o

Example trials, task procedure, and response options. The ‘traveller’ is wearing a hyper-realistic mask in this image (authors own).

Due to copyright restrictions, we cannot show the background image used in the study, however, the one presented in this figure is a close
approximation of it (CC BY 2.0; attribution Danny Howard; https://tinyurl.com/3d5878x9; no changes made to original image; additional content
overlaid). ? If a ‘Something Suspicious’ response was selected, a text box appeared for the participants to elaborate on the source of their
suspicion. ° Each trial also contained a text box for the participants to provide any further points which might help increase the detection of this

disguise.
2.3 | Stimuli and apparatus
2.3.1 | Covert detection task, explicit detection

task, regions of interest task

Example stimuli are presented in Figure 2. Thirty-six face photos were
selected from an existing set used by Sanders et al. (2017; 2018;
2019); each image was reduced in size to 135px x 180px and was
presented in colour. Twelve of the images show a person wearing a
hyper-realistic mask, 8 (67%) were male, 8 (67%) were categorised as
being towards the ‘older age range in appearance (i.e., 50+; see
Sanders & Jenkins, 2021), and all were classed as portraying White
individuals (100%). The remaining 24 images consisted of real faces,
16 (67%) were male, 16 (67%) were categorised as being towards the
older age range (67%), and all were White (100%). In this way,
the demographics of our set of masked faces approximates the fre-

quency of their reported real-world use (Sanders & Jenkins, 2021),

and both the masked faces and the real faces had similar profiles in
terms of age, sex, ethnic group, and presence or absence of specta-
cles, hair, and hats. An image of a real border control scene was down-
loaded from Google Images and reduced in size to 600px x 378px,
upon which each face photo, and an ID checking desk set up, was
overlaid. Qualtrics (https://www.qualtrics.com/) was used to present
the stimuli and collect the data. Participants were instructed not to
complete the experiment on a smartphone and were asked to confirm
that they were using a desktop PC/Mac, laptop, or a reasonably sized
tablet.

24 | Procedure
The mask tasks were presented in a fixed order to each participant
(covert detection, explicit detection, regions of interest). The UC

group also completed the CFMT+ at the start of their testing

d ‘v ‘v20T "0TL06601

:sdny wouy papeoy

ASULOI] SUOWIIO)) dANEa1) d[qearjdde ay) £q PAUILA0S a1k SA[oNIe () (asn JO sa[ni 10§ AIRIqI] aul[uQ) AJ[IA| UO (SUOHIPUOD-PUB-SULI) /W0 Ko[1m* KIeiqrjaur[uo//:sdny) suonipuo) pue SWLR, 341 23S “[$707/L0/1 1] U0 Kreiqr auruQ L3[IA\ ‘puy SIIWOUOIE JO [00YdS uopuo £q gzt dor/z001 01/10p/wos Kajim A,



ROBERTSON ET AL.

WILEY_| 5%

session. For the covert mask detection task, participants were
instructed to assume the role of a border control officer trying to
detect suspicious travellers making their way through the airport. At
no point prior to or during the instruction phase was any reference
made to hyper-realistic masks. They were then presented with
36 face photos (12 mask/24 real face), see Figure 2 for example tri-
als, and were asked to decide whether the individual looked ‘suspi-
cious’, ‘is there anything not quite right about their appearance’,
‘are they trying to deceive you in anyway’. The response options
were: Nothing Suspicious—| WOULD let this person through Border
Control; Something Suspicious—I WOULD NOT let this person
through border control. A ‘something suspicious’ response would
generate an onscreen text box for the participant to elaborate on
their suspicions, providing the opportunity for spontaneous mask
detection to be recorded.

For the explicit mask detection task, participants were made aware
that some of the faces they had seen in the previous block were peo-
ple wearing hyper-realistic masks. They were then provided with an
onscreen information sheet which outlined what a hyper-realistic
mask was, how they have been used in identity fraud, alongside exam-
ple images. The 36 face photos were then shown again, this time with
the explicit instruction to detect whether the individual was wearing a
mask or not. The response options were ‘Real Face’ or ‘Hyper-
Realistic Mask’.

For the final regions of interest task, participants were presented
with the 12 trials that contained a masked face, and on each trial, they
were asked to click on the regions of the face that ‘make it most obvi-
ous that this is a hyper-realistic mask’. There were 12 clickable
regions of the face (hair/hairline, forehead, left eye, right eye, mid-
point between the eyes, left cheek, right cheek, nose, left ear (when
visible), right ear (when visible), mouth, chin/neck), these region
‘boxes’ were not visible to participants on screen, and they could
make up to 10 clicks. For each of the 12 trials, a text entry box was
also present, and participants were asked to enter anything else they
would like to note that might help a border control officer detect this
type of disguise.

Prior to the experimental debrief, participants were asked
whether they had any prior knowledge of hyper-realistic masks (had
they seen them before, did they know of their use in fraud, had they
taken part in other mask related research studies; 56% of UCs; 44%
of MCs; and 47% of SRs answered ‘yes’ to at least one of these ques-
tions). In addition, for quality control purposes, participants were asked
to confirm that the study presentation (i.e., clarity of text and stimuli)
allowed them to complete the study to the best of their ability. Three
participants reported internet server issues but this did not prevent
them from submitting a full response set and so they were retained
within the dataset.

The order of presentation of the trials within each block was ran-
domised across participants. Each task was self-paced, but partici-
pants were instructed that they should expect to complete the study
within 30-35 min for the SR and MC group, and 50-55 min for the
UC group (additional time for completion of the CFMT+), and in one
sitting.

3 | RESULTS

3.1 | Covertdetection task

Performance on the covert detection task reflects the extent to which
participants correctly attribute suspicion to a masked face trial. Using
signal detection analysis (Stanislaw & Todorov, 1999), a hit was cate-
gorised as a ‘something suspicious’ response to a masked face trial,
while a false alarm was categorised as a ‘something suspicious’
response to a real face trial. These values were used to calculate over-
all detection sensitivity (d prime; d’) and response bias (criterion; c). In
this analysis, and throughout the results section, when the assumption
of homogeneity of variance between the groups has not been vio-
lated, we use ANOVA followed by Tukey-Kramer post hoc tests.
When the assumption of homogeneity of variance between the
groups has been violated, we report Welch's ANOVA (Delacre
et al.,, 2019), and use Games-Howell post hoc tests.

One-way between subjects ANOVAs with group as the factor
(UC, MC, SR) revealed a main effect for hits, Fyeen(2, 353) = 45.51,
p <.001, w?=.073, false alarms, Fyecn(2, 345) = 3.05, p =.049,
o2 = .004, detection sensitivity (d’), F(2, 567)=27.17, p <.001,
n?=.088, and response bias (c), F(2, 567)= 3223, p<.001,
n“ =.102. As seen in Figure 3, Games-Howell post hoc tests revealed
that hit rates were highest for the SRs (M = 72%, SD = 22%) followed
by the MCs (M = 61%, SD = 24%), p < .001, 95% CI [6.03, .17.20],
and then the UC group (M = 47%, SD = 26%) in turn, p < .001, 95%
Cl [7.94, .19.92]. For false alarms, only the difference between the
SRs (M = 14%, SD = 13%) and the UCs (M = 11%, SD = 10%) was
significant, p = .047, 95% CI [.03, 6.01].

Importantly, as seen in Figure 3, Tukey-Kramer post hoc tests
revealed that overall detection sensitivity for correctly attributing a
‘something suspicious’ response to a masked face was greatest for
the SRs (M = 1.94, SD = 0.83) followed by the MCs (M = 1.61,
SD = 0.84), p < .001, 95% CI [.13, .52], d = 0.389, and then the UCs
(M =1.28, SD = 0.74) in turn, p < .001, 95% CI [.14, .52], d = 0.414.
The same pattern of results was found for response bias, with SRs
(M = 0.28, SD = 0.50) demonstrating a more liberal response pattern
in comparison to MCs (M = 0.49, SD = 0.51), p < .001, 95% ClI [.09,
.34], d = 0.421, with UCs (M = 0.74, SD = 0.56) producing the most
conservative response bias, p <.001, 95% CI [.13, .37], d = 0.469.
Overall, for the covert detection task, SRs showed a significant advan-
tage, in comparison to controls, in correctly attributing suspicion to

the mask wearers present in the image set.

3.2 | Covert detection task: Prior mask awareness

Participants were not aware, prior to completing the covert detection
task, that mask wearers would be present in the image set. However,
at the end of the full experiment they were asked whether they had
any pre-study knowledge of these masks. There was a relatively even
split for each group in relation to pre-study awareness; 56% of UCs;
44% of MCs; and 47% of SRs answered ‘yes’ to at least one of the
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2.25 Undergraduate Controls (UC)

® Motivated Controls (MC)

2.00 m Super-Recognisers (SR)

1.75 -

1.50

1.25

1.00 -

0.75 -

0.50 - ;

0.25

000 MM o

Hits False Alarms d prime

2.50 Undergraduate Controls (UC)
2.25 - m Motivated Controls (MC)
200 ™Super-Recognisers (SR)

1.75

1.50

1.25

1.00

0.75

050 ,
0.25 ,

FIGURE 3 Covert detection task
performance. This figure shows the mean
task performance across each of the
signal detection measures for the covert
mask detection task. Percentage hits and
false alarms are shown here as decimal
numbers (error bars denote standard error
of the mean).

No Prior Mask Prior Mask No Prior Mask Prior Mask No Prior Mask Prior Mask No Prior Mask Prior Mask

Awareness ~ Awareness Awareness

Hits False Alarms

Awareness

Awareness ~ Awareness Awareness ~ Awareness

d prime c

FIGURE 4 Covert detection task performance: Pre-study mask awareness. Covert detection task performance presented as a function of
participants pre-study awareness of hyper-realistic masks. Percentage hits and false alarms are shown here as decimal numbers (error bars denote

standard error of the mean).

related questions. Therefore, we ran an additional analysis, this time
splitting the sample into six groups (UCs, MCs, SRs x pre-study mask
awareness, no pre-study mask awareness), to assess whether pre-
study mask knowledge affected covert task performance.

As seen in Figure 4, the data for hits, false alarms, and response
bias for each group largely mirrored the overall pattern reported
above for the full sample. Note that attribution errors remained evi-
dent even in those with prior awareness of masks (M = 15% not
responding with suspicion to mask trials, on average, across the
groups; M = 8% responding with suspicion to real faces, on average,
across the groups). However, the ANOVA on overall detection sensi-

tivity revealed an interesting finding. There was a main effect of

group, Fuecn(5, 247) = 20.84, p < .001, o?=.028, and as seen in
Figure 4, SRs with pre-study mask knowledge (PA = prior awareness,
NPA = no prior awareness; SRs-PA, M =221, SD = 0.73) signifi-
cantly outperformed each of the control groups and SRs without pre-
study awareness (MCs-PA, M = 1.76, SD = 0.96; UCs-PA, M = 1.41,
SD = 0.78; SRs-NPA, M =1.69, SD = 0.83; MCs-NPA, M = 1.49,
SD = 0.70; UCs-NPA M = 1.11, SD = 0.66), p's < .007, 95% Cl's [.09,
1.44], for the differences). SRs with no prior mask awareness outper-
formed the UCs, p <.001, 95% Cl [.23, .94], but not the MCs,
p = .440. This finding shows that the super-recognition ability allied
with prior knowledge of hyper-realistic masks produced the most

accurate performance in terms of correctly attributing a ‘something
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suspicious’ response to a masked face. A lack of prior mask aware-
ness, as expected, was detrimental to performance, with statistically

similar performance between SRs and motivated controls.

3.3 | Covert detection task: Spontaneous
detection, qualitative descriptors

Using a word frequency counter (https://tinyurl.com/2fce8sfy), we
analysed the extent to which a correct response to a mask trial was
justified with the word ‘mask’ as a descriptor. In other words, how
likely was it that spontaneous mask detection occurred in the covert
task. The analysis showed that spontaneous detection rates were
low, with just 16% of the qualitative descriptor content referring to
the word ‘mask’ to elaborate upon their (correctly attributed) suspi-
cions. SRs showed the greatest use of this descriptor (29% for SRs
with prior mask awareness; 13% for SRs without prior awareness),
followed by the motivated controls (20% for MCs with prior mask
awareness; 9% for MCs without prior awareness) and then the
undergraduate controls (15% for UCs with prior mask awareness;
5% for UCs without prior awareness). The next most frequently cited
terms were ‘disguise’ (7%) and ‘fake’ (7%). As spontaneous mask/
disguise detection rates were low, there was a range of other justifi-
cations provided for attribution of suspicion, including: ‘looks
untrustworthy’, ‘looks strange’, ‘looks angry’, ‘unusual face shape/
bone structure’, ‘skin texture does not match the eyes’, ‘something
seems off’, ‘the smirk makes them look suspicious’, ‘looks like they
have taken drugs’.

Taken together, the findings from the covert detection task show
that SRs, with pre-study mask knowledge, were better than controls
in detecting that something was amiss in the facial appearance of a
mask wearer. However, voluntarily attributing that suspicion to the
presence of a hyper-realistic mask in that un-prompted context was
less likely. Next, we examine whether the covert detection advantage

found for the SRs with prior mask knowledge holds for explicit mask

detection, in which participants have been prompted to detect mask

wearers.

3.4 | Explicit detection task
Performance on the explicit detection task reflects the extent to
which participants correctly detect a mask wearer in the image set.
For signal detection purposes a hit was categorised as a ‘mask’
response to a masked face trial, while a false alarm was categorised
as a ‘mask’ response to a real face trial. One-way between subjects
ANOVAs with group as the factor (UC, MC, SR) revealed a main
effect for hits, Fyern(2, 363) = 22.70, p <.001, w?=.030, false
alarms, Fuecn(2, 357) = 24.44, p <.001, w?=.036, and overall
detection sensitivity (d’), Fweren (2, 360) = 60.96, p <.001,
o? = .083. Although there was a trend for a more conservative
response bias for the SRs, the main effect of group was not signifi-
cant F(2, 567)=.538, p =.584, n?=.002. As seen in Figure 5,
Games-Howell post hoc tests revealed that the SR group produced
the greatest proportion of hits (M = 89%, SD = 12%) and lowest
proportion of false alarms (M = 5%, SD = 10%) in comparison to
both control groups (For hits; M =83%, SD = 16% for MCs;
M = 80%, SD = 16% for UCs; For false alarms; M = 11%, SD = 11%
for MCs; M = 13%, SD = 11% for UCs), p's < .001, 95% Cl's [2.96,
13.36] for the differences. While there were trends for greater hit
rates/lower false alarm rates for the MC group compared to the UC
group, post hoc comparisons using the Games-Howell procedure did
not reach significance, p's 2 .115. Importantly, overall detection sen-
sitivity was greatest for the SRs (M = 3.02, SD = 0.64) followed by
the MCs (M = 2.45, SD = 0.76), p < .001, 95% ClI [.41, .74], and then
the UCs (M = 2.20, SD = 0.78) in turn, p = .005, 95% CI [.06, .43],
showing that the SR advantage reported in the covert task extends
to explicit mask detection.

Although all participants had an awareness of these masks before

beginning the explicit task, a re-analysis of the explicit response data

Undergraduate Controls (UC)

3.00 ® Motivated Controls (MC)

3.25
2.75 -
2.50 -
2.25
2.00
1.75
1.50
1.25 -
FIGURE 5 Explicit mask detection 1.00
task performance. This figure shows the ’
mean task performance across each of the 0.75
signal detection measures for the explicit 0.50 -
mask detection task. Percentage hits and
. 0.25 -
false alarms are shown here as decimal

numbers (error bars denote standard error 0.00

of the mean). Hits

m Super-Recognisers (SR)

Y - -

d prime c

A
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with the sample split into the six groups with pre-study mask aware-
ness as a factor (UCs, MCs, SRs x pre-study mask awareness, no pre-
study mask awareness) showed that there was now no difference in
performance between SRs with and without pre-study mask knowl-
edge, p = .475, and that both SR groups outperformed each of the
other group combinations, p's < .005, 95% Cl's [.08, 1.46]. This finding
shows that mask awareness, either pre-study or within-session, com-
bined with the super-recogniser ability, produced the most accurate

explicit mask detection performance.

3.5 | Covert and explicit detection performance

To assess consistency in performance across the two tasks, partici-
pants covert and explicit detection sensitivity scores were entered
into a Pearson's correlation analysis. An outlier check led to the
removal of 14 datapoints and this accounts for the differences in
the degrees of freedom reported below. The analysis showed sig-
nificant positive correlations across the groups both for those with
pre-study mask awareness (SRs r(70) = .357, p =.002, 95% ClI
[.133, .546]; MCs r(105) = .702, p < .001, 95% CI [.589, .788]; UCs
r(95) = .454, p < .001, 95% CI [.277, .601]) and those without (SRs
r(80) = .479, p <.001, 95% Cl [.289, .632]; MCs r(132) = .249,
p =.004, 95% CI [.082, .403]; UCs r(72) = .265, p = .024, 95% ClI
[.036, .468]). This finding shows that although spontaneous mask
detection rates in the covert task were low (i.e., correct response +
‘mask’ descriptor; M = 16% on average), individuals within each
group, who were better at correctly attributing suspicion to a
masked face, for any reason, also tended to perform accurately at

explicit mask detection.
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3.6 | Region of interest task: Quantitative
response data

Here we examine whether some regions of a masked face were more
likely than others to indicate the presence of a mask. Due to violations
of homogeneity of variance across the groups for most face regions,
we report individual one-way between groups Welch's ANOVAs for
each region of interest, and due to the number of statistical tests, we
apply the Bonferroni correction to our alpha level (new o = .004). As
this task was based on selecting the salient features from the masked
faces presented, we report findings from the three groups without the
pre-study mask awareness distinction. Figure 6 shows the mean per-
centage click rate for each region of the masked faces, with each of
the groups placing particular importance on the eyes, lips, and nose as
salient cues for mask detection. The ANOVAs revealed significant
group effects for the left eye, Fyen(2, 353)=8.37, p<.001,
®?=.014, and nose, Fuween(2, 337)=7.35 p=.001, o®=.011.
While, as seen in Figure 6, there were trends for group differences for
the right eye, mouth, forehead, and right ear, these did not reach sig-
nificance at our adjusted alpha level, p's > .027. The group effects for
the remaining regions were not significant, p's > .057.

Games-Howell post hoc tests showed that for the left eye region,
SRs and MCs were equally likely to click on this region (M = 15%,
SD = 7% for SRs; M = 15%, SD = 8% for MCs), p = .968, and to a sig-
nificantly greater extent than the UC group (M = 12%, SD = 8%),
p's =.001, 95% Cl's [1.04, 5.17]. For the nose region, the SRs and
UCs were equally likely to click on this region (M = 11%, SD = 7% for
SRs; M = 11%, SD = 9% for UCs), p = .586, and to a greater extent
than the MC group (M = 9%, SD = 7%), p's <.020, 95% Cl's [.24,
4.52]. These findings support previous work which has shown that

Undergraduate Controls (UC)
® Motivated Controls (MC)
m Super-Recognisers (SR)

Forehead L-Cheek Hairline R-Ear MPB Eyes L-Ear

FIGURE 6 Mean percentage clicks for masked face regions that could support detection. This figure shows the mean percentage clicks for
each of the 12 pre-defined masked face regions of interest (MPB Eyes; Midpoint between the eyes; error bars denote standard error of

the mean).
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the eye-regions may provide a key area to help differentiate between
a mask and a real face (Sanders & Jenkins, 2018). The lack of consis-
tent group effects suggests that the SR advantage is unlikely to be
underpinned by any qualitatively different face processing strategies
(Nador et al., 2021).

3.7 | Region of interest task: Qualitative
response data

In addition to providing quantitative data in the form of clickable
regions of masked faces, participants could also provide additional
qualitative response data to highlight further aspects of the masks
that could aid in their detection. To provide the most useful descrip-
tors of the cues which may best support mask detection, we report
those provided by the SR group. Qualitative responses were not a
mandatory part of this task, however, 1119 responses out of a possi-
ble 1884 (59%) were provided. Figure 7 shows the most frequently
cited descriptors that participants suggested an observer should focus
on to help detect the presence of a hyper-realistic mask (percentage
descriptor = word frequency/N responses; the percentages do not
sum to 100% as several descriptors were often included within one

text response). In line with the quantitative region of interest data, the

9%

FIGURE 7 Percentage qualitative \Wrinkles
descriptors for masked face regions that 13%
could support detection. This figure
shows the most frequent descriptors that
participants used to highlight which
aspects an observer should focus on to
help detect the presence of a hyper-
realistic mask (mask image is the authors
own; percentage descriptor = word
frequency/N responses; the percentages
do not sum to 100% as several
descriptors were often included within
one text response).

Lips
8%

Expression

qualitative data supports the importance that the participants placed
on the eyes, nose, and mouth.

However, the qualitative data also provided additional cues in
relation to skin, wrinkles, hair, beards, and facial expression. In Table 2
we provide a sample of the text responses that are representative of
the most frequently cited aspects of the face. One notable common
theme, in addition to comments relating to the lack of natural texture,
proportionality of the features, and expressiveness, is the lack of
asymmetry in the hyper-realistic masks. That is, in real faces partici-
pants appear to expect to see a nose, a hairline, or a wrinkle, for
example, that is not perfectly symmetrical or set in a straight line, and
the unnatural symmetry which can be typical of some of these masks
could therefore assist in their detection.

4 | DISCUSSION

Hyper-realistic masks present an emerging, sophisticated, and viable
route to identity fraud. In both the real world (Sanders &
Jenkins, 2021) and experimental settings (Sanders et al., 2017, 2019;
Sanders & Jenkins, 2018), the detection of these masks is a challeng-
ing task and one that is prone to error. Having established the viability

of this ‘complete’ method of disguise, focus must now turn to
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TABLE 2 Representative text responses for the masked face
regions that could support detection.
Representative text responses

Eyes Eyes appear ‘set too deep’, ‘set back’, ‘sunken’ within
the face

Eyes don't ‘fit” with the overall expression on the rest of
the face

Skin Skin doesn't look ‘natural’, too ‘consistent in colour
across the face’

Skin is ‘too smooth’, with no ‘texture’, looks ‘waxy’ or
‘shiny’
Mouth Mouth is ‘inexpressive’, ‘not alive’, ‘unnaturally open’,
‘too large’
Mouth seems ‘detached’ from other areas of the face
Nose Nose is ‘too big’, ‘too shiny’, ‘too smooth’

Nose is ‘too symmetrical’, ‘too wide for face’

Wrinkles Wrinkles are ‘too symmetric’, ‘there are too many’,
‘excessive’
Wrinkles make the face ‘look too strained and
unmoveable’

Hair Hair looks ‘like a wig’, is ‘artificial’, ‘too thick’

The hairline is ‘unnatural’, ‘too straight’, ‘too perfect’

Expression  ‘Expressionless especially around the mouth and eyes’
‘Expression is ‘dull’, ‘empty’

Lips Lips ‘lack structure’, ‘are too big’, ‘should be thinner’
Lips ‘look disconnected with inside of mouth’

Beard Beard ‘looks fake’, ‘is too straight’, ‘is too perfect’

Beard ‘hair texture is unrealistic’

Note: In these text responses, participants were attempting to provide
border control officers with descriptors that may help them to detect the
presence of a traveller wearing a hyper-realistic mask.

developing ways to enhance the detection of these masks. In the pre-
sent study, we took an individual differences approach to assess
whether a group of people, known as super-recognisers (SRs), who
excel at the recognition of identity from facial information, would be
any better at detecting hyper-realistic masks than two groups of con-
trol participants. We utilised a covert mask detection task, which
invited unprompted/spontaneous recognition of this deception, and
an explicit mask detection task in which participants sought to detect
this disguise having received information and examples of their use.
Our findings from the covert detection task showed that SRs,
with pre-study mask knowledge, outperformed controls in correctly
attributing suspicion to mask wearers. That is, without any initial
prompting that the face photos would contain anything other than
real faces, the SR group showed a greater propensity to detect that
something was amiss with the facial appearance of the masked indi-
viduals. While rates of ‘spontaneous’ mask detection (i.e., including
‘mask’ as a qualitative descriptor to a suspicious response) were rela-
tively low, the proportion of specific ‘mask’ responses or more gen-
eral disguise-related descriptors was also numerically greater for the

SRs (with prior mask awareness) compared to the other groupings.

Importantly, and regardless of pre-study mask knowledge, there was a
clear SR advantage for explicit mask detection, after all participants
had received the same information about this type of identity fraud,
and there was a link between initial covert suspicions and explicit
detection rates.

These findings show that the SR ability for identity recognition
(Davis et al., 2016) and the detection of traditional item-based dis-
guise (Noyes et al, 2021), does appear to generalise to hyper-
realistic masks. This finding is of theoretical interest as the detection
of these masks is quite different to the identity-based focus of SR
research to date. In this context, there is no person identification
component, and the task is not to see through a disguise, rather it is
to decide whether an entire face is artificial or not. Therefore, at first
glance, it may have been logical to assume that there would be no
connection between the SR face identification ability and their apti-
tude at detecting masks. However, recent research reported by
Faghel-Soubeyrand et al. (2021) and Nador et al. (2021) point to SRs
having more proficient low-level and mid-level visual face processing
abilities than typical-recogniser controls. This makes sense given the
contribution that the processing of both texture, and shape, make to
face recognition (Troje & Biilthoff, 1996), and it may explain why the
SR advantage for face identity generalises to the detection of these
synthetic masks.

The findings from the present study should also be of interest to
applied organisations for two reasons. First, we show that simple
mask awareness substantially improved mask detection across each
group. This means that a clear and quick step can be made to enhance
the detection of these masks, regardless of the current level of face
recognition ability of the officials, simply by making them aware of
them, their use in identity fraud, and by providing examples for refer-
ence. Second, for agencies who are looking to implement the SR
advantage in their own identity verification and fraud detection oper-
ations, the present study shows that the SR advantage extends to
mask detection and that SRs can be recruited for increasingly multi-
purpose identification tasks. Indeed, research has recently shown that
super-face-recognisers may also be super-voice recognisers (Jenkins
et al., 2021), and here we add another tool to their armoury by dem-
onstrating their proficiency with masks.

As stated above, while the SRs outperformed the controls, their
explicit detection performance was not perfect, and we now plan to
build on the qualitative data collected to develop a training program
using a similar approach to Towler et al. (2021) to enhance their per-
formance further. Training has been shown to improve the detection
of other identity fraud techniques, such as face morphs (Robertson
et al., 2018), but only when there are clear cues (e.g., visual artifacts
from the morphing process) that can be detected by the human visual
system (Kramer et al., 2019). Developing a training paradigm that
draws a super-recognisers attention to the salient aspects of a masked
face that cue the presence of this disguise may further enhance their
performance. Such training programmes should also consider that
these masks will likely become ever more sophisticated and life-like.
The masked images used in this paper were sourced in 2016, so fur-

ther research should also source more recent examples, both to
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incorporate into a stimulus set and to judge the rate at which the
sophistication of this disguise is improving over time.

While these findings provide support for the view that super-
recognisers may also be super-mask-detectors, our study, while repre-
sentative of known mask fraud attempts (Sanders & Jenkins, 2021),
used mainly White, older, male masks. It may be the case that there
are a wider variety of masks (e.g., young, female, ethnically diverse)
being used in criminal situations that are under-detected/under-
reported, and so future research should look to use a more diverse set
of stimuli which mirror the wider population to a greater extent. In
addition, our tasks used face photos, and while findings within the
face recognition field tend to be consistent regardless of whether
the task involves images or live faces (Davis & Valentine, 2009), eco-
logical validity is key in applied psychological science, and SRs should
now be tested using live mask detection tasks, ideally in operational
contexts. Moreover, we only presented masked faces in our ROI task,
and while we believe the descriptors provided in Table 2, which
unpack the reasons for the region selections, do provide a better
understanding of how this disguise could be detected, future research
should also incorporate real faces into this task to further refine the
mask-specific attributes that can support detection.

While super-recognisers may provide a route to enhance the
detection of hyper-realistic masks, in line with face-based identity rec-
ognition, peak performance is likely to occur when we pair our best
SRs with our best identification and fraud detection algorithms (see
Towler et al., 2023; White et al., 2015), and there is some recent work
from computer science which has started to focus on mask fraud
attacks (Jia et al., 2020; and see Carragher & Hancock, 2023; Fysh &
Bindemann, 2018; Howard et al., 2020; and White et al., 2015 for a
broader discussion on operator-algorithm interactions). Finally, here
we partitioned our groups using the well-established CFMT+- in con-
junction with one further confirmatory measure. However, we
acknowledge that new tests are regularly being published which may
in the future, if the field can agree upon a common assessment frame-
work (see Ramon, 2021), become the new standardized SR tests, and
we would support work towards that end.

In summary, over the last decade, more than 40 criminal acts have
been committed by perpetrators wearing a hyper-realistic mask.
These masks provide a viable route to identity fraud. This study shows
that the super-recogniser advantage for identity verification general-
ises to the detection of this sophisticated synthetic disguise, providing
a promising route to maximise their detection and minimise their

impact on society.
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