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A B S T R A C T   

In the past decades, accelerated by the recent COVID pandemic, the field of healthcare has faced technological 
advancements, such as wearables and mobile applications, that collect personal or health data. However, such 
tools are ineffective if they are not adopted by a large part of the population or if relevant health data, collected 
by the application, are not (voluntarily) shared. This study assessed the role of disease severity and evidence base 
for the effectiveness of the technology in the Privacy Calculus risk-benefit trade-off to contribute or hinder 
technology acceptance and data sharing. A large-scale 2 × 2 × 2 online vignette experiment (n = 822) was 
carried out, where participants were presented with a hypothetical scenario describing a novel health technology 
for diagnosing and tracking of infectious diseases. The results indicated that participants’ privacy concerns 
negatively affected their intention to use the technology and willingness to share data, and that a high severity of 
the disease weakened this relationship. None of the other expected effects on intentions to use, willingness to 
share data or privacy concerns, were significant. These findings highlight the role of privacy as a barrier to 
technology acceptance, and suggest disease severity plays a role in the Privacy Calculus risk-benefit trade off by 
weakening the negative effect of privacy concerns on adoption in contexts where disease severity is high.   

1. Introduction 

Over the years, an increase in the use of novel technologies in the 
field of healthcare, and more particularly, infectious diseases, has been 
observed [1]. Some examples include the use of Artificial Intelligence for 
surgeries and outbreak tracing [2,3], and light-based technologies to 
reduce transmission of infections [4,5]. An example of novel technology 
for combatting infectious diseases implemented in the recent COVID-19 
pandemic are contact tracing applications (CTAs), used to notify people 
when they have been in close proximity with infected individuals, 
thereby aiming to reduce the spread of the virus [6]. Technologies that 
enable disease diagnosis and tracking, which play a pivotal role in sur
veillance, prevention, and curtailing disease transmission, are currently 
focal points of development within the academic field of health tech
nology, specifically concerning infectious diseases (e.g., Ref. [7,8]). To 

ensure the exertion of these technologies’ health-promoting effects, 
their acceptance and adoption by the target group, or even the whole 
population is crucial. 

Several of these novel technologies collect and utilize users’ personal 
or health data, e.g., infection status, raising various concerns regarding 
the data privacy that they provide. In addition, the introduction of these 
technologies is often accompanied by public debates about privacy, e.g., 
in the case of CTAs, experts questioned the privacy of such applications 
in the media, thereby shaping citizen’s privacy perceptions about health 
technologies [9,10]. Past research has consistently shown that privacy 
concerns negatively influence technology acceptance (e.g., Ref. [11, 
12]). For a particular service, users or consumers tend to evaluate 
whether the risks of disclosing personal data outweigh the benefits of 
using the service [13,14]. This idea of a risk-benefit analysis is proposed 
in the Privacy Calculus Theory (PCT), introduced by Laufer & Wolfe 
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[15], and carries a heavy weight with regards to individuals’ willingness 
to share (health) data and thus the use of technologies utilizing this data. 
There is extensive support for this theory, for instance, in the context of 
healthcare wearable devices [16] and even regarding CTA adoption 
[17]. Individuals’ perceptions on the risks and benefits of partially 
giving up their privacy is influenced by several factors, which in turn 
influence their decision to employ the technology. 

There appear to be at least three gaps in our knowledge of the privacy 
calculus in the domain of novel health technology for diagnosing and 
tracking of infectious diseases. First, little is known about how contex
tual, e.g., contemporary disease risk, and technology-specific factors, e. 
g., the evidence base for the effectiveness of the technology, affect the 
risk-benefit trade-off. An important characteristic of the COVID-19 
pandemic was that infection rates and health damage resulting from 
an infection fluctuated heavily over the course of the pandemic, 
depending on other measures taken to reduce the spread and the subtype 
of the virus roaming around in the population at that moment in time. 
The perceived potential benefits of using the technology may be higher if 
the risk of health damage of the infectious disease is high, since using the 
technology in that context may potentially result in a greater reduction 
of health damage. Although there are studies on the direct effect of 
(perceived) disease severity on intention to use health technologies 
[18], its influence on the risk-benefit trade-off as explained by the PCT is 
still unknown. It is still unclear whether privacy concerns affect adop
tion of novel technologies less when disease severity is high, and thus 
when using the technology may have larger potential benefits. 

A distinctive attribute of emerging healthcare technologies aimed at 
mitigating infectious diseases lies in their pre-emptive introduction, 
often preceding the establishment of unequivocal efficacy, owing to the 
urgency of minimizing public health damage. For instance, the adoption 
of Bluetooth technology for contact tracing during the COVID-19 
pandemic represented a novel approach, yet its tangible contributions 
to virus mitigation remained uncertain at the moment of introduction. 
Although computer simulations indicated potential efficacy [19], 
comprehensive empirical studies were lacking. The perceived potential 
benefits may be perceived as higher or at least surer if the evidence base 
for effectiveness is more robust – if it has been proven that using the 
technology actually contributes to the problem it is designed to solve. 
Although there is evidence for the direct effect of perceived effectiveness 
(e.g., Performance expectancy, from the Unified Theory of Acceptance 
and Use of Technology - UTAUT) driving intentions to adopt novel 
technologies [16], there is a gap in the literature concerning this vari
able’s effect on the risk-benefit trade-off. It is still unclear whether pri
vacy concerns affect adoption of novel technologies less when the 
potential benefit is more certain. 

Considering the apparent connection between concerns about pri
vacy and the willingness to adopt technology, coupled with the absence 
of comprehensive understanding regarding the factors influencing this 
connection, the first research question (RQ1) of this study was: How do 
privacy concerns affect usage intention of novel technology, and is this 
relationship moderated by the severity of the disease and/or evidence base for 
the effectiveness of the technology? 

A second knowledge gap pertains to the motivations underlying the 
voluntary contribution of data within the healthcare realm. In the 
contemporary digital health landscape, data holds significant value or is 
even denoted as ‘the new gold’ (e.g., Ref. [20]), being sought after by 
companies for training artificial intelligence models and enhancing 
health-related applications. Furthermore, government’s access to 
(infection) data is crucial for endeavours such as contact tracing apps to 
combat viral outbreaks more effectively [19]. In the backdrop of more 
stringent regulations governing data collection and utilization (e.g., 
GDPR), the notion of voluntary data donation has emerged as a pivotal 
subject, constituting a customizable feature within technological in
terfaces. Several novel health technologies afford users the ability to 
exert control over their personal and health-related data. A notable 
illustration is the case of Ireland’s CTA Covid Tracker, which granted 

users full autonomy over their personal information and app usage, 
without imposing obligatory data disclosure [64]. As posited by the PCT, 
the decision to share (personal or health) data is influenced by a delib
eration of the risks and benefits associated with sharing this information. 
Though it has been shown that privacy risks negatively impact users’ 
willingness to share data [21], the factors potentially serving as a 
benefit, remain inadequately explored in relation to voluntary data 
donation. The current study will investigate how the aforementioned 
contextual, i.e., contemporary disease risk, and technology-specific 
factors, i.e., the evidence base for the effectiveness of the technology, 
affect the willingness to share data. To the researchers’ knowledge, no 
previous study has investigated if individuals are more willing to share 
their data when disease severity is high. Heightened disease severity 
might lead users to view data sharing as a requisite for ensuring the 
effective operation of interventions, thus potentially motivating greater 
willingness to disclose data. Further, there’s a lack of studies investi
gating how a technology’s efficacy affects data donation, though there is 
some limited evidence that performance expectancy positively affects it 
[16], suggesting a second research question (RQ2): How do disease 
severity and evidence base for effectiveness of a technology influence in
dividuals’ willingness to share data? 

A third knowledge gap pertains to the effects of the possibility of 
voluntary data sharing on privacy concerns. As previously mentioned, 
an increasing amount of digital health applications implements volun
tary data sharing as a customizable feature but the effect of this possi
bility on privacy concerns is yet to be examined. According to Deci and 
Ryan’s [22] Self Determination Theory (SDT), motivation can either be 
autonomous or controlled: while autonomous motivation is 
self-determined, controlled motivation stems from a feeling of guilt or 
reward [23]. This suggests that users of a technological device who are 
given the option to share their personal data, rather than simply be 
informed of the data collection, may feel a greater sense of autonomy 
and control over their personal information, which may in turn lower 
their privacy concerns. Therefore, the third research question (RQ3) 
was: How does having the option of voluntarily sharing the data (as 
compared to mandatory data sharing) affect privacy concerns? 

2. Theoretical framework 

2.1. Privacy calculus theory 

Privacy concerns play a major role in the acceptance of and intention 
to use (novel) technologies. Privacy has been defined as a person’s right 
“to decide what information about himself should be communicated to 
others and under what condition” ([24], p.10). In relation to this, the 
PCT by Laufer and Wolfe [15] describes individuals’ thought processes 
when required to disclose personal information: when this situation 
occurs, attempts are made to determine whether the benefit of sharing 
such information will outweigh the risks of disclosing it [25]. While the 
risks entail the loss of privacy, benefits concern individuals’ expecta
tions of what they might receive in exchange of giving up on their pri
vacy. This reluctance of sharing private data stems from the perceived 
privacy risk, influenced by, for instance, a high perceived ownership of 
personal information [26]. Furthermore, the hesitation to use a tech
nology due to its perceived privacy risk being considered greater than 
the benefit of using it, highlights the important role of privacy concerns 
on technology acceptance [27]. Other qualitative studies have empha
sized the strong effect of privacy concerns on the acceptance of these 
technologies [11,17]. 

Various studies investigating, for instance, user engagement and 
anticipated benefits of health technologies, have provided support for 
the risk-benefit trade-off, as described by the PCT [14,28]. Individuals 
who feel threated that their privacy is being compromised tend to be 
more reluctant to adopt a specific technology [11], as they conclude that 
the risks of using the technology outweigh the benefits. There has been 
extensive literature on the negative effect of privacy concerns on the 
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adoption of technologies in the healthcare sector, particularly in the 
implementation of new technologies [11], on (AI-based) CTAs [17,28], 
or health wearables [29]. The PCT is particularly relevant in explaining 
intention to adopt in the context of these novel health technologies, 
because the usage of the technology assimilates with the decision to 
disclose data: the main functionality of the technology relies on the data 
provided by the user. For instance, in teledermatology, (eHealth) apps 
are used by individuals at home to automatically evaluate photographs 
of skin lesions and calculate the likelihood of malignant conditions (e.g., 
skin cancer) (e.g., Young et al., 2020). Pertaining to infectious diseases, 
many COVID-19 contact tracing apps’ main functionality depended on 
the sharing of Bluetooth codes that enabled the contact tracing (though 
these codes were anonymised, people perceived the data collected by 
the app as personal; [10]). Hence, the first hypothesis, replicating these 
aforementioned studies, reads: 

H1. Privacy concerns negatively relate to intention to use the novel 
health technology. 

2.2. Factors affecting the relationship between privacy concerns and 
intention to use the technology 

The above section provided support for a (negative) relationship 
between privacy concerns and the intention to use the novel technology. 
In this study, contextual and technology-specific factors that may affect 
the risk-benefit trade off as coined by PCT, and thus may moderate the 
relationship between privacy concerns and intention to use the proposed 
technology are examined. 

In the current study the first – contextual – variable focused on 
regarding this trade-off is disease severity, i.e., whether the infection or 
disease can cause severe damage to one’s health. There is support for the 
positive effect of perceived severity of a disease on the perceived ben
efits of using a CTA [28]. Furthermore, a study on COVID-19 revealed 
that a disease’s perceived severity significantly affected the intention to 
use a CTA to help prevent the spread of the infection [30], though null 
findings have also arisen [31]. Combining these findings, an increased 
disease severity could increase the perceived benefits thereby contrib
uting to the benefit-side of the risk-benefit analysis as explained in the 
PCT, thereby also weakening the relationship between privacy concerns 
and intention to use. 

The second – technology-specific – variable studied in this study was 
evidence base for effectiveness of the technology. Specifically, whether 
there is (empirical) support that the technology performs its task suc
cessfully. Linking this variable to the UTAUT’s PE since a technology 
with strong support for its effectiveness will most likely meet users’ 
expectations (i.e., yield a high PE), there is support for PE’s positive 
effect on trust of the technology [32,33]. In addition, there is evidence 
for the negative role of users’ trust (in a technology) on perceived pri
vacy risk [13], implying that a trusted technology may be contribute as a 
potential benefit in individuals’ risk-benefit analysis. This suggests that 
a strong evidence base for the effectiveness of the technology may also 
contribute as a benefit, thereby influencing the tradeoff and weakening 
the negative relationship between privacy concerns and intention to use 
this technology. 

In sum, the PCT provides support for the moderating effect of these 
two variables, as there is potential for their contribution to the risk- 
benefit tradeoff. A high disease severity could alarm individuals, and a 
strong evidence base could make users more trusting of the technology, 
thereby increasing the perceived benefit of the application. As such, the 
moderating effect of these variables on the effects of privacy concerns on 
adoption would reflect this specific trade-off, i.e., if benefits are high, the 
weight of risks is lower for adoption intention than when benefits are 
low. This is in line with previous PCT conceptualisations involving the 
benefits’ moderating effects of privacy on disclosure-related outcomes; 
e.g., Ref. [21]). Following this line of reasoning, a high disease severity 
or a strong evidence base could increase the perceived benefit of using 

the technology, and thus make privacy concerns weigh less in the 
risk-benefit tradeoff. Therefore: 

H2. The association between privacy concerns and intention to use the 
novel health technology is weaker when disease severity is high 
compared to low. 

H3. The association between privacy concerns and intention to use the 
novel health technology is weaker for technology with a strong 
compared to low evidence base for effectiveness. 

2.3. Factors affecting users’ willingness to share data 

Various factors may contribute to users’ willingness to disclose 
personal information. A prevailing concept in the literature on privacy is 
the privacy paradox: while individuals may be aware of their personal 
information being at risk, no measures are taken to protect their privacy, 
as mentioned by Barth & De Jong [34] in their review article on this 
concept. This theory strongly relates to Wirth and colleagues’ [68] 
concept of resignation, a study on SNS which revealed that in some 
situations, individuals tend to “resign” from their privacy concerns, and 
accept that by disclosing information, they are fully vulnerable to risk
ing their privacy. Furthermore, the PCT should also be addressed, as 
individuals perform a risk-benefit analysis to evaluate whether they will 
benefit from sharing their data with the government. Based on these 
concepts, it is hypothesized that disease severity and evidence base for 
effectiveness may affect users’ protective attitude towards their personal 
information. 

Indeed, these two factors may affect the risk-benefit tradeoff by 
positively influencing the benefits, in a similar vein as described in the 
previous section for intention to use the technology. A few studies are 
relevant specifically regarding the voluntary decision to share data. For 
disease severity there is evidence from studies on mobile health services 
that there is a positive effect of perceived benefits (i.e., (health) benefits 
of using the mobile health application) on users’ intention to upload 
personal data [35,36]. Similar inferences could be made for the evidence 
base of effectiveness. If there is support for the effectiveness of the novel 
technology (i.e., high PE), users may be more convinced of its ability to 
diagnose the disease, and perhaps develop a more positive attitude to
wards sharing their personal information. There is support for this 
inference, as PE has been found to have a positive effect on intention to 
disclose personal information [16]. Another study on digital services 
located in airports also discovered that perceived benefits are a 
requirement in order for passengers to be willing to disclose personal 
information [37]. Even though this study assessed the effect of the 
benefits of sharing data in a different domain, similar effects may be 
expected for the health domain. Therefore, based on the theory and the 
empirical findings described above, the following hypotheses are 
proposed: 

H4. Willingness to share data collected by a novel health technology is 
higher when the disease severity is high compared to low. 

H5. Willingness to share data collected by a novel health technology, is 
higher when the evidence base of effectiveness is strong compared to 
weak. 

2.4. Voluntary versus mandatory sharing of users’ data with the 
government 

A great source of privacy concerns stems from users’ lack of 
knowledge on the handling of their personal information, particularly in 
terms of how it is collected and who may access it [27]. By providing 
individuals an option to voluntarily share their data or not, users are 
given control over their own data which may increase a sense of au
tonomy. Deci and Ryan’s SDT [22], which makes the distinction be
tween extrinsic (i.e., driven by reward and punishment) and intrinsic 
motivation (i.e., driven by enjoyment), supports that, in order for 
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intrinsic motivation to be acquired, three needs must be fulfilled: au
tonomy, relatedness, and competence. Drawing on this theory, autonomy 
caused by users’ feeling of control and of being capable of performing an 
action of their own volition could lead to weaker privacy concerns. 
Furthermore, autonomous individuals may experience a feeling of 
integrity, as they perceive authenticity in their actions [38]. These 
positive feelings, caused by autonomy (i.e., in this context, voluntary 
data disclosure) could perhaps also contribute to a decrease in privacy 
concerns. 

Although the empirical support on mandatory versus voluntary in
formation disclosure is limited, a study involving focus groups revealed 
that participants expressed concerns regarding unwanted information 
dissemination [27], emphasizing the user’s need for control over their 
data on privacy concerns. Moreover, a mixed-methods study on health 
technologies revealed that participants wished to have complete control 
over the type of data shared with the government, or that at least solely 
medical information relevant to their care should be collected [39]. As 
some of these participants voiced their concerns regarding unauthorized 
use of their data [39], perhaps more control would lower these concerns. 
Therefore: 

H6. Possibility for voluntary data-sharing leads to lower privacy con
cerns in comparison to mandatory data-sharing. 

Based on these hypotheses, the following conceptual framework has 
been created: 

3. Method 

3.1. Design 

The data used for this manuscript was part of a larger 3x2x2x2 
between-subjects experimental study. Data was collected in the context 
of a collaboration with the Dutch Ministry of Health, Welfare and Sports. 
The experimental factors of the original study consisted of: evidence 
base for the effectiveness of technology (strong versus weak), data- 
sharing option (voluntary versus mandatory), disease severity (high 
versus low), and application goal of the technology (prediction versus 
tracing versus prevention). Based on these factors, a total of 24 experi
mental conditions were created and randomly allocated to participants. 
Random allocation was employed to obtain an even distribution of 
participants among the conditions. 

For this manuscript, only the first three experimental factors were 
used in the analyses, resulting in a 2 × 2 × 2 between-subjects design, 
consisting of evidence base for effectiveness, data sharing option, 
and disease severity.2 The manipulation of the experimental factors 
was performed through fictive, yet realistic scenarios (i.e., vignettes, for 
more details regarding the vignettes can be found in section 3.1.1, 
Table 2). A vignette study is regarded as a useful approach in the health- 
care domain, as it provides insight on causal relationships between 
variables [40]. Furthermore, to provide an answer to the RQs, the 
following variables were measured: privacy concerns, intention to use 
the technologyand willingness to share data (section 3.5 describes the 
measurement of these variables). 

The study was approved by the Ethical Review Board of the Tilburg 
School of Humanities and Digital Sciences (Tilburg University) under 
file number 2022.71. 

3.2. Participants 

A total of 842 participants were recruited via PanelClix, a Dutch 
panel via which users can participate online in various studies in ex
change of rewards. To yield a representative sample of the Dutch pop
ulation, quota were employed to ensure a sample distribution 
representative to the Dutch population in terms of gender, age, and 
educational level (Supplement A). In addition, participants were a) over 
16 years of age, and b) Dutch speakers, as the survey was conducted in 
Dutch. Participants had to indicate their consent and were informed 
about their right to withdraw from the study at any time or to request 
their data to be removed. Lastly, participants were rewarded for their 
time by receiving an amount of the panel’s credits based on the study’s 
duration. 

Prior to the data processing, respondents who had chosen not to 
answer at least one of the statements used for this study were removed 
from the study (n = 17), Participants who requested to have their data 
deleted were also removed (n = 3), resulting in a final sample size of 
822. The clean dataset revealed a relatively balanced sample in terms of 
gender, with 50.2 % females (n = 413) and 49.8 % males (n = 409). 
Further statistics regarding age and educational level can be found in 
Table 1. 

3.3. Materials 

The online experiment was created in Qualtrics, a survey-making 
interface that ensures that data collection adheres to GDPR, and was 
subsequently launched on PanelClix. 

3.3.1. Vignettes 
The experimental manipulations were implemented in fictive sce

narios, describing a future situation in which a new virus had appeared. 
The scenario included a general description of the future (pandemic 
situation) which was the same for all scenarios, followed by sections 
explaining the disease severity (varied depending on the condition), a 
general description of the novel technology and its features (i.e., a 
toothbrush with sensors), the data-sharing options, (varied depending 
on the condition), the application goal of the technology (varied 
depending on the condition), and evidence-base for effectiveness of the 
technology (varied depending on the condition). Based on the design (i. 
e., 2 × 2 × 2) employed in this study, a total of 8 scenarios were 
compared. For each experimental factor different version of particular 
sections were formulated for the different levels of the factor. Care was 
taken that all scenario descriptions were of approximately the same 
length (approximately 170 words). The text used in the study was of 
Dutch B1 level according to the Common European Framework of 
Reference (CEFR), and the grammatical structure of the condition 
description was simple enough to be understood by participants from all 
demographic categories. Table 2 shows the structure and the specific 
statements (in English) used for the scenarios. The Dutch versions of the 
vignettes can be found in the Supplemental materials (Supplement B) 
and in the project folder on the Open Science Framework (link: htt 
ps://osf.io/wtkcq/). 

A scenario of a virus spreading all over the world that spreads 
through contact with others or through air was employed in the study 
because this is a situation highly similar to the coronavirus. It was 
anticipated that for this reason, it would constitute a credible future 
scenario for the participants. The particular technology presented in the 
scenario, i.e., a toothbrush that measures virus particles in saliva and 
that notifies the user of an infection, was employed because such 
toothbrushes do not exist yet and could credibly be denoted as a novel 
technology. Still, its function had a high similarity to the traditional self- 
tests employed during the corona pandemic which people could use at 
home to test if they were infected with the corona virus. Therefore, it 
was anticipated that this functionality would be perceived as plausible. 
The scenario entailed the collection of health data because health data is 

2 The fourth factor (i.e., goal of technology), was considered to be out of 
scope for this particular study, as, it was not expected to relate to the privacy 
context of this study. To confirm if this variable would affect the reported re
sults, additional analyses were performed (Supplement F). Results for all other 
variables were unaffected by adding these predictors to the models. 
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a special category of personal data within GDPR, with specific safe
guards, and the collection and use of it would be expected to result in 
significant privacy concerns. Yet, the scenario described that health data 
would be anonymously collected similar as with CTAs implemented 
during the corona pandemic, thereby increasing the credibility of the 
scenario. The credibility of the scenario’s employed in the current study 
was assessed and reported (see results section Randomization and 
credibility checks). 

3.4. Procedure 

After logging into PanelClix and selecting the study, participants 
were redirected to the Qualtrics environment where an information 
letter was presented to them, and an informed consent form. After 
providing consent, participants answered questions about demographic 
demographics (gender, age, educational level). Next, participants were 
exposed to a randomly allocated fictive scenario, as described in the 
“Vignettes” section. After this, participants answered questions about 
technology acceptance, intention to use and other constructs from the 
Unified Theory of Use and Acceptance of Technology, societal beliefs, 
reactance, privacy concerns, willingness to share data, constructs from 
the Health Belief Model, and values related to the implementation of 
technology. Next, the manipulation checks and credibility were taken, 
followed by questions about trust in the government and questions 
relating to the corona virus (conspiracy theories, and coronavirus 

Fig. 1. Figure depicting the conceptual model.  

Table 1 
Demographic characteristics of the sample.  

Variable Category Number Percentage 

Gender Male 409 49.8 % 
Female 413 50.2 % 

Age 16–25 85 10.3 % 
26–35 195 23.7 % 
36–45 134 16.3 % 
46–55 126 15.3 % 
56–65 128 15.6 % 
66–75 108 13.1 % 
>76 45 5.5 % 
Prefer not to say 1 0.1 % 

Education Elementary school 28 3.4 % 
Pre-vocational education 188 22.9 % 
Secondary education 89 10.8 % 
Vocational education levels 2-4 224 27.3 % 
Higher professional education 210 25.5 % 
Scientific education or higher 83 10.1 %  

Table 2 
Overview of sentences employed in the fictive scenario, per experimental factor.  

Experimental factor Statements used in the scenario 

None: Introduction of future 
pandemic situation 

“There is a new virus that is spreading all over the 
world. The virus can spread through contact with 
others or through the air.” 

Disease severity HIGH: “The virus can cause a lot of damage to one’s 
health.” 
LOW: “The virus can cause health damage, but the 
chance of this is small.” 

None: Introduction of novel 
technology 

“New technologies are available, such as sensors in 
toothbrushes that can measure whether there are virus 
particles in the saliva. If the sensor finds the particles, 
a light on the toothbrush will light up. This means that 
you may be infected with the virus. The government 
gives everyone such a toothbrush, but use is 
voluntary.” 

Data-sharing option MANDATORY: “The toothbrush anonymously 
collects data about the infection and sends it to the 
government.” 
VOLUNTARY: “The toothbrush collects data about 
the infection anonymously and people can decide for 
themselves whether to send it to the government” 

None: General statement about 
data use 

The data provides insight into the current number of 
infected people, nationally and per region. 

Application goal of the 
technology 

PREDICTION: “In this way, the government can 
predict how serious the virus outbreak will be in two 
weeks, both regionally and for the whole of the 
Netherlands.” 
TRACING: “If the light on the toothbrush turns on, 
the government advises you to stay at home and 
contact the GGD (municipal health service). The GGD 
can then work with you to find out who you may have 
infected.” 
PREVENTION: “For example, the government can 
respond better to an outbreak by taking measures to 
prevent further spread of the virus. For example, by 
setting up a regional lockdown.” 

Evidence base for the 
technology’s effectivenessa 

STRONG: “Many studies have been done on this | 
predictive | approach | to prevent further spread | to 
detect infections. The studies show that this approach 
works.” 
WEAK: “Hardly any studies have been done on the 
effectiveness of this | predictive | approach | to prevent 
further spread | to detect infections. The effectiveness 
of this approach has not yet been proven.” 

Note. This table demonstrates the text used for the scenarios. 
a For the Evidence base phrases, the text was adapted to create a coherent 

semantic connection with regards to the previous section “Application goal of 
the technology” (hence the multiple options per sentence). 
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infection status). Subsequently, manipulation checks were performed, to 
verify the effect of the experimental manipulations. Upon completion of 
the study, participants were thanked for their time, and through the 
provision of a unique identification code, were reminded of the possi
bility to withdraw their data. Finally, they were routed back to PanelClix 
to claim their reimbursement. 

3.5. Measures 

This section describes the variables utilized in this study. Other 
variables that were measured (as mentioned in section 3.4 Procedures) 
as part of the larger study, are beyond the scope of the current study and 
are not detailed here. 

The measures below were taken in the online questionnaire. The 
Dutch version of the items can be found in the Supplemental Materials 
(Supplement C) and the folder at the Open Science Framework. 

3.5.1. Privacy concerns 
To measure respondents’ privacy concerns regarding the novel 

technology presented to them in the scenario, the following two state
ments were used, adapted from Walrave and colleagues’ study (2022) on 
CTAs: (1) “I am afraid that my privacy is not guaranteed when I use this 
toothbrush”, (2) “I am concerned about how the government uses the data 
this toothbrush collects about me”. Items were measured on a 7-point 
Likert scale (i.e., 1 totally disagree – disagree – somewhat disagree – 
neutral – somewhat agree – agree – totally agree 7). A high score on 
these two statements would entail high levels of users’ privacy concerns 
(M = 4.62, SD = 1.71). The scale was considered reliable (α = 0.88). 

3.5.2. Intention to use the novel technology 
Statements used to measure participants’ intention to use the pro

posed technology were based on the questionnaire employed in Ven
katesh and colleagues’ study on the UTAUT [67]: (1) “It is likely that I will 
start using this toothbrush”, (2) “I plan to start using this toothbrush”. Par
ticipants were asked to imagine that the technology was real. Items were 
measured on a 7-point Likert scale (i.e., 1 totally disagree – disagree – 
somewhat disagree – neutral – somewhat agree – agree – totally agree 
7). A high score on these two statements would indicate a strong incline 
towards using the technology (M = 4.04, SD = 1.90). The scale yielded a 
reliability score of α = 0.95. 

3.5.3. Willingness to share personal data 
Participants could indicate their willingness to share their data 

collected from the novel technology with the government, through the 
following two statements: (1) “If I had the choice, I would certainly share 
the data that the toothbrush collects about me with the government”, (2) “If I 
could choose myself, I would not forward the data that the toothbrush collects 
about me to the government”. Items were measured on a 7-point Likert 
scale (i.e., 1 totally disagree – disagree – somewhat disagree – neutral – 
somewhat agree – agree – totally agree 7). During the data processing, 
the second statement was reverse-coded. Therefore, scoring higher on 
this construct would depict a stronger inclination towards sharing data 
(M = 3.70, SD = 1.68). A moderately reliable result was observed for the 
scale (α = 0.74). 

3.5.4. Manipulation and credibility checks 
To assess if participants perceived the manipulations as intended, 

manipulation checks were performed by including the following scales 
and statements described in Table 3. Credibility of the scenario was 
measured with the item: “How realistic did you think the story was? In other 
words, how likely do you think it is that this story could become a reality?” on 
an answer scale of 1 (very unlikely) to 7 (very likely). 

3.6. Data analysis 

The data was processed using the statistical software R statistical 

software/RStudio (v. 2023.03.0 [41,66]). Prior to analysis, the three 
interval variables (intention to use, privacy concerns, willingness to 
share data) were converted into z-values by centring and scaling using 
the R function Scale(). First, regarding RQ1 on the effect of privacy 
concerns on intention to use, a multiple regression analysis was con
ducted for privacy concerns (IV) and intention to use the technology 
(DV) to account for the two moderator variables (i.e., disease severity, 
evidence base) through interaction effects. To answer RQ2, which 
focused on the effects of disease severity (IV) and evidence base (IV) on 
participants’ willingness to share data (DV), a two-way analysis of 
variance (ANOVA) was performed. For RQ3, which focused on the effect 
of data-sharing options (IV) on privacy concerns (DV), an 
independent-samples t-test was conducted. 

Nonsignificant findings were followed up with equivalence tests 
performed with the R package TOSTER [42,43] and are reported in 
Supplement G. 

4. Results 

4.1. Randomization and credibility checks 

Independence between variables was assessed through a series of 
chi-square tests of independence on the three experimental variables (i. 
e., disease severity, evidence base, and data sharing option) for the de
mographic variables age, gender, and education. The tests revealed that 
there were no significant relationships between the experimental and 
demographic variables. An overview of the results can be found in 
Table 4. 

4.2. Manipulation and credibility checks 

To ensure the effectiveness of the manipulated experimental vari
ables, manipulation checks were performed for disease severity, evi
dence base, and the option to share data. First, the ‘high’ and ‘low’ 

Table 3 
Overview of the manipulation checks performed for each experimental variable.  

Experimental factor Manipulation check item(s) Answer scale 

Disease severity “How likely is it that the virus in 
the story causes serious health 
damage?” 

1 – not probable at all, 7 – 
very probable 

Evidence base for the 
effectiveness of the 
technology 

“To what extent had the 
effectiveness of the toothbrush 
technology from the story been 
already proven?” 

1 – completely unproven, 7 
– completely proven 

Data sharing option “People could decide for 
themselves whether they would 
forward the data collected by 
the toothbrush to the 
government.” 

1 – certainly not true, 7 – 
certainly true 

“The data collected by the 
toothbrush was automatically 
forwarded to the government.” 

1 – certainly not true, 5 
–certainly true (reverse 
coded for calculation of 
construct)  

Table 4 
Chi-square test results for randomization checks.   

Disease severity Evidence base of 
effectiveness 

Data sharing option 

Agea X2 (6, N = 821) =
3.46, p = 0.75 

X2 (6, N = 821) =
2.62, p = 0.86 

X2 (6, N = 821) =
4.97, p = 0.55 

Gender X2 (1, N = 822) =
0.24, p = 0.62 

X2 (1, N = 822) =
0.95, p = 0.33 

X2 (1, N = 822) =
0.005, p = 0.95 

Education X2 (5, N = 822) =
8.16, p = 0.15 

X2 (5, N = 822) =
0.95, p = 0.97 

X2 (5, N = 822) =
8.45, p = 0.13 

Note. For the analyses with age, the participant that indicated not wanting to 
disclose their age (n = 1) was removed. 
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conditions of the disease severity variable were examined; a higher 
mean for the ‘high’ condition would suggest that the manipulation was 
successful. Indeed, the independent samples t-test applied to compare 
mean differences between the ‘high’ and ‘low’ severity conditions 
revealed a significant effect of the manipulation variable (t(819.5) =
5.69, p < 0.001), with a higher score for the ‘high’ severity condition (M 
= 4.46, SD = 1.62) than for the ‘low’ condition (M = 3.80, SD = 1.67), 
which indicates that the severity was indeed perceived as higher in the 
high severity condition, thereby rendering the manipulation successful. 
Second, for evidence base, a higher mean reflects that effectiveness is 
better proven. Therefore, a higher mean for the ‘strong’ condition 
compared to ‘weak’ would indicate a success of the manipulation. The t- 
test for evidence base was statistically significant (t(816.54) = 6.10, p <
0.001), with higher means for the ‘strong’ (M = 3.83, SD = 1.82) than for 
the ‘weak’ condition (M = 3.08, SD = 1.70), indicating that the 
manipulation of evidence base was successful. Two items were used to 
check the manipulation of the data sharing options. The averaged score 
on these items (higher scores mean more certain of that data sharing is 
voluntary) of the participants in the conditions where they had the op
tion to voluntarily share the data was significantly higher (M = 3.58, SD 
= 1.14) than the score of those in the conditions where it was mandatory 
to send the data to the government (M = 2.55, SD = 1.06, t(818.57) =
13.35, p < .001). It must be noted that the reliability of this manipula
tion check construct was questionable (α = 0.61). Therefore, t-tests were 
performed on the single items as well: The t-tests of the two separate 
manipulation check items were also statistically significant, t(803.5) =
9.17, p < 0.001; t(807.19) = 12.85, p < 0.001, the first question pre
sented higher means in the ‘voluntary’ condition (M = 3.82, SD = 1.26) 
than in the ‘mandatory’ (M = 2.97, SD = 1.41), while the second 
revealed a higher score for the ‘mandatory’ condition (M = 3.87, SD =
1.22), compared to the ‘voluntary’ (M = 2.67, SD = 1.43). Therefore, the 
manipulation of the option to share data also is considered successful. 

The credibility assessment involved asking users the extent to which 
they considered the hypothetical scenarios to be credible. On a scale of 1 
(very unlikely) to 7 (very likely), participants rated on average the 
credibility of the scenario a 3.94 (SD = 1.89), suggesting an average 
score. 

4.2Relation between privacy concerns and intention to use 

To answer the first RQ and to test H1-H3 on the effect of privacy 
concerns (IV) on intention to use (DV), and the moderating effects of 
disease severity and evidence base on this relation, a multiple, moder
ated linear regression with privacy concerns, disease severity, evidence 
base, the interaction term between privacy concerns and disease 
severity, and the interaction term between privacy concerns and evi
dence base, was performed. The model was evaluated to determine 
whether assumptions of the linear regression were respected (see Sup
plement D). The model explained a significant proportion of variance in 
intention to use the technology, R2 = 0.29, F(5, 816) = 67.44 (Table 5). 

Privacy concerns significantly predicted intention to use the tech
nology, β = − 0.45, SE = 0.05, t = − 9.00, p < 0.001. This can be regarded 
as a medium effect size [44]. Therefore, it can be concluded that in
dividuals’ privacy concerns negatively relate to their intention to use the 
technology, thus supporting H1 (see Fig. 1). 

4.3. Moderation effects of disease severity and technology effectiveness on 
the relation between privacy concerns and intention to use 

The second part of RQ1 involved the effect of disease severity and 
evidence base on the above relationship (H2 and H3). The interaction 
between privacy concerns and disease severity was found to be statis
tically significant, β = − 0.17, SE = 0.06, t = − 2.96, p = 0.003. This can 
be regarded as a small effect size [44]. The relationship between privacy 
concerns and intention to use on the two disease severity levels (i.e., high 
and low) was further examined through a simple slope analysis using 
estimated marginal means. In the high disease severity condition a 
negative relationship existed between privacy concerns and intention to 
use, β = − 0.45, p < 0.001, CI = [− 0.53, − 0.37]. The same held for the 
low disease severity condition, β = − 0.62, p < 0.001, CI = [− 0.70, 
− 0.54]. This means that in both conditions a negative relation between 
privacy concerns and intention to use existed. However, the negative 
relationship between privacy concerns and intention to use was weaker 
in the high compared to low disease severity condition. This provides 
statistical support for the weakening effect of disease severity on the 
relationship between privacy concerns and intention to use (H2). Fig. 2 
displays the regression plots for disease severity as a moderation of the 
relation between privacy concerns and intention to use the novel 
technology. 

The interaction between privacy concerns and evidence base was not 
significant, β = 0.01, SE = 0.06, t = 0.15, p = 0.88, indicating that ev
idence base did not moderate the relationship between privacy concerns 
and intention to use the technology, thereby not supporting H3. 

4.4. Role of disease severity and evidence base of effectiveness in 
willingness to share data 

The second RQ focused on predictors affecting users’ willingness to 
share data with the government. To answer H4 and H5, a two-way 
ANOVA was employed to examine the effects of disease severity and 
evidence base of effectiveness on willingness to share data. Assumption 
checks and a boxplot displaying the relationships can be found in Sup
plement E. The main effect for disease severity (H4) yielded an F ratio of 
F(1, 819) = 0.06, p = 0.82, while evidence base (H5) yielded an F ratio of 
F(1, 819) = 0.31, p = 0.58, meaning that the results do not support H4 
and H5. 

4.5. Data sharing on privacy concerns 

RQ3 concerned the effect of voluntary, compared to mandatory data 

Table 5 
Regression results of model explaining intention to use the novel technology.  

Effect β SE t p 

Intercept 0.034 0.051 0.669 0.504 
Privacy concerns − 0.451 0.050 − 8.996 <0.001 
Severity: low − 0.059 0.059 − 1.007 0.314 
Evidence base: weak − 0.012 0.059 − 0.196 0.845 
Privacy concerns * Evidence base 0.009 0.059 0.151 0.880 
Privacy concerns * Severity − 0.174 0.059 − 2.961 0.003  

Fig. 2. Regression plot displaying the relationship between privacy concerns 
and intention to use (7-Point scales: higher values equal stronger intention/ 
privacy concerns), for high and low disease severity. Grey bars depict stan
dard errors. 
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sharing on individuals’ privacy concerns. An independent samples t-test 
was conducted to compare participants in the ‘voluntary’ data sharing 
condition and the ‘mandatory’ condition. Assumption checking and a 
boxplot illustrating the relationship can be found in Supplement F. 
There was no significant difference in the scores for the ‘voluntary’ (M =
4.60, SD = 1.67) and the ‘mandatory’ (M = 4.65, SD = 1.76) conditions, 
t(814.63) = 0.36, p = 0.72. The results suggest that the data sharing 
option did not decrease responders’ privacy concerns, thereby not 
providing support for H6. Fig. 3 depicts an overview of all statistical 
models. 

4.6. Additional analyses 

4.6.1. Direct effect of disease severity on intention to use 
Previous studies regarding the direct effect of disease severity on 

intention to use in the context of infectious diseases have shown no such 
(or small) direct effects [31,45]. Therefore, we expected that such an 
effect would be nonsignificant for the current novel technology as well. 
To test if disease severity had a direct effect on intention to adopt in the 
current study, we performed a regression analysis of which the results 
can be found in Table 6. No significant differences in adoption intention 
were found between the conditions high and low in disease severity. 

4.6.2. Relation between privacy concerns and willingness to share data 
As previous studies [46] showed robust relations between privacy 

concerns and willingness to share data, we performed a correlation 
analysis. Based on these previous studies, we expected a negative rela
tion between privacy concerns and willingness to disclose. In line with 
this, privacy concerns and Willingness to share data were negatively 
correlated, r(820) = − 0.67, p < 0.001. 

To test the moderating effects of disease severity and evidence base 
on this relation (i.e., similar as with RQ1 – intention to adopt), a mul
tiple, moderated linear regression with privacy concerns, disease 
severity, evidence base, the interaction term between privacy concerns 
and disease severity, and the interaction term between privacy concerns 
and evidence base, was performed. The model explained a significant 
proportion of variance in willingness to share data, R2 = 0.46, F(5, 816) 
= 139.5 (Table 7). 

The interaction between privacy concerns and disease severity was 

found to be statistically significant, β = − 0.11, SE = 0.05, t = − 2.03, p =
0.042. The relationship between privacy concerns and willingness to 
share data on the two disease severity levels (i.e., high and low) was 
further examined through a simple slope analysis using estimated 
marginal means. In the high disease severity condition a negative rela
tionship existed between privacy concerns and willingness to share, β =
− 0.63, p < 0.001, CI = [− 0.70, − 0.55]. The same held for the low 
disease severity condition, β = − 0.73, p < 0.001, CI = [− 0.80, − 0.66]. 
This means that in both conditions a negative relation between privacy 
concerns and willingness to share data existed. However, the negative 
relationship was weaker in the high compared to low disease severity 
condition. The interaction between privacy concerns and evidence base 
was not significant, β = − 0.03, SE = 0.05, t = − 0.62, p = .53, indicating 
that evidence base did not moderate the relationship between privacy 
concerns and willingness to share. 

4.6.3. Effect of the option to voluntarily share data on intention to adopt 
and willingness to share data 

To explore the effects of the option to voluntarily share data on 
intention to adopt and willingness to share data, two additional analyses 
were performed. The model described for RQ1 was extended with the 
experimental factor Data sharing option, and an interaction term of 

Fig. 3. Overview of the results of all analyses. 
Note. p values marked with (**) indicate a statistical significance level above 0.01; p values marked with (***) indicate a significance level above 0.001. 

Table 6 
Regression results of model explaining intention to use by disease severity.  

Effect β SE t p 

Intercept 0.02 0.05 0.43 0.67 
Severity: Low − 0.04 0.07 − 0.61 0.54  

Table 7 
Regression results of model explaining the willingness to share data.  

Effect β SE t p 

Intercept 0.001 0.045 − 0.026 0.979 
Privacy concerns − 0.609 0.044 − 13.906 <0.001 
Severity: low − 0.039 0.051 − 0.753 0.452 
Evidence base: weak 0.040 0.051 0.773 0.440 
Privacy concerns * Evidence base − 0.032 0.051 − 0.622 0.534 
Privacy concerns * Severity − 0.105 0.051 − 2.034 0.042  
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privacy concerns by Data sharing option was added. The results can be 
found in Table 8. Adding the Data sharing option to the model did not 
affect the effects previously reported for RQ1. No main effect of Data 
sharing option was found (β = 0.02, SE = 0.06, t = 0.39, p = 0.70) but 
the interaction between privacy concerns and the Data sharing option 
was found to be statistically significant, β = 0.17, SE = 0.06, t = 2.82, p 
= 0.005. The relationship between privacy concerns and intention to use 
on the two Data sharing options (i.e., voluntary and mandatory) was 
further examined through a simple slope analysis using estimated 
marginal means. In the Voluntary Data sharing condition a negative 
relationship existed between privacy concerns and intention to adopt, β 
= − 0.45, p < 0.001, CI = [− 0.53, − 0.37]. The same held for the 
Mandatory Data sharing condition, β = − 0.61, p < 0.001, CI = [− 0.69, 
− 0.53]. This means that in both conditions a negative relation between 
privacy concerns and intention to adopt existed. However, the negative 
relationship was weaker in the Voluntary compared to the Mandatory 
Data sharing condition. 

To assess the role of the Data sharing option in willingness to share 
data, the model described for RQ2 was extended with the experimental 
factor Data sharing option. Adding the Data sharing option to the model 
did not affect the effects previously reported for RQ2. The main effect for 
Data sharing option yielded an F ratio of F(1, 818) = 0.41, p = 0.52, 
meaning that there was no direct effect of Data sharing option on will
ingness to share data. 

5. Discussion 

This study investigated the privacy calculus in the context of adop
tion and data-sharing of novel health technology for diagnosing and 
tracking infectious diseases, and how contextual, i.e., disease severity, 
and technology-specific, i.e., the evidence base for the effectiveness of 
the technology, factors affected the privacy calculus. Answering the first 
RQ, it was found that individuals with stronger privacy concerns had a 
lower intention to use the proposed technology but this relationship was 
weaker when the disease severity was high, suggesting that disease 
severity affects the privacy calculus for adoption. Answering the second 
research question, neither the disease severity, nor the evidence base of 
effectiveness influenced users’ willingness to voluntarily share personal 
data collected from the technology, suggesting that the decision to share 
data was not directly affected by these contextual and technology- 
specific factors, though the effects of privacy concerns on willingness 
to share was again lower in the high severity disease context. Further
more, regarding the last RQ, giving users the option to decide whether 
they would voluntarily share their data with the government did not 
affect their privacy concerns. 

5.1. Privacy concerns and intention to use the technology 

Confirming the first hypothesis, the current study revealed that after 
reading the scenario of a future pandemic situation, participants with 
higher privacy concerns were less likely to use the novel toothbrush, as 
depicted by the relation between privacy concerns an intention to use, 
thereby conceptually replicating and confirming findings from the 

existing literature [11,17,28,29,47]. 
Slow diffusion and low adoption rates of new technologies caused by 

privacy concerns are not exceptional. In the context of e-health tech
nologies, when the topic of privacy emerges, individuals tend to have 
certain demands regarding the secure use and containment of their data, 
and have also voiced the desire to have control over it [48]. Indeed, 
there is increased awareness of people’s digital footprints, particularly 
among the younger generation [49]. When CTAs were first launched 
during the COVID-19 pandemic, privacy concerns about these technol
ogies dominated the public debate. Even though many of these appli
cations (e.g., the German and Dutch CTAs; Harborth et al., 2023; [10]), 
have been designed in a decentralized and privacy friendly manner, they 
continued to raise privacy concerns. In addition, misperceptions about 
the type of data that was collected were highly prevalent and persistent. 
For instance, for the Dutch CTA, almost half of the population thought 
that personal information was collected, while this was not the case 
[10]. Privacy concerns may also stem from a lack of governmental trust, 
thus hindering CTA acceptance [50].Given that the current and previous 
studies consistently attribute an important role to privacy concerns in 
the acceptance, this highlights that in the design and implementation of 
e-health technologies, privacy concerns cannot be neglected, as they are 
an important barrier to adoption of (novel) technology. To summarize, 
by confirming the results found in previous studies, this study solidifies 
the knowledge on the relationship between privacy concerns and 
intention to use novel health technologies for diagnosing and tracking of 
diseases. 

Based on the assumption that a higher disease severity increases the 
perceived benefit of using the application and thus affecting the risk- 
benefit trade-off, disease severity was evaluated as a moderator on the 
relationship between privacy concerns and intention to use the tooth
brush. Given the fairly recent COVID-19 outbreak caused by rapid and 
severe infection rates [51], it was expected that participants informed of 
the great potential damage inflicted upon their health (i.e., high 
severity) would see greater benefits of using the application. In line with 
H2, it was found that the relation between privacy concerns and 
intention to use the technology was weaker in a scenario where the 
disease is highly severe compared to a context where the damage caused 
by the virus is relatively mild. The effect of a high disease severity is 
rather expected; participants in this condition may have felt the high 
severity level alarming, thus wanting to take action regardless of their 
privacy being at risk. 

There is limited other empirical support of the moderating role of 
disease severity on the relationship between privacy concerns and 
intention to use the technology. To our knowledge, one study on CTAs 
employed during COVID-19 revealed that perceived privacy risk 
affected behavioural intention, and that the relationship was moderated 
by self-reported perceived disease threat [52]. Jointly, the current study 
and Chopdar’s suggest that disease severity contributes to individuals’ 
risk-benefit analysis, in that disease severity influences the benefits of 
giving up on their privacy to make use of the toothbrush, thereby 
providing support for the PCT. The current study is thereby the first 
experimental study to show that the impact of privacy concerns on 
intention to use is weaker in a situation where the disease is severe, 
thereby extending our knowledge on how contextual factors influence 
the privacy calculus. 

The evidence base for effectiveness as a factor influencing the rela
tionship between privacy concerns and intention to use was investigated 
as well. The level of empirical support for the efficacy of the technology 
in battling the new virus did not seem to influence the relationship be
tween privacy concerns and intention to use, thereby not providing 
support for H3. There is limited empirical research on the effect of ev
idence base as a moderator of this relationship, particularly in the field 
of healthcare. Though some several studies found a direct relation be
tween performance expectancy and perceived privacy risk [53], no 
earlier study had investigated evidence base as a moderator. Though the 
absence of an effect in the current study suggests that evidence base of a 

Table 8 
Regression results of model explaining intention to use the novel technology, 
extended with experimental factor Data sharing option.  

Effect β SE t p 

Intercept 0.020 0.059 0.355 0.722 
Privacy concerns − 0.534 0.058 − 9.223 <0.001 
Severity: low − 0.058 0.059 − 0.997 0.319 
Evidence base: weak − 0.007 0.059 − 0.123 0.902 
Data sharing option: voluntary 0.023 0.059 0.390 0.696 
Privacy concerns * Evidence base 0.017 0.059 0.291 0.771 
Privacy concerns * Severity − 0.177 0.059 − 3.017 0.003 
Privacy concerns * Data sharing option 0.166 0.059 2.819 0.005  
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novel technology’s effectiveness does not contribute to individuals’ 
risk-benefit analysis as posited in the PCT, the results should be repli
cated to confirm the absence of this effect. 

5.2. Disease severity and technology effectiveness on users’ willingness to 
share data 

For many novel (health) technologies, it holds that solely adopting 
the proposed technology is not sufficient to be optimally effective or to 
limit the spread of a virus. The more data is shared with the company 
behind the eHealth app or the government, the quicker actions can be 
taken to engage in containment methods. In this study, it was found that 
the disease severity did not influence participants’ willingness to share 
their data with the government. This finding contrasts the fourth hy
pothesis as it was expected that a higher disease severity would lead to 
increased willingness to share data. The finding is also not in line with a 
previous study on information disclosure in restaurants during the 
COVID-19 pandemic which revealed that the perceived severity of the 
disease had a positive effect on the perceived benefit of disclosing per
sonal information, which in turn affected information disclosure 
behaviour [54]. One other study had shown a positive effect of 
perceived severity on perceived benefits of CTAs [28]. Combining the 
findings of these studies with this research, it seems that disease severity 
may increase the perceived benefit of disclosing information but not to 
such an extent that it directly affects the decision to share data. It should 
be noted that in the additional analysis, in which we tested if disease 
severity moderated the relation between privacy concerns and willing
ness to share data, a significant effect was found. In both high and low 
disease severity contexts, a negative relation between privacy concerns 
and willingness to share data existed. However, the negative relation
ship was weaker in the high compared to low disease severity condition. 
Finding no direct effect of this potential benefit but, instead, a moder
ating effect of disease severity on the relationship between privacy 
concerns and willingness to share, has theoretical implications 
regarding the PCT. The findings are in line with previous notions (e.g., 
Ref. [21]) regarding the calculus perspective, namely that it primarily 
drives joint effects (and not separate effects) of risk and benefits: if the 
perceived benefit outweighs the risk, users with high privacy concerns 
would share more information. 

Linking this with the PCT, although the findings regarding adoption 
for H2 suggested that disease severity affects the privacy calculus trade- 
off in relation to adoption of data-collecting technology (where data is 
required for the main functionality of the technology, e.g., diagnosis), 
this may not be the case for the explicit decision to share data (e.g., with 
the government). That is, a high disease severity may stimulate in
dividuals to disregard their privacy for as far needed to use the appli
cation but may not push individuals to share more information than 
strictly required to use the intervention for their own benefits. 

In contrast to H5, no effect of evidence base for effectiveness on the 
willingness to share data was found. Also in the additional analysis, in 
which the moderating effect of evidence base on the relation between 
privacy concerns and willingness to share data, no significant effect was 
found. This is also in contrast to findings of slightly related studies 
showing an effect of performance expectancy on an individuals’ inten
tion to disclose information [16]. The current study extends previous 
findings by showing that evidence base for effectiveness may not have 
contributed to individuals’ privacy risk assessment in so far as needed to 
share data. 

An important difference between the previous studies supporting the 
link between disease severity and/or evidence base of effectiveness with 
willingness to share data, and the current one is that in this study, the 
severity and evidence base were experimentally manipulated, while the 
previous studies used self-reports of severity and constructs such as 
performance expectancy. It could be that the relations in previous 
studies with self-reports were biased by individuals who generally rate 
the severity of the disease situation lower or have less trust in technology 

solving it are also generally less willing to share their data via these 
technologies, thereby creating spurious relationships between these 
variables. Therefore, this study extends the existing knowledge by 
providing insights into the causal relationships between these variables. 

5.3. The role of control in data disclosure (mandatory versus voluntary 
data sharing) 

The third RQ focused on users’ handling of their anonymous infec
tion status, and how different data-sharing options affected privacy 
concerns. According to the SDT, the freedom to make choices triggers a 
feeling of autonomy in individuals. Indeed, people tend to demand 
control over their data, particularly with new technologies [39,55]. 
Drawing on this theory, it was expected (H6) that having the option to 
voluntary share data with the government would result in decreased 
privacy concerns. However, the findings of this study revealed that 
being given the option to decide whether the data should be shared with 
the government did not have any significant effects on participants’ 
privacy concerns. These finding contrasts previous studies in the health 
domain. For instance, a study of Xu et al. [56], showed that a stronger 
sense of control over their personal information on a health website led 
to lower privacy concerns. Another study on online banking services’ 
provided support for a positive effect of perceived control on perceived 
privacy [57]. Furthermore, a study on (mobile) health technologies 
indicated through qualitative analysis that a greater control over users’ 
data would lower their privacy concerns, and that data collection 
without their consent would generate strong privacy concerns [39]. 
Such findings are not surprising; having control over the type of data 
being shared stems from the concept of autonomy, which is often 
perceived as a requirement when users are asked about their preferences 
on the handling of their data. 

Again, an important difference between the previous studies and the 
current one is that in the latter, the option to share data was experi
mentally manipulated, while the previous studies used self-reports of 
perceived control. It could be that the relations in previous studies were 
biased by individuals who generally are more concerned about their 
privacy also perceiving to generally have a lower level of control over 
their data, thereby creating spurious relationships between these 
variables. 

It should be noted that our additional analysis, in which we explored 
the role of voluntary data sharing in technology adoption, showed that 
the negative relationship between privacy concerns and intention to 
adopt was weaker in the Voluntary compared to the Mandatory Data 
sharing condition. This suggests that, if they are provided with the op
tion to voluntarily share their data (or not), privacy concerns are less 
influential for their decision to use this data-collecting technology. This 
study extends the existing knowledge by showing that the effect of 
having the option to share your data on privacy concerns, may be 
smaller than was expected from the previous studies using self-reports. 
At the same time, having the option to share data does weigh in the 
privacy calculus by decreasing the effect of privacy concerns on the 
intention to adopt technology. 

5.4. Strengths and limitations and implications for future research 

An important asset of the current study is that an experimental 
approach was employed. Although many observational cross-sectional 
studies have observed the adoption patterns of novel technologies in 
the field (e.g., van der Waals et al., 2021; [58]), at different moments 
(with varying contemporary infection rates) in a real pandemic, they are 
unable to provide information about causality. Through this experiment 
using manipulations of disease severity, evidence base, and data-sharing 
options within realistic vignettes, it was possible to discover relation
ships among different variables in order to obtain an accurate picture of 
the factors causally affecting technology acceptance. A drawback of 
employing hypothetical vignettes is that this allows measuring 
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intentions (to adopt or share data) rather than actual behaviours. Even 
though the predictors of intentions and behaviours overlap to a 
considerable extent for adoption decisions (e.g., in the case of Contact 
tracing apps: [31,45,59]), it is important to note that there is a gap 
between intentions and actual behaviours (e.g., see the Privacy Paradox, 
Barth & De Jong, 2017), which stresses the importance of replicating 
these findings in a relevant field setting. 

Although textual vignettes have been recognized as a valuable 
approach in the healthcare field, an increasing amount of governmental 
communication, especially regarding technology, nowadays takes place 
via animations or videos. Therefore, future studies could present the 
vignettes as videos explaining the novel technology. A study revealed 
that the combination of animation and spoken text can be a more 
effective method of communication for health-related topics in terms of 
recall, compared to written messages, regardless of participants’ health 
literacy levels [60]. Even though the text of the vignette was written in a 
level understandable by the majority of the Dutch population, future 
studies in this field should consider adding more visual information, 
rather than simple text. 

In the current study, the future scenario entailed a technology that 
was distributed by the government. The reason why the scenario was 
designed as such was because these technologies have been distributed 
by governments or governmental health associations in the past (COVID- 
19 pandemic) as well (e.g., Dutch and German CTAs were introduced by 
the government, UKs CTA was introduced by the National Health Ser
vices) and would therefore would constitute a realistic scenario. Though 
the mean levels of intentions (M = 4.04) and willingness to share (3.70) 
are above the midpoint of the (7-Point) scale, it is important to note that 
the experiences during the recent pandemic may have affected (over all 
conditions) intention or willingness to share data within a 
governmentally-distributed technology. In several countries, (e.g., The 
Netherlands), the support for governmental corona measures dropped 
over the course of the pandemic. For instance, the evaluation of the 
Dutch CTA showed that initially trust in the governmental approach to 
battling the virus, and the perceived contribution of the contact tracing 
app to reducing the spread of the virus, was beneficial but this dropped 
slightly throughout the pandemic [10,61]. Previous research has shown 
that the source of health policy (e.g., scientists versus governments) and 
the trust in this source affects acceptance [62,65]. A suggestion for 
future research is therefore to explore how the source of the technology 
may affect how the benefits affect the risk-benefit trade-off as proposed 
in the Privacy Calculus Theory. 

Though the PCT has been shown to explain privacy-related decisions, 
it should be noted that there is more to disclosure decisions than only the 
(rational) risk-benefit as proposed in the PCT; they are also influenced 
by less rational factors, such as heuristics (e.g., Knijnenberg et al., [63]). 
By carefully matching the different conditions, we can rule out that 
alternative accounts of disclosure decisions have confounded our results 
pertaining to the risk-benefit tradeoff. However, given the importance of 
heuristics in disclosure, future research in this field should disentangle 
the relative contributions of these rational and non-rational factors. 

5.5. Societal implications 

This study’s practical relevance lies in the identification of variables 
that should be considered in the development of novel technologies 
directed to monitor individuals’ health, and specifically the conditions 
that call for the creation of such diagnostic tools. The study also revealed 
that contextual factors, such as the contemporary disease severity, are 
important with regards to the introduction of novel health technologies. 
The study provides insight into the optimal context for the introduction 
of novel health technologies, as it was shown that the negative rela
tionship between privacy concerns and intention to use is weaker when 
the disease severity is high. Furthermore, as evidence base did not yield 
any significant effects, communication campaigns could rather focus on 
other perceived benefits of the technology. Knowing that having the 

option to share data voluntarily might not affect privacy concerns, de
signers could focus on other ways to reduce privacy concerns. Therefore, 
in the event of a future pandemic, technology companies working 
closely with the government for the creation of health tools could take 
into consideration this study’s findings to assess the characteristics of 
the technologies, and thus ensure high adoption rates. 

6. Conclusion 

Infectious diseases, such as the recent COVID-19 outbreak, have been 
the source for major concerns regarding their spread and potential 
health damage. To limit their spread, several technologies were devel
oped, with some resulting in greater adoption levels than others. In this 
experiment with realistic scenarios of a novel diagnosis technology, the 
role of privacy concerns affecting the intention to use of and the extent 
to which people would be willing to share their health data with the 
government was investigated. Privacy concerns hindered intention to 
use and willingness to share data less when the contemporary disease 
severity was high, suggesting that disease severity affects the cost- 
benefit trade-off as posited in the PCT. No such relieving effect of evi
dence base of the technology was found for intention to adopt or on 
willingness to share data. Research on technology acceptance in the field 
of healthcare seeking to examinate further the PCT should take into 
consideration this study’s contribution to the literature on health 
technologies. 
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