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Abstract
The study discusses the role of governance in the sustainability of cybersecurity for business corporations. Its objec-

tives focus on tracking technology developments and their impact on industrial espionage attacks and theft of industrial 
intellectual property. It also identifies the indicators and effects of such espionage and theft on business corporations. The 
study is based on the content analysis methodology for analyzing intellectual production pertinent to cybersecurity gov-
ernance and industrial cyber espionage. The study concludes that relying on information and communication technology 
without adopting a cybersecurity integrated approach including technical, organizational, and social measures leads to the 
disclosure of a corporation’s trade secrets by unauthorized persons. Moreover, loss of competitive advantage and damage 
to the corporate’s financial affairs and reputation may occur. The most important indicators of the study predicting dangers 
affecting business corporations are the absence of a strategic plan for cybersecurity, inefficient programs for training and 
cybersecurity awareness, and a lack of secure infrastructure. The vulnerability of business corporations to breaches has 
many implications. The study shows that cybersecurity governance in turn prepares the corporation to encounter risks 
targeting its trade secrets. The study finds that there are three integrated elements processes, technology, and persons, for 
establishing an effective cybersecurity governance program. Accordingly, the main aspects of cybersecurity governance 
can be employed. The study highlights a range of challenges that business corporations may face when implementing the 
cybersecurity governance program. These challenges are related to cybersecurity strategy, unified processes, implemen-
tation and accountability, senior leadership control, and resources.

I. INTRODUCTION

The security of infrastructure and cyber systems has 
become more necessary than ever. This great necessity 
arises from the intensive digitalization of all activities in 
life. Therefore, prevention of cybercrimes, cyberwars, 
online fraud, and cyber theft is a critical requirement for 
all individuals, communities, corporations, and govern-
ments. Cybercrimes are increasing; they threaten per-
sonal privacy, work methods, and processes. This threat 

extends to affect industrial intellectual property and gov-
ernment sovereignty [1]. Business corporations are more 
vulnerable to cybercrimes. Sensitive information about 
such corporations is vulnerable to unprecedented risks. 
When such information is stored on networks, they will 
be considerably subject to cyberattacks. In most cases, 
measures and procedures ensuring sensitive information 
protection are not taken or implemented because of high 
cost or misunderstanding of the problem. Accordingly, 
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business corporations looking forward to competition 
and success must take all necessary precautions to pro-
tect their sensitive assets. Otherwise, such corporations 
will be threatened by industrial cyber espionage commit-
ted for commercial purposes, not for security or national 
ones. This type of espionage may be committed by gov-
ernments or other competitive corporations trying to get 
information related to other corporations to gain industri-
al or commercial benefits. The targets of industrial cyber 
espionage include corporation development research, de-
signs, formulas, industry processes, and future plans [2].                    

Business corporations are facing cybersecurity chal-
lenges that are highly associated with the theft of trade 
secrets and industrial intellectual property through cy-
ber hacking attacks. Therefore, the governance concept 
application is necessary for a positive contribution to 
fighting cyberattacks. Subsequently, the security of trade 
secrets can be achieved, and sustainable cybersecurity 
may be actualized. Sustainable cybersecurity is related to 
“provision of sustainable security practices, such as con-
fidentiality and safety, for information and institutional 
assets that are necessary to achieve sustainable develop-
ment. Moreover, sustainable cybersecurity should have 
an extensive vision to treat both current and future issues 
and protect the market position and strategic rank of busi-
ness corporations.” [3]. The concept of governance can 
be defined in the context of cybersecurity as a subgroup 
of corporations’ governance focusing on clear adminis-
trative principles, bases, policies, procedures, and rules 
characterized by validity and transparency to recognize 
and manage cyber risks. Accordingly, a framework for 
corporations’ activities can be set up for transition to 
cybersecurity [4]. Such principles and policies can also 
offer strategic guidance for security activities and ensure 
achievement of cybersecurity objectives, such as risk 
confrontation and resource management. The corpora-
tions’ boards of directors should develop and maintain 
a framework supporting cybersecurity and aligning with 
corporate objectives [5]. They identify how business 
corporations can discover and combat industrial cyber 
espionage. The application of the cybersecurity concept 
is very important. This study seeks to identify the role 
of governance in achieving sustainable cybersecurity for 
business corporations. There are many relevant aspects 
such as the impacts of technological developments on in-
dustrial espionage attacks and theft of industrial intellec-
tual property, as well as the indicators of industrial cyber 
espionage and theft of industrial intellectual property and 
their repercussions on business corporations. Another 

aspect includes the effect of governance on cybersecu-
rity sustainability in light of the development of indus-
trial espionage attacks and theft of industrial intellectual 
property.

The increasing development of information and com-
munication technology has motivated economic aspects 
of growth in business corporations, which represents the 
study problem. It offers many advantages that include 
storing of and access to confidential information. On the 
other hand, this development has created an environment 
that threatens industrial intellectual property and trade 
secrets. This may encourage competitive corporations 
and governments to target trade secrets and cause physi-
cal damage. In general, this new environment can exploit 
the weak points of information and communication tech-
nology operating hundreds or thousands of laptops, serv-
ers, tablets, smart phones, and relevant software linked 
together to achieve private objectives. There is a lot of 
news on violations affecting corporations and cyber wars 
leading to the breakdown of industries. Therefore, there 
is a need for investment in cybersecurity to protect assets 
and trade secrets constituting a competitive advantage 
by employing components of cybersecurity governance. 
Accordingly, we can identify the study problem in the 
following question: What is the role of governance in 
achieving sustainable cybersecurity for business corpo-
rations?

Industrial cyber espionage and theft of trade secrets 
leading to violation of the industrial intellectual property 
of companies are important to this study. As a result of 
these crimes, corporations may collapse or suffer bank-
ruptcy. The study importance arises from the importance 
of the study topic that seeks to discuss how the econo-
mies of business corporations and countries are negative-
ly affected. The study highlights the role of governance 
in sustaining cybersecurity to protect trade secrets and 
industrial intellectual property. We can realize the im-
portance of this study through the demonstration of the 
positive impact resulting from application of components 
and concepts of cybersecurity governance on business 
corporations to achieve sustainable cybersecurity. To the 
best of the researchers’ knowledge, studies examining 
the role of governance in achieving sustainable cyber-
security in business corporations are rare. Therefore, the 
study enriches the research literature associated with the 
study field.

In general, the study seeks to highlight the impor-
tance of applying cybersecurity governance components 
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to business corporations and explores the scientific con-
tributions of specialized intellectual production. The 
study’s main objective is to look into technological ad-
vancements and their impacts on industrial espionage 
attacks and theft of industrial intellectual property. In 
addition, other important aims include the identification 
of indicators and impacts of industrial cyber espionage 
and theft of industrial intellectual property on business 
corporations and the role of governance in achieving 
sustainable cybersecurity to combat the development of 
industrial espionage attacks and theft of industrial intel-
lectual property.

The study attempts, through the problem statement, 
to answer the following questions: How has technolog-
ical progress changed methods of attack associated with 
industrial espionage and theft of industrial intellectual 
property? What are the indicators and impacts resulting 
from industrial cyber espionage and theft of industrial 
intellectual property of business corporations? How can 
business corporations employ governance to achieve sus-
tainable cybersecurity?

To achieve the study objectives, the content anal-
ysis methodology is employed to analyze studies and 
intellectual production associated with industrial cyber 
espionage, the theft of trade secrets, and cybersecurity 
governance. Accordingly, the relationship between gov-
ernance and sustainable cybersecurity can be explored. 
This methodology also assists in developing a common 
vision to indicate how business corporations can bene-
fit from cybersecurity governance to achieve sustainable 
cybersecurity that ensures protection of trade secrets and 
industrial intellectual property.

II. LITERATURE REVIEW

The previous studies constituted an important base 
when preparing this study. By reviewing the literature, 
the researchers try to explore the positive impact of gov-
ernance on cybersecurity sustainability for business cor-
porations. Moreover, the researchers examine the reper-
cussions of industrial espionage attacks on cybersecurity. 
They discover the role of governance in achieving cy-
bersecurity for business corporations. In this section, the 
literature is reviewed and chronologically arranged from 
the newest to the oldest (from 2020 to 2016). The topic 
of cybersecurity is developing, so it is important to rely 
on the most recent studies. These studies are as follows:

Konopatsch [6]: The study highlights the crimes of 
economic and industrial espionage. It analyzes the struc-

ture, framework, and legal concepts of economic and 
industrial espionage in Austria and Switzerland. When 
comparing between legal systems applied in Austria and 
Switzerland, the study shows many similarities and ba-
sic differences. It also indicates that no new amendments 
concerning crimes of economic and industrial espionage 
are made for both legal systems. Therefore, crimes are 
increasing because the legal structures of both systems 
are based on inaccurate drafting that can provide law en-
forcement authorities with different interpretations. The 
study demonstrates that neither legislatures in Austria 
and Switzerland nor law enforcement authorities have 
employed all criminal law capabilities for fighting indus-
trial and economic espionage. It suggests that drafting of 
laws should be given more attention, to enable law en-
forcement authorities to efficiently combat economic and 
industrial espionage [6].

Sadok el at. [7]: The study indicates that industrial 
cyber espionage results from misunderstanding of secu-
rity controls, weak connectivity inside organizations, and 
a lack of shared values between employer and employee. 
These vulnerabilities create gaps that may be easily ex-
ploited. Therefore, the study seeks to define the social 
and technical approaches that may be employed to count-
er industrial cyber espionage. The security failures con-
tributing to internal threats are also demonstrated. The 
study shows that work systems interdependence on both 
human and artificial intelligence and rapid technological 
changes make it difficult for designers to understand and 
predict all vulnerabilities and threats. It highlights that 
employees constitute the most vulnerable component re-
garding security procedures.

Vasiu [8]: The study analyzes a large corpus of data 
including cases brought to courts, cybersecurity reports, 
and press releases examining the main cybersecurity 
risks grouped into three broad categories: damage, theft 
of trade secrets, and payment fraud. It stresses that strat-
egies, policies, and programs of cybersecurity should be 
improved, and actions taken for controlling risks threat-
ening cybersecurity should not be restricted to only 
technical procedures, but they should also include legal 
and regulatory measures. Vinnakota [9] explores the 
governance aspects of cybersecurity in enterprises. The 
study suggests a cybernetic model for continuous and 
good governance of cybersecurity leveraging multidis-
ciplinary collaboration, goal directedness, and dynamic 
control aspects of cybernetics. The implementation of the 
cybernetic model in a big telecom enterprise improved its 
systems and processes of cybersecurity governance. The 
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enterprise board of directors became aware of increas-
ing risks arising from cyberattacks and performed more 
supervisory duties to ensure cybersecurity risk manage-
ment. De Brauin & von Solms [10] discuss adaptations to 
a cybersecurity governance maturity model. Their study 
indicates how this model can be used for organizational 
aspects to create descriptive and understandable reports 
for the various roles within the board of directors and 
executive management. The study also sheds light on 
cybersecurity and cybersecurity governance and demon-
strates how cybersecurity governance is associated with 
information security. It describes the risks and threats 
affecting cybersecurity and how some of them are devel-
oping. The study suggests some steps that must be taken 
when using the cybersecurity governance model. These 
steps include model scope evaluation, using the model as 
part of an audit session, evaluation of models, creation of 
reports, submission of reports and reassessment of ma-
turity.             

It is important to note that the previous studies in-
dicate that clear laws including detailed articles should 
be enacted to protect the afflicted parties in cases of in-
dustrial and economic cyber espionage. Moreover, orga-
nizational and social aspects should be addressed, and 
technical measures should be taken. Industrial cyber es-
pionage results from increasing reliance on technology. 
Therefore, some studies suggest models for continuous 
and good governance of cybersecurity. Such models can 
ensure cybersecurity sustainability in corporations to 
control and manage cyber risks. This allows anticipatory 
prediction of cyberattacks and cyber risks. The previous 
studies also demonstrate steps for using models of cyber-
security governance. They show that strategies, policies, 
and programs should be prepared to ensure effective cy-
bersecurity. Our study includes two parts: the first part is 
associated with cybersecurity governance, while the sec-
ond one demonstrates the study’s intellectual framework.

III. RELATED WORKS AND LITERATURE REVIEW

This part offers some conceptual and theoretical bas-
es to understand industrial espionage and the impacts of 
technological developments. It provides a mechanism for 
countering industrial espionage in business corporations, 
based upon reviewing the abovementioned literature. 
We believe that cybersecurity governance should pay 
attention to various processes, techniques, and persons 
and to their relevant elements. We argue that selection 
of governance structure should include dimensions and 

components to achieve sustainable cybersecurity. Last-
ly, this part highlights challenges that may impede the 
application of cybersecurity governance in business cor-
porations. 

A. What is the Definition of Industrial Espionage?
Industrial espionage is defined as theft of a corpo-

ration’s secret and sensitive trade information to be uti-
lized by its competitors [11].  Industrial espionage may 
be organized by foreign intelligence bodies (government 
espionage) or by competitive corporations (industrial es-
pionage) at the hands of human experts [12]. Button [13] 
defines economic espionage as targeting or acquiring 
trade secrets from domestic companies or government 
entities for the benefit of a foreign state. This indicates 
that industrial espionage is the same as economic espi-
onage, except that rather than benefitting a foreign gov-
ernment, it benefits another private entity. Spies focus on 
trade secrets associated with investments represented by 
redevelopment, innovation, and invention. These aspects 
are often basic factors for developing and maintaining 
competitive advantages. Trade secrets generally include 
technical data and secret work data including customer 
contact information, pricing information, and purchasing 
records [8].        

 Industrial espionage may take many forms, such as 
theft of technical specifications and formulas, processes, 
designs, and equipment for sophisticated electronic sur-
veillance. It also includes employee bribery or extortion. 
Theft of trade secrets or espionage related to work activ-
ities may be dated to the early period of performing trade 
and commerce processes by people [11].   

 The researchers give a procedural definition for in-
dustrial cyber espionage as the hacking of cyber systems 
of business corporations by foreign parties for accessing 
competitive secret information that is valuable for this 
business corporation. This secret information may un-
cover competitors’ activities related to new products, 
special assemblies, important research fields, and pro-
duction approach and quantity. Industrial cyber espio-
nage is committed to control markets, gain profits, and 
acquire research or studies.

B. Technology Advancements and their Impacts on Indus-
trial Espionage Attacks and Intellectual Property Theft

The methods employed for committing industrial es-
pionage and theft of trade secrets have developed. They 
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have changed over the years. Before the age of digita-
lization, such methods were based on direct access to 
information. Therefore, secret information was kept in 
places that were difficult to access to prevent theft and 
track theft crimes. During the age of digitalization, most 
information or data are saved on computers, servers, or 
networks [14]. In the past, business corporations seek-
ing to steal a competitor’s trade secrets had to bribe such 
competitors’ employees. Now, industrial espionage and 
trade secret theft have become easier [15]. The digital 
transformation of information everywhere, broad con-
nectivity of work systems, and techniques of the fourth 
industrial revolution, including artificial intelligence [1] 
and the internet of things, facilitate industrial espionage 
through the internet. Most incidents of industrial cyber 
espionage result from the weak security structure of cor-
porations. Moreover, internal threats constitute an im-
portant pattern for industrial cyber espionage [7]. Spies 
try to access sensitive information associated with trade 
secrets of a corporation’s economy. More dependence on 
information and communication technology creates con-
cerns regarding security, because weak and unprotected 
systems constitute a gap enabling hackers to access infor-
mation and trade secrets.

C. Indicators of Industrial Cyber Espionage and Theft 
of Industrial Intellectual Property for Business Corpo-
rations

Industrial espionage has increased all over the world, 
particularly during recent years. It has escalating dangers 
and negative effects. It affects not only persons, but also 
national and world economies in general. The Accenture 
Security & Ponemon Institute conducted a study on the 
increasing participation of governmental actors in target-
ing non-military data. This study includes 355 companies 
across 11 countries in 16 industries. It shows that there is 
an increasing level of economic espionage including theft 
of high-value intellectual property by nation-states [16]. 
Clement [17] presents statistics from 2019 for the glob-
al sectors that were most targeted by cyber espionage, 
showing that the manufacturing sector was ranked first 
with 75 cyber espionage incidents, as shown in Fig. 1.

Before the occurrence of industrial cyber espionage 
and violations of industrial intellectual property, the re-
searchers conclude that there are many indicators consti-
tuting an alert to expected dangers. Business corporations 
should pay attention to such dangers that may be repre-
sented by the absence of:

1. A strategic cybersecurity plan
2. Effective training and awareness programs pro-

vided for employees
3. A plan including policies, processes, procedures, 

and best practices for reducing cyberthreats
4. Developed programs for managing cyber risks
5. Continuous evaluation and management for risks 

threatening companies
6. Risks recovery plans
7. A developed private infrastructure for informa-

tion technology and security
We see that the absence of cybersecurity governance 

elements paves the way for industrial cyber espionage 
threatening business corporations. 

D. Impacts of Industrial Cyber Espionage and intellectu-
al Property Theft on Business Corporations

Cyberattacks constitute the most critical challenges 
for businesses. They have many repercussions on busi-
ness corporations. Khari et al. [18] show these repercus-
sions as follows:

1. Loss of earnings
2. Defamation of the corporation
3. Data normalization or loss
4. Interruption of business processes
5. Undermining trust of corporation customers
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6. Undermining investors’ trust
7. Legal consequences
Rothke [19] adds two important repercussions: loss of 

market share and low commercial budget.

E. Models for Industrial Cyber Espionage and Targeting 
of Corporations’ Trade Secrets

Large investments made by business corporations for 
developing industrial intellectual property are profitable 
for any party desiring to invest in such businesses. There-
fore, theft of trade secrets spreads through cyberattacks. 
Although such theft targets big companies or government 
bodies, it affects all companies, regardless of their size or 
sectors. There are many forms of cyberattacks that seek 
to spy on work secrets. The espionage is committed by 
placing malicious software into databases, applications, 
and systems. It is also carried out by spying on and read-
ing data submitted over networks. Attackers can spy on 
companies work secrets by using different methods not 
noticed by such companies. In this part, we present some 
models of industrial cyber espionage that target some 
corporations as follows:  

• The wiper attack made by Iran against Saudi Ar-
amco in 2012. This attack was dangerous, as it 
wiped all Aramco’s computers and resulted in tre-
mendous damages for Aramco and for the King-
dom of Saudi Arabia. The financial losses related 
to costs of work and computers that had to be re-
placed reached tens of millions of dollars at least 
[20].

• The Italian oil services company Saipem was at-
tacked by hackers in December 2018. These hack-
ers used the Shamoon variant virus. They crippled 
hundreds of the company’s servers and computers 
[21]. 

• In March 2019, Iranian hackers targeted thou-
sands of people working at more than 200  oil, 
gas, and heavy machinery companies around the 
world [21].

This type of cyberattack seeks to steal oil companies’ 
secrets and wipe data from computers. It may also try to 
overcome competitors.  

• Hackers sponsored by China were identified in 
August 2019. They had committed cyber espio-
nage against many cancer institutes in the USA 
[21].  

• In the international competition by researchers, 
companies, and governments to find a COVID-19 
vaccine, agencies combating espionage in each 
country are seeking protection of their efforts. 
However, such efforts are targeted by foreign 
agencies. The USA has monitored attempts by 
foreign agencies of cyber espionage to explore 
research on COVID-19 vaccine production. Se-
curity bodies in Britain have indicated that they 
have noticed similar activities. They also show 
that there are many expectations that foreign in-
telligence bodies, including the Chinese Commu-
nist Party, will try to obtain research findings [22].

It is worth mentioning that companies are looking to 
obtain research to fabricate medications and vaccines for 
commercial benefit.

• The Norwegian company Visma declared in Feb-
ruary 2019 that it was attacked by hackers be-
longing to the Chinese Ministry of State Security. 
Such hackers tried to steal trade secrets from the 
company’s clients [21].

• Westinghouse company, the manufacturer of the 
most famous and strongest nuclear reactor, de-
clared its bankruptcy in 2017. The company’s 
computers were hacked and the reactor design 
stolen. A Chinese company manufactured the re-
actor without bearing the research and develop-
ment cost [23].

• Trade secrets information was stolen from the So-
larWorld company. Subsequently, it declared its 
bankruptcy in 2017 [23].

• One of the most dangerous cyberattacks were 
made by Chinese hackers against two of the larg-
est companies for steel manufacturing, Alcoa and 
ATI, in 2008. Such hackers installed malicious 
software on the computers of the two companies 
producing aluminum used for manufacturing 
spacecrafts, planes, military vehicles, cars, elec-
tronics, oil and gas digging equipment, building 
materials, and manufacturing equipment. The 
hackers’ goal was to steal the two companies’ 
trade secrets that are required for the Chinese 
companies to manufacture high-quality stainless 
steel. The same group of hackers have used ma-
licious software to steal trade secrets related to 
the solar cells factory at SolarWorld, Allegheny 
Technologies Inc, and United Steel Works. The 
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SolarWorld company indicated that the solar cells 
mechanism was stolen to be developed and sold to 
a Chinese competitor [23].

Some models on industrial cyber espionage around 
the world have been demonstrated. Many cases of indus-
trial cyber espionage have been published or declared by 
companies. However, other companies refused to declare 
cyber espionage cases as they were afraid that such cases 
would negatively affect their reputation or market rank. 
The formal director of the FBI Robert Mueller expound-
ed that there are two types of companies: companies 
hacked and companies that will be hacked [25]. There-
fore, the cyber threat is multi-faced and incremental. It 
has a negative effect on the final productivity of busi-
ness corporations. The abovementioned models indicat-
ed that companies have not implemented the necessary 
procedures to protect their trade secrets and strengthen 
their cybersecurity. These procedures include technical, 
organizational, or social measures that are covered by the 
term governance. There is no doubt that cybersecurity 
represents a main advantage for companies in general, 
and particularly for business corporations. It also con-
stitutes a fundamental factor for sustainable economic 
development. Therefore, ways for achieving sustainable 
cybersecurity for business corporations should be identi-
fied to maintain industrial intellectual property and trade 
secrets.

IV. THE ROLE OF GOVERNANCE IN SUSTAINING CYBER-
SECURITY FOR BUSINESS CORPORATIONS IN THE LIGHT 
OF DEVELOPMENT OF INDUSTRIAL CYBER ESPIONAGE 

AND THEFT OF INTELLECTUAL PROPERTY

Cybersecurity has become a necessary requirement. 
Cybercrimes have become not only a technical problem, 
but they also create a commercial problem [26]. They 
threaten business corporations. Therefore, regulatory 
leaders of business corporations should work to lay down 
suitable governance frameworks for regulating and con-
trolling a corporation’s cybersecurity and cyberspace.

Governance plays a very important role in achieving 
the security objective of business corporations. It does not 
satisfy the current requirements only, but also ensures ef-
fective plans for dealing with future challenges. We need 
a cultural transition enabling corporations to overcome 
cybersecurity threats constituting a commercial problem 
and pay attention to financial risks. The participation of 
corporations’ leaders is very important. The leaders have 
knowledge and a vision for identifying corporations’ 

budgets and priorities and how corporations can over-
come risks. This is the leadership-based approach [27]. 

Bubaker & Nguyen [28] believe that the necessity of 
business corporation governance is driven by many fac-
tors that include the following:

• Contribution to maintenance or increasing of 
shareholders’ value

• Regaining trust in stock markets
• Potential of corporations’ long-term success and 

sustainability of profits
• Corporations adopting good practices of gover-

nance and following good policies and practices 
for social responsibility are likely to be more sus-
tainable in the long term.

Therefore, we can say that achieving cybersecuri-
ty governance at the business corporations level leads 
to sustainable cybersecurity. As mentioned in the study 
introduction, cybersecurity governance is part of corpo-
ration governance. The researchers indicate that cyber-
security governance is an integral part of corporation 
governance because of the large transition to cyber space. 
The business corporations that adopt cybersecurity gov-
ernance, follow clear, sound, and transparent principles, 
policies, laws, and procedures, and implement awareness 
and training programs for employees are more sustain-
able in the long term.  Theft of trade secrets exhausts 
corporations. To prevent or reduce such a type of theft, 
corporations must evaluate the risks, costs, and benefits 
of cybersecurity and trade secrecy by investing in cy-
bersecurity governance. Cybersecurity governance for 
business corporations can be procedurally defined as the 
corporation’s strategy for administering the security of 
trade secrets; maintaining industrial intellectual property 
through adoption of bases, rules, security policies, and 
procedures; applying technical controls and managing 
risks; and increasing awareness of employees. 

For future challenges, the governance framework 
should continually focus on the threats that are arising 
and the rapid changes affecting the technology environ-
ment. However, changes driven by a system of quality 
assurance management that is made for work culture rep-
resents a more important factor [26]. Accordingly, trade 
secrets and threats can be maintained and avoided. Cy-
bersecurity technology is not enough to protect business 
corporations. Therefore, it should be incorporated with a 
supportive regulatory framework that can maintain sen-
sitive digital assets of business corporations.
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  A. The Targets of Cybersecurity Governance for Busi-
ness Corporations

By applying its elements, cybersecurity governance 
is seeking to achieve many objectives for business cor-
porations. Hawes [29] proposes a number of objectives:   

• Classification and mitigation of risks and threats 
affecting trade secrets and industrial intellectual 
property

• Corporations’ preparedness to be aware of cy-
bercrimes and security breaches associated with 
trade secrets. Subsequently, such threats can be 
confronted, and recovery may be achieved.

• Offering a way for executive management to un-
derstand risk levels and set precautions for en-
countering industrial cyber espionage 

• Identifying an approach based on expected risks 
that may affect persons, systems and technology 
that are used daily 

• In [30], authors add that roles, responsibilities, 
and security accountability should be identified 
to reduce overlapping of procedures. This can be 
employed for measuring performance and prog-
ress 

• The researchers who prepared this study indicate 
that cybersecurity governance seeks to achieve 
sustainable cybersecurity for business corpora-
tions. Cybersecurity should balance between pro-
viding business corporations with security needs 
and identifying the cost required for maintaining 
this security.

Cybersecurity governance for business corporations 
is important. It focuses on trade secrets protection and as-
sists in the transition from a reactive approach to a proac-
tive approach to monitor potential threats and risks aris-
ing from industrial cyber espionage [29]. Passman [31] 
summarizes that the importance of cybersecurity, if it is 
implemented in a good manner, is represented by offering 
necessary technology, persons, processes, and legal pro-
cedures to protect corporations’ trade secrets and other 
secret data. This is a critical factor to achieve cybersecu-
rity governance.

B. Cybersecurity Governance for Business Corporations
Researchers propose that cybersecurity includes a 

comprehensive package of security practices. These 
practices cover information security, information tech-

nology security, and other relevant practices [32]. Cyber-
security consists of various factors interfering and inte-
grating with each other to achieve the required security 
goal for corporations. To achieve effective governance of 
cybersecurity for corporations, it is essential to integrate 
three main elements: processes, technology, and persons. 
Accordingly, a coherent approach leading to sustainable 
cybersecurity can be identified [33]. For accurate demon-
stration and identification, we indicate how these three 
elements can be integrated with basic dimensions of cy-
bersecurity governance for achieving sustainable cyber-
security for business corporations.

1) Processes:
Processes represent the regulatory measures iden-

tifying and demonstrating how to employ many regu-
latory activities, procedures, roles, and documents for 
mitigating risks threatening a corporation’s information. 
These measures represent the key for implementing an 
effective strategy for cybersecurity. Standards of ISO 
“ISO 27001” related to cybersecurity processes can con-
stitute a base for identifying continuous evaluation and 
improvement and implementing a security management 
system. Moreover, the regulatory measures can present 
some ready tools for authentication to lay down policies, 
procedures, work instructions, and roles. They provide us 
with the necessary requirements to apply standards with 
no associated complications or costs [33].

There are many themes associated with the processes 
element. These themes should be given attention when 
implementing cybersecurity governance. They include 
the following:

• Cybersecurity Strategy [34]: For developing an 
effective strategy for cybersecurity, the cyberse-
curity risks should be associated with work pro-
cesses, and strategic objectives for corporations 
should be identified. In addition, setting scope, 
cybersecurity needs, and key performance indi-
cators (KPIs) is a necessary requirement to im-
plement a cybersecurity strategy. This strategy is 
associated with resource needs and continuous 
monitoring processes. There are many plans that 
should be incorporated within a cybersecurity 
strategy. These plans include proactive plans for 
managing risks that are considered a critical fac-
tor for any successful strategic plan. The proac-
tive plans include predictions for risks and design 
solutions, instead of taking reactive actions after 
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damage occurrence. They adopt the proactive ap-
proach to identify, predict, analyze, control, or 
eliminate risks before causing damage to work, 
budgets, or net profits [36]. Moreover, the proac-
tive plans include measures for recovery and con-
tinuity to be ready to deal with sudden events. An 
example of proactive measures can be represented 
by keeping a backup copy of important data by 
the corporation in a remote location. This backup 
copy can contribute to rapid recovery from inci-
dents [18]. 

• Cybersecurity Management [34]: To effectively 
create programs for cybersecurity management, 
the following principles should be observed:
- Setting policies and objectives for information 

security. These policies and objectives should 
be compatible to the corporation’s strategic at-
titude.

- The system requirements for managing infor-
mation security should be integrated with the 
corporation’s processes.

- The resources necessary for the system of 
information security management should be 
available.

- The system requirements for managing infor-
mation security should be observed.

- The system of information security manage-
ment should achieve the desired outcomes.

- Guiding and supporting employees to contrib-
ute to the efficacy of the system of information 
security management.

- The improvements should be continually pro-
moted [35].

• Policies and Procedures of Cybersecurity [34]: 
The security policy constitutes some rules and 
processes issued by the corporation’s senior lead-
ership. It describes controls and security activi-
ties for the corporation and shows a mechanism 
for protecting important digital assets. Supportive 
procedures should be taken to implement the se-
curity policy aspects related to the protection of 
trade secrets that must be obligatory for employ-
ees and third parties [37]. The security policy does 
not identify a technical solution, but it focuses on 
conditions assisting in asset protection. However, 
it is efficient in organizing business and directing 
users. The security policy should be written and 

declared. It also should cover the physical securi-
ty, employee’s affairs administration, devices, and 
software [38]. The business corporation should 
develop a comprehensive set of policies to protect 
trade secrets internally and with other main third 
parties. These policies should be supported by de-
tailed procedures demonstrating how the corpora-
tion’s trade secrets are managed and highlighting 
many fields including data processing and detec-
tion, and usage of computers and personal devic-
es at the corporation. Moreover, they stress the 
necessity of applying standards of security, such 
as the standards of information technology secu-
rity (NIST Framework, COBIT, ISO 27001). The 
tools used for trade secret protection should be 
specifically designed on the system. In addition, 
information technology systems should be contin-
ually monitored and examined to ensure security 
and compliance with the usage requirements and 
secrecy of the corporation information [37]. The 
cybersecurity policies that should be applied by 
the business corporations include a risk manage-
ment policy that focuses on two main objectives: 
identification and prediction of cyber incidents in 
order to be mitigated in the future, and presenta-
tion of a brief description for purpose, scope, and 
objectives of institutional risk management [39].

• Roles and Responsibilities of Cybersecurity: 
The cybersecurity is the duty of management that 
deals with all aspects of business at corporations. 
Therefore, every person belonging to the corpo-
ration should participate. However, to eliminate 
any confusion, there are main roles and responsi-
bilities that should be played and assumed by ev-
ery person within the cybersecurity system. The 
senior leadership should clearly assign roles and 
responsibilities to persons participating in the ap-
plication of cybersecurity controls. The organiza-
tional structure of a corporation’s governance and 
cybersecurity roles and responsibilities should be 
authenticated and approved, and competent per-
sons should be assigned to perform the required 
duties. It is necessary to provide any support re-
quired for achieving duties, and attention must be 
given not to cause any conflict of interests [34]. 

• Management of Cybersecurity Risks: To make 
the cybersecurity governance program success-
ful, business corporations should follow pioneer-
ing practices for risk management to implement a 
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program for protecting trade secrets by following 
a methodological approach. Moreover, the corpo-
ration’s important assets, such as records of re-
search, development, and strategic plans, should 
be given attention. The potential risks threatening 
trade secrets should be evaluated and examined 
as to how they can be taken, used, or disclosed 
with no permission. The reasons and ways leading 
to trade secret theft and enabling persons to com-
mit such theft should be highlighted. The bodies 
contributing to trade secret theft may be persons 
inside a corporation, supply chain companies, em-
ployees, or external parties such as competitors 
and hackers [37].

• Compliance and Control: Cybersecurity gover-
nance is not only represented by plans, programs, 
and policies for protecting the corporations’ cyber-
security, but it is an effort made to monitor com-
pliance and continually perform measurement and 
improve [40]. Therefore, systems and processes 
should comply with a strict set of regulations and 
security requirements. Non-compliance should be 
encountered by specific regulations, big fines, and 
penalties [41].  

2) Technology:
The technology tools, software and devices, are a 

very important factor to achieve effective cybersecurity 
for any corporation. An effective cybersecurity program 
should identify the cyber risks and select suitable mea-
sures and controls for reducing such risks.

The technology measures that should be taken by cor-
porations to encounter, discover, and deter cyberattacks 
include the following:

• Preparation of an infrastructure for communica-
tions and information technology and enforce-
ment of security standards that are internationally 
approved, such as the standard ISO 27001 for in-
formation security management

• Implementation of protective security tools: such 
as encryption, restrictive usage of internet [40], 
firewalls, intrusion detection system “IDS”, and 
intrusion prevention system “IPS”

• Using antivirus and anti-malicious software pro-
grams

• Applying physical security measures and con-
trolling login [42]

Security audit and intrusion detection play the most 
important role for business corporations. They ensure 
the quality of current cybersecurity controls and validate 
their effectiveness. In addition, security audit and intru-
sion detection are necessary to discover any intrusion af-
fecting the corporation’s system or network. Therefore, 
these two duties should be periodically and methodically 
implemented [18]. 

In addition, it is necessary to take security measures 
to secure cybersecurity data associated with how secret 
data are stored or transferred. Prevention of secret data 
transferring by applying restrictions on USB usage and 
electronic and physical distribution for protecting trade 
secrets should be considered [40].

3) Persons:
Capacity building seeks to spread knowledge of cy-

bersecurity. It is associated with the human factor and 
has two main levels. The non-technicians should be 
aware of their important role in preventing and reducing 
cyberthreats. The effective implementation of employee 
awareness programs contributes to the identification of 
potential security problems. 

It assists employees in understanding the cybersecu-
rity consequences and ensuring the consistent applica-
tion of procedures. Improving communication between 
teams and levels of corporations is also an advantage of 
employee awareness programs. However, technicians 
should have high skills, competencies, and qualifications 
for maintaining cybersecurity. Every corporation needs 
specialists to plan and implement the most complicated 
activities required to present an effective strategy for cy-
bersecurity. Security department employees not receiv-
ing good training will not result in cybersecurity controls 
or the efficient management of risks. The corporation’s 
capability to respond to cybersecurity incidents and re-
cover from them will be based on technicians’ efficacy 
[33].

 A program for disseminating awareness and pro-
viding training for maintaining cybersecurity should be 
implemented [34]. Employees are the most vulnerable 
to security threats. They should be aware of any threats 
resulting from cyberattacks and sensitive data hacking 
to assist in protecting their corporation. All employees 
should be trained to ensure that they have the necessary 
security awareness and understand their responsibilities 
[41]. Moreover, they should have the required skills and 
qualifications, and they should receive training courses 
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on cybersecurity to protect the corporation’s digital assets 
and play their required roles [33]. Training and awareness 
of persons constitutes the bases to achieve cybersecuri-
ty governance for business corporations. Accordingly, a 
concept of the human factor of participation in protecting 
trade secrets and industrial intellectual property can be 
created. 

Effective programs to increase employees’ awareness 
and train them are a critical element in creating cyberse-
curity solutions. Educating employees is the best defense 
against threats of industrial cyber espionage. Employ-
ees have the responsibility of applying all the previous 
security solutions. Therefore, we can say that effective 
programs for awareness and training are an important re-
quirement for sustainable cybersecurity.   

From the abovementioned points, the roles of persons, 
processes, and technology are important in achieving 
success for cybersecurity governance programs charac-
terized by coherence and adaptability. On the other hand, 
business corporations that have not realized the relation-
ship between persons, processes, and technology will not 
counter the escalating cyber threats. Trying to prevent an 
attack will not be a solution; the business corporations 
should be ready to encounter and recover from potential 
cyberattacks. 

The previous elements and aspects form a starting 
point for a positive contribution to redesign cyber gover-
nance by business corporations to achieve sustainable cy-
bersecurity. Fig. 2 summarizes the elements and aspects 

of cyber security governance for business corporations.

C. Protection of Trade Secrets during Crises
The COVID-19 pandemic is considered one of the 

most critical challenges affecting all sectors. The current 
circumstances of this pandemic indicate that there are 
two types of business corporations:

1. Business corporations that are ready and have fu-
ture plans to deal with any new events affecting 
business. They can remotely perform their duties.

2. Business corporations suffering from obstacles 
because they do not have suitable infrastructure 
and future plans for predicting risks that may neg-
atively affect business and expose trade secrets 
and for dealing with threats that occur when trans-
forming to enter the new environment of business. 
Therefore, such corporations must transform to 
meet challenges threatening the security and pro-
tection of sensitive information and trade secrets. 
Future plans should be prepared to deal with chal-
lenges and crises that suddenly arise and to assist 
business corporations in establishing a work sys-
tem that has the capabilities to remotely work in 
a secure manner. Melman [43] sheds light on this 
point as follows:
 a. The Infrastructure Security: The security mea-

sures that should be taken by business corpo-
rations for protecting their computer networks 
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and infrastructures are based on a particular 
manufacture, information sensitivity, and au-
thorized access, in addition to other factors 
that should be set and controlled. For example, 
accessing the corporation’s secret information 
and trade secrets should be restricted to em-
ployees that need to perform specific duties. 
The corporation should secure the remote ac-
cess systems, whether they are cloud-based 
share system, virtual private network “VPN”, 
or any other way to remotely access the cor-
poration’s network. The business corporations 
must set administrative procedures to identify, 
report, and treat any breaches or unintention-
al leakage of secret information. Accordingly, 
procedures to reduce consequences and make 
suitable adjustments can be reconsidered. It is 
very important to take rapid action when dis-
covering or doubting that sensitive informa-
tion and trade secrets have been stolen.

b. Remote Security: The management of authori-
ties is an important dimension for the security 
system of remote work. All managers working 
in information technology departments in cor-
porations should employ tools and techniques 
for controlling users’ access to important in-
formation. This access should be based on 
multi-level authentication for securing access 
management from unauthorized users [44]. 
Moreover, all employees who work remote-
ly should be told how to take necessary pre-
cautions to maintain confidential information 
security. The corporation’s secret documents 
and property should be handled and stored in 
case of remote work with the same level of at-
tention given when working from the corpo-
ration’s headquarters. The corporation should 
ensure that its employees are only performing 
their duties on devices assigned for work du-
ties or on personal devices equipped with suit-
able and developed cybersecurity programs. 
All employees should also be directed to use 
business emails and electronic communica-
tions through addresses issued by the corpo-
ration. It is necessary to warn employees not 
to use public Wi-Fi networks when performing 
any secret transactions.   

c. Social Media Policy: Many corporations en-
courage their employees to effectively use so-
cial media to improve communication and in-
teraction with current or potential customers. 
Corporations use social media for marketing, 
but there are potential risks from intentional or 
unintentional disclosure of confidential infor-
mation. These risks result from the low level 
of controls associated with social media us-
age. However, drafting and publishing social 
media policy to clearly guide employees to the 
permissible limits for discussing and handling 
confidential information and other sensitive 
information on social media is considered an 
important factor protecting the corporation’s 
trade secrets.

V. MAIN CHALLENGES IMPEDING CYBERSECURITY GOV-

ERNANCE APPLICATION IN BUSINESS CORPORATIONS [35]

Cybersecurity is important for business corporations. 
Therefore, the study explores the most important chal-
lenges impeding the application of cybersecurity gov-
ernance that must be identified and overcome by senior 
leaders. These challenges may be summarized as follows: 

A. The Strategy and Objectives of Cybersecurity

The cybersecurity strategy will be a challenge for the 
corporation, unless its policies and objectives are clearly 
set. The logical sequence of the strategy’s steps should 
be observed, i.e. the risk management approach should 
be set and followed before laying down the cybersecurity 
strategy. The risk evaluation should be made before cre-
ating a strategic plan for cybersecurity.

B. The Unified Processes

Task management is not always effective. Without 
approved and replicable unified processes, organizations 
can not ensure efficacy, quality, or consistency. Cre-
ation of replicable processes is an important factor for 
a corporation’s comprehensive program of cybersecuri-
ty management. In brief, we can say that an ineffective 
cybersecurity program increases security breaches and 
cyberattacks.
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C. Implementation and Accountability
The cybersecurity program will become inconsistent 

if governance requirements are neglected. Accordingly, 
a failure will occur. If requirements and processes are 
not clear, persons will set individual ways to perform 
work duties. This contradicts the unification of processes 
that constitutes a governance base for detecting the im-
plementation of processes by employees. Cybersecurity 
governance should be measurable and practicable. The 
accountability principle should be applied to ensure em-
ployees’ compliance with policies, procedures, and legal 
requirements. This approach can be implemented by con-
tinually monitoring how regulations are applied by em-
ployees.

D. Senior Leadership Control
Maintaining the effective management of cybersecu-

rity is considered a main concern for corporations. Cy-
bersecurity programs should be directed by senior leaders 
to ensure achievement of the processes’ objectives. The 
corporation’s efforts for managing risks will fail if the 
senior leaders do not support a sophisticated approach for 
cybersecurity governance. Moreover, the senior leaders 
should be aware of the life cycle of a cybersecurity gov-
ernance program. Accordingly, cybersecurity governance 
programs can be highly supported and given due atten-
tion.

E. Resources
When senior leaders do not guarantee enough re-

sources to satisfy the basic needs of cybersecurity gover-
nance, the high cost of such resources constitutes a crit-
ical challenge. The absence of compliance requirements 
related to funding a cybersecurity strategy suitable for a 
corporation is also a risk factor. Accordingly, secret infor-
mation and information systems cannot be maintained or 
secured to counter various risks. Funding should also be 
specified for employees to be qualified and trained. In ad-
dition, appropriate tools for measuring key performance 
indicators should be bought to avoid any risks affecting 
replicable processes.

VI. ANALYSIS OF THE RELATED WORKS

We can conclude that business corporations’ depen-
dence on cybersecurity governance programs is strongly 
associated with the sustainability of corporations’ cyber-
security. It is obvious that governance ensures implemen-

tation of unified procedures and systems by senior leaders 
to be applied on all administrative levels and periodically 
monitored. The governance systems are flexible, as they 
can be provided with feedback for making continual im-
provement. The unified systems will be valid, even af-
ter changing management staff or human resources. The 
programs of cybersecurity governance grant the reason-
able limit of basic aspects associated with trade secret 
protection. If such programs are violated, the efficacy of 
cybersecurity measures taken by the corporation will be 
reconsidered. The programs of cybersecurity governance 
constitute a security tool for acquiring loyalty of inves-
tors. They prove that the corporation has made efforts 
to maintain cybersecurity to actualize sustainable cyber-
security. American and international laws stipulate that 
legal protection granted for corporations’ trade secrets is 
directly based on “reasonable procedures” taken by the 
corporation to protect information. Cybersecurity viola-
tions create escalating threats for corporations all over 
the world. The loss of a corporation’s trade secrets may 
be devastating, as it will cause great damages affecting 
business, financial transactions, competitive advantage, 
and reputation [30]. Consequently, legal repercussions 
may arise. Vinnakota [9] applied a model for cyberse-
curity governance on a telecommunications institution 
in India. Such a model achieved many objectives such 
as countering cyberattacks against vital communications 
including email systems and online communications 
portals and dealing with cyber risks challenges affecting 
communication institutions. After applying the electron-
ic form for diagnosis by surveying internal and external 
environments of cybersecurity, it was evident that the 
institution faced strong competition in the communica-
tions field. The important role played by a cybersecurity 
governance program for the board of directors and se-
nior leaders was highlighted through meetings and work-
shops. Finally, based on the model, the board of directors 
implemented many procedures. By applying the cyber-
security governance model, the institution’s systems and 
processes improved and cyberattacks were countered. 
This model proved its efficacy compared to traditional 
ways.

VII. FINDINGS AND RECOMMENDATIONS

A. Findings
• Advancements resulting from globalization and 

high dependence on information and communica-
tions technology have created a new mechanism 
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for industrial and economic espionage. Accord-
ingly, espionage cases have increased, and their 
risks have escalated.  

• Industrial espionage has clear indications that 
should be predicted to avoid risks. These risks re-
sult from the absence of a strategic cybersecurity 
plan, inefficacy of awareness and training pro-
grams on cybersecurity, and insecure infrastruc-
ture. Each indication includes some elements that 
should be given attention. 

• Industrial espionage has negative effects on busi-
ness corporations, including loss of market rank.

• Business corporations are subject to trade secret 
theft because technical, organizational, and social 
measures have not been taken.

• Governance contributes to corporations’ sustain-
able cybersecurity by doing the following:
- Activating the role of senior leaders in main-

taining the corporation’s cybersecurity
- Providing leaders with a way to understand 

risk levels and precautions. Accordingly, inci-
dents related to security breaches can be iden-
tified, encountered, and recovered.  

- The cybersecurity governance program pre-
pares current and future plans for predicting 
any attacks resulting from industrial cyber es-
pionage, in order to achieve sustainable cyber 
security. 

- The cybersecurity governance program in-
cludes plans, policies, laws, procedures, and 
awareness training programs. This contributes 
to business stability and corporations’ sustain-
ability in the long term. 

- Striking a balance between the security needs 
required for business corporations and expen-
ditures

- Identifying roles, responsibilities, and ac-
countability to be employed as a measurement 
mechanism for reducing procedures interfer-
ence

• The Integrated protection for business corpora-
tions cannot be achieved by technical measures 
alone. Rather, it requires organizational and social 
procedures applied under a unified frame adhering 
to the governance principle. 

• The study indicates that the basic integrated el-
ements processes, technologies, and persons are 
employed alongside the aspects of cybersecurity 
governance.

• The study highlights that business corporations 
are facing challenges when applying cybersecuri-
ty governance programs. These challenges are re-
lated to cybersecurity strategy, unified processes, 
implementation and accountability, senior leader-
ship control, and resources.

B. Recommendations
• More specialized studies and research on the con-

cept of cybersecurity governance and business 
corporations’ ability to apply such a concept to 
actualize their objectives should be conducted.  

• Business corporations should apply cybersecuri-
ty governance programs including the main ele-
ments processes, technologies, and persons cov-
ering sustainable cybersecurity aspects.

• The business corporations’ senior leaders should 
follow the right methodology when applying cy-
bersecurity governance. All steps should adhere 
to the logical sequence to avoid any challenges. 

• The cybersecurity governance programs should 
be rapidly applied. Accordingly, the current world 
circumstances related to transition to remote work 
can be adapted.
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