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Abstract

There has been a meteoric rise in the use of malware to perpetrate cybercrime and
more generally, serve the interests of malicious actors. As a result, malware has
evolved both in terms of its sheer variety and sophistication. There is hence a need
for developing effective malware detection systems to counter this surge. Typically,
most such systems nowadays are purely data-driven—they utilise Machine Learning
(ML) based approaches which rely on large volumes of data, to spot patterns, detect
anomalies, and thus detect malware. In this thesis, we propose a methodology
for malware detection on networks that combines human domain knowledge with
conventional malware detection approaches to more effectively identify, reason about,
and be resilient to malware. Specifically, we use domain knowledge in the form of
the Tactics, Techniques, and Procedures (TTPs) described in the MITRE ATT&CK
ontology of adversarial behaviour to build Network Intrusion Detection Systems
(NIDS). Through the course of our research, we design and evaluate the first such
NIDS that can effectively exploit TTPs for the purpose of malware detection. We
then attempt to expand the scope of usability of these TTPs to systems other than
our specialised NIDS, and develop a methodology that lets any generic ML-based
NIDS exploit these TTPs as model features. We further expand and generalise our
approach by modelling it as a multi-label classification problem, which enables us
to: (𝑖) detect malware more precisely on the basis of individual TTPs, and (𝑖𝑖)
identify the malicious usage of uncommon or rarely-used TTPs. Throughout all our
experiments, we rigorously evaluate all our systems on several metrics using large
datasets of real-world malware and benign samples. We empirically demonstrate
the usefulness of TTPs in the malware detection process, the benefits of a TTP-
based approach in reasoning about malware and responding to various challenging
conditions, and the overall robustness of our systems to adversarial attack. As
a consequence, we establish and improve the state-of-the-art when it comes to
detecting network-based malware using TTP-based information. This thesis overall
represents a step forward in building automated systems that combine purely-data
driven approaches with human expertise in the field of malware analysis.
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Contents
1.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . 1
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1.1 Motivation

Malware detection is a notoriously complex and well-studied problem. Part of the

challenge stems from the nature of the task itself—it is not static—malware evolves,

adversaries learn and get smarter, technology advances and brings about previously

unimaginable possibilities. Thus, for security researchers who have an interest in

preventing or limiting its malicious capabilities, the problem of malware detection

is more akin to an ever-evolving art. Much like the fabled Hydra [136] in Greek

mythology, who would regrow two heads whenever one of its nine heads was cut

off, “solving” a challenge within the domain of malware analysis is often just a

temporary victory after which the adversaries in this digital arms race will only

come back harder. This one of the reasons why the research literature for malware

analysis is strewn with systems, methods, and algorithms that claim success at

1
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rates as high as 99% for metrics such as Accuracy, 𝐹1-score, and AUC, and yet the

problem of stopping malware still exists and shows no signs of going away. Thus,

often the best strategy is one of continuous improvement and advancement, taking

into account current malware capabilities and preparing for what may come next.

In this thesis, we aim to tackle the problem of malware detection keeping these

principles in mind. The methodologies we propose should be useful not just in the

context of malware today, but should help guide the development of future malware

detection systems as well. Specifically, we tackle the problem of network-based

malware detection, i.e., detecting malware that operates on, propagates using, or

utilises computer networks for any purpose. This choice of problem is deliberate,

since studying network-based malware has several advantages over other types of

malware (such as host-based malware)—centralised observability, coverage and

deployment of detection systems, simpler generation and collection of standardised

data, to name a few—these, along with the general evolution of malware detection

approaches are discussed in greater detail in Chapter 2.

Systems that are designed to tackle this problem are known as Network Intrusion

Detection Systems (NIDS), and are an extensively researched part of the malware

analysis literature. Early literature in the field relied on rule-based approaches

wherein the rules were crafted by experts who knew definitive methods to spot

malicious activity and identify malware. However with the passage of time and

rapid advancements in the field of Machine Learning (ML) and Artificial Intelligence

(AI), modern intrusion detection systems have broadly come to rely heavily on

data-driven approaches. These approaches are effective because they leverage large

volumes of data to train their ML/AI models, which are then used to spot anomalies

in the data that would otherwise be non-trivial to identify using other approaches.

As such we seek to utilise and learn from as much of this existing research as possible,

when designing our approach. Our contribution to the field is by taking the best of

both these worlds and creating a combined approach to tackle this problem—one

that utilises data-driven learning-based approaches and exploits existing human

domain knowledge, in a systematic and automated manner. We achieve this by
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making use of the knowledge about adversarial behaviour, that is collated by experts,

and described within the MITRE ATT&CK framework. This extensive corpora

of domain knowledge available today is then injected into ML-based NIDS that

we design to exploit this information. The Tactics, Techniques, and Procedures

(TTPs) described in the ATT&CK framework map the fundamental building blocks

of all known malicious activity performed by malware. The fundamental intuition

behind our approach is that this mapping of adversarial behaviour to TTPs can

be used to model, identify, and classify malicious activity. Applying this to our

problem domain, the key idea is to create and allow NIDS that can exploit this TTP

information, alongside conventional network-based information, to better detect

malware. Given that such domain knowledge is usually only within the purview

of human operators, our hypothesis is that if utilised correctly, this information

when combined with automated learning-based malware detection techniques can

result in significant advantages for those defending against malware.

The goal of this thesis is to: (𝑖) test this hypothesis and determine if such an

approach is even feasible, (𝑖𝑖) determine the various methodologies by which this

approach can be exploited, (𝑖𝑖𝑖) rigorously evaluate the performance of systems

based on this approach against real-world malware, and (𝑖𝑣) establish a clear

understanding of the benefits and trade-offs of such an approach when compared to

existing approaches. Additionally, through the course of this thesis we will attempt

to answer several broad questions regarding our proposed research, such as:

1. Can background knowledge in the form of TTPs be exploited for the purpose

of malware detection?

2. Is the presence of TTPs alone sufficient for classifying a sample as malicious?

If not, what level of TTP information is required to make a determination

regarding maliciousness?

3. What are the limitations of existing systems that a TTP-based malware

detection system would improve upon?
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4. Can a TTP-based approach only be utilised by a specialised NIDS? Is it

possible to create a system where any ML-based NIDS can exploit this TTP

information in a “plug-and-play” manner?

5. Given the importance of TTPs in this process, is it possible to identify

malware using specific TTPs? Could a combination of such precise TTP-

based detection decisions be more useful in detecting malware, than a more

generic TTP-based detection method?

1.2 Scope of this Thesis

The focus of this thesis is designing systems and methodologies to exploit expert

domain knowledge in the form of TTPs from the MITRE ATT&CK framework, for

the purpose of detecting malware using network-based data. We utilise methods

from both static and dynamic analysis techniques of malware analysis, in addition

to combining them with various ML-based approaches. The datasets we collect

and curate are analysed in a dynamic analysis environment that extracts their

network traffic. Contrary to most work in this field, we use on average 2-3 orders of

magnitude more malware samples in our datasets, which are then used for analysis,

evaluation, and producing statistically significant results.

As such, ontologies other than MITRE ATT&CK that describe adversarial

behaviour are out of the scope of our analysis. Similarly, the focus of this thesis

is evaluating this novel approach within the context of network-based malware,

and we do not consider host-based malware. Lastly, the broad goal of this thesis

is malware detection and thus we do not cover other aspects of malware analysis,

such as malware family classification or malware type classification.

1.3 Ethical Considerations

While this research does deal with millions of samples of real-world malware, the

design and goals of our experiments ensure that there is virtually no risk posed by

them. The datasets we create are collated from publicly available sources, and the
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hashes corresponding to them are passed on to a dynamic analysis environment,

which generates the raw network traffic captures that we want to use in our systems.

Given the choice of our network data format (i.e., NetFlows), these packet captures

are converted to a format that contains only metadata and no data payloads. As a

result, no malware samples are ever directly executed by us, and by the time our

systems are analysing the data the samples have generated, all potential malicious

data payloads have been stripped from them. As such, there is very little risk of

inadvertent infection or further propagation during the course of our research and

experiments. Publicly releasing our datasets also poses no ethical concerns since

our sources were already publicly-available. Furthermore, given that our datasets

would only contain NetFlow data, there is no risk that the malware corresponding

to that data can be somehow extracted and used by a malicious actor.

1.4 Outline

The rest of this thesis is structured in the following manner:

• Chapter 2 places this thesis in the context of the related work in the

field. It also introduces several concepts used throughout this thesis and

provides crucial background needed to understand the rest of the chapters.

We introduce the MITRE ATT&CK framework and describe research that has

used TTPs within a cyber security context. Then we describe the advances

in the field of malware detection and the various methods used for malware

analysis. Lastly, we look at work beyond the scope of malware detection,

specifically some of the research related to malware family classification.

• Chapter 3 describes the design and evaluation of the first network-based

malware detection system that utilises TTPs. We design this system, called

RADAR, to be both extensible and explainable—useful properties when

analysing constantly-evolving malware. We evaluate RADAR using a dataset

of over 2.2 million samples, comparing its performance to other systems,
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quantifying the effect of our TTP-based Classification system, and comparing

the results of using various policies for detecting malware.

• Chapter 4 introduces a methodology by which TTP information can be

exploited automatically, without any changes or a priori knowledge, by any

ML-based NIDS. We design a methodology that converts network traffic

corresponding to samples into Bags of Flows, and injects TTP information

into any ML model by transforming them into model features. We evaluate

this approach with 7-different types of ML models and while using 5 new

datasets containing over 1.5 million samples. We further test the robustness of

this approach under various challenging conditions, including when subjected

to adversarial attack.

• Chapter 5 proposes a novel methodology that models malware detection as a

multi-label classification problem and generalises several detection approaches,

including the one proposed in Chapter 4. This enables us to: (𝑖) detect

malware more precisely on the basis of individual TTPs, and (𝑖𝑖) identify the

malicious usage of uncommon or rarely-used TTPs. This novel approach allows

us to detect malware at both the sample-level and the TTP-level, and thus

treat the overall task of malware detection as both a binary classification and

multi-label classification problem. We evaluate this approach on 5 datasets

containing over 1.5 million samples, and compare its performance to state-of-

the-art systems in this domain. We also evaluate this system under various

conditions such as when relying on limited training data, being subjected to

camouflage attacks, or when varying the detection threshold of individual

TTPs.

• Chapter 6 summarises the results of this thesis and discusses avenues for

future work in this domain.



I would rather have questions that can’t be answered
than answers that can’t be questioned.

— Richard Feynman
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2.1 Introduction

Malicious code is “any code added, changed, or removed from a software system to

intentionally cause harm or subvert the system’s intended function” [118]. Software

comprising of malicious code is commonly referred to as malware, and it happens to

be one of the most potent tools for information theft, fraud, abuse and compromise in

the modern times [98]. That is what gives the field malware analysis its importance—

it is a means of countering and neutralising this threat.

7
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In this chapter we shall discuss various tools, techniques, and methods for

malware analysis. First, we introduce the MITRE ATT&CK framework and

provide some background about the Tactics, Techniques, and Procedures (TTPs)

described within it. We then discuss how the ATT&CK framework and its TTPs

have been utilised in existing literature within the context of cyber security, and

lay the foundations for how they can be useful in tackling the problem of malware

detection. The next section focuses on the general problem of malware detection,

and traces how malware and the methods devised to counter it have evolved over

the years. We broadly discuss the differences between content-based and behaviour-

based approaches to malware detection, while also presenting the strengths and

shortcomings associated with each approach. Our review of the existing literature

covers everything from static analysis to dynamic analysis techniques, and explores

methods utilising both host-based and network-based analysis techniques. We also

highlight the prevalent challenges to this kind of research—obfuscation, polymorphic

variants, encryption, and zero-days to name a few. We then take a deeper look at

some of the modern methodologies employed in malware detection nowadays—such

as ML-based and Graph-based malware detection systems. We employ some of

these techniques in our research and hence these sections should provide a broader

context to our choice of methods and experimental design.

Lastly, we briefly discuss research beyond the scope of malware detection,

namely malware classification. Given that malware detection is simply one, albeit

important, piece of the larger malware puzzle, we discuss why analysis beyond

detection is needed in the first place, and the benefits conferred by classifying

malware into their various malware families.

2.2 The MITRE ATT&CK Framework

2.2.1 Background

The MITRE ATT&CK® framework [126] is a globally accessible knowledge base

of post-compromise adversarial tactics and techniques, based on real-world obser-

vations. It represents a behavioural model that is described by a wide-variety of
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adversary tactics, techniques, and procedures (TTPs). More specifically, within

the context of ATT&CK:

• A tactic signifies a tactical goal of the adversary. It is the reason why the

adversary performs any action.

• A technique represents the method by which an adversary achieves a tactical

goal. A sub-technique within a technique corresponds to a more specific action

within the given method.

• A procedure is a specific implementation of the method by which an adversary

fulfils a tactical goal.

As an example, an adversary may dump OS credentials (technique T1003) to

achieve credential access (tactic). This may be done by dumping the contents

of /etc/passwd or /etc/shadow (sub-technique T1003.008), using a tool such

as LaZagne1 (procedure).

The MITRE ATT&CK framework is updated bi-annually to keep it up-to-

date with the evolution of malware and novel adversarial approaches. The current

version of the ATT&CK framework for Enterprise features 14 tactics, 201 techniques,

and 424 sub-techniques. This thesis will focus specifically on the techniques (and

encompassing tactics) that utilise the network to achieve their goals, which is a

smaller subset of the overall techniques present in the ATT&CK framework.

This thesis uses the ATT&CK framework (and the TTPs it encompasses)

since it is the most-widely recognised and used ontology for describing adversarial

behaviour. However there exist other ontologies, such as Lockheed Martin’s Cyber

Kill Chain [116] or the Diamond Model [28], which describe the entities, steps, and

actions involved in a cyber attack in their own way. The definition of TTPs as well,

while broadly accepted to be as defined in the ATT&CK framework, is sometimes

defined and used differently in various systems and security architectures. For our

research however, throughout this thesis, we will stick to the conception of TTPs as
1https://github.com/AlessandroZ/LaZagne
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defined above. Additionally, while TTP is an umbrella term used widely in industry,

our usage of this term within the context of this thesis will focus mostly on the

“technique” part of the acronym. The techniques (and sub-techniques) described

in the ATT&CK framework are the most important and relevant descriptors for

the purposes of malware detection in our research. Thus, the usage of the term

TTP should be understood to be synonymous with the technique in the given TTP,

more so than the tactic or procedure, unless specified otherwise.

2.2.2 TTP Usage in Cyber Security Research

It can be argued that TTPs can be useful in a wide-variety of contexts, espe-

cially when it comes to identifying and categorising the activities of malicious

adversaries [48]. This is due to the fact that:

1. The technology operated by an adversary constrains the number and types of

techniques they can utilise to achieve their goals post-compromise.

2. There are a relatively limited number of such techniques, which themselves

have to be executed on a victim’s systems and are therefore further restricted

by their technology stack, e.g. operating system.

3. Consequently, an adversary has to either rely on these techniques—which

can be detected at low cost—or engage in the much more costly process of

developing novel techniques.

However, in practice, TTPs are mostly utilised to understand and analyse

malware behaviour. In particular, TTPs from the MITRE ATT&CK framework

have been used extensively to study the rapid growth of novel malware and

malware families, and better understand the kinds of threats they pose to us.

For instance, Chierzi et al. [38] take advantage of the MITRE ATT&CK framework

to create an analysis methodology based on TTPs to track the evolution of

Linux-based IoT malware. Al-Shaer et al. [9] exploit the ATT&CK framework

to discover statistically significant technique inter-dependencies in a TTP chain

using a hierarchical clustering approach that can help an analyst reason about
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adversarial behaviour and predict unobserved techniques. Oosthoek et al. [137]

extract a number of different MITRE ATT&CK techniques from a dataset of

Windows malware to provide an overview of established techniques and describe

emerging trends in them. Fairbanks et al. [57] focus on identifying which part of

the malware corresponds to a specific TTP. Their system automates the process of

locating a TTP in a sub-part of the control flow graph that describes the execution

flow of an Android malware executable.

Another method by which some systems have addressed understanding the

evolving threat of malware is by targeting a key challenge in the domain of Cyber

Threat Intelligence (CTI), namely parsing through large quantities of CTI reports to

extract useful structured information (such as TTPs) that can be used by analysts

to enable timely and cost-effective cyber defence from malware. Mendsaikhan et

al. [121] tackle the challenge of parsing the ever-increasing set of vulnerabilities

to generalise the threat landscape and make it easier for analysts to use them.

They create a method to automate the mapping of vulnerability description to

adversarial technique using a multi-label classification approach. Similarly, Legoy et

al. [107] evaluate and build a tool, rcATT, that uses multi-label text classification

model to automatically extracts TTPs from the unstructured text of CTI reports.

Husari et al. [84] build a similar tool, TTPDrill, that automates the analysis of

CTI reports and maps their unstructured text to MITRE ATT&CK TTPs using

natural language processing and information retrieval techniques.

Some other works use MITRE ATT&CK techniques as part of a larger system

pipeline to help with specific detection tasks. For instance, Kuppa et al. [104] map

process execution logs to MITRE ATT&CK TTPs and use them as features to

build a group anomaly detection model that uses adversarial autoencoders. Hassan

et al. [79] on the other hand, extract ATT&CK TTPs and use them in tactical

provenance graphs to create a more effective Endpoint Detection and Response

(EDR) tool for detecting APT attack campaigns.
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However, to the best our knowledge, there exists no prior research that directly

uses TTPs for the purpose of malware detection. Through the course of the rest of

the thesis, we shall describe exactly how such systems can be designed and built,

while providing their own unique advantages and performance benefits.

2.3 Malware Detection

The problem of malware detection can be broadly divided into two categories based

on the method of malware analysis: content-based and behaviour-based. However,

there is no clear taxonomy by which all possible malware analysis methodologies

can be neatly separated. Therefore, we choose these two broad categories and delve

into other types of methodologies while exploring them. Secondly, we further pick

two relatively modern methodologies that are popular in malware detection systems

today—ML-based and Graph-based approaches—and explore them in greater detail.

These malware analysis techniques allow analysts to determine the nature of a

threat—what are the risks associated with this malware, what are its intentions and

capabilities—and deal with it in the appropriate manner. The process of analysing

malware also generates insights into the operational tactics of a malicious actor,

such as the current attack vectors being utilised, the TTPs used for exploitation and

propagation, and the potential targets of an attack. This is valuable information

that can be used to identify both existing and novel malware, and enable the

creation of defensive measures against future threats. In this section, we shall

explore the various malware analysis methods in greater detail.

2.3.1 Content-based Approaches
2.3.1.1 Static-feature-based

The process of analysing malicious software without executing it is known as

static analysis. There are several methods by which features can be selected in

order to identify detection patterns in malware, such as—string signatures, byte-

sequence n-grams, syntactic library calls, control-flow graphs and opcode frequency

distribution [67]. Static analysis can be applied to both the malicious code within



2. Literature Review 13

an executable or directly on the binary representation itself. Each approach has

its drawbacks—for instance, the source code of malware is not always available to

analyse, whereas analysing the binary directly leads to a loss of information such

as the size of data structures and variables [56]. Some of these methods require

the malicious executable to be unpacked, disassembled or dumped (from memory)

in order to be analysed. For instance, tools such as IDA Pro [4] and Ghidra [3]

can be used to disassemble binary files into assembly-level code that reveals the

programming logic and structure of the binary executable file. Other tools such as

LordPE [6] and OllyDumpEx [7] can be used to dump protected code in a system’s

memory to a file, in the case of packed executables that are hard to disassemble.

One of the earliest attempts to utilise such an approach was by Lo et al. [111],

where they attempted to identify telltale signs (such as duplicated system calls,

isolated/independent code, anomalous file accesses) to filter programs and classify

them as computer viruses based on the telltale signs they exhibited. Their approach

could identify similarly structured but previously unseen malicious code. To handle

malicious code that was not detected by the MCF (Malicious Code Filter), they

suggest updating the telltale signs used by the MCF to handle novel malicious code.

While not a focus of our research, another early related area of malware research

was based on using formal methods during static analysis. Research in this area

was based around the paradigm of model checking, and using those models to

verify security properties and identify vulnerabilities [34, 35, 60]. For instance,

these methods have been used to identify memory corruption flaws or verifying

the correctness of models for various UNIX applications.

Signature-based detection techniques like MCF, while useful, can be evaded if

the signature of a malware can be sufficiently changed—a property malware authors

came to adopt rapidly. In response to these limitations, several new detection

methods were proposed that used “higher-order” properties of the malware to

describe it. The idea behind this approach being that these properties could capture

intrinsic characteristics of the malware, and thus make it much harder for malware
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to evade detection by modifying itself [97]. One such technique was using n-gram

analysis. An n-gram is defined [114] as a “contiguous sequence of 𝑛 items from a

given sample of text or speech”, and in the context of malware analysis usually refers

to a sequence of 𝑛 bytes in the binary representation of a program. Proposed by Li

et al. [108, 109] this method uses n-gram analysis to conduct a static inspection of

the statistical byte sequences of binary content. The intuition being that n-gram

distributions of malicious files would be significantly different from benign files, and

this difference in portions of contiguous byte sequences could effectively identify

malware. An additional benefit of this approach was that it could be used to

identify malicious “files” and not just executables since it analysed the n-grams in

the binary content of the file, i.e., it could detect embedded malware in common files

or malware posing as a document. They achieve this by using statistical methods

on a labelled training dataset of documents and characterising both normal and

malicious document content. Their experimental analysis was limited to Word

documents, but their results showed that a 5-gram was a sufficient length to capture

enough information about the binary file content for the dataset used in their

experiment. Crucially, their statistical n-gram analysis yielded better results in

terms of malware detection than commercial off-the-shelf anti-virus (AV) scanners.

Another such higher-order property was the Control Flow Graph (CFG) of a

program—a graphical representation of all possible execution paths—which became

the basis of several malware detection techniques [101, 27]. The intuitive benefit

of this approach being that it could be used to detect all polymorphic variants

of a malware on the basis of their shared CFG structure [97]. One such notable

example of this method was proposed by Christodorescu et al. [39] who used CFGs

to develop a methodology for detecting malicious patterns in executables. Their

approach was different from existing techniques at the time because they viewed

the problem of malicious code detection as an obfuscation-deobfuscation game.

This essentially led them to tackle the issue of obfuscation that malware authors

were adopting in response to existing static detection techniques—their problem

statement thus became one of finding if instructions in obfuscated software were
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semantically equivalent to known malicious instructions. Secondly, unlike existing

static analysis techniques which analysed only source-code their framework could

analyse executables. This is particularly useful because source-code is not always

available during malware analysis. Their framework works by creating abstract

representations, or “generalisable” forms, of both the executable being tested and

the known malicious code. The creation of this generalisable form allows them

to account for common obfuscation techniques and counter them accordingly in

this representation. They then transform the representation of the executable into

another abstract representation (in this case, a Control Flow Graph), one that

represents the code that created the executable. This transformation is made possible

by IDA Pro [4], an interactive disassembler, and CodeSurfer (now CodeSonar [2]), a

program-understanding tool that can take as input CFGs or call graphs and perform

various static analyses on them. This CFG is annotated further such that patterns

within it can be compared to the patterns present in the generalisable forms of

known malicious code. The annotated CFGs from a malware are then compared to

generalisable forms of known malicious code using static analysis techniques.

These techniques by no means cover all the various sophisticated static analysis

methods that can be used to capture and detect malicious functionality. Notable

contributions to the research literature include approaches that use symbolic

execution [100], model checking [94], or techniques from compiler verification [41]

to find implementations of specific functionality in arbitrary code fragments. The

key idea in all these approaches being that certain functionality of these malicious

programs can always be identified regardless of the specific instructions that are

used—which is what makes these techniques useful and effective [97].

Despite their versatility and effectiveness in detecting malware, static-feature-

based analysis techniques have a number of drawbacks, which we shall discuss further

in detail, that make them unsuitable as a sole malware detection method. These

drawbacks, observed and studied since the very beginning of malware detection

research, include:
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1. The availability of source code for malware can pose a problem, since often it

is only the binary executable that is available and not its underlying code [56].

2. The analysis of binary files has its own set of challenges. For instance, the

results of static analysis can be ambiguous if the malware uses self-modifying

code techniques, such as packers. Similarly these techniques cannot analyse

parameters that are not statically determined, such as the current date/time

or indirect jump instructions [56]. Additionally, analysing binaries can be

challenging if their malicious payload is encrypted or obfuscated; and even if

it is somehow accessed and decompiled, there is no guarantee of getting the

same instructions as the original malware.

3. Most importantly, once the techniques used in static analysis are known,

malware begins to adapt specifically to evade these techniques. Naturally, this

is not ideal from a malware detection perspective. Additionally, these evasion

techniques can be quite sophisticated and hard to overcome using existing

methods. Some of these evasion techniques include the following:

(a) Using opaque constants to thwart static analysis. These are primitives

using which arbitrary constants can be loaded into a register in a manner

that is opaque to analysis tools, i.e., they cannot determine the value

in the register. Using this technique as the building block, Moser

et al. [128] were able to build obfuscation transformations that were

capable of obscuring program control flow, disguising access to local and

global variables, and interrupting the tracking of values held in processor

registers.

(b) Using polymorphic malware that can morph itself in order to evade

detection. A common method of “morphing” is to encrypt the malicious

payload of the malware and only decrypt it during execution. The meth-

ods of obfuscating the decryption routine itself can be varied and complex,

including transformations such as: nop-insertions, code transposition

(changing the absolute order of instructions while maintaining semantic
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integrity using additional jump instructions), and register reassignment

(permuting the allocation of registers) [40].

(c) Making use of metamorphic malware, that uses more complex obfuscation

techniques to evade malware heuristic detection. Much like polymorphic

malware, when such malware “morphs” or replicates, it modifies its

code in various ways: code transposition, equivalent instruction sequence

substitution, change of conditional jumps, and register reassignment [173].

But unlike polymorphic malware, they can go a step further and “weave”

themselves into the code of another program. This makes them nearly

undetectable to heuristic-based approaches since the new malware has

a mixed codebase and the malicious portion is not necessarily at the

beginning of the program, thus obfuscating their entry-point [40].

(d) By executing malware solely in memory. This type of malware resides

and executes its entire payload from the main memory of a system. Since

it does not access the file system it is also known as fileless malware [141,

103]. Malware of this kind is particularly insidious since it leaves no

traces on the filesystem, and hence for instance if it executes its payload

and then deletes itself, cannot be analysed using static approaches.

(e) Using obfuscation techniques to evade detection. There are a wide range

of obfuscation techniques that a malware can apply to evade detection [40],

including techniques such as polymorphism and metamorphism. The key

function in each obfuscation technique is to maintain its functionality

while changing its appearance [97]. This technique as a result is rather

effective in thwarting analysis techniques that rely on static pre-defined

signatures for detection.

4. Most advanced static-analysis techniques are too slow to be used as a real-time

system. The trade-off of using more comprehensive analysis techniques is

the run-time of the detection algorithm. For instance, one such approach

that utilised malware semantics for detection took in the order of minutes to
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complete the analysis [41]. Such techniques are thus not suited for real-time

detection systems [97].

There is a constant arms-race between security researchers to develop better

techniques to detect malware and malware authors to write more sophisticated

malware that can evade detection. While some static analysis techniques have been

better designed to handle evasion by obfuscation (such as [39] which can handle

polymorphic variants of the same malware), others have been designed to tackle

this problem directly, i.e., deobfuscating malware. Significant research contributions

have been made in the area of counter-evasion techniques that can be used to build

generic and automated systems that can unpack malware. PolyUnpack [156] for

instance, was the first such automated unpacking technique to be used against

obfuscated malware. This system first builds a static model of the program using

static analysis. Then it executes the program in a sterile, isolated environment

and uses the Windows debugging API to track every step of the process execution,

and compares the output to the existing static model. As soon as it detects

instructions that are not present in the static model, it saves those new instructions

and considers the program unpacked. Renovo [90] is another such system that

is similar to PolyUnpack since it too uses a fine-grained execution monitoring

approach and it also detects an unpacked program when new and unknown code is

executed. It differs from PolyUnpack as it resides outside the program’s execution

environment and supports multiple layers of unpacking. OmniUnpack [115] and

Eureka [161] are two more such frameworks that take a slightly different approach

to the problem. They too track program execution, waiting for the static model to

get to a stable state in order to determine that the program is unpacked. Where

they differ from previous approaches is that they use coarse-grained tracking instead

of fine-grained tracking. OmniUnpack tracks execution at the page-level while

Eureka tracks execution at the system level [161]. In the experiments run with these

various techniques they were able to detect the vast majority of packed malware,

thus indicating the relative success against the ever-evolving malware industry.
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Nonetheless, as this literature makes clear, while there are advantages to using

static analysis and there are techniques to handle some obfuscation methods being

deployed by malware, there still remain significant drawbacks to this approach.

Evasion techniques in particular can be rather effective against static approaches.

Hence, it is unlikely that static-feature-based analysis alone is sufficient for effective

malware detection—there is a need to develop analysis techniques that are resilient

to modifications such as the ones discussed above and are still able to reliably

analyse malicious software [56].

2.3.2 Behaviour-based Approaches

Behaviour-based approaches on the other hand detect malware by analysing the

execution of a program and the effects it has on the environment being observed.

These techniques are largely classified as dynamic analysis in research literature.

Depending on the specific environment being observed, these approaches can be

divided into two separate categories: host-based detection and network-based

detection. Host-based detection analyses the behaviour of program execution

at the OS-level and measures its effect on the machine it is being executed on

itself. Network-based detection on the other hand analyses data (i.e., network

traffic) at the the network level and bases its malware detection decisions on their

observed network properties instead.

Dynamic analysis techniques offer several important advantages over static

analysis techniques. Firstly since the analysis is done at run-time, the malware

unpacks itself and begins executing its malicious payload, thus completely doing

away with the problem of packing and obfuscated code interfering with malware

analysis. The second major advantage being that this type of analysis can be

automated and hence can be conducted on a much larger scale. At the same time,

they do also have some drawbacks, especially when contrasted to static analysis

approaches. In fact it is broadly agreed upon in the research community that

some combination of static and dynamic malware analysis techniques would be

more effective than either technique individually [109, 42]. Nonetheless dynamic
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analysis provides a versatile and effective means of malware detection, while being

able to overcome some of these challenges. We shall discuss these techniques and

their capabilities in more detail in the subsequent section—in the meantime it is

useful to be aware of some of their inherent common weaknesses to begin with.

Some of these drawbacks include:

1. They expose the underlying system on which they are stored to risk [111]. This

is less of a concern today due to the prevalence of virtual testing environments

(such as Virtual Machines), but this by no means is a guaranteed solution to

the problem. Malware has become sophisticated enough to detect when it is

being executed in a virtual environment [37, 202] and can simply choose to

not exhibit any malicious activity while it is in such an environment.

2. These techniques can only identify and thwart malware based on its activities,

but are unable to identify malicious code if it is dormant [111]. This for

instance can be caused by a logic bomb in a malware, i.e., program logic that

instructs the malware to execute its malicious payload only at a specific date

and time.

3. Dynamic analysis techniques rely heavily upon the execution traces of malware

samples to identify malicious behaviour. But these traces often represent

a single execution cycle of the malware, which may not exhibit the full

functionality of the program. This incomplete code coverage can lead to

certain program behaviours not being analysed that might be crucial in

detecting malicious activity.

4. When analysis techniques that operate at run-time detect malware, they

resolve the problem by either halting execution of the program completely or

by requiring human-intervention. Thus, these techniques are unsuitable for

systems that are critical or have high availability requirements, and operate

without constant human supervision [111].
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2.3.2.1 Host-based Analysis

As the name suggests, host-based behavioural (or dynamic) analysis techniques rely

on observing the behaviour of malware on a host machine, and making inferences

using the information learned from analysis at this level of abstraction. This usually

involves executing a malware sample within a controlled environment and monitoring

its actions in order to detect malicious behaviour [66]. Several techniques can be

utilised for the purpose of dynamic malware analysis [56], such as function call

monitoring [42, 197], function parameter analysis, information flow tracking [55,

130, 129, 134], instruction traces and autostart extensibility points [190].

One such technique that uses function call monitoring was proposed by Christodor-

escu et al. [42]—they proposed building an automated system that could derive a

specification of malicious behaviour (or malspec) exhibited by a given malware. By

comparing the specifications of known malware with benign software, their system

could identify programs with malicious behaviour. By using a high-level abstraction

of the malware’s behavioural properties instead of specific characteristics of the

malware (such as instruction sequences), this detection method is more robust in

the face of evasion techniques that change the form of the malware but preserve its

behaviour, such as obfuscation and packing. While other systems utilising similar

high-level abstractions to describe malware needed those specifications to be created

manually—a slow, laborious task that required expert knowledge—their system

could create these malspecs in an automated manner based on the given malware

samples. The key to such an approach is creating a specification that accurately

captures malicious behaviour and is not present in benign software. To this end,

their algorithm uses execution traces to create system-call graphs for each malware,

and then derives a specification based on the minimal differences between the

system-call graphs of the given malware sample and the benign programs. Kolbitsch

et al. [97] also proposed a similar approach that entails analysing the malware in

a controlled environment and creating graphs characterising its behaviour. They

too use system-calls for creating these behaviour graphs, but unlike malspec their
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framework monitors not only the system-calls but also their parameters and the

arbitrary data flows dependencies between them. This allows them to create more

granular and detailed behaviour graphs, resulting in higher accuracy in malware

detection and a lower false-positive rate. They extract program slices that are

responsible for information flows between the system-calls essential to the malware’s

behaviour. These slices are then compared to models created by the run-time

behaviour of unknown programs to detect if their is a match, i.e., the program

exhibits some recognised malicious behaviour.

Another dynamic analysis technique that falls under the ambit of information

flow tracking is taint analysis. Tainting, or the process of tracking dynamic data flows

can be quite useful in identifying malicious behaviour. For instance, one of the major

drawbacks of dynamic analysis techniques is that they use single execution traces

of a malware to reason about their behaviour, leading to the problem of incomplete

code coverage and potentially missing important behaviour that was not exhibited.

Moser et al. [129] tackle this problem by proposing a dynamic analysis technique

based on tainting of the malicious code’s inputs. They dynamically track some of the

inputs to the program (such as current date/time, contents of a file, or results of an

internet connectivity check) and identify the points at which these inputs are used

to make control flow decisions for the program. They use this information to alter

these inputs and observe the outcome of the conditional logic, thereby exploring

additional, possibly useful, execution paths. This allows them to have a more

complete view of a program’s actions and thus improve malware detection. More

recently, Küchler et al. [102] investigated this problem and attempted to determine

the ideal time to observe a malware sample in a dynamic analysis environment.

Their experiments tried to balance the competing requirements of time (observing

a sample for as long as possible, so that no potential malicious behaviour is missed

or left unobserved) and quantity (the number of samples that can be processed in a

dynamic analysis environment within a given period of time, inversely proportional

to the observation time, and thus affecting the size of the malware dataset studied

and the statistical significance of its results). Their results indicated that most
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malware samples executed for less than two minutes or more than ten, and that the

majority of a sample’s behaviour could be observed with an observation threshold of

two minutes. This period of execution was also found to be the most representative

from the perspective of an ML classifier. This finding about the “ideal” observation

time confirmed previous such results by Willems et al. [192], and played a major

part in our selection of such parameters when conducting our own experiments

with malware in dynamic analysis environments.

Taint analysis based techniques are not limited to this scope necessarily. For

instance, Kirda et al. [96] create a malware detector focused specifically on identifying

browser-based spyware. They focus on malware that exploits Internet Explorer’s

hooks to monitor user actions—this is done by exploiting the Browser Helper Object

(BHO) interface. Their tainting scheme feeds browser events into BHOs and observes

how they react to these browser events. Egele et al. [55] extend this scheme to

track sensitive information flows processed by a browser and any BHOs in order to

characterise the maliciousness of an unknown browser component. By performing

this taint analysis in a modified Qemu environment (a system emulator), they are

able to see if a BHO collects sensitive data and writes it to a disk or send it over a

network, and identify this behaviour as suspicious. Yin et al. [201] take this method

one step further by implementing whole-system fine-grained taint tracking. Their

system, Panorama, works by loading a malware into their analysis environment,

testing it automatically by introducing sensitive information into the system that is

not meant for the malware, then monitoring the information access and processing

behaviour of the malware sample, and finally analysing this information to detect

malicious behaviour. To enable this kind of tracking of information flows they

combine taint propagation at the hardware-level and the OS-level, and create taint

graphs that represent these flows. Policies can then be created on the basis of

these taint graphs to specify the characteristic behaviour of various malware and

identify similar behaviour in an unknown sample. The natural downside of such

a fine-grained system-wide tainting approach is the performance of such a system

when compared to other approaches—a slowdown by a factor of 20. Hence while
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such a system is more likely to more accurately characterise malware behaviour,

the performance cost may be prohibitive for some applications.

2.3.2.2 Network-based Analysis

Network-based malware analysis is another broad category of techniques used for

detecting malicious activity originating from software programs. Unlike the static

and dynamic analysis techniques discussed so far, which are both based on analysis

on the end-host directly, these techniques instead focus on analysing malware at the

network level. This for instance could imply analysing malicious activity based on

the content or metadata of network traffic, instead of analysing the system-calls and

control-flow of a program. This network-based approach has its own advantages

when compared to other detection methods. These include:

1. A single sensor can be deployed in a network to monitor the traffic of all

machines in that network [97]. This is a major advantage of this approach,

especially compared to host-based approaches, since traffic can be analysed

at a single point and the detection methods can be used to safeguard all

the machines in the network. While host-based techniques generally provide

a more detailed and concentrated analysis of malware, they also create the

additional overhead of deploying the system on each host and then monitoring

them [11]. Thus, instead of relying on securing infrastructure one machine

at a time, this approach enables defences against malware to be scaled-up

massively.

2. Network-based malware detection systems are also impervious to commonly-

used evasion tactics such as obfuscation, polymorphism, metamorphism, and

packing. Since all of these evasion techniques focus on changing the binary

structure of a malicious executable while preserving its behaviour, they have

no effect on a system that does not analyse the executable or its structure

directly. This does not imply that similar techniques cannot be implemented

to modify and cloak network traffic instead to enable evasion, just that the
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most common forms of evasion techniques used by malware are rendered

ineffective when conducting network-based analysis.

At the same time, such an approach is not without its drawbacks. Similar to

other malware analysis techniques, network-based detection is best utilised knowing

both its weaknesses and advantages. Some of these drawbacks include:

1. It cannot detect malware that does not generate network traffic. While such a

feature is relatively uncommon in modern malware, (which generally use some

form of network traffic for communication, exploitation, or propagation) it is

nonetheless possible for a malware to infect a machine, execute its payload,

and propagate further without using a computer network. Such malware are

for all intents and purposes, invisible to a network-based malware detection

system, and hence should be deployed in situations where the threat model

does not include such malware or accommodates them with other mechanisms.

2. Network-based analysis approaches require additional action to be taken after

detecting malicious activity. Since this method works at the network-level,

it cannot identify the malicious program responsible or halt its execution.

Depending on the granularity of the network traffic data it is using, it may

identify the network location (such as the IP address) of an infected host, but

requires human-intervention to perform the next steps of zeroing in on the

malware and taking actions to prevent its execution.

Given the exponential growth of internet-connected devices and increasingly

large-scale hyper-connected systems, these Network Intrusion Detection Systems

(NIDS) have become a popular choice for ensuring security, confidentiality, and

integrity of these systems. But these present conditions also create several unique

challenges for such detection systems, these include—large traffic volumes, highly

imbalanced data distributions, and separating anomalous network behaviour from

“normal” network behaviour [11]. These systems also need to be able to operate

effectively and adapt to changing network behaviour in an automated manner,
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without requiring constant manual tuning [179]. Thus, solving these challenges is

critical for a network-based malware detection system that aims to be robust and

reliable, even in the face of changing network traffic and unknown malware [172].

These NIDS (a network-specific implementation of general Intrusion Detection

Systems [50]), thus monitor all network traffic above and including Layer 3 of the

TCP/IP model (i.e., network, transport, and application layers) and analyse them

to detect malicious activity. They can broadly be divided into 2 categories: anomaly-

based and signature-based. Anomaly-based IDS operate by learning and defining a

“normal” profile of the network traffic, and detect malicious or suspicious activity

by identifying network traffic that deviates from this profile [68]. Some approaches

exploit the similarity of network communications in infected hosts to detect malicious

activity [76, 199, 77], while others use statistically anomalous properties of network

traffic to analyse malicious behaviour [186, 187]. Signature-based IDS on the

other hand detect malicious activity by monitoring the network for content-based

signatures that are characteristic of known malware families [97]. These signatures

can either be defined manually [75, 143, 154] or derived automatically by analysing

a collection of malicious payloads [135, 167, 185, 93]. Similar to other host-

based signature detection techniques, signature-based NIDS are quite effective

at identifying known malware with a low false-positive rate. This same property

however prevents such an approach from being effective in detecting new malware

or variants of existing malware. To counter these challenges, the signatures used

by these NIDS require frequent updates and the creation of new rules or policies.

Anomaly-based detection techniques on the other hand are better suited to detect

new or unknown variants of malware. An additional challenge for an attacker

wishing to evade such a system is that they need to know what the “normal” profile

of network activity looks like—something that is unique to every network [140].

Some of the drawbacks of such techniques are that they have a high false-positive

rate, they are hard to scale to gigabit speeds, and attribution of an anomalous

activity to a specific event is hard [140]. The high-volume of false alerts can be

specially problematic since they require a human analyst to sort through and
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address them, resulting in actual malware remaining active for longer in the network

while this time-consuming process takes place.

Anomaly-based NIDS

An example of one such anomaly-based IDS is PAYL which was proposed by

Wang and Stolfo [186]. PAYL, or a payload-based anomaly detector, functions by

analysing network payloads and learning a model for what normal payloads for a

specific service in that network should look like. This is done by creating a byte

frequency distribution of each payload, by modelling these payloads as n-grams.

This distribution created by the n-gram analysis creates a model for “normal”

payloads. In the anomaly detection phase, PAYL compares the distribution of an

incoming network payload with the normal (or centroid) model on the basis of its

Mahalanobis distance—a standard distance metric used to compare two statistical

distributions. Any new test payload with a distance higher than a certain threshold

is considered to be anomalous, and an alert is generated in response. The flagged

network connection can then be filtered, rerouted or otherwise prevented from

transmitting its payload on the given service, depending on the security policy of

the network. This system was able to detect nearly 60% of the attacks it was tested

against, with a key takeaway being an overall false-positive rate of less than 1%.

PAYL was the first system to demonstrate the effectiveness of an anomaly-based

IDS to counter malware. In particular, it combined the benefit of a low false-

positive rate as found in signature-based IDS, with the property of being resistant

to common evasion tactics that plagued host-based analysis systems. However, this

latter property was put to the test by Fogla et al.[64] who introduced a new class of

malware evasion techniques called polymorphic blending attacks. These were a form

of polymorphic attacks that could evade the byte frequency distribution model used

in systems like PAYL. They leverage the simplicity of the statistical measures used

in the model (a choice that allows the IDS to be high speed) to craft malicious

payloads in a manner that will make them match the characteristics of the normal

model. This is done by carefully choosing the characters of the encrypted malicious
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payload, as well as the characters used to pad the payload, such that the overall

byte frequency distribution matches that of a payload considered normal by PAYL.

They find that as long as they are able to observe the “normal” network traffic

behaviour of a given network for some time, they can approximate the normal profile

of certain payloads as measured by the IDS, and generate a polymorphic variant of

a malware that has a similar profile and hence will successfully evade the IDS.

In a manner that is quite representative of the general “arms-race” that pervades

the world of malware research, the authors of PAYL then created a new anomaly-

based IDS known as Anagram [187], which is resistant to the kind of polymorphic

blending attacks discussed above. They use bloom filters to store n-gram frequencies

of both malicious and benign packets, and create a normal model using a mixture

of different-sized n-grams. They also utilise randomised n-gram modelling in order

to counter current and future mimicry attacks such as polymorphic blending.

In addition they propose a feedback loop between their sensor and detectors to

constantly improve their model’s accuracy and make it harder to evade. The use

of Bloom filters makes this approach more memory and computationally efficient,

while also being easier to train. Hence, the overall system outperforms the existing

PAYL IDS in both detection and false-positive rate while also being resistant to

the kind of polymorphic blending attacks that were successfully deployed against

PAYL. This example demonstrates well the perpetual state of one-upmanship that

exists between malware authors and the malware detection community.

Signature-based NIDS

BotHunter [75] is a good example of a signature-based network intrusion detection

system. Unlike traditional signature-based detection systems like Bro [143] or

Snort [154], that rely on specific signatures or policies to detect malware, they use

the rule-based matching of these systems while also attempting to identify malware

based on their behavioural properties. It is designed specifically to detect bots

and botnet communication with their C&C infrastructure. This system models

bot infections as a set of loosely ordered communication flows (known as dialog
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correlation), and looks for a threshold combination of sequences in order to consider

it a bot. In addition, it uses Snort for its statistical anomalous payload detection

and signature-based malware detection capabilities on both incoming and outgoing

traffic. When BotHunter detects a sufficient sequence of alerts that match its

infection dialog model, its correlation engine produces a consolidated report that

captures all the relevant events and event participants in the infection cycle, which

can then be reviewed by a human analyst. This system, while being effective, had

its own limitations, such as not being able to analyse encrypted traffic and needing

multiple bot infections in a network to detect bot activity [184]. Further research

also improved upon on other aspects of this system. For instance, Ashfaq et al.[14]

utilised the infection dialog model of BotHunter and extended it to incorporate

the use of passive propagation mechanisms such as spam.

2.3.3 Machine Learning based Approaches

Advances in the field of Machine Learning, and the nature of the problem in malware

detection and classification, have made Machine Learning (ML) based techniques a

good fit for malware analysis. These techniques can assist in extracting knowledge

about the properties of various malware, help reason about their maliciousness, and

make the entire process more adaptive and automated. Two of the key challenges in

malware intrusion detection research are the high rates of false-positives and false-

negatives, and the problem of adapting these systems to constantly evolving malware

behaviour [194]. ML-based NIDS have specifically been created to tackle these

challenges by improving the accuracy of these systems and providing a framework

that can account for the evolution and variations found in malware.

Designing such models that are capable of learning from data is by no means

a trivial process, especially in the context of intrusion detection systems. Sev-

eral challenges to ML-based techniques have been documented in the research

literature [168, 194]. Some of these include:

1. The high cost of errors. Since these systems are designed to learn continuously

and update their models based on past beliefs, inaccurately classifying a



2. Literature Review 30

sample as malicious or assigning it to the incorrect family, can propagate

errors much further and adversely impact the reliability of the model if not

spotted and rectified early.

2. Variability of benign traffic. While malicious samples of data or traffic are

easier to define because of their clear purpose, benign traffic is a much

broader and harder-to-define category. This can affect how some models learn

to classify what really constitutes a benign sample, since there is no clear

definition of such behaviour.

3. Challenges in performing sound evaluations. In most cases the samples being

tested do not have labels or ground-truth that can be used to definitively

measure the accuracy of a model, and hence labels are assigned using other

techniques (such as by using signature-based methods such as Bro [143],

Snort [154] or VirusTotal [178]). The accuracy of this label assignment

directly impacts the reliability with which the accuracy of a model can be

evaluated.

4. Operation in adversarial settings. A major drawback of learning based

techniques is that they are susceptible to other learning based techniques

designed specifically to defeat a given model, i.e., adversarial ML. These risks

are also a concern in the context of IDS since malware could be designed in a

way that is optimised to evade such systems.

5. Huge network traffic volumes. From the view of a purely machine learning

perspective, more data is always preferable in order to train models more

reliably. But when deployed in an IDS, these models need to be able to handle

large amounts of data while maintaining system speed and performance, such

that they can be used in a real-world setting.

6. Imbalanced attack class distribution. In contrast to the over-generalisability of

benign data, malicious data usually constitutes a small portion of the overall

network traffic. Hence, learning from a small corpus of malicious samples may
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not let the model effectively capture the inherent properties and behaviours

of malware.

7. Lack of reliable real-world datasets. Many ML-based IDS rely on old datasets

to train their models, such as the KDD CUP 1999 [5] or the DARPA Intrusion

Detection 1999 [1] datasets. Given the rapid pace at which malware evolves,

new malware emerges, and novel attacks techniques are utilised by it, these

datasets are no longer sufficient to train or evaluate modern systems. However

obtaining new datasets is not a trivial exercise since network traffic contains

confidential and sensitive data, which an organisation may not want to share.

Even if such data is shared, there are usually restrictions on its publication to

preserve privacy. Lastly, datasets of such high volume are also often unlabelled

and lack ground truth data, which makes system evaluation much harder.

Network-based intrusion detection systems that utilise machine learning for

malware analysis, have used a wide variety of algorithmic approaches—these include

Decision Trees [99, 170, 132], Naive Bayes [139, 12, 58], Rule Induction [154, 85],

Neural Networks [157, 29, 200], Support Vector Machines [63, 82], Genetic Algo-

rithms [81, 91], Fuzzy Logic [174], Data Mining [106], Random Forests [59, 203].

These ML-based techniques can be used in a multitude of ways to improve

intrusion detection over a network. Yin et al. [200] propose one such system that

uses Recurrent Neural Networks (RNNs) for network intrusion detection. Their

system is able to achieve high accuracy in both binary (separating malicious traffic

from benign traffic) and multi-class classification settings (identifying types of

malicious attack traffic, along with benign traffic). They compare their approach

with traditional classification approaches (such as J48, Naive Bayes, Random Forests)

and find that their system has a higher accuracy and detection rate, with a low

false-positive rate. Hence their model is capable of both identifying an intrusion

and recognising the type of intrusion more accurately.

Zheng et al. [205] on the other hand tackle another challenge—accurately

identifying benign network traffic and behaviour. As discussed above, the variability
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of benign traffic is a hard problem for ML-based NIDS. For instance, a sample

not marked as malicious does not necessarily imply it is benign—it may contain

untrained malicious network traffic that the classifier has not learned to identify

yet. Proceeding by assuming otherwise leads to an intrusion detection system with

a high false-negative rate. The authors propose a system that leverages differences

between the properties of benign and malicious traffic (such as the amount of

inbound/outbound traffic, connected devices, and communication frequency) to

extract features from TLS communication channels. These features are then used

to train a clustering model based on the DBSCAN algorithm, that can accurately

identify benign traffic. They find that their method outperforms other approaches

in terms of processing efficiency, and is much more reliable for mining benign

TLS channels.

Shibahara et al. [165] use ML-based techniques to determine whether dynamic

analysis of a sample should be suspended on the basis of network behaviour.

Typically a malware sample is analysed in an IDS for a short period of time to

identify key behavioural or structural properties that can be used for malware

detection. The short duration though does not guarantee that the sample will

showcase all of its malicious behaviour in that period. Conversely, every sample

cannot be analysed for a long duration if an IDS has to be effective in a real-world

setting. Hence the authors propose a method to increase the efficiency of dynamic

analysis by suspending the analysis when the malware stops its activities. They do

this by leveraging two common characteristics of malware communication—change

in communication purpose and the common latent function. To this end, they

focus on the similarity of data structure between malware communications and

natural language. They use an RNN to model these features and obtain a decision

as to whether analysis should be suspended or not. Their experiments show that

their method reduces analysis time by 67.1% while still maintaining high-coverage

of the URLs tested in their dataset.

However, contrary to the approach we propose later in this thesis, such methods

do not explicitly deploy the extensive domain knowledge that has been gathered
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by cyber security experts over the years (e.g., in the form of TTPs from the

MITRE ATT&CK framework), to create more informative features. Instead such

knowledge is used to either choose the most suitable ML model for the task, or to

select/transform the set of features in the most suitable way.

Despite the availability of a wide range of domain knowledge, so far not many

ML-based approaches have actually exploited it, and the ones that have, did so

for very specific tasks. One such task is to use domain knowledge to create better

feature representations for ML models. An example of such research is the work by

Bartos et al. [20], where the authors create vectorial representations of each network

sample such that they are invariant to: (𝑖) the scaling and shifting of the flow-level

feature values and, (𝑖𝑖) the permutation of the flows in the sample. They create

such a representation to design a system that is robust with respect to certain

evasion techniques, such as the change in inter-arrival time between malicious flows.

Each vectorial representation is then passed to a standard Support Vector Machine

(SVM) [46] to distinguish between benign and malicious samples. On the other

hand, research that focuses on anomaly detection, such as [53, 45, 177], computes

the entropy of each captured feature and uses them to create a representation that is

passed on to ML models. The intuition behind this approach is that significant traffic

anomalies will cause changes in the distribution of the observable traffic behaviour

(e.g., connections to IP addresses or ports), and hence will be reflected in the entropy

of the features. Even if the basic intuition behind the feature representation is

the same, the actual implementation varies and, further, the models used in these

works are different: (𝑖) Do et al. [53] use a Deep Neural Network (DNN) trained in

a supervised fashion to distinguish among benign traffic, DDos attacks, PortScan

attacks, P2P DoS attacks and network scan attacks, (𝑖𝑖) Cordero et al. [45] use

another DNN, though trained in an unsupervised fashion, to create a normality

model of network flows, which is then used to identify DDoS resource exhaustion

attacks and SYN port profiling attacks, while (𝑖𝑖𝑖) Tellenbach et al. [177] first

detect an anomaly and then uses a SVM to classify its type.
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Other research simply uses the domain knowledge to select the best subset of

features for the task at hand. Among these, one such example is the work by

Bekerman et al. [24], in which the authors select 972 behavioural features across

all network layers (except the physical layer) and three different protocols (DNS,

HTTP, and SSL). The choice of these particular protocols was justified by the fact

that they are the most commonly used application layer protocols, and subnetworks

use well-configured firewalls that block connection to/from unknown protocols,

alongside ports and application layer protocols that are not in the scope of the

organisational policy. While Bekerman et al. explore the importance of gathering

features from different networks layers and protocols, Feng et al. [61] argue for the

exploitation of both static features (i.e., features that can be extracted by unpacking

or disassembling the software without running it) and network level features. They

focus on the detection of Android malware and argue that additionally using static

features can be beneficial, since attackers nowadays use powerful code obfuscation

and repackaging techniques to conceal their behaviour and evade detection.

Finally, with the advent of deep learning, many works now use the available

domain knowledge to choose the most suitable topology of neural networks to

apply to the task. For instance, Piskozub et al. [148] try to distinguish benign and

malicious flows on a network, and, if the flow is malicious, they then try to classify

the type and family of the malware. To this end, their neural model consists of:

(𝑖) a denoising auto-encoder, which creates a vectorial representation of the set of

flows passed as input, and (𝑖𝑖) a cascade of feed-forward neural network models,

each in charge of a different level of classification (i.e., the first model decides

whether the flows is malicious or benign, the second one classifies the malware

type, and the third one classifies the malware family).

Given the extensive literature on the topic of malware detection on networks

using ML models, we give a summary of it in Table 2.1, while for a more generic

overview of the methods that have been developed for malware detection and

classification we refer to the surveys [8, 15, 89].



ML Method Work Features Target Class Domain
Log. Regression Bapat et al. [19] Global statistic of sample (e.g., mean+std of flow duration) Malware
AdaBoost Khan et al. [92] URL Malware

Decision Tree Wang et al. [188] HTTP request features and TCP flow features Malware + Family
Bekerman [24] Features from protocols: HTTP, SSL, DNS, TCP, IP, UDP Malware + Family

SVM
Bartos et al. [20] Vectorial representation of sample Malware Sample
Huang et al. [83] URL Phishing
Tellenbach et al. [177] Entropy of network flow features Anomaly + Anomaly Type

Random Forest
Soska et al. [169] Content of Web pages Infected Websites
Bilge et al. [26] Flow size, time Botnets
Bekerman [24] Features from protocols: HTTP, SSL, DNS, TCP, IP, UDP Malware + Family

DNN

Piskozub et al. [148] Network flow features Malicious Flows + Malware Family
Feng et al. [61] Static features + Meta information for each packet Malware + Category + Family
Wang et al. [189] URL Malware
Do et al. [53] Entropy of network flow features Benign, DDoS, PortScan, P2P DoS, Net Scan
Cordero et al. [45] Entropy of network flow features Anomaly

XGBoost Dhaliwal et al. [51] Network-level + Host-level features Anomaly
Bhattacharya et al. [25] Network-level + Host-level features Attack Type

All of the above Ours Vectorial representation of sample + TTP-based features Malware

Table 2.1: Overview of the existing state-of-the-art approaches focusing on classification of malicious traffic on networks.
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2.3.4 Graph-based Approaches

A graph-based approach to malware detection and classification is another technique

used in intrusion detection systems. Graphs are a useful method to represent

complex data and map dependencies between distinct entities. In the context of

malware analysis, they provide an effective means of representing the inherent

structure, properties, or behaviour of malware samples. Graph-based approaches

are also suited to the cybersecurity domain since they allow for fast retrieval

of data, and their ability to attach contextual information to data allows for a

more grounded inference [11]. Graph-based methods have been used widely in

malware research literature to detect, classify, and mitigate malware. These include

techniques used in both static and dynamic analysis systems, such as control-flow

graphs [101, 27, 97, 39], system calls [4, 7, 42], and taint analysis [201].

Graph-based approaches have also been proposed for network-based malware

detection and classification. For instance, Nari and Ghorbani [132] propose an

automated malware classification system based on the network behaviour of malware

samples. Their system represents network behaviour as high-level behavioural

profiles that contain communication information such as IP addresses, ports numbers,

protocols, and dependencies between network activities. These profiles are then

modelled as graphs, and classified into their respective malware families based

on a set of graph features.

Another technique is proposed by Milajerdi et al. [123] in their malware detection

system, HOLMES. It focuses specifically on detecting Advanced Persistent Threats

(APTs) in real-time by correlating tactics, techniques, and procedures (TTPs) that

are used to execute various stages of an APT campaign. It also generates a high-

level scenario graph (HSG) that summarises the attacker’s actions in real-time,

and can be used by a human analyst for a proactive response. The nodes of this

HSG correspond to TTPs and the edges represent information flows between the

entities involved in the TTPs. The structuring of all this information within the

HSG is what allows HOLMES to detect APTs with a high degree of confidence.
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Other graph-based approaches to this problem include Hercule, an automated

multi-stage log-based APT attack detection system. Taking inspiration from graph

analytics research in social network analysis, their system models multi-stage

intrusion detection as a community discovery problem. They correlate entries across

multiple lightweight logs to build multi-dimensional weighted graphs, and use them

to detect “attack communities” embedded within them. In a similar vein, Peng et

al. [144] build a malicious domain detection system using graph-based approaches.

Milajerdi et al. [122] propose an APT attack detection system called ProPatrol,

that uses high-level attack graphs created from kernel audit logs. They leverage

the structure of malware communications to improve attack detection, identify

true dependencies, and quickly pinpoint the root-cause of attacks. Liu et al. [110]

propose a heterogeneous graph embedding based modularised system called log2vec

that can be used for APT and insider-threat detection. It maps logs entries into

a heterogeneous graph, and uses graph-embeddings to represent log entries as

low-dimensional vectors. This vectorisation allows it to compare actions directly

and detect anomalies. Hence, their system is not only able to identify malicious

activities, but it also clusters log entries into malicious and benign groups.

More generally, network-based intrusion detection has also been modelled as a

graph-theoretic problem. For instance, Najafi et al. [131] suggest modelling threat

detection in Security Information and Event Management (SIEM) environments

as a large-scale graph inference problem. They create a SIEM-based knowledge

graph that can map the relationships between entities observed in proxy and DNS

logs, and is enriched with related open source intelligence (OSINT) and cyber

threat intelligence (CTI). Finally, they propose MalRank, a graph-based inference

algorithm that can infer the maliciousness of a node based on its associations to other

entities in the knowledge graph. They find that this system has a high detection

rate that outperforms its predecessors in both efficiency and accuracy, and can

detect previously unknown malicious entities. Another graph-based threat analysis

technique was suggested by Shu et al. [166]—they proposed a threat intelligence

graph model that could be queried by analysts for the explicit purpose of threat
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hunting. Other approaches include the kind proposed by Chau et al. [33] where

they model malware detection as a large-scale graph mining and inference task.

Nodes in this graph are a representation of users and files, while an edge indicates

a particular file being present on a user’s machine. The key idea behind their

approach to identifying malware is locating files with low reputation. Their system

computes file reputation using their Polonium algorithm, which is a fast and scalable

implementation of Belief Propagation. They evaluate their method on a very large

dataset containing nearly a billion nodes and roughly 37 billion edges, and find a high

true positive rate (85%) alongside a low false-positive rate (1%)—thus demonstrating

its feasibility as a scalable and accurate graph-based malware detection system.

2.4 Malware Classification

Malware classification is the process of identifying the group or family of malware

that a particular malware sample belongs to. This includes identifying polymorphic

or metamorphic versions of a given malware, and recognising new variants of

malware based on existing malware. Unlike malware detection, where the structure

of the malware may vary but the behaviour is usually consistent, malware behaviour

in this case can be similar but not exactly the same when identifying members

of a common malware family. Consequently, this is a step that takes place after

malware detection and is focused solely on categorising software that is recognised

as being malicious. There are a number of reasons why malware classification is

useful and important in curbing the effect of malware. These include:

1. Quickly identifying the capabilities of a malware samples based on the

properties of the malware in its family. When dealing with malware, being able

to respond rapidly and effectively is critical to ensuring the safety of a system

or network. Hence, by being able to leverage the previously acquired knowledge

about a given malware family, a malware analyst can limit the effectiveness

of the malware, curb the spread by blocking known propagation mechanisms

and infection vectors, and deploy previously-tested countermeasures against
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it. This rapid response is entirely a feature of recognising a certain malware

profile and countering it based on previous knowledge, without having to

analyse it first.

2. Determining new and unseen types of malware. By being able to identify

those malware samples that do not belong to a known family type, analysts

can focus their attention on analysing a new threat. This enables them to

assess the capabilities and potential damage of the newly discovered sample,

prioritise the threats posed by this malware, and consequently lead to the

development of effective mitigation mechanisms for it [18]. This allows for a

more effective incident response procedure, regardless of whether the threat is

novel or previously-seen, thus resulting in a quicker remediation process.

3. Understanding the evolution of malware families. Grouping malware samples

into families based on their specific characteristics and behaviours allows mal-

ware analysts to understand how this malware has evolved over time. This can

be useful for gaining insight into the world of malware development—why is a

particular malware still popular and active, what kind of infection mechanisms

have been utilised by it over time, what are the kinds of vulnerabilities being

exploited to launch an attack?

A number of classification techniques have been proposed to accurately and

efficiently classify groups of similar malware together. In this section, we shall

concentrate on classification methods for network-based malware analysis. A

more comprehensive collection of malware classification techniques can be found

in survey papers, such as the ones authored by Egele et al.[56], Gandotra et

al. [67], or Ucci et al. [181].

One classification technique is based on the idea of observing malware’s network

traffic in an isolated environment to analyse potentially malicious behaviour. Rossow

et al. [155] propose such a system, called Sandnet, which is capable of analysing

network behaviour for long periods of time (in the order of an hour) and generating

a comprehensive overview of malware network activities. This was unlike other
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dynamic malware analysis tools such as Anubis [22, 23] and CWSandbox [192],

which provide only basic network statistics about analysed malware, and have short

analysis periods (in the order of a few minutes). Their system enables them to

view the kinds of network protocols being used by malware currently, and then

provide an in-depth analysis for protocols that are deemed important or popular

(DNS and HTTP in the case of their dataset).

Another classification technique is based on the idea of clustering malware

samples based on the similarities of their network behaviour. These techniques

leverage the fact that network-level activities of malware display distinct behaviours,

and can uniquely provide specific insights that can be used to detect, classify, and

mitigate malware [155]. Several clustering-based classification techniques [152, 132,

145, 146, 31] have been proposed that classify malware based on their network

activity. One such approach was proposed by Perdisci et al. [145] which focuses

specifically on HTTP-based malware. Their system clusters samples based on the

structural similarity of HTTP traffic generated by malware. Their network-level

analysis based on this system is able to reveal similarities between malware samples

that may not be captured by current system-level behavioural clustering systems. A

similar approach is adopted by Rafique and Caballero [152]—their system, FIRMA,

clusters malware binaries into families and generates a set of network signatures for

each family. Unlike previous methods, their system is capable of producing network

signatures for malware using any network protocol. Cavallaro et al.[31] propose

another clustering-based technique that can classify malware based on payload-

agnostic network behaviour. Their system monitors network traffic, summarises it

into a set of flows, and then clusters them hierarchically on the basis of a given set

of network features and periodic behaviour exhibited by malware. Their approach

has several advantages: it can handle encrypted traffic since it does not inspect

traffic content, it does not require observing noisy behaviour, and it has a low

false-positive rate. These properties make their network behaviour detection models

ideally suited for deployment in a real-world settings.
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Another popular technique that is used for classification on the basis of network-

level behaviour is using n-gram analysis. This is a widely-used method in host-based

static and dynamic analysis systems, and several techniques [193, 127, 120, 10] have

been proposed that leverage n-grams at the network level. Wressnegger et al. [193]

analyse n-gram models used in intrusion detection systems. Through their analysis,

they develop criteria to help ascertain whether some network data is better suited

for either classification or anomaly-detection using n-gram models. Mohaisen et

al. [127] propose Chatter, a malware classification system that leverages the order

in which high-level system events occur. It captures and analyses these order-based

features of network communications using n-grams. Their experiments show an 80%

accuracy when dealing with a dataset containing 3 malware families, which increases

to 95% when combined with a baseline classifier of non-ordered features. Mekky

et al. [120] propose a supervised machine learning based system that can classify

malware by observing the mixed network traffic of an infected host. They use n-gram

frequencies as features in their classifier in order to preserve the order of network

events. This system differs from Chatter because it uses coarse-grained network

events instead of the fine-grained events utilised by Chatter. Secondly, it separates

network traffic into malware and background traffic using Independent Component

Analysis (ICA) [44], whereas Chatter assumes that only clean malware traffic is

being used. These techniques improve the performance of this system’s classifier

to roughly 95%, a significant improvement over existing systems. AlAhmadi and

Martinovic [10] proposed MalClassifier, a network traffic based malware classification

system that uses n-gram analysis for network flow sequence mining. It uses n-grams

to sort network flows into groups of n consecutive flows (or n-flows), which are

then used as features to train a supervised model that can classify unseen n-flows

into a given malware family. Their system improves on previous research by using

non-payload features (and hence being resilient to encrypted traffic), adapting to

malware behaviour changes, analysing malware without the need of a sandbox, and

being protocol independent. This system design enables MalClassifier to achieve

an F1-score of 96% for family classification in their dataset.
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3.1 Introduction

As we have seen in the previous chapter, the capabilities and sophistication of

malware authors has increased greatly in recent decades and novel attacks are

continuously being developed. According to the 2021 Data Breach Investigation

Report by Verizon, nearly 20% of data breaches are a result of system intrusions, of

which over 80% are due to malware [21]. This, in conjunction with the increasing

42
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number of networked devices, has made it commensurately harder to defend both

networks and devices from malicious attacks. To keep up with these rapidly

evolving threats, more and more sophisticated malware detection systems are being

designed, many of which are based on machine learning (see, e.g. [105, 69, 164]).

Though such systems attain impressive results, they are often conceived having

effectiveness as the main, if not only, requirement. As a result, the effectiveness

of such systems, especially when based on deep learning models, often comes with

(𝑖) poor extensibility, being monolithic systems they are very difficult to adapt

and/or extend to other settings, and (𝑖𝑖) poor explainability, since it is not possible

for humans to understand the reasons behind the model’s predictions, and also

given their poor interpretability, this due to their inner complexity which makes it

impossible to link the result of detection with its root cause. This is unfortunate:

extensibility, explainability, and interpretability are important properties of any

system in general, and in particular in the field of cyber security. Indeed, malware

detection systems need to be continuously updated in order to deal with novel

attacks, which, when detected, often need to be further analysed and inspected

by domain experts (see also [16]). Despite this, systems for malware detection are

usually not designed to be extensible, and the vast majority of them are neither

explainable nor interpretable.

In this chapter we show how it is possible to design an extensible and explainable

yet effective network-based malware detection system. This system, called RADAR,

(𝑖) maintains an internal graph-based representation of the network in order to

effectively reason about the network traffic generated by a given malicious/benign

sample (hereby referred to as just sample), (𝑖𝑖) exploits TTPs from the industry-

standard MITRE ATT&CK framework which describes post-compromise adversarial

behaviour, to unequivocally identify and classify the potential malicious network

flows exhibited by each sample, (𝑖𝑖𝑖) utilises a dedicated decision tree for each

TTP to label each network flow as potentially malicious, and, (𝑖𝑣) combines the

results obtained for the different TTPs in order to finally label each sample as either

benign or malicious. As a result, it is relatively easy to extend the system with
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new components for detecting novel malicious behaviour using an updated set of

TTPs, and/or modify existing components in order to broaden their capabilities

using a combination of existing TTPs. Further, thanks to the joint use of TTPs

and decision trees, RADAR is both an explainable and interpretable system, being

able to output in human-understandable terms: (𝑖) which high-level TTPs (and not

just the low-level features) are being used in the detected malicious sample, and

(𝑖𝑖) why a given sample has been labelled as malicious. Additionally, the internal

graph-based representation of the network, together with the exploitation of TTPs,

provide the means to give valuable aid to system analysts in their evaluation of

the reported malicious activity.

We evaluate RADAR on a very large dataset comprising of 2,286,907 malicious

and benign samples, representing a total of 84,792,452 network flows. The experi-

mental analysis confirms that the proposed methodology can be effectively exploited:

RADAR’s ability to detect malware is comparable to other state-of-the-art systems’

capabilities, as reported in the literature (see, e.g., [112]). For instance, RADAR’s

performance as judged by an AUC score of 0.87 is similar to what has been reported

in the very recent paper by Dyrmishi et al. [54]. To the best of our knowledge,

RADAR is the first TTP-based system for malware detection that uses machine

learning while also being extensible and explainable.

The rest of the chapter is structured as follows. Section 3.2 provides a detailed

description of the RADAR design, while also presenting some of the technological

hypotheses and choices that guided its implementation. RADAR is then evaluated

in Section 3.3 according to different metrics and in various settings. Section 3.4

contains a discussion about the results of the development and testing of RADAR.

Section 3.5 compares our system to relevant related work. We end the chapter with

a section on the conclusions from designing and evaluating such a system.
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Figure 3.1: RADAR system overview.

3.2 System design

RADAR is a system for network traffic analysis and malware detection, designed

to be both extensible and explainable. Extensibility is a well known software

engineering and systems design principle that enables future growth and adaptation.

In the field of cyber security, and malware analysis in particular, extensibility is

a necessary criterion to design systems that can adapt in the face of novel and

constantly-evolving attacks. Explainability has recently emerged as an important

requirement for ML and AI systems. As stated in [78], explainability is essential for

users to effectively understand, trust, and manage powerful artificial intelligence

applications in every application domain, including cyber security (see, e.g., [16, 30]).

Explainability calls for producing high-level outputs which can be rooted back to

the inputs, i.e., for exploiting ML interpretable models for the classification of

malicious activities. With such goals, RADAR has been designed to

1. be extensible, given its modular software architecture in which different TTPs

are detected and classified by different ML engines, each of which can be

easily extended and/or modified independently from the others, and

2. provide high-level explanations, given its ability to classify malicious activity

using TTPs from the industry-standard MITRE ATT&CK framework, and

its use of interpretable decision trees for this classification.
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RADAR’s data pipeline is designed to be able to take arbitrary network packet

captures corresponding to a sample as input, and output:

1. the relevant matching TTPs for that sample, and

2. a prediction as to whether the sample is malicious.

This enables RADAR to be employed as a ‘plug-and-play’ technology wherein a

packet capture can be sliced from a larger flow of network traffic and analysed. To

further facilitate integrating RADAR into existing security infrastructures, it has

been designed and implemented to also satisfy the following requirements:

1. Be lightweight and as efficient as possible to enable the storage and possible

retention of large amounts of data.

2. Be content agnostic, i.e., be based only on the analysis of the metadata, thus

also working on encrypted data payloads and not violating possible privacy

regulations that would otherwise limit the applicability of the system.

3. Have the ability to analyse arbitrary network captures, e.g., independent of

traffic type, protocol, or network topology.

The components of RADAR include an Ingestion Processing System that

constructs a graph database of malware samples, a TTP Detection Engine based

on the MITRE ATT&CK framework, and a TTP-based Classification System. We

show an overview of our system architecture in Figure 3.1.

In the following subsections we shall cover each of the system components.

3.2.1 Data Ingestion and Graph Construction

The first stage in our data pipeline is the Ingestion Processing System that takes

as input network traffic captures (PCAPs), and processes them into a format that

is suitable for graph construction. The possible data formats to implement the

processing of packet captures broadly fall in one of the following three categories:



3. Extensible and Explainable Malware Detection using TTPs 47

1. PCAPs. PCAPs contain the most granular level of detail with regards to

extracting meaningful information. Given that our system input format is

already PCAP, this would reduce one layer of processing and increase system

efficiency. However, since these are raw network captures, these are large

files that contain a lot of information, not all of which is required by our

system. As a result, storage costs are likely to be higher and processing times

per file would increase. In addition, PCAPs contain complete packet dumps,

including data payloads and all other metadata, which could potentially cause

ethical, legal, and privacy issues.

2. NetFlows. NetFlows have also been used in a number of different existing

solutions for network traffic analysis, as well as academic papers [26, 74].

Many Security Operations Centres (SOCs) also use NetFlows for the purpose

of network traffic analysis. Their key limitation is the lack of detail about the

underlying data. NetFlows are only able to store basic information (Egress

and Ingress port, protocol, and interface) about the network traffic. Due to

the lack of information available from these flows, the analysis that can be

performed on them is more shallow. This lack of data means that the storage

of NetFlows is compact—it also means that the processing is faster than on

comparable storage formats. Additionally, they are privacy-preserving since

they do not contain any data payloads and rely mostly on metadata.

3. Network logs. Network logs, like those generated by Zeek, are somewhere

between PCAPs and NetFlows in terms of the granularity of data they contain.

Zeek in particular has been used in academic research and existing solutions

to detect malware, including the extraction of MITRE ATT&CK techniques.

These logs are not comparable to PCAPs in terms of precision, but contain

more information than a typical NetFlow while maintaining some of the

storage and performance benefits. They are also content agnostic and thus

preserve the privacy of the underlying network communications. However,

these logs are typically application-specific and hence have no standard format.
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Field Property
Flow Hash The hash associated with each unique flow.
Sample Hash The hash of the sample from which the flow is

derived.
Unique ID A unique ID associated with each flow.
Dataset The dataset to which a flow belongs.
Source Port The port from which the flow originates.
Destination Port The port on which the flow connects to.
Start time, end time Flow start or end time.
Duration Flow duration in seconds.
Protocol IP protocol identifier in decimal format.
Entropy The Shannon Entropy for the flow payload.
Applabel The application label, as identified by YAF.
Source IP, Dest. IP Source and destination IPv4/IPv6 address.
Type, Code ICMP type or code in decimal format.
Isn, Risn Forward or reverse TCP sequence number.
Flags 4 properties representing various TCP flags.
Tag, Rtag 802.1q VLAN tag in forward/reverse direction of

flow.
Pkt, Rpkt No. of packets in forward/reverse direction of flow.
Oct, Roct No. of bytes in forward/reverse direction of flow.
RTT Round-trip time estimate in milliseconds.
End-reason Reason for termination of flow.

Table 3.1: Flow properties.

Additionally, they are wholly dependent on the application that generates

them (e.g. Zeek), which forces the introduction of the corresponding software

that creates these logs into the overall system pipeline, which may not be

desirable from the perspective of security or flexibility.

Among the above network data formats, we selected NetFlows which rely

solely on metadata, thus meeting the requirements of being content-agnostic and

lightweight. In particular, we opted for a specific type of NetFlow, Yet Another

Flowmeter (YAF) [86]. YAF generates bidirectional flows in IPFIX standard [43],

which is based on the Cisco NetFlow V9 export protocol. Our primary motivation

for selecting YAF is that it is designed for high performance and scalability across

large networks. By design, it also takes into consideration the balance between

capturing information and maintaining privacy on the network, and takes a hybrid
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approach between typical NetFlows and PCAPs. It is also more feature-rich than

the typical NetFlow or network log, since it contains support for functionality

such as application labelling (i.e., port independent protocol checking) and entropy

analysis (to determine if traffic is encrypted or compressed). The complete list of

features, including those extracted using YAF, are presented in Table 3.1.

As can be seen from the table, these features are a combination of properties that

we can extract from YAF (such as IPs, ports, and protocol) and custom features

(such as flow hash, sample hash, and UID) that enable us to analyse a sample at

different levels of granularity. For instance, a flow hash is computed on the basis

of certain key values of a flow [flow_hash: hash(src_ip, dest_ip, src_port,

dest_port, protocol)], and is not necessarily unique in the larger set of flows,

whereas UID is unique per flow by design. Combined with the sample hash, this

allows us to track similar flows and unique flows of interest, both within a given

sample and in completely separate malware samples. This variation in granularity

and aggregation helps make our TTP detection engine more robust in identifying

sequences of flows that represent malicious behaviour.

Having selected and created the relevant features for our network traffic, we then

map them into a graph, which represents the network traffic we want to analyse.

Formally, we create an annotated graph 𝐺 = (𝑉, 𝐴, 𝐸), where:

• 𝑉 is the set of vertices. Each vertex represents a host and is uniquely identified

by its IP address in the network traffic.

• 𝐴 is the set of edge annotations. Each annotation corresponds to an instanti-

ation of the set of properties listed in Table 3.1.

• 𝐸 ⊆ 𝑉 ×𝑉 → 𝐴 is the set of directed edges. Each edge corresponds to a flow

between the two hosts.

Figure 3.2 highlights this graph schema with the help of an example set of

flows from a given sample. We choose this generalised form of graph entities and

relationships precisely because it is applicable to all network traffic, and makes
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Figure 3.2: Graph schema for network traffic.

writing TTP detection logic independent of network protocol and packet formats.

Having a universal form of expressing network data is also much more desirable

from the perspective of easily extending and integrating the system.

We express the graph schema explained above in our system using the Neo4j

Graph Database [133], which we can query using the Cypher query language.

Features from the network captures are collated and processed together in a format

that conforms with our schema. Subsequently, all flows associated with a given

malware sample are inserted in this form into our graph database, at which point

they can be analysed. The analysis of the data in the database takes advantage

of its graph structure when querying the underlying network traffic to detect

various host and flow configurations. We demonstrate this point by means of a

simple example presented below.
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Example 3.2.1 Let 𝑀 be the number of flows in our dataset and 𝑑 be the maximum

out-degree among all the nodes. Suppose that we want to determine for a given

sample, the total number of hosts 𝑎 that when communicating with another host 𝑏,

also result in 𝑏 establishing a connection with another host 𝑐.

This network traffic is represented as a graph in RADAR, and using a Cypher-based

notation, we write a query for this graph as follows:

MATCH (a:Host)-[f1:Flow]->(b:Host)-[f2:Flow]->(c:Host)

WHERE f1.sample_hash = f2.sample_hash

RETURN COUNT(a, b, c);

The first matching operation for 𝑎 → 𝑏 requires traversing all possible flows, and

has time complexity O(𝑀). The second match operation, 𝑏 → 𝑐, on the other hand

is a constant time operation since only the existence of an outgoing edge from 𝑏

needs to be established. This is repeated at most 𝑑 times, for each of the outgoing

flows from 𝑏. The remaining filtering operations in the WHERE clause operate on a

subset of the remaining flows, and are thus guaranteed to have an upper bound of

O(𝑀). Hence, owing to the graph representation, the overall time complexity of

this query is O(𝑀𝑑).

sample_hash sip dip sp dp flow_hash uid . . .

xyz 10.0.1.10 10.0.1.1 88 80 eg123ya 47def75 . . .
abc 10.0.1.1 10.0.1.2 88 80 fm849ag 09pqr23 . . .
...

...
...

...
...

...
...

Table 3.2: Tabular representation of network traffic data.

Now let us consider the case where the same network traffic data is stored in a

tabular format, such as in a standard relational database (RDB), as shown in

Table 3.2. Each row in the table represents a flow, and each column denotes the

flow properties as described in Table 3.1. Then, using a SQL-based notation, we
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write this query as follows:

SELECT COUNT(DISTINCT ft1.sip)

FROM flow_table AS ft1, flow_table AS ft2

WHERE ft1.sample_hash = ft2.sample_hash AND ft1.dip = ft2.sip;

Here, the Cartesian Product of the table with itself in the FROM clause, results in a

time complexity of O(𝑀2). The overall complexity of the query remains O(𝑀2)

since the subsequent WHERE and SELECT clauses operate on a subset of the result of

the Cartesian Product. □

Operation Visualisation Complexity
(Graph)

Complexity
(RDB)

Detection of all traffic traversing
at least 3 hosts O(𝑀𝑑) O(𝑀2)

Detection of all traffic traversing
at least 𝑘 > 3 hosts

... O(𝑀𝑑𝑘−2) O(𝑀 𝑘−1)

Detection of all bidirectional
flows between 2 hosts O(𝑀𝑑) O(𝑀2)

Detection of all bidirectional
flows traversing 𝑘 > 2 hosts

... O(𝑀𝑑𝑘−1) O(𝑀 𝑘 )

Table 3.3: From left to right: examples of possible operations on network traffic data,
their graph visualisations, time complexity of their associated query if data is represented
as a graph, and time complexity of their associated query if data is represented using a
relational database.

The benefits in query performance in terms of time complexity given by the

graph representation is not limited to the query in Example 3.2.1. This and

other similar operations useful in analysing network traffic data can be generalised

further and the overall benefit of the graph-based modelling can be realised much

more concretely. We present some of these operations, their graph visualisation,

and their graph-based and RDB-based time complexities in Table 3.3. As can

be seen in the table, the graph representation used by RADAR is more efficient

than standard RDB-based modelling.
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Tactics Techniques Malicious Benign Class.
Recon. T1590 - Gather Victim Netw. Inf. 4 4 ✗

Cred.Access T1557.001 - Man-in-the-Middle 7 0 ✗

Discovery T1124 - System Time Discovery 1,645,252 103,461 ✓

T1135 - Network Share Discovery 8224 41 ✓

Lateral
Movement

T1021.001/4 - Remote Services(RDP/SSH) 666 20 ✗

T1550.003 - Use Alt. Auth. Material 241 1 ✗

T1563.001/2 - Rem.Serv.Sess.H.(RDP/SSH) 3 0 ✗

T1570 - Lateral Tool Transfer 1 0 ✗

Command
and

Control

T1071 - Application Layer Protocol 1997 15 ✓

T1090 - Proxy 965 2 ✗

T1105 - Ingress Tool Transfer 938 163 ✓

T1571 - Non-Standard Port 1,970,237 119,501 ✓

Execution T1053 - Scheduled Task/Job 10 5 ✗

Table 3.4: Supported MITRE ATT&CK TTPs. The first column shows the tactical
goals of the adversary. The second column shows the (sub-)techniques used to achieve
them. The third and fourth columns indicate the absolute number of malicious and benign
samples per TTP in our dataset. The last column indicates whether it is feasible to train
a classifier for the given TTP.

3.2.2 TTP Detection

The TTP Detection Engine analyses all flows in the graph database and executes

detection rules on the graph entities and relationships to identify any matching

MITRE ATT&CK technique. The first two columns of Table 3.4 show the complete

list of TTPs that our system currently supports (notice that T1021 and T1563

have two sub-techniques each).

The set of rules utilised by our TTP Detection Engine has been selected being

a good representative of the standard malicious activity carried out on networks,

diverse enough in order to stress the ability of the system to detect different kinds

of attacks. The TTPs we consider broadly falls into two categories:

1. Feature-based detection rules. This type of detection relies on specific

features of the flows described in Table 3.1.

2. Heuristic-based detection rules. This type of detection relies on the

analysis of multiple flows and uses heuristics based on their properties.
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We demonstrate the utility of both types of rules and the specific logic required

with the help of two examples.

Example 3.2.2 For the feature-based rules, we consider the MITRE ATT&CK

technique T1571 (Non-Standard Port). This technique is part of the “Command

and Control” (C&C) tactic and is applicable to the case when a host attempts

to communicate with another host using standard network protocols but on a

non-default port. Malware can attempt such a connection for several reasons—to

communicate using a random port, evade firewall rules blocking certain default

ports, or to find an open port for the purpose of establishing a C&C channel, among

others. In order to detect this technique we rely on the features of the flow the two

hosts use to communicate with each other. Specifically, we compare the network

protocol in the flow with the port(s) used during communication and determine

if these correspond to their defaults. In order to do this, we utilise YAF during

the Ingestion Processing phase to determine the application layer protocol of every

flow independent of the port used. This feature is extracted and stored in our

graph as the flow property applabel. Our detection logic maintains a list of the

50 most popular application layer protocols and their corresponding default ports,

and compares these to the features of applabel and port present in every flow. A

mismatch between these features is a positive match for T1571.
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Figure 3.3: Distribution of flows with a varying threshold of packet outflow/inflow ratio,
with a logarithmic Y axis.
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Example 3.2.3 For the heuristic-based rules, we consider the MITRE ATT&CK

technique T1071 (Application Layer Protocol). This technique is also part of the

C&C tactic, and is applicable when an application layer protocol is used to hide

malicious traffic. Specifically, we attempt to identify this technique by classifying

flows as anomalous on the basis of their incoming and outgoing traffic relative to

other flows. For each malware sample, we isolate its flows and establish a mean

packet outflow to packet inflow ratio through their directed edges, and determine a

unique baseline for each sample. Then by defining a threshold over which there is

far more data egress than ingress as compared to the baseline, we identify flows and

hosts that are potentially communicating via a C&C channel or exfiltrating data

from the network. Figure 3.3 shows the distribution of this ratio against a variable

threshold over a subset of our data. This threshold is designed to be dynamically

adjusted based on the distribution of the network traffic and the characteristics of

what is considered “normal” in a given network or environment.

At the end of this process, the system outputs a list of flows and their correspond-

ing TTPs. This information is further aggregated by combining all the flows belong-

ing to the same sample and then passed on to the TTP-based Classification system.

3.2.3 TTP-based Classification System

The TTP-based Classification System checks whether the flows in each sample

exhibit malicious behaviour when compared to other flows matching the same TTP,

and then flags a sample as malicious if “enough” flows exhibit malicious behaviour.

The TTP-based Classification System works at deployment time following the

steps in Figure 3.4.

As shown in the figure, the TTP-based Classification System takes as input:

(𝑖) the flows’ properties (as listed in Table 3.1), and (𝑖𝑖) the TTPs detected in

each flow, as returned by the TTP Detection Engine. Following a “divide-and-

conquer” approach, it consists of one base classifier for each analysed TTP. This

choice allows us to compare the behaviour of each flow with only those flows

that match the same TTPs.
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Figure 3.4: TTP-based Classification System Pipeline

For each flow 𝑓 , we create a vector 𝑥 containing all the features listed in Table 3.1.

Then, 𝑥 is passed to all the base classifiers that have been trained on the flows

that matched the same TTPs as 𝑓 . Thus if, for example, 𝑓 matched TTP𝑖, TTP𝑖+1

and TTP𝑘 (as in the Figure) then 𝑥 will be passed just to the 𝑖th, (𝑖 + 1)th and

𝑘th classifiers. Each of the selected classifiers then independently decides whether

𝑓 presents malicious behaviour when compared to the other flows flagged with

the same TTP. Notice that in general any classifier can be used for this task.

However, in order to preserve the interpretability and explainability of the system,

we opt to use decision trees [196]. Indeed, a decision tree is a transparent model

whose predictions can be easily explained via logic rules. This is not true for most

classifiers (e.g., based on artificial neural networks) which are often completely

opaque models whose predictions are difficult to interpret. As a result of this

choice, it is possible to see exactly which network properties are used to make a

classification decision, and this information can be quite useful to SOC analysts

by helping them triage alerts in a more informed manner.

Once we have the prediction for each flow in the sample, we have to find a

way to aggregate them and decide whether the sample is malicious or not. To

this end, we devise three policies:
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1. P1: the first policy relies on 𝑛𝑡 , the number of unique TTPs matched by

the malicious flows in the sample. If 𝑛𝑡 ≥ 𝜃𝑡 then the sample is considered

malicious. 𝜃𝑡 is a parameter that the user can tune.

2. P2: the second policy relies on 𝑛 𝑓 , the number of malicious flows in the sample.

If 𝑛 𝑓 ≥ 𝜃 𝑓 then the sample is considered malicious. 𝜃 𝑓 is a parameter that

the user can tune.

3. P3: the third policy relies on 𝑝, the percentage of malicious flows in the

sample. If 𝑝 ≥ 𝜃𝑝 then the sample is considered malicious. 𝜃𝑝 is a parameter

that the user can tune.

The first policy, P1, is devised on the ground of the hypothesis that the more unique

TTPs a sample maliciously uses, the more likely it is that the sample is engaged in

malicious activity. However, this policy can become quite strict very quickly, as it

is unlikely that the maliciousness of a sample will increase linearly with the number

of TTPs after a certain point. We thus devise an alternate policy, P2, which is

based on the number of malicious flows in a sample. The benefit of such a policy

is that it does not rely solely on the presence of unique TTPs, and instead takes

into consideration the fact that the overall repeated malicious usage of TTPs might

be a good indicator of the sample’s maliciousness. However, this policy’s reliance

on absolute values makes it susceptible to missing samples with lower numbers of

malicious flows. Hence we devise our third policy, P3, which takes into account

the percentage of malicious flows in the sample. It has similar benefits as P2 by

virtue of utilising the repeated usage of TTPs and not relying solely on the presence

of unique TTPs, however it uses the relative proportion of malicious flows in the

overall sample to determine maliciousness. Notice that integrating other custom

policies is quite straightforward, e.g., assigning different weights to the TTPs and/or

to the multiple uses of the same TTP. Thus, by designing and tuning policies for

specific contexts, further performance gains can be obtained.
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Dataset Samples Flows

Ember Malicious [13] 435,741 26,567,527
MalRec [160] 37,763 12,273,502
MalShare [150] 1,268,923 32,310,907
VirusShare [183] 595,098 12,217,493
Ember Benign [13] 155,432 1,423,023

Total (unique) 2,286,907 84,792,452

Table 3.5: Overview of all the datasets. The first four datasets contain only malicious
samples, while the last one contains only benign samples.

3.3 Evaluation

We take a similar approach to many well-known systems in the literature when

evaluating RADAR, wherein we test our detection capabilities against real-world

malware datasets [142]. In doing so, we use an especially large dataset of network

flows collected from malware samples for testing. We execute our samples within a

Cuckoo sandbox on VirusTotal. All samples are allowed to freely create any network

connections they wish, and the network traces of their actions are collected. Each

sample is executed for two minutes within the Cuckoo sandbox, as research has

shown this is sufficient for observing the majority of a sample’s behaviour [102].

The resultant PCAPs corresponding to each sample are then given as input to

RADAR in order to commence analysis.

Table 3.5 shows the complete list of datasets, along with their properties, that

we use to test our system. Ember is an open dataset of hashes of malicious Windows

executables created as a benchmark for machine learning models. It contains 3

types of hashes: malicious, benign and unlabelled. For our purposes, we utilise

both the malicious hashes (as Ember Malicious) and the benign hashes (as Ember

Benign) in our dataset. MalRec is a small dataset created as a result of a running

malware on a dynamic analysis platform, which was collected over a two-year period.

MalShare is a community-driven open repository of malware samples, which features

over a million hashes, from which the corresponding dataset is derived. Similarly,

VirusShare is a repository that aims to help security researchers analyse selected
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Figure 3.5: Percentage of samples matching various MITRE ATT&CK TTPs across
each dataset, with a logarithmic Y-axis.

strains of malware, and the source of our corresponding dataset. We select these

datasets as they are representative of modern commodity malware and allow for

the reproducibility of results. It is important to note that we do not utilise the

entirety of each dataset in our experiments, since we filter out samples that do

not exhibit any network activity. Overall, we analyse a total of 84,792,452 flows

from 2,286,907 malicious and benign samples.

3.3.1 TTP Extraction
3.3.1.1 Detected TTPs and Significance

We deploy RADAR against the datasets shown in Table 3.5 to detect the TTPs our

system supports. Table 3.4 shows the instances of the various MITRE ATT&CK

TTPs that RADAR is able to detect in both our malicious and benign datasets

and the total number of samples for which the corresponding TTP is detected

in the datasets. As seen in Table 3.4, we are able to detect nearly every type of
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MITRE ATT&CK TTP that RADAR supports in our dataset, though there is

large variance in their frequency. We also analyse the frequency of distinct TTPs

per malware sample in our datasets. We observe that only 8.62% of samples are

using no detectable techniques while for almost all the other samples RADAR is

able to detect 3 or more techniques, indicating that our broad selection of TTPs

is significant being able to identify malicious activity within the vast majority of

malware samples within our datasets.

3.3.1.2 Variance of TTPs Across Datasets

We further explore the distribution of different techniques across all our datasets.

Figure 3.5 shows the percentage of samples matching each MITRE ATT&CK TTP in

every dataset. We find that certain TTPs have a high prevalence in all our datasets

(e.g., T1124 and T1571), while others occur with varying frequency depending on the

specific dataset. These heterogeneous distributions are to be expected since each of

these datasets is from different sources, and indicate that for the best performance,

the system has to be tuned depending on the specific operational context. While the

individual prevalence of certain techniques in our malware datasets shows the unique

composition of the types of malware in each dataset, the frequency of occurrence

of certain techniques in our benign dataset showcases some of the differences

between the TTPs utilised by malicious and benign samples. For instance, T1550

(Use Alternate Authentication Material), T1557 (Man-in-the-Middle), and T1563

(Remote Service Session Hijacking) can be found in the MalShare and VirusShare

datasets, while of these only T1550 is detected in Ember Malicious, while MalRec

contains none of these TTPs. On the other hand for instance, the occurrence of

T1090 (Proxy) is relatively infrequent in the benign dataset when compared to the

malicious datasets. This would logically follow since benign samples are unlikely

to utilise proxy services like Tor as frequently as malware samples.
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3.3.1.3 Malicious Usage of TTPs

Our results highlight that techniques such as T1571 (Non-Standard port), T1124

(System Time Discovery) and T1135 (Network Share Discovery) are the most

frequently occurring across all our malicious datasets. Other techniques used by

malware in significant numbers include T1071 (Application Layer Protocol), T1021

(Remote Services), T1105 (Ingress Tool Transfer), and T1090 (Proxy). Whilst we

discover evidence of other TTPs being used by malware, they are far less prevalent

in their usage, but still indicate usage by a non-negligible amount of samples. The

most commonly occurring TTP in our dataset is T1571 (Non-Standard Port). This

shows a high prevalence of malware making use of ports that are not the default

original source or destination port for a given application protocol. Whilst this

technique has been written about in various papers and threat intelligence reports

by antivirus firms (see, e.g., [176, 152]), our pervasive detection of T1571 in all

the different datasets affirms that this is a technique used by a large variety of

different malware samples ‘in-the-wild’.

3.3.1.4 Benign Usage of TTPs

We also observe a high number of TTPs being detected in our benign dataset.

Specifically, T1571 (Non-Standard Port) and T1124 (System Time Discovery) are by

far the most frequently occurring TTPs in our benign dataset. This is not surprising

considering that benign software can be easily responsible for both these behaviours:

(𝑖) many applications can use non-standard ports to establish connections via

commonly-used protocols (such as connecting via HTTPS on a port other than 443)

and, (𝑖𝑖) several applications rely on having an accurate measure of time (say by

contacting an Network Time Protocol server) to function correctly. This highlights

the challenge of using solely TTPs to determine the maliciousness of a sample.

3.3.2 Classification performance

In this subsection, we evaluate how well RADAR can distinguish between malicious

and benign use of TTPs on the dataset obtained by merging the datasets in Table 3.5.
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3.3.2.1 Experimental Setup

Dataset Creation per TTP. Given our a dataset, we first need to assess whether

enough flows/samples are matching a TTP to train the corresponding classifier.

The results of this analysis are reported in the last column of Table 3.4. If we do not

have enough flows/samples matching a TTP to train the corresponding classifier,

we just classify each flow matching the TTP as malicious, and then we use the

desired policy to conclude whether the sample is malicious or not.

For those TTPs for which training a classifier is feasible (i.e., TTPs: T1071,

T1105, T1124, T1135 and T1571) we then need: (𝑖) a “benign”/“malicious” label for

each flow, and (𝑖𝑖) a training, validation and test set for each classifier. Regarding

the labels, we simply assign a flow the label “malicious” (resp. “benign”) if the

sample to which it belongs is malicious (resp. benign). Regarding the creation of

the datasets splits, we need to make sure that: (𝑖) flows from the same sample do

not belong to different splits, (𝑖𝑖) flows matching multiple TTPs belong to the same

split for the different classifiers. To achieve the above we perform two steps. Firstly,

we split the dataset obtained as the union of the datasets in Table 3.5 in train,

validation and test sets, such that: the train set contains 60% of the samples, the

validation set 10% of the samples, and the test set 30% of the samples. Secondly,

for each flow 𝑓 in the training set and for each TTP 𝑇 , we check whether 𝑓 matched

𝑇 , and if that is the case, then 𝑓 is added to the training set of the classifier for the

TTP 𝑇 . The same procedure is then repeated for all the flows in the validation and

test set. This ensures that the splits for each classifier retain the desired properties.

Pre-processing. One of the advantages of decision trees is that they do not

require much data pre-processing. We thus need to perform only two steps: (𝑖)

discard those features that we know a priori will not help the classification, and

(𝑖𝑖) transform all the non-numerical features to numerical ones.

Regarding the first step, we drop the features “Flow Hash”, “Sample Hash” and

“Unique ID” as they are simply identifiers of the flows and/or samples. We also

drop the feature “Dataset” in order to avoid the decision trees to incorrectly learn
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to classify flows on the ground of which dataset they are drawn from. Then, we

drop the features “Source IP”, “Start Time”, “End Time” because the samples

are executed in a sandbox, and thus, while they might be useful in practice, in

our dataset they carry no useful information. Finally, we also drop the features

“Isn” and “Risn” as they are categorical features with too many unique values

(63,796 and 8,229,092, respectively).

Regarding the second step, the features “End-reason”, “Protocol”, and the four

features representing the TCP flags are made of categorical values, and thus we

transform them in one-hot encoded vectors. Different considerations are taken for

the feature “Destination IP”, for which we want to retain the ordinal information

inherent of IP addresses. Thus, each IP address is mapped to a 32-bit integer in

the following way: given an IP address 𝑤.𝑥.𝑦.𝑧, the final dip feature is given by:

(𝑤 × 2563) + (𝑥 × 2562) + (𝑦 × 2561) + (𝑧 × 2560).

Decision Tree Training. Each decision tree is then trained on the training set

of the relevant TTP by maximising the Gini gain at each splitting step. In order

to alleviate the imbalance problem across our malicious and benign datasets, we

associate weights to each of the two classes that are inversely proportional to the

class frequency in the training set. Further, for each decision tree associated to a

TTP, we optimise two hyper-parameters: (𝑖) the maximum depth of the decision

tree, and (𝑖𝑖) the minimum number of samples in each leaf. For the maximum depth

we try all the possible depths between 1 and 50, together with the option of not

setting a maximum depth at all, while for the minimum number of samples we test

values 1, 100 and 1,000. For each TTP, we then return the hyper-parameters that

achieved the highest F1-score for the given TTP on the validation set. While any

other metric can be chosen, we pick F1-score in order to strike a balance between

precision and recall (i.e., true positive rate). To ensure the reproducibility and

robustness of our results, we initialise the training of each of our decision trees

with five different random states, and then subsequently proceed with validation

and testing for each state. The random state parameter controls the randomness

of the decision tree. We average out the results from each random state for every
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decision tree and report only the averaged values going forth. We also compute

95% confidence intervals for each metric, however we do not plot these intervals as

the range of the standard deviations is quite small. Indeed, the maximum standard

deviation we register across all policies and thresholds is equal to 1.1 × 10−4, thus

indicating the stability of our models.

3.3.2.2 Comparison of Different Aggregation Policies

The first analysis we conduct is a comparison of the different aggregation policies

described in Section 3.2.3, considering 5 metrics: (𝑖) accuracy, (𝑖𝑖) precision, (𝑖𝑖𝑖)

true positive rate, (𝑖𝑣) false positive rate, and (𝑣) F1-score. Each of these metric is

necessary to better understand the capabilities of the system and to tune the policy

parameters as necessary. For example, choosing a higher threshold will probably

minimise the false positive rate, however, it is equally important to understand

the impact this will have on the true positive rate. In Figure 3.6/left we plot the

performance of each of the policies according to the listed metrics while varying

the decision thresholds. As we can see from Figure 3.6/left/top, P1 has good

performance for low 𝜃𝑡 (i.e., 𝜃𝑡 = 1 and 𝜃𝑡 = 2), however, as expected, it soon

becomes too strict and its true positive rate drops below 0.01 for 𝜃𝑡 = 3. On the

other hand, as we can see from Figure 3.6/left/middle and Figure 3.6/left/bottom,

this does not happen for either P2 or P3. Further, we observe that all the policies

start at almost the same values for our metrics (notice that P1 and P2 are equivalent

for 𝜃𝑡 = 𝜃 𝑓 = 1), but then different policies guarantee different levels of sensitivity

when tuning their respective parameters, with P3 presenting the smoothest trend.

3.3.2.3 Comparison with Exclusively TTP-based Approach

The second analysis we conduct is to evaluate the need of the decision trees. To

this end, we compare the results obtained by RADAR with Rule Based RADAR

(RB-RADAR), which is RADAR without the TTP-based classification system.

Exactly like RADAR, RB-RADAR is able to match each flow to the TTPs listed

in Table 3.4. However, instead of using decision trees, RB-RADAR considers

each flow matching at least one TTP as malicious. Then, in order to conclude
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Figure 3.6: RADAR’s (left figures) and RB-RADAR’s (right figures) performances when
using the 3 aggregation policies P1 (top), P2 (middle) and P3 (bottom) while varying the
user defined threshold.
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whether a sample is malicious or not, it uses the same 3 policies—P1, P2, P3—as

RADAR. For this analysis we use all the same metrics as before, and we plot

the results in Figure 3.6/right.

Firstly, we notice that for 𝜃𝑡 = 𝜃 𝑓 = 𝜃𝑝 = 1, RB-RADAR achieves not only

high accuracy, precision, true positive rate, and F1-score, but also a very high false

positive rate (nearly 0.8). In contrast, for the same thresholds, RADAR obtains a

false positive rate below 0.2 while keeping the value associated to the other metrics

high. Secondly, we observe that when RB-RADAR achieves a false positive rate

less than 0.2 (with P1 for 𝜃𝑡 = 3, with P2 for 𝜃 𝑓 = 5, and with P3 for 𝜃𝑝 = 45), this

results in a drastic reduction in accuracy, true positive rate and F1-score, which

all become less than 0.2 as well (the precision, similar to RADAR, is very high

no matter the chosen threshold). This shows that using only TTPs for malware

classification is an unsuitable approach, and using a two-step classification system

based on decision trees, is a far better strategy.
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Figure 3.7: ROC Curves comparing RADAR and RB-RADAR.

Finally, in order to have a threshold independent comparison we plot the receiver

operating characteristic (ROC) curve for each system and each of the three policies.
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We further compute the area under the curve (AUC) for each of these ROC curves.

The results of this comparison are plotted in Figure 3.7. As we can see from

the figure, while RADAR is able to achieve an AUC always greater than 0.8, the

performance of RB-RADAR is close to random classification when using P1 and P2,

and worse than random classification when using P3. This further highlights that

using decision trees to classify malware on the basis of TTPs improves performance

while maintaining a balance between true positive and false positive rate.

3.4 Discussion

The development and testing of our system has interesting applications for malware

analysis and the measurement of malware behaviour. In this section we discuss

the results of our system development and testing.

Prevalence of Techniques. Based on our TTP extraction results, we find that

only 8.62% of samples across all our datasets had no MITRE ATT&CK TTPs

detected within them. While for just our malicious datasets, this number drops

further to 7.56%. This suggests that TTPs are highly prevalent in malware and thus

can be exploited for malware detection. The ATT&CK TTPs that we discovered

to be prevalent within our datasets are also interesting. For instance, the use

of non-standard ports to mask or blend-in malicious flows has been described by

many threat intelligence reports and papers in isolated incidents and small datasets.

However our research concludes that this is a common technique across the vast

majority of malware in all of our datasets.

Variance of Techniques. Our results show that there is variance among the

techniques used within each dataset. The frequency of these techniques is different

since the underlying nature of the commodity malware datasets differs from one

another. We find that some of these TTPs are more common across datasets,

but also that the distribution of these TTPs is not uniform. This variation can

be used to evaluate the TTPs that are currently being employed by malware

authors and concentrate resources for mitigation accordingly. At the same time, the
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different usage of TTPs across benign and malicious samples, are strong indicators

of malicious activity if the TTPs are primarily used by malware.

False Negatives. Previous work has shown that evasion of detection systems by

changing features of network traffic has been a long-standing technique used by

different malware families to evade network-based detection [73, 23]. We take steps

to mitigate false negatives like this by detecting divergence from the standard port

usage, as detailed in Section 3.2.2. This is a validation step not taken by comparable

systems and a practical technique for threat intelligence analysts in a SOC.

Detection Sensitivity and Thresholds. During the course of system devel-

opment, we found that selecting the appropriate detection sensitivity for various

techniques was crucial. An improperly configured system which is not tuned to

a specific environment could result in a high number of false positives. Network

activity is not uniform or consistent across different environments, and requires

tuning detection thresholds to match that environment. Our detection functionality

offers configurable thresholds wherever possible, as demonstrated in Section 3.2.2.

The experience and domain-knowledge of an analyst can be leveraged whilst utilising

such a system in a SOC.

Opportunity for Improving Malware Detection. Our system is designed to

integrate cohesively with existing IDS and EDR systems. The goal of our system

is to improve detection of malicious behaviour by operating in conjunction with

other systems. For instance, an IDS that utilises host-based analysis of malware can

be paired with the network-based analysis of our system to more comprehensively

analyse a given sample. Additionally, our system’s focus on broader tactics and

techniques make it useful across a broad spectrum of malware, the effectiveness

of which can be increased by combining it with other NIDS that focus on the

detection of specific malware families.

Decision Trees and Effectiveness. Our results highlight the importance of

exploiting decision trees in our ML pipeline. We find that a system relying solely on

TTPs can have a false positive rate almost as high as 0.8, if tuned to maximise other
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Figure 3.8: Network traffic graph views before (Figure (a)) and after (Figure (b))
the TTP Detection phase. The coloured nodes and edges represent hosts and flows
respectively, which correspond to a detected TTP. In this example, the red flows represent
the presence of T1071 - Application Layer Protocol while the blue flows represent T1571 -
Non-Standard Port.

metrics such as true positive rate, precision, accuracy, and F1-score. On the other

hand, using a classification pipeline with decision trees reduces the false positive

rate to less than 0.2 in the worst case, where each of the other metrics is maximised.

As discussed earlier, any classifier can be used for the classification of the malicious

activity in RADAR. However, when we performed some experiments using other

popular ML models (in particular, Adaptive Boosting, Logistic Regression, Deep

Neural Networks, Random Forest, EXtreme Gradient Boosting, and Support Vector

Machines), we found that there was no significant variation in the performance,

and indeed resulted in a less transparent and thus less explainable system.

Extensibility and Explainability. RADAR is clearly an extensible, interpretable

and explainable system thanks to its modular architecture, the exploitation of

decision trees, the definition of clearly defined procedures in each stage of the

decision process. Here, we stress the importance of our graph-based representation

of the network and of exploiting TTPs for explainability. Indeed, whenever a sample

is labelled as malicious, the relevant malicious TTPs detected can be visually

represented by our system, allowing for further visual inspection by a SOC analyst.

Figure 3.8a shows the state of the graph representing the network before the TTP

Detection phase commences. Despite containing all the network traffic data, this

graph is not particularly informative to a SOC analyst during analysis. However

as Figure 3.8b shows, once the final phases of RADAR have completed, there is

a lot more visual information for a SOC analyst to use for further investigation.
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The flagged hosts and flows corresponding to a TTP detection can be clearly

marked, coloured, and annotated with their respective TTP. An analyst can then

immediately take some actions based on the information presented in the graph.

3.5 Related Work

In the network domain, work has mostly centred around the extraction of MITRE

ATT&CK TTPs from network traffic. For instance, the network IDS Zeek [142] is

used in [119] to extract MITRE ATT&CK TTPs. Their paper discusses methods

to identify several TTPs and provides prototypical analysis scripts to test a few of

these TTPs. BZAR [125] is another such example which has similar capabilities,

as it enables the extraction of certain MITRE ATT&CK TTPs from Zeek log files.

While RADAR also has a TTP Extraction phase, it goes significantly further than

these systems. For instance, just comparing this phase alone, McPhee’s scripts

identify 3 techniques, while BZAR can identify 12 techniques and 8 sub-techniques

across 9 tactics. RADAR on the other hand utilises a selection of 9 techniques and

6 sub-techniques suited to NetFlow traffic, that altogether encompass 11 tactics

from the ATT&CK framework. Compared to BZAR where a majority of techniques

(13/20) cover just 3 tactics, RADAR is thus more suitable to detecting a wider

variety of malicious activity. Additionally, unlike BZAR where most TTPs (18/20)

rely primarily on DCE-RPC protocol messages to enable detection, RADAR does

not depend upon any one protocol for its detection capabilities and hence can

handle more versatile network traffic. Furthermore, while BZAR only allows for

the configuration of the ‘epoch’ threshold used to set the period over which it

analyses data to detect TTPs, RADAR supports a higher degree of configurability

by virtue of: (𝑖) supporting thresholds for specific TTPs, (𝑖𝑖) allowing the selection

of different detection policies for the overall system, and (𝑖𝑖𝑖) having policy-specific

thresholds, which altogether enable a granular balance between the true-positive

and the false-positive rate in the TTP detection phase. Lastly, we go even further by

using these TTPs to effectively design an extensible system able to classify malware

based on NetFlows. While doing so, our system explicitly separates malicious from
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benign usage of TTPs, and exploits interpretable models to provide an explainable

classification of maliciousness to an analyst using it.

3.6 Limitations

There are limitations on the capabilities of our system. Given that our system is a

network-based intrusion detection system, it will not be effective against malware

that only executes locally and has no network footprint. We are also restricted to

analysing the features we extract from our source data. Whilst it may be possible

to have a more granular analysis by using all possible information captured within

a PCAP, we have attempted to strike a balance between the granularity of our data

and the privacy and efficiency of our system, as discussed in Section 3.2.1. Other

limitations of general dynamic analysis systems also apply to us since we analyse

samples whose network activity traces have been captured in dynamic analysis

environments. The network traces captured are time-limited and may not necessarily

represent the entire range of malware activity, and as such any analysis on them may

not be exhaustive. We address this by selecting an execution cutoff-time parameter

that allows for the majority of a sample’s behaviour to be observed, as elaborated

in Section 3.3. Additionally, malware may specifically evade detection systems by

changing the features of its network traffic [149, 73, 23]. As we already pointed out,

we mitigate this by detecting divergence from the standard port usage.

3.7 Conclusions

In this chapter we propose RADAR, a system that is capable of extracting MITRE

ATT&CK TTPs from arbitrary network captures and using them to determine

if the network traffic represents malicious behaviour. It is the first system that

explicitly uses TTPs for malware detection, wherein the TTPs detected form the

core of its detection pipeline and classification logic, rather than just serving as

an additional part of the system. RADAR has been designed to be extensible and

explainable. We demonstrate the effectiveness of RADAR by testing it against a
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dataset comprising of over 2 million samples, showing that RADAR is able to detect

malware with an AUC score of 0.868, which is comparable to recent results in this

domain [54]. Our experimental results also highlight that TTPs occur frequently

in both malware and benign samples. As a result, TTPs alone are insufficient to

detect malicious activity and decision trees are fundamental in achieving these

results. To the best of our knowledge, RADAR is the first system that is able

to effectively and automatically separate malicious usage of TTPs from benign

usage, while also using interpretable models to provide an explainable classification

of maliciousness to an analyst using the system.



It’s amazing what you can do for love,
especially when it’s unrequited.

— Edward Snowden

4
A Black-Box Approach for Exploiting

TTPs for Malware Detection

4.1 Foreword

In Chapter 3 we focused on designing a specialised malware detection system that

relied on existing human domain knowledge in the form of MITRE ATT&CK TTPs.

Keeping in mind some of the shortcomings of existing IDSes, it was designed to

be an open system—one that was extensible, explainable, and interpretable. In

this chapter however, we flip the premise of the fundamental need and design

of such an IDS: (𝑖) what if our requirements did not require a specialised/new

malware detection system, and there was an existing system in-place?, (𝑖𝑖) was

there a way to exploit the benefits of using TTPs without redesigning existing

security architecture?, and (𝑖𝑖𝑖) could such an approach be useful independent of

whether explainable/interpretable or black-box machine learning algorithms were

used in these IDSes , i.e., was it possible to design effective malware detection

systems that exploited TTP information irrespective of the type of ML models being

used? We tackle these questions and explore some of these challenges further in this

chapter. We focus specifically on systems that utilise ML/AI algorithms for malware

detection for two key reasons: (𝑖) they are a crucial part of our methodology of

effectively exploiting TTPs, by separating malicious and benign usage of TTPs as

73
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shown in the case of RADAR, and (𝑖𝑖) ML-based IDSes are heavily used in modern

malware detection systems, and usually form a critical part of an organisation’s

security architecture. As such, answering these questions in the context of ML-based

IDSes should prove highly beneficial to existing security architectures and help the

improve the capabilities of future malware detection systems.

4.2 Introduction

Malware has been and continues to be a leading source of several problems within the

context of cyber security. Be it data breaches, theft of sensitive data, or ransomware

attacks, malware often plays a significant role in enabling these activities. For

instance, according to the Malwarebytes 2022 Threat Review [113], 77% more

malware has been detected in 2021 as compared to the previous year. Consequently,

it is more important than ever to have robust malware detection and malware

analysis capabilities. Several methods have been proposed by the security community

over the past few decades to tackle some of these challenges. Among them, Machine

Learning (ML) based Intrusion Detection Systems (IDS) have become an increasingly

favoured technique for dealing with the rapid growth of malware, as a consequence

of major advances in the field. The result is that it is now possible to tackle some

of the key challenges in malware intrusion detection research, such as high false

positive rates and adapting detection capabilities with constantly evolving malware

behaviour [194]. While several ML-based IDSes have been proposed over the years,

we find that these systems are usually purely data-driven, i.e., they only rely on

the available data traces while ignoring the extensive domain knowledge that has

been gathered along the years (see e.g., [19, 148, 61]).

In this chapter, we again focus on malware detection on networks and show how

it is possible to leverage the available background knowledge in the form of the

tactics, techniques, and procedures (TTPs) that are exhibited by malicious actors,

and use them to enhance our ML-based system’s malware detection capabilities. In

particular, we use the TTPs from the industry-standard ontology for classifying



4. A Black-Box Approach for Exploiting TTPs for Malware Detection 75

the behaviour of malicious actors, namely the MITRE ATT&CK framework [126].

We use the same set of TTPs relevant for network traffic that were identified in

the previous chapter in Section 3.2.2, and extract them in a similar manner from

network traffic captures. However, contrary to the previous chapter our proposed

approach reasons and operates on the sample-level (in contrast, RADAR operates

at the flow-level), and as a result we design a novel representation for all the flows

present in a given sample. This representation is additionally able to take TTP

information as input, and include it in the form of TTP features. This single

representation of the numerous flows exhibited by a sample, is called a Bag of

Flows (BoF). This representation is a variation of the Bag of Words (BoW) model,

that has been extensively used in the natural language processing field to create

a vectorial representation of textual documents based on the frequency of word

occurrences [17]. Having created BoF representations, we further annotate each

sample with TTP-based features specific to the TTPs detected within the given

sample. Finally, we take the BoF representation together with the TTP-based

features and pass them as input to the preferred ML model(s) for malware detection.

In order to assess the effectiveness of our proposed approach, we consider 7

different machine learning models which are commonly used by both researchers and

practitioners, and compare the performance of TTPxML models (i.e., the models

that have been tested and trained using the TTP-based features) with the 7 standard

ML models (i.e., the models that have been tested and trained without TTP-based

features) on the exact same parameters—flow-based features, samples, dataset splits,

ML hyperparameters—with the only differentiator being the TTP-based features.

We conduct an extensive experimental analysis on 5 challenging datasets, consisting

of a total of 1,551,535 malicious and benign samples, comprising of 37,981,348

flows. These datasets represent an optimal playground to demonstrate the utility of

TTPxML models over the standard ML models because: (𝑖) they consist of multiple

datasets, each having completely disjoint test sets, which allows us to prove the

robustness of our claims, (𝑖𝑖) they contain balanced target classes, which allows us

to train the standard ML models under optimal conditions, and (𝑖𝑖𝑖) they contain a
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varied population of malware samples, which allows us to test our hypothesis on a

challenging benchmark. Further, in order to make sure that the TTP-based features

are actually helping ML models from every perspective, we used 4 different metrics

to measure their performance: F1-score, Accuracy, True Positive Rate (TPR) and

False Positive Rate (FPR). Our experimental analysis demonstrates that:

1. The TTPxML models consistently outperform the standard ML models.

Indeed, when averaging over the 5 datasets, we compare the models a total

of 952 times, and the TTPxML models outperform the standard models 922

times (i.e., 96.8% of the time).

2. The TTPxML models benefit particularly from the TTP-based features in

data scarce regimes, i.e., when few training datapoints are available. Indeed,

in such scenarios, we report an improvement of up to 3.7% in terms of F1-score,

2.3% in terms of accuracy, 7.66% in terms of TPR and 32.3% in terms of

FPR.

3. The TTPxML models perform better than the standard ones when subjected

to camouflaging attacks, i.e., when an attacker tries to camouflage malicious

activity by deliberately generating large amounts of traffic from benign

operations. Indeed, in such scenario, we report an improvement of up to

19.8% in terms of F1-score, 15.9% in terms of accuracy, 28.4% in terms of

TPR and 84.9% in terms of FPR.

Thus, our experimental analysis provides strong evidence that the TTP-based fea-

tures can substantially and robustly improve the performance of standard ML mod-

els.

To summarise, the key contributions of this chapter are:

1. We propose a methodology to exploit background knowledge about malware,

in the form of TTP-based features, in order to improve the performance of

ML-based intrusion detection systems. This methodology can be applied to
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a wide-variety of machine learning methods, and can be easily extended to

incorporate additional TTPs and/or ML models.

2. We evaluate the merits of this approach on 5 challenging datasets containing

real-world malware samples and benign samples. By comparing the perfor-

mance of our approach to various standard machine learning methods, we

show that TTPxML models have superior performance independent of the ML

model deployed, thus indicating the robustness of the proposed methodology.

We further conduct a study on the size of the representation we propose, and

find that our results hold true independent of any such variation.

3. We additionally test our hypothesis under challenging conditions, namely

when the data is particularly scarce, or when the malicious samples have been

camouflaged to resemble benign ones. Even in these scenarios, we find that

our TTPxML models outperform the standard models.

The rest of the chapter is organised as follows. We describe our proposed solution

and its methodology in Section 4.3. We then conduct a thorough evaluation of

our approach in Section 4.4. Finally, we discuss the findings from our experiments

in Section 4.5, and provide conclusions in Section 4.6.

4.3 Methodology

Our methodology consists of four basic steps:

1. We take as input the raw network captures exhibited by samples, and transform

them into privacy-preserving Netflows.

2. We annotate each flow with all the TTPs that it matches.

3. For all flows corresponding to a particular sample, we then create a single

Bag of Flows (BoF) which is a vectorial representation of the sample.

4. We then employ a variety of binary classifiers to decide whether a given sample

is benign or malicious.
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The following sections describe each of these steps in greater detail.

4.3.1 Network Flows

We use a similar procedure as described in Section 3.2.1 of Chapter 3 to ingest raw

network traffic captures and transform them into NetFlows. For completeness, we

provide a summary of the steps followed, below. Raw network traffic data is often

captured and analysed as PCAP files using applications such as Wireshark [138]

and tcpdump [87]. While this format has several advantages, the primary one

being access to granular packet-level information, we instead opt to transform these

network captures into NetFlows (or simply, flows). Flows are an aggregated summary

of a network-level conversation between two hosts, typically containing metadata

about the packets exchanged in the given conversation. While flows do not possess

the same level of granular detail as PCAPs, they do have several advantages for

our specific use-case: (𝑖) they are lightweight in terms of processing time since they

have a fixed length and format, (𝑖𝑖) their less granular compact data representation

is much smaller in size and hence can be stored without a commensurate increase

in storage costs, and (𝑖𝑖𝑖) they are privacy-preserving since they only store packet

metadata and do not contain any actual data payloads. In particular, we use a

specific type of NetFlow, Yet Another Flowmeter (YAF) [86], which is designed for

high performance and scalability across large networks, while also balancing the

need for capturing information and maintaining privacy on the network.

We thus transform the raw network captures collected into network flows. For each

flow, we create a list of features that describe its properties, which are shown in

Table 4.1. Before these flow properties are utilised further in our system, they

undergo another step of processing (described in Section 4.3.3) that creates the

final flow-level features that are used by the various ML models.

4.3.2 TTP Annotation of Flows

Out of all the techniques and sub-techniques described in the MITRE ATT&CK

framework, we select the 15 which are exhibited by malware that utilise network
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Field Property
Flow Hash The hash associated with each unique flow.
Sample Hash Hash of the sample corresponding to the flow.
Unique ID A unique ID associated with each flow.
Dataset The dataset to which a flow belongs.
Source Port The port from which the flow originates.
Destination Port The port on which the flow connects to.
Start time, end time Flow start or end time.
Duration Flow duration in seconds.
Protocol IP protocol identifier in decimal format.
Entropy The Shannon Entropy for the flow payload.
Applabel The application label, as identified by YAF.
Source IP, Dest. IP Source and destination IPv4/IPv6 address.
Type, Code ICMP type or code in decimal format.
Isn, Risn Forward or reverse TCP sequence number.
Flags 4 properties representing various TCP flags.
Tag, Rtag 802.1q VLAN tag in forward/reverse direction.
Pkt, Rpkt No. of packets in forward/reverse direction.
Oct, Roct No. of bytes in forward/reverse direction.
RTT Round-trip time estimate in milliseconds.
End-reason Reason for termination of flow.

Table 4.1: Flow properties.

resources and can hence be detected in our datasets comprising of network flows. The

selected techniques and sub-techniques can be found in Table 4.2. This is not meant

to be a comprehensive list of all TTPs required for detecting network-based malware,

but is instead comprised of a reasonably diverse set of tactics and techniques, such

that the vast majority of network-based malware can be characterised using some

combination of these TTPs. As a result, our chosen TTPs span a varied range

of tactics used by malware, such as Reconnaissance, Credential Access, Discovery,

Lateral Movement, Command and Control, and Execution.

In order to obtain TTP labels for our network datasets, we follow a similar approach

to that proposed in [162] (and Chapter 3), and create a mapping between specific flow

properties and TTPs. For instance, in order to detect the technique T1124 (System

Time Discovery) we consider one specific procedure that is used for discovering

time on the network, namely the Network Time Protocol (NTP) [124]. Since NTP
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Tactics Techniques

Reconnaissance T1590 - Gathering Victim Network Information
T1595 - Active Scanning

Credential Access T1557.001 - Man-in-the-Middle

Discovery
T1046 - Network Service Scanning
T1124 - System Time Discovery
T1135 - Network Share Discovery

Lateral Movement

T1021.001 - Remote Services (RDP)
T1021.004 - Remote Services (SSH)
T1550.003 - Use Alternate Authentication Material
T1563.001 - Remote Service Session Hijacking (RDP)
T1563.002 - Remote Service Session Hijacking (SSH)
T1570 - Lateral Tool Transfer

Command and Control

T1071 - Application Layer Protocol
T1090 - Proxy
T1105 - Ingress Tool Transfer
T1571 - Non-Standard Port

Execution T1053 - Scheduled Task/Job

Table 4.2: List of supported TTPs from the MITRE ATT&CK framework.

uses a specific port, 123, to send and receive time synchronisation messages, we

are able to map any TCP or UDP flows that communicate using that port to

the technique T1124.

4.3.3 Bag of Flows

In order to create the BoF representation of a given sample, we first need to create

a vectorial representation of each flow. In order to do so, we need to transform each

non-numerical feature to a numerical one. To this end, we consider the features

“End-reason”, “Protocol” and the four features representing the TCP flags, which

are all categorical, and we transform them into one-hot encoded vectors. The

features “Isn” and “Risn”, though categorical, have too many unique values (63,796

and 8,229,092, respectively) and thus we drop them. We then consider the feature

“Destination IP”, for which we want to retain the ordinal information inherent

of IP addresses. Hence, we map each IP address into a 32-bit integer obtained

in the following manner: given an IP address 𝑤.𝑥.𝑦.𝑧, we map it to the number

(𝑤 × 2563) + (𝑥 × 2562) + (𝑦 × 2561) + (𝑧 × 2560). Having pre-processed the relevant
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features, we drop the features “Flow Hash”, “Sample Hash” and “Unique ID” as

they are simply identifiers of the flows and/or samples, together with the feature

“Dataset” as it is a spurious indicator of the maliciousness of each sample. Finally,

we drop the features “Source IP”, “Start Time” and “End Time” as our dataset

is made of software executed in a sandbox, and thus, while these features might

be useful in practice, they carry no useful information in our dataset.

Once the above steps have concluded, we get a vectorial representation of each

flow which comprises of the flow-level features and the TTPs corresponding to each

flow. Since, we are interested in classifying whether a sample is malicious or not,

we now need to aggregate the available per-flow information.

Many different methods have been proposed in the literature for modelling data

in such a manner. We opt for a variation of the Bag of Words model [88], which

we call Bag of Flows (BoF). Bag of Words is a standard yet powerful way to

represent documents as vectors in natural language processing, and it represents

each document as an unordered set of words with their position ignored, keeping

only their frequency in the document. In essence, given the vocabulary of known

words and a document to be represented, each word in the vocabulary is associated

to a feature, and the value of each feature is given by the frequency of occurrence

of the associated word in the document.

While we propose our own version of BoF, there are other methods that are also

called BoF in the literature. For example, Divakaran et al. [52] define a BoF as a

set of flows localised in time, and sharing the same: (𝑖) destination IP address, (𝑖𝑖)

destination port, and (𝑖𝑖𝑖) protocol. They then classify each flow and finally reach

a decision regarding the maliciousness of the BoF by majority voting. Zhang et

al. [204] use the term BoF in a similar way, and once a BoF has been identified, a

Naive Bayes model is used as a base classifier for each flow, and different aggregation

policies (e.g., sum rule, the max rule, and majority voting rule) are tested to reach

a conclusion about the maliciousness of the BoF. Their definition of BoF is thus

closer to our definition of a network sample. On the other hand, similar to our

approach, Bartos et al. [20] use the term BoF to indicate a vectorial representation
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of a network sample. Contrary to our approach however, Bartos et al. make the

assumption that each sample must have at least 5 flows (to be able to compute a

meaningful representation) and a maximum of 100 (to ensure that the computational

cost is controlled and does not exceed predefined limits), and this is reflected in

their implementation of the BoF. On the other hand, the minimum number of

flows per sample in our datasets is 1 and the maximum is 65,576 (with an average

of 23.9). We thus needed to create a BoF that is able to represent all various

kinds of samples in our dataset.

To outline our procedure to create the BoF, let 𝐷𝑐𝑜𝑛𝑡 denote the number of continuous

flow-level features, 𝐷𝑐𝑎𝑡 denote the number of categorical flow-level features, and

𝑇 the number of TTPs. Given a sample, we perform the following steps:

• We pre-process each flow-level feature by applying min-max scaling. As a

result, the maximum value of any feature in the sample is going to be 1, while

the minimum value is going to be 0.

• We transform each flow-level feature in a normalised histogram (i.e., a

histogram recording the proportion of cases that fall into each category).

Since not all the features are categorical, for each continuous feature we define

𝐵 bins, and then for each bin 𝑏𝑖 (1 ≤ 𝑖 ≤ 𝐵) we record the proportion of flows

in the sample having value belonging to 𝑏𝑖. The vectorial representation of

this histogram is thus in R𝐵×𝐷𝑐𝑜𝑛𝑡+𝐻 , where 𝐻 =
∑𝐷𝑐𝑎𝑡

𝑗=1 𝑉 𝑗 , 𝑉 𝑗 being the number

of different values of the 𝑗th categorical feature.

• We take each TTP and we create two aggregate features: (𝑖) one representing

the proportion of flows in the sample that match the given TTP, and (𝑖𝑖) the

other representing the total number of flows matching the given TTP (this

feature is then normalised over all the samples). The vectorial representation

of the TTP-based features is thus in R2×𝑇 .

• We finally gather some global features about all the TTPs, namely: (𝑖) the

number of unique TTPs matched by the sample, (𝑖𝑖) the total number of
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Dataset Samples Flows
Ember Malicious [13] 435,741 26,567,527
MalRec [160] 37,763 12,273,502
MalShare [150] 1,268,923 32,310,907
VirusShare [183] 595,098 12,217,493
Ember Benign [13] 155,432 1,423,023
Total (unique) 2,131,832 83,371,480

Table 4.3: Datasets statistics.

TTPs matched by the sample, (𝑖𝑖𝑖) the number of flows matching at least

one TTP in the sample, (𝑖𝑣) the proportion of flows matching at least one

TTP in the sample, (𝑣) the mean of the number of TTPs matched by the

sample, and (𝑣𝑖) the standard deviation of the number of TTPs matched by

the sample. All these features are then normalised over all the samples. The

vectorial representation of these global features is thus in R6.

• Finally, we concatenate the three representations obtained above and construct

a single vector in R(𝐵×𝐷𝑐𝑜𝑛𝑡 )+𝐻+(2×𝑇)+6.

This final vector represents our BoF for a given sample, and is subsequently passed

on to a binary classifier for determining whether that sample is malicious or not.

4.3.4 Classification

Once we have constructed the BoF for each sample, we then use a binary classifier

to classify whether it is malicious or benign. In order to test our hypothesis

that these TTPs help improve the performance of binary classifiers in detecting

malware, we test a number of different machine learning models that are commonly

used to detect malware on networks, as shown in Table 2.1. In particular, we

test the following models:

1. Adaptive Boosting (AdaBoost) [65], is an ensemble method whose output

is given by the weighted combinations of the outputs of a weak learner (in

our case a decision tree with max depth set equal to 1). Its name is due to
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the fact that at each iteration it re-assigns the weight to each instance, with

higher weights assigned to incorrectly classified instances. For example, it was

used in [92] to detect malware from URLs.

2. Decision Tree (DT) [151], a non-parametric model for binary classification.

In our case, we train it to maximise the Gini gain of each split. It is often

appreciated for its interpretability. For example, it was used in [188] to detect

malware and classify its family, and by us in [162] to create an interpretable

system for malware detection.

3. Logistic Regression (LR) [47], models the probability of an event taking place

by having the log-odds for the event be a linear combination of the features.

Given its popularity, an entire survey was dedicated to the application of this

model to the problem of malware detection [8].

4. Deep Neural Network (DNN) [117], a neural network, which in our case, has

been implemented as a feed-forward neural network with ReLU non-linearity

and four hidden layers. Deep neural networks have been increasingly applied

to the task of malware detection with increasingly positive results (see e.g.,

[45, 148]).

5. Random Forest (RF) [80], is an ensemble learning method which builds

multiple decision trees at training time and then outputs the class chosen by

the majority of the decision trees. Random forests are, for example, used in

[169] to detect infected websites from the content of their pages and in [26] to

detect botnets on networks.

6. EXtreme Gradient Boosting (XGBoost) [36] is the newest ensemble method

tested here. It was developed to reduce the overfitting problem typical of

random forest and AdaBoost, while also increasing the training speed. It was,

for example, used in [25] for anomaly detection using both network-level and

host-level features.



4. A Black-Box Approach for Exploiting TTPs for Malware Detection 85

7. Support Vector Machine (SVM) [46] is one of the most robust machine learning

methods for binary classification and its objective is to find the best hyper-

plane dividing the two classes. Due to the high number of samples in our

dataset, we use a linear kernel. SVMs were used for malware classification on

networks in [20], and in [83] to detect phishing attacks.

4.4 Evaluation

In this section we report the results of our extensive experimental analysis. This

section is structured as follows, we first start by describing the datasets and metrics

used to evaluate the proposed approach. We then conduct a detailed comparison

between the TTPxML models and the standard ML models, and also compute

the statistical significance of our results. Then, we test the hypotheses that the

improvements obtained with the TTP-based features are robust with respect to: (i)

variations in the amount of training data, (ii) variations in the bin size of the BoFs,

and (iii) injection of benign flows into malware samples, i.e., camouflage attacks.

4.4.1 Dataset

The goal of our evaluation is to determine whether the TTP-based features are

actually helping the various kinds of ML models to discern between malicious and

benign samples. In order to effectively achieve our goal, firstly we would like to

have multiple datasets, which would allow us to test the robustness of our claims.

Secondly, we would like our datasets to contain a varied population of malware

samples, so that we can test the helpfulness of the TTP-based features across a

broad range of scenarios. Finally, we would like our datasets to be balanced; this

way, the ML models can be trained under ideal conditions.

We thus gather network traffic data from five different datasets, four of which

contain malware samples while only one, namely “Ember Benign”, contains benign

traffic. The basic characteristics of each of these datasets are given in Table 4.3. As

can be seen from the Table, most of the samples in our datasets are malicious. In

order to meet the conditions we set in the previous paragraph, we decide to create
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Train Validation Test Malicious samples Benign Samples

Figure 4.1: Visualisation of the 5 newly-created datasets.

5 different datasets based on the datasets mentioned above, such that (𝑖) they have

balanced target classes, (𝑖𝑖) the test sets are disjoint, (𝑖𝑖𝑖) the malicious samples

are randomly sampled from the four malicious datasets described in Table 4.3. To

this end, we first create a single dataset of malicious samples M given by the union

of the four datasets in Table 4.3. Then, we split the dataset of benign samples

B (which is equal to Ember Benign) into 5 partitions B0,B1,B2,B3 and B4. We

create the 𝑖th dataset (0 ≤ 𝑖 ≤ 4) by performing the following steps:

1. we randomly sample without repetition from M a number of samples equal

to the number of samples in B,

2. we split the obtained malicious samples into train, validation and test,

3. we add the partitions B𝑖%5,B(𝑖+1)%5,B(𝑖+2)%5 to the train set, the partition

B(𝑖+3)%5 to the validation set and the partition B(𝑖+4)%5 to the test set.

A visual representation of the final datasets is given in Figure 4.1. Notice that,

given the size of B, this procedure allows us to obtain 5 datasets with the highest

number of samples such that they are balanced and their test sets are disjoint.

4.4.2 Metrics

In order to give a well-rounded overview of the performance of both types of models

(TTPxML and standard ML) we decided to report their performance according
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to different metrics. In particular we chose: accuracy, F1-score, False Positive

Rate (FPR) and True Positive Rate (TPR). Further, in order to test the statistical

significance of our results, for each pair of models we performed the pairwise t-test.

4.4.3 Detailed Comparison and Statistical Significance

We run all the models discussed in Section 4.3.4 on the five datasets generated

as described in Section 4.4.1. In order to give a detailed comparison, we fix the

bin size to 5, however, we will see later that the size of the bins does not impact

our results. The average of the results (together with their standard deviation)

according to the metrics listed above are given in Table 4.4.

Let us look at the results according to each metric. If we focus on both Accuracy

and F1-score, we can see that adding the TTP-based features always results in an

improvement in performance. This empirically confirms that adding the TTP-based

features can improve the performance of a model. All such improvements are also

statistically significant (with p-value lower than 0.01) and can go to up 1.65% in

terms of F1-score and 1.11% in terms of accuracy. In order to better understand how

the TTP-based features are actually helping, we now focus on the FPR and TPR.

As we can see from the results, the TTPs generally help in terms of reducing the

FPR (with only two statistically not significant exceptions), however such results

are statistically significant only for three models, with two models achieving p-value

lower than 0.05 and one lower than 0.01. This tells us that the TTP-based features

do not help (or rather, moderately help) the models to separate actually malicious

samples from benign samples that “look” malicious. However, if we look at the TPR,

we notice that the TTPxML models always achieve statistically significant better

performance than their standard ML counterparts with p-value always less than

0.01, with improvements of up to 1.99%. This clearly shows that the TTP-based

features help in improving the “coverage” of the given models, i.e., thanks to the

information provided by the TTP-based features, we are able to teach the machine

learning models to recognise a wider range of malware samples.



F1-score (↑) Accuracy (↑) FPR (↓) TPR (↑)
Standard ML TTPxML Standard ML TTPxML Standard ML TTPxML Standard ML TTPxML

AdaBoost 0.789 ± 0.002 0.798 ± 0.002∗∗ 0.814 ± 0.002 0.821 ± 0.002∗∗ 0.065 ± 0.005 0.067 ± 0.007 0.694 ± 0.002 0.708 ± 0.004∗∗

Decision Tree 0.807 ± 0.001 0.817 ± 0.001∗∗ 0.832 ± 0.001 0.840 ± 0.001∗∗ 0.038 ± 0.003 0.036 ± 0.001 0.702 ± 0.003 0.716 ± 0.001∗∗

Log. Reg. 0.787 ± 0.001 0.797 ± 0.002∗∗ 0.811 ± 0.001 0.820 ± 0.001∗∗ 0.074 ± 0.001 0.068 ± 0.002∗∗ 0.696 ± 0.001 0.708 ± 0.003∗∗

DNN 0.802 ± 0.004 0.811 ± 0.002∗∗ 0.827 ± 0.004 0.834 ± 0.001∗∗ 0.045 ± 0.006 0.047 ± 0.004 0.700 ± 0.002 0.715 ± 0.004∗∗

Rand. For. 0.813 ± 0.001 0.823 ± 0.001∗∗ 0.836 ± 0.001 0.844 ± 0.001∗∗ 0.039 ± 0.002 0.037 ± 0.001 0.712 ± 0.003 0.726 ± 0.002∗∗

XGBoost 0.811 ± 0.001 0.821 ± 0.001∗∗ 0.834 ± 0.001 0.842 ± 0.001∗∗ 0.044 ± 0.002 0.041 ± 0.001∗ 0.712 ± 0.003 0.725 ± 0.001∗∗

SVM 0.785 ± 0.001 0.798 ± 0.001∗∗ 0.812 ± 0.001 0.821 ± 0.001∗∗ 0.065 ± 0.001 0.063 ± 0.002∗ 0.688 ± 0.001 0.705 ± 0.001∗∗

Table 4.4: Average and standard deviation of the results obtained by running each of the binary classification models on the five balanced
datasets. For each metric, the ↑ (resp. ↓) indicates that the higher (resp. lower) the result, the better the performance. For each pair of
results, the best is in bold. ∗ (resp. ∗∗) indicates that the difference between the results is statistically significant with p-value < 0.05 (resp.
< 0.01).
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Figure 4.2: Performance when varying the size of the training set. On the x-axis the
percentage of randomly sampled datapoints from the training set ({0.1%, 1%, 10%, 100%})
can be found.

4.4.4 Robustness Under Data Scarcity

One of the limitations of machine learning systems is that they are often data greedy.

We argue that TTP-based features can be especially helpful in assisting ML-based

IDSes to detect malware in data scarce situations. This feature is particularly

desirable because very few datapoints are likely to be available for novel malware,

whenever it is discovered. This poses a significant challenge to IDSes who have to

attempt to classify a type of malware they have not encountered frequently before.

In order to test this hypothesis, we take the five datasets generated described

in Section 4.4.1, and for each of them we generate three new training sets with

0.1%, 1%, and 10% of the datapoints, respectively. These datasets are obtained by

randomly sampling over the original datasets and have sizes that range from

186 to 186182 datapoints.

We then train our models on the newly generated datasets, and plot the average
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of the results (obtained on the original full test sets) together with the results

obtained with 100% of the training data in Figure 4.2. We also plot the 95%

confidence interval for each result, which is represented by the shading around each

line in the figure. As expected, the confidence intervals become smaller as the

dataset size grows. If we focus on the averages, we notice that for most metrics and

training dataset sizes, adding the TTPs results in an improvement of the average

performance. Indeed, out of the 112 comparisons between the average results (4

percentages × 7 models × 4 metrics) we find that the TTPxML models outperform

the standard ones 96 times (i.e., 85.7% of the time). The 16 cases where the

standard models do better are all statistically not significant, as the paired t-tests

for these results do not return a p-value < 0.05, with the exception of one (SVM

at percentage 0.1 for metric TPR, where the t-test returns p-value 0.02). Further,

in these 16 cases, the difference in performance is always negligible, with the only

exception given by the performance of the logistic regression model, as judged by

the FPR, which favours the standard model when training with 0.1% and 1% of

the training dataset. This though is compensated by a significant improvement

in performance according to the TPR, where we see that the model trained with

TTP-based features shows an improvement of 7.66% over the standard model when

training with 0.1% of the datapoints, and by 5.44% when training with 1%. Further,

if we look at the results according to the F1-score and accuracy, we find that:

1. in terms of F1-score, the TTP-based model outperforms the standard one by

3.74% and 1.40% on the 0.1% and 1% datasets, respectively, and

2. in terms of accuracy, the TTP-based model outperforms the standard one by

2.35% and 0.26% on the 0.1% and 1% datasets, respectively.

Most importantly, from the charts in Figure 4.2 we can deduce that the TTP-

based features are particularly helpful in data scarce situations, since the difference

in performance between the TTPxML models and the standard ones normally

increases as the training dataset size decreases. Indeed, when measuring the
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maximum difference in performance between the TTPxML models and the standard

ones across all the metrics, we observe that:

• when training with 100% of the datapoints, then the maximum improvement

is 2.41% on the TPR, for the SVM model,

• when training with 10% of the datapoints, then the maximum improvement

is 2.33% on the TPR, for the AdaBoost model,

• when training with 1% of the datapoints, then the maximum improvement is

5.44% on the TPR, for the logistic regression model, and

• when training with 0.1% of the datapoints, then the maximum improvement

is 7.66% on the TPR, for the logistic regression model.

The fact that we consistently observe the maximum improvement in terms of the

TPR, further reinforces the conclusions from the results shown in Table 4.4—namely,

that the TTP-based features help improve the coverage of overall malware that

can be detected by an ML-based IDS.

4.4.5 Robustness to Bin Size Variation

We now check whether the described improvements depend on the size of the chosen

BoF representation. To this end, for each of the 5 balanced datasets, we vary the

number of bins used to create the vectorial representation of each sample from 10

to 200 with step 10. We train each model on the BoF representations obtained

with the different bin sizes, and plot the average performance over the 5 datasets

in Fig. 4.3 (together with the performance for bin size 5, which is the size used

in all our prior experiments). Again, we represent the 95% confidence interval

with the shading around each average line.

Consider the results plotted in Figure 4.3. If we focus on Figures 4.3a, 4.3b, and

4.3d we observe that the performance of all the models tends to increase as the

bin size increases. In particular, we have a steeper rise from bins of size 5 to 25,

and then from 30 onward the performance either stabilises or grows more slowly.
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Figure 4.3: Performance when varying the size of the bins to create the BoF. On the
x-axis the size of the bins can be found.

However, if we look at Figure 4.3c we see the opposite trend: for most models we get

the best (i.e., the lowest) FPR with bin size equal to 5, which then steeply increases

between 5 and 25, and finally stabilises from bin size 30 onward for all models (with

the exception of the decision trees for which the FPR keeps growing). The low

FPR—together with the lower training and testing time for all ML models—explains

why we chose to conduct all our previous experiments with bin size equal to 5.

Given the general trend followed by all the models, we now focus on the difference

in performance between the TTPxML models and the standard ones. If we look

at each metric, we see that:

• in terms of F1-score, all the TTPxML models perform better than their

standard counterparts for all bin sizes,

• in terms of accuracy, all the TTPxML models perform better than their

standard counterparts for all bin sizes,
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• in terms of FPR, all the TTPxML models perform better than their standard

counterparts for all bin sizes with the exception of 5 instances, and

• in terms of TPR, all the TTPxML models perform better than their standard

counterparts for all bin sizes with the exception of 4 instances.

This is particularly impressive, as it highlights that out of all the 588 comparisons

(7 models × 12 bin sizes × 4 metrics), the standard models manage to achieve

better results than the TTPxML models only 9 times (i.e., the TTPxML models

outperform them 98.4% of the time). Further, since in all of these 9 cases the

difference in performance is again negligible (minimum difference equal to 8.4× 10−5

and maximum difference equal to 0.006), we again perform a paired t-test to

check the statistical significance of the results. As expected, all the p-values were

> 0.5 but one (for the TPR metric with bin size 90 and model logistic regression

for which the p-value is ∼ 0.03), and thus all such results were not statistically

significant with a single exception.

4.4.6 Robustness to Injection of Benign Flows

We consider an adversarial scenario, where the adversary attempts to evade detection

by camouflaging their malicious activity using benign activities. To simulate this

situation, we follow the approach proposed in [148] and inject varying amounts

of benign flows into our malicious samples. Thus, for each of the 5 balanced

training datasets, we obtain a novel training set by injecting different percentages

of benign flows in the malicious samples. In particular, we consider percentage

rates from 10% (i.e., given a malicious sample with 𝑁 flows, we add ⌊ 𝑁
10⌋ random

benign flows) to 100%, with step size 10, thus obtaining 10 different test sets for

each of the 5 initial test sets. Our choice has two advantages: (𝑖) it simulates a

realistic scenario where we do not know what percentage of benign flow injection a

malicious actor might use, and (𝑖𝑖) it allows us to evaluate whether the model is

truly learning to detect malware traffic patterns, rather then potentially overfitting

on the distribution of the specific benign dataset used.
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Figure 4.4: Performance when injecting different percentages of benign flows in the
samples at testing time. On the x-axis the percentage of injected benign flow can be
found.

We plot the average performance (together with the 95% confidence interval) of our

models when varying the levels of benign injection in Fig. 4.4. We immediately

notice that: (𝑖) the performance of all the models in terms of F1-score, accuracy

and TPR increases as the percentage of benign flows injected in the malicious

sample increases, and (𝑖𝑖) the FPR remains constant throughout the experiment.

Regarding the former, it might seem counter-intuitive to observe that the task

becomes easier as more benign flows are injected in the malicious samples. However,

upon inspection, we notice that the average number of flows for malicious samples

(with no benign flows injection) is 5 times higher than the average number of flows

of the benign samples. Thus, injecting benign flows into the malicious samples

makes the difference between malicious and benign samples even more striking.

Notice that our models are able to pick up such trend due to our BoF representation,

which provides a holistic view of each sample. On the contrary, in works such as
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[148], camouflaging has a very negative impact on the performance of the model,

as there the model only has access to fixed length sequences of flows. Regarding

our second observation, the stable FPR is expected since the amount of benign

data in each test set is constant.

Let us now focus on the comparison between the TTPxML models and the standard

ML ones. As is evident from Figure 4.4, the TTP-based features are also helpful

in this scenario. Indeed, we find that out of the 252 comparisons of the average

performance (7 models × 9 percentages × 4 metrics) between the two types of

models, the TTPxML models outperform the standard ML ones 247 times (i.e., 98%

of the time). Further, in the 5 cases where it is not so, the difference in performance

is negligible (minimum difference equal to 0.0001 and maximum difference equal

to 0.008). We also perform a paired t-test to check the statistical significance of

the results, and as expected, none of them return a p-value < 0.05, meaning that

such differences are not statistically significant. On the contrary, we can see that

for some models the introduction of TTP-based features results in a significant

improvement of performance. In particular,

1. for the logistic regression, the TTPxML model’s improvement over the

standard model reaches a maximum of (𝑖) 18.2% in terms of F1-score, (𝑖𝑖)

14.9% in terms of accuracy, (𝑖𝑖𝑖) 26.1% in terms of TPR, and (𝑖𝑣) 82.4% in

terms of FPR,

2. for the SVM, the TTPxML model’s improvement over the standard model

reaches a maximum of (𝑖) 19.8% in terms of F1-score, (𝑖𝑖) 15.9% in terms of

accuracy, (𝑖𝑖𝑖) 28.4% in terms of TPR and (𝑖𝑣) 84.9% in terms of FPR.

Regarding the other models, the improvements—though consistent—are much more

modest, as highlighted in Figure 4.4.
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4.4.7 Overall Comparison

Overall, TTPxML models consistently perform better than standard ML models:

when averaging over the 5 datasets, we compare the models a total of 952 times,

and the TTPxML models outperform the standard models 922 times (i.e., 96.8%

of the time). Of the 30 cases in which TTPxML has worse performance, 29 of

those cases are not not statistically significant.

Focusing on F1-score, which is the standard metric used for comparison in the

field, the TTPxML models outperform the standard ML models 235 times out

of a total of 238 instances, i.e., our models have a higher F1-score 98.7% of the

time. This consistent trend holds even in the best-case scenario for the standard

models—100% datapoints, no injection, and minimum bin size—albeit with smaller

gains. Overall, we find that regardless of the amount of data, the size of the BoF

representation, adversarial conditions, type of ML model, or metric chosen; the

TTPxML models consistently outperform the standard models.

4.5 Discussion

Coverage of Malware. Our results show that the key factor responsible for the

overall increase in performance of TTPxML models is the improvement in TPR. This

implies that using the TTP-based features, leads to more malicious samples being

accurately identified as malicious than before. This follows from the fact that TTPs

represent high-level adversarial behaviours, and thus by incorporating this knowledge

in ML models, their ability to recognise such behaviour increases commensurately.

High Performance with Less Data. We also find that our approach is

particularly useful in improving the performance of a model under data-scarce

regimens. In particular, TTPxML models yield F1-scores greater or equal than

those of standard models, even when trained with a tenth of the data used by

the standard models. This has significant practical implications for cyber defence,

given that malware is valued and feared as a function of its novelty—the less we



4. A Black-Box Approach for Exploiting TTPs for Malware Detection 97

know about it, or the less we have encountered it, the higher the risk it potentially

poses (e.g., zero-day attacks).

Minimal Additional Data Cost. One of the most significant advantages of

our approach is the fact that all this performance improvement comes at near-

zero additional data cost. As discussed earlier, most ML-based systems are data

greedy and require increasing amounts of data to improve performance. To the

contrary, our TTP-based features are created from existing source data. The only

additional data required is the knowledge contained within malware ontologies such

as the ATT&CK framework, which are easily available, limited in size, and easy

to store—none of which can be said about additional source data.

4.6 Conclusions

In this chapter, we propose a methodology for exploiting the domain knowledge

of known adversarial behaviour, in the form of TTPs from the MITRE ATT&CK

framework, for the purposes of improving ML-based malware detection on the

network. Our approach automatically constructs TTP-based features from network

traffic and provides this novel network sample representation as input to various ML

models. We demonstrate the utility of our approach by evaluating our TTPxML

models against standard ML models over 5 challenging datasets comprising of

over 1.5 million samples and 37 million flows. Our results conclusively show that

exploiting TTPs in this manner leads to better performance—indeed, models trained

with the TTP-based features outperform the standard models across every metric,

96.8% of the time. Furthermore, TTPxML models: (𝑖) have significantly better

performance when less data is available, (𝑖𝑖) have similar or better performance

than standard models while using a tenth of the data, and (𝑖𝑖𝑖) are robust in

the face of adversarial attack.



Better to fail spectacularly than do something
mediocre.

— Randy Pausch

5
Precise Malware Detection using TTPs

5.1 Foreword

In previous chapters we focused on designing malware detection systems that

had a wide-variety of use-cases and requirements—they were either specialised or

general-purpose, explainable and interpretable to a SOC analyst relying on their

classification decisions or black-boxes that could improve the capabilities of any

ML-based NIDS. Fundamentally though, all these systems were designed to exploit

TTPs for malware detection in the broadest possible manner, a property that is

desirable for any NIDS since it prioritises the malicious behaviours exhibited by the

most frequently-occurring TTPs (and hence the vast majority of malware samples).

Thus, TTPs that are not common in our malware datasets are effectively not

prioritised in the best case and ignored in the worst case, when it comes to making

detection decisions. This is especially true of data-driven methodologies, such as

the various ML algorithms utilised in our systems. In this chapter, we model the

task of network-based malware detection as a multi-label classification problem,

a choice that enables us to: (𝑖) detect malware more precisely on the basis of

individual TTPs, and (𝑖𝑖) identify the malicious usage of uncommon or rarely-used

TTPs. Aside from increasing the detection capabilities of a system, this approach

opens up several new avenues for system optimisation and more detailed analysis of

98
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malware. We further generalise this approach and show that the ML-based malware

detection systems described in Chapter 4, are a special case of this method and

can be applied more broadly. For the purposes of our analysis, we choose a specific

machine learning model that had previously proven effective in our experiments

(namely DNNs), to design, compare, and evaluate our proposed approach.

5.2 Introduction

Machine learning methods and especially neural networks are now routinely used

for malware detection in network traffic (see, e.g., [112, 164, 105]). Just within the

research literature, Scopus indicates that there has been a 508% increase in papers

referencing machine learning (ML) or deep learning (DL) within the context of

cyber security over the last 5 years [159]. The rapid increase in the usage of such

techniques within the domain of malware detection has been fuelled by the challenge

of keeping up with constantly-evolving malware and the ability of ML models to

handle large volumes of data. Approaches using neural networks in particular have

been favoured since they do not require an expert’s domain knowledge to define

discriminative feature used in malware detection system [69]. Though very effective,

such methods are often: (𝑖) purely data-driven, ignoring the substantial body of

available knowledge about the tactics, techniques, and procedures (TTPs) possibly

used, and (𝑖𝑖) not precise, since they either cannot correlate malicious activity with

TTP usage or if they do, they give little to no explanation about which TTPs have

been maliciously used. Furthermore, ML methods typically require large amounts

of quality training data, and are often not robust to adversarial attacks [69, 164].

In this chapter, we leverage the ontology of adversarial behaviour provided by the

MITRE ATT&CK framework, comprising of tactics, techniques, and procedures

(TTPs), to show that it is possible to precisely detect malware from network

captures by (𝑖) formulating the problem as a multi-label classification problem (see,

e.g., [171]) with one set of labels to classify the TTPs, and another label to classify

the maliciousness of the entire network traffic sample (henceforth referred to as
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sample), and (𝑖𝑖) designing a Deep Neural Network (DNN) architecture for the

multi-label classification problem, that can take into account information about the

TTPs utilised by the sample in the form of TTP features. In particular, we propose

a methodology in which (𝑖) each sample is analysed in order to automatically extract

the TTPs utilised by it, (𝑖𝑖) the network traffic features of the sample, together

with the features about the matched TTPs, are then given as inputs to the DNN

architecture, which is not only responsible for detecting the maliciousness of the

sample, but also which TTPs are maliciously used. To the best of our knowledge,

ours is the first system which is able to detect malicious network traffic and precisely

characterise which TTPs have been maliciously used. This is a rather useful property

since it enables our system to have different fine-grained outputs, as advocated in [32].

Compared to the existing purely data-driven approaches for malware detection (see,

e.g., [105, 112]), we expect that by (𝑖) providing the information about the TTPs

used by a sample, and (𝑖𝑖) training the neural network to detect both the malicious

activity as a whole and the specific TTPs that are maliciously used, our system is

particularly well-suited for detecting malware that utilises uncommon or rarely-used

TTPs—a scenario which is particularly challenging for any data-driven approach.

We evaluate our system by conducting an extensive experimental analysis involving

more than 1.5 million malicious and benign samples, curated from 5 different publicly

available datasets, thus allowing us to test our system on a broad range of real-world

samples. We consider 5 micro-average metrics usually used to evaluate systems

for multi-label classification problems (𝐹1-score, Subset Accuracy, Precision, Recall

and False Positive Rate), together with the macro-average metrics corresponding to

the 𝐹1-score, Precision and Recall. These metrics are widely used (see, e.g., [147,

175, 62]), and each highlights a different aspect of our system’s performance. For

instance, we utilise the macro-average metrics to highlight the performance of our

system at TTP classification since individual TTP classes are unbalanced in our

data, and these metrics are suited for multi-label classification with unbalanced

classes [162, 198]. On the other hand, we use micro-average metrics to highlight

the overall performance of our system, specifically for sample classification, which
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is evaluated on balanced malicious and benign datasets. We further evaluate our

approach across four possible configurations:

1. sttp2sttp: the system is given the sample and TTP features as input, and it

has to detect both if the sample is malicious, and which TTPs are maliciously

used by it.

2. sttp2s: the system is given the sample and TTP features as input, and it

has to determine whether the sample is malicious or not.

3. s2sttp: the system is given just the sample as input, and it has to detect

both if the sample is malicious, and which TTPs are maliciously used by it.

4. s2s: the system is given just the sample as input, and it has to determine

whether the sample is malicious or not.

We test our approach in all configurations, across all of our datasets, to thoroughly

evaluate its performance. We conduct further experimental analysis to test our

approach in various challenging conditions, such as when faced with limited training

data or dealing with adversarial attack. Our experimental analysis confirms that:

• The sttp2sttp, sttp2s and s2sttp models consistently outperform the

standard s2s model.

• The sttp2sttp model has the best overall performance, and significantly

better average performance in detecting rarely-occurring malicious TTPs, as

witnessed by an average improvement in the Macro 𝐹1-score, Macro Precision

and Macro Recall of 37.55%, 11.82% and 46.05% respectively.

• It is possible to further improve the performance of sttp2sttp by finely

tuning the decision threshold for each individual TTP. In our datasets, we

measure average performance gains of 12.5%, 12.0%, and 47.6%, for the Macro

𝐹1-score, Macro Precision, and Macro Recall respectively.
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• sttp2sttp maintains its ability to better detect malicious TTPs than s2sttp

even when considering challenging scenarios where models are trained with

a limited number of samples, or when tested with noisy malicious samples

flooded with benign traffic by adversaries attempting to camouflage their

activities.

The better performance of sttp2sttp when compared to any other model (be

it s2sttp, sttp2sor s2s) corresponds to the possibility of training sttp2sttp

with less data and still getting the same performance of the other model, thus at

least partially overcoming the well-known data-greediness problem of ML models

(see, e.g., [69]). For instance, sttp2sttp utilising 25% of the training data has

a higher average 𝐹1-score than s2sttp utilising 100% of the training data, and

sttp2sttp when trained with 10% of the data has on average still a higher Recall

than s2sttp trained with 100% of the data.

To recap, the main contributions of the chapter can be summarised as follows:

• We design a novel multi-label DNN architecture that can precisely detect

network-based malware along with the specific TTPs utilised by it, by

exploiting TTP information in the form of automatically-generated features.

• We outperform the state-of-the-art models, regardless of whether or not

they exploit the same TTP features used by our system. Our approach

is particularly beneficial in detecting the malicious usage of uncommon or

rarely-used TTPs.

• Our system is highly configurable, allowing for TTP by TTP tuning, thus

further increasing its performance.

• We test our approach on a large dataset of real-world malicious and benign

samples. We utilise 5 balanced datasets to fairly test our system, consisting

of over 1.5 million samples.
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• We evaluate our system under challenging scenarios, such as when it has

access to limited training data or when it is subjected to adversarial attack,

and demonstrate that it consistently outperforms other systems even under

these conditions.

The rest of the chapter is organised as follows. Section 5.3 discusses the overall

architecture of the system and the functioning of its individual components. The

four models sttp2sttp, s2sttp, sttp2s and s2s are then comparatively evaluated

in Section 5.4. Section 5.5 contains further experimental analysis of our system, by

testing it under various challenging conditions and tuning it on a TTP-by-TTP basis

to further improve performance. A thorough discussion about the results presented

is in Section 5.6, followed by a comparison of our approach with closely related work

in Section 5.7. Finally, we present the overall conclusions of our work in Section 5.8.

5.3 System Architecture

At a high level, our system classifies a given sample in the following manner:

1. A raw network traffic sample is taken as input, and modelled into a vectorial

representation of the network traffic data, known as Bag of Flows (BoF).

2. TTP information about the sample is automatically extracted, and incorpo-

rated into the Bag of Flows in the form of TTP features.

3. This Bag of Flows is given as input to our multi-label DNN architecture,

which performs the malware classification.

4. As per the model configuration, our system gives as output: (𝑖) a malicious or

benign classification for the overall sample, or (𝑖𝑖) a multi-label classification

of each maliciously-used TTP by the sample, in addition to the malicious or

benign classification for the overall sample.

We broadly describe the specifics of each of these steps in the subsequent sections.
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5.3.1 Constructing the Bag of Flows

The first two steps are largely based on the methodology of the TTPxML system

described in [163] (and Chapter 4). Here, to make the chapter more self-contained,

we briefly describe how the raw network traffic samples are converted into their

Bag of Flow representation, as required by the next step in our malware detection

system. See Section 4.3.3 for more details.

Each raw network traffic sample is represented as a set of network flows, using

Yet Another Flowmeter (YAF) [86], and annotated with the set of features in

Table 5.1. YAF has several advantages, including the fact that it has been designed

for high performance. Then, each flow is annotated with the 13 TTPs from the

MITRE ATT&CK framework as shown in Table 5.2. This TTP matching is done

at the flow level, and utilises the methodology described in [162] (and Chapter 3).

These 13 TTPs encompass 11 tactics, 9 techniques, and 6 sub-techniques, and thus

represent a sufficiently wide variety of adversarial behaviour that can be exhibited by

network-based malware. Each flow is then converted into a vector in which (𝑖) each

non-numerical feature is converted into a numerical one, (𝑖𝑖) the categorical features

“End-reason”, “Protocol” and the 4 features representing TCP flags, are represented

as one-hot encoded vectors, while (𝑖𝑖𝑖) “Destination IP” is converted into a 32-bit

integer maintaining the structure information of IP addresses. Any flow properties

that are not useful for classification or would unintentionally bias it, are dropped.

Finally, the remaining flow properties are aggregated in a Bag of Flows, which

is a vectorial representation of the original sample. Each BoF is constructed by

(𝑖) min-max scaling each flow-level feature, and (𝑖𝑖) transforming each flow-level

feature into a normalised histogram recording the proportion of values that fall

within a certain range. In practice, for each non categorical feature 𝐵 = 5 bins

are defined, and for each bin, the proportion of flows in the sample having a value

belonging to that bin is recorded.

In the sttp2s and sttp2sttp models, the Bag of Flows representation also includes

the following information about the TTPs matched by the flows in the sample:
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Field Property
Flow Hash The hash associated with each unique flow.
Sample Hash Hash of the sample corresponding to the flow.
Unique ID A unique ID associated with each flow.
Dataset The dataset to which a flow belongs.
Source Port The port from which the flow originates.
Destination Port The port on which the flow connects to.
Start time, end time Flow start or end time.
Duration Flow duration in seconds.
Protocol IP protocol identifier in decimal format.
Entropy The Shannon Entropy for the flow payload.
Applabel The application label, as identified by YAF.
Source IP, Dest. IP Source and destination IPv4/IPv6 address.
Type, Code ICMP type or code in decimal format.
Isn, Risn Forward or reverse TCP sequence number.
Flags 4 properties representing various TCP flags.
Tag, Rtag 802.1q VLAN tag in forward/reverse direction.
Pkt, Rpkt No. of packets in forward/reverse direction.
Oct, Roct No. of bytes in forward/reverse direction.
RTT Round-trip time estimate in milliseconds.
End-reason Reason for termination of flow.

Table 5.1: Flow properties.

• For each TTP two aggregate features are created: one representing the

proportion of flows in the sample that match the given TTP, and the other

representing the total number of flows matching the given TTP. This last

feature is normalised over all the samples.

• Then, the following information about the matched TTPs is also provided:

(𝑖) the number of unique TTPs matched by the sample, (𝑖𝑖) the total number

of TTPs matched by the sample, (𝑖𝑖𝑖) the number of flows matching at least

one TTP in the sample, (𝑖𝑣) the proportion of flows matching at least one

TTP in the sample, (𝑣) the mean of the number of TTPs matched by the

sample, and (𝑣𝑖) the standard deviation of the number of TTPs matched by

the sample. All these features are normalised over all the samples.

At this point, the sample has been successfully modelled as a Bag of Flows, and

its corresponding TTP information has also been incorporated into this BoF. This
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Tactics Techniques
Reconnaissance T1590 - Gathering Victim Network Information

Credential Access T1557.001 - Man-in-the-Middle

Discovery
T1124 - System Time Discovery
T1135 - Network Share Discovery

Lateral Movement

T1021.001 - Remote Services (RDP)
T1021.004 - Remote Services (SSH)
T1550.003 - Use Alternate Authentication Material
T1563.001 - Remote Service Session Hijacking (RDP)
T1563.002 - Remote Service Session Hijacking (SSH)
T1570 - Lateral Tool Transfer

Command and Control

T1071 - Application Layer Protocol
T1090 - Proxy
T1105 - Ingress Tool Transfer
T1571 - Non-Standard Port

Execution T1053 - Scheduled Task/Job

Table 5.2: List of supported TTPs from the MITRE ATT&CK framework.

vectorial representation of the given sample is then passed on to the classifier.

5.3.2 Multi-label DNN Classification

The multi-label DNN architecture utilised by our system has an input layer of

neurons, that has the same size as that of the vector representing the Bag of Flows,

which was created in the previous step. The neural network is implemented as

a fully-connected feed-forward neural network with ReLU non-linearity and four

hidden layers. The output layer of the DNN contains 14 neurons, 13 corresponding

to the outcome for the 13 TTPs supported by our system, and the final neuron

corresponding to the maliciousness of the entire sample. Thus, this architecture

allows us to operate in both multi-label and binary settings, enabling us to test

our system in various configurations.

As previously stated, our system allows for 4 different configurations depend-

ing on whether:
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1. TTP features are given as input along with the sample’s BoF or not, to the

classification system.

2. The output of binary classification of the sample, should also include informa-

tion about which TTPs are maliciously used by the sample or not.

These 4 configurations are: sttp2sttp (TTP information in both input and output),

s2sttp (just the sample information in input and TTP information as output),

sttp2s (TTP information in input and just the sample maliciousness as output),

and s2s (just the sample information in input and sample maliciousness as output).

All the four classification tasks can be modelled as multi-label classification problems,

and transformed into binary classification problems, when dealing with configu-

rations where the system only has to determine whether the overall sample is

malicious or benign. In a multi-label classification model, an input vector 𝑥 of

values is mapped to an output binary vector in which each element represents a

property of the input sample 𝑥. In contrast to binary classification, an input sample

𝑥 can have multiple elements in the output vector mapped to 1, thus corresponding

to 𝑥 satisfying the properties represented by such output values. Formally, as

defined in [71], a multi-label classification problem is defined as a pair (A,X),

where A is a set of labels, while X is a finite set of pairs (𝑥, 𝑦) where 𝑥 ∈ R𝑁

(𝑁 ≥ 1) is a datapoint/sample, and 𝑦 ⊆ A is the ground truth of 𝑥, i.e., the set

of labels associated with 𝑥. A model 𝑚 for P is a function 𝑚(·, ·) which maps

every label 𝐴 and datapoint 𝑥 ∈ R𝑁 to [0, 1]. For every label 𝐴 the function

𝑚𝐴 : R𝑁 ↦→ [0, 1] is defined by 𝑥 ↦→ 𝑚(𝐴, 𝑥), for each datapoint 𝑥 ∈ R𝑁 . Finally,

a datapoint 𝑥 ∈ R𝑁 is predicted by 𝑚 to have label 𝐴 whenever 𝑚𝐴 (𝑥) is greater

than or equal to a user-defined threshold 𝜃𝐴 ∈ [0, 1].

Ideally, we would like to have one label per TTP that we are interested in detecting.

In our case, this would correspond to having the set of labels A equal to the set of

TTPs in Table 5.2; the set X to be the set of Bag of Flows corresponding to the

samples, in which each Bag of Flows 𝑥 is paired with the labels 𝑦 corresponding
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to the TTPs in Table 5.2 which are maliciously used by the sample. Such a

picture has two difficulties:

1. All available datasets of malware network traffic only have information

regarding the maliciousness of the sample, and do not contain any information

about which are the TTPs being used.

2. The list of TTPs in Table 5.2 is by no means exhaustive, meaning that there

can certainly be malicious network traffic samples that do not match any of

the TTPs supported by our system.

We overcome the first difficulty by (𝑖) automatically detecting the TTPs in each sam-

ple as described in Section 5.3.1, and (𝑖𝑖) associating the set of labels corresponding

to the detected TTPs, to the sample.

To overcome the second difficulty, we introduce an additional label called Mal-

Sample whose ground truth is assumed to be 1 when the sample is malicious, even if

it does not match any of the TTPs our system supports. Notice that even assuming

that our system would support all known TTPs, such an additional label is still

useful given the possibility of either an attack using a never seen before TTP, or the

TTP detection component failing to recognise a TTP (be it malicious or benign)

in the network traffic sample. However, the presence of the label Mal-Sample

indicating sample maliciousness and of the other labels indicating malicious usage

of TTPs raises the following possibilities:

1. The TTP outputs and the sample output are compatible with each other,

meaning that either all the TTPs in the sample and the sample itself are

classified as benign, or that some of the TTPs in the sample and the sample

itself are classified as malicious. In this case, no issue arises and all the TTPs

and the sample are considered according to their predictions.

2. The TTP outputs and the sample output are different because all the TTPs

in the sample are labelled as benign and the sample as malicious. Such a case

reflects the possibility that the model has detected a malicious sample even
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though it does not match any of the supported TTPs. Given this, all the

TTPs and the sample are considered according to their predictions, as in the

first case.

3. The TTP outputs and the sample output are different, implying that some

TTP is labelled as malicious while the sample is labelled as benign. Such

a situation does not reflect any real scenario, and it is possible given the

inherent fact that machine learning models in general, and neural networks in

particular, may fail to learn existing relationships between the labels (see, e.g.,

[72], for a discussion on this). In such a case, taking a prudential approach, we

also consider the sample as malicious and count it accordingly in the metrics.

Indeed, from a technical point of view, the problem we are considering is the special

case of a multi-label classification problem with hierarchical constraints between

the labels. Special techniques have been developed for such problems in order to

guarantee coherency between hierarchical labels, (see, e.g., [191, 70, 158]). We did

not consider such techniques given the relative simplicity of our hierarchy with

only one level, in which, as we said, coherency is guaranteed by simply flipping

the Mal-Sample label when necessary. In practice, such incoherence shows up very

rarely: in our experiments there are no differences (up to the third decimal place)

in the 𝐹1-score, Precision, and Recall of label Mal-Sample when measured before

and after Mal-Sample is turned to 1, in order to solve the incoherence between

label Mal-Sample and the TTP labels.

5.4 Evaluation

The goal of our experimental evaluation is to assess the benefits of (𝑖) providing

TTP information as additional features to the neural network; and (𝑖𝑖) teaching

the neural network to detect the malicious usage of TTPs, when classifying a given

sample. Specifically, we pose the following questions:

1. Is it possible to effectively detect the malicious usage of each TTP?
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Dataset Samples Flows
Ember Malicious [13] 435,741 26,567,527
MalRec [160] 37,763 12,273,502
MalShare [150] 1,268,923 32,310,907
VirusShare [183] 595,098 12,217,493
Ember Benign [13] 155,432 1,423,023
Total (unique) 2,131,832 83,371,480

Table 5.3: Statistics about the original datasets.

2. In the previous case, do the TTP features help?

3. Does detecting the malicious usage of TTPs, also help solve the simpler

problem of determining the maliciousness of the overall sample?

4. In the previous case, do the TTP features help?

Towards this end, we comparatively evaluate our different models sttp2sttp,

s2sttp, sttp2s and s2s on the same 5 datasets used in [163] (and Chapter 4). In

the following subsections, we first provide a detailed description of the datasets,

highlighting some of their characteristics. Then, we present the metrics used in

our evaluation. Finally, we present the results of our experimental evaluation,

addressing the first two questions in Subsection 5.4.3, and the third and fourth

questions in Subsection 5.4.4.

5.4.1 Datasets

We use the same 5 balanced datasets we created in Chapter 4, to enable a fair

comparison across the various approaches. However, we provide much greater detail

about the breakdown of the datasets by individual TTPs in Table 5.4, since in

this chapter we are stratifying the problem of malware detection by TTP. The

datasets consist of a varied population of malware and benign samples from the five

publicly available datasets represented in Table 5.3. Of these five datasets, only one,

namely “Ember Benign”, contains benign samples. Starting from the datasets in

Table 5.3, five new datasets have been constructed by randomly sampling the five



Train (tot. samples = 186183) Validation (tot. samples = 62060) Test (tot. samples = 62061)
Benign Malicious Benign Malicious Benign Malicious

#s % #s % #s % #s % #s % #s %
T1557 0.0 0.00% 0.4 0.00% 0.0 0.00% 0.0 0.00% 0.0 0.00% 0.2 0.00%
T1135 24.0 0.03% 362.2 0.39% 8.0 0.03% 114.2 0.37% 8.0 0.03% 119.6 0.39%
T1124 61962.6 66.56% 71892.6 77.23% 20654.2 66.56% 23935.8 77.14% 20654.2 66.56% 23976.2 77.27%
T1071 9.0 0.01% 46.8 0.05% 3.0 0.01% 14.2 0.05% 3.0 0.01% 14.8 0.05%
T1590 2.4 0.00% 0.2 0.00% 0.8 0.00% 0.0 0.00% 0.8 0.00% 0.0 0.00%
T1563 0.0 0.00% 0.0 0.00% 0.0 0.00% 0.0 0.00% 0.0 0.00% 0.0 0.00%
T1105 97.2 0.10% 42.4 0.05% 32.4 0.10% 12.4 0.04% 32.4 0.10% 11.4 0.04%
T1090 1.2 0.00% 44.6 0.05% 0.4 0.00% 10.4 0.03% 0.4 0.00% 15.0 0.05%
T1550 0.6 0.00% 10.8 0.01% 0.2 0.00% 3.6 0.01% 0.2 0.00% 3.6 0.01%
T1570 0.0 0.00% 0.0 0.00% 0.0 0.00% 0.0 0.00% 0.0 0.00% 0.0 0.00%
T1571 71584.2 76.90% 86088.8 92.48% 23861.4 76.90% 28652.6 92.34% 23861.4 76.90% 28683.8 92.44%
T1053 3.0 0.00% 0.8 0.00% 1.0 0.00% 0.2 0.00% 1.0 0.00% 0.0 0.00%
T1021 11.4 0.01% 28.6 0.03% 3.8 0.01% 8.4 0.03% 3.8 0.01% 8.6 0.03%
Tnull 21548.0 23.15% 6986.0 7.50% 7045.0 22.70% 2416.0 7.79% 7178.0 23.13% 2299.0 7.41%
Total 133695.6 158518.2 44565.2 52751.8 44565.2 52833.2

Table 5.4: Statistics about the newly-derived datasets. Average number and percentage of matched samples per TTP, across the
train/validation/test sets. Column #s is the number of matched samples. The Total number of TTPs does not include Tnull, since Tnull
represents the samples that do not match any TTPs.
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original ones. Each of the five new datasets has then been split into training (60%

of the samples), validation (20% of the samples), and test (20% of the samples)

sets. These new datasets share the following properties: (𝑖) they are balanced at

the sample level, meaning that they contain a balanced number of malicious and

benign samples, (𝑖𝑖) they are split ensuring that they have pairwise disjoint test

sets, (𝑖𝑖𝑖) they are as large as possible given the previous two requirements. Though

these new datasets should share the same distributions of samples, by considering

five (and not just a single dataset) we are able to compute the mean and standard

deviation of our results, thus minimising the risk of skewed results due to particular

distributions in the training, validation, or test sets.

Table 5.4 describes the mean statistics of our data across all five of our training,

validation, and test sets. It also shows for each individual TTP:

• The number of malicious and benign samples that contain the TTP.

• The percentage of malicious and benign samples that contain the TTP.

When we look at the last row of Table 5.4 which shows the total number of samples

that match a TTP (excluding samples that do not match any TTP), we observe

that there is not a significant difference between the number of benign and malicious

samples with TTPs (∼15% difference). Further, notice that the average number

of TTPs matched by benign samples is 1.4, while it is 1.7 for malicious ones. The

second observation is that the dataset is highly unbalanced at the TTP level: T1124

and T1571 occur in most of the malicious and benign samples, while most of the

others occur rarely in the datasets, with T1557, T1590, T1563, T1570, T1053

not occurring at least once on average in our train/validation/test sets. This

implies that our models cannot always be properly trained/validated/tested on the

labels corresponding to such TTPs as there are no samples with such labels in the

corresponding train/validation/test sets. For this reason, we do not consider the

labels associated with T1557, T1590, T1563, T1570, T1053, and only consider the 9

labels T1135, T1124, T1071, T1105, T1090, T1550, T1571, T1021, each associated

to the corresponding TTP, plus the label Mal-Sample corresponding to the entire
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sample. Finally, while the most frequent TTPs often occur in malicious samples,

the opposite happens for some other TTPs, like T1105 and T1053.

5.4.2 Metrics

Given the 𝑖th label 𝐴𝑖 (representing either a TTP or the label Mal-Sample associated

to the sample), we assume

1. 𝑃𝑖 and 𝑁𝑖 denote the sets of malicious and benign samples with label 𝐴𝑖 (and

thus |𝑃𝑖 | + |𝑁𝑖 | = 𝑛 where 𝑛 is the number of samples), and

2. 𝑃𝑃𝑖 and 𝑃𝑁𝑖 denote the sets of predicted malicious and predicted benign

samples respectively, with label 𝐴𝑖 (and thus also |𝑃𝑃𝑖 | + |𝑃𝑁𝑖 | = 𝑛).

Then, all the metrics are defined on the basis of the confusion matrix represented

by the different values for 𝑃𝑖, 𝑁𝑖, 𝑃𝑃𝑖 and 𝑁𝑁𝑖 of the different labels. Considering

the 𝑖th label 𝐴𝑖,

1. the True Positive set 𝑇𝑃𝑖 is the set of samples which are predicted to be

positive (malicious) and are actually positive (malicious):

𝑇𝑃𝑖 = 𝑃𝑖 ∩ 𝑃𝑃𝑖 .

2. the False Positive set 𝐹𝑃𝑖 is the set of samples which are predicted to be

positive (malicious) and are actually negative (benign):

𝐹𝑃𝑖 = 𝑁𝑖 ∩ 𝑃𝑃𝑖 .

3. the True Negative set 𝑇𝑁𝑖 is the set of samples which are predicted to be

negative (benign) and are actually negative (benign):

𝑇𝑁𝑖 = 𝑁𝑖 ∩ 𝑃𝑁𝑖 .

4. the False Negative set 𝐹𝑁𝑖 is the set of samples which are predicted to be

negative (benign) and are actually positive (malicious):

𝐹𝑁𝑖 = 𝑃𝑖 ∩ 𝑃𝑁𝑖 .
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On the basis of the confusion matrix of each label, many metrics have been defined

and used to evaluate model performance in multi-label and binary classification

problems. A standard way to present the different metrics is to distinguish between

“micro” and “macro” average scores, the latter usually distinguished by appending

the word “Macro” in front or after the name of the metric.

In the micro case, each metric groups the classifications by sample across all labels,

and then calculates the overall metric, thus giving each prediction equal importance.

This, hence favours the labels with high support, defined as the number of samples

having a particular label. In contrast, each macro metric calculates the average of

the metric across all classes, thus giving each label equal importance, irrespective of

their support. In general, macro metrics are better suited in highlighting differences

in performance when considering highly unbalanced datasets, as is our case when

looking at the data at the TTP-level.

We use the following micro and macro scores to present our results. See, e.g.,

[147] for a more in depth presentation of such metrics, including a study about

the correlations existing among them.

5.4.2.1 Micro-average metrics

If we define 𝑇𝑃 =
∑

𝑖 |𝑇𝑃𝑖 |, 𝐹𝑃 =
∑

𝑖 |𝐹𝑃𝑖 |, 𝑇𝑁 =
∑

𝑖 |𝑇𝑁𝑖 |, 𝐹𝑁 =
∑

𝑖 |𝐹𝑁𝑖 |, 𝑃 =∑
𝑖 |𝑃𝑖 |, 𝑁 =

∑
𝑖 |𝑁𝑖 | and 𝑃𝑃 =

∑
𝑖 |𝑃𝑃𝑖 | the following (micro-average) metrics are

among the most commonly used:

1. 𝐹1-score (F1), it is the harmonic mean of Precision and Recall, defined as:

𝐹1=
2𝑃𝑟𝑅𝑒
𝑃𝑟 + 𝑅𝑒

=
2𝑇𝑃

2𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁
=

2𝑇𝑃
𝑃𝑃 + 𝑃

.

2. Accuracy (Acc), it is defined as the ratio between the number of correctly

predicted labels to the total number of predictions:

𝐴𝑐𝑐 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
=
𝑇𝑃 + 𝑇𝑁

𝑃 + 𝑁
.
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3. Precision (Pr), it is the proportion of the correctly predicted positive labels

to the overall positively predicted labels, i.e., the ratio between the correctly

predicted positive labels and the total number of positively predicted labels:

𝑃𝑟 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
=
𝑇𝑃

𝑃𝑃
.

4. Recall (Re), it is the ratio between the correctly predicted positive labels and

the total number of actually positive labels:

𝑅𝑒 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
=
𝑇𝑃

𝑃
.

5. False Positive Rate (FPR), it is the proportion of the incorrectly predicted

positive labels to the number of actually negative labels:

FPR =
𝐹𝑃

𝐹𝑃 + 𝑇𝑁
=
𝐹𝑃

𝑁
.

Another standard metric used in multi-label classification, defined directly on the

basis of the ground truth 𝑦𝑖 and the predicted labels 𝑦𝑖 of each sample 𝑥𝑖, is Subset

Accuracy. Subset Accuracy (SA) is defined as the percentage of samples that

have all their labels classified correctly:

𝑆𝐴 =
1
𝑛

𝑛∑︁
𝑖=1

1(𝑦𝑖 = 𝑦𝑖)

where 𝑛 is the total number of samples and 1(.) is the indicator function returning

1 if the condition in parenthesis is true, and 0 otherwise.

5.4.2.2 Macro-average metrics

In multi-label classification problems, macro-average metrics are computed by

averaging the corresponding micro-average metric as defined in Section 5.4.2.1. So,

if 𝑁 is the number of labels,

Macro 𝐹1-score is defined as:

Macro 𝐹1-score =
1
𝑁

∑︁
𝑖

2|𝑇𝑃𝑖 |
2|𝑃𝑃𝑖 | + |𝑃𝑖 |

,
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sttp2sttp s2sttp
𝐹1-score (↑) 0.835 ± 0.003 0.826 ± 0.003
Accuracy (↑) 0.972 ± 0.000 0.970 ± 0.000
Subset Accuracy (↑) 0.841 ± 0.002 0.831 ± 0.002
Precision (↑) 0.953 ± 0.002 0.951 ± 0.002
Recall (↑) 0.744 ± 0.005 0.730 ± 0.005
FPR (↓) 0.003 ± 0.002 0.004 ± 0.000

Table 5.5: Average and standard deviation of the results obtained by running sttp2sttp
and s2sttp on the five datasets, detecting the malicious TTPs. For each metric, the ↑
(resp. ↓) indicates that the higher (resp. lower) the result, the better the performance.
For each pair of results, the best is in bold.

Macro Precision is defined as:

Macro Precision =
1
𝑁

∑︁
𝑖

|𝑇𝑃𝑖 |
|𝑃𝑃𝑖 |

,

and Macro Recall is defined as:

Macro Recall = 1
𝑁

∑︁
𝑖

|𝑇𝑃𝑖 |
|𝑃𝑖 |

.

In our case 𝑁 = 9, corresponding to the 8 TTPs appearing on average at least

once in our train/validation/test sets, plus the label Mal-Sample associated to

the entire sample.

5.4.3 Evaluating Malicious Usage of TTPs

Our first experiment tests the effectiveness of detecting malicious usage of TTPs and

assesses the extent to which providing TTP features is helpful to a system’s overall

malware detection capabilities. We thus consider our sttp2sttp and s2sttp

models, where the only difference between them is whether TTP information is

provided as input, but otherwise identical input data and configurations are used.

Specifically, we train a feed forward neural network with 4 hidden layers (each with

1250 neurons) and the following hyper-parameters: dropout rate of 0.4, learning

rate of 1.6× 10−4, and weight decay of 3.05× 10−6. All the models are trained using

mini-batching (with batch size of 750) and Adam optimizer [95].
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The results of this experiment are presented in Table 5.5, and the best results

for each metric are highlighted in bold. Looking at the table, we observe that,

firstly as expected, providing TTP features consistently helps across all metrics.

Secondly, the absolute values are quite high for each metric, and in particular,

it is remarkably high for Accuracy (≃ 0.97, meaning that more than 97% of the

predictions are correct) and Precision (≃ 0.95, meaning that more than 95% of

the positive predictions are correct). We obtain the “lowest” value for the Recall

metric (≃ 0.74, meaning that our models are able to detect roughly three out of

four of the positive labels, each representing maliciousness).

Next, we see that though the TTP information helps, the difference between the

values associated with each metric does not appear to be remarkably high if we

consider the (micro) statistics in Table 5.5. This fact underlines that, assuming we

are interested in maximising such micro-average scores, it is possible to not provide

the TTP features as input and let the model learn how to detect and properly classify

each TTP by itself, with a relatively low decay in the micro-average performance.

However, the true benefits of the sttp2sttp system over s2sttp can be seen when

analysing the results of this experiment on a TTP-by-TTP basis. When considering

our selected metrics at the individual TTP level, we observe significant improvements

in performance when utilising the TTP features, as in the case of sttp2sttp.

A careful analysis of the Precision, Recall, and 𝐹1-score of each label, reported

in Table 5.6, reveals that:

1. TTP features are beneficial in all cases, except for T1021.

2. The contribution of the TTP features is relatively modest for the highly

occurring TTPs (T1124 and T1571), and significantly higher for many of the

others. For instance, if we consider T1105, the 𝐹1-score for sttp2sttp is

0.686, and 0 for s2sttp.

Such facts are reflected by the macro-average scores reported in the last line of

Table 5.6, where we see huge improvements across all metrics:



sttp2sttp s2sttp
𝐹1 (↑) Precision (↑) Recall (↑) 𝐹1 (↑) Precision (↑) Recall (↑) Support

T1135 0.962 0.986 0.940 0.872 0.884 0.866 119.6
T1124 0.850 0.952 0.768 0.838 0.950 0.752 23976.2
T1071 0.656 0.742 0.590 0.566 0.806 0.458 14.8
T1105 0.686 0.660 0.726 0.000 0.000 0.000 11.4
T1090 0.946 0.972 0.922 0.078 0.600 0.044 15.0
T1550 0.160 0.200 0.134 0.000 0.000 0.000 3.6
T1571 0.840 0.952 0.752 0.830 0.954 0.736 28683.8
T1021 0.000 0.000 0.000 0.310 0.594 0.236 8.6
Mal-Sample 0.820 0.952 0.718 0.810 0.950 0.708 31031.0
Macro avg 0.658 0.713 0.617 0.478 0.638 0.422 9318.2

Table 5.6: Average of the scores corresponding to each label. For each metric, the ↑ (resp. ↓) indicates that the higher (resp. lower) the
result, the better the performance. For each pair of results, the best is in bold. For each label, column Support reports the number of
(malicious) samples with that label.
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1. Macro 𝐹1-score jumps from 0.478 to 0.658, with an increase of 37.55%.

2. Macro Precision goes from 0.638 to 0.713, with an increase of 11.82%.

3. Macro Recall jumps to 0.617 from 0.422, with the highest increase of 46.05%.

In Section 5.5.1 we will see how such positive results can further be improved by

fine-tuning the threshold 𝜃 associated with each label to decide the maliciousness

of the corresponding TTP and/or sample.

As a final consideration, we remark that all the statistics reported in Tables 5.5 and

Table 5.6 take into account the metrics associated with all the labels, including the

label Mal-Sample associated with the entire sample. This is standard practice in

both multi-label classification problems and hierarchical multi-label classification

problems (see, e.g., [182]). Further, if we do not count the outputs of Mal-Sample,

the statistics in Table 5.5 and the macro-average statistics in Table 5.6 would only

be moderately affected. Indeed, the Precision and Recall of the label Mal-Sample

associated with the sample (in Table 5.6) are very close to the overall Precision and

Recall in Table 5.5, and consequently the two 𝐹1-scores of Mal-Sample computed

by sttp2sttp and s2sttp (equal to ≃ 0.82 and ≃ 0.81, respectively) are also

similar to the overall 𝐹1-score in Table 5.5 (equal to ≃ 0.83).

5.4.4 Evaluating Sample Detection

We now want to evaluate how the detection of TTPs and their classification as

malicious has an impact on the classification of the entire sample as either malicious

or benign, and the impact of providing TTP features. We implement sttp2s and

s2s with the same configuration and hyper-parameters as sttp2sttp and s2sttp.

The results obtained by running all the models (i.e., sttp2s and s2s as well) are

reported in Table 5.7, where the best results are highlighted in bold, while the

second best are underlined. The last line reports the average ranking, obtained

by ranking the performance of each system on a metric and then averaging the

results. In the case of ties between models, average ranks are assigned to such

models (see [49] for more details).
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sttp2sttp s2sttp sttp2s s2s
𝐹1-score (↑) 0.820 ± 0.002 0.811 ± 0.003 0.811 ± 0.002 0.802 ± 0.004
Accuracy (↑) 0.842 ± 0.002 0.835 ± 0.002 0.834 ± 0.001 0.827 ± 0.004
Precision (↑) 0.952 ± 0.002 0.951 ± 0.002 0.939 ± 0.005 0.949 ± 0.005
Recall (↑) 0.720 ± 0.004 0.708 ± 0.004 0.715 ± 0.004 0.700 ± 0.002
FPR (↓) 0.037 ± 0.002 0.037 ± 0.002 0.047 ± 0.004 0.045 ± 0.006
Avg ranking 1.1 2.2 3.1 3.6

Table 5.7: Average and standard deviation of the results obtained by running each of
the four models on the five datasets, to detect malicious samples. For each metric, the ↑
(resp. ↓) indicates that the higher (resp. lower) the result, the better the performance.
For each metric, the best result is in bold, and the second best is underlined. The last
row reports the average ranking.

Considering the table, the first observation is again that sttp2sttp has the best

performance across all the different metrics. Further, sttp2sttp almost always

has the most stable performance of the lot, as measured by the standard deviation:

the only exception to the rule is for Recall, for which sttp2sttp has a standard

deviation of 0.004, equal to the standard deviation of s2sttp and sttp2s, but

higher than that of s2s. Then, the second most performing model is s2sttp,

which underlines the fact that the precise detection and classification of TTPs

improves the overall performance of the corresponding binary classifiers. This

result may look surprising given that (𝑖) both sttp2sttp (resp. s2sttp) has

been trained on the same dataset used for training sttp2s (resp. s2s), and (𝑖𝑖)

sttp2sttp and s2sttp are actually solving a more complex problem than their

corresponding models sttp2s and s2s, namely identifying malicious usage of TTPs

and determining the maliciousness of the overall sample. However, by having a

separate label for each TTP, the neural network has now the possibility to focus on

the detection of the malicious samples containing rarely used TTPs, and classify

them accordingly. The relatively good performance of s2sttp even when used

as a binary classifier confirms that (𝑖) it is possible to not provide TTP features

as input, (𝑖𝑖) have the model learn how to detect the malicious usage of TTPs,

and (𝑖𝑖𝑖) still not get a huge performance decay.
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Additionally, model sttp2s has better performance than of s2s, confirming the

fact that providing TTP information improves the model’s performance, as also

highlighted by the better performance of sttp2sttp compared to s2sttp.

Overall, the main results of this experimental analysis are that:

1. Teaching the neural network to detect the malicious usage of individual TTPs

helps improve the overall performance of the system, as demonstrated by the

performance metrics for sttp2sttp and s2sttp.

2. Using TTP features in this multi-label DNN architecture, greatly benefits the

detection of the malicious usage of individual TTPs that occur rarely (i.e.,

have low support). As evidenced by the relative comparison of sttp2sttp

to s2sttp at the TTP level in Table 5.6, performance across each metric

increases significantly for nearly every such TTP.

3. Providing TTP features as input is a net benefit to any system and improves

overall malware detection capabilities. This is demonstrated by the com-

parative performance of otherwise identical system, such as: sttp2sttp vs

s2sttp, and sttp2s vs s2s.

4. Teaching the neural network to detect the malicious usage of TTPs and

providing TTP features, leads to the best overall results, as demonstrated by

sttp2sttp and its results across all metrics.

5.5 Experimental Analysis

In this Section, we present the results of further experimental analysis showing the

results of (𝑖) tuning the label decision thresholds in sttp2sttp (Section 5.5.1),

(𝑖𝑖) training sttp2sttp and s2sttp with fewer samples (Section 5.5.2), and (𝑖𝑖𝑖)

testing sttp2sttp and s2sttp with samples in which benign flows have been

injected in the malicious samples in an attempt to camouflage their malicious

activity (Section 5.5.3).
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Figure 5.1: Average and confidence intervals of 𝐹1-score, Precision and Recall for T1105
while varying the threshold 𝜃 of the TTP label.

5.5.1 Threshold Variation per TTP

The already positive performances of sttp2sttp reported in Section 5.4.3, can

be further improved by tuning the decision threshold 𝜃 associated to each label

and above which the corresponding TTP is predicted to have been maliciously

used. For instance, if we consider TTP T1105 and plot its 𝐹1-score, Precision and

Recall scores while varying its threshold, we obtain the graphs in Figure 5.1. We

observe that the 𝐹1-score for T1105 peaks at some value in between (0, 1) which

is not necessarily equal to 0.5, which is the standard and intuitive threshold we

used in our experiments. Indeed, we can expect 𝐹1-scores to have a low value when

the threshold is (extremely) low or (extremely) high. For instance, considering

T1105, the average 𝐹1-score across the five datasets is equal to 11.4/62061 ≃ 2×10−4

when 𝜃 = 0 (i.e., equal to the ratio between its average support, and the average

number of samples in the test set), and equal to 0 when 𝜃 = 1 (as in this case

no sample is predicted to maliciously use T1105).

At the standard setting 𝜃 = 0.5, the 𝐹1-score for T1105 is 0.686, which raises to
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0.721 (5.1% improvement) if 𝜃 is set to 0.4. A similar behaviour is observed for

the Precision and Recall for T1105, which peak at 0.6 and 0.9 respectively. By

selecting an appropriate value for 𝜃 for a given metric, we can further tune the

system performance as per the desired requirement. The benefit of this approach is

further highlighted by the fact that we can tune this threshold for each individual

TTP, thereby allowing the system to incorporate the varying behaviours of each

TTP while maximising its ability to better detect malicious activity. This can be

seen for T1105 in Fig. 5.1, where the variation of the threshold 𝜃 is plotted for

each metric along with its corresponding confidence interval.

A comprehensive study of the impact of this feature is shown in Table 5.8, which

reports the best result for Precision, Recall, and 𝐹1-score for the various labels

while varying their respective thresholds. We find that substantial improvements

can be obtained across all metrics for each and every TTP. These improvements

are highlighted by the macro-average metrics reported in the last line:

1. Macro 𝐹1-score increases from 0.658 to 0.741, an improvement of 12.5%.

2. Macro Precision increases from 0.713 to 0.799, an improvement of 12.0%.

3. Macro Recall increases from 0.617 to 0.911, with the highest overall improve-

ment of 47.6%.

Of course, such fine-tuning at the TTP level is also possible for s2sttp, while

it is not for either sttp2s or s2s.

5.5.2 Data Scarcity

One of the known problems of machine learning models is that their performance is

very sensitive to the amount of data used for training. As such we want to evaluate:

(𝑖) how robust our models are to the variation in training data provided to them,

and (𝑖𝑖) what is the impact of the TTP features provided to them, when the amount

of training data provided to the models is varied. Thus we design an experiment

with two configurations of our system that allow such a comparison: sttp2sttp and
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(b) Subset Accuracy
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Figure 5.2: Performance of the models when varying the size of the training set. On the
𝑥-axis the percentage of randomly sampled datapoints from the training set can be found.



𝐹1 score Precision Recall
𝜃 value 𝜃𝑚𝑎𝑥 value inc. 𝜃 value 𝜃𝑚𝑎𝑥 value inc. 𝜃 value 𝜃𝑚𝑎𝑥 value inc.

T1135: 0.5 0.963 0.4 0.967 0.4% 0.5 0.988 0.8 0.994 0.7% 0.5 0.940 0.1 0.982 4.4%
T1124: 0.5 0.850 0.4 0.851 0.1% 0.5 0.952 0.9 0.979 2.9% 0.5 0.768 0.1 0.998 30.1%
T1071: 0.5 0.656 0.3 0.716 9.2% 0.5 0.741 0.3 0.891 20.3% 0.5 0.591 0.1 0.820 38.7%
T1105: 0.5 0.687 0.4 0.721 5.0% 0.5 0.660 0.6 0.690 4.6% 0.5 0.726 0.1 0.890 22.6%
T1090: 0.5 0.947 0.6 0.953 0.7% 0.5 0.973 0.6 0.987 1.4% 0.5 0.922 0.1 0.946 2.6%
T1550: 0.5 0.160 0.1 0.652 307.7% 0.5 0.200 0.1 0.610 205.0% 0.5 0.133 0.1 0.771 478.6%
T1571: 0.5 0.841 0.4 0.842 0.2% 0.5 0.954 0.9 0.980 2.8% 0.5 0.752 0.1 0.998 32.8%
T1021: 0.5 0.000 0.1 0.141 0.5 0.000 0.1 0.078 0.5 0.000 0.1 0.793

Mal-Sample 0.5 0.820 0.4 0.821 0.2% 0.5 0.952 0.9 0.980 2.9% 0.5 0.719 0.1 0.998 38.7%
Macro avg 0.658 0.741 12.5% 0.713 0.799 12.0% 0.617 0.911 47.6%

Table 5.8: Precision, Recall and 𝐹1-score at different thresholds with the sttp2sttp model. 𝜃𝑚𝑎𝑥 is the threshold in between [0.1,0.9], step
0.1, for which we get the maximum resulting value. For 𝜃 = 0.5 we report the same values of Table 5.5 in order to make comparison easier.
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s2sttp. The idea is to vary the amount of training data given as input to sttp2sttp

and s2sttp, while keeping all other variables equal, and measuring their relative

performance to understand the impact of the TTP features in data scarce situations.

We expect the model sttp2sttp to be less dependent on the amount of training

data used, thanks to the utilisation of the TTP information as model features.

Thus, the existing gap between the performance obtained with sttp2sttp and

s2sttp should either remain unvaried or increase as we train with less data. To test

our hypothesis, we consider each of the five datasets used for training our models

and randomly sample it in order to obtain 5 new datasets, each containing either

5%, 10%, 25%, 50% or 75% of its datapoints. Thus, for each percentage, we have

5 new sets of samples, that we use to train both sttp2sttp and s2sttp, which

are then tested on the same test sets used in Section 5.4.

The results of our experiment are shown in Figure 5.2, where we also incorporate

the performance of the models when trained with 100% of the samples. We also

plot the 95% confidence interval for each result, which is represented by the shading

around each line in the figure. Considering the figures, we see that:

1. As expected, sttp2sttp has better performance than s2sttp when consider-

ing 𝐹1-score, Subset Accuracy and Recall.

2. The relative performance gap between the two models is not constant and

varies with the amount of training data used. Generally, this gap increases

with the amount of training data supplied.

3. While sttp2sttp has generally better performance, s2sttp does perform

better when considering Precision and False Positive Rate, at some specific

datapoints.

Such behaviour can be explained by considering the average characteristics of our

five datasets reported in Table 5.4. Indeed, the TTPs with low support in the

original datasets are likely to have even lower support in the new smaller datasets

used for training, as the percentage of data used for sampling decreases. The
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availability of fewer datapoints, particularly for TTPs with already low support, is

likely to correspond to a degradation in performance, as reflected in the plots in

Fig. 5.2. At the same time, the micro-average metrics shown in Fig. 5.2 that favour

the highly supported labels, will cause the neural network to reward the TTPs with

high support (such as T1124, T1571, and Mal-Sample) which still deliver relatively

good performance even when training on a small percentage of the datasets. For

instance, when sampling with just 5% percent of the training data:

1. T1124, T1571 and Mal-Sample are expected to have an average support of

3594.63, 4304.44, and 4654.65 in the training dataset.

2. All other TTPs (except T1135, which should still have a support ≃ 18.11)

should have a support value of less than 3.

3. The micro-average scores of all the TTPs that are not T1124, T1571 or Mal-

Sample are equal to 0 in the vast majority of cases, even when given the TTP

features as input.

Thus, the performance of sttp2sttp and s2sttp as the amount of training data

reduces is likely to be dominated, not by the presence of TTP features, but by the

presence of a few TTP labels with high support, especially at lower percentages. As

a result, the performance of these two systems is likely to converge as the amount

of training data is decreased, and have a starker difference as the amount of data is

increased and the effect of the additional TTP features starts to dominate.

5.5.3 Adversarial Benign Flow Injection

In this last experiment, we consider the scenario in which an adversary tries to

camouflage their malicious activity by masking it alongside various other benign

activities in a given network traffic sample. Malicious actors often deploy such a

tactic in order to trick any IDS into thinking that since the vast majority of the

actions/behaviours performed by that malware are normal and routine, hence the

sample must be benign. This in turn can enable the relatively few but malicious
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actions of said malware to execute unnoticed, and thus cause a security breach. We

emulate such an attack on our system by randomly injecting varying amounts of

benign traffic into known malware samples, and running them through our malware

detection system without retraining them on any new data. This is meant to

evaluate the robustness of our system to an unexpected but likely attack scenario,

that is designed to evade our system’s defences.

We test the robustness of both sttp2sttp and sttp2s in such a scenario, in

the following manner:

1. We take the benign traffic flows extracted from the Ember Benign dataset

in Table 5.3, and use them as our source for injecting benign traffic into the

malware samples.

2. To each malicious sample, we add a varying percentage of benign flows, starting

from 0% all the way to 1000% at intervals of 100%. We thus create 10 new

test sets, each corresponding to a particular percentage of camouflaged data

injected into its malware samples.

3. We test the performance of sttp2sttp and s2sttp without retraining these

systems on similar camouflaged data.

We measure the amount the adversary has camouflaged a particular malware sample,

in terms of the Sample Noise Ratio (SNR), defined as the ratio of injected benign

flows to malicious flows (thus, a SNR = 2 implies that for each malicious sample

containing 𝑓 flows, an additional 2 𝑓 benign flows have been injected into it).

Given the setup of our experiment to simulate this adversarial attack, we expect

that both sttp2sttp and s2sttp should have a decay in performance on the

new camouflaged test sets, given that the newly generated samples have different

characteristics compared to the samples used to train both systems. Additionally,

we aim to inject noise up to a Sample Noise Ratio of 10 (implying there will be

10x more benign data than malicious data), thereby making the task of malware

detection significantly harder. The questions we want to investigate here are: (𝑖)
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Figure 5.3: Performance of sttp2sttp and s2sttp when tested with varying percentages
the noise ratio, defined as the ratio between the number of injected benign flows and the
number of flows in the original sample.

whether TTP information is useful sttp2sttp in keeping the system’s malware

detection capabilities robust to attack, (𝑖𝑖) to what extent do sttp2sttp and

s2sttp experience performance decay as a result of such an attack, and (𝑖𝑖𝑖)

whether the performance gap between sttp2sttp and s2sttp increases or decreases

with the Sample Noise Ratio.

The results of our experiment to simulate such an adversarial attack are shown in

Figure 5.3. The figure shows the plots for the 𝐹1-score, Subset Accuracy, Precision,
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Recall, and False Positive Rate, in their micro-average form on the Y-axis, while

variation of the Sample Noise Ratio is shown on the X-axis.

We observe the following results from the figure:

1. sttp2sttp consistently outperforms s2sttp, implying that TTP features

are indeed useful in improving the robustness of such a system to camouflage

attacks.

2. The performance gap between sttp2sttp and s2sttp increases sharply up

to a certain point, after which the difference becomes roughly constant or only

marginally increases with an increase in the Sample Noise Ratio. This implies

that using TTP features confers a consistent advantage to the robustness of

the system, regardless of the amount of data injected.

3. Both systems experience a degradation in performance as the severity of the

attack increases (i.e., an increase in the Sample Noise Ratio). However, this

degradation in performance is significantly steep only up to SNR = 2, after

which it plateaus. This suggests that there is a diminishing marginal utility

when it comes to injecting benign flows, i.e., camouflage attacks past a 2:1

ratio of benign noise to actual malware traffic do not have a significantly

better chance of success against our system.

4. Our results show a large standard deviation for both models, suggesting a

high-degree of variability across the different runs of the experiment, which is

to be expected when injecting random benign traffic into our test sets.

5.6 Discussion

Consistent Improvement over the State-of-the-Art. Our results highlight

the consistency of our system’s improvement over the state-of-the-art when it

comes to detecting malware with the help of TTP features. Both versions of our

system based on our multi-label DNN architecture (sttp2sttp and s2sttp) clearly

outperform the binary DNN systems (sttp2s and s2s). This further highlights the
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power of our novel multi-label DNN architecture, since it enables us to outperform

models like sttp2s that utilise TTP features, even when using a model like s2sttp

which does not utilise TTP features.

Explainability and Precision in Detecting Malware. Our overall malware

detection is not only better but also much more precise, as a result of our system

being able to identify the malicious usage of each TTP individually. Instead of a

binary output indicating the malicious or benign nature of a sample, our system

can additionally identify which particular behaviours, as characterised by specific

TTPs, were responsible for a malicious classification. Thus, making the output

not only precise, but also more explainable to the user.

Recognition of rarely-occurring TTPs. ML-based malware detection systems

rely on ample amounts of representative training data in order to reliably detect

similar or perhaps unseen malware. Similarly, ML-based systems that rely on TTPs

also require training on a significant number of datapoints for each TTP in order

to later identify them. As a result, unlike other ML-based systems where TTPs

with only a few datapoints might be overlooked during model training, our system

can also accurately identify malicious behaviour using TTPs which only have a

few datapoints present in the training data. As shown in our experiments, our

system can identify malware using TTPs with as few as 15 datapoints with an

average 𝐹1-score of 0.946, as in the case of T1090.

System Configurability. A key part of our system design is that it can detect

malicious usage of individual TTPs, thus allowing a user to choose the specific TTPs

most relevant to their threat model. Additionally, we demonstrate that we can

tune the detection thresholds for each TTP in our system, to enable even greater

granularity of detection based on specific requirements. For instance, the threshold

for a rarely-occurring but high-risk TTP can be lowered in a given environment,

while a commonly-utilised TTP which does not pose a significant risk can have its

detection threshold increased, thus increasing and reducing the number of positively

detected samples respectively. Our results across our datasets highlight the benefits
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of this configurability—resulting in an average improvement of Macro F1-score by

12.5%, Macro Precision by 12%, and Macro Recall by 47.6%.

Utility of TTPs in Malware Detection. Our experimental analysis highlights

the utility of TTP information in improving malware detection capabilities. When

utilising our system with TTPs (sttp2sttp), we see an average 𝐹1-score improve-

ment of 1.08% at the sample level and 37.65% at the TTP-level, as compared to

our system without TTPs (s2sttp). This can further be seen when comparing

results at just the sample level (i.e., binary classification)—on average sttp2sttp

outperforms s2sttp, sttp2s, and s2s across every metric (𝐹1-score, Accuracy,

Precision, Recall, and FPR)—thus showing the utility of TTPs in improving

standard malware detection capabilities.

Data Scarcity. We find that even when utilising limited training data, the addition

of TTP features in our system architecture helps improve overall performance.

Across the 30 experiments we performed (5 datasets x 6 training data percentages)

sttp2sttp outperforms s2sttp 96.67% of the time as per their 𝐹1-score. The

addition of TTPs significantly improves the capability of the system even when

using much less training data. For instance, sttp2sttp utilising 25% of the training

data has a higher average 𝐹1-score than s2sttp utilising 100% of the training data,

and sttp2sttp utilising 10% of the training data has a higher average Recall

than s2sttp utilising 100% of the training data.

Resilience to Adversarial Attack. Our experimental analysis also evaluates

the capability of our system to resist adversarial attack, specifically camouflaging

attacks, where an adversary deliberately injects benign flows into a malicious

sample in order to camouflage its malicious activity. We measure this in terms

of the Sample Noise Ratio (ratio of injected benign flows to malicious flows), and

find that while system performance decreases as expected when the Noise Ratio

increases, sttp2sttp is consistently able to perform better under these conditions

than s2sttp. Indeed, from an average improvement of 1.21% in 𝐹1-score when the

Noise Ratio is 0.0, we see an average improvement of up to 28.93% in 𝐹1-score when
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the Noise Ratio is 10.0. Similarly, we observe a consistent average improvement

across every metric in the noisiest situation—62.17% in Subset Accuracy, 48.71%

in Precision, 14.50% in Recall, and 20.23% in terms of FPR.

Minimal Additional Data. Our approach also highlights the minimal data

requirements for achieving these significant performance gains. The TTPs we

utilise in our system, as described in the MITRE ATT&CK framework, are open-

source information, and our procedure to create TTP features using them does

not require additional training data. Since these features can be created directly

from existing data, utilising open-source domain knowledge regarding adversarial

behaviour, it provides a vital performance benefit for the data-greedy machine

learning algorithms.

Different Levels of Granularity. Our approach allows us to report the mali-

ciousness of each sample at two levels of granularity which, as explained in [32],

allows for different fine-grained outputs that can be used under divergent levels of

expertise. In our case, we have just two levels (sample-level and TTP-level) but it

is of course possible to (𝑖) group the TTPs together according to the tactical goal

of the attacker, (𝑖𝑖) subdivide each technique into the various sub-techniques it may

include, and (𝑖𝑖𝑖) also include the procedures used to implement the technique or

sub-technique. This would correspond to a five-level hierarchy reflecting the TTP

ontology described in the MITRE ATT&CK framework, which, if incorporated into

our model (thus having one hierarchical label per tactic, technique and procedure,

plus the label for sample maliciousness) would give our system the ability to (𝑖)

report a more fine-grained output, and (𝑖𝑖) recognise a malicious activity at different

levels of granularity, each with its own level of confidence. For instance, our system

would be able to recognise a sample as malicious, e.g., at the tactical level while

failing to recognise the specific technique and sub-technique or procedure being

used: though not optimal, this would still be better than just reporting that the

sample is malicious, or incorrectly detect the malicious usage of a specific technique

and/or sub-technique and/or procedure.
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5.7 Related Work

If we focus specifically on how TTPs have been used for the automatic detection of

malicious activity, to the best of our knowledge, the only research literature that

has explored this direction are our own recent works [162, 163] (as described in

Chapters 3 and 4). In [162], the authors create an explainable and extensible IDS

that exploits TTPs in order to detect malware. In this system, a different dataset

is created for each TTP, where the label is considered positive if the sample is

malicious and the TTP is present. For each dataset, a different decision tree [195]

is trained and then used together with the others as an ensemble to decide on the

maliciousness of the sample, thus resulting in an extensible and explainable system.

However, the limitation of such an approach is that its modularity is achieved

by having a separate ML engine for each TTP, thus sacrificing the possibility

of exploiting the existing correlations between different TTPs to detect malicious

activity (correlations among labels are often exploited to achieve better performance,

see, e.g., [180, 153]). Additionally, this system conducts its analysis on a per-flow

basis, which while effective, is unable to consider all the flows in a sample together

and thus cannot evaluate the behaviour of a malware sample as a whole.

On the other hand, in [163] the authors create binary classification models, called

TTPxML models, which incorporate TTP information as features into these models

in order to detect network-based malware. They test this approach on a wide-variety

of ML models, such as Support Vector Machines [46], Random Forests [80], and

DNNs [117], and find that TTP features can be exploited to improve the malware

detection capabilities of ML-based systems. Here, TTPs are first automatically

extracted from the network sample, then a vectorial representation is created of

both the sample features and the TTP features, which is subsequently provided

as input to a binary classifier which labels the entire sample as malicious or not.

This system is the state-of-the-art in terms of exploiting TTP information in an

automated manner to detect network-based malware. Thus, we closely model this

system in our sttp2s model, in order to be able to compare and contrast the results
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of our multi-label classification-based approach with the binary classification-based

system described in that system.

5.8 Conclusions

In this chapter, we have designed a novel multi-label DNN architecture that detects

malicious behaviour at two different levels of granularity—for the TTPs and the

overall sample. By modelling this task as a multi-label classification task, we are

able to detect malware more precisely on the basis of individual TTPs, improve on

the state-of-the-art when it comes to detecting malicious behaviour when exploiting

TTPs, and identify hard-to-detect malware which utilises uncommon or rarely-used

TTPs. We back up our findings with an extensive comparative analysis, using

a dataset of over 1.5 million real-world malware and benign samples. Lastly, we

test the robustness of our system in various challenging conditions, such as when

relying on limited training data or subjected to adversarial camouflage attacks,

and demonstrate that it continues to outperform other comparable systems. Our

experimental analysis demonstrates that such an architecture is indeed useful for

improving the malware detection capabilities of a system (outperforming other

comparable systems on both binary and multi-label malware classification tasks),

and that it enables the effective exploitation of TTPs to further improve system

performance (increasing the average 𝐹1-score of the system by 1.08% at the sample

level and 37.65% at the TTP-level when utilising TTPs in the detection pipeline).



The most important decision you make is to be in a
good mood.

— Voltaire

6
Summary and Future Work

6.1 Summary

This thesis investigates methods of injecting human domain knowledge into purely

data-driven systems meant for detecting malware. We do this by exploiting TTPs

from the MITRE ATT&CK framework, and making the knowledge of adversarial

behaviour they correspond to, accessible to malware detection systems.

We first develop a specialised ML-based NIDS called RADAR that is designed

to exploit TTPs in an automated manner to detect malicious activity in network

traffic, and hence classify malware. RADAR is the first malware detection system

with these capabilities. It is designed keeping in mind the principles of extensibility

and explainability, which are critically important in the context of malware analysis.

We evaluate our system on a large dataset comprising over 2.2 million real-world

malware and benign samples, and find that it indeed effective in detecting a broad

range of malware. Our results also highlight the fact that TTPs can be correspond to

behaviour in both malicious and benign samples, thereby necessitating the need for

specifically detecting the malicious usage of these TTPs. These conclusions form the

fundamental basis of our research going forward in this area of malware detection.

Next, we look at whether such malware detection capabilities can be reproduced

for any generic ML-based NIDS rather than just a specialised one, whose malware

136
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detection pipeline is designed to incorporate TTPs. To this end, we create a

methodology for transforming TTP information into TTP features, which can be

exploited by various machine learning algorithms. Unlike RADAR, this method

classifies malware at the sample-level (rather than the flow-level) by creating an

aggregated representation of these NetFlows, known as a Bag of Flows. These

models that can automatically exploit TTP information as features, called TTPxML

models, are then comparatively evaluated with their standard counterparts. We

test them over a large balanced dataset of over 1.5 million malicious and benign

samples, and find that the TTPxML models outperform the standard models in

nearly all cases and for every type of ML model. This for the first time presents

the possibility that TTP information can be exploited by any existing ML-based

NIDS, thus allowing for an upgrade in the malware detection capabilities of any

organisation’s security architecture.

Finally, we go one step further and attempt to increase the granularity and precision

of our TTP-based malware detection capabilities. We design a methodology that

models the task of network-based malware detection as a multi-label classification

problem that allows us to detect malware on the basis of individual TTPs, as well as

collectively at the sample level. Our methodology further generalises the approach

we propose in the previous chapter, and presents a framework for comparing these

various approaches. We rigorously evaluate these various approaches over a large

balanced dataset comprising over 1.5 million malicious and benign samples, and find

that our multi-label model that exploits TTP information is able to outperform all

other approaches. We find that beside improved performance, there are definitive

benefits to using such a multi-label approach, such as: (𝑖) being able to detect

malware more precisely on the basis of individual TTPs, (𝑖𝑖) being able to better

detect malicious behaviour corresponding to uncommon or rarely-utilised TTPs, and

(𝑖𝑖𝑖) being able to tweak the detection thresholds for individual TTPs, thus allowing

greater flexibility in the types of malicious activity that the system can detect.

Overall, this thesis presents a step forward in the area of network-based malware

detection by exploiting existing human domain knowledge. We believe such an
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approach will be increasingly important in the future, as the prevalence and

capabilities of automated systems keeps increasing, so should their ability to utilise

the knowledge of human expertise in the field. With the exponential rise of ML and

AI based systems, we now rely a lot more on machine expertise for various tasks.

Perhaps it is time to realise the opposite is equally important—human expertise

in many domains is vastly superior, and we can leverage the power of automated

learning-based systems far more effectively if we lend them our knowledge.

6.2 Datasets

To further facilitate research in this domain, we have publicly released the datasets

we have utilised in this thesis. The repository with our datasets can be found

here: https://github.com/baddymaster/BOF24. The creation methodology, data

sources used, dataset statistics, and the desiderata for the dataset are described

in Chapters 4 and 5.

This should hopefully provide valuable data to security researchers, since it contains

5 balanced datasets containing over 1.5 million malicious and benign samples from a

diverse set of sources. In addition, our dataset contains both network traffic features

and TTP features in the Bag of Flow representation, thus providing more data that

can be used to benchmark future systems or detect novel strains of malware.

6.3 Future Work

Based on the findings of our research, we have identified a number of directions for

future research in the domain of malware analysis that exploits domain knowledge

to improve a system’s capabilities. Broadly, these can be divided into two categories:

(𝑖) extending malware analysis capabilities within the context of network-based

malware detection, and (𝑖𝑖) expanding this novel form of malware analysis and the

methodologies proposed here to the domain of host-based malware detection.

Within the context of network-based malware analysis, there are several avenues for

extending our research. For a specialised NIDS like RADAR, it would be interesting

https://github.com/baddymaster/BOF24
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to experiment with other malware detection policies that are tuned for a more

specific use-case, e.g., by assigning weights to the TTPs and tuning them on the basis

of the behaviours we want to detect. In the case of the multi-label DNN architecture

based approach, it would be useful to expand the hierarchical representation of

TTPs used to include other levels of reasoning, such as at the level of tactics

and procedures. This would enable a much richer hierarchical representation, thus

allowing for a finer level of granularity when it comes to both detecting and reasoning

about malware. More generally, it would be quite interesting to increase the number

of TTPs that can detected by these systems. Adding additional TTPs should:

(𝑖) further increase the coverage of malicious activities that our systems are able

to reason about, (𝑖𝑖) correspond to a better and more accurate profiling of each

sample, and thus (𝑖𝑖𝑖) further increase system performance.

With regard to the latter, there would be tremendous benefit in adapting our

approach and system design for host-based malware. There are several reasons why

supporting host-based malware would be useful: (𝑖) the vast majority of TTPs in

the ATT&CK framework are designed to be detected, or are easier to detect, using

host-based data, (𝑖𝑖) host-based data is richer and has more granularity, making

it ideal for data-driven approaches like the ones we utilise, and (𝑖𝑖𝑖) the accuracy

with which TTPs can be detected using host-based data is far higher, thus reducing

false positives. Although implementing malware detection at the host-level presents

certain challenges, the advantages of applying our methods in this area, which would

capture a wider array of malicious activities, would be tremendously valuable for

those defending against malware attacks. Additionally, a host-based approach would

naturally complement the capabilities of our network-based intrusion detection

systems, and provide greater protection against a wider variety of threats.

At a broader level, there are plenty of opportunities to extend our research further.

For one, the ontology of human domain knowledge we consider in our work is

specifically the MITRE ATT&CK framework. Future research could expand or

substitute this knowledge base with other ontologies such as Lockheed Martin’s

Cyber Kill Chain [116] or the Diamond Model [28]. These would presumably offer
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their own set of trade-offs when compared to the ATT&CK framework, and as

such might be advantageous to employ in certain contexts. Secondly, the task

we have utilised TTP information for is malware detection. However, further

extensions of our research could look at using TTP information to perform and

improve other related malware analysis tasks, such as malware type classification

and malware family classification.

Lastly, beyond a purely research perspective there is the opportunity to deploy

one or more of our systems and methodologies to a real-world network and expand

their applicability to such an environment. Our work is well-suited for such a task

given that is was designed keeping in mind properties well-suited for an enterprise

environment: (i) lightweight and efficient, (ii) privacy-preserving, and (iii) able to

analyse arbitrary network traffic independent of traffic type, protocol, or network

topology. Our system design choices ensure that our approach can easily adapt to

operate effectively in a new environment. To make sure this happens, the ML/DL

models used in our systems would require training on sufficient and representative

network traffic data for a given enterprise. The policies and thresholds that our

systems use could further be configured and tuned according to the particulars

of the given network environment and their threat model. A further benefit of

our approach in this context would be that the TTP information that we have

curated would be immediately usable and applicable to a brand-new environment.

Thus, there is significant scope for improving malware detection capabilities and

performance, if our work combining human domain knowledge with data-driven

malware detection approaches is deployed in real-world environments.

In conclusion, given the unique capabilities, high configurability, and adaptability

of the systems proposed in this thesis, it is easy to see how they could benefit not

only future academic researchers but also cyber security practitioners defending

against real-world threats.
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