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Abstract 

Objective: Firefighters experience high rates of occupational injury and fatality while serving 

their communities. Despite growing interest in using health and safety data to understand and 

prevent injuries, little is known about the policies governing such data or firefighter or 

leadership perspectives on data privacy. This dissertation unpacks the policies governing 

firefighter occupational health and safety data in Maryland and Virginia and fire service 

stakeholders’ views towards current and future data practices.  

 

Methods: Manuscript One leveraged legal research methods to identify and analyze federal, 

Maryland, and Virginia laws and regulations, and local union contracts. Manuscripts Two and 

Three used interviews and focus groups to assess the views of firefighters and fire department 

leaders in Maryland and Virginia, as well as national-level leaders.  

 

Results: There were few laws and regulations directly related to occupational health and safety 

data privacy; of the 20 laws and regulations we identified, federal policies were most 

comprehensive in addressing data privacy. 11 union contracts varied significantly, with some 

limiting data access and others authorizing surveillance. 65 participants across 35 interviews 

and 4 focus groups described similar current data collection practices. Firefighters had few 

concerns about current practices while leaders described privacy concerns and resource 

challenges. Participants called for improved infrastructure, communication, and more mental 

health and exposure data. Firefighters were resistant to using biometric data from wearable 

devices on calls, citing autonomy and privacy concerns, whereas leadership supported this use 
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case. Participants described barriers to implementation and conditions for acceptable wearable 

use, including limiting use cases and data access, sharing individual data with firefighters, and 

communicating the purpose and benefits to firefighters. 

 

Conclusions: Data and wearable technology have the potential to contribute to firefighter health 

and safety but must be utilized in a way that protects firefighter autonomy and privacy. Unions 

could play a key role in negotiating for data privacy protections. Government officials and fire 

departments can help ensure ethical use of firefighter data by integrating privacy protections 

into data infrastructure and wearable interventions. Future research should fill data gaps and 

foster trust in data by communicating research results back to firefighters.   

 

Advisor:  Cassandra K. Crifasi, PhD, MPH 
 
Readers: Joseph Ali, JD 
  Shannon Frattaroli, PhD, MPH 
  Paul Locke, DrPH, MPH, JD 
 
Alternates: Alexander D. McCourt, JD, PhD, MPH 
  Danielle German, PhD, MPH 
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Chapter One: Introduction 

 

Firefighters operate in hazardous environments and experience high rates of occupational 

injury, yet remain an understudied worker population1,2 While new data surveillance systems 

and technologies present opportunities to protect firefighter health and safety, their success will 

hinge on firefighter acceptance and implementation that honors firefighters’ preferences.3,4 No 

studies to date have explicitly examined firefighter perspectives on data privacy or determined 

where their preferences align with their employers or public policies. These information gaps 

will only grow as new technologies are deployed. This dissertation examines the policy 

environment governing firefighter health and safety data and fire service stakeholder 

perspectives to establish a baseline understanding of their preferences, determine if policy 

reforms are needed, and inform the ethical collection, use, and sharing of firefighter data. 

 

Literature review 

Occupational health and safety data 

Protecting worker health and safety remains an ongoing challenge in the United States. In 2022, 

the Bureau of Labor Statistics (BLS) reported 2.8 million nonfatal workplace injuries and 

illnesses, and an additional 5,486 fatal work injuries.5,6 While injury rates have fallen over time,7 

workers in high-risk fields continue to face occupational hazards that threaten their wellbeing 

and impose cost burdens estimated at over $170 billion annually.8  
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As injury rates have fallen, employers and occupational safety professionals have begun to 

explore new injury prevention strategies.9–11 These proposals often involve the collection of 

large amounts of data or rely on new technologies. Many existing technologies focus on worker 

monitoring, such as devices tracking truck driver fatigue, or belt monitors for warehouse 

workers that send alerts based on lifting technique and posture.12,13 Other advancements 

remain in development stages and depict futuristic visions of exoskeletons and implantable 

sensors that could collect extraordinary amounts of personal data.14,15 The advancement of 

these technologies signals a new era of worker surveillance that has sparked data privacy 

concerns.  

 

Regulation of occupational health and safety data 

The advances in occupational data surveillance and associated technologies are occurring within 

a complex but loose regulatory space. Workplace safety initiatives, the data they generate, and 

any technology involved may be subject to regulations. From a federal standpoint, the 

Occupational Safety and Health Administration (OSHA) issues guidance on designing and 

implementing effective safety programs, but has no formal requirements for such programs.16,17 

Programs are presumably designed in accordance with OSHA’s General Duty Clause, which 

requires employers to operate workplaces free from recognized hazards,18 and must comply 

with policies related to employment and health.19–21  

 

Data collected in a workplace safety program is covered by a patchwork regulatory system 

governing employers, technology used to collect the data, or the data itself. Employers are 
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subject to federal regulations governing employee monitoring such as the Electronic 

Communications Privacy Act of 1986, and are required to keep medical information confidential 

under the Americans with Disabilities Act.19,21 Employers may also be required to obtain consent 

to collect or use data, or to offer deletion rights, under international regulation such as the 

General Data Privacy Regulation or state-specific laws.22,23 Technology used in workplace safety 

programs and the subsequent data collected are often exempt from federal regulation of health 

information, as most employers are not HIPAA-covered entities and many wearables are not 

considered devices so long as they are low risk and intended for general wellness.24,25  

 

Collectively, these policies, a worker’s terms of employment, and the architecture of private 

sector privacy policies default to a “notice and choice” data privacy framework. Under notice 

and choice, individuals are provided notice of data collection and asked to consent to the terms 

provided.26,27 Privacy experts are critical of this framework, in which users face inherently 

constrained choices, and there are growing calls to implement employer- or sector-specific 

reforms.26–28 Research on consumer behavior suggests that users often do not understand the 

terms they agree to or may accept terms counter to their stated preferences.29–34 This 

phenomenon may be exacerbated in occupational settings, in which workers seeking 

employment or participating in a safety initiative face limited choices. Understanding how 

workers and leadership view the notice and choice framework and other relevant policies will 

help inform the development of future privacy reforms. 

 

Employer and employee perspectives 
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The literature on general attitudes towards data and technology in occupational settings reveals 

well-documented and long running concern about employee data privacy, driven by the advent 

of technologies and policies that allow for substantial monitoring of workplace activities.26,35–37 

Studies have discovered employee privacy concerns related to a range of technologies, including 

video monitoring, electronic communication tools, and location tracking.35,38–40 Evidence 

suggests that workplace surveillance is most threatening for vulnerable worker populations such 

as contract workers, lower earners, and racial minorities.26,35 These subpopulations may be 

more likely to be monitored, pressured into accepting surveillance, or be failed by the 

technology itself (e.g. facial recognition programs that operate poorly for racial minorities). 

There is also a growing body of work highlighting privacy concerns specific to data collected for 

the purpose of improving safety outcomes, often examined through the lens of new 

technologies. While much of the literature consists of normative work outlining ethical 

frameworks, there are increasing calls for empirical investigations, and several studies offer 

initial insights on worker and employer views.9,41–44  

 

Emerging scholarship on employee perspectives suggests that workers are broadly concerned 

about privacy issues in safety contexts.35 A 2019 survey examining employee willingness to use 

wearables across sectors and use cases found generally favorable views that vary based on 

factors such as application, organizational characteristics, and individual demographic 

characteristics.45 Participants were more likely to express willingness to use a wearable for 

safety-oriented purposes if the wearable would only be used during, and not outside of work. 

Individual characteristics such as positive safety climate perceptions, past wearable use, union 
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membership, younger age, self-reported Black race, and being male were positively associated 

with wearable use. Several characteristics were associated with lower likelihood of wearable 

use, including having a lower income, being a frontline worker (compared to supervisor), self-

reported Asian race, and having prior privacy or data security concerns.  

 

Research on employer views across sectors indicates that they are optimistic about deploying 

new monitoring or surveillance technologies to improve safety outcomes, but that they share 

employees’ data privacy hesitations.10 Employers also express concerns about adoption related 

to adherence and cost-benefit considerations, illustrating the range of implementation 

challenges these technologies pose.  

 

Firefighter health and safety data 

Firefighters experience high rates of injury: the National Fire Protection Association (NFPA) 

reported over 65,000 on-duty firefighter injuries and 96 on-duty fatalities in 2022.1,2 While 

firefighters face inherently dangerous conditions when actively managing fires, a majority of 

injuries (65%) occur outside of firegrounds, including at non-fire incidents, while training, or 

while traveling to or from an incident.2 Strain, sprain, or muscle pain injuries were a leading 

cause of injury both on and outside of firegrounds.2 Fatalities were primarily linked to 

overexertion and stress, with sudden cardiac events accounting for nearly 40% of fatalities in 

2022.1 Beyond on-duty injuries and fatalities, firefighters routinely encounter occupational 

hazards that are associated with increased risks of adverse health outcomes. Firefighting as an 

occupation has been labeled a carcinogen, and there is rising concern about occupational 
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cancers among firefighters.46–48 Occupational illnesses, injuries, and fatalities place enormous 

personal burdens on firefighters and their communities, and impose significant financial 

burdens on individuals, fire departments, and their jurisdictions. Researchers estimate that 

nonfatal injuries alone result in annual economic costs ranging from $1.9 billion to $5.9 billion, 

with an estimated average cost per injury of $95,000.49 

 

There is growing interest in harnessing data and technology to reduce firefighter injuries and 

fatalities.3 Proposals call for strengthening existing data collection systems to enhance our 

understanding of firefighters’ occupational safety and design interventions accordingly. Current 

surveillance efforts are hindered by incomplete reporting and data management challenges. 

Researchers highlight gaps in data reporting to existing burn and cancer registries, hindering 

efforts to estimate injury rates, provide effective care, and devise new prevention strategies.50,51 

There are growing calls to strengthen data surveillance systems and leverage data linkages to 

better understand firefighter injury rates and inform injury prevention efforts.52 These efforts 

are already well underway: NIOSH plans to launch the National Firefighter Registry (NFR) in 

2022 to monitor and analyze occupational risk factors for cancer.53 And in 2023, the U.S. Fire 

Administration announced that it would develop a new incident reporting system, the National 

Emergency Response Information System (NERIS), that could include injury reporting 

capabilities.54 

 

Beyond national-level data systems, there is growing interest among researchers and 

government entities in firefighter monitoring and surveillance conducted via emerging 
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technologies such as mobile apps, sensors, or wearables.3,55,56 A systematic review of novel 

firefighter technologies describes a wide array of tools including data systems, communication 

tools, unmanned vehicles and individual firefighter augmentation.55 These technologies have 

the potential to collect enormous amounts of data. Sensors embedded in clothing or wearable 

devices can collect biometric data tracking a firefighter’s heart rate, blood pressure, 

temperature, respiratory rate, ergonomics, and hazard exposure.3,56 Mobile apps can track 

geographic location in real time for incident commanders and integrate information from 

multiple data sources such as a sensor network.55,57 Data could be collected and analyzed later 

or communicated in real time during an incident to forecast injury risk.3 In addition to 

generating large swaths of data, these tools may facilitate broader data sharing, both between 

an individual firefighter and his/her employer, as well as government entities, researchers, and 

technology companies.  

 

Firefighter perspectives on data privacy and technology  

Despite the potential for new technological tools to improve worker health and safety, their 

success will depend in part on firefighter acceptance. Fire service researchers acknowledge that 

new data systems and monitoring technologies raise privacy concerns.3,58,59 A 2015 NIST 

research roadmap on the use of technology in firefighting called for additional research into the 

privacy concerns these advances raise, including research on how concerns will manifest and 

how to design programs and policies accordingly.3 However, few studies directly examine 

firefighter perspectives on data and technology or how their perspectives align with 

management views or the current public policy landscape. 
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Several studies have assessed data privacy perspectives in the fire service through the lens of 

new technologies. A 2008 study surveyed firefighters in the southwestern United States to 

develop and validate a construct to predict how privacy concerns and self-construal affect views 

towards biometric data collection.58 The authors found that distrust in biometric data storage, 

use, and sharing were negatively associated with trust in biometrics; this implies that 

firefighters’ have concerns about biometric data collection, which may extend to data collection 

of personal information more broadly. A qualitative study examining firefighter perspectives on 

a pilot of a new wearable biometric device found that firefighters were skeptical of the 

technology as it would limit their autonomy at incident sites, reinforce a hierarchical culture, 

and threaten their sense of identity and commitment.59 However, leadership was more 

supportive and noted the potential for real time tracking to identify firefighters who were 

reaching their limits. Another study conducting case studies on personal protective equipment 

(PPE) highlighted theoretical privacy concerns, but did not solicit perspectives from firefighters 

or leadership.4  

 

While these studies offer insights into firefighters’ data privacy concerns surrounding specific 

devices, no studies to date have comprehensively evaluated individual firefighter or leadership’s 

data privacy preferences, or the motivations underlying these perspectives. The results from 

other workplace settings suggest that while firefighters might generally support data collection 

and technology aimed at improving safety, their work environment and individual 

sociodemographic characteristics may influence their privacy preferences. Trends from other 
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occupational settings may differ in the fire service or be exacerbated. For instance, the privacy 

threats that minority populations face may be particularly pernicious in the fire service, which is 

predominantly white and male: according to the Bureau of Labor Statistics, 88% of employed 

firefighters identify as White race/ethnicity, and only 4% of employed firefighters identify as 

female.60 Overall, existing research suggests that firefighters and their employers may have data 

privacy concerns related to the reporting of personal health information or injury data, and may 

hesitate to fully endorse initiatives that increase data collection without appropriate privacy 

protections. 

 

Specific aims  

This study examines the public policy environment and firefighter and leadership perspectives 

on data privacy in the fire service. This dissertation is composed of three specific aims:  

 

1. Characterize the public policies regulating firefighter data collection, use, and sharing in 

the context of workplace health and safety. 

2. Determine firefighter and fire service leadership perceptions of current occupational 

health and safety data collection, use, and sharing practices. 

3. Understand firefighter and fire service leadership attitudes towards future health and 

safety data collection using wearable technologies. 
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Conceptual framework 

This study integrates research and theories from several fields, most notably occupational safety 

and data privacy. Occupational health and safety frameworks examine the factors shaping 

worker outcomes. Models such the Sorensen et al framework for work, safety, health and 

wellbeing, include individual worker characteristics, employer characteristics, and the broader 

sociopolitical environment in which workers and their employers operate.61 The Sorensen 

framework consists of four concentric circles that reflect distinct levels of influence on worker 

outcomes: social, political and economic environment; employment and labor patterns; 

enterprise factors, and worker characteristics. The enterprise and worker domains are 

subdivided into additional categories. The enterprise level includes workplace policies, 

programs, and practices that affect the conditions of work, which in turn affect enterprise 

outcomes. The worker level includes individual characteristics influencing safety, health, and 

wellbeing characteristics, activities, and outcomes; these in turn shape enterprise outcomes.  

 

This model presents a holistic view of worker safety and captures important workplace and 

worker characteristics that influence safety outcomes, such as the physical and psychosocial 

work environment and individual demographics, training and skills, and union status. It places 

particular emphasis on enterprise factors like the physical work environment and outcomes 

such as turnover, productivity, and costs. While these are important components contributing to 

workplace safety and health, the worker lens is deprioritized relative to employer-level factors. 
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Data privacy frameworks are typically designed to reflect online information disclosure or 

decisions to adopt new technologies requiring data sharing, and capture the factors informing 

data sharing preferences. These models, such as those proposed by Li,62 describe a range of 

factors that inform an individual’s privacy calculus, which ultimately determines intention to 

disclose information and actual disclosure. The Li framework presents an integrated framework 

for online information privacy research. It depicts several stages through which an individual 

makes a decision to disclose information: threat appraisal, a risk calculus, a privacy calculus, an 

intention to disclose, and ultimately disclosure behavior. Threat appraisal is determined by 

myriad social and individual factors such as social trust and individual personalities. This 

baseline threat perception in turn shapes the risk calculus, in which a person weighs the costs of 

disclosing information. An individual weighs these risks and benefits by making a privacy 

calculus, which determines their attitudes and intentions towards disclosure. This is eventually 

manifested in an actual disclosure (or not), which is also shaped by perceived control and self-

efficacy. This framework, which was designed to examine online consumer information 

disclosure, includes additional elements related to behavioral theory that are less relevant for 

this study, but it offers a helpful model for understanding the factors that determine privacy 

attitudes.   

 

The model for this study (Figure 1.1) merges these frameworks to emphasize the worker 

perspective and show the relationships between worker characteristics and data privacy 

preferences, employer considerations, the sociopolitical environment, and safety outcomes. 
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Figure 1.1. Adapted conceptual framework for data privacy in occupational safety settings 

 

This adapted model retains the concentric circles from the Sorensen et al model but collapses 

the employment and labor patterns category into the two categories surrounding it: the social, 

political, and economic environment and the employer level. The outermost circle, which 

focuses on the social, political, and economic environment, incorporates public policies and the 

political environment, which determine an employer’s safety obligations and shape workforce 

trends. This circle also includes social trust, reflecting the Li framework’s emphasis on the social 

environment that informs privacy and disclosure preferences. The employer circle reflects 

workplace features that impact both safety and workplace trust, such as management 

structure, culture, and working conditions. 
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This model devotes the most attention to the worker level to center the worker in safety and 

privacy discussions. Individual factors include demographic characteristics, safety characteristics 

such as training, injury history, and safety attitudes, and privacy elements such as tech literacy, 

personality, and risk tolerance. These both directly shape safety interventions and outcomes, 

and inform a worker’s privacy calculus. The privacy calculus focuses on threat and benefit 

perceptions. Threat perceptions are informed by the nature of the data collected, sharing, social 

pressures, and perceived influence on day-to-day work. Perceived benefits can be social, 

financial, or safety-related. This privacy calculus, which can also affect individual characteristics 

such as an individual’s risk tolerance or safety attitudes, affects safety interventions and 

outcomes. An individual’s willingness to share personal information, participate in a research 

study, or pilot new safety initiatives, all impact the success of a safety intervention and its 

eventual effect on outcomes.  

 

Aim 1 unpacks the policy environment governing firefighter occupational health and safety data. 

This Aim addresses the outer circle in the model that shapes each other element including 

employer- and worker-level factors. Aims 2 and 3 examine the worker and employer levels by 

interrogating firefighter and leadership perspectives on data privacy. These aims assess 

preferences related to information sharing with employers, researchers, and government 

entities, reflecting the links between the employee, employer, and broader social and policy 

domains.  
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Dissertation organization 

This dissertation contains three manuscripts and a concluding chapter. Chapters 2-4 consist of 

one manuscript for each study aim. Chapter 5 summarizes the findings and implications for 

practice, policy, and research. Tables are included within each manuscript, and supplementary 

materials are included in the overall Appendix that follows the chapters.  

 

  



 15 

Chapter Two (Manuscript One): Firefighter occupational health and safety data privacy: an 

analysis of statutory, regulatory and contractual governance mechanisms 

 

Abstract 

Objective: There is increasing interest in collecting occupational health and safety data to 

protect workers in high-risk fields such as firefighters. However, there is limited research 

examining the public policies governing this data. We carried out an initial review of the policies 

that impact firefighter occupational health and safety data in Maryland and Virginia. 

 

Methods: Given the paucity of studies about the laws, regulations and policies governing 

firefighter data and privacy, we analyzed a subset of these categories. Our landscape analysis 

borrowed techniques from traditional legal and policy analyses. We identified a subset of laws, 

regulations and union contracts at the federal level, and in Maryland and Virginia in three 

domains: labor, health and safety, and data privacy. Data collection took place using secondary 

sources and the Westlaw legal database from March 2023-May 2023. We analyzed policies 

using a data abstraction tool capturing data privacy parameters and developed a framework for 

analyzing the strength and breadth of these policies. 

 

Results: Our landscape analysis reviewed 20 laws and regulations: nine federal, three in 

Maryland, and eight in Virginia, and 11 union contracts. We developed a framework identifying 

factors for organizing or evaluating data privacy policies: permissiveness of data collection, data 

use or purpose, storage conditions, and sharing or access privileges. Our review revealed few 
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laws and regulations that directly relate to occupational health and safety data privacy, and only 

two fire service-specific laws. Federal policies comprehensively address data privacy factors. 

Both states have data privacy-oriented laws. Union contract data protections vary, with many 

imposing limits on access to sensitive data, while others authorize electronic surveillance. 

 

Conclusions: Based on this initial review, we conclude that the current legal structure provides 

some protection against the unauthorized release and use of occupational health and safety 

data. Additional policymaking would be needed to further safeguard firefighter health and 

safety data. State and union policies could serve as a model for future policymaking across 

jurisdictions. Researchers and advocates can contribute to the policymaking process to ensure 

policies adequately protect worker data while limiting burden.  
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Introduction 

Firefighters provide essential public services. Despite experiencing high rates of injury and their 

important societal role, they remain an understudied worker population from an occupational 

safety and health perspective. In 2021, the National Fire Protection Association reported over 

60,000 on-duty firefighter injuries and in 2022 there were 96 on-duty firefighter fatalities.1,63 

Fire service researchers consistently highlight the need for more sophisticated data collection 

and analysis,3,50–52 and propose using new software platforms or wearable technology to 

understand and prevent injuries and fatalities.9,11 Government agencies are leading efforts to 

strengthen national surveillance: in 2023, the National Institute for Occupational Safety and 

Health (NIOSH) launched the National Firefighter Registry for Cancer and the U.S. Fire 

Administration announced that it will create a new data analytics platform.54,64  

 

Fire service researchers recognize that while more robust data collection may improve health 

and safety it also prompts privacy concerns.3 There is relatively little research on data privacy in 

the fire service, but one study examining views towards wearable devices documented 

divergent views between firefighters who feared adverse impacts on their work, and leadership 

who identified safety benefits.59 This is consistent with the broader literature on health and 

safety data in employment settings, which typically examines attitudes towards new 

technologies. Researchers have identified broad support for technology among employers while 

employees express privacy concerns.10,45 In addition to this tension, it is unclear how 

occupational health and safety data is currently regulated, and whether existing policies 

adequately protect against disclosure of personal health and safety data. Privacy scholars 
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express concern over workplace surveillance and criticize the lack of policies protecting workers 

from monitoring.26,65 However, there is little to no research that comprehensively examines the 

policies dictating how occupational health and safety data is collected, used, stored, and shared 

in this domain. 

 

As discussion about more sophisticated and increased data collection continues, it is essential to 

understand how this data is currently regulated and examine whether current policies 

sufficiently protect firefighter data. In this paper, we identify a subset of the current laws and 

regulations governing firefighter occupational health and safety data privacy at the federal level 

and in Maryland and Virginia, as well as state and local union contracts in Maryland and Virginia 

fire departments. We use these findings to develop a framework for understanding the nature 

of data privacy policies and assess the policies in each jurisdiction. To our knowledge, this is the 

first study to assess the policy environment for this topic and population. Our findings offer an 

initial overview of the regulatory landscape for firefighter health and safety data and can be 

utilized to identify gaps and opportunities for future policymaking. 

 

Methods 

Our method of analysis drew upon techniques from traditional legal and policy analyses to 

identify federal, Maryland, and Virginia laws and regulations related to firefighter occupational 

health and safety data. We selected these states for two reasons. First, Maryland and Virginia 

are neighboring jurisdictions and many fire departments have mutual aid agreements 

facilitating assistance across state lines, but the states have different labor laws environments. 
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We anticipated differences across these two states that might reveal a wider range of policies. 

Second, we plan to conduct future empirical work in these states to understand fire service 

stakeholders’ perspectives towards data privacy.  

 

We examined laws and regulations in three domains: labor, health and safety, or data (i.e. laws 

or regulations addressing the collection, storage, use, or sharing/access of employee or 

firefighter information). We excluded guidance documents that are not legally enforced. 

Because of our emphasis on workplace data, we defined firefighters as career (sometimes 

referred to as paid) firefighters. We conducted a two-stage data collection process using the 

Westlaw legal database to identify laws and regulations. In the first stage, we queried secondary 

sources in Westlaw to identify law review articles that discussed relevant laws and regulations, 

using search terms related to data privacy, health and safety, and labor or employment.26,66,67 

We also relied on the Westlaw Practical Law Employee Privacy Law resources for Maryland and 

Virginia.68,69  

 

In the second stage, we conducted targeted searches of laws and regulations. For each 

jurisdiction, we used standardized search strings that covered at least two of our three domains: 

labor, health and safety, or data (see Appendix 2.1 for search terms). We conducted searches 

specific to firefighters and the fire service, as well as searches using general employment terms 

to capture other labor policies that would apply to firefighters. As we reviewed each law or 

regulation, we added policies that were referenced and met inclusion criteria. We excluded 

proposed legislation and rulemaking, laws or regulations specific to non-fire service sectors, 
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those related to surveillance of non-health or safety information (e.g. email), laws that did not 

address data, and narrowly scoped laws (e.g. those applying to voluntary protection programs). 

Regulations inherently flow from laws, and so in some cases we included both a law and an 

associated regulation if both addressed our topic of interest. In other cases, if a statute did not 

specifically address data privacy but authorized a broad scope of rulemaking that ultimately led 

to regulations addressing data privacy topics, we included the regulation but not the law so that 

we could focus on policies relevant to occupational health and safety data privacy. 

 

To aggregate union contracts, we first identified state and local fire departments reporting 

“career” or “mostly career” staffing to the U.S. Fire Administration’s National Fire Department 

Registry.70 We included unionized departments that negotiate contracts with the state of 

Maryland or Virginia or counties or cities within each state. We then searched for the most 

recent publicly available contracts (in some cases, expired contracts which have not been 

renegotiated). In cases where we could not find the most recent contract online, we contacted 

union leaders and local officials. For one jurisdiction, Annapolis MD, we were unable to obtain a 

recent contract and excluded it from our analysis. We will refer to “policies” when describing 

our collective findings. 

 

After identifying relevant policies, we developed a data abstraction tool to examine features 

such as jurisdiction, covered entities, covered data, and data privacy factors (data collection, 

data use or purpose, data storage, and data sharing or access). This tool was created in an 

iterative fashion based on preliminary review of the documents and existing data privacy 
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frameworks.27,71 Within each data privacy factor we generated subcategories capturing 

additional nuance. We reviewed each policy using the data abstraction tool and aggregated the 

findings across jurisdictions. Data collection took place between March 2023-May 2023.  

 

Results 

Data privacy policy framework 

While there were variations in the nature of each policy, they typically related to one of four 

data-related considerations: collection, use or purpose, storage, and sharing or access. 

Differences within each of these categories reflect the varied design, strength, and breadth of 

policies across and within jurisdictions. Data collection provisions fell into four subcategories: 

restrictive, permissive, mandated, or presumed. Some policies limited collection of medical, 

disability, or genetic information (restrictive), whereas others required the collection of injury or 

fatality data (mandated). In other cases, laws allowed for collection of information under 

specific circumstances (permissive), or inherently presumed data collection occurred 

(presumed). Data use or purpose provisions described appropriate uses of data and reflected 

the intent of each policy: anti-discrimination, employment benefits, injury surveillance, or data 

privacy. Anti-discrimination laws prevented data from being used to distinguish prejudicially in 

employment. Benefits-related policies allowed data to be used to process benefits such as 

workers compensation or presumptive firefighter benefits, which are intended to ease access to 

benefits for work-related diseases such as cancer.72 Injury surveillance policies were designed to 

track worker illness, injuries, or fatalities, and data privacy policies were explicitly aimed at 

privacy considerations.  
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Data storage considerations addressed the location or retention of data. This might include 

storing medical, disability, or genetic information separately from personnel records, or 

mandating that data be kept for a specific number of years. Data sharing and access provisions 

included those that are limiting, required, or encouraged. Some limited access to or sharing of 

disability, medical, injury, or fatality information, whereas others required reporting of injuries 

and fatalities to government agencies and/or required that employees may access their own 

data. A small number of policies encouraged data sharing in aggregate form for educational or 

prevention purposes. 

 

We use this framework to analyze the strength and breadth of policies we identified. Some 

policies addressed all four parent categories whereas others addressed only a few. 

Subcategories are not mutually exclusive: a law might address both location and duration of 

data storage, or limit sharing while maintaining individual employees’ access to their own data.  

 

Overview across jurisdictions 

We identified 20 laws and regulations that impact the occupational health and safety data of 

career firefighters: nine at the federal level, three in Maryland, and eight in Virginia; we also 

identified nine union contracts in Maryland and two in Virginia. Across jurisdictions, there were 

three laws or regulations directly aimed at occupational health and safety data privacy, and only 

two laws directly related to the fire service. Federal laws and regulations more comprehensively 

addressed each data privacy factor than Maryland and Virginia laws and regulations (Table 2.1). 
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All nine of the federal policies addressed data collection, use or purpose, and storage, and eight 

addressed sharing and access. The two states have enacted policies that are more limited in 

scope. While all addressed data use or purpose, only one Maryland law highlighted data 

storage, and we did not identify Virginia laws or regulations within our scope of firefighter 

occupational health and safety data privacy that explicitly discussed data storage. However, 

while federal policies addressed a range of privacy factors, we did not identify any federal data 

privacy legislation, whereas the two states have both passed data privacy laws. We found only 

one federal regulation directly aimed at data privacy in occupational health and safety contexts, 

but it narrowly applied to OSHA employee access to medical data.73 On the state level, 

Maryland had a law requiring secure storage of information including health and biometric 

data;74 in 2023, Virginia passed a law authorizing broad future data privacy rulemaking.75 Table 

2.2 provides an overview of each data privacy policy provision. 

 

At the union level, we identified more collective bargaining agreements in Maryland than 

Virginia (Table 2.3). Union contracts varied in scope, with most addressing collection of injury, 

exposure, or sick leave information for injury surveillance or benefits. Three Maryland contracts 

limited sharing of and access to medical or injury information and two required firefighters have 

access to their own information.76–79 In Virginia, Alexandria’s contract required that employees 

report injury information and that the department share personal exposure reports with 

employees. In Arlington, the contract included a range of provisions limiting access to sick leave, 

medical, and injury information while requiring that employees have access to their own data. 

Both Virginia contracts authorized electronic monitoring for health and safety purposes without 
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imposing storage or sharing limits.80,81  Table 2.4 details each contract’s data privacy provisions. 

Appendix 2.2 contains detailed summaries of all policies. 

 

Overview by jurisdiction 

The bulk of federal laws and regulations we identified either established injury and fatality 

reporting requirements or prevented sensitive data from being used in discriminatory fashion in 

employment. Five of the nine federal policies required reporting of injury or fatality data, 

including the Federal Fire Prevention and Control Act of 1974, which established 

epidemiological surveillance of firefighter injuries and fatalities.82–86 This law mandated the 

creation of the National Fire Data Center to conduct voluntary reporting of firefighter fatality 

and injury data. The law required that the Data Center collect information on serious fatalities 

(those requiring medical treatment by a doctor), deaths occurring while preparing for work or a 

test, and injuries and deaths from motor vehicle and aircraft accidents. A smaller number of 

federal laws restricted collection of medical, disability, or genetic information to prevent 

discrimination in employment,87,88 and one allowed for collection of medical information to 

process Family and Medical Leave Act (FMLA) benefits.89 All of the policies addressed the 

location and retention of data; the Americans with Disabilities Act (ADA) and Genetic 

Information Nondiscrimination Act (GINA) required that medical and disability information be 

stored separately from personnel files.87,88 Four of the policies limited access to and sharing of 

medical and disability information,73,87,88,89(p29) whereas three encouraged or required reporting 

of injury and fatality information (including individual employees’ access to their own 

data).83,85,86(p29) The lone fire service law encouraged sharing of aggregated firefighter injury and 
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fatality data collected by the National Fire Data Center.82 These federal laws and regulations also 

applied at the state level. While federal OSHA does not necessarily cover state and local 

employees like firefighters, if states voluntarily enact their own OSHA plans as Maryland and 

Virginia have, then federal standards apply.90  

Of Maryland’s three statewide policies, two were similar to federal laws. One law barred the 

discriminatory collection of disability information in employment contexts, although unlike the 

ADA, it did not contain storage, sharing, or access stipulations.91 A regulation addressing 

employee injury and illness records required that employers report illnesses, injuries, and 

fatalities to Maryland’s OSHA office (MOSH) but similarly lacked storage requirements. The 

Personal Information Protection Act, a data privacy law, emphasized data security, requiring 

secure storage (generally defined) of employee information, including health and biometric 

information; it also required that employees be notified if their information is breached.74  

 

Virginia’s eight statewide policies encompassed a range of data provisions, including injury and 

fatality reporting, benefits, limiting data access, and ensuring employees’ data rights. Two 

statutes required reporting of injury and fatality data to the state Department of Labor and 

Industry (DOLI) and/or workers compensation commission for injury surveillance or to process 

benefits.92,93 A fire-specific bill establishing presumptive benefits for firefighters allowed 

employers to collect medical information to confirm eligibility.94 Several other policies 

addressed access to employee health and injury data, including a regulation that imposed limits 

on health professionals and the labor commissioner accessing employee records95 and a law 

granting employees the right to access their own injury data.96 These protections are echoed in 
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a consumer genetic testing law specifying that direct-to-consumer (DTC) companies cannot 

disclose consumer data to entities making decisions about employment without the consumer’s 

consent.97 Virginia also laid the groundwork for future data privacy rulemaking: a 2023 law 

authorized the creation of a state Chief Data Officer and authorized extensive rulemaking, 

specifically around data collection, use, storage, sharing, and other privacy concerns related to 

data collected or maintained by state, regional, or local public entities.75 

 

Several collective bargaining agreements in Maryland addressed data related to physical exams, 

medical exams, or injuries, for the purposes of certifying leave or encouraging health and 

fitness. However, over half did not address storage or access/sharing,79,98–102 whereas three 

placed limits on who can access medical information and required that employees be able to 

access their own data.76–78 Montgomery County had the most comprehensive contract, which 

covered sick leave, injury, and medical information, but also specified that the department must 

collect fitness records. It also included detailed access and sharing provisions, mandating that 

fitness data must be treated as confidential and not shared outside of the fitness team, and that 

employee assistance program (EAP) information must not be shared without written consent 

from an employee.78  

 

As in Maryland, Virginia’s two union contracts addressed recordkeeping requirements for injury 

and exposure data, as well as regular physical examinations.80,81 However, both contracts 

authorized broad use of electronic monitoring device data, with Arlington specifically allowing 

such data to be used for health and safety purposes. The Arlington contract authorized 
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Arlington County use of video, audio, or other electronic monitoring. Employees must be 

notified of audio and video recording, and the County could not proactively use this data to 

identify policy violations. However, the contract specifically stated that “The County shall utilize 

video, audio, and data streams to … improve the health and safety of employees, conduct 

training and professional development, facilitate promotional examinations, and perform 

research or investigations.”80 While both Virginia contracts addressed access and sharing more 

generally, they did not include specific language regarding how this kind of electronic 

surveillance data might be accessed, shared, or stored within fire departments. 

 

Discussion 

Our research identified a range of policies governing occupational health and safety data, 

highlighting strengths and gaps in the existing regulatory framework protecting firefighters 

federally and in Maryland and Virginia. We identified only one narrowly scoped federal 

regulation specifically addressing employee occupational health and safety data privacy: 29 CFR 

§ 1913.10 Rules of Agency Practice and Procedure Concerning OSHA Access to Employee 

Medical Records.103 This regulation applied only to OSHA staff, and did not apply to employers, 

researchers, or commercial entities that frequently obtain employee data. Although we 

identified several federal-level policies that required the collection of serious injury and fatality 

data, laws and regulations requiring the reporting of injuries and fatalities failed to address 

access or sharing concerns, instead encouraging the sharing of aggregated data. While 

publishing injury and fatality trends is essential for understanding and improving workplace 

health and safety, public policies should ensure that the reporting of such information does not 
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threaten worker privacy.  These safeguards will become even more essential as technology 

advances. With the advent of sensors and wearable devices, employers could begin to collect 

highly sensitive data, including biometric information, in greater quantities than ever before.3  

 

On the federal level, our review included GINA but excluded the Health Insurance Portability 

and Accountability Act (HIPAA). These two laws are commonly cited in data privacy 

discussions27,71 but we found that they have limited applicability to our topic of interest. HIPAA 

only applied to covered entities and their associates; employers and employee data collected in 

an occupational context are not covered by HIPAA.71,104 GINA has implications for employee 

health and safety data, as its provisions addressed genetic information broadly defined (e.g. 

information from genetic tests of the employee or family member; family medical history). This 

offers some protections for employee health and safety data, such as firefighters’ personal or 

family medical histories, which might arise during annual physicals or fitness for duty 

assessments. However, GINA included several exceptions through which employers may collect 

genetic information, including through voluntary workplace wellness programs and when 

monitoring toxic substances.71,87 Employers might gain access to sensitive information 

depending on the circumstances under which they obtain genetic information, although in 

these cases employers would still be prohibited from using such information in discriminatory 

fashion. This emphasis on preventing discriminatory use of genetic information might be 

sufficient for ensuring such data is not used inappropriately, but employees might prefer 

stronger prohibitions on the collection of such data in the first place. And while GINA protected 

a broad array of genetic information, it may not address the full range of health information 
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covered in other contexts (e.g. HIPAA in health care settings), reflecting gaps in federal data 

privacy policies in occupational settings.  

 

There are ongoing opportunities to shape federal policy through rulemaking. For example, in 

spring 2022, OSHA issued a proposed rule, “Improve Tracking of Workplace Injuries and 

Illnesses” that proposes electronic submission of injury data, and public posting of de-identified 

injury data.105 The agency specifically requested comments about how to prioritize transparency 

while managing employee privacy concerns, suggesting that future rulemaking might attempt to 

address privacy issues. State policies such as those we identified in Maryland and Virginia could 

serve as models to inform future federal policymaking. From a fire service standpoint, in May 

2023, the U.S. Fire Administration announced that it will transition from its legacy injury 

surveillance system, the National Fire Incident Reporting System (NFIRS), to a modernized 

platform, the National Emergency Response Information System (NERIS).54 NERIS, which fulfills 

statutory requirements of the Federal Firefighting Control Act, will modernize and streamline 

the fire service’s data procedures. Policymakers should consider how to design this platform in 

ways that respect firefighter data privacy and incorporate input from a diverse array of fire 

service stakeholders on appropriate data protections. 

 

On the state level, Maryland and Virginia serve as two distinct examples. Virginia’s occupational 

data privacy laws and regulations appeared to be stronger in quantity and quality, but it had 

fewer collective bargaining agreements, and they authorized broad electronic monitoring of 

firefighters. Despite the breadth of Virginia’s existing policies, we did not identify laws or 
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regulations addressing the storage of occupational health and safety data, and only Arlington’s 

contract addressed storage. Virginia may want to consider enacting uniform policies for where 

and how employee occupational health and safety information is stored. The small number of 

union contracts is likely due to historic labor laws in the state. Virginia is a right to work state, 

and until 2021, public employees were banned from engaging in collective bargaining.106,107 In 

2023, Alexandria ratified the first firefighter contract in the state in over 40 years, quickly 

followed by Arlington.107–109 While Arlington’s contract prohibited the department from 

conducting proactive searches of electronic monitoring data for discipline or retaliation, both 

contracts allowed for review of such data as part of an investigation. Neither contained 

specifications for how such data should be stored or who may access or share the data. These 

unions, and unions attempting to negotiate for the first time in Virginia, could advocate for 

stronger data protections in future contracts. 

 

Maryland’s firefighter data privacy protections are primarily found in union contracts. 

Maryland’s data privacy law included general requirements that data be stored securely, and 

was amended to specifically cover health and biometric information, which could serve as a 

model for sophisticated biometric data storage policies.74 However, this legislation did not 

address other key data considerations such as data collection or sharing. The state should 

consider adopting public policies that address these factors or, like Virginia, emphasize 

employees’ rights to access and/or disclose their data. Several of Maryland’s collective 

bargaining agreements build on state and federal policies by limiting fire department personnel 

access to sensitive information such as medical, injury, or fitness data; jurisdictions without 
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these protections may wish to incorporate them in future negotiations. While none of 

Maryland’s contracts explicitly authorized the kinds of electronic surveillance included in 

Virginia’s contracts, Maryland union leaders may wish to consider how to protect firefighters’ 

privacy if surveillance arises in future negotiations.  

 

Our findings are consistent with the conclusions of data privacy law experts who criticize the 

lack of federal data privacy legislation and call for the development of privacy-oriented labor 

laws .26,27,71 There is robust debate about the best regulatory approach towards data privacy, as 

future laws and regulations should protect privacy across multiple populations while not 

imposing unreasonable administrative burdens. Scholars have also argued that privacy should 

be viewed an instrumental good—something valuable as a means to other non-privacy goals—

meaning that future legislation or rulemaking should also account for non-privacy objectives, 

such as enhanced worker safety.27 The path towards comprehensive privacy legislation is 

complex, as lawmakers could opt for laws applying across worker populations, in the consumer 

space, or based around kinds of data or technologies. Alternatively, regulators might 

promulgate new privacy-oriented rulemaking within the bounds of existing legislative 

mandates, strengthening OSHA’s injury surveillance data protections or incorporating privacy 

safeguards into the Fire Administration’s NERIS system. National-level reforms could secure data 

for large swaths of workers and minimize patchwork protections across states and localities. But 

national-level policymaking, particularly if aimed at large and diverse populations, faces a host 

of challenges both conceptual and practical, which might delay advances.  
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In highly unionized workforces like the fire service,110 unions may be the most effective 

advocates for enacting occupational health and safety policies in individual workplaces. Legal 

scholars have begun to debate the merits of collective bargaining as a pathway for securing 

privacy protections for the use of wearable technology.71 Some believe unions are best 

positioned to negotiate for these reforms, while others point out that this route excludes non-

unionized employees or industries. There are few examples of unions addressing wearable 

technology. Unions representing professional athletes have begun to consider wearable data 

privacy although experts suggest that most contracts fail to address core privacy issues.71,111  

 

In both states we examined, union contracts contained the most granular protections for 

firefighter data and reflected unique department characteristics and cultures. Union-led privacy 

reforms are not without challenges; not all departments are unionized, contracts are 

renegotiated frequently, and contracts can vary significantly, as we observed in our sample in 

two neighboring states. The collective bargaining process is also unique in that unions 

negotiating a contract face different pressures and priorities compared to the public 

policymaking process. While unions might be best equipped to negotiate on behalf of their 

members, they bear responsibility for other priorities such as obtaining pay raises, insurance 

benefits, and leave allowances. Public policymaking, which could cover a broader range of 

employees, offers a more comprehensive pathway towards securing data privacy protections, 

and might result in stronger and more equitable protections across worker populations and 

employers. However, policymaking is often a slow process, and there may be tradeoffs between 

covering a larger array of employees and addressing concerns specific to individual sectors such 
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as the fire service. In the absence of federal or state legislation or rulemaking, unions can serve 

as firefighters’ best advocates for appropriate data privacy protections. Collective bargaining 

agreements can also serve as examples of what occupational health and safety data protections 

should look like in the fire service, and as test cases for ensuring such policies are not overly 

burdensome. Union leaders preparing for future collective bargaining negotiations should 

anticipate increased monitoring or surveillance and be prepared to negotiate provisions that 

protect their members’ data privacy and prevent discriminatory use of such data.  

 

Beyond unions, our findings have implications for other stakeholders with an interest in 

firefighter occupational health and safety data. Researchers, who may not actively engage in 

bargaining, can help establish an evidence base on firefighters’ data privacy preferences. And as 

OSHA and the U.S. Fire Administration attempt to modernize injury surveillance systems, 

researchers whose work relies on such data can serve as advocates for expanding access to 

important data while maintaining the privacy of workers. More generally, our study highlights 

the need for greater consideration of occupational health and safety data in data privacy 

discussions. Our findings contribute an exploratory analysis of this topic to the growing 

literature on worker data and can serve as a starting point for legal experts and privacy 

advocates to consider as they seek policy reforms. 

 

Our study has several limitations. We did not conduct a comprehensive review of federal, 

Maryland, or Virginia guidance documents, nor did we include review of federal, Maryland, or 

Virginia case law. Our scope was narrowly defined to identify the laws, regulations, and union 
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contract provisions oriented around firefighter health and safety data but did not necessarily 

capture all of the policies that might govern this data (e.g. state laws dictating how personnel 

data should be handled more generally). While we examined union contracts, we did not 

include municipal, county, or fire department policies or procedures that might cover firefighter 

data. Put simply, our findings are not an exhaustive legal analysis of all the potential policies 

that could govern firefighter health and safety data. However, to our knowledge, this is the first 

study to examine this topic and establish an overview of the policy environment surrounding 

firefighter health and safety data. This exploratory analysis sheds light on existing occupational 

health and safety data policy protections and highlights opportunities for future research, 

advocacy, and policymaking. Policy researchers and legal scholars should examine this topic in 

other states and localities and for additional worker populations. Researchers can also build 

upon this work by exploring the impact and enforcement of these policies in practice settings. 

 

Conclusion 

Career firefighter health and safety data is governed by a patchwork of laws, regulations, and 

local policies at the federal level and in Maryland and Virginia. While our analysis is preliminary, 

it demonstrates that these policies address a range of data privacy considerations including data 

collection, use, storage, and sharing or access, few are oriented around data privacy. This 

research lends support to calls for additional policymaking to ensure that worker data is 

adequately protected, and highlights opportunities for advocates and researchers to more 

effectively engage with the policymaking process. Policies that appropriately safeguard health 
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and safety data may bolster employees’ confidence in injury prevention efforts and ensure that 

they work in inclusive, healthy, and safe environments. 
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Table 2.1 Nature of data privacy laws and regulations by jurisdiction 

    Federal Maryland Virginia 

Overall 9 3 8 

Collection 8 2 6 

  Restrictive 2 1 1 

  Permissive 1 0 1 

  Presumed 0 1 3 

  Mandated 5 0 1 

Use/Purpose 9 3 8 

  Anti-discrimination 2 1 2 

  Injury surveillance 4 1 3 

  Benefits 3 0 4 

  Data privacy 1 1 1 

Storage 9 1 0 

  Location 5 1 0 

  Duration 6 0 0 

Access 8 1 5 

  Limited access, sharing 4 1 2 

  Required reporting, access 3 1 3 

  Encouraged sharing 1 0 0 

Notes: some policies address more than one subcategory. “Restrictive” policies limit collection 
of data. “Permissive” policies allow data collection. “Presumed” indicates that the policies do 
not explicitly address data collection, but presume it has or will take place. “Mandated” requires 
data collection.  
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Table 2.2 Overview of data privacy laws and regulations   
Data Collection 

Permissions 
Data Use and 

Purpose 
Data Storage 
Parameters 

Data Access 
Provisions 

Notes 

Federal 

Americans with 
Disabilities Act, 42 
U.S.C. § 12101 et seq. 

Restrictive 
Anti-
discrimination 

Location 
Limited access, 
limited sharing 

Bars discriminatory collection, 
use of disability information; 
storage location; limits sharing to 
key people 

Genetic Information 
Nondiscrimination 
Act, 42 U.S.C. § 
2000ff et seq. 

Restrictive 
Anti-
discrimination 

Location 
Limited access, 
limited sharing 

Bars discriminatory collection, 
use of genetic information; 
storage location; limits sharing to 
key people 

Family and Medical 
Leave Act, 42 U.S.C. § 
2601 

Permissive Benefits 
Location, 
duration 

Limited access, 
limited sharing 

Allows employers to collect 
medical information for FMLA; 
storage length and location; 
limits sharing to key people 

Federal Fire 
Prevention and 
Control Act of 1974, 
15 U.S.C. § 2201 et 
seq. 

Mandated 
Injury 
surveillance 

Location 
Encouraged 
aggregate 
sharing 

Requires creation of National Fire 
Data Center to collect fatality, 
injury data; encourages sharing 
in aggregate 

Occupational Safety 
and Health Act of 
1970, 29 U.S.C. § 651 
et seq. 

Mandated 
Injury 
surveillance, 
benefits 

Duration 

Required 
reporting, 
required 
employee 
access 

Authorizes DOL to collect fatality, 
injury, illness, exposure data; 
requires individual sharing with 
DOL, employees. Applies to MD, 
VA firefighters due to state OSHA 
plans 
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29 CFR § 1602 
Recordkeeping 
regulation 

Mandated Benefits Duration N/A 

Requires state, local employers to 
retain all personnel, employment 
records for at least two years; 
one year for unions 

29 CFR § 1910.1020 
Access to employee 
exposure and 
medical records 

Mandated 
Injury 
surveillance 

Duration 

Required 
reporting, 
employee 
access 

Requires employers to maintain 
exposure, medical records; 
storage length; requires 
individual sharing with 
employee, OSHA. Applies to MD, 
VA firefighters due to state OSHA 
plans 

29 CFR § 1904 OSHA 
Recordkeeping Rules  

Mandated 
Injury 
surveillance 

Duration 

Required 
reporting, 
aggregated 
sharing, 
employee 
access 

Requires employers to maintain 
fatality, injury, illness records; 
storage length; requires 
aggregate sharing. Applies to 
MD, VA firefighters due to state 
OSHA plans 

29 CFR § 1913.10 
Rules of Agency 
Practice and 
Procedure 
Concerning OSHA 
Access to Employee 
Medical Records 

N/A 
Injury 
surveillance, 
data privacy 

Location, 
duration 

Limited access, 
sharing 

Limits circumstances in which 
OSHA may access employee 
medical records, imposes 
privacy-oriented requirements 

Maryland 
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Personal Information 
Protection Act, Md. 
Code Ann. Comm. 
Law § 14-3504 

N/A Data privacy 
Location 
(security) 

Limited access 

Requires secure destruction; 
treatment of data as confidential; 
requires individual notification in 
case of data breach 

Inquiries Regarding 
Medical History, Md. 
Code Ann. Lab. & 
Empl. 3-701  

Restrictive 
Anti-
discrimination 

N/A N/A 
Bars discriminatory collection of 
disability information 

COMAR 09.12.21 
Employee Injury and 
Illness Records and 
Reports 

Presumed  
Injury 
surveillance 

N/A 
Required 
reporting 

Requires employers to report 
fatalities, injuries, illnesses; 
requires MOSH reporting 

Virginia 

Va. Code Ann. § 8.01-
413.1 Labor and 
Employment—
Records and 
Recordation—
Disclosure 

Presumed 
Injury 
surveillance, 
benefits 

N/A 
Required 
employee 
access 

Requires employers to share 
individual injury data with 
employee if requested 
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Va. Code Ann. § 40.1-
28.7:1 Genetic 
Testing or Genetic 
Characteristics as a 
Condition of 
Employment 

Restrictive 
Anti-
discrimination 

N/A N/A 
Bars collection of genetic 
information in employment 

Genetic Data Privacy, 
VA ST § 59.1–593 
through 59.1-602 

N/A 
Anti-
discrimination 

N/A Limited sharing 
Bars DTC companies from sharing 
genetic information without 
consent 

Va. Code Ann. § 65.2-
900(A) Records and 
reports of accidents 

Mandated Benefits N/A 
Required 
reporting 

Requires employers to maintain 
injury, fatality records; required 
to report to workers comp, 
insurers, DLOI 

Va. Code Ann. § 40.1-
51.1(D) Duties of 
employers 

Presumed 
Injury 
surveillance 

N/A 
Required 
reporting 

Requires employers to report 
injuries, fatalities to DLOI 

Va. Code Ann. § 2.2-
203.2:4 Office of 
Data Governance and 
Analytics; Chief Data 
Officer; creation; 
report. 

TBD Data privacy TBD TBD 
2023 law authorizes creation of 
chief data officer. May develop 
data storage, sharing policies 
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Presumption as to 
death or disability 
from respiratory 
disease, 
hypertension or 
heart disease, cancer, 
VA ST § 65.2–402 

Permissive Benefits N/A N/A 
Allows employers to collect 
firefighter medical information 
for presumptive benefits 

16VAC25-60-80 
Access to employee 
medical and 
exposure records 

Presumed 
Benefits, injury 
surveillance 

N/A Limited access 
Imposes privacy safeguards on 
health professional, labor 
commissioner access to records 

Notes: “Restrictive” policies limit collection of data. “Permissive” policies allow data collection. “Presumed” indicates that the 
policies do not explicitly address data collection, but presume it has or will take place. “Mandated” requires data collection.  
 
 
 



 42 

Table 2.3 Nature of union data privacy policies by jurisdiction 

    Maryland Virginia 

Overall 9 2 

Collection 9 2 

  Restrictive 0 1 

  Permissive 4 1 

  Presumed 4 2 

  Mandated 4 2 

Use/Purpose 8 2 

  Anti-discrimination 1 1 

  Injury surveillance 6 2 

  Benefits 5 1 

  Data privacy 0 0 

Storage 2 1 

  Location 2 1 

  Duration 0 1 

Access 5 2 

  Limited access, sharing 3 2 

  Required reporting, access 4 2 

  Encouraged sharing 0 0 

Notes: some policies address more than one subcategory. “Restrictive” policies limit collection 
of data. “Permissive” policies allow data collection. “Presumed” indicates that the policies do 
not explicitly address data collection, but presume it has or will take place. “Mandated” requires 
data collection.  
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Table 2.4 Overview of union data privacy policies   
Data Collection 

Permissions 
Data Use and 

Purpose 
Data Storage 
Parameters 

Data Access 
Provisions 

Notes 

Maryland 

Anne Arundel 
County and IAFF 
1563 (2022-
2023) 

Presumed N/A N/A N/A 

Requires the Safety Committee 
to make recommendations 
regarding a Personal Exposure 
Recording Program to 
document exposures 

City of Baltimore 
and IAFF 734 
(2022-2024) 

Mandated, 
permissive, 
presumed 

Injury 
surveillance 

Location 

Limited access 
(employer); 
required 
employee access 

The department must include 
exposure reporting to injury 
reports and share injury reports 
with the union. Medical file 
access is limited to select 
department employees and 
individual employee access 

Baltimore County 
and IAFF 1311 
(2021-2023) 

Permissive 
Injury 
surveillance 

N/A Limited access 

The department will offer 
hearing tests, medical exams 
and physicals, and explore 
medical screening. Medical 
exam and physical data will be 
kept confidential 

State of 
Maryland and 
IAFF 1742 (2022-
2024) 

Presumed Benefits N/A N/A 

Employees may take temporary 
unpaid medical leave if it is 
medically documented; return 
to work based on State Medical 
Director declaration 
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Cumberland and 
IAFF 1715 (2017-
2020) 

Permissive Benefits N/A N/A 

Requires medical certification 
from a treating physician or 
other health care provider to 
obtain sick leave benefits 
beyond one shift in length 

Hagerstown and 
IAFF 1605 (2018-
2022) 

Mandated 
Injury 
surveillance 

N/A 
Required 
reporting 

Requires fitness for duty 
physical but does not address 
storage or access, aside from 
reporting lack of fitness for 
duty to HR 

Montgomery 
County and IAFF 
1664 (2022-
2024) 

Mandated 

Anti-
discrimination, 
benefits, injury 
surveillance 

Location 
Limited access, 
required 
employee access 

Comprehensive guidance 
requiring documentation of 
medical or fitness information 
to provide benefits, promote 
health and safety, and prevent 
injury. Limits access to medical 
and fitness information and 
requires employee access to 
certain records 

Ocean City and 
IAFF 4269 (2019-
2024) 

Permissive 
Benefits, injury 
surveillance 

N/A N/A 

The department may require a 
physical fitness assessment and 
medical exam annually. May 
also require a medical exam to 
facilitate return to duty 
following injury or illness 
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Prince George’s 
County and IAFF 
1619 (2022-
2024) 

Presumed, 
mandated 

Benefits, injury 
surveillance 

N/A Required access 

Requires annual medical 
physicals and accident reviews 
and recordkeeping. Allows for 
medical information to be used 
in certifying benefits but data 
provisions are vague 

Virginia 

Alexandria and 
IAFF 2141 (2023-
2026) 

Presumed, 
mandated, 
permissive 

Injury 
surveillance 

N/A 

Limited access, 
required 
reporting, 
required 
employee access 

Requires exposure 
recordkeeping, injury reports, 
and authorizes broad electronic 
monitoring. Allows for 
voluntary disclosure of injury or 
fatality to the union. Requires 
employee access to exposure 
records 

Arlington and 
IAFF 2800 (2023-
2026) 

Mandated, 
restrictive, 
permissive 

Anti-
discrimination, 
benefits, injury 
surveillance 

Location, 
duration 

Limited access, 
required 
reporting, 
required 
employee access 

Allows for collection and 
maintenance of injury, fatality, 
illness, accident, and exposure 
information. Authorizes 
electronic monitoring for 
health and safety purposes but 
does not address storage or 
access/sharing for this data 

Notes: “Restrictive” policies limit collection of data. “Permissive” policies allow data collection. “Presumed” indicates that the 
policies do not explicitly address data collection, but presume it has or will take place. “Mandated” requires data collection.  
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Chapter Three (Manuscript Two): Data in the fire service: firefighter and fire service 

leadership perspectives on current practices, challenges, and gaps 

 

Abstract  

Objective: There is growing interest in utilizing firefighter health and safety data to understand 

and prevent illness, injury, and fatality. However, there is little evidence on firefighter or 

leadership data privacy preferences. We examined fire service stakeholder perceptions of 

current data practices.  

 

Methods: We conducted interviews and focus groups with career firefighters in Maryland and 

Virginia; interviews with union representatives and department-level leaders in each state; and 

interviews with national-level fire service leaders (March – November 2023). Interviews and 

focus groups were audio recorded and transcribed. We analyzed transcripts using thematic 

analysis. 

 

Results: We conducted 35 interviews and 4 focus groups (65 total participants). The sample 

included 31 career firefighters, 2 union leaders, 11 national leaders, and 21 department-level 

leaders. We identified 13 themes across 4 categories. Fire departments collected a range of 

health, injury, and exposure information to establish firefighter fitness for duty, help firefighters 

obtain benefits, conduct prevention, and advance administrative priorities. Firefighters had few 

data privacy concerns but generally favored data deidentification and aggregation. Leaders 

described pushback from firefighters related to concerns about job repercussions and privacy 
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and described cultural and resource limitations. Firefighters and leaders desired more mental 

health and exposure data. Leaders called for improved data infrastructure and firefighters 

wanted better data communication. 

 

Conclusions: Firefighters and leaders viewed data as a tool for advancing health and safety but 

identified barriers to data collection and use. Participants identified priorities for future data 

collection and the need for resource investments, cultural shifts, and enhanced data 

communication and protections. 
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Introduction 

Firefighters take on great personal risk to provide essential services for their communities. 

There are approximately 1 million firefighters in the United States who respond to over 25 

million calls each year.112,113 Firefighters encounter a vast array of incidents, including fires, 

natural disasters, and medical emergencies requiring emergency medical services (EMS).113 

Firefighters sustain high rates of injury and fatality in the line of duty: in 2022, there were over 

65,000 on duty injuries and 96 on duty fatalities.1,2 Beyond these on duty incidents, firefighting 

has been linked to a host of long term adverse health outcomes, including elevated rates of 

certain cancers.46,47 Firefighters are highly attuned to the risks of their profession, and have 

emphasized concerns related to high rates of injury, cardiovascular disease, mental health 

challenges, and cancer.114  

 

There are growing calls to utilize firefighter health and safety data to better understand the 

hazards of firefighting and design interventions to protect future generations. This could include 

data from national injury or disease registries, biometric data from wearable devices, exposure 

data, or self-reported risk factors associated with diseases such as cancer.3,55,56,115 Many new 

data collection efforts are focused on the national level, through national-level injury 

surveillance and research.3,52 Researchers have identified serious flaws in existing data 

infrastructure, such as large swaths of missing occupational data in cancer and burn registries, 

and highlight the need for more sophisticated data reporting and data linkages.50–52 In light of 

these structural challenges, government agencies have begun to invest in infrastructure to 

support firefighter injury surveillance and health research. In 2023, the National Fire 
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Administration announced that it would transition its legacy incident reporting system, the 

National Fire Incident Reporting System (NFIRS), to a modernized analytics platform, the 

National Emergency Response Information System (NERIS). Fire departments currently report 

incidents to NFIRS, although participation is voluntary and it documents only 70% of the overall 

incidents that occur each year.116 NFIRS, which includes a module for firefighter casualties, 

requires in depth manual data entry.117,118 NERIS, which is currently in development, will be 

cloud-based and support data linkages and a range of new data collection, including sensor data 

and biometrics.54,118 From a research standpoint, the National Institute for Occupational Safety 

and Health (NIOSH) recently launched the National Firefighter Registry for Cancer, which will 

link firefighter cancer diagnoses to state cancer registries.53  

 

While these efforts hold promise for improving health and safety nationwide, little is known 

about how fire departments are collecting, using, or sharing firefighter health and safety data. 

On a local level, departments are well positioned to collect data on their workforces and to use 

this data to design and implement tailored interventions to reduce injuries and fatalities. There 

are a wide array of products for departments to track injuries or exposures, and growing calls 

for departments to leverage data.119,120 However, to our knowledge, there are no studies 

assessing the state of current data collection in fire departments, including perceptions of 

whether such data is adequate and the challenges associated with collecting and managing data 

on an organizational level. 
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More broadly, expanding the collection of or access to firefighter health and safety data at any 

level raises concerns about data privacy.3 Additional firefighter data might help improve health 

and safety, but collecting this data, particularly within fire departments, raises concerns about 

data privacy, as firefighters might be asked to share sensitive health information with their 

employers, government agencies, or researchers. There is little research on data privacy in the 

fire service, and existing studies tend to focus on the acceptance of new technology within fire 

departments. One study examining the implementation of a biometric device concluded that 

firefighters are concerned about the impact of technology on their autonomy and that 

firefighters were more skeptical than department leaders.59 Another study assessing the factors 

impacting perceptions of a biometric device identified concerns related to workplace 

accountability, data access, and employer trust.58 However, no studies to date have assessed 

current data collection, use, and sharing practices within the fire service, and the acceptability 

of these practices among fire service stakeholders. This hinders our ability to understand the 

kinds of data collection firefighters support and areas where leadership see urgent needs to 

strengthen the fire service’s data efforts. 

 

This study examines perceptions of current occupational health and safety data collection 

practices among firefighters who might be asked to provide such data, and departmental and 

national leaders who might collect, access, or use such data. Our findings identify challenges for 

current data efforts and opportunities to ensure the ethical implementation of new data 

initiatives. 
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Methods 

This is an exploratory study examining fire service stakeholders’ perspectives on data privacy 

topics. Because there is limited evidence on this topic and we wanted to understand a wide 

range of potential views and motivations, we opted for qualitative methods to explore attitudes 

towards firefighter data privacy. We conducted a combination of semi-structured interviews and 

focus groups to understand fire service stakeholders’ perspectives on current data practices. 

 

Sample and recruitment 

We identified three subgroups that we anticipated would have distinct views towards data in 

the fire service: career (sometimes referred to as “paid”) firefighters, department leaders, and 

national-level fire service leaders. For career firefighters and department leaders, we first 

sampled departments, as we wanted to recruit firefighters and leaders within the same 

department to enable comparisons. A member of the study team has experience working with 

fire departments to develop the Firefighter Organizational Culture of Safety (FOCUS) survey, 

which is now used in practice settings to assess fire department safety culture.121 We sampled 

fire departments that had previously or were currently participating in FOCUS surveys in 

Maryland and Virginia, recruiting two departments in each state (four departments in total). 

Because we were interested in occupational health and safety data, in which firefighters might 

be sharing personal information in an employment context, departments had to be staffed by 

career or mostly career firefighters to be eligible.  
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Within each fire department, we worked with a point of contact to recruit career, rank-and-file 

firefighters to participate in focus groups. In a Maryland department where we were unable to 

recruit sufficient participants for a focus group, we conducted a semi-structured interview. To 

understand the role of unions in representing firefighters’ interests, we also recruited union 

leaders in participating departments. For each department that was unionized, we invited union 

leaders to participate in semi-structured interviews. 

 

To recruit leadership participants within fire departments, we worked with a point of contact to 

identify individuals in overall leadership, health and safety positions, or in human resources (HR) 

positions. We recruited both sworn members of the fire service and civilians (e.g. non-

firefighters working in leadership in departments or fire service organizations) to participate in 

semi-structured leadership interviews. We included both sworn members and civilians to 

capture a wider range of perspectives and because in all participating departments, the 

individuals serving in relevant roles (e.g. health and safety) included both civilians and 

firefighters. At the national level, we used purposeful sampling to identify participants in 

government, advocacy, and research organizations. Participants had to be affiliated with a fire 

service entity within one of these three categories (career firefighters, fire department leaders, 

or national fire service leaders) to be eligible to participate. For the leadership subgroups, we 

also conducted snowball sampling and asked participants to recommend potential participants 

in their professional networks. 

 

Data collection 
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We sought participants’ views towards current data practices with regards to three fundamental 

aspects of data privacy: data collection, data use, and data sharing or access. We focused on 

these three domains because they are all important elements constituting data privacy 

preferences.27 To facilitate comparisons across subgroups, we asked all participants about their 

views within these domains, but modified the questions slightly to recognize their different 

roles. We asked all participants demographic questions; for focus group participants, we asked 

them to complete an exit survey at the end of the group to protect their confidentiality. 

Appendices 3.1-3.5 contain questions from the interview guides, the focus group discussion 

guide, and the exit survey. 

 

Data collection took place from March – November 2023. All interviews were conducted over 

Zoom and all focus groups were conducted in person at fire stations. In the two Virginia 

departments, focus groups were held at fire stations while firefighters were on duty. In some 

groups, firefighters were taken out of service for the duration of the group, meaning that they 

were not responding to calls. In other groups, participants were in service and if they received a 

call during the group it was briefly paused or continued with the remaining participants until the 

full group rejoined.  

 

Following each interview or focus group the interviewer wrote memos to summarize the 

discussion, reflect on themes, and document initial observations.122 We obtained oral consent 

and audio recorded the interviews and focus groups. Recordings were transcribed verbatim 
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using a professional transcription service. This research was approved by the Johns Hopkins 

Bloomberg School of Public Health Institutional Review Board. 

 

Analysis 

We conducted data analysis in an iterative fashion using thematic analysis.122 One team 

member developed a codebook based on the memos and interview/discussion guides. A 

second team member reviewed the codebook after reading memos and transcripts. Both team 

members coded an initial subset of transcripts and met to compare coding and resolve 

disagreements. After revising the codebook and double coding additional transcripts, the team 

members independently coded the remainder of the transcripts, meeting to discuss questions 

about code application as needed. The codebook is included in Appendix 3.6. Coding was 

conducted in Dedoose.123 

 

We categorized participants into two overall groups for analysis: firefighters (rank-and-file 

firefighters and union leaders) and leadership (department leaders, government officials, 

advocates, and researchers). We present our findings primarily in terms of these two groups, as 

the subgroups within each are conceptually similar and we found similarities in views within 

each group. For instance, the union leaders we spoke to were themselves career firefighters not 

in department leadership positions. And while some advocates represent firefighters’ interests, 

in many cases they have unique, national-level views on data privacy topics given their roles. In 

describing our results, we differentiate between subgroups when relevant and note when 

participants held multiple roles, such as Fire Chief and Advocate.  
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Results 

Sample 

We conducted 35 interviews and 4 focus groups of 5-9 participants each with a total of 65 

participants. Our sample included 31 career firefighters, 2 union leaders, 11 national leaders, 

and 21 department-level leaders. Table 3.1 shows participant breakdown by role and 

jurisdiction. Our firefighter sample is weighted towards VA, with 30 VA firefighters and 1 MD 

firefighter, due to data collection challenges in MD.  

 

Our sample was predominately male and white, consistent with the overall demographics of the 

fire service.60 Leadership participants included more women (34%) compared to firefighter 

participants (12%), and more racial diversity (25% non-white compared to 9%). Leadership 

participants were older than firefighter participants (mean age of 48 years compared to 36 

years) and more experienced (mean of 12 years compared to 25 years). Table 3.2 shows 

participant characteristics across subgroup. Focus groups lasted an average of 77 minutes. 

Firefighter interviews were an average of 39 minutes, and leadership interviews were 

completed in an average of 45 minutes. 

 

Themes 

We identified 13 themes within 4 categories: 1) current data practices, 2) the value of data in 

the fire service, 3) data challenges, and 4) priorities for addressing gaps in current practices. 
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Table 3.3 shows the themes in each category and an overview of themes by stakeholder group 

(firefighters and leadership).  

 

Current data practices 

Participants’ descriptions of current data practices within their organizations included the kinds 

of data collected, and data access, sharing, and reporting practices. 

 

Kinds of data collected 

Leaders and firefighters within the same departments provided consistent descriptions of the 

kinds of firefighter health and safety information collected, although data collection varied 

across departments. All departments collected information related to firefighter injuries, 

exposure to occupational hazards, vital signs on a fireground, and regular physical exams. Injury 

reporting was fairly standardized across jurisdiction, with departments collecting information 

about the nature and cause of injury. In contrast, exposure documentation varied. Some 

departments focused on exposures sustained during EMS calls such as blood borne pathogen 

exposure from a needle stick. Others documented fire-related exposures if an event was 

perceived as particularly hazardous. A few leaders also described requirements for documenting 

hazmat exposures. All departments collected vital signs such as heart rate and blood pressure 

on a fireground (referred to as “rehab”). The frequency and thoroughness of annual physicals 

and frequency varied by department, with some conducting in-depth National Fire Protection 

Association (NFPA) 1582 physicals, as dictated by a fire service standards organization, and 
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others requiring a civilian physical.  Three departments conducted regular fitness tests, with 

varying degrees of intensity. 

 

Several department leaders and firefighters suggested that in some cases, departments 

intentionally avoided collecting or documenting sensitive information related to physical or 

mental health. For instance, most firefighters stated that there is no documentation of peer 

mental health support services and most departments did not receive members’ annual 

physical results, other than learning if they passed or failed. Participants framed this approach 

as an effort to protect individual privacy and encourage firefighters to utilize services. A few 

explained that firefighters were less likely to access peer support services if they thought such a 

request would be documented. 

 

National-level leaders described a range of data collection conducted by their organizations. 

Government officials described routine collection of firefighter injury surveillance data, and 

researchers collected a range of injury and exposure information related to their work. For the 

most part, advocates did not directly obtain firefighter occupational health and safety data, 

although a few organizations helped facilitate research. Several advocacy participants discussed 

research partnerships to examine issues impacting underrepresented minorities in the fire 

service, such as rates of harassment or discrimination, or health outcomes specific to female 

firefighters. 

 

Data access, sharing, and reporting practices 
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Within departments, firefighters and leadership described limited internal sharing of firefighter 

health and safety data, and most believed that such data was adequately protected by their 

departments. Nearly all leaders indicated that access to identifiable firefighter health or safety 

information was granted on a need-to-know basis with relevant personnel. For instance, injury 

information was accessible only to health and safety staff. 

 

Several leaders also emphasized the importance of ensuring that individuals had access to their 

own data, such as their annual physical or fitness exam results, both because it was the right 

thing to do and because it might empower firefighters to make healthy choices. While 

identifiable data was closely held, aggregated data sharing was encouraged by many 

department leaders who supported sharing results such as department injury trends to 

enhance prevention activities. And while these protocols and confidentiality might be formally 

upheld, many firefighters and a few leaders noted that news about physical injuries traveled 

fast.  

Just like with the injury thing, you can decipher who's, we heard, oh, such and 
such went to the, whatever that thing is in [State], the mental health rehab 
center. Oh, this guy's on injury leave for the next three months. Wonder where 
he is. We can find out things by digging. – Firefighter  

 

Externally, department leaders reported injuries to a range of organizations including 

government agencies like OSHA and third parties like NFPA and the International Association of 

Fire Fighters (IAFF) union. Firefighters were less certain about how data might be reported 

externally, but assumed that injury information was shared with government agencies or third 

parties. Government leaders and researchers described efforts to keep identifiable information 
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secure while supporting widespread sharing of aggregated and deidentified results for 

educational purposes. While most advocacy organizations did not collect extensive health or 

safety data, they endorsed returning individual data to firefighters and publication of trends. 

 

Value of data in the fire service 

Participants described four use cases for firefighter data: establishing fitness for duty, helping 

firefighters obtain benefits, conducting health and safety prevention initiatives, and advancing 

administrative priorities. 

 

Establishing fitness for duty 

Within departments, both firefighters and leaders depicted medical and fitness information as 

being used to establish fitness for duty status. All departments used regular physical exams to 

determine if a firefighter was fit to perform their job; in cases where a firefighter did not pass a 

physical, they might be placed on light duty, performing limited job tasks, or be offered 

additional training. Some departments also required an annual fitness exam to evaluate fitness 

for duty, whereas in other departments fitness assessments were optional for some personnel 

or the results were not punitive (e.g. if an individual did not pass, they could continue in their 

role). In departments where fitness assessments were optional or non-punitive, the exams were 

aimed at providing individual firefighters with insights on their fitness. Some leaders in these 

departments stated that firefighters who did not pass fitness assessments were offered optional 

fitness training programs. 
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Obtaining benefits 

Participants across all stakeholder groups cited injury and exposure data as a tool for helping 

firefighters obtain workers compensation or presumptive benefits to care for occupational 

injury or illness. Firefighters discussed this repeatedly, highlighting the importance of 

documenting injuries, even if minor, in the event that they needed evidence to prove an injury 

was work related. Although most firefighters described an antagonistic relationship with 

workers compensation, in which they believed claims were denied even with supporting 

evidence, they still believed documenting injuries was important. Two firefighters described the 

process: 

 Participant 9: It's kind of a pain and it's valuable kind of. [laughter] 
Participant 5: Well, I feel like it's only valuable if you do something about it right 
then. If you do something like if I say, I felt a pain in my knee and then three 
months later you have an injury off duty. Let's say, well, there's no way that we 
can positively tie it back to that. Worker's comp isn’t going to cover it. – 
Firefighters  

 

Firefighters also noted that exposure documentation was increasingly essential for obtaining 

disability and retirement benefits, particularly for occupational cancers, which are a growing 

concern in the fire service. Firefighters and leaders noted that despite presumptive benefit laws, 

which establish a list of cancers which can be “presumed” to be work-related for firefighters, 

many firefighters need extensive documentation to establish an occupational cause of these 

diseases. A firefighter said: 

I think you see that [exposure documentation] more with prevalence of like 
cancers and stuff. Because it's like, I mean, they have like presumptive acts but 
still you kind of have to prove it still. So, having the [exposure] forms definitely 
are beneficial moving forward. – Firefighter  

 



 61 

Some firefighters and advocates noted that claims could be denied even with extensive 

documentation. An advocate believed that exposure data could be used against firefighters, 

pointing out that some presumptive benefit laws require evidence that a firefighter was 

exposed to occupational hazards within a certain time frame. If a firefighter lacked this 

documentation or was exposed just outside of the required time frame, this might disqualify 

him or her from receiving benefits. Despite these concerns, firefighters and advocates believed 

that it was still beneficial to record exposures. 

 

Conducting health and safety prevention 

Leadership participants were enthusiastic about using injury, fitness, and health data for 

prevention. Several departments had health and safety personnel and/or committees that used 

injury and fitness data to understand trends within their departments and design interventions. 

Participants broadly agreed that the intent of health and safety staff was to understand and 

reduce injuries , although there were mixed views within and across departments about 

whether these injury prevention efforts were effective. One leader explained: 

So, on a departmental level, we use [injury and exposure information] to track 
trends and identify. We can use, if we have a bunch of people getting exposed to 
similar things, then that’s a safety program focus. Or if we have injuries that are 
occurring in the same way, obviously there’s probably some engineering controls 
that we can put in to reduce those injuries. – Department Leader 

 

Government officials described using injury reporting data to conduct injury epidemiology 

studies and uncover underlying causes of injury and fatality. Advocates who were not 

necessarily directly involved in injury data collection or analysis expressed support for health 

and safety research using injury and fatality information. A small number of leaders both in 
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advocacy and departmental roles highlighted research studies that examined the health and 

safety of underrepresented minorities:  

. . . one of the areas we’re focused on is diversity, equity and inclusion, and 
identifying some of the reasons why different demographics maybe have higher 
cancer rates, or are not getting cancer screenings more regularly or when they 
should . . . We’re really seeing that our Black members are having significantly 
higher specific cancer rates, and that’s something where in our department, we 
can really push for some of the – Like the educational efforts really highlight that 
and why is that. – Advocate  

 

In a few rare instances, firefighters acknowledged that injury data was used by health and safety 

workgroups or discussed annual medical or fitness exams in terms of keeping personnel fit. 

However, for the most part firefighters did not discuss preventive applications for health and 

safety data. 

 

Supporting administrative priorities 

Leaders characterized data as a tool for achieving administrative priorities like obtaining 

funding, improving recruitment and retention, and enacting policy changes. Individuals in 

departments, advocacy organizations, and government described using data to justify expenses 

like new equipment, hiring new personnel, or to link reductions in workers compensation 

expenses to injury prevention efforts. While they focused on the financial outcomes, many 

leaders’ comments were ultimately aimed at securing funding to protect firefighters. One 

department leader simply stated: 

I mean, I need the data to explain why I need money. Ultimately my job is to get 
money to buy my firefighters stuff to protect them, to take care of them. – 
Department Leader 
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A smaller number of department and advocacy leaders described the power of evidence to help 

advocate for policy change. These individuals emphasized the need for research to inform 

National Fire Protection Association or federal policies, or to change department policies.  

 

Challenges 

Participants described a range of factors that either facilitated or hindered high quality data 

collection, use, and sharing. These included resource and logistical challenges, cultural and 

communications factors, data considerations, and fears about job repercussions.  

 

Resource and logistical challenges 

On an individual level, participants across stakeholder groups described challenges in collecting 

accurate and complete firefighter data. Firefighters primarily focused on administrative burdens 

of completing injury and exposure paperwork, which they viewed as time consuming and 

annoying. One firefighter said: 

Don't get hurt. It's easier. Because it is -- I mean, [injury reporting] it's like 
anything else. It's extra. You don't want to do it. Like it's aggravating. – Firefighter  

 

These frustrations were magnified by the perception that even after completing paperwork, 

their claims for workers compensation could be denied. Most firefighters viewed exposure 

documentation as more burdensome than injury reporting. Some acknowledged that 

completing exposure documentation might help them obtain coverage in the future, but many 

stated that they do not keep comprehensive logs of their exposures, largely due to the 

administrative burden. Leaders in departments, advocacy, and research agreed that it is difficult 
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to collect high quality firefighter data, noting that this documentation burdens an already taxed 

workforce.  

 

On a department level, nearly all leaders described challenges in collecting or analyzing existing 

data because of time, personnel, or funding limitations. Several participants noted that they 

simply lack the personnel or funding to conduct serious data collection or analysis. One leader 

explained: 

For our department, it is lack of resources. Human capital and then technology. 
We’re still working out of Microsoft Office products . . . I think the barriers are 
really fiscal. – Department Leader 

 

In other cases, leaders believed that they could access desired data, but simply lacked the 

expertise, time, or software to use it. Two departments lacked software for injury 

documentation and analysis, and were using a combination of paper forms and Excel. 

Departments also had difficulty linking datasets within their jurisdictions (e.g. with risk 

management) and aggregating data. Participants believed these challenges prevented them 

from being able to see trends, understand their causes, and react accordingly.  

 

On the national level, government, research, and advocacy stakeholders all expressed 

frustrations about a lack of data linkages in the fire service. Several pointed out that this 

prevented data access from sources such as researchers, or increases administrative burdens on 

departments by requiring reporting to multiple sources. Some also described technical 

limitations of existing systems used to collect data, such as the National Fire Incident Reporting 

System (NFIRS).  
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Cultural factors 

Leaders were also highly attuned to cultural factors that were influential in collecting and using 

firefighter data. Several participants were concerned about general apathy towards data in the 

fire service. Within departments, many leaders depicted their organization’s posture towards 

data as outdated, and a few were critical of their departments’ data initiatives, describing them 

as lackluster. More generally, national and department leaders suggested that the fire service as 

a whole did not value or prioritize data; many attributed this stance towards a culture that 

prizes tradition and is resistant to change. One department leader said:  

But as a culture, the fire service, we've been doing the same thing since we 
started, whether it's fire, rescue, or medical. The people aren't changing, they're 
just getting more of them and more of them. So, I think it would be a good push 
to move data collection, data utilization, and then policy changes to help move 
the entire industry forward. – Firefighter (serving in leadership at headquarters) 

 

Firefighters did not raise these types of industry-wide concerns, and did not express opinions 

about their departments’ culture towards data.  

 

Data considerations 

For the most part, firefighters appeared comfortable with the level of information that they 

shared with their departments, as well as how this information was disseminated among 

department leadership. Some simply did not express strong views on current practices, whereas 

others believed that efforts to limit sharing were sufficient. Others stated that sharing personal 

information related to their physical health simply came with working in a high-risk, public job.  
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I don't have any real experiences or bad or positive experiences with my data in 
the department, except for just our health as in our yearly physicals and then 
stress tests and things like that. And I haven't had any issues with those or 
anything. – Firefighter  
 
I’m sure no one loves to give all their personal information to an employer, but 
it’s probably necessary in this particular field… – Firefighter    

 

In a few cases, participants described instances in which their departments were proactive or 

responsive to concerns about privacy. For instance, one department switched from sending 

medical exams through interoffice mail to individuals’ homes, and another stopped posting 

public lists of personnel whose physicals indicated they needed follow up stress tests. Although 

a few individuals were troubled by how quickly news about health diagnoses or injuries could 

spread in their departments, they pointed out that this typically occurred through informal 

channels in which firefighters share information with each other. 

 

Although most firefighters were comfortable with current practices, some expressed 

preferences regarding how their information might be shared. Many had a general preference 

for limiting the sharing of identifiable information and opting for aggregated data sharing both 

within or outside of departments, on ideological grounds. Union representatives shared this 

view and argued for the use of aggregated data whenever possible. Union leaders also 

identified a broader resistance to sharing medical information, in part based on individual 

privacy preferences, but this concern did not arise in focus group discussions. 

 

In a few instances, firefighters expressed distrust in government, particularly federal institutions, 

although no one voiced these concerns when discussing reporting of injury information to 



 67 

NIOSH or OSHA. Firefighters were broadly supportive of sharing information with researchers 

conducting health and safety research, although some described their frustration that they did 

not receive their individual results or the overall results of studies in which they participated.   

 

Reluctance to sharing identifiable information appeared to be heightened based on the 

sensitivity of the data in question. One female firefighter pointed out that she viewed 

reproductive health information as more private than physical injury information. Firefighters 

generally agreed that mental health information was closely held, including among peer 

networks. In one focus group, firefighters described their dismay when asked to complete a 

mental health research survey that was theoretically anonymous, but asked for information like 

station and years of service, which participants believed could be used to identify them. 

Firefighters explained their reasoning behind not wanting to share information: 

Participant 5: I'm not worried about being a target for anything other than I don't 
want -- I would rather my personal information not released outside the 
organization that I'm tied to . . . It's just too many easy ways for people to get 
access to me, which gets access to my family, the way I feel about it. 
Participant 4: Well, but that survey we just did, it has a lot of pretty in-depth. If 
you take it seriously, it has a lot of in-depth personal mental health. Like, for 
example, I think there's some on there like, have you ever considered committing 
suicide? Like, how many times in the last week have you felt like, that you were 
too depressed to come to work? So just there's different. And at that point it's 
just kind of like...eh… 
Participant 3: And you don't know where it's going.  
Participant 4: You don't know where it's going.  
Many: Yeah. 
Participant 4: Then you get to the end. It's like basically you got to describe your 
eye color, you know. [laughter] – Firefighters  

 

Leadership’s views were largely consistent with firefighters. They were aligned with firefighters’ 

in preferring that data be deidentified and/or aggregated for research and prevention. Some 
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leaders thought that firefighters were less likely to share information if they believed it would 

be identifiable: 

Even if you tell them it's going to nobody but me or nobody but this specific 
office, they are less likely to participate if there is identifying information. – 
Department Leader 

 

Leadership identified additional factors that they believed influenced willingness to share health 

and safety information. For instance, several department leaders stressed that health and safety 

data should be used in non-punitive ways and described efforts to convey this to members: 

I mean, certainly, you know, we're not going to use injury data for discipline or 
anything like that. That’s a big concern . . . we try really hard in our office, at least 
the safety office, that we are not a punitive type of section of the department. 
Because once we become punitive, people stop talking to us. People stop 
trusting us. And our job is to try to make things safer for them. And we can't 
make things safer if we don't really truly understand what the problems are, you 
know? – Department Leader 

 

Others indicated that firefighters were more reluctant to share mental or behavioral health 

information due to fear of reprisal and/or the sensitive nature of this data. A few department 

leaders also described generalized firefighter pushback towards mandatory collection of fitness 

information.  

 

Some research and advocacy participants thought that firefighters would be more likely to share 

information with external entities (e.g. researchers) than within their departments. Although 

most firefighters endorsed research, these comments were oriented as support for research 

initiatives as opposed to a broader preference for limiting data sharing within departments. 

There were mixed views among leaders about whether or not firefighters were ideologically 
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opposed to sharing data within departments, with some leaders describing widespread privacy 

concerns, and others believing that such views were rare. A few national leaders also discussed 

the use of informed consent to gain buy in for research, and promoted providing individual 

access to one’s own data as an incentive for sharing information.  

 

Beyond individual-level data collection and sharing, a small number of leaders highlighted 

structural challenges that hinder data access and utilization in the fire service. One government 

official pointed out that comprehensive injury databases exist, but they are held by workers 

compensation insurers, and inaccessible for public use or research purposes. A few department 

and research participants described challenges in securely storing data, which prevented data 

collection entirely or limited the kinds of data that could be collected. These participants 

discussed the tension between using data to advance health and safety priorities while 

respecting individual privacy rights. Finally, a few leaders raised questions about the subjectivity 

of data, questioning if data could be analyzed without bias or arguing that data could be twisted 

to align with any viewpoint. 

 

Job repercussion fears 

Leaders across all subgroups, as well as union representatives, believed that firefighters were 

fearful that sharing health or injury information could result in job loss, changes in job status, or 

impact their identities as firefighters. Many described encountering concerns among some 

firefighters that if they did not pass medical or fitness exams, they would be terminated. Most 
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department leaders believed these views were unfounded and expressed a desire to use these 

exams for health and safety purposes: 

Because you have firefighters that will be like, “a machine or a doctor or this 
METS [metabolic equivalents] does not dictate on how I can fight fire”, which is 
true . . . [but] all the research they've done with this, says that if your METS are 
below eight, you are at a higher risk of dying of an MI [myocardial infarction] or 
something out on fire scene. So that's the biggest issue I feel in the fire service. 
Everyone thinks that we're trying to take their job away or take a ton of money 
out of their pocket, what they don't understand is, no, we're trying to keep you 
healthy and safe and everything like that. – Department Leader 

 

Only one leader suggested using health or safety data in punitive or disciplinary ways, arguing 

that it was difficult to emphasize prevention if there was no accountability for lack of fitness.  

  

In other cases, leaders anticipated firefighter concerns that sharing health information would 

result in changes to job status, affecting day-to-day work even if employment status and pay 

remained unchanged: 

I know a couple cases [of] people that never reported anything because they 
didn't want to go through the process. Because you got to go to the county clinic 
and then you got go to the headquarters, and most people get into this job for 
adrenaline rush and helping people. And then you're on modified duty, sitting 
behind a desk with limitations. – Department Leader 

 

Several individuals framed these concerns as fears about losing identity as a firefighter: 

Their fear isn’t so much losing their job, their fear is losing their identity, who 
they are. – Advocate/Department Leader  

 

While these concerns were widespread among leaders, most firefighters did not discuss job 

impacts. A few were worried that their annual physicals had become so in depth that they might 

identify health risks for which they are terminated or moved to light duty, although this 
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perspective arose in only one group. One firefighter framed hesitation about sharing physical, 

and especially mental, health information as concern about losing trust among colleagues. 

Union leaders attributed hesitation about sharing medical information to underlying concerns 

about fitness for duty and privacy, but were still supportive of annual exams and believed they 

helped maintain their members’ fitness for duty.  

 

Priorities for addressing gaps in current practices 

Participants identified three areas where they would like to see improvements in existing data 

practices: new data collection, strengthening data infrastructure, and improving data 

communication. 

 

New data collection 

While some participants did not see any gaps in existing data practices, most described a wide 

array of areas where they believed additional data would enhance the use cases they 

articulated for existing data. Firefighters and leaders agreed on several priorities, but leaders 

identified a more extensive list of gaps.  

 

There was widespread support for collecting more data on individual firefighters’ exposures to 

help facilitate benefits. For instance, firefighters and leaders suggested that documenting every 

exposure to a fire scene would provide firefighters with evidence that potential illnesses were 

work-related: 
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Participant 8: I think what [Participant 5] said earlier, the exposure thing would 
be great if we could do probably more of that. Because everything we do now is 
tied to cancer. Everything we do. Even down to what we wear is proven to cause 
cancer. 
Participant 3: To speak on the exposure stuff. I know you were talking about the 
NFORS app or the NFIRS program. I just recently came from another locality and 
in our NFIRS that…we documented every fire that we went to as an exposure so 
that it was the officer or the driver's job to make sure that everybody was put in. 
Which as I'm learning here now, that doesn't happen on every call. So yeah, it 
would be nice that on every one, because you never know how long or when 
[presumptive] laws change. – Firefighters  

 

Both leaders and firefighters highlighted the need for additional mental health data. Although 

mental health was not mentioned in all discussions, there was a general consensus among 

participants that the fire service was trying to heighten attention on and services for mental 

health. A few leadership participants specifically called for more data collection, with one 

department leader arguing for an annual mental/behavioral health exam. Similar to an annual 

physical exam, he indicated that the department would be interested only in fitness for duty 

status, not the full individual results. In a focus group in this department, participants suggested 

and strongly supported an annual mental health evaluation that could both offer services and 

serve as a fitness for duty evaluation.  

 

Leaders of all kinds argued for more data on nonfatal injuries to better understand and prevent 

adverse events. Participants called for expanding the evidence base on the causes of injury, 

associated health risks or characteristics, and specific injury trends such as rising rates of 

violence against first responders. A small number of participants advocated for collecting 

additional health or medical information from physicals or on a fireground. Some also noted 
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rising awareness about occupational cancers and called for cancer research, with almost all 

emphasizing the need for a basic understanding of cancer rates. One leader explained: 

I know I can't have personal data on the medical information, but I'd like to know 
how many heart attacks we've had in this fire department. I'd like to know how 
many cancer cases we've had in this fire department. Because then that will help 
me go to bat for more cardiac programs, more prevention programs on this. – 
Department Leader 

 

Many department leaders desired more fitness information, including general fitness statistics, 

an incumbent fitness exam (in departments where this did not already exist), or exercise logs. 

Leadership believed that a better understanding of their members’ fitness would allow them to 

pinpoint areas of weakness across the department and implement training programs, ensuring 

their workforce was both fit for duty and healthy. A small number of firefighters in one focus 

group shared this view and criticized existing fitness exams as insufficient for capturing fitness 

for duty. A few leaders in departments and research organizations also called for biometric 

information from fitness devices or wearable devices worn on a fireground.  

 

A small number of participants, largely in advocacy and senior leadership positions in 

departments, saw a need for more data on the experiences of underrepresented minorities in 

the fire service. Advocates called for collecting demographic and retention information to 

establish baseline statistics on representation and discrimination against women and racial 

minorities. Others called for additional research on the impacts of firefighting on women’s 

reproductive health, both for prevention and to increase the evidence base for presumptive 

cancer policies. While our sample included few female firefighters, one female participant noted 

that the lack of evidence on female firefighters has far reaching impacts: 
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I can remember sitting and having a discussion with a bunch of the ladies I work 
with that, oh, we tend to have more shoulder injuries because they set up the 
cabinets in the apparatus for somebody who's six two, not somebody who's five 
four. Things like that. We work a lot more overhead. And I don't know how much 
in the department they're looking at age, height, gender specific, how they're 
sorting that data as far as looking at it. That's been one of my pet peeves when it 
comes to safety equipment. I was just joking yesterday, it's my dream that before 
I retire, I actually have boots and gloves that fit me. [laughs] – Firefighter  

 

Strengthening data infrastructure  

Several leaders noted that even if data was theoretically available to them, they encountered 

challenges accessing or utilizing information. For instance, some individuals noted that injury 

data was already collected by various entities but reporting varied for different organizations 

and there were no data linkages. Leaders from all departments desired better technology to 

assist with collecting or analyzing their health and injury data: 

We have access to most of the stuff that we need. What we don't have currently 
is a way to really look at that and a way to really aggregate that . . . we have not 
really found a product out there that has fulfilled our need for this. And really 
kind of gives us a snapshot at root causes. – Department Leader 

 

Examples of desired technology ranged from software to track injuries to sophisticated 

wearable devices or live dashboards that could be used on firegrounds. While firefighters were 

less attuned to the technological infrastructure that might enable new data collection, a few 

noted that automating data collection could help document exposures (e.g. if the call system 

automatically documented who responded to a fire call).  

 

Improving data communication  
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Department leaders and advocates highlighted the importance of partnering with trusted 

leaders such as union officials, and communicating well about the purpose of data collection. A 

small number described challenges in sharing data effectively, pointing out that sharing 

incomplete data could have harmful effects, and noting the difficulty of communicating nuance. 

 

Advocates and firefighters highlighted the need for better data interpretation and 

dissemination. Several firefighters wanted more information about the purpose behind data 

collection efforts or the interpretation of their individual results. For instance, some described 

not knowing how to interpret annual physical test results: 

I'm going to voice off. I think the value sucks, to be honest. They do blood work 
and they do a full physical but nine times out of 10 we get a paper back that says, 
hey, there was something abnormal about your blood work or something we 
found, and that's it. No follow up, no telling you what it actually is. And to 
actually follow up with them to find out is really hard. They do the work, but they 
don't actually give you the results. – Firefighter  

 

Others were frustrated with the lack of research results described earlier. The lack of 

communication about their own data and/or study results led them to conclude that a large 

share of data collection has no purpose or no ultimate benefit to firefighters.  

Participant 2: Well look at the urine samples that they would collect, stuff like 
that. They had us give a urine sample after we got back from fires to see, hey, do 
you have whatever… 
Participant 9: This has been absorbed into your bloodstream. 
Participant 2: Arsenic, you know, absorbed into your body. 
Participant 3: We did it for two years and got… 
Participant 5: And they lost funding and... 
Participant 2: Right. They lost funding and it went away. Or every sample you 
gave, you got zero back from… 
Participant 5: No idea. – Firefighters  
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Discussion 

This study examined current data practices in the fire service and firefighter and leadership 

perspectives on the benefits, challenges, and shortcomings of existing data efforts. Our findings 

confirm that department-level leaders and firefighters are generally supportive of research and 

governmental efforts to expand data collection.52–54,120 Participants highlighted the value of 

existing data and opportunities for the fire service to strengthen its data capabilities in pursuit 

of a healthier and safer workforce. Although participants sometimes characterized data as a 

challenging or complicated asset, overall we found that data was highly valued. Fire 

departments in our sample collected a similar range of health and safety data. While there were 

some differences in the level of detail or manner in which it was collected, we found that 

departments were aligned in trying to document health or exposure information to benefit 

firefighters. Nearly all leadership participants viewed data as a powerful but underutilized tool 

for helping keep firefighters fit for duty, healthy, and safe. And while firefighters identified a 

smaller range of use cases, they noted the potential for data to aid them on an individual level 

when filing for benefits. 

 

Many leadership and firefighter participants identified the need for additional exposure and 

mental health data collection. This is consistent with calls for research on cancer and mental 

health in the fire service, and a study that identified these issues as major health concerns 

among firefighters.46,114,125–127 Our findings confirm the need for additional data on these topics 

and identify specific kinds of data that would be helpful, including but not limited to data used 

for research purposes. For instance, firefighters described a need for extensive documentation 
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of exposures so that if they developed cancer, they could link it to their occupation. While 

presumptive laws should help firefighters receive coverage for occupational cancers, 

participants in our sample described the need for vast amounts of exposure data that they often 

did not have. Collecting exposure information through departments or third party organizations 

(e.g. exposure mobile applications119) would help ensure that firefighters are well equipped to 

receive coverage in the event that they are diagnosed with cancer.  

 

Firefighters’ descriptions of the value of exposure data also reflect a potential disconnect 

between the purpose of presumptive benefit laws and the burdens firefighters face in filing for 

these benefits. Presumptive benefit laws are designed to facilitate coverage for occupational 

diseases by designating specific conditions that are presumed to be occupational.128,129 While 

these laws are intended to ease the process of filing for coverage, firefighters in our sample 

indicated that they still require significant documentation of exposures that firefighters may not 

have at their disposal. Future reforms to these laws should account for the availability of 

exposure data. It will be difficult for these laws to facilitate benefits if firefighters do not have 

detailed exposure records and it is burdensome for them to create or maintain records. 

 

Our findings also offer insights on how fire departments might begin to evaluate their 

firefighters’ mental health. Researchers and national leaders have called for research on the 

impacts of firefighting on mental health outcomes, and identified a need for department-level 

interventions alongside national-level surveillance to assess mental health risks and prevent 

suicide.125,127,130,131 Firefighters and leaders in our sample argued for additional mental health 
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data collection within fire departments, both to evaluate fitness for duty and to ensure that 

firefighters could be connected to services. This suggests that there is enthusiasm for 

department-level mental health assessments, but also raises questions about how to ethically 

implement mental health interventions in occupational settings. While mental health screening 

could provide important supports, it raises serious data privacy concerns, especially in light of 

our finding that mental health information is viewed as highly sensitive. Future research should 

examine the acceptability of various mental health screening models and firefighters’ preferred 

modes for receiving mental health supports.  

 

While only a small portion of our sample discussed using data to understand the experiences of 

women and racial minorities, there are significant opportunities to collect data in support of a 

more diverse and inclusive fire service. Participants called for data to help understand 

recruitment and retention trends and health and safety outcomes specific to underrepresented 

minorities. Researchers have begun to examine outcomes specific to women in the fire 

service—for example, fitness, tobacco and alcohol use, reproductive health (e.g. rates of 

miscarriage), and harassment.132–135 Departments and researchers should build upon this work 

to examine recruitment and retention trends, assessing whether women or racial minorities 

have differential experiences in the recruitment pipeline, and why they leave the profession. 

Researchers can also examine additional health and safety outcomes specific to 

underrepresented minorities. Researchers, as well as some leaders in our sample, noted that 

the small sample size of women in the fire service often leads to their exclusion from studies.132 
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Future work should specifically examine how female firefighters perceive their roles and 

whether they experience unique health impacts compared to male firefighters. 

 

Beyond these data gaps, most participants identified barriers to effectively collecting and using 

data. These findings build upon studies examining data linkage and data registry challenges by 

identifying department-level data challenges.51,52 Firefighters and leaders alike acknowledged 

that asking firefighters to complete data entry is a burdensome task, and leaders noted that this 

often results in poor quality data. From an institutional standpoint, departments face 

substantial resource hurdles that impede meaningful data collection or analysis. Departments 

that still rely on paper forms are unable to conduct basic analysis of trends like the most 

frequent causes of injury. In some cases, this results in data that is essentially unusable to 

health and safety personnel who are otherwise equipped to analyze it, and in others, 

departments also lack the staff to do robust analysis. Without the technology and personnel to 

effectively track and analyze injuries or fitness statistics, fire departments will be unable to 

develop prevention activities tailored to their workforces. Even in departments with the 

software to support data analysis, departments need to be able to hire personnel to examine 

data in-house or partner with outside researchers.  

 

There may be opportunities to leverage technology to automate data collection and ease 

administrative burdens. For example, there are resources for individual firefighters to document 

their exposures through mobile apps.119 On an organizational level, departments might be able 

to conduct some automation through their computer aided dispatch systems, which could 
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provide logs of exposure to structure fires based on call history. With the development of NERIS, 

the U.S. Fire Administration is already developing a modernized, national data infrastructure 

that could provide departments with the data structure needed to assess health and safety 

data. Our findings emphasize the importance of ensuring that NERIS is easy to use, requires low 

levels of input from firefighters themselves, and relies on automated data inputs as much as 

possible. The design of new systems like NERIS also offer opportunities to integrate privacy 

protections into technology, through a “privacy by design” approach. Champions of privacy by 

design call for building privacy protections directly into data systems.136 This could include 

proactive consideration of privacy-oriented designs and minimizing identifiable data 

access.136,137 For the fire service, this could mean taking firefighters’ preferences for limited 

sharing of identifiable data into account, and limiting the collection of or access to identifiable 

information. Fire service stakeholder should incorporate firefighters’ data privacy preferences 

into the very design and structure of new software and other technologies. 

 

Ultimately, many of the challenges participants described stemmed from monetary constraints, 

which prevented departments from purchasing software or hiring staff to examine health and 

safety data. Fire departments are publicly funded organizations, and several leaders described 

serious funding challenges. It will be difficult for many fire departments to justify investments in 

data if they are struggling to recruit and retain firefighters or purchase new PPE. However, 

researchers can play a role in helping departments justify the expenses associated with health 

and safety data collection, and in filling specific data gaps. Research suggests that every 

firefighter injury results in tens of thousands of dollars in associated costs, and experts have 
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linked occupational injury prevention writ large to financial savings.49,138,139 A few participants 

indicated that they have used data to illustrate the cost savings achieved through injury 

prevention, which can help justify the funding of health and safety activities. Researchers should 

partner with departments to assess the potential savings associated with injury reduction 

programs. Departments may be able to justify investments in injury tracking software or 

additional health and safety personnel if there is evidence that this can result in overall savings.  

 

Researchers can also play a role in helping departments collect or make sense of existing health 

and safety data. Firefighters and leaders voiced support for research on health trends within the 

fire service. While there is a role for ongoing injury surveillance and regular health and fitness 

measurements within departments, researchers can lend their expertise on discrete projects 

related to a topic (e.g. mental health, retention of female firefighters) or establishing data 

infrastructure. Our findings also reiterate the importance of disseminating research findings, 

both on an individual level and overall study results. Many of the firefighters we spoke with 

were broadly supportive of research on topics such as cancer but were apathetic about their 

own contributions. Several described their frustration after sharing sensitive information such 

as symptoms of psychological distress or biospecimens, and never knowing the purpose or 

outcome of a study. It is essential that national leaders and researchers communicate clearly 

about the objectives and findings of their work, particularly as NIOSH rolls out the National 

Firefighter Registry and fire service researchers conduct ongoing health and safety work. While 

researchers cannot ensure that findings are translated into practice, they can commit to 

providing research subjects with individual results that might benefit awareness about their 
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own health, and to sharing the conclusions of a study. Disseminating research findings is not 

only ethically responsible but may help bolster trust in data in the fire service, contributing to 

the much-needed cultural paradigm shift that our participants called for.  

 

Finally, our findings reveal a need for ethical guidance on how to appropriately handle 

firefighter data. Interestingly, leaders in our sample voiced more concerns about current data 

practices than firefighters, citing instances in which firefighters resisted data collection or were 

worried about data access. In general, leaders were more highly attuned to the need for and 

barriers to ethical data collection, use, and sharing. This might reflect the fact that leadership 

interact with a wide range of firefighters and are more likely to encounter diverse views than 

firefighters working in a single fire station. It might also reflect their roles, which grant them 

responsibilities across a department and require them to consider the ethical and legal 

obligations surrounding worker data.  

 

While further unpacking these ethical theories is beyond the scope of this study, our findings 

reflect a need for additional work establishing ethical principles in occupational health and 

safety settings, including detailed guidance on privacy topics. Although our participants did not 

raise major alarms about unethical data practices, they described legitimate concerns about 

ensuring firefighter data privacy, while calling for large amounts of new data collection. Leaders 

responsible for health and safety would benefit from ethical frameworks and specific guidelines 

for how to ensure the confidentiality of firefighter data. A few experts have acknowledged the 

need for confidential data practices, but guidelines for ethical data practices remain general.44 
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The continued refinement of ethical frameworks specific to occupational health and safety 

professionals, as well as practical guidance on how to implement these frameworks, will help 

employers implement new data collection efforts in an ethical manner.  

 

Our study is an exploratory examination of data privacy perspectives in the fire service and has 

several limitations. We encountered recruitment challenges in Maryland that limited the size of 

our firefighter sample. While we found similar results across Maryland and Virginia, and 

similarities among firefighters and leadership in Maryland, we may have identified a broader 

range of opinions in a larger sample. Because this is a qualitative study, our findings are also 

specific to the geographic jurisdictions and departments that we worked with but are 

informative for hypothesis generation in the broader context of the fire service. Because fire 

departments were recruited through study team networks, they had a history of participating in 

research, and likely differed from other departments across the country. Attitudes towards data 

privacy may differ based on department culture, trust in leadership, staffing (e.g. hybrid 

volunteer/career), and geography. Future research should explore this topic in a wider range of 

departments. Our sample was also largely white and male; while this reflects the overall 

demographics of the fire service, more research is needed to understand how perspectives on 

data might vary based on gender and race.60 Finally, while some participants discussed mental 

health data, we focused on physical health and safety data. We discovered a desire for more 

mental health data collection alongside fears about how mental health information could be 

used in punitive or discriminatory ways. More work is needed to examine perceptions of mental 

health data amid ongoing efforts to destigmatize mental health and offer services to firefighters.  



 84 

 

Conclusion 

Our findings reflect enthusiasm about the role of data in protecting firefighter health and safety 

alongside frustration about the lack of resources and infrastructure for high quality data 

collection and analysis. Participants identified specific data gaps, funding challenges, 

technological priorities, and cultural shifts needed to maintain a fit workforce, process 

firefighter benefits, and enable sophisticated injury prevention programs. These findings can 

inform ongoing efforts to modernize the fire service’s data infrastructure and conduct research 

on firefighter health and safety.  
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Table 3.1 Participant roles by jurisdiction 

 VA MD National Total 

Total 38 16 11 65 

Firefighters     

Career FFs 30 1 - 31 

Union leaders 1 1 - 2 

Leadership     

Department 7 14 - 21 

Government - - 3 3 

Advocacy - - 6 6 

Research - - 2 2 
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Table 3.2 Participant characteristics by role 

 Firefighters Leadership 

Gender   

Male 29 21 

Female 4 11 

Race   

White 30 24 

Non-white 3 8 

Age (mean years) 36 48 

Experience (mean 
years) 

12 25 

Notes: One firefighter did not report age. Two leadership participants did not report years of 
experience. 
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Table 3.3 Overview of themes 

Themes  Firefighters Leadership Summary 

Current data practices      

Kinds of data collected  X X 

Departments collected a range of 
health, injury, fitness, and exposure 
data. Government officials and 
researchers collected injury and fatality 
data. 

Data access, sharing, and 
reporting practices  

X X 

All participants described limited 
sharing of identifiable data and 
adequate protections for most health 
and safety data. 

Value of data in the fire 
service  

    

Establishing fitness for 
duty  

X X 
Departments used medical, fitness 
information to establish fitness for duty 
status. 

Obtaining benefits  X X 
Firefighters used injury, exposure 
information to facilitate workers 
compensation, presumptive benefits. 

Conducting health and 
safety prevention  

 

X 

Departments, researchers, and 
government officials used injury, 
health, fitness information to 
understand trends and design 
prevention. 

Supporting 
administrative priorities 

 

X 
Leaders used data to obtain funding, 
advance DEI priorities, and advocate for 
policy change. 

Challenges     

Resource and logistical 
challenges 

X X 

Firefighters and leaders described 
individual administrative burdens. 
Leaders describe tech and resource 
challenges. 

Cultural factors 

 

X 
Leaders encountered resistance to 
change, lack of emphasis on evidence, 
and skepticism about data integrity. 

Data considerations 

 

X 

Leaders described concerns about data 
sharing and ideal conditions for 
facilitating data collection, such as de-
identification and limiting sharing. 
Firefighters largely did not share these 
concerns but favored deidentification. 
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Job repercussion fears 

 

X 

Leaders believed firefighters were 
resistant to sharing information based 
on fear of termination or job impacts; 
many linked this to fears about losing 
identity as a firefighter. For the most 
part, firefighters did not share these 
concerns. 

Priorities for addressing 
gaps 

    

New data collection X X 
Firefighters and leaders called for more 
data in specific areas, such a mental 
health and exposures. 

Strengthening data 
infrastructure 

 
X 

Leadership called for improved 
technology and data linkages. 

Improving data 
communication 

X X 

Firefighters and advocates emphasized 
the need for data interpretation and 
dissemination. Leaders acknowledged 
the importance of communication. 
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Chapter Four (Manuscript Three): “Data’s a double edged sword”: Firefighter and fire service 

leadership preferences regarding wearable technologies and associated data privacy 

considerations 

 

Abstract  

Objective: Despite growing interest in using wearable technology to improve firefighter health 

and safety, there is little evidence on fire service stakeholders’ data privacy preferences. We 

assessed firefighter and leadership preferences regarding the collection, use, and sharing of 

wearable data. 

 

Methods: We conducted interviews with fire department leaders and union representatives in 

Maryland and Virginia, and with leaders in national fire service organizations. We conducted 

interviews and focus groups with career firefighters in both states. Data collection took place 

from March – November 2023. We audio recorded interviews and focus groups and analyzed 

transcripts using thematic analysis. 

 

Results: We conducted 4 focus groups and 35 interviews with 65 total participants (31 

firefighters, 2 union leaders, 11 national leaders, and 21 department leaders). We identified 9 

themes. Leaders were optimistic about using wearable data to help firefighters obtain benefits, 

improve safety on calls, conduct prevention, and advance administrative priorities. Firefighters 

viewed wearables in the context of tradeoffs between safety and autonomy, privacy, and job 

status. Firefighters opposed using wearable data in real time on calls whereas leadership were 
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supportive. Participants identified barriers to implementation including logistical, data usability, 

and cultural factors. Firefighters and leaders described conditions for ethical wearable use 

including data preferences and communication strategies; many emphasized the need for 

limited use cases, limited sharing of identifiable data, and individual data access. 

 

Conclusions: Data from wearable devices has the potential to protect firefighter health and 

safety but must be utilized in a way that respects firefighters’ autonomy and data preferences. 
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Introduction 

Firefighters experience high rates of occupational injury and fatality. In 2022, there were 65,000 

on-duty injuries and 96 fatalities in the line of duty.1,2 Although fires account for only 4% of the 

overall calls in the fire service, a disproportionate share of firefighter injury and fatality occurs 

on firegrounds: in 2022, 33% of firefighter injuries and 35% of firefighter fatalities occurred at 

firegrounds.1,2,113 There is growing interest among fire service leaders, government officials, and 

researchers in deploying wearable technology on calls to reduce firefighter injury and save 

lives.3,4,55,56  

 

Researchers anticipate that devices worn by individual firefighters will be used to collect 

biometric, exposure, or geographic location data in real time as they respond to incidents. For 

example, a firefighter responding to a structure fire might wear clothing outfitted with sensors 

that collect data on his or her heart rate, blood pressure, temperature, respiratory rate, or 

ergonomics, as well as real time exposure and location data.3,4,55,56 An incident commander 

could use this data to ascertain when firefighters are in distress or reaching short term exposure 

limits and make corresponding staffing decisions on a fire scene.3  Experts also envision using 

wearable data for post-event analysis, in which fire department health and safety staff or 

researchers could examine health and safety trends. Wearable data could be used to inform 

department health and fitness training programs, reassess exposure limits, or for research.3,4 

Appendix 4.1 shows examples of wearable devices, associated data, and use cases. 
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The rise of these new technologies prompts questions about firefighter data privacy and the 

confidentiality of firefighter data.3,4 Wearable devices are poised to collect potentially sensitive 

health information, which could be shared with a firefighter’s employer, government entities, or 

researchers. It is possible that some firefighters are concerned about the general privacy of their 

information—the extent to which such information is known or used.27 Others might be more 

concerned with ensuring that their data is treated confidentially, meaning that their data is 

handled in accordance with specific constraints on who can access it or how it can be 

used.27,140,141 In this paper, we focus primarily on the broader concept of data privacy, although 

our findings have implications for what confidential data practices in the fire service might 

entail. 

 

There are few studies that empirically examine data privacy perspectives among fire service 

stakeholders. A few studies examining firefighter acceptance of wearable technology suggested 

that firefighters have generalized privacy concerns related to wearable devices, in part based on 

who might have access to the data and the nature of data collected.142–144 One study examined 

the impacts of a biometric device used in training settings on workplace environment. 

Firefighters in southwestern fire departments viewed devices as having negative impacts on 

their identity and their relative power within their organizations, and resisted the active use of 

wearables while responding to calls.59 Research from other occupational settings suggests that 

workers are hesitant about sharing biometric information with their employers, and that 

leadership anticipate these concerns but remain optimistic about the benefits of wearables.10,45 
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While these studies raise important concerns about attitudes towards wearable technology 

itself, we lack evidence on underlying data privacy preferences in the fire service.  

 

From a normative perspective, there are ethical arguments for assessing firefighter privacy 

preferences and ensuring they are respected as wearables are implemented. Although there has 

been little normative work specifically on firefighter data privacy, experts examining wearables 

in occupational settings generally have called for examinations of employee views.9,41–43 Many 

experts cite the biomedical ethics principles of beneficence, non-maleficence, respect for 

autonomy, and justice when describing employers’ obligations to minimize safety risks.44,145,146 

Some emphasize the confidentiality of employee health and safety data as a key component of 

respecting employees’ autonomy.44 It will be difficult for fire departments to respect their 

employees’ autonomy with relation to wearable data without first understanding their views 

towards such data, prompting a need for research examining firefighter perspectives. Unpacking 

firefighter perspectives may help ensure that fire departments can implement wearables in a 

manner that respects individual autonomy. 

 

In addition to the ethical rationale for assessing firefighters’ privacy preferences, there are 

practical reasons for trying to understand and respect their views. Evidence from other fields 

indicates that a range of workers have historically resisted workplace surveillance, both through 

formal channels such as union negotiations, and informal channels through which they alter or 

evade new technologies.65,71 If firefighters are averse to sharing biometric information or 

concerned about their employer accessing health data, they may resist the implementation of 
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wearable devices. Understanding firefighter preferences is not only ethically justified but may 

contribute to the successful implementation of wearables.  

 

In light of these considerations, our study examines firefighter and fire service leadership 

perspectives on wearable data. Firefighters and leaders may have distinct preferences about 

who should have access to potentially sensitive biometric data and how such data should be 

used. It is essential that we understand firefighter perspectives alongside the views of 

department and national-level leaders who might wish to utilize wearables and might be 

responsible for their implementation. In this study, we examined firefighter and fire service 

leadership preferences regarding wearable technologies and related data privacy 

considerations. Our findings reveal the conditions under which firefighters and leaders view 

new technology as ethically acceptable, and where their views align and diverge. 

 

Methods 

We used qualitative methods to explore fire service stakeholders’ wearable technology 

preferences. Given the limited evidence on firefighters’ views towards data privacy and 

technology, we wanted to utilize methods that would allow us to explore a range of 

perspectives and develop theories about perceptions of data and technology in the fire service. 

We conducted semi-structured focus groups and interviews with firefighters and fire service 

leaders. 

 

Sample/recruitment 
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Our sample consisted of three subgroups with differing roles in the fire service: career (or 

“paid”) firefighters, fire department leaders, and national leaders in government, research, and 

advocacy organizations. We also included department union leaders in the career firefighter 

category based on their roles as firefighters advocating for their peers within departments. We 

sampled career firefighters and fire department leaders from within the same fire departments. 

A member of our study team created a validated safety climate assessment for the fire service 

(Firefighter Organizational Culture of Safety (FOCUS)) which is now actively used in practice 

settings.121 We selected departments that had participated in FOCUS previously or were actively 

participating at the time of data collection. We recruited four departments in total: two in 

Maryland and two in Virginia.  

 

To recruit individual participants within fire departments, we collaborated with a point of 

contact in each department to invite firefighters to participate in focus groups. Firefighters had 

to be career rank-and-file firefighters to be eligible to participate. We excluded volunteer 

firefighters because we were interested in examining occupational health and safety data and 

wanted to recruit full time employees. We were unable to recruit participants for a focus group 

in one Maryland department and conducted a semi-structured interview instead. In 

departments that were unionized, we invited union leaders to participate in a semi-structured 

interview. To recruit leaders in each department, we worked with our departmental points of 

contact to invite individuals from overall leadership, health and safety, or human resources (HR) 

to participate in semi-structured interviews. For national leadership, we invited individuals from 
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government, research, and advocacy to participate in semi-structured interviews. National level 

participants were selected using purposeful sampling and snowball sampling.  

 

Data collection 

We developed interview and focus group guides for each subgroup that explored views towards 

wearable technologies and related data in the fire service. For all leadership interviews, we 

asked open-ended questions about wearable technology and participants’ preferences 

regarding how wearable data should be collected, used, and shared. We tailored the interview 

guides for each subgroup to account for differences in roles. For firefighter focus groups and 

interviews, we developed scenarios describing three hypothetical examples of wearable 

technology: a mandatory biometric vest that would be used in real time on a fireground and 

after the fact for health and safety; a mandatory wearable sensor collecting exposure data on all 

calls, to be used in real time and after the fact; and a voluntary health and fitness watch, the 

data from which firefighters could choose to share with the department. These examples were 

all modeled on examples from the literature and discussions with department leaders.3,55 

Appendices 4.1-4.6 include interview and focus group discussion questions, and an exit survey 

for collecting focus group participants’ demographic information. 

 

We conducted interviews over Zoom and focus groups in person at fire stations. Some focus 

groups were held while participating firefighters were on-duty but out of service (e.g. 

firefighters were not available for responding to calls), whereas for others, firefighters remained 

in service. For in service groups, if some participants received a call, the group was paused until 
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they returned or continued without them for a period, always ensuring that half the group 

remained for the discussion to continue. We collected data from March – November 2023. The 

interviewer/moderator drafted memos following each interview/focus group to record initial 

themes and relevant notes.122 All interviews and focus groups were audio recorded then 

transcribed verbatim. We obtained oral consent from all participants. This research was 

approved by the Johns Hopkins Bloomberg School of Public Health Institutional Review Board. 

 

Analysis 

We used a thematic analysis approach for data analysis.122 We began to develop a codebook 

after partially completing data collection. One team member reviewed the memos and 

interview/discussion guides and drafted an initial codebook, which was subsequently reviewed 

and refined by a second team member. These two team members conducted two rounds of 

double coding transcripts, meeting to compare coding, resolve disagreements, and revise the 

codebook. The team members then independently coded the remaining transcripts, meeting as 

needed to discuss questions. Coding was conducted in Dedoose. The codebook is included in 

Appendix 4.7. 

 

For analysis, we organized stakeholders into two categories: firefighters and leadership. The 

firefighter category consisted of career firefighters and union representatives, and the 

leadership category captured department and national leaders. The roles in each group were 

both conceptually similar (e.g. a firefighter and a firefighter who served in leadership in a local 

union) and we found similar themes within each group. When describing our findings in this 
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paper, we focus on these two overall groups, and when relevant indicate if a participant held 

multiple roles (e.g. an advocate who also worked in a fire department).  

 

Results 

Sample 

We had a total of 65 participants: 31 career firefighters, 2 union leaders, 11 national leaders, 

and 21 department leaders. Focus groups ranged in size from 5-9 participants. Due to data 

collection challenges in Maryland, firefighter participants were predominately from Virginia (see 

Table 4.1 for an overview of participants by role and jurisdiction). Participants were mostly 

white and male. The leadership sample was more diverse than the firefighter sample, with a 

higher share of women (34% vs 12%) and non-white participants (25% vs 9%). Firefighters were 

less experienced and younger than leaders (mean of 12 years of experience vs. 25; mean of 36 

years of age compared to 48). Table 4.2 shows participant characteristics. On average, focus 

groups were 77 minutes, firefighter interviews were 39 minutes, and leadership interviews were 

45 minutes. 

 

Themes 

We identified 9 themes. We grouped the themes into 3 overarching categories capturing 1) 

benefits of wearables, 2) tradeoffs accompanying wearables, and 3) implementation 

considerations. Table 4.3 shows the categories and themes organized by stakeholder group. 

While firefighters and leaders agreed on some of the benefits of wearables, firefighters 

expressed concern about loss of autonomy and privacy, and changes in job status due to 
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wearables. Leadership were more optimistic about the benefits outweighing any drawbacks. 

Despite these divergent views, leaders and firefighters both identified practical barriers to 

implementation and described similar conditions for ensuring the ethical use of wearable data.  

 

Benefits of wearables 

Participants anticipated a range of positive impacts from the rollout of wearable technology, 

including facilitating firefighter benefits, protecting safety on calls, prevention, and 

administrative priorities. 

 

Facilitating benefits 

There was nearly unanimous support among all stakeholder groups for collecting exposure data 

to support future presumptive benefit claims. Maryland and Virginia both have presumptive 

benefit laws which designate certain cancers and diseases that are presumed to be work-

related, and are designed to facilitate coverage for these conditions.128,129 Firefighters have 

indicated that filing for coverage under presumptive benefit laws still requires significant 

documentation of occupational exposures to prove that a condition was work-related (see Aim 

2). Firefighters were particularly enthusiastic about the exposure scenario, which would 

document exposures to toxins on calls. Many indicated that they preferred this example over 

the other two scenarios because it had clear benefits to them and fewer potential drawbacks. 

Several characterized exposure data as inherently less personal: 

Participant 8: That’s fine. Because we're all in the same environment. It'd be all 
the, you know... 
Participant 3: Yeah, same— 
Participant 5: That'd be the one that's going to help us more.  
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Many: Mmhmm, yeah. 
Participant 1: Especially in the long run. 
Participant 5: If then we could use—to me, that's one. Don't even like de-
identify. Make that known and make that identifiable. So that way if one of us 
gets cancer down the road, they got all this data to pull from. – Firefighters  

 

In a few instances, leaders and firefighters expressed concern that collecting biometric or 

exposure information could backfire on firefighters. For instance, firefighters pointed out that 

even with exposure documentation, workers compensation might deny their claims, arguing 

that a firefighter’s personal protective equipment should have protected them. Leaders noted 

that presumptive laws often come with specific eligibility criteria, and if exposure records do not 

meet these criteria, claims could be denied. However, these participants still supported an 

exposure wearable, as they believed the benefits would outweigh the risks. 

  

Safety on calls 

When initially asked about the general use of wearable technology, many leaders suggested 

using biometric data while responding to fire calls. Leaders in and outside of departments 

strongly endorsed the use of biometric wearable data in real time when responding to calls, 

citing the potential to save lives. Several acknowledged that this might entail the collection of 

sensitive information such as body temperature, heart rate, or blood pressure, but believed this 

was justified. One department leader explained: 

I am extremely keen to see [biometric] information operationalized at the street 
level. And there's two main reasons for that. One I want to be able to know when 
a firefighter is in distress before they are in distress, or that their vital signs 
clearly reflect that they are in distress, even if they themselves don't perceive 
they are, so that I can withdraw them from an IDLH [immediately dangerous to 
life and health] environment and save their life beforehand . . . And second, I 
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want to prevent other firefighters from dying trying to recover a deceased 
member. – Department Leader 

 

Although firefighters acknowledged this lifesaving potential, only a small share supported this 

use case. Participants in one focus group endorsed using biometric data on calls, highlighting 

the potentially life saving impacts. In another group, participants preferred limited use of 

wearable data on calls, such as only using location data, which was perceived as less personal 

and more likely to help in the event that a firefighter was lost in a structure fire. Ultimately, 

participants in three of the four groups were opposed to using biometric data on calls, citing 

tradeoffs described in more detail below.  

 

Prevention 

Nearly all leadership participants were broadly supportive of using a range of wearable devices 

to improve health and safety. Leaders highlighted a range of potential benefits from sleep, diet, 

exercise, exposure, and biometric data. They described conducting general health or fitness 

tracking for individual purposes, or using such data to understand risk factors and trends within 

a department. Participants from all departments and advocacy organizations discussed the 

value of offering firefighters access to their own data from a wearable, suggesting that this 

could be used to empower better individual health and fitness decisions. Several expressed 

their belief that firefighters had a right to this information and that it might encourage better 

diet, exercise, or medical practices, resulting in a healthier and fitter workforce. Some 

department leaders were also excited about using wearables in training environments to track 

temperature or hydration and prevent injuries. 
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I think in a training environment, that would probably be the place where we 
would start with it . . . We see a lot of injuries in recruit school from folks that are 
just not used to this type of profession. So to be able to monitor that at a closer 
level, especially during not only our evolutions, but some of our physical fitness 
training [would be helpful]. – Department Leader 

 

Some firefighters also noted that health or fitness data could inform individual decision making. 

There were mixed views on the benefits of an optional fitness device like an Apple Watch or 

FitBit. Approximately half of firefighters indicated they would opt into participating, with most 

wanting to use the data to inform decisions about their own health.  

Participant 9: I’m a numbers person. I think in the moment it's just, interesting 
to see. But aggregate data over a year. When I get back from a call, my heart rate 
is still pounding for the next 30 minutes. What can I do to drop that before we go 
to bed? You don't have to use it. And then sleep data would be great too.  
Participant 8: The sleep data is huge. 
Participant 4: Like take it to the doctor if there's abnormalities, take it to trainers 
and say, hey, this is what I want to train for. How I'm adjusting that.  
Participant 3: My resting pulse over the last year went up 15 beats per minute. 
I've done everything the same. Why is this trending? – Firefighters  

 

While many firefighters did not express strong opinions about their data being used for 

department-level prevention or prevention-oriented research, most were comfortable sharing 

deidentified or aggregated biometric and health data for preventive use cases. Several added 

caveats around how they would like such data to be shared (described in more detail below) but 

were broadly supportive of using firefighter data to understand and prevent future injuries. 

 

Advancing administrative priorities 

A small number of department leaders described using data from wearables as a tool to justify 

funding requests. For example, some suggested that this data might help illustrate staffing 
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needs at a fire by showing how firefighters are overtaxed on a fireground. When asked about 

the potential impact of technology on diversity, equity, and inclusion (DEI) priorities, leadership 

participants were mixed on whether technology was a helpful, neutral, or harmful tool. Some 

characterized data as a tool that could be wielded for positive or negative purposes: 

Again, data's a double-edged sword. And I always look at data as like statistics. I 
mean, you can pretty much make your data say what you want it to say if you just 
kind of manipulate it and twist it and handpick, especially when you handpick 
parts of the data set, right . . . the data is the tool and it's kind of up to, we can go 
either way with it. – Department Leader  

 

Others in government, advocacy, and departments viewed technology as a tool that could be 

used to advance DEI priorities in the fire service. For instance, participants thought that having 

more data on female firefighters could help address gender equity issues. Several explained that 

the standards for recruitment or recurring fitness exams are based on males, and that women 

are taught techniques designed for male physiology.  

NFPA [National Fire Protection Association] recommends 12 METS [metabolic 
equivalents] as the standard aerobic capacity. That's what they recommend for 
you to be able to do as a firefighter. But females and males biologically, there's a 
difference when it comes to oxygen uptake . . . Some of our fittest females are 
still not hitting 12. So, I would say in that sense, if they could collect data on 
females and see what their work capacity is at a fire, then they would be able to 
have like, hey, females should be able to hit maybe 11 METS and then males 12 
METS kind of thing . . . I think that women are at a disadvantage if the standard is 
just a group of white males they collected data on that are in college. Which is 
typically where all fitness data is collected from. – Department Leader 
 

Most firefighters did not discuss administrative benefits of wearable data. We did not directly 

ask firefighters about their views on DEI impacts, and it did not come up during discussions. 

Some firefighters suggested that wearable data could be used to make a case for hiring 

additional staff or increasing funding. Several pointed out that concrete evidence (e.g. on sleep 
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patterns) could show how difficult their jobs are and the negative impacts on their health. There 

were mixed views on whether such evidence would result in real changes, but several were 

hopeful that such data could be used positively.  

 

Tradeoffs 

Discussion of the benefits of wearable technology was closely accompanied by concerns about 

the tradeoffs that would accompany such devices. Firefighters discussed fears about the loss of 

autonomy and privacy and job status. In some cases, firefighters viewed these tradeoffs as 

significant enough that they did not support the use of wearable technology. Leaders 

anticipated some of these concerns but did believe they would be widespread. 

 

Loss of autonomy and privacy 

Many firefighters discussed wearable data in the context of the overall risk calculus associated 

with firefighting. Several pointed out that there are inherent tradeoffs between maintaining 

their health and safety and performing core job functions like fighting fire. Many believed that 

wearable data would place undue emphasis on the risks of firefighting, undermining firefighters’ 

decisions to accept these risks in order to protect the public. Participants emphasized their 

commitment to firefighting despite the sacrifices it might require, and expressed concern that 

wearable data would threaten their ability to carry out their responsibilities.  

Seems like they always try to take all the risk out of our job. Well, our job is 
inherently risky anyway. Like we knew that getting into it, we all knew there was 
a percentage we'd get hurt or maybe even die. Hopefully, that wouldn't happen. 
But, you know, like the more data and stuff they collect on us sometimes, like the 
less and less they allow us to do our job, or the harder it is to do our job. – 
Firefighter 
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Others viewed a biometric wearable worn on calls as a direct threat to their autonomy on a 

fireground, inhibiting individual decision making on-scene. They believed that each individual 

should be able to make their own decisions about how to operate on a call, such as knowing 

when he or she needed to come out of a structure fire or devote more personal time to 

recovery. Many were concerned that using wearable data to make real time decisions would 

inhibit their ability to make decisions and ultimately perform their duties: 

Participant 5: I don't want that. Like if you can use it, if it's going to help 
somebody down the road. Like if it's data collection we're going to use for the 
future, that's fine. But don't bring it into where the rubber meets the road 
because that's where we got to do our job. Like I'd hate to think that a battalion 
chief—you know, we go to a fire entrapment, and we got a victim in there and 
the battalion chief is like, "Hey, you got to come out, your heart rate is this." 
Because I'd say no. 
Participant 3: Me too. – Firefighters 

 

Some of these concerns were related to firefighters’ autonomy, whereas others were more 

privacy-oriented. Firefighters in one group described hesitation about others in the department 

learning personal information: 

Participant 8: I'd be a little uncomfortable if it was like, oh, [Participant 8] got pulled 
off the fireground because his blood pressure was 200 over 100. I don't care if 
these guys [in participant’s station] know it, but if the nerds at the [other station] 
know about it, I don't want them to know about it. [laughter] – Firefighter  

For the majority of firefighters, the loss of privacy and autonomy that would accompany a 

biometric wearable device was too great to justify the use of wearables at an incident. Most 

concluded that they would not support using a wearable on calls because it would interfere 

with their ability to do their jobs. In some cases, firefighters opposed using biometric devices on 

calls when it would be used by leaders in the department to make decisions, but supported 



 106 

individual use of biometric data from a fitness device (e.g. a personal FitBit). This would allow 

individual firefighters to benefit from the health information while maintaining their autonomy. 

 

Leaders were attuned to firefighter concerns about privacy, and several anticipated pushback 

towards wearables based on general ideological resistance to monitoring. Some anticipated 

more firefighter concerns if the information collected was sensitive (e.g. greater opposition to 

biometric data collection than exposure data collection) or if data was collected over a longer 

time period (e.g. an entire shift). Some leaders preemptively suggested limiting the duration of 

data collection or the settings in which wearables would be used in an effort to protect 

firefighter privacy. However, most leaders were not overly worried about firefighter privacy 

concerns. Although many acknowledged the validity of fears about data sensitivity, they stated 

that their department would not use data inappropriately and thought that firefighters’ 

concerns could be assuaged. 

 

Job status 

Firefighters’ concerns about autonomy and privacy were closely linked to fears about the impact 

of wearables on job status. Many believed that biometric data, which was likely to uncover 

underlying health risks, could be used to fire them. 

The more health and safety stuff we do, sometimes it almost gets to the point 
where they're almost trying to push you out of your job . . . You know, like 
sometimes I would rather not even know than them to find some little illness 
that I lose my job over. And I feel like for us as a department, just knowing how 
we've been, like if they had that data right at hand. God forbid, my heart rate 
would reach a certain level and they would pull me off the incident or, you know, 
or would there be repercussions from it? Like that would be my biggest concern 
with it. – Firefighter  
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Several firefighters also worried that biometric or fitness data could be used punitively or could 

force changes that were not technically punitive but would negatively impact their work, such 

as changes to the shift schedule, station transfers, or delayed promotions. 

Participant 8: If it would be de-identified it would be fine. The issue would be if 
it wasn't, someone could pick you out. You get punished all of a sudden 
because... 
Participant 6: You get nervous. You need remedial training if you get nervous. 
Many: Yeah, yeah. 
Participant 5: I can see that. Like held against you promotionally. – Firefighters  
 

Nearly all leadership participants anticipated some pushback against wearable devices from 

firefighters. Most believed that a share of firefighters would resist devices collecting health or 

medical information that could be used to take them off the job, resulting in termination, 

changes in job status, or simply changing the way the job is done. Several participants described 

firefighting as an identity, and framed fears about losing one’s job as fear about losing identity 

as a firefighter or losing the community that comes with being a firefighter.  

There's concern among both the career and the volunteer service about how 
would that data be used? Could I lose my job? In other words, if I had a 
physiological condition that was identified, could I be taken off the line, where 
would I work? . . . Firefighting is a passion. A lot of firefighters have a passion for 
that. And they don't want to give it up. – National Leader  

 

However, most leaders concluded that fears about job repercussions could be overcome. 

Department leaders stated that they would not use wearable data for punitive or 

discriminatory purposes and anticipated that a small share of firefighters would oppose 

wearables. Advocacy participants were more aligned with firefighters, as several expressed 
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hesitation about sharing identifiable firefighter information with department leadership based 

on concerns about firefighters losing their jobs. 

 

Implementation considerations 

Participants discussed several barriers to implementation, citing concerns about logistics, the 

usability and quality of wearable data, and cultural factors. Both leadership and firefighters 

articulated specific preferences regarding how new technology should be deployed, including 

preferences for data collection, use, and sharing, and messaging and engagement strategies.  

 

Barriers to implementation 

Firefighters identified a host of logistical challenges to implementing wearables. In many cases, 

participants’ initial reaction to the wearable scenarios was skepticism about the ease of use or 

durability. Most wanted to make sure that a wearable would be comfortable and would not 

delay their response times. Several were frustrated by the amount of protective gear that they 

were already required to wear and were exhausted by the thought of adding an additional item.  

 

Ultimately, some firefighters suggested that wearable data would be impossible to use on a 

fireground. Many firefighters were skeptical about the objectivity of data and did not think it 

was reasonable to use quantitative thresholds to make decisions on calls, as each individual 

might have his or her own baseline. Most anticipated that everyone on a fire scene would have 

elevated biometric metrics, and it would be unrealistic to pull a firefighter from a structure fire 

based on a high heart rate or blood pressure.  
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Participant 4: No the idea of like, hey, listen, we want to collect all this to know 
more about what you're doing and how it's impacting you. That's a great idea. 
But it would be difficult for me because then they would develop a threshold like, 
okay, your heart rate can't be over 210. If it's over 210, then it's unsafe. But is it 
210 because he's working hard or is it 210 because he's nervous?  . . .  
Participant 1: But like everybody's different. Like we're talking about the 
parameters of like when to pull someone out would have to be... 
Participant 2: Very broad. It would have to be because a lot of times we rely on 
that adrenaline in the fire, it gives us that boost of strength, whatever, that we 
need. So, the parameters would just have to be very...    
Participant 1: Extremely high, extremely low. – Firefighters  

 

Others pointed out that even if the data was available on a fire scene, an incident commander is 

already inundated with information, and tactical objectives should take priority. Some 

anticipated that if an incident commander had access to biometric data and a firefighter 

experienced an adverse event like a cardiac event on scene, it would place greater liability on 

the department for adverse events. 

 

Several firefighters indicated that it was also unrealistic to use biometric or health data outside 

of calls, such as for prevention. Some described a history of the fire service or departments 

failing to act on evidence, suggesting that there was no point to collecting more data if it would 

not be used. Others expressed the belief that there is sufficient evidence on many health risks. 

One firefighter questioned the benefit of collecting biometric data to inform health and fitness 

programs: 

I guess what I'm saying is, the changes they're going to want to make from that 
data you can make without even having the data. Like we know that we need to 
be in shape. We know that we need to be working out. We know that we need to 
be getting ready to do our job. So you don't really need the data to push those 
initiatives because it's a known fact. – Firefighter 
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Leadership participants described a range of barriers to successfully implementing wearables, 

largely related to resource limitations and device design and maintenance. Leaders across 

stakeholder group anticipated resource challenges, as wearables would be costly for individual 

departments, and likely too expensive for small, rural, or volunteer departments. Many 

department leaders were skeptical that their departments could obtain funding or persuade 

local governments to adopt a subscription model. Leaders shared firefighters’ concerns that 

devices would not be able to stand up to fire conditions and noted the challenges of 

maintaining existing equipment or getting firefighters to wear bulky devices.  

 

Some leadership participants believed that fire department culture and fire service culture as a 

whole would hinder the implementation of wearables. Many leaders cited a general resistance 

to change, especially from older generations of firefighters who liked things they way they had 

always been done. They anticipated that acceptance of new technology would split on 

generational lines. One national leader and former firefighter stated: 

Since you're diving into the role of the fire service, there are two phrases that 
you should know. Number one, the fire service is 200 years of tradition 
unimpeded by progress. Two, the two things the fire service hates the most are 
change for one and two, the way things have always been. To answer your 
question, this is where generationally, there's going to be a huge dichotomy. – 
National Leader  

 

A few firefighters acknowledged a general resistance to change but did not raise this as a 

serious barrier to implementation. Some discussed concerns about negative impacts of 

wearables on department culture that might lead to resistance towards new devices. For 

instance, in one group, firefighters anticipated negative cultural impacts if a wearable collected 
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sleep data that led to station transfers. Some indicated that firefighters would resist these kinds 

of changes on the basis that they would be poor for morale, ultimately hindering 

implementation.  

 

Preferences for data collection, use, and sharing 

Firefighters called for preventing, or at least limiting, the sharing of identifiable data, although 

they had mixed views on who such data should be shared with. Firefighters in one group 

preferred to keep identifiable information within their departments and share only deidentified 

information with external entities like researchers:  

Like if we're doing something for the greater good, that's not a deep dive on me 
and doesn't identify me personally, then I'd be all for that. – Firefighter 

 

In other groups, firefighters were more comfortable with sharing their data externally, and did 

not want their information accessible to leadership within the department: 

I would [be] fine being monitored, but I wouldn't want our department to have 
it. If it's going out for research or whatever, I'm completely okay with that. – 
Firefighter  

 

Firefighters also emphasized the importance of having access to their own data for the 

prevention and benefits use cases described earlier. Several noted that they had a right to 

access their own data in a timely and easily accessible fashion to use as they wished. A few also 

expressed a preference for using wearable data during training as opposed to during calls. 

 

Leaders across stakeholder groups were aligned with firefighters in supporting individual data 

access and limiting the spread of identifiable information. Some department leaders noted that 



 112 

they would sometimes want to use identifiable wearable data, such as if it was being used to 

track vital signs on a fireground. However, most indicated that they would limit access to 

identifiable information on a need-to-know basis, sharing it only with an incident commander 

at a fire scene or with health and safety personnel. Many supported deidentifying data for 

research and only sharing aggregated trends within their departments.  

 

Leaders also suggested implementing wearables in limited settings and limiting use cases. Some 

favored using wearable data for research purposes as opposed to ongoing departmental 

priorities. Other leaders indicated that they would limit data collection to work settings or only 

during certain work tasks. Several department leaders suggested using wearables only in 

training or recruitment settings, where they could be deployed in a controlled environment and 

preempt concerns about ongoing surveillance: 

Especially if we're using full gear and air packs to run through scenarios or 
whatever, days when we're training where, we don't have the 120-degree days 
here, but we have 98 degrees and 98 percent humidity days. So, anytime we 
were worried about heat stress or something like that for a particular training 
evolution, I think it could be a really good benefit for that. – Department Leader 

 

Leaders also emphasized the importance of ensuring that wearable data was used in 

nonpunitive ways that would benefit firefighters, and storing data securely. Most department 

leaders and advocates suggested making wearables voluntary, at least at the outset, to gain buy 

in.  

 

Messaging and engagement strategies 



 113 

Department leaders and advocates emphasized the need for communication and stakeholder 

engagement to effectively implement wearables. A department leader described the need to 

share wearable data with firefighters in a digestible format: 

I think we could do a better job of communicating out to the field. I think data 
would come into [the] health and safety bureau. And then from there they take 
that aggregate data and they push it out to the field in some format that people 
can actually look at it and understand it and appreciate it . . . I just think data is 
no good if you don't share it with people, right? Like, if people don't know what 
they don't know, and I think that's part of what our issue is, is we're not sharing 
enough information. – Department Leader  

 

Other leaders described the need to gain buy in from trusted leaders like the local union, or to 

build trust with individual firefighters. Some department and advocacy leaders also supported 

partnering with the international union or national figures such as leaders from major 

metropolitan fire departments. Participants also emphasized the importance of highlighting the 

benefits to firefighters, explaining the use case for firefighter data, and clearly communicating 

who would have access to firefighter data. A few department and advocacy leaders suggested 

drawing parallels to existing technology, such as self-contained breathing apparatus (SCBA), to 

assuage firefighter fears that new devices would disrupt their work. 

I think there would be definitely more acceptance if the firefighters knew we 
were doing it for their protection. It's just like when self-contained breathing 
apparatus were introduced to the fire service, there was resistance from the old 
timers, and then now it's the standard. You wear it from the time you get on 
scene until the overhaul is done . . . So, I think the same thing would be used for 
the biometric data. Hey, we're using this to protect you, if you get too hot or if 
the temperature that you're in is too hot, we're going to pull you out and make 
recommendations. I think it would be adopted pretty well. – Department Leader  

 

Firefighters were less focused on communication, but emphasized that they wanted to 

understand the purpose behind collecting wearable data, and would need to see positive 
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impacts to support long term use. One firefighter noted that she expected the union to engage 

if the department planned to implement a wearable. 

 

Discussion 

Our findings capture enthusiasm about the promise of wearable technology alongside serious 

hesitations about the use and sharing of wearable data. In line with research in other 

occupational settings, we uncovered that leadership viewed wearables as a powerful tool for 

saving lives, but that this was coupled with firefighter concerns about their autonomy and 

livelihoods.10 This dichotomy was most apparent for the use of biometric data in real time on 

calls. Consistent with a prior study examining a biometric device in the fire service, we found 

that firefighters were concerned about their autonomy on a fire scene.59 However, our 

participants situated their concerns in the context of the broader relationship between health 

and safety and autonomy. Firefighters identified a core tension between doing their jobs, which 

come with inherent hazards, and mitigating health and safety risks. The tradeoffs that 

accompany wearables lie on a spectrum, in which some participants were willing to take on 

greater risks to preserve their autonomy, and others preferred to emphasize risk mitigation.  

 

Experts have highlighted the importance of respect for worker autonomy in the context of an 

employer’s ethical obligations to provide a safe workplace, including respect for the 

confidentiality of health and safety data.44,145,146 While data confidentiality is an important 

priority which we discuss in more detail below, our findings suggest that respecting firefighter 

autonomy requires an expansive understanding of autonomy as a concept. The firefighters in 
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our sample emphasized that they had each decided to enter a high-risk occupation and wanted 

to be afforded the ability to make their own decisions about acceptable risk on a day-to-day 

basis. Most preferred to maintain their autonomy rather than use a wearable on calls, even if 

the wearable was designed to protect them. 

 

These findings offer insights on the impact of technology and data on the relationship between 

worker autonomy and worker safety. There are limited studies examining the confluence of 

occupational health and safety, autonomy and risk, and data. The occupational health and 

safety literature suggests that worker autonomy is positively associated with attitudes towards 

health and safety behaviors.147,148 Researchers examining job autonomy and safety climate in 

the mining industry found that an autonomous workplace was linked with perceptions of safety 

climate and compliance.147 A survey of police officers discovered that autonomous motivation, 

in which behavior change is self-motivated, was correlated with self-reported adherence to 

safety protocols and commitment to injury prevention.148 However, from a data privacy 

perspective, workplace surveillance negatively impacts worker autonomy.26,65 Research on the 

trucking industry indicates that drivers resist workplace surveillance, in part based on 

autonomy, and that efforts to monitor this worker population have met fierce resistance.65 Our 

findings suggest that there is inherent tension in health and safety technology, in which 

monitoring workers can improve their safety but infringes on their autonomy. Future efforts to 

deploy health and safety technology in the fire service should attempt to balance these 

tradeoffs. Our findings on firefighters’ preferred conditions for using wearables, detailed below, 

offer insights into how this might be carried out.  
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Our work builds upon the existing literature on wearables in the fire service by identifying 

specific preferences for how different kinds of wearable data should be used. Participants were 

more comfortable with wearables that collected exposure data than those collecting health or 

fitness information. Participants in leadership as well as rank-and-file firefighters 

overwhelmingly endorsed using wearable technology to collect exposure data. Researchers, 

technology developers, and fire departments should prioritize the development and use of 

devices that can document exposures. As firefighters pointed out, this data could help them 

obtain presumptive benefits, and so the design of an exposure wearable should account for the 

kinds of data that firefighters need to file for benefits. Beyond individual-level benefits, 

exposure data could be used to expand our understanding of the occupational hazards that 

firefighters encounter and evaluate exposure limits.  

 

Participants also shed light on the conditions under which wearable data could be ethically 

utilized, describing the need for limiting the settings in which wearables were deployed and 

developing restrictions on how wearable data could be used or shared. In line with previous 

studies in the fire service and other occupational settings, participants suggested that 

departments should try deploying biometric devices in limited settings such as in training or 

during recruitment or fire academy activities.45,59,149 Collecting biometric data in training 

environments might prevent injury and fatality without threatening firefighters’ autonomy on a 

fire scene or ability to provide services. In general, leadership participants favored making any 

wearable program voluntary, at least initially, to gain trust and buy in from their staff. This aligns 
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with research in other sectors which indicates that both employers and employees prefer 

voluntary wearable programs.45,149 Offering wearables as voluntary measures might help build 

confidence in the benefits of technology while respecting individual firefighters’ privacy 

preferences. 

 

From a data standpoint, many participants emphasized the need to deidentify firefighter data, 

prevent punitive use of data, and share findings with individual firefighters. Even though 

firefighters did not reach consensus on who they thought should have access to their 

information, there was strong support for deidentifying and aggregating firefighter data if it was 

going to be used by health and safety staff or researchers. While there is very little research on 

empirical data preferences in occupational health and safety settings, these findings align with 

prescriptive suggestions found in the normative literature on data privacy in occupational 

settings.41–44,71,150 In future instances where firefighter data might be reported to government 

agencies or researchers, such data should be stripped of identifiers. More work should also be 

done to determine the feasibility of truly deidentifying or anonymizing firefighter data.  

 

Our findings also reflect a need to ensure that the collection and use of firefighter data is 

accompanied by safeguards to prevent retaliation or discrimination. Firefighters raised concerns 

about explicitly punitive actions, such as termination, as well as less overtly negative 

consequences such as station transfers. These concerns echo those surrounding workplace 

wellness programs, in which employees fear that their decisions to disclose health information 

(or not) will be penalized.71,151,152 Departments or researchers utilizing wearables should ensure 
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that they are accompanied by policies that clearly define how data will be used (e.g. only for 

health and safety purposes) or prohibit punitive use cases. These kinds of protections could 

serve as a starting point for what confidential treatment of firefighter data might look like. In 

unionized departments, the union can play a role in negotiating for these protections. Union 

contracts in Maryland and Virginia contain a range of provisions related to data privacy; some 

do not address data privacy considerations at all whereas others authorize general surveillance 

for health and safety purposes (see Aim 1). Going forward, unions may wish to negotiate 

specific limits on when wearables could be used and prohibitions on using data punitively or 

sharing identifiable data.  

 

Firefighters also indicated that if they are asked to share personal information, they should 

receive access to their individual level data along with interpretation of the results both on an 

individual and population level. Sharing the findings from a wearable program or study will not 

only help ensure the ethical rollout of a device, but may also bolster trust in wearables 

generally, and their potential for improving health and safety outcomes. There is extensive 

research ethics literature that offers insights on best practices for returning individual research 

results to participants, such as using plain language, contextualizing findings, and allowing for 

questions.153,154 While health and safety practitioners may not be required to uphold specific 

ethical standards that researchers must adhere to regarding informed consent or return of 

results, these best practices illustrate how anyone collecting firefighter data should consider 

sharing findings with participants. 
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Collectively, participants’ preferred conditions for the collection, use, and sharing of wearable 

data offer insights on the parameters that might constitute confidential treatment of firefighter 

health and safety data. The confidentiality of health or medical information is typically discussed 

in the context of a provider-patient relationship or in a research context, in which a patient or a 

research subject expects that his or her information will only be used or shared in authorized 

ways.141 There is some professional guidance for occupational health and safety professionals 

requiring that they maintain the general confidentiality of employee information, but few 

specifics on what confidentiality means in occupational contexts.155–157 In addition, not all 

employer representatives who might access firefighter data are health or safety professionals, 

and most are not medical professionals, and may not be bound by these professional codes of 

conduct. While some of our participants’ preferences address larger questions related to data 

privacy (e.g. whether wearables data should be used on a fire call), others reveal what 

confidential use of data might entail (e.g. providing researchers access to deidentified data to 

use for injury prevention). Future research should further unpack the factors that constitute 

confidentiality in an occupational context. 

 

Finally, in addition to these normative preferences, participants highlighted a number of 

structural or logistical challenges to implementing wearables. Departments or jurisdictions will 

need to consider how to fund new technology, which might require new funding models for 

subscription services, negotiations with technology companies over data storage and 

ownership, and obtaining funds. Participants across stakeholder groups also raised concerns 

about the wearability and durability of wearable devices in the context of the fireground and 
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the demanding environments in which they work. While not the primary focus of this study, 

these logistical challenges may pose major hurdles to implementing new technology in the fire 

service, and merit additional consideration. 

 

Our study has limitations. We spoke with a smaller number of firefighters in Maryland 

compared to Virginia due to data collection challenges. We attempted many different strategies 

for recruiting Maryland firefighters and attribute low recruitment rates to a variety of factors 

including an overworked and understaffed workforce, survey fatigue, and scheduling challenges. 

While we did not find differences across states, speaking with more Maryland firefighters may 

have revealed a wider range of opinions. Our sample was largely white and male, in line with 

the overall demographics of the fire service. Women in our sample identified opportunities for 

data to help advance gender equity, although evidence from other occupational settings 

suggests that women are less likely to support workplace surveillance than men.39,45 We did not 

discover differences based on race, but a large body of work has established the ways in which 

technology is often not designed for or accessible to racial minorities, and how data is often 

used in discriminatory fashion.158,159 While we did gain some insights on the perspectives of 

underrepresented minorities in the fire service, future research should focus on unpacking the 

preferences of women and racial minorities. Our study also focused on career firefighters, 

although volunteer firefighters might be asked to use wearable technology and their views 

might vary based on their positions as volunteers. Future research should examine this topic 

among a wider range of fire departments to assess views across geographic location and 

department culture. The examples of wearable technology that participants discussed were 
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theoretical, and the focus group scenarios varied in terms of the type of technology and 

voluntariness. Our findings captured participants’ expressed views but might differ from actual 

preferences in a practice setting. Future research should systematically unpack the factors 

associated with willingness to participate in a wearable intervention, such as the type of device, 

kind of data collected, or data access provisions. 

 

Conclusion 

Firefighters and fire service leaders are optimistic about using wearable technology to 

document firefighter exposures, but expressed diverging views on the acceptability of using 

biometric data in real time on calls. Participants characterized their preferences in terms of the 

tradeoffs accompanying wearable data, which could be used to save lives and bolster health and 

safety, but also threatens firefighter autonomy, privacy, and job status. Despite this 

disagreement, firefighters and leaders discussed specific conditions under which they would 

support wearables, including using biometric data in limited settings or in voluntary programs, 

limiting access to identifiable data, prohibiting punitive use of wearable data, and ensuring high 

quality communication about firefighters’ data.  
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Table 4.1 Participant roles by jurisdiction 

 VA MD National Total 

Total 38 16 11 65 

Firefighters     

Career FFs 30 1 - 31 

Union leaders 1 1 - 2 

Leadership     

Department 7 14 - 21 

Government - - 3 3 

Advocacy - - 6 6 

Research - - 2 2 
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Table 4.2 Participant characteristics by role 

 Firefighters Leadership 

Gender   

Male 29 21 

Female 4 11 

Race   

White 30 24 

Non-white 3 8 

Age (mean years) 36 48 

Experience (mean 
years) 

12 25 

Notes: One firefighter did not report age. Two leadership participants did not report years of 
experience. 



 124 

Table 4.3 Overview of themes by stakeholder group  

Themes  Firefighters Leadership Summary 

Benefits       

Facilitating benefits X X 
Firefighters and leadership were 
optimistic about using wearable 
exposure data to facilitate benefits 

Safety on calls  X 

Firefighters saw limited use for 
biometric wearables on calls, 
whereas fire leadership strongly 
endorsed using biometric data to 
save lives on a fireground 

Prevention X X 

Leadership saw potential for using 
biometric and health/fitness data to 
enhance injury prevention efforts. 
Firefighters sought individual-level 
prevention. 

Advancing administrative 
priorities  

 X 

Some leaders described potential 
for wearable data to help obtain 
funding and to advance diversity, 
equity, and inclusion in the fire 
service. 

Tradeoffs      

Loss of autonomy, privacy X  

Firefighters expressed serious 
concerns about the tradeoffs 
accompanying biometric and 
health/fitness devices. Leaders had 
mild concerns about privacy. 

Job status  X X 

Firefighters were concerned that 
biometric and health/ fitness 
wearables could result in job loss, 
punitive action, or changes in job 
status if they uncovered health 
risks. Leaders anticipated this but 
thought this concern could be 
overcome or was overblown. 

Implementation 
considerations 

  
  

Barriers to implementation X X 

Firefighters and leaders raised 
logistical concerns. Firefighters were 
skeptical about data subjectivity and 
some leaders thought resistance to 
change would impede 
implementation. 



 125 

Preferences for data 
collection, use, and sharing 

X X 

Firefighters called for limiting, or 
ideally preventing, sharing of 
identifiable data in departments. 
Firefighters and leaders wanted to 
ensure access to individual data. 
Leaders suggested implementing 
biometric and health/fitness data in 
limited settings and use cases. 

Messaging and 
engagement strategies 

X X 

Leadership, especially in advocacy 
organizations, and firefighters 
emphasized the need for education, 
trusted messengers, union 
engagement, and conveying the 
benefits to firefighters. 
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Chapter Five: Conclusion 

 

This dissertation examined data privacy in the fire service, assessing the regulatory 

environment, current data practices, and preferences for future data collection. Collectively, the 

three aims reveal the strengths and limitations of the fire service’s existing data efforts, and 

offer insights on future research, policy, and practice. This chapter summarizes the findings of 

each aim, discusses overall study strengths and limitations, and lays out the implications for 

researchers, policymakers, and practitioners.  

 

Summary of findings 

Aim 1 examined the public policies governing career firefighter occupational health and safety 

data in Maryland and Virginia. There were few laws and regulations specifically addressing 

occupational health and safety data privacy considerations, reflecting a need for additional 

policymaking to ensure the privacy of firefighter data. Union contracts contained the most 

granular provisions and illustrated potential paths forward in future policymaking. As fire 

departments consider collecting additional health and safety data, unions may be best 

equipped to negotiate for safeguards specific to their members’ preferences. 

 

Aim 2 assessed firefighter and leadership perceptions of current data practices. While 

participants viewed data as a tool for protecting firefighters, they expressed frustration with 

gaps in existing data and resource limitations that hindered sophisticated data analysis. Our 

findings revealed a need for greater collection of exposure and mental health data, investments 
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in data infrastructure, and high quality communication about the purpose of data collection and 

dissemination of results among firefighters.   

 

Aim 3 explored firefighter and leadership preferences regarding wearable devices and the data 

generated by new technology. We found conflicting views between firefighters and leadership 

with regards to using biometric data for safety purposes on calls. Firefighters framed their views 

towards wearables in terms of tradeoffs between health or safety and autonomy, privacy, and 

job status. Despite these complexities, firefighters and leaders identified conditions for the 

appropriate use of wearables and called for specific limits on data collection, use, and sharing.  

 

Limitations and strengths 

This dissertation has limitations that are important to consider while interpreting the findings 

and that can inform future research. Aim 1 served as an initial exploration of policies governing 

firefighter occupational health and safety data, but did not include guidance or case law. 

Including a broader range of documents might shed light on the full range of policies that 

dictate how firefighter data is collected, used, stored, and accessed. For Aims 2-3, although the 

goal of qualitative research is not to produce generalizable findings, our findings may have 

limited transferability to other jurisdictions or populations. This dissertation was limited to 

Maryland and Virginia, and the findings are specific to career or hybrid fire departments in our 

sample. Firefighters across the country operate in diverse settings, reflecting a range of 

geography, population density, hazards, and call volume. Departments also vary significantly in 

terms of their organizational policies, cultures, and staffing (e.g. fully career, hybrid 
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volunteer/career). We did not include volunteer firefighters, who often undergo similar fitness 

for duty evaluations or injury reporting as career firefighters. Nor did we include fire 

departments in other geographic regions, where hazards may vary based on climate and 

environmental threats (e.g. wildland fires in the western United States). Our findings also reflect 

participants’ expressed views towards data privacy and technology. Firefighter and leadership 

attitudes might differ when faced with an actual data initiative or wearable device, or when 

provided with detailed implementation plans instead of hypothetical scenarios. 

 

Despite these limitations, this dissertation has several strengths that bolster its contributions to 

the literature and to policy and practice. It is the first to comprehensively examine firefighter 

data privacy using empirical methods. Our findings contribute novel insights on firefighter and 

leadership preferences regarding current and future data practices. The study design allowed 

for in depth comparisons of firefighter and leadership perspectives, providing a holistic 

assessment of data privacy preferences among fire service stakeholders. These findings, along 

with the results from Aim 1, reveal a comprehensive view of current data practices in the fire 

service and opportunities for future policymaking and research. The findings from Aim 3, which 

reveal specific and practical parameters for how wearables should be implemented, can be 

applied in practice settings to inform the ethical deployment of wearables. And while our 

findings may not be directly transferable to other occupational settings, they offer ideas as to 

how workers in similar fields like law enforcement or the military might view health and safety 

data collection and wearables.  
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Research implications 

This dissertation contributes to the nascent literature on occupational health and safety data 

privacy. It revealed the need for additional research to address data gaps that participants 

identified, new research priorities for understanding data privacy preferences in the fire service, 

and principles for how researchers should disseminate their findings.  

 

Filling data gaps in the fire service 

Participants in Aims 2-3 identified data gaps that researchers can help fill. Some participants 

called for additional data collection or analysis within departments. For instance, several leaders 

described the need for more detailed injury data collection and mental health information. 

Other participants wanted to see more research on trends across the fire service, such as on 

occupational cancers and exposures to toxic substances. And a small number highlighted the 

importance of research on underrepresented minorities in the fire service. For instance, 

participants called for studying recruitment and retention of women and racial minorities and 

for updating health and fitness standards based on female physiology. Researchers possess the 

expertise necessary to tackle these kinds of research questions, which might require national-

level data collection and injury epidemiology methods. In some cases, researchers have already 

begun to study these topics.132,134,160 As external entities, researchers might also be better 

equipped to collect sensitive data from firefighters who do not wish to share personal 

information with leaders in their departments. While not all the firefighters in our sample were 

resistant to internal data sharing, participants discussed the sensitivity of mental health 

information and noted that firefighters are reluctant to disclose mental health information with 
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peers or leaders. Collecting data on confidential topics such as mental health might face less 

resistance if it is carried out by outside researchers.   

 

Future research on occupational health and safety data privacy 

This dissertation established an initial assessment of data privacy in the fire service and 

illuminates areas for future research on this topic. Within the fire service, future research 

should attempt to quantify firefighter and leadership perspectives on data privacy to produce 

generalizable findings on their views. Researchers could assess the share of stakeholders who 

support policy reforms or conditions for using wearables. There are also opportunities to 

expand this research to other occupational populations, including workers in similar, high-risk 

fields like law enforcement officials and military service members. Future research should 

explore whether our findings hold in other settings, especially in fields with high injury rates but 

less hierarchical cultures such as construction or mining.  

 

Studies can continue to assess theoretical preferences as well as worker feedback regarding the 

actual implementation of a new data collection program or wearable device. For example, our 

participants emphasized the importance of providing firefighters with their own data and 

interpreting this information. However, research on return of results in a research context 

suggests that this can be a challenging process, requiring careful consideration of what to do 

with incidental results and translating information into easily understood formats.154,161 

Researchers could evaluate the acceptability of various models for fire departments to use 
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when sharing health or medical information with firefighters and the effectiveness of these 

models in communicating findings to workers.  

 

Disseminating research findings 

Participants in Aims 2-3 discussed the need for a cultural paradigm shift towards data. 

Researchers can contribute to this cultural shift by ensuring that fire service research informs 

participants about the purpose of a study and communicates the findings to individual 

firefighters. Firefighters were frustrated by instances in which they shared personal information 

but were not adequately informed about the purpose of data collection or never received 

results. Without clear and concise communication about research aims or findings, firefighters 

may lose faith in the value of research or grow apathetic about the power of evidence to help 

keep them safety and healthy. 

 

Policy implications 

This dissertation offers insights on the strengths and limitations of existing public policies 

governing firefighter health and safety data in Maryland and Virginia. The findings across all 

three aims highlight opportunities for public policymaking and union negotiations to secure 

firefighter data privacy protections, authorize funding, and strengthen presumptive benefit 

laws. 

 

Future public policymaking 
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Our findings can inform future public policymaking that aims to ensure firefighter occupational 

health and safety data is handled in a way that is respectful of firefighters’ preferences. There is 

robust debate among data privacy scholars about the best path forward for public policymaking 

on data privacy.27,71,162 Data in occupational settings could be governed by general privacy 

policies, employment-specific policies, or sector-specific policies. Data privacy protections could 

also be integrated into technology itself, in a “privacy by design” approach.136,163 While 

recommending a mechanism for future policy development is beyond the scope of this 

dissertation, our findings identify privacy goals that should be incorporated into future policies. 

Aim 1 identified several gaps in current policies, including a limited number of policies 

specifically addressing occupational health and safety data or the fire service, and few policies 

that explicitly limited access to or sharing of employee data. While participants in Aim 2 were 

largely comfortable with how departments collect, use, and share firefighter data, they called 

for greater data collection and in Aim 3 expressed preferences for how such data should be 

handled. Future policymaking should limit access to sensitive health and safety information and 

prohibit using this data in discriminatory or punitive fashion. These kinds of reforms will be all 

the more important as new technologies, including but not limited to wearables, become 

commonplace in the coming years.  

 

Future opportunities for union engagement 

This dissertation also emphasizes the importance of unions in shaping policies governing 

occupational health and safety data. The union contracts we reviewed in Aim 1 varied 

significantly, but several contained granular provisions related to health and safety data. In 
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some cases, contracts imposed limits on access to medical or injury information, and several 

contracts required that firefighters be given access to their own data, including exposure 

documentation. These protections align well with firefighter preferences that we discovered in 

Aims 2 and 3, and serve as an example of the kinds of data-related provisions that other unions 

may wish to secure. Alternatively, the two contracts we identified in Virginia authorized general 

electronic monitoring for health and safety purposes without detailing storage or sharing 

guidelines. While one contract prohibited proactively using such data for punitive purposes, 

neither contract comprehensively addressed data privacy concerns. None of the contracts we 

identified specifically addressed the collection, use, storage, or sharing of wearable data. Aim 3 

identified serious concerns among firefighters about wearable data, and suggested that fire 

department leaders and the rank and file have differing views towards this data. Unions should 

consider if and how to include provisions protecting wearable data in future contracts, 

beginning with the conditions identified in Aim 3.  

 

Policies to support department-level data collection 

While there are important national-level efforts to update the fire service’s incident reporting 

infrastructure, department leaders consistently emphasized the need for funding to support 

department-level data collection and analysis.54 Leaders in all of the fire departments in our 

sample believed that collecting and analyzing health and safety trends could help improve the 

wellbeing of their workforces. If departments had basic software to track injuries or health and 

safety personnel devoted to conducting this analysis, they could design interventions tailored to 

the needs of their firefighters. Policymakers at the national level could authorize assistance 
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through grant programs, such as the Assistance to Firefighters Grant Program, which funds 

priorities including the implementation of wellness and fitness priorities.164 On the local level, 

policymakers could allocate funds to strengthen their jurisdictions’ data capabilities. Although 

this will require additional funding, evidence suggests that prevention results in financial savings 

long term, and these investments might ultimately pay dividends.49,138,139 

 

Aligning presumptive benefit laws with data availability 

While there are many state-level presumptive benefit laws, including in Maryland and Virginia, 

participants indicated that firefighters struggle to obtain the documentation needed to obtain 

such benefits.128,129 Policymakers designing these laws in other states or updating existing laws 

should consider the limited exposure documentation that many firefighters have access to. If 

presumptive laws are truly designed to provide coverage for firefighters, they should not require 

large amounts of exposure data that most firefighters will be unable to produce. 

 

Practice implications 

Finally, this dissertation offers insights on how fire departments, technology developers, and 

other fire service stakeholders can contribute to the ethical handling of firefighter data. Aim 2 

indicated that fire departments currently collect a range of health and fitness information from 

their workforces, and Aims 2 and 3 suggested that leaders are eager to collect more firefighter 

data. The Aim 3 findings, which laid out firefighter and leadership preferences regarding the use 

of wearable data, outline priorities for future data collection and best practices for protecting 

firefighter privacy.  
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Ethical collection, use, and sharing of department-level data collection 

As departments consider using new technologies, including wearables that will significantly 

increase data collection, they should limit the use and sharing of data in accordance with 

firefighter preferences. For example, if departments plan to implement a wearable, they should 

consider making it optional, engaging with the union or other firefighter representatives, and 

communicating clearly about the purpose of the device. They should also commit to restricting 

the use of such data only to health and safety purposes, limiting access to identifiable data, and 

providing firefighters with their own data. These kinds of stipulations were raised by both 

firefighters and leadership, suggesting that these safeguards might be favored throughout 

departments. While we found less consensus on using wearables in real time on calls, piloting 

devices in limited settings such as training environments and implementing these privacy 

protections, may build trust in wearables and data long term. These recommendations also 

align well with suggested guidelines from the normative literature on occupational health and 

safety ethics.41 

 

Technological priorities 

Departments and technology companies can also prioritize collecting data that is highly valued 

by firefighters and leaders. There was strong consensus on the need for additional exposure 

documentation. Departments should consider strategies for documenting fire exposures 

through their computer aided dispatch (CAD) systems, and look into software tools for 

automatically recordings these events, through systems such as NFORS.119 Technology 
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companies developing devices for the fire service should prioritize the development of software 

systems or wearable devices that will automate exposure data collection and provide 

firefighters with easy access to a log of their career exposures. 

 

Summary 

Firefighters take on extraordinary personal risks to keep their communities healthy and safe. 

Each year thousands of firefighters sustain injuries in the course of their duties and dozens are 

killed in the line of duty.1,2 There is essential work being done in fire departments, government 

agencies, advocacy organizations, and research institutions to protect firefighter health and 

safety. Much of these efforts entail the collection of personal health, medical, or fitness 

information. While these initiatives hold great power to safeguard firefighters, they will only be 

effective if firefighters are willing to share personal data and feel comfortable with how their 

information will be used and shared. This dissertation assessed the current state of affairs for 

firefighter data privacy and opportunities for strengthening current public policies and 

department-level practices. The findings establish a baseline understanding of firefighter 

preferences and priorities for ensuring that future data collection is conducted in an ethical 

manner.  
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Appendices 

 
Appendix 2.1 Search terms 

We conducted separate Westlaw searches for federal laws, federal regulations, Maryland laws, 
Maryland regulations, Virginia laws, and Virginia regulations using each of the following search 
strings:  
 
((data /s privacy) /p (workplace occupation! employ! worker! employee!))  
((data /s health safety) /p (workplace occupation! employ! worker! employee!))  
((monitor* surveill*) /s (workplace occupation! employ! worker! employee!)) 
fire /s data 
fire /s health safety 
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Appendix 2.2 Summary of data privacy provisions 

 
1. Americans with Disabilities Act (ADA), 42 U.S.C. § 12101 et seq. 
 
Jurisdiction 
Federal law 
 
1.1 Covered entities 
State and local government employers, regardless of size (Title II) 
 
1.2 Covered data 
Disability information; medical examinations aimed at disability. 
 
1.3 Data collection permissions 
Restrictive: employers cannot ask applications about disability or require medical examinations. 
Employers may ask about candidates’ ability to perform job-related tasks and may require a 
standardized medical exam for all new hires, and voluntary medical exams as part of a health 
program. 
 
1.4 Data use 
Anti-discrimination: employers cannot use medical or disability information to discriminate in 
any employment activities (including hiring, firing, pay, promotion, benefits). 
 
1.5 Data storage 
Location: medical information (including results from medical exams) must be stored in medical 
files separate from personnel files). 
 
1.6 Data access 
Limited access and sharing: medical files or information about disability must be treated as 
confidential. This information may only be shared with select people, including supervisors if 
they need the information to make reasonable accommodations; first aid and safety personnel 
in the event of emergencies; ADA enforcement officials; and workers compensation offices. 
 
1.7 Additional notes 
Title I relates to equal employment opportunities for private employers and state and local 
governments with 15 or more employees. Title II covers all state and local government 
employers and their activities. 
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2. Genetic Information Nondiscrimination Act (GINA), 42 U.S.C. § 2000ff et seq. 
 
Jurisdiction 
Federal law 
 
2.1 Covered entities 
All employers with 15 or more employees (including state and local government); employment 
agencies, labor organizations, federal government employees (excluding military). 
 
2.2 Covered data 
Genetic information obtained from employee genetic tests, family members’ genetic tests, 
family medical history, or request for and receipt of services by an employee or family member; 
information about an employee or family member’s fetus. 
 
2.3 Data collection permissions 
Restrictive: employers cannot request, require, or purchase genetic information about 
applicants or employees. Select exceptions include: voluntary wellness programs, voluntary 
genetic monitoring (or as required by law), publicly available sources, FMLA compliance, DNA 
testing for law enforcement purposes. 
 
2.4 Data use 
Anti-discrimination: employers cannot use genetic information to discriminate in any 
employment activities (including hiring, firing, pay, and promotion). 
 
2.5 Data storage 
Location: genetic information must be kept stored in medical files separate from personnel files. 
 
2.6 Data access 
Limited access and sharing: genetic information must be treated as confidential. Sharing and 
access are allowed in select instances, including with: occupational or health researchers 
conducting research; upon written request from employee or family member; in response to a 
court order; with federal enforcement officers; for FMLA compliance; or with a public health 
agency in an emergency (e.g. infectious disease outbreak).  
 
2.7 Additional notes 
N/A 
  



 153 

3. Family and Medical Leave Act (FMLA), 42 U.S.C. § 2601 
 
Jurisdiction 
Federal law 
 
3.1 Covered entities 
Public employers of any size (including federal, state, and local employers); employers with 50 
or more employees in 20 or more workweeks in the previous year. 
 
3.2 Covered data 
FMLA medical information; FMLA dates, communications, and documents on benefits and 
leave; payroll and employee identification data. 
 
3.3 Data collection permissions 
Permissive: employers may request medical information to certify an employee’s eligibility for 
FMLA leave and fitness for duty certification upon return to work; employers may also ask a 
medical provider to confirm fitness for duty certification. Employees are responsible for 
associated costs.  
 
3.4 Data use 
Benefits: medical information may be used to certify FMLA leave or fitness for duty upon return; 
records are intended to be used for related recordkeeping. 
 
3.5 Data storage 
Location: employers must retain FMLA medical information in a confidential medical file that is 
separate from the employee’s personnel file. 
Duration: employers must retain FMLA medical information and communication for at least 
three years. 
 
3.6 Data access 
Limited access and sharing: FMLA medical information must be treated as confidential in 
compliance with the ADA and GINA; information may only be shared with supervisors as 
needed to inform work restrictions/accommodations, first aid and safety personnel, and 
government officials conducting enforcement. 
 
3.7 Additional notes 
N/A 
  



 154 

4. Federal Fire Prevention and Control Act of 1974, 15 U.S.C. § 2201 et seq. 
 
Jurisdiction 
Federal law 
 
4.1 Covered entities 
Public and private career and volunteer firefighters. 
 
4.2 Covered data 
Voluntary disclosures of injury and fatality information, including causes and nature of injury, 
and associated property losses. 
 
4.3 Data collection permissions 
Mandated: mandated the creation of the National Fire Data Center to collect information on 
firefighter fatalities and injuries. Reporting of injury data is voluntary. The Data Center must 
collect information on injuries requiring medical treatment by a doctor (stratified by type of 
firefighter), deaths that occur while preparing for work or a test, injuries and deaths from motor 
vehicle accidents and aircraft crashes. The Data Center may develop standardized data reporting 
methods, encourage and assist agencies in participating, and use existing public and private 
resources. Electronic reporting must be available. 
 
4.4 Data use 
Injury surveillance: data should be used to understand national trends, identify problem areas, 
set priorities accordingly, identify solutions, and monitor programs designed to reduce fire 
losses. 
 
4.5 Data storage 
Location: the National Fire Incident Reporting System (NFIRS) must be accessible online and 
updated in real time. 
 
4.6 Data access 
Encouraged aggregate sharing: must disseminate information to the greatest extent possible 
while protecting firefighter medical information in accordance with HIPAA and other relevant 
federal regulations. 
 
4.7 Additional notes 
While reporting is voluntary, FEMA encourages participation by requiring that recipients of 
Assistance to Firefighters Grants report during their award period. NFIRS is being replaced by 
the National Emergency Response Information System, designed to be a modernized, 
interoperable analytic platform. 
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5. Occupational Safety and Health Act of 1970, 29 U.S.C. § 651 et seq. 
 
Jurisdiction 
Federal law 
 
5.1 Covered entities 
Private employers engaged in business affecting commerce (state employees in MD and VA are 
covered based on state OSHA plans). 
 
5.2 Covered data 
Records of work-related fatalities, injuries, and illnesses (other than minor injuries not resulting 
in treatment, loss of consciousness, or changes to work); employee exposure records (to 
potentially toxic materials or harmful physical agents). 
 
5.3 Data collection permissions 
Mandated: authorizes the Secretary of Labor to issue regulation requiring that employers must 
maintain and update accurate records of employee fatalities, injuries, illnesses, and exposures. 
 
5.4 Data use 
Injury surveillance: comparing exposures relative to federal standards (and taking corrective 
action if needed); making reports. 
 
5.5 Data storage 
Duration: records must be maintained for two years. 
 
5.6 Data access 
Required employee access: employers must make copies of exposure records available to 
employees. 
 
5.7 Additional notes 
Applies to MD, VA firefighters due to state OSHA plans. 
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6. 29 CFR § 1602 Recordkeeping Regulation 
 
Jurisdiction 
Federal regulation 
 
6.1 Covered entities 
State and local governments, private employers, and their employees; labor organizations. 
 
6.2 Covered data 
Personnel and employment records including hiring, accommodation requests, promotion, 
layoff, termination, pay, tenure, and other terms. 
 
6.3 Data collection permissions 
N/A 
 
6.4 Data use 
N/A 
 
6.5 Data storage 
Duration: state and local governments must retain records for at least two years from the 
creation of the record or the action involved. Unions must retain membership, referral records 
for one year. Private employers must retain records for at least one year; must retain one year 
from termination. Termination records must be retained for two years. Discrimination charge 
records (e.g. ADA, GINA) must be retained until the statutory period for bringing action is over 
or until litigation has ended. 
 
6.6 Data access 
N/A 
 
6.7 Additional notes 
N/A 
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7. 29 CFR § 1910.1020 Access to employee exposure and medical records 
 
Jurisdiction 
Federal regulation 
 
7.1 Covered entities 
General industry, maritime, and construction employers that make or have access to employee 
exposure or medical records. 
 
7.2 Covered data 
All employee exposure and medical records, and analyses of such records. Includes: 
environmental monitoring, biological monitoring, examination results, health questionnaires, 
medical opinions, and first aid information. Does not include: physical specimens, health 
insurance claims if maintained separately from medical records and not individually identifiable, 
records generated for litigation, and voluntary employee assistance programs if separate from 
medical records. 
 
7.3 Data collection permissions 
Mandated: employers must maintain accurate medical, exposure records for employees.  
 
7.4 Data use 
Injury surveillance: employees must provide occupational health justification when requesting 
records. 
 
7.5 Data storage 
Duration: records must be retained for the duration of employment and an additional 30 years. 
 
7.6 Data access 
Required employee access: employee or designated representative may request access and 
must be provided with access within 15 working days without cost. Employees must make 
exposure requests in writing and explain the occupational health justification. Employers may 
deny employees direct access to diagnosis of terminal illness and only share with a 
representative of the employee who has written consent to access the information. Employers 
must deidentify analysis using exposure or medical records before sharing or may deny access if 
deidentification is not feasible.  
 
7.7 Additional notes 
Applies to MD, VA firefighters due to state OSHA plans. 
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8. 29 CFR § 1904 OSHA Recordkeeping Rules 
 
Jurisdiction 
Federal regulation 
 
8.1 Covered entities 
Employers with 11 or more employees, with exceptions for low risk injuries (which must only 
comply with reporting for fatalities or events in which three or more employees are 
hospitalized). Employees on payroll regardless of status, or employees who are supervised by 
the employer, even if not directly employed by the employer. 
 
8.2 Covered data 
New, work-related injuries, illnesses, and fatalities that involve death, days away from work, 
restricted or transferred work, medical treatment (beyond first aid), loss of consciousness, or as 
diagnosed by a medical professional.  
 
8.3 Data collection permissions 
Mandated: employers must maintain records of recordable injuries and illnesses.  
 
8.4 Data use 
Injury surveillance: data should be collected, maintained, and analyzed to understand national 
occupational injury and illness trends. 
 
8.5 Data storage 
Duration: injury and illness records must be maintained for at least five years. 
 
8.6 Data access 
Required reporting: employers must report fatalities within 8 hours; serious injury (amputation, 
loss of eye, hospitalization) within 24 hours. Must report injuries an illnesses to OSHA if 
surveyed as part of annual survey.  
Required aggregated sharing: employers must post a summary of injuries in the workplace for 
the previous year.  
Required employee access: employees must be informed of the existence, location, and 
availability of records. Employers must provide copies of the summary of injuries to employees 
and their representatives upon request. 
 
8.7 Additional notes 
Applies to MD, VA firefighters due to state OSHA plans. 
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9. 29 CFR § 1913.10 Rules of Agency Practice and Procedure Concerning OSHA Access to 
Employee Medical Records 
 
Jurisdiction 
Federal regulation 
 
9.1 Covered entities 
OSHA personnel. 
 
9.2 Covered data 
Individual-level, personally identifiable employee medical information. Excludes aggregated 
records, death certificates, records required by 29 CFR Part 1904, exposure and biological 
monitoring records required by federal standards. 
 
9.3 Data collection permissions 
N/A 
 
9.4 Data use 
Injury surveillance: relates to OSHA handling of employee data for statutory purposes. 
Data privacy: specifically cites privacy considerations. 
 
9.5 Data storage 
Location: records must be stored separately from other OSHA files and secured in a locked 
cabinet or vault (or stored securely electronically). 
Duration: records must be returned or destroyed when they are no longer needed. 
 
9.6 Data access 
Limited access, sharing: OSHA representatives must make written requests to access 
information; these requests must be approved by the OSHA Medical Records Officer. The 
records must only be shared with OSHA personnel as needed for the specific intended purpose. 
The agency must make an annual report summarizing the number and nature of requests for 
access. The data should not be transferred to other agencies or the public unless required by 
law or approved by the Medical Records Officer.  
 
9.7 Additional notes 
The Assistant Secretary for Labor for Occupational Health and Safety will designate an OSHA 
Medical Records Officer responsible for approval and oversight of the handling of these records.  
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10. Personal Information Protection Act, Md. Code Ann. Comm. Law § 14-3504 
 
Jurisdiction 
Maryland law 
 
10.1 Covered entities 
Business entities 
 
10.2 Covered data 
Employee and former employee records; personal information including identifiers, health 
information (including mental health), health insurance information, and biometric data. 
 
10.3 Data collection permissions 
N/A 
 
10.4 Data use 
Data privacy: data must be stored and treated as confidential information. 
 
10.5 Data storage 
Location and security: employers must maintain reasonable security measures to protect 
personal information. When destroying data, must take reasonable steps to prevent 
unauthorized access. 
 
10.6 Data access 
Limited access: requires that data be treated as confidential. In the event of a data breach, 
employers must notify individuals and relevant consumer agencies. 
 
10.7 Additional notes 
Allows for right of action. Individuals can file lawsuits to recover injuries and losses. The 
Attorney General can impose penalties on employers who do not comply. 
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11. Inquiries Regarding Medical History, Md. Code Ann. Lab. & Empl. 3-701 
 
Jurisdiction 
Maryland law 
 
11.1 Covered entities 
All Maryland employers and applicants. 
 
11.2 Covered data 
Written or oral answers to questions about physical, psychiatric, or psychological disability, 
illness, handicap, or treatment. 
 
11.3 Data collection permissions 
Anti-discrimination: employers cannot require prospective hires to answer questions about 
disability unless they are directly related to work tasks. Does not prohibit a medical evaluation 
by a physician to assess an applicant’s readiness to perform the job. 
 
11.4 Data use 
N/A 
 
11.5 Data storage 
N/A 
 
11.6 Data access 
N/A 
 
11.7 Additional notes 
N/A 
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12. COMAR 09.12.21 Employee Injury and Illness Records and Reports  
 
Jurisdiction 
Maryland regulation 
 
12.1 Covered entities 
All Maryland employers  
 
12.2 Covered data 
Occupational fatalities, serious injuries involving hospitalization, amputation involving bone or 
cartilage loss, or loss of an eye. 
 
12.3 Data collection permissions 
Presumed: employers must report fatal and serious injuries to MOSH within 8 hours (fatalities) 
or 24 hours (nonfatal serious injuries). Reporting must occur by phone, in person, or by 
electronic submission. 
 
12.4 Data use 
Injury surveillance: must report fatalities and injuries to MOSH. 
 
12.5 Data storage 
N/A 
 
12.6 Data access 
N/A 
 
12.7 Additional notes 
Serious injury definition varies slightly from federal OSHA requirements. 
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13. Va. Code Ann. § 8.01-413.1 Labor and Employment—Records and Recordation—Disclosure 
 
Jurisdiction 
Virginia law 
 
13.1 Covered entities 
All Virginia employers; all current and former Virginia employees. 
 
13.2 Covered data 
All employee records reflecting: dates of employment, wages or salary, job description, or 
injuries sustained during employment. Includes records in any format. 
 
13.3 Data collection permissions 
Presumed: assumes covered data was collected and recorded (potentially under other laws). 
 
13.4 Data use 
Injury surveillance: could be used for injury information. 
Benefits: could be used to assist employee in obtaining benefits. 
 
13.5 Data storage 
N/A 
 
13.6 Data access 
Required employee access: employers must provide copies of records to current and former 
employees upon written request. Must provide copies within 30 days or provide notice of a 
delay and provide records within an additional 30 days. Employers may charge fees for copies or 
electronic access. Employees may subpoena records if not provided. In cases in which a medical 
professional indicates that providing the records would cause harm to the employee, the 
employer may provide access to a representative instead. 
 
13.7 Additional notes 
If the employer does not provide records or charges excess fees, a court may award damages for 
employee expenses, including attorney fees.   
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14. Va. Code Ann. § 40.1-28.7:1 Genetic Testing or Genetic Characteristics as a Condition of 
Employment 
 
Jurisdiction 
Virginia law 
 
14.1 Covered entities 
All Virginia employers; prospective and current Virginia employees 
 
14.2 Covered data 
Genetic tests, genetic test results, genetic characteristics. 
 
14.3 Data collection permissions 
Restrictive: employers cannot require or solicit genetic tests as a condition of employment. 
 
14.4 Data use 
Anti-discrimination: employers cannot use genetic information in employment decisions 
including hiring, promotion, or firing decisions. Employers may not use genetic characteristics or 
tests to adversely affect the terms of employment of current or prospective employees. 
 
14.5 Data storage 
N/A 
 
14.6 Data access 
N/A 
 
14.7 Additional notes 
Employees may bring action and be awarded actual or punitive damages. 
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15. Genetic Data Privacy, VA ST § 59.1–593 through 59.1-602 
 
Jurisdiction 
Virginia law 
 
15.1 Covered entities 
Direct to consumer (DTC) genetic testing companies, employers. 
 
15.2 Covered data 
N/A 
 
15.3 Data collection permissions 
N/A 
 
15.4 Data use 
Anti-discrimination: aimed at preventing employers from obtaining employee genetic 
information. 
 
15.5 Data storage 
N/A 
 
15.6 Data access 
Limited sharing: DTC companies cannot disclose consumer data to entities making decisions 
about employment without the consumer’s express consent. 
 
15.7 Additional notes 
N/A 
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16. Va. Code Ann. § 65.2-900(A) Records and reports of accidents  
 
Jurisdiction 
Virginia law 
 
16.1 Covered entities 
All Virginia employers. 
 
16.2 Covered data 
Records of all employment-related injuries and deaths. Accident reports including name, 
employer, age, sex, wages, occupation of employee, injury date and hour, and injury nature and 
cause. 
 
16.3 Data collection permissions 
Mandated: employers must record all injuries and fatalities sustained in the course of 
employment. 
 
16.4 Data use 
Benefits: reporting to workers compensation commission and insurers. 
 
16.5 Data storage 
N/A 
 
16.6 Data access 
Required reporting: requires employers or their representatives to share injury and fatality 
information with workers compensation commission and their insurance carrier (if insured) 
within 10 days. The commission will share with the Department of Labor and Industry. 
 
16.7 Additional notes 
N/A 
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17. Va. Code Ann. § 40.1-51.1(D) Duties of employers  
 
Jurisdiction 
Virginia law 
 
17.1 Covered entities 
All Virginia employers. 
 
17.2 Covered data 
Information about fatal work incidents; serious work-related incidents that results in inpatient 
hospitalization of at least one person, amputation, or eye loss. 
 
17.3 Data collection permissions 
Presumed: assumes collection of information about fatalities and serious injuries to facilitate 
reporting. 
 
17.4 Data use 
Injury surveillance: fatality and injury reporting. 
 
17.5 Data storage 
N/A 
 
17.6 Data access 
Required reporting: employers must report injury and fatality information to the VA Department 
of Labor and Industry within 8 hours (fatal) or 24 hours (nonfatal) of incident.  
 
17.7 Additional notes 
Employers must inform employees of their rights and responsibilities under the title. 
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18. Va. Code Ann. § 2.2-203.2:4 Office of Data Governance and Analytics; Chief Data Officer; 
creation; report.  
 
Jurisdiction 
Virginia law 
 
18.1 Covered entities 
State, regional, and local public entities; public higher education institutions. 
 
18.2 Covered data 
TBD: authorizes the creation of a Chief Data Officer position to establish future rules, guidelines, 
and best practices for data procedures for public entities. 
 
18.3 Data collection permissions 
TBD: may result in future policymaking around data collection by public entities. 
 
18.4 Data use 
Data privacy: appears oriented towards data privacy but impact remains to be determined. 
 
18.5 Data storage 
TBD: may result in future policymaking around data storage by public entities. Specifically 
authorizes future policymaking around data storage and security. 
 
18.6 Data access 
TBD: may result in future policymaking around data access and sharing by public entities. 
Specifically authorizes policymaking around data sharing between public entities, as well as 
deidentification of data for research and public access. 
 
18.7 Additional notes 
2023 law authorizing broad future rules, guidelines, and best practices. 
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19. Presumption as to death or disability from respiratory disease, hypertension or heart 
disease, cancer, VA ST § 65.2–402 
 
Jurisdiction 
Virginia law 
 
19.1 Covered entities 
Virginia volunteer or career firefighters; Department of Emergency Management hazardous 
materials officers. 
 
19.2 Covered data 
Physical examinations conducted by qualified physicians (as prescribed by employer) for 
presumptive benefits. Also includes postmortem examinations of deceased employees. 
 
19.3 Data collection permissions 
Permissive: employers may request pre-employment physical examinations to find employees 
free of relevant diseases or conditions. May also request examinations upon employees making 
claims for presumptive benefits; may include tests and studies as required by the physician.  
 
19.4 Data use 
Benefits: may be used to verify the employee’s health status prior to hiring or upon making a 
presumptive benefit claim. 
 
19.5 Data storage 
N/A 
 
19.6 Data access 
N/A 
 
19.7 Additional notes 
2023 law establishing presumption for firefighter deaths due to hypertension or heart disease, 
respiratory diseases, or specific cancers. Employees must comply with the employer request. 
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20. 16VAC25-60-80 Access to employee medical and exposure records 
 
Jurisdiction 
Virginia regulation 
 
20.1 Covered entities 
State and local public employers. 
 
20.2 Covered data 
Exposure and medical records. 
 
20.3 Data collection permissions 
Presumed: assumes collection of exposure and medical information. 
 
20.4 Data use 
Benefits: compliance with statutory, regulatory functions. 
Injury surveillance: compliance with statutory, regulatory functions. 
 
20.5 Data storage 
N/A 
 
20.6 Data access 
Limited access: employers may only share data as needed for compliance. Data should not be 
disclosed to health professionals without the employee’s written consent. Data should be 
shared with the Labor and Industry Commissioner only with appropriate safeguards and if 
necessary (regulation specifically cites privacy concerns). May only be shared as dictated in 19 
CFR 1913.10. 
 
20.7 Additional notes 
Employers may request a 24 hour delay before providing records for a medical professional to 
be present while the records are reviewed; the Commissioner must wait so long as the 
employer has an affidavit that they will not modify or change the records. 
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21. Memorandum of Agreement, Anne Arundel County and Local 1563 IAFF (2022-2023) 
 
Jurisdiction 
Anne Arundel County Fire Department policy 
 
21.1 Covered entities 
Anne Arundel County permanent, non-probationary fire personnel, excluding leadership above 
the rank of Fire Captain. 
 
21.2 Covered data 
Exposure data (to hazardous materials during firefighting duties). 
 
21.3 Data collection permissions 
Presumed: refers to creation of Personal Exposure Recording Program to document exposures. 
Safety Committee must make recommendations regarding the program, which will be overseen 
by the Fire Chief. 
 
21.4 Data use 
N/A – not specified but might be for injury surveillance or benefits. 
 
21.5 Data storage 
N/A 
 
21.6 Data access 
N/A 
 
21.7 Additional notes 
N/A 
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22. Memorandum of Understanding between the Mayor and City Council of Baltimore and 
Baltimore Fire Fighters Local 734, IAFF (2022-2024) 
 
Jurisdiction 
Baltimore City Fire Department policy 
 
22.1 Covered entities 
Eligible Baltimore City Fire Department employees, including apprentices, trainees, entry level 
employees, and lateral entry paramedics. 
 
22.2 Covered data 
Injury reports; medical evaluations; evaluations of work-related injury, illness, or disabilities. 
 
22.3 Data collection permissions 
Mandated: injury report forms must include a box to document IDLH exposure events. 
Permissive: allows for medical evaluations in general and for workplace injuries, illnesses, or 
disabilities. 
Presumed: refers to medical status information. 
 
22.4 Data use 
Injury surveillance: injury reports must be provided to a Joint Safety and Health Committee. 
 
22.5 Data storage 
Location: medical data must be kept securely when being reviewed by an employee or his/her 
representative. 
 
22.6 Data access 
Limited: medical files may only be accessed by people as authorized by the Fire Chief and in the 
presence of a Personnel Administrator.  
Required employee access: if the union requests exposure reports, the employer must provide 
copies within 30 days; medical status info put in an employee’s medical file must be shared with 
employee; employees or their authorized representatives have the right to access their medical 
files (or authorized personnel).  
 
22.7 Additional notes 
The department stipulates that if an employee receives a medical exam, the provider must 
honor patient confidentiality and privacy. No description of how the department might access 
medical exam data. 
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23. Memorandum of Understanding Between the Baltimore County Administration and the 
Baltimore County Professional Fire Fighters Association IAFF Local 1311 (2021-2023) 
 
Jurisdiction 
Baltimore County Fire Department policy 
 
23.1 Covered entities 
Uniformed fire department classes including the rank of Fire Captain and EMS Captain. 
 
23.2 Covered data 
Medical screening data, hearing test data, medical or physical exams. 
 
23.3 Data collection permissions 
Permissive: management agrees to continue maintaining a hearing test program and to explore 
funding to provide comprehensive medical screenings for early cancer diagnosis and 
cardiac/pulmonary abnormalities. Firefighters shall receive a medical exam every 18 months 
and will be offered a voluntary NFPA 1582 physical. 
 
23.4 Data use 
Injury surveillance 
 
23.5 Data storage 
N/A 
 
23.6 Data access 
Limited access: medical exam or physical data will be kept private and confidential in 
accordance with local, state, and federal law. Specifically cites HIPAA. 
Hearing test data is not explicitly addressed. 
 
23.7 Additional notes 
N/A 
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24. Memorandum of Understanding between the State of Maryland and the Baltimore 
/Washington International Airport Professional Fire Fighters Local 1742 IAFF (2022-2024) 
 
Jurisdiction 
BWI Airport Fire Department policy 
 
24.1 Covered entities 
Uniformed fire personnel, ranging from Airport Fire Fighter Trainee to Assistant Fire Marshal 
(Fire Prevention). 
 
24.2 Covered data 
Medically documented temporary illness or disability information. 
 
24.3 Data collection permissions 
Presumed: assumes medical evaluation or exam has taken place to document injury. Requires 
that employees be restored to duty if declared fit for duty by State Medical Director. 
 
24.4 Data use 
Benefits: employees may be granted up to 6 months leave without pay for a medically 
documented temporary illness or disability. 
 
24.5 Data storage 
N/A 
 
24.6 Data access 
N/A 
 
24.7 Additional notes 
Briefly mentions that medical leave must be documented but does not explicitly address 
collection of this data, how it should be stored, or who has access within the department. Only 
applies to leave without pay. Does not address work-related injuries, illnesses, or disabilities. 
 
  



 175 

25. IAFF Local 1715 Collective Bargaining Agreement with the Mayor and City Council of 
Cumberland, MD (2017-2020) 
 
Jurisdiction 
Cumberland MD Fire Department policy 
 
25.1 Covered entities 
Full or part time fire department members below the rank of Captain. Excludes volunteers, fire 
marshal, probationary employees. 
 
25.2 Covered data 
Sick leave certification. 
 
25.3 Data collection permissions 
Permissive: requires medical documentation from a treating physician or health care provider 
for sick leave. The employer may not request additional information but may contact the health 
care provider to clarify or authenticate the certificate (after the employee is given chance to 
clarify).  
 
25.4 Data use 
Benefits: members must provide a department medical certificate to obtain sick leave if it is 
longer than one shift or the third or more instance per fiscal year. After the second instance 
without certification, the employee may not be paid. 
 
25.5 Data storage 
N/A 
 
25.6 Data access 
N/A 
 
25.7 Additional notes 
Allows the department to contact the medical provider who certified sick leave, but the person 
contacting the provider cannot be the employee’s direct supervisor. 
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26. Agreement Between the City of Hagerstown, Maryland and IAFF Local 1605 (2018-2022) 
 
Jurisdiction 
Hagerstown Fire Department policy 
 
26.1 Covered entities 
Firefighters, apparatus operators, lieutenants, captains, and deputy fire marshals (excluding 
supervisors). 
 
26.2 Covered data 
Fitness for duty physical examinations. 
 
26.3 Data collection permissions 
Mandated: the department will provide (and fund) a fitness for duty physical periodically for all 
members (every three years for those age 30 and under, every two years for those 30-39, and 
every year for those 40 or older). The exam will include required tests including an EKG and 
cardiac stress test, labs, chest x-ray, hearing and vision tests, heart scan (baseline and at five 
year intervals) and mammogram as directed by personal physician. Failure to complete the 
physical and associated tests can result in discipline including termination. 
 
26.4 Data use 
Injury surveillance: maintaining fitness for duty. 
 
26.5 Data storage 
N/A 
 
26.6 Data access 
Required reporting: medical information that is pertinent to fitness for duty will be shared with 
the city's Department of Human Resources by the physician who performed the exam. 
 
26.7 Additional notes 
Does not explicitly address if and how the physical data will be stored and whether it can be 
shared more broadly within the department or with individual employees. 
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27. Agreement Between Montgomery County Career Fire Fighters Association, IAFF 1664, and 
Montgomery County Government (2022-2024) 
 
Jurisdiction 
Montgomery County Fire Department policy 
 
27.1 Covered entities 
Members ranging from the rank of Firefighter/Rescuer 1 to Fire/Rescue Captain. Excludes 
lieutenants and captains who are primarily assigned to administrative roles, including budget, 
internal affairs, labor relations, human resources, public information, or quality assurance. 
 
27.2 Covered data 
Sick leave documentation; service-related injury, illness, or near miss documentation; medical 
records; fitness records; employee assistance program records. 
 
27.3 Data collection permissions 
Mandated: to obtain sick leave, employees must provide documentation from a physician or 
other licensed health care provider if they are unable to work for specified periods of time. The 
documentation must be submitted before the end of shift following the sick leave. After four 
undocumented incidents, lack of documentation may result in sick leave restriction or 
disciplinary action. Battalion chiefs may request documentation if they believe sick leave is 
being abused and may require medical clearance if the employee may not be medically fit for 
duty. For disability leave related to occupational injuries, employees will be placed on leave 
after receiving certification from the on-duty Career Duty Operations Chief (and approved by 
the Fire Chief), and as certified by employee's physician. Upon returning to work after an 
occupational injury (or 15 or more days from a non-work related injury), the employee must 
undergo a return to work medical exam. The employer may request a medical certificate to 
certify FMLA leave and may request up to two additional exams. The Exercise Physiologist must 
keep fitness records including capacity, body composition, flexibility, muscular strength and 
endurance, non-medical fitness information. 
 
27.4 Data use 
Anti-discrimination: fitness data cannot be used to evaluate performance, for discipline, to 
evaluate workers compensation or disability claims, or take personnel action. 
Benefits: sick leave documentation helps facilitate appropriate use of sick leave; medical records 
certify eligibility for FMLA leave. 
Injury surveillance: fitness data helps maintain fitness for duty; injury and fatality information 
can be used by the Health and Safety Committee to make health and safety recommendations 
to the Fire Chief; medical exams ensure fitness for returning to work. 
 
27.5 Data storage 
Location: employee medical files must be stored securely and separately from other employee 
records. Fitness records must be kept securely under lock and key. 
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27.6 Data access 
Limited access: medical documentation will be forward electronically to the Battalion Chief, who 
will approve sick leave. Medical records are confidential and unless the employee has provided 
signed authorization, must only be shared on a need-to-know basis specific county personnel 
including human resources, the Disability Review Panel, Disability Arbitration Board, and 
workers compensation administrators. The Health and Safety Committee may examine serious 
injury, near miss, or fatality information. The County must redact injury and fatality files to limit 
access to confidential information. Fitness data is confidential and may not be shared with 
anyone outside of the Exercise Physiologist and Peer Fitness Trainer performing the assessment. 
Employee assistance program information will not be communicated or released without 
written permission from an employee or his/her representative. 
Required employee access: employees have access to their own medical files and must be 
notified every time an addition is made; the department will maintain a log of each time the file 
is accessed detailing who accessed the files and on what date (except for HR and occupational 
medicine personnel).  
 
27.7 Additional notes 
Includes detailed guidance on when sick leave requires documentation. 
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28. Collective Bargaining Agreement Between the Town of Ocean City, Maryland and Career 
Fire Fighter Paramedics Association of Ocean City, IAFF 4269 (2019-2022; extended to 2024) 
 
Jurisdiction 
Ocean City Fire Department policy 
 
28.1 Covered entities 
Firefighters/EMS Techs or Fire Marshals below the rank of captain. Excludes civil, casual, 
seasonal, part time, confidential, or supervisory employees. 
 
28.2 Covered data 
Physical fitness assessments; medical evaluations. 
 
28.3 Data collection permissions 
Permissive: the employer may require employees to undergo a physical fitness assessment and 
a medical evaluation annually. The Union must be notified about physical fitness assessments in 
advance and confer with the department about procedures and standards. The department 
may also require a medical exam to determine if an employee can report for modified duty, 
whether they have reached maximum medical improvement, or are fit for duty (the employer 
must fund this exam and may seek a third opinion if the treating physician and department 
provider disagree). 
 
28.4 Data use 
Benefits: determining whether an employee has reached maximum medical improvement and 
is fit to return to work. 
Injury surveillance: maintaining fitness for duty. 
 
28.5 Data storage 
N/A 
 
28.6 Data access 
N/A 
 
28.7 Additional notes 
Originally effective 2019-2022, but was extended in 2020 to be effective until 2024. 
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29. Agreement Made By and Between Prince George’s County, Maryland and IAFF 1619 (2022-
2024) 
 
Jurisdiction 
Prince George’s County Fire Department policy 
 
29.1 Covered entities 
Firefighters up to the rank of Battalion Chief (including Firefighter I, Firefighter Technician, 
Paramedic Trainees, and Firefighter Medic/Technician). 
 
29.2 Covered data 
Medical information related to an occupational injury or illness; accident information; medical 
physical examination information. 
 
29.3 Data collection permissions 
Presumed: if an employee is injured on the job, return to work can be dictated by release from 
an attending physician, release from the Medical Advisory Board, or assignment of light duty by 
the Medical Advisory Board. If the Fire Chief denies a request to extend disability leave, the 
employee may ask for the Medical Advisory Board to make a fitness for duty determination. 
This will be reviewed by the Disability Review Board. However, there is no explicit description of 
the department’s collection of medical information. 
Mandated: a safety officer will investigate accidents and their causes to make 
recommendations; the safety officer shall keep statistics and records of accidents. Employees 
must complete an annual medical physical exam. 
 
29.4 Data use 
Benefits: determining fitness for returning to work. 
Injury surveillance: maintaining fitness for duty, understanding and preventing accidents. 
 
29.5 Data storage 
N/A 
 
29.6 Data access 
Required access: the safety officer will have access to accident information. Medical information 
for leave determinations might be shared with the Medical Advisory Board and/or Disability 
Review Board. 
 
29.7 Additional notes 
The description of leave certification and return to work inherently assumes that medical data 
would be collected or shared, but the contract does not specify how data would be collected or 
stored.   
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30. Collective Bargaining Agreement Between the City of Alexandria, Virginia and the IAFF 
2141 (2023-2026) 
 
Jurisdiction 
Alexandria Fire Department policy 
 
30.1 Covered entities 
Firefighters from the rank of Firefighter I to Deputy Fire Marshal III, including captain and 
lieutenants. 
 
30.2 Covered data 
Exposure records; injury information; notice of serious injury or death; annual physical 
examination; audio, video, or electronic monitoring device data. 
 
30.3 Data collection permissions 
Presumed: assumes collection of serious injury or death (presumably through VA state law 
requiring injury and fatality recordkeeping). 
Mandated: employees must provide a written statement when involved in an injury and will 
have the opportunity to appear before an Accident and Injury Review Board. The Department 
will track personal exposure data and maintain records. 
Permissive: the city may review electronic monitoring device data as part of an investigation, in 
response to an incident or accident, or for training.  
 
30.4 Data use 
Injury surveillance: maintaining fitness for duty, understanding and preventing injuries and 
accidents. 
 
30.5 Data storage 
N/A 
 
30.6 Data access 
Limited access: employees may authorize the department to share notice of serious injuries or 
death with the union. Employees may revoke this authorization. 
Required reporting/access: employees must provide injury reports. The department will share 
personal exposure reports with employees.  
 
30.7 Additional notes 
Does not specify how certain data will be used and authorizes broad oversight by the 
department; allows the department to use monitoring data for personnel or performance 
issues. The city has access to electronic monitoring data that might be shared within the 
department but this is not specified. 
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31. Collective Bargaining Agreement Between Arlington Professional Firefighters and 
Paramedics Association IAFF 2800, and Arlington County Government (2023-2026) 
 
Jurisdiction 
Arlington Fire Department policy 
 
31.1 Covered entities 
Firefighters from the rank of Firefighter/EMT to Fire/EMS Captain II. 
 
31.2 Covered data 
Video, audio, and electronic monitoring data streams; sick leave, medical donor leave, and 
FMLA information; exposure records; injury, illness, fatality, and accident information; medical 
and psychological examinations. 
 
31.3 Data collection permissions 
Mandated: employees must undergo annual medical examinations. The department will 
maintain exposure, medical, and injury records. The health and safety committee will review 
and analyze injury, accident, fatality reports.  
Permissive: the department is authorized to use video, audio, and other electronic monitoring 
data streams, including body camera footage and apparatus recordings. The county may require 
documentation from a health care provider to document sick leave if the employee’s sick leave 
has been exhausted or the employee has been disciplined within the last two years over sick 
leave. The county may require documentation of medical donation to approve leave. The 
department may conduct fitness for duty exams if leadership believe it is justified, to be 
conducted by a qualified physician or health care professional. Employees must comply with 
requests for medical records for return to work. The department may also refer an employee for 
a fitness evaluation. 
Restrictive: the County will not require employees to answer questions about sick leave without 
probable cause of abuse. 
 
31.4 Data use 
Benefits: certifying sick leave or medical donor leave. 
Anti-discrimination: there are additional limits on the use of electronic monitoring data; 
employees must receive notice through nearby postings (for audio recording) or a list of 
locations (for video recordings). The department cannot use the data to proactively identify 
policy violations but may use for internal investigations. If the department uses “look-in” 
capabilities (e.g. from apparatus cameras) it will try to notify employees in advance and cannot 
use the data for discipline or retaliation. 
Injury surveillance: maintaining fitness for duty, understanding and preventing injuries, 
fatalities, and accidents. Electronic monitoring data may be used to improve health and safety, 
conduct training, and perform research or investigations. The Health and Safety Committee will 
examine injury and fatality information to determine causes, determine prevention, 
recommend care for injured firefighters, and recommend a medical testing program. 
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31.5 Data storage 
Location: The department will maintain medical files separately from personnel files.  
Duration: test results, professional records, and return to work notifications may be removed 
from personnel files after 30 years. 
 
31.6 Data access 
Limited access: sick leave usage information and FMLA information will be treated with same 
security, confidentiality as private health information under HIPAA. Only HR staff, employees or 
designees may review medical files. A union representative may access with authorization from 
an employee. The Health and Safety Committee must maintain confidentiality of medical 
records when reviewing medical testing programs. Employee medical history, physical exams, 
other lab tests from the department medical evaluation must be kept confidential. Employee 
Assistance Program information will be kept confidential and will not be released to anyone 
without the employee's written permission (unless required by law or fear that the employee 
will harm themselves). 
Required reporting: if an employee is injured, the employer will provide copies of the notice of 
injury and other associated reports to the employee. The union will be notified about service-
related death or injuries requiring transport to trauma, burn, specialty referral, or acute care 
centers; severity of injury is defined by those meriting Fire Chief notification. The Fire Chief 
must be notified if the employee cannot complete job functions. If a rehab program is required, 
the Fire Chief can require progress reports from employee. Following work-related limited duty, 
an employee must notify his/her supervisor and Health Wellness and Safety Officer if he/she 
has restrictions on return to work. The employee must also notify the battalion chief and deputy 
chief of restrictions.  
Required employee access: employees may access medical documents in their personnel files in 
the presence of HR staff. Employees have access to medical and psychological exam 
information, occupational injury information, and exposure information; employees may make 
copies of these records. Employees must be given a copy of the results from their department 
medical evaluation.  
 
31.7 Additional notes 
Authorizes broad use of electronic monitoring explicitly for health and safety purposes; these 
authorizations do not include data storage, access, or sharing provisions.  
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Appendix 3.1 Focus group discussion questions 

Current data practices 

 Data collection • What kinds of personal information do you provide to the 
department right now? [personal identifiers, health information, 
injury reporting] 

• Are there things that you don’t want to share with management? 
What about the union? Why? 

• Do you collect your own information about things like injuries? 
[e.g. NFORS] 

 Data use • What is this information used for? [compliance, research, safety, 
workers comp, human resources] 

 Data sharing • Who do you think this information is shared with in the 
department? 

• What about outside of the department? [government, research, 
contractors] 
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Appendix 3.2 Focus group exit survey 

Participant number:  
 

1. What is your age? 
 

2. Do you identify as: 
a. Female 
b. Male 
c. Nonbinary/other 

 
3. Do you identify as (select all that apply): 

a. Asian 
b. Black 
c. White 
d. Hispanic or Latino/Latina 
e. Native American or Alaska Native 
f. Other 

 
4. Do you use a fitness tracker (e.g. a FitBit)? 

a. Yes 
b. No 

 
5. Do you use a smartwatch (e.g. an Apple watch)?  

a. Yes 
b. No 

 
6. Do you use social media platforms (e.g. Twitter, Facebook, or Instagram)? 

a. Yes 
b. No 
c. Not sure (please elaborate):  

 
7. Do you document your exposures using an app like NFORS or through your own 

recordkeeping? 
a. Yes – I use an app like NFORS 
b. Yes – I use my own recordkeeping system 
c. No 
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Appendix 3.3 Union leader interview questions 

Before we begin our discussion, I want to ask you a few demographic and background 
questions: 
 

1. What is your age? 
2. What is your gender? 
3. What is your race/ethnicity? 
4. What is your rank? 
5. How many years of experience do you have in the fire service? 
6. Do you use a fitness tracker (e.g. a FitBit)? 
7. Do you use a smartwatch (e.g. an Apple watch)?  
8. Do you use social media platforms (e.g. Twitter, Facebook, or Instagram)? 

 

Current data practices 

 Data collection • What types of workforce data does the union collect right now? 
(e.g. injury data) 

• Does the union encourage members to collect their own injury 
data? (e.g. NFORS) 

• Do you know what types of workforce data the department 
collects?  

• How much time or resources do you devote to mandatory 
reporting? What about voluntary data collection? 

• Are there any challenges in collecting or storing this data? 

• What kinds of software or technology do you use to manage this 
data? 

• Have you received any training or guidance on data privacy (e.g. 
what kind of data you can collect from staff, data storage and 
security)? 

 Data use • How does the union use this data? 

• How would you say the department currently uses safety-related 
data (e.g. injury data)? 

• What about other types of information? 

 Data sharing • Who is that data shared with in the union? The department? 
What about outside of the department?  

• Do you have partnerships with any professional societies or 
researchers? 
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Appendix 3.4 Department leader interview questions 

Before we begin our discussion, I want to ask you a few demographic and background 
questions: 
 

1. What is your age? 
2. What is your gender? 
3. What is your race/ethnicity? 
4. What is your rank? 
5. How many years of experience do you have in the fire service? 
6. Do you use a fitness tracker (e.g. a FitBit)? 
7. Do you use a smartwatch (e.g. an Apple watch)?  
8. Do you use social media platforms (e.g. Twitter, Facebook, or Instagram)? 

 

Current data practices 

 Data collection • What types of workforce data do you collect right now for 
reporting purposes or for a safety initiative? 

• How much time or resources do you devote to mandatory 
reporting? What about voluntary data collection? 

• Are there any challenges in collecting or storing this data? 

• What kinds of software or technology do you use to manage this 
data? 

• Have you received any training or guidance on data privacy (e.g. 
what kind of data you can collect from staff, data storage and 
security)? 

 Data use • How would you say the department currently uses safety-related 
data (e.g. injury data)? 

• What about other types of information? 

 Data sharing • Who is that data shared with in the department? What about 
outside of the department? Do you have partnerships with any 
professional societies or researchers? 
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Appendix 3.5 National leader interview questions 

Before we begin our discussion, I want to ask you a few demographic and background 
questions: 
 

1. What is your age? 
2. What is your gender? 
3. What is your race/ethnicity? 
4. What is your rank? 
5. How many years of experience do you have in the fire service? 
6. Do you use a fitness tracker (e.g. a FitBit)? 
7. Do you use a smartwatch (e.g. an Apple watch)?  
8. Do you use social media platforms (e.g. Twitter, Facebook, or Instagram)? 

 

Current data practices 

 Data collection • What types of safety or injury data do you collect right now? 

• How much time or resources do you devote to mandatory 
reporting? What about voluntary data collection? 

• Are there any challenges in collecting or storing this data? 

• Have you received any training or guidance on data privacy (e.g. 
what kind of data you can collect from firefighters or 
departments, data storage and security)? 

 Data use • How do you use this safety-related data (e.g. injury data)? 

• What about other types of information? 

 Data sharing • Who is that data shared with in your organization? What about 
outside of your organization (e.g. departments, other fire service 
organizations, government)?  

• Do you have partnerships with any professional societies or 
researchers? 
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Appendix 3.6 Codebook 

CODE DEFINITION 

Nature of data Placeholder - do not code 

exposure data 
Text describing data collection on exposure to toxins (e.g. CO2, smoke, 
PFAS). Apply for data collection, use, and sharing; will often be double 
coded. 

injury and fatality 
data 

Text describing data collection on injury or fatalities. Apply for data 
collection, use, and sharing; will often be double coded. 

physical 
health/medical data 

Text describing data collection on exercise, diet, biomarker, physicals, 
cancer, heart disease, sleep. Apply for data collection, use, and 
sharing; will often be double coded. 

mental/behavioral 
health data 

Text describing data collection on suicide, mental health 

underrepresented 
minority data 

Text describing data collected on specific groups (e.g. FF census, 
harassment/bullying, reproductive health) 

HR data 
Text describing data collection on personnel issues (e.g. recruitment, 
retention, performance). Apply for data collection, use, and sharing; 
will often be double coded. 

Data collection Placeholder - do not code 

current data 
collection 

Text describing current data collection practices 

data collection 
uncertainty 

Text capturing uncertainty about what kinds of data are currently or 
could be collected 

future data 
collection/data gaps 

Text describing preferences regarding future data collection and gaps 
in current data collection 

no data gaps Text describing little or no need for more data collection 

conditions for data 
collection 

Text describing conditions that should be in place for data collection 
(e.g. voluntary, consent) 

data collection 
challenges 

Text describing barriers to high quality data collection (administrative 
burden, data quality, costs, tech) 

self-tracking 
Text describing efforts to track one's own data (using NFORS or 
something else) 

risk calculus 
Text describing the role of risk in determining acceptable data 
collection (privacy/safety tradeoff) 

Data use Placeholder - do not code 

health and safety 
practices 

Text describing how data is being used or could be used to improve 
health and safety through training, new practices and procedures 

responding to calls Text describing using data to improve safety when on a call, IDLH  

facilitating benefits 
Text describing using data to help ensure access to workers comp, 
presumptive benefits 

policy development 
Text describing using data to inform policymaking, building codes, 
professional standards (e.g. NFPA) 
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research Text describing using data for research 

job repercussions 
Text capturing concerns that data will be used to limit job tasks or fire 
someone 

discrimination Text capturing concerns that data will be used to discriminate 

improving DEI 
Text describing the potential for data to enhance DEI efforts. Include 
text describing data as a tool to protect, improve diversity and equity 

improving 
recruitment, 
retention 

Text describing the potential for data to enhance recruitment, 
retention efforts 

commercial use Text capturing opposition to or limits on commercial use of data 

data linkages Text capturing discussion of data linkages (explicitly or implicitly) 

data use uncertainty 
Text describing uncertainty about how data is currently used or could 
be used 

data training 
Text describing data/privacy training respondent has received (or lack 
thereof) 

Data sharing Placeholder - do not code 

sharing concerns 
Text capturing concerns (personally or from others) about data 
sharing 

sharing support Text capturing support (personally or from others) for data sharing 

trust 
Text capturing the role of trust in willingness to share information 
within a department or with outside entities 

accessing your own 
data 

Text capturing the value of having access to your own data, for 
benefits, health, or any purpose. Can double code with "data use" 
codes like "facilitating benefits" if relevant 

aggregated data 
sharing 

Text describing views on sharing aggregated, deidentified data (e.g. 
research findings) 

data sensitivity 
Text describing the sensitivity of sharing certain types of data (e.g. 
mental health or behavioral health data) 

sharing within 
department 

Text describing views on sharing data within the department 
(identifiable and deidentified), including current data access within 
the department 

external 
sharing/collaboratio
n 

Text describing sharing data outside of the department (also include 
collaborations that are not explicitly data focused) 

no sharing concerns Text describing no preferences or concerns about data sharing 

data sharing 
uncertainty 

Text capturing uncertainty about how data is currently shared or how 
it could be shared 

Data perceptions Placeholder - do not code 

paradigm shift 
Text describing the need for a paradigm shift in the fire service 
towards valuing data 

tool for protecting 
our own 

Text reflecting the value of data to protect firefighters, support future 
generations 
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tool for funding 
Text describing the role of data in understanding financial impacts 
(e.g. of injury), advocating for funding 

empowering 
firefighters 

Text describing using data to empower firefighters to understand their 
health, make healthy sleep, exercise, diet decisions 

data liability 
Text describing the view that data creates liability (to secure data itself 
and responsibility for health issues) 

data utilization and 
access 

Text describing underutilization or how to best utilize data, or 
accessing existing data (e.g. only valuable if you use it, double edged 
sword revealing negative trends) 

data purpose 
Text describing the need to collect, use, share data with a specific 
purpose or intent in mind 

privacy 
preconceptions 

Text capturing previous consideration of privacy issues (or lack 
thereof) 

HIPAA 
Text referencing HIPAA as an example (include confusion about HIPAA. 
Double code with "data literacy" if misinterpreting HIPAA) 

importance of 
education 

Tech describing the importance of education on data and/or tech. Can 
apply both in general and in reference to new data collection 

Fire service Placeholder - do not code 

community 
relationship 

Text describing department-community relationships, including 
community-facing data, the department looking like the community. 
Does not need to include data 

union relationship 
Text describing union-management relationship, including tension 
with the union 

identity Text describing firefighting as an identity, fear of losing identity 

change is hard 
Text capturing change in the fire service, challenges of introducing 
changes 

generational divide Text describing generational divides in the fire service 

firefighter 
empowerment 

Text describing ways to empower firefighters or the importance of 
empowerment 

career v. volunteer Text describing differences between career and volunteer firefighters 

fire 
service/department 
culture  

Text capturing descriptions of how department culture affects data 
privacy practices or views 
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Appendix 4.1 Firefighter health and safety wearable technologies and associated data 

Type of device3,55,56 Example types of data 
collected3,55,56 

Example use case(s) 3,55,56 

Biometric sensors 
attached to PPE or 
individual firefighter 

• Heart rate 

• Blood pressure 

• Skin or core temperature 

• Motion 

• Respiratory rate 

• Used to evaluate firefighter 
capacity on incidents and 
inform rest cycles 

• Used to identify firefighters in 
distress on a fireground 

• Data analyzed after incidents 
to understand health, fitness 
trends 

Exposure sensors 
(e.g. dosimeter, 
particulate sensors) 
integrated into PPE 
or as handheld 
devices 

• Heat (environmental) 

• Chemicals 

• Fire smoke 

• Gases 

• Specific toxins (e.g. benzene, 
carbon monoxide, 
formaldehyde, hydrogen 
chloride, sulfur dioxide) 

• Used in structure fire to 
anticipate flashover 
conditions, alert firefighters 
to evacuate before flashover 
occurs 

• Data analyzed after incidents 
to evaluate exposure limits, 
staffing, and rest cycles 

Location tracker (e.g. 
GPS or RFID) 
attached to PPE or 
individual firefighter 

• Location data • Used on fireground by 
incident commander and 
rapid intervention team to 
locate a firefighter who is 
injured or trapped in a 
structure fire 
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Appendix 4.2 Focus group discussion questions 

There is lots of interest in using new technologies like a wearable device to help improve health 
and safety. This could involve asking firefighters to wear a device to collect biometric 
information or location data. This information could be used while on a call, to conduct 
research, improve health and safety practices, and inform firefighters about their health. I want 
to ask about your views on wearables in a few different scenarios.  
 
Scenario 1: Safety biometrics 
Let’s talk about a scenario. In this one, let’s imagine that the department is implementing a new 
biometric vest to be worn responding to calls. Wearing the vest will be mandatory as part of 
your PPE. It will collect data on your heart rate, blood pressure, temperature, blood oxygen 
levels, and location. The data will be used in real time during calls. For instance, an incident 
commander will have access to the data and can use it to make decisions on calls. It will also be 
used to inform the department’s health and safety tracking, prevention, and training. The 
individual data will be shared with leaders who are managing calls, and will be shared with 
department leaders responsible for health and safety. It will be shared in an aggregated, de-
identified way with overall department leadership. You would have access to your individual 
data. 

• Would you be in favor of this or not in favor? Why/why not? 

• Do you have any concerns? Probe: data privacy, sharing 

• Would you want access to your own data? How would you use it?  

• How would you feel about sharing your data with leaders in the department?  

• How would you feel about sharing your data with researchers? 

• How would you feel about sharing your data with government officials (e.g. USFA)? 

• What if participation was voluntary? 
 
Scenario 2: Exposures 
Let’s imagine a different scenario. In this one, let’s imagine that the department is 
implementing new PPE that includes wearable sensor devices on the outside of your gear. 
Wearing the sensors will be mandatory as part of your PPE when responding to calls. It will 
collect data on your exposure to things like CO2 and carbon monoxide, particulates, and other 
toxins. It will also track external temperature and your location. The data will be used in real 
time during calls. For instance, an incident commander will have access to the data and can use 
it to make decisions on calls. It will also be used to inform the department’s health and safety 
tracking, prevention, and training. The individual data will be shared with leaders who are 
managing calls, and will be shared with department leaders responsible for health and safety. It 
will be shared in an aggregated, de-identified way with overall department leadership. You 
would have access to your individual data. 

• Would you be in favor of this or not in favor? Why/why not? 

• Do you have any concerns? Probe: data privacy, sharing 

• Would you want access to your own data? How would you use it?  

• How would you feel about sharing your data with leaders in the department?  
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• How would you feel about sharing your data with researchers? 

• How would you feel about sharing your data with government officials (e.g. USFA)? 

• What if participation was voluntary? 
 

Scenario 3: Wellness biometrics 
To start, let’s imagine that the department is starting a new health and wellness program. They 
will offer all firefighters a wearable device to track health metrics. The device would be similar 
to an Apple watch and would collect information about your: heart rate, blood oxygen levels, 
movement, noise exposures, falls, and sleep. Participation would be voluntary. You would have 
access to all of your data. You could opt into sharing your data with health and safety staff. 
Department leadership and researchers would have access to de-identified, aggregated data.  

• Would you want to participate? Why/why not? 

• If you participated, how would you use the information from the watch? 

• Do you have any concerns? Probe: data privacy, sharing 

• How would you feel about sharing your data with leaders in the department?  

• How would you feel about sharing your data with researchers? 

• How would you feel about sharing your data with government officials (e.g. USFA)? 
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Appendix 4.3 Focus group exit survey 

Participant number:  
 

1. What is your age? 
 

2. Do you identify as: 
a. Female 
b. Male 
c. Nonbinary/other 

 
3. Do you identify as (select all that apply): 

a. Asian 
b. Black 
c. White 
d. Hispanic or Latino/Latina 
e. Native American or Alaska Native 
f. Other 

 
4. Do you use a fitness tracker (e.g. a FitBit)? 

a. Yes 
b. No 

 
5. Do you use a smartwatch (e.g. an Apple watch)?  

a. Yes 
b. No 

 
6. Do you use social media platforms (e.g. Twitter, Facebook, or Instagram)? 

a. Yes 
b. No 
c. Not sure (please elaborate):  

 
7. Do you document your exposures using an app like NFORS or through your own 

recordkeeping? 
a. Yes – I use an app like NFORS 
b. Yes – I use my own recordkeeping system 
c. No 
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Appendix 4.4 Union leader interview questions 

Before we begin our discussion, I want to ask you a few demographic and background 
questions: 
 

1. What is your age? 
2. What is your gender? 
3. What is your race/ethnicity? 
4. What is your rank? 
5. How many years of experience do you have in the fire service? 
6. Do you use a fitness tracker (e.g. a FitBit)? 
7. Do you use a smartwatch (e.g. an Apple watch)?  
8. Do you use social media platforms (e.g. Twitter, Facebook, or Instagram)? 

 

Data and privacy preferences 

 Data collection • Are there types of information you would like to have but don’t 
currently have access to? 

• Are there types of information that you don’t think the 
department should have access to? 

• How would you feel about using technology like a wearable 
device to help collect and store safety-related data? Do you 
anticipate any challenges? [acceptance, privacy, logistical] 

 Data use • What would you use that data for? [research partnerships, 
recruitment, reporting] 

 Data sharing • Would you want to share this information with entities outside 
of the union? [department, researchers, the government, 
contractors, tech companies] 
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Appendix 4.5 Department leader interview questions 

Before we begin our discussion, I want to ask you a few demographic and background 
questions: 
 

1. What is your age? 
2. What is your gender? 
3. What is your race/ethnicity? 
4. What is your rank? 
5. How many years of experience do you have in the fire service? 
6. Do you use a fitness tracker (e.g. a FitBit)? 
7. Do you use a smartwatch (e.g. an Apple watch)?  
8. Do you use social media platforms (e.g. Twitter, Facebook, or Instagram)? 

 

Data and privacy preferences 

 Data collection • Are there types of information you would like to have but don’t 
currently have access to? 

• What types of information might help improve your safety 
programs or reduce injuries? 

• How would you feel about using technology like a wearable 
device to help collect and store this data? Do you anticipate any 
challenges? [acceptance, privacy, logistical] 

 Data use • What would you use that data for? [research partnerships, 
recruitment, reporting] 

 Data sharing • Who do you think it would be helpful to share this information 
with? [researchers, the government, contractors, tech 
companies] 
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Appendix 4.6 National leader interview questions 

Before we begin our discussion, I want to ask you a few demographic and background 
questions: 
 

1. What is your age? 
2. What is your gender? 
3. What is your race/ethnicity? 
4. What is your rank? (if applicable) 
5. How many years of experience do you have in the fire service? (if applicable) 
6. Do you use a fitness tracker (e.g. a FitBit)? 
7. Do you use a smartwatch (e.g. an Apple watch)?  
8. Do you use social media platforms (e.g. Twitter, Facebook, or Instagram)? 

 

Data and privacy preferences 

 Data collection • Are there types of information you would like to have but don’t 
currently have access to? 

• What types of information might be most helpful for improving 
safety? 

• How would you feel about using technology like a wearable 
device to help collect and store this data? Do you anticipate any 
challenges? [acceptance, privacy, logistical] 

 Data use • What would you use that data for? [research partnerships, 
reporting] 

 Data sharing • Who do you think it would be helpful to share this information 
with? [firefighters, departments, researchers, the government, 
contractors, tech companies] 
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Appendix 4.7 Codebook 

CODE DEFINITION 

Nature of data Placeholder - do not code 

exposure data Text describing data collection on exposure to toxins (e.g. CO2, smoke, 
PFAS). Apply for data collection, use, and sharing; will often be double 
coded. 

injury and fatality 
data 

Text describing data collection on injury or fatalities. Apply for data 
collection, use, and sharing; will often be double coded. 

physical 
health/medical 
data 

Text describing data collection on exercise, diet, biomarker, physicals, 
cancer, heart disease, sleep. Apply for data collection, use, and sharing; 
will often be double coded. 

mental/behavioral 
health data 

Text describing data collection on suicide, mental health 

underrepresented 
minority data 

Text describing data collected on specific groups (e.g. FF census, 
harassment/bullying, reproductive health) 

HR data Text describing data collection on personnel issues (e.g. recruitment, 
retention, performance). Apply for data collection, use, and sharing; will 
often be double coded. 

Wearables Placeholder - do not code.  

supportive - health 
and safety 

Text describing support (personally or from others) for wearables for 
health and safety purposes (and reasons why) 

supportive - 
responding to calls 

Text describing support (personally or from others) for wearables used 
while responding to calls (e.g. for incident commander, IDLH) 

DEI benefits Text describing potential DEI-related benefits of wearable tech (e.g. 
understanding health risks) 

automated data 
collection 

Text describing the benefits or drawbacks of automated data collection 
(e.g. data quality, real time data) 

concerned - job 
repercussions 

Text capturing concerns about wearable data negatively impacting job 
status  

concerned - 
logistics, cost, 
access 

Text capturing concerns about the logistical challenges associated with 
wearable tech (e.g. costs, maintaining equipment, access, security) 

strategies for buy 
in 

Text describing strategies for increasing support for wearable tech, 
including tech novelty 

Data perceptions Placeholder - do not code 

paradigm shift Text describing the need for a paradigm shift in the fire service towards 
valuing data 

tool for protecting 
our own 

Text reflecting the value of data to protect firefighters, support future 
generations 

tool for funding Text describing the role of data in understanding financial impacts (e.g. 
of injury), advocating for funding 
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empowering 
firefighters 

Text describing using data to empower firefighters to understand their 
health, make healthy sleep, exercise, diet decisions 

data liability Text describing the view that data creates liability (to secure data itself 
and responsibility for health issues) 

data utilization and 
access 

Text describing underutilization or how to best utilize data, or accessing 
existing data (e.g. only valuable if you use it, double edged sword 
revealing negative trends) 

data purpose Text describing the need to collect, use, share data with a specific 
purpose or intent in mind 

privacy 
preconceptions 

Text capturing previous consideration of privacy issues (or lack thereof) 

HIPAA Text referencing HIPAA as an example (include confusion about HIPAA. 
Double code with "data literacy" if misinterpreting HIPAA) 

importance of 
education 

Tech describing the importance of education on data and/or tech. Can 
apply both in general and in reference to new data collection 

Fire service Placeholder - do not code 

community 
relationship 

Text describing department-community relationships, including 
community-facing data, the department looking like the community. 
Does not need to include data 

union relationship Text describing union-management relationship, including tension with 
the union 

identity Text describing firefighting as an identity, fear of losing identity 

change is hard Text capturing change in the fire service, challenges of introducing 
changes 

generational divide Text describing generational divides in the fire service 

firefighter 
empowerment 

Text describing ways to empower firefighters or the importance of 
empowerment 

career v. volunteer Text describing differences between career and volunteer firefighters 

fire 
service/departmen
t culture  

Text capturing descriptions of how department culture affects data 
privacy practices or views 
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