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Abstract

In this dissertation, we study statistical learning, formulated as stochastic optimization
problems, under modern constraints motivated by data privacy considerations. The
goal is to understand the statistical and computational complexity in algorithm design

for fundamental classes of problems.

The first part concerns differential privacy, which, in recent years, has emerged
as the de-facto standard for privacy-preserving data analysis. We study design of
differentially private algorithms for (a). supervised learning of linear predictors with
convex losses, also known as convex generalized linear models, and (b). non-convex
optimization, where the goal is to approximate stationary points of the risk function.
Our derived guarantees for the proposed algorithms are, as of yet, the best-known,

and in most cases, are shown to be nearly optimal, in the worst case.

The second part concerns the problem of machine unlearning. The goal here is
to efficiently update a trained model under requests to unlearn a data point in the
training dataset. We delve into the problem for widely-studied classes of convex losses:
smooth/non-smooth settings and generalized linear models. We propose learning and
corresponding unlearning algorithms, which are (non-trivially) accurate and efficient.
Further, we extend our techniques, to unlearn general structured iterative procedures,

and a streaming setting, where the unlearning requests arrive sequentially.
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Chapter 1

Introduction

Over the past decade, machine learning has witnessed remarkable advancements,
sparking a revolution across diverse domains like computer vision [RPG*21], language
and speech processing [Ope23, RKX23], game-play [SHM"16] and biochemistry
[JEP*21]. This success stems from both conceptual and algorithmic breakthroughs,
as well as the unprecedented access to substantial computational resources and vast
datasets. However, the progress and widespread adoption has not come without its
share of contemporary challenges. An important desideratum in modern applications,

which is the focus of this dissertation, is data privacy.

With data-driven analysis and services becoming ubiquitous, there is a growing
push for broader awareness of data privacy and ownership. Often, the data contains
sensitive personal information, and its use poses considerable risks. A pertinent
example is the prevalent use of large language models, and how raw personal data
can be retrieved from these [CTW'21, NCH"23]. These concerns have driven the
development of rigorous approaches to safeguard data privacy. Further, these efforts,
in part, have led to regulatory bodies enacting laws, such as the European Union’s

General Data Protection Regulation (GDPR), to uphold these standards.

In this dissertation, we focus on the following two problems, broadly-outlined,

motivated by data privacy considerations. We study these problems under the unified



and ubiquitous framework of stochastic (convex) optimization.

Differentially Private Machine Learning. Differential privacy (DP), introduced
in [DMNSO06], has emerged as the gold standard for privacy protection in data analysis.
It ensures the confidentiality of an individual’s sensitive information in released models
or statistics derived from data analysis, while concurrently allowing for the extraction
of statistical insights about the broader population. Differential privacy has been
widely adopted, notably by the U.S. Census Bureau [Abol8], and companies like

Google and Apple in their products [XZA 23, Incl7].

The constraint of differential privacy often leads to a degradation in wtility, both
in theory and practice. The goal, thus, is to understand the complexities and devise
algorithms which provide the best possible utility. We study two problems in differen-
tially private machine learning: (a). learning convex generalized linear models, and
(b). approximating stationary points in non-convex optimization. These foundational
problems have been the subject of numerous prior works, yet significant gaps in our
knowledge still remain. We bridge these gaps by proposing algorithms with improved

guarantees and establishing fundamental limits on what is achievable.

Machine Unlearning. The problem of machine unlearning concerns with updating
trained machine learning models to comply with requests to unlearn/forget/delete
an individual’s data from the training dataset. This problem has recently gained
attention owing to various data privacy laws such as Furopean Union’s General Data
Protection Regulation (GDPR) and California Consumer Act (CCA), which empower
users to make such requests to the entity possessing user data (see Right to be forgotten,
[Wik21]). The entity is then required to update the state of the system such that

(ideally) all information pertaining to the user data has been removed.

The goal here is to formalize what it means to unlearn, and develop meaningful



and efficient approaches towards achieving it. In our work, we consider the most
strict unlearning criterion, called ezxact unlearning. We show that in various settings
of stochastic convex optimization (and even beyond), we can design learning and
a corresponding exact unlearning algorithm which are non-trivially accurate and

efficient, in comparison to the standard benchmark of recomputation.

1.1 Organization

We give a brief outline and summary of the contributions presented in this dissertation
below. In the subsequent Section 1.2, we setup the problem formally and introduce

preliminaries, which allows us to expand on our contributions in Section 1.3.

1. In Chapter 2, we consider the problem of learning Generalized Linear Models
(GLM) under differential privacy. GLMs form a large and fundamental class of
supervised learning problems which includes linear and logistic regression and
support vector machines. We study two classes of convex GLMS, (a). Lipschitz
GLM (such as hinge loss in support vector machines) and (b). non-negative and
smooth GLM (such as squared loss in linear regression), and propose efficient
differentially private algorithms which we achieve near-optimal rates on the
excess population risk. This chapter is based on [ABGT22], published in the

proceedings of Neural Information Processing Systems (NeurIPS), 2022.

2. In Chapter 3, we consider the problem of differentially private non-convex
optimization, where the goal is to find an approximate stationary point of
the empirical risk or population risk. For both these criteria, we propose DP
algorithms which achieve improved rates over existing works. Further, we give a
lower bound demonstrating that in some regimes of problem parameters, our
upper bounds are tight. Finally, motivated by the (in-general) gap between our

upper and lower bound, we study the problem under the additional assumption



of convexity, and establish the optimal rate. This chapter is based on [ABG*23],
published in the proceedings of International Conference on Machine Learning

(ICML), 2023.

3. In Chapter 4, we study the problem of machine unlearning in Stochastic Convex
Optimization (SCO). We formalize the notion of ezact unlearning, which, roughly
speaking, requires the updated model to be perfectly indistinguishable from
retraining. We identify a notion of algorithmic stability called Total Variation
(TV) Stability, and show how it can be useful for designing exact unlearning
algorithms. For smooth convex losses, we propose a TV stable learning and
a corresponding (exact) unlearning algorithm, which are accurate and more
efficient than retraining. This chapter is based on [UMR™21], published in the

proceedings of Conference on Learning Theory (COLT), 2021.

4. In Chapter 5, we further explore the problem of machine unlearning building on
the afore-mentioned framework of Total Variation stability. We propose efficient
unlearning algorithms for general structured learning algorithms. Specifically,
we consider algorithms which perform, what we call, adaptive query release,
from structured query classes on the dataset. This includes iterative procedures
such as those in optimization and beyond. This yields unlearning algorithms
for (smooth) SCO and GLMs. As an example, we obtain the first sub-linear
time unlearning algorithm for logistic regression while achieving the optimal rate.
This chapter is based on [UA23], published in the proceedings of International
Conference on Machine Learning (ICML), 2023.

1.2 Problem Setup and Preliminaries

In this section, we formally setup the problem and introduce the preliminaries and no-

tation, used in the rest of the dissertation. We present basic primitives in optimization



and differential privacy, and survey the most related works.

Notation and terminology. We wuse the standard Big-O notations,
0(-),Q(:),0(-),w(-) and O(-). Further, we use O(-) (and similarly others), to
suppress poly-logarithmic factors of parameters. Claims of optimality of any quantity,
are made in the sense of asymptotic order optimality, with the asymptotic parameter
being the number of samples n — oo, unless otherwise specified. Further, we routinely
deal with distance and divergence between probability distributions. We sometimes
abuse notation and write distance and divergence between random variables - these

should be interpreted as using the laws of the corresponding random variables.

In Table 1-I, we provide the notation and their description, used in this dissertation.

1.2.1 Machine Learning as Stochastic Optimization

Statistical machine learning tasks can often be posed as stochastic optimization
problems. Let Z denote a data space and W C R? denote the set of parameters.
We will often consider a constrained setting wherein we assume that the set W is
closed, convex and bounded, with diameter D = sup,, ey [|w — w'|| < co. Here and
everywhere else, the norm, |||, is the Euclidean norm, unless otherwise stated. Let
(W x Z — R denote a loss function. Consider a probability distribution D over

Z. The population risk of w with respect to D, is defined as,
L(w; D) = E, p[l(w; 2)].

The goal is to design a procedure A : Z” — VWV which given n independently and
identically distributed (i.i.d.) samples from D as input, called the training set,
S ={z,2,...,2n}, the (expected) population risk of its output is small. Formally,

we want to control the following, expected excess population risk quantity,

Es-pr4 |L(A(S); D) — min L(w; D)



The expectation above is with respect to the randomness in training data S as well
as in the algorithm A. Often, it is desirable to control the above quantity in high-
probability, but in this dissertation, we will mostly limit to a control in expectation.
We expect the excess population risk to go to zero as number of samples n — oo,
which is why we will often refer to bounds on the quantity as rate. Finally, we want
such a guarantee without imposing any structural constraints on the distribution D,

which is often referred to as the distribution-free setting.

1.2.1.1 Empirical Risk Minimization (ERM)

A canonical approach to the stochastic optimization problem is Empirical Risk Mini-

mization. Given a dataset S = {21, 29,...,2,}, the empirical risk is defined as,

~ 1™
L(w; S) = => l(w; z).
nis
The empirical risk minimization rule is defined as,

@ € argmin L(w; ).
wew

Further, any minimizer above is called an empirical risk minimizer. We will overload
the abbreviation ERM to refer to both the problem and the minimizer, however it

should be clear from context what we refer to.

Even though ERM is motivated as an approach to solve the stochastic optimization
problem, we do not impose any distributional constraints on the training set S. This
serves two purposes: (a). it makes the ERM problem reducible from distribution-free
stochastic optimization, which is useful in deducing lower bounds, and (b). it allows
the results to apply to general finite-sum optimization problems, which need not arise

from a machine learning context.

As in the previous section, we are interested in designing a procedure A with small

(expected) excess empirical risk, defined as,

E4 [L(A(S);S) _ﬁiy%i(ms) .



We note that since the above is a deterministic problem, it is non-trivial only
under computational constraints and/or additional restrictions on the procedure A,

which prevents exact minimization.
1.2.1.2 Information-based Complexity

We are interested in understanding the statistical and computational aspects in solving
the afore-mentioned problem. These are studied in an information-based complexity
framework, which limits knowledge of the underlying population risk function to certain
class of queries [NY83]. These complexities are framed in a minimaz sense, which
correspond to guarantees of the best procedure (min), for the worst instance (max).
For a rigorous treatment, we refer the reader to standard optimization textbooks, such
as [NY83] and [N*18].

Statistical (or sample) complexity refers to the number of samples n, needed to
get an expected excess population risk of at most . That is, for every query, we are
given the full description of the map w +— ¢(wj; z) for an independent z sampled from
D. Note that sample complexity for a target o, and a rate on excess population risk,
in terms of a given number of samples n, provide the same information, and we will

use them interchangeably.

Computational complexity stems from access to descriptions of only local approxi-
mations to the underlying function. Formally, in the p-th order model, for a query
(w, z) for z € S, we are provided ({(w; 2), Vl(w; 2), ... VPl(w; z)), where the gradient
and higher-order derivatives are with respect to the argument w. We sometimes
operate in the constrained setting over an abstract convex set W. To describe the
computation in interacting with the set YW, we consider a projection oracle, which

given a u € R?, outputs the point closest to it in W, i.e. v = argmin, gy [|u — v]|>.

A procedure is an adaptive querying protocol, which, with small number of queries,

seeks to find a w with small expected excess population (or empirical) risk. In this



dissertation, we limit to the first-order model, where for a query (w, z), we are
provided (¢(w;z), Vl(w;z)). Further, we treat the projection and gradient costs as
identical, conflating both into one. We refer to this as gradient complexity, or

simply runtime.
1.2.1.3 Regularity Assumptions of Lipschitzness and Smoothness

In order to make the problem non-trivial, we need to impose some regularity constraints

on the loss function. We define two such properties.

Definition 1 (G-Lipschitzness). A function f : U — R is G-Lipschitz, if for all

u,u' €U, we have,
|f(u) = f)] <G llu—].

If the function f is differentiable at all points in its domain, the above is equivalent

to assuming that |V f(u)|| < G for all u € Y. We now define smoothness.

Definition 2 (H-Smoothness). A differentiable function f:U — R is H-smooth, if

for all u,v’ € U, we have,
IVf(u) = V@) < H [Ju—].

We say that a loss function ¢ is Lipschitz and/or smooth, if the map w — ¢(w; z)

is Lipschitz and/or smooth for all z € Z.

Under the above assumptions, the optimal rate on the expected excess population
risk is (2 (@) [LGOT23|. Further this is achievable, upto poly-log factors, by ERM.
However, the two downsides to this result are (a). an explicit dimension dependence
in the rate, and (b). the required gradient complexity is necessarily exponential in the

dimension.



1.2.1.4 Stochastic Convex Optimization (SCO)

The setting of stochastic convex optimization addresses both the above limitations.

We first define convex functions.

Definition 3 (Convexity). A function f:U — R is convex, if for all u,u’ € U and

all A € [0, 1],

fu+ (L= XNu') < Af(u) + (1= A) f(d).

In SCO, we assume that the loss function w — ((w; z) is convex for all z € Z.
Under the additional assumption of G-Lipschitzness, the seminal work of [NY83]
showed that the optimal expected excess population risk is © (GTQ) This is achieved
by the one-pass Stochastic Gradient Descent (SGD) procedure with optimal gradient
complexity of n. This remarkable result shows that (a). it is possible to get a
non-trivial rate in all dimensions d, and (b). there is no separation of sample and
gradient complexity, in this setting. Further, the additional assumption of (any level

of) smoothness does not change the optimal rate or runtime.

Strong convexity. A stricter assumption is that of strong convexity, defined below.

Definition 4 (p-strongly convexity). A function f:U — R is p-strongly convex if
for all u,u’ and X € [0, 1],

ML= Npeflu—u'|]*
5 .

fu+ (1= u) < Af(u) + (1= A)f(u) =

We note that a function can be both pu-strongly convex and G-Lipschitz, only
over a set of diameter at most % Under the p-strong convexity and G-Lipschitzness
assumptions on the loss function w — ¢(w; z), [AWBRO09] showed that the optimal
expected excess population risk is © (f—j) For constant G and p, this improves over
the prior rate quadratically. Further, as before, this is achievable by the one-pass SGD

procedure with a gradient complexity of n.
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The final setting we discuss is that of convex, smooth, and bounded range loss
functions. Formally, Lo-bounded range is defined by sup, £(0; z) — min,, £(w; z) < L.
Via a simple translation argument, it is similar to assuming non-negativity and that
sup, £(0; z) < Ly — we will hence call this the convex, non-negative and smooth setting.
In this case, the optimal expected excess population risk is © (@), which is yet

again achieved by the one-pass SGD procedure [SST10, Shal5].

Non-Euclidean Settings. The theory of convex optimization can be generalized to
(a large class of) abstract Banach spaces [NY83], which we discuss briefly. Herein, we
assume that the the loss function is Lipschitz with respect to a primal norm ||-||, which
is not necessarily the Euclidean norm, and diameter of the constraint set is bounded
in its dual norm, ||-||,*. A particularly important case is the £,/¢, setup, wherein loss
function is Gy-Lipschitz with respect to £,-norm, and diameter of the constraint set is

bounded in ¢, norm by D,, with % + % = 1 being Hélder conjugates, and 1 < p < oo.

. . GpDy . (dl/2=1/p
In this case, the optimal rates are © <(p_1)n> and © (Gqu min (d NG nll/p» for
p € (1,2) and p > 2 respectively [NY83, AWBR09]. This is achievable by the best of
one-pass SGD and its non-Euclidean generalization, called the (Stochastic) Mirror

Descent method.
1.2.1.5 Generalized Linear Model (GLM)

Generalized Linear Models are loss functions popularly encountered in supervised
learning settings. They correspond to learning linear predictors (described by w) with
real-valued losses. Formally, the data space Z = X x ), where X C R? is the set of

features and )Y C R is the set of labels or responses. A GLM is a loss function of the

!'The Dual space, V*, of a vector space V over R is the vector space of all continuous linear
functionals from V to R. For a normed vector space, (V, ||-||), the Dual norm on V* is defined as,

[£1l. = sup{[f ()|, v €V, [Jo] < 1}.

10



following form,

U(w; (2,9)) = ¢y((w, 1)),

where ¢, : R — R is some link function.

Examples of GLMs are abound in machine learning. We give a few below.

Example 1. A: Squared loss in Linear Regression,
U(w; (2,9)) = (y — (w,z))*.
B: Hinge loss in Support Vector Machines (SVM),
l(w; (z,y)) =max (0,1 —y (w,x)).
C': Logistic loss in Logistic Regression,
{(w; (x,y)) = log (1 4 exp (—y (w, 7))
D: A single hidden neuron neural network with squared loss,

Uw; (2,y)) = (y — tanh((w, 2)))*.

Convexity, Lispchitzness and Smoothness. We say a GLM loss function / is

G-Lipschitz, if the map ¢, : R — R is G-Lipschitz for all y € ). Similarly, we say

it is H-smooth, if the map ¢, : R — R is H-smooth for all y € Y. In the above,

Example 1.B and 1.C, are Lipschitz, convex GLMs, Example 1.A and 1.C are smooth,

convex GLMs, and Example 1.D is a smooth (non-convex) GLM.

We use || X|| and ||Y|| to denote the boundedness parameters on x and ¢,(0) i.e.

|z|| < ||X]| and |¢,(0)] < ||[Y||*>. The later, in popular instances (such as linear

regression ), corresponds to a bound on responses y. Further, under the non-negativity

assumption on the loss function, ||V||? is simply the bounded range parameter L.
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For Lipschitz, convex GLMs, the optimal expected excess population risk is © (ﬁ),
same as that for the more general class of Lipschitz, convex losses. This follows since
the loss function in the hard instance, is a GLM [NY83]. As before, this is achieved by
one-pass SGD with a gradient complexity of n. However, interestingly, even without
convexity, Lipschitz GLMs (still) exhibit a dimension-independent rate of © (ﬁ), in

contrast to the rate of © (\/g) for general Lipschitz functions.

1.2.1.6 Non-convex Optimization

While the structure of convexity enables existence of efficient procedures, it arguably
limits modelling. This is best exemplified by the success of deep learning in applications
such as computer vision and language processing [RPG™21, Ope23] where the loss

functions used are highly non-convexr with respect to the neural network parameters.

The theory of (efficient) non-convex optimization can be broadly categorized
into two: those involving (a). relaxed, yet useful, sub-optimality criterion, such
as approximating stationary points, and (b). structured non-convexity, such as
the Polyak-fojasiewicz (PL) condition [Pol63], which despite non-convexity, admits
efficient procedures guaranteeing global optimality. We limit to the former in this

dissertation.

For a distribution D, an a-population stationary point is a w such that
|VL(w; D)|| < . Similarly, for a dataset S, an a-empirical stationary point is a
w such that HVE(w; S)H < a. In the following, we will refer to the above criteria as

population stationarity and empirical stationarity respectively.

We operate in the unconstrained setting and limit to smooth and Lipschitz loss
functions which additionally satisfy bounded range, which we recall, means that
0(0; z) — miny, l(w; z) < Lo for all z € Z.

Unlike the convex case, the (current) landscape of non-convex optimization is

more complex. The sample complexity of approximating stationary points is a major

12



open problem, with the state, as of yet, as follows. The work of [ACD"19] showed
that, in high-enough dimensions, with n gradient queries, the optimal population
(and empirical) stationarity is © (n_l/ 3). This is achieved by the Stochastic Path-
Integrated Differential Estimator (SPIDER) [FLLZ18| procedure. Besides this, via a
standard argument based on uniform convergence, it is possible to derive a population
stationarity of O (@), which is better than the rate of SPIDER in low dimensions.
With regard to lower bounds, the work of [FSS18] show a lower bound of (%) for
smooth (but non-Lipschitz) functions with d > n. Our work [ABG'22], presented in

Chapter 3, extends this lower bound to smooth and Lipschitz functions for all d € N.

Finding stationary points in convex settings. While the stationary point
criterion is often motivated as a tractable proxy for non-convex optimization, it has
also been studied under convexity. The reasons are two-fold: (a). this often serves as
an easier test-bed to settle the gaps in non-convex setting, and (). there exists convex
problems where the goal can be framed as finding stationary points, for instance, dual

formulations of linearly constrained convex programs [Nes12].

The work of [FFSST19] studied this problem and established the optimal rate on
population stationary and its gradient complexity. The optimal rate is shown to be
) (%) and achieving it necessarily requires Q (max (n, @)) gradient queries (in
high enough dimensions). This result, interestingly, establishes a separation of sample

and gradient complexity, unlike what happens in stochastic convex optimization (under

the excess risk criterion).

1.2.2 Uniform Convergence, Stability and Generalization

The analysis of a machine learning procedure often involves investigating its general-

ization gap, which is the difference between its population and empirical risk,
Es [L(A(S); D) = L(A(S): 5)]

13



A bound on the generalization gap is useful since it readily gives excess population

risk bounds provided that the procedure (approximately) minimizes the empirical risk.

Uniform Convergence. A canonical approach towards it is that of uniform
convergence. This amounts to controlling the above deviation between the population
and empirical risk, uniformly over an a-priori fixed set in which the algorithm is con-
strained, or likely, to output. In the following, we define Rademacher Complexity

and discuss how it relates to uniform convergence.

Definition 5 (Rademacher Complexity). Let n € N. Given a class of functions
F C RZ, the (worst-case) Rademacher Complexity of F, with respect to n samples, is
defined as,

R, (F) = sup By, [Sup 1y, f(zi)l |

Sezn fern ;3

where o; € {—1,1} are i.i.d. Rademacher random variables i.e. Plo; = 1] = 0.5.

A key result in learning theory is that Rademacher Complexity characterizes

uniform convergence.

Theorem 1 (Theorem 2.1 in [BMR21]). Let b > 0. Given sets Z and W, consider

the function class Ly = {w = L(w; 2), w € W 1 SUpepy ez L(w; 2) < b}, then

2 2n wew 7

For the class of G-Lipschitz, constrained (potentially non-convex) GLMs, the
Rademacher complexity is © (%) [KSTO08]. This leads to obtaining the optimal
rate via ERM. Unfortunately, for general stochastic convex optimization, the uniform
convergence rate is necessarily dimension-dependent, Q (GD (% + ﬁ)) [Fel16]. This
is in sharp contrast to the dimension-independent upper bound of O (%), achieved

by the one-pass SGD procedure [NY83]. This discrepancy, in part, has motivated

alternative approaches to study generalization.
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Stability. A prominent and more algorithm-dependent approach to generalization

is that of algorithmic stability. We define a few important notions below.

Given a dataset S of n items and a data point 2 € Z, let S® denote that dataset

where the i-th item is replaced by 2’.

Definition 6 (Average Stability). A procedure A : Z™ — W is a-on-average stable if

for all datasets S and S’, differing in at most one data point, we have that

LA 2) — (A 2)] < a

S~D" 2/ ~D,z~D i~ Unif([n])

Definition 7 (Uniform Stability). A procedure A : Z™ — W is a-uniformly stable if
for all datasets S and S’, differing in at most one data point, for all z € Z, we have

that B4 |[0(A(S); 2) — L(A(S"); 2)| < a.

Definition 8 (Uniform Argument Stability). A procedure A : Z™ — W is a-uniformly

argument stable if for all datasets S and S’, differing in at most one data point, for

all z € Z, we have that E4 || A(S) — A(S)| < a.

Note that for Lipschitz losses, uniform argument stability implies uniform stability,
which further, in general, implies average stability. A seminal result of [BE02] shows

that generalization gap is equal to average stability.

Theorem 2 ([BE02]). For any procedure A : Z™ — W, we have that

Eswpna [L(A(S): D) = L(A(S); 9)]

= E [L(A(S); 2) = €(A(SD); 2)]

N S~D" 2/ ~D,z~D,i~ Unif([n]),A

The expectations above include the potential randomness in A. Further, the random
variables A(S) and A(S’) need not involve independent sample of the randomness in

A, but can be arbitrarily coupled.
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Stability in Convex Optimization. The seminal work of [BE02] showed that
ERM for p-strongly convex and G-Lipschitz losses satisfies O (N%)—uniform argument
stability. This implies that ERM achieves the optimal rate of © (%) Further,
the argument can be extended to (general) convex, Lipschitz losses by a standard
reqularization based reduction. Specifically, the reqularized ERM procedure adds a
small regularization penalty function % |w||? to the empirical risk, and applies ERM.

For an appropriately chosen )\, this achieves the optimal rate of © (G—\/Ig)

The work of [HRS16] extended the stability theory to gradient descent based
procedures. They showed that (various variants of) gradient descent, run on smooth
Lipschitz, (strongly) convex losses, satisfies uniform argument stability, and conse-
quently achieves the optimal rates. This was subsequently extended to non-smooth,

Lipschitz, (strongly) convex losses by [BFGT20].

An interesting case is that of convex, smooth and non-negative losses, where
uniform argument stability (for regularized ERM and gradient descent) necessarily
achieve a worse rate of € (%ﬁo%) However, for regularized ERM, [SST10]

showed that an average stability based analysis suffices to show that it achieves the

optimal rate of © (7”{\/%@)

We give a similar average stability result for gradient descent in Chapter 2, which

we detail in Section 1.3.4.

1.2.3 Differential Privacy (DP)
We start with the definition of differential privacy.

Definition 9 ((¢,0)-Differential Privacy). A procedure A satisfies (¢€,0) differential
privacy if for any pair of datasets S and S’ differing in one point and any measurable

event £ in the range of A it holds that
PLA(S) € €] < eP[A(S') € €] + 4.
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The above definition provides privacy in the sense that it ensures that the likelihood
of any event remains approximately the same, regardless of whether a user decides to

include or exclude their data.

The above definition is sometimes called approzimate differential privacy, with the
9 = 0 case called pure differential privacy. We will sometimes write (e, 0)-DP as e-DP.
Here, € and ¢ are called privacy parameters, with € being a small constant, and ¢, a
negligible function in the number of samples (users) n, being the preferred settings for

reasonable privacy protection.

The condition that datasets S and S’ differ in one point is known as neighbouring
relation, with the datasets S and S’ called neighbours. Formally, given two equally
sized multi-sets S and S’, we define the neighbouring relation S ~,, S’ if the symmetric

difference between them, SAS" = 2.
1.2.3.1 Basic Differentially Private Mechanisms and Properties

We review some basic results on differential privacy which serve as building blocks in

differentially private algorithm design.

Differentially Private Query Release. A query is a function which takes as input
the dataset, and outputs some statistic. The problem of differentially private query
release is to find a DP procedure for evaluating the query on the dataset, the result of

which is accurate, with respect to some error criterion.

We introduce two basic mechanisms for DP query release. Towards it, we first
define the /,-sensitivity of a query, which simply is the difference of query evaluations,

in ¢, norm, uniformly over all neighbouring datasets.

Definition 10. For p € [1,00), the {,-sensitivity of a function q : Z™ — R?, is defined

17



as,

Apla) = sup fa(S) — (S,

We now state the Laplace and Gaussian mechanism and their guarantees.

Theorem 3 (Laplace mechanism [DMNS06, DR*14]). The Laplace Mechanism A,
is defined as, A(S) = q(S) + [&1,&,...,&]", where & ~ Laplace (O, A%@)) i.1.d.

> he Laplace mechanism A satisfies e-DP. Further, its error || A(S) — q(9)], <

2A1(q)(d+log(1/8))

, with probability at least 1 — f3.

Theorem 4 (Gaussian mechanism [DMNS06, DR"14]). Let ¢ < log(1/0),d €
(0,1). The Gaussian Mechanism A, is A(S) = q(S) + [&1,&, ..., &), where

&~ N (0, w) i.i.d.> Gaussian mechanism A satisfies e-DP. Further, its
884 (q)y/los(1/0) (V++/los(1/5) )

€

error [ A(S) — q(9)]], <

, with probability at least 1 — f3.

Differentially Private Selection. The selection problem consists of a list of
candidates C = {cy1, ca, ..., cx}, a dataset S € Z", and a score function s : 2" xC — R,
which evaluates the score of a candidate on the dataset. The problem is design a DP

procedure to select the candidate with a large score.

A generic procedure to this problem is the Exponential mechanism [MT07].
It involves constructing a probability distribution by exponential tilting the uniform
distribution over the candidates based on their scores. To describe it, we first define
the sensitivity of the score function as follows,

Ay = sup sup |s(c;S) —s(¢; S|
ceC Srn S’

The description and guarantee of exponential mechanism is given below.

o

2Laplace (1, o) is defined by the probability density function fLaplace(u,0) (%) o< exp (— l2—p] )

SN (p,0) is defined by the probability density function far(, () o exp (— (z_“)2>.

202
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Theorem 5 (Exponential Mechanism [MT07, DR*14]). The Ezponential Mechanism
samples and outputs ¢ with probability p(c) o exp (—%;S)) It satisfies e-DP. Further,

with probability at least 1 — (3,

s(¢; 8) = max s(c; S) — 280 1n€(|C’| /5)

Exponential mechanism can be generalized beyond finite sets, by similarly defining
an exponentially titled density with respect to an appropriate base measure. We omit

this generalization for brevity.

Composition. Composition guarantees allows us to track the evolution of overall
privacy parameters upon multiple queries made to a dataset. This is a crucial tool
in differential private algorithm design, as it facilitates development of procedures
built upon basic DP primitives, such as query release and selection. We present the

composition theorem below.

Theorem 6. [DNPR10, KOV15] Let €,0 > 0, and let A = (A, As, ..., Ax) be a
sequence of (€,8)-DP procedures, potentially chosen sequentially and adaptively. Then,
for any &' > 0, A satisfies (€, g)—DP, where

c—1
€= min{ke, 2¢y/klog (1/6") + ke n 1}, and
66

S =kd+ 4.

Results with only the first and second term in the minimum for € above are often

called basic composition, and advanced composition respectively.

Secrecy of the Sample/ Privacy Amplification by Sub-sampling. If a DP
procedure is run on a random sub-sample of the dataset, and the identity of the
sub-sample is kept secret, then the overall privacy guarantee is amplified. The formal

result is presented below.
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Theorem 7. [KLNT08] Let m,n € N. Let A: Z™ — R be an (¢,0)-DP procedure.
Then, the procedure A : Z™ — R, which first sub-samples m out of n items from its

input dataset, and then applies A" on it, satisfies (@ @) -DP.

1.2.3.2 Differentially Private Optimization

Differentially private optimization has been extensively studied in the last decade. In
the following, we limit our discussion to results under approximate DP, which is the

notion we consider in this dissertation.

Convex setting. For the constrained, Lipschitz, convex ERM setting, the
work of [BST14, ACG'16a] established the optimal expected excess empirical
risk of © (GDVil:g(l/é)) under (e,d)-DP. Moreover, under p-strong convexity,
[BST14, ACG*16a] showed that the optimal rate is © (M). These were

pn2e?

extended to the (harder) SCO setting in [BFTGT19], yielding optimal rates of
© (GD <\/1% + ng(l/é))) and © (%2 (l + M)) for Lipschitz, convex and

ne n (ng)

strongly convex settings respectively.

The setting of constrained, convex, smooth and non-negative losses under DP is

considered in Chapter 2 of this dissertation — we detail the results in Section 1.3.4

Convex GLMs. The above rates show that, unlike the non-private setting, an
explicit dimension dependence is unavoidable under DP. One can hope that perhaps
under additional structure, for instance that of GLMs, it can potentially be alleviated.
Unfortunately, as in the non-private setting, the loss function in the hard instance,
l(w;z) = G(w,z), is a GLM [BST14]. However, interestingly enough, it turns out
that the hardness stems from the constrained nature of the setting which requires the

algorithm to output in the constrained set W.

The work of [JT14] proposed a DP procedure for unconstrained Lipschitz, convex
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GLM which achieved a dimension-independent rate of O <G||X|| [lw*| (% + x/lﬁe»
on excess population risk. Herein, w* is a population risk minimizer,
and ||w*|| is assumed to be known. Further, a more fine-grained rate of
@) (G||X|| [lw*|| (\/1H 4 Exlyrenk(X)] W)) was established by [SSTT20], where rank(X) is

rank of the feature vectors in the training set. Since rank(X) < min (n, d), this rate

is, in the worst-case, the same as that of [JT14].

Several questions remained open here, which our work, presented in Chapter 5,

addresses. We give a detailed description of contributions in Section 1.3.1.

Non-Euclidean DP-SCO. Akin to the non-private setting, the non-Euclidean
SCO problem has been studied under DP in the works of [AFKT21, BGN21]. In

the ¢,/(, setting, these works proposed (e, §)-DP algorithms with expected excess

population risk of O (Gqu (ﬁ + %)) and O (Gqu (dl/f/%l/p + dl;/p» for p € (1, 2]
and p > 2 respectively. Further, the above rate for the p € (1, 2] regime is shown to

be near-optimal by [BGN21].

The question about optimality of the rate for the p > 2 regime is tackled in our

work, presented in Chapter 2 — we discuss our results in Section 1.3.4.

Non-convex Optimization. We review the most related works in DP non-convex
optimization problem where the goal is approximate stationary points — we treat
regularity parameters such Lipschitzness and smoothness as constants. The work of
[WYX17], under the smoothness and Lipschitzness assumption, proposed an (e, J)-
DP procedure with an excess empirical stationarity of 0, ((‘ﬁ)l/z). This rate was
subsequently reproduced by a number of works, albeit with different techniques
[ZZMW17, WX19, WCX19a]. For population stationary, the work of [WX19] pro-

1/2
posed an (€, d)-DP procedure with a rate of O (ﬂ%— (‘/3) / ) via a uniform con-

vergence based analysis. Besides this, the work of [ZCH'20] obtained a rate of
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@) (\/Ee + (\ﬁ)lﬂ), which, for any e, is Q2 ((2)1/3).

Our work, presented in Chapter 2, makes several contributions to this problem —

we elaborate on them in Section 1.3.2.

1.2.4 Machine Unlearning

In this section, we setup the notation and formally define what it means to unlearn.
Recall that Z and W are the data and model space respectively. Further, let M
denote the meta-data space, which, as we will see, will correspond to additional
information a learning algorithm saves to aid unlearning. We consider a learning
algorithm as a map A : Z2* — W x M and an unlearning algorithm as a map
U:WxMxZ—=WxM. Weuse A and U to denote the first output (which

belongs to W) of A and U respectively.

The definition of exact unlearning requires that the entire state after unlearning
be indistinguishable from the state obtained if the learning algorithm were applied to

the dataset without the deleted point.

Definition 11 (Exact unlearning). A procedure (A, U) satisfies exact unlearning if

for all datasets S, all z € Z, and for all measurable events £ C VW x M, we have,

P(A(S\{z}) € &) =P(U(A(5),2) € &)

The problem of machine unlearning concerns with the design of learning and

unlearning algorithms A and U respectively, with the following properties.
1. It satisfies the (exact) unlearning criterion.
2. The runtime of unlearning (and learning) algorithm is non-trivially small.
3. The outputs of learning and unlearning algorithm are non-trivially accurate.

We note that all the above three criteria are required to eliminate trivialities. For

instance, a straightforward way to comply with the requirement of exact unlearning
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is to recompute (or retrain, in machine learning jargon). This, however, violates the
second requirement of efficient unlearning algorithms - herein and afterwards, we will
use the word “efficient”, in the context of unlearning, to mean that the unlearning

runtime is smaller than recompute time.

Most of the prior work falls into two categories: (a). unlearning in structured
problems, such as linear regression and clustering, where the proposed unlearning
algorithms carefully leverage this structure for efficiency (such as [GGVZ19]), and
(b). approximate unlearning criterion, a popular one inspired from differential privacy,

which facilitates transfer to algorithmic techniques (such as [NRSM21a, SAKS21]).

In this dissertation, we consider exact unlearning in stochastic convex optimization
and convex empirical risk minimization. Despite the minimal structure in the setup
and the strictness of exact unlearning, we show that it is still possible to obtain

non-trivial results in this regard.
1.2.4.1 Preliminaries on Optimal Transport and Couplings

We present a brief primer on optimal transport and couplings, which form the core of
our techniques. We first define a coupling, also known as transport plan, between

two probability distributions.

Definition 12 (Coupling). A coupling between two probability distributions P and Q
over a common measurable space U, is a joint distribution ™ over U x U such that the
marginal distributions along the projections (p,q) — p and (p,q) — q are P and Q

respectively.

We use the notation II(P, Q) to denote the set of couplings between P and Q.
Further, for a measurable set £ C U, we use the notation P(F) to denote its measure

under Pie. P(€)=P,.p{pecf}.

The optimal transport problem is formulated as follows (see [Vil09] for details).
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Given probability distributions P and () over a common measurable space U, and a
cost function ¢ : U xU — R, the Kantorovich’s formulation of optimal transport, seeks

a transport plan 7 which minimizes the expected cost, i.e. infrer(p,g) Eep,q~rc(®, q)-

In our applications, we limit to cost function being the discrete (or disagreement)
metric, ¢(p,q) = 1{p # ¢q}. In the case, the optimal transport cost has a simple

explicit form. To describe it, we define Total Variation distance below.

Definition 13 (Total Variation (TV) distance). The Total Variation distance between
two probability distributions P and () defined over a common measurable space U is
defined as,

TV(P.Q) =  sup  [PE)—QE) =+ [6p — dall,

measurable ECU N 5
where the second equality holds if both distributions have probability density functions,

with respect to a base measure which are denoted by ¢p an ¢ respectively.

The connection between Total Variation distance and optimal transport is that,
under the discrete metric, is that optimal transport cost between two distributions is

equal to the Total Variation distance between them (Theorem 2.12 in [DH12]).

TV(Pa Q) - ﬂelllr(lng) IE(p,q)fwrll (p 7é Q) = welllI(llf:",Q) ]P)(p,q)~7r (p 7é Q)

Further, a coupling, witnessing the “inf” above, always exists (but is not necessarily
unique), and is referred to as a mazimal coupling. This result is known as the maximal

coupling characterization of Total Variation distance, or the coupling lemma.

In our application to machine unlearning, we will be interested in explicit construc-
tions of (near) maximal couplings. Towards it, a key primitive that we will utilize,
is the technique of Reflection Coupling [LR*86]. This involves sampling p ~ P,
and performing a rejection sampling step, with respect to (). If it results in accept,
we output p as the sample for @) (as well). Otherwise, we obtain a sample for @) by

reflecting p about the mid-point of the means of P and Q).
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Formally, consider two probability distributions P and () with means pup and pg,
and probability density functions ¢p and ¢, respectively. The reflection coupling

construction is describe below.

1. Sample p ~ P.
2. Sample u ~ Unif([0, ¢pp(p)]).
3. If u < ¢g(p), Accept: ¢ = p.

4. Else, Reflect: ¢ = Reflect(up, 1ig, p), defined as,
Reflect(up, pg, p) = pp — pg + p.
5. Output (p,q).

Under suitable assumptions on the probability distributions P and @ (see Lemma 26

for details), the above output (p, ¢) is a sample from a maximal coupling of P and Q.

Our contributions for this setting is presented in Section 1.3.3.

1.3 Contributions

In this section, we detail our contributions, using notation and context provided in
the preceding Section 1.2. We organize our contributions as follows: (a). Differentially
Private Convex GLMs, (b). Differentially Private Non-convex Optimization, (c).

Machine Unlearning, and (d). Auxiliary Results.

1.3.1 Differentially Private Convex GLMs

Our work, presented in Chapter 2, makes progress towards understanding the com-

plexity of learning convex GLMs under differential privacy — see Section 1.2.3.2 for a
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Notation

Description
w Model parameter vector
d Dimensionality of w
W C R¢ (Constrained) set where w lies in
D Upper bound on ||w|| for w € W, if constrained
z Data point
Z Set where z lies in
x Feature vector (in supervised learning)
Y Label or response (in supervised learning)
X C R4 Set where z lies in
YCR Set where y lies in
I|X| Upper Bound on ||z|| for x € X
IVl Upper Bound on |y| for y € Y
- WxZ—-R Loss function
¢y R—=R GLM link function, {(w; (z,y) = ¢,((w, x))
D Probability distribution over Z
n Number of data points
Sezn

L(w; D) = E.op[l(w; 2)]
L(w; $) = n~' 1, ((w; 2)
G
H
Lo
€,0
P

Given (training) data set
Population risk of w w.r.t. D
Empirical risk of w w.r.t. S

Lipschitz parameter of w — ¢(w; z) for all z € Z
Smoothness parameter of w — f(w; z) for all z € Z
Bounded range parameter, sup,z(¢(0; z) — néivr\ljé(w; 2)) < Ly

Differential privacy parameters
Total variation stability parameter

Table 1-1. Notation, their definition and meaning, used in this dissertation.

26




background on existing results. In the following, for ease of notation, we treat regularity

parameters such as Liphschitzness, smoothness, and ||X|| and ||)|| as constants.

Optimality. The first question is whether the rate obtained in the prior works of

[JT14, SSTT20] is optimal, or can be improved. We show that the optimal rate is

ne ’ \/ne
the small € (i.e. the high privacy) regime.

) <Hw*|| (\}ﬁ + min (EX[rank(X)] 1 ))), which improves over the prior works in

Non-negative, Smooth, Convex GLMs. In the unconstrained setting, several
popular GLM loss functions, for instance the squared loss in linear regression, are non-
Lipschitz. A natural question is where dimension-independent rates can be obtained

here. We answer it positively showing that for non-negative, smooth, convex GLMs, we

lw*|I?  Vdlw*|>

(ne)2/3? ne

[[w

can achieve a rate of O (\/ﬁ” + min{

}) We also give a corresponding
lower bound of Q (\/15 -+ min {W, W}), which shows that our rate is tight

up-to dependence on ||w*||.

Linear Regression. The prototypical example of non-negative, smooth loss, is
the squared loss in linear regression, which has been studied on its own, under DP,
in prior works [Wan18, CWZ21]. Interestingly, our aforementioned upper and lower
bounds apply to this special case, thus allowing us to establish the near-optimal rate

for differentially private (distribution-free) linear regression.

Adaptivity to ||w*||. The prior works of [JT14, SSTT20] assume knowledge of the
|w*|| for their guarantees, which is, arguably, unreasonable. Our procedures, on the
other hand, are adaptive to the knowledge ||w*||, yet achieving the above rate, upto

poly-logarithmic factors in problem parameters.
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Relation to the constrained setting. Our work also sheds light on the seeming
discrepancies between the dimension-dependent and dimension-independent rates
in the constrained and unconstrained settings respectively. We show that in fact
these settings are intimately connected. Specifically, we show that high-dimensional,
unconstrained, convex GLMs can be reduced to low-dimensional constrained SCO
problems, in an efficient black-box manner. The resulting low-dimension, determined
by problem parameters (such as smoothness H, number of samples n and privacy
parameters € and §), essentially controls the complexity of the problem, in the same

way as the ambient dimension d does, in the constrained setting.

1.3.2 Differentially Private Non-convex Optimization

Our work, presented in Chapter 2, makes several contributions, improving over existing

works — see Section 1.2.3.2 for prior results. We provide details below.

Non-convex Empirical Stationarity. We propose an (¢,0)-DP procedure with

2/3
\/L()TG\{EW> + m) on expeCted

ne

achieves an improved rate of O ((

ne

2/3
empirical stationarity. Ignoring regularity parameters, our rate of O ((leog(l/é)) >

. ~((va\/? . . . .
improves upon the O (;) rate obtained in multiple prior works.

Non-convex Population Stationarity. In the statistical setting, our proposed pro-

ne

. ~ 1 Vd 1/2 .
cedure achieves a rate of O (G (1 + HLg) ( -7 + ( ) on expected population
stationarity , in linear time. This improves upon the aforementioned rates. Further,
the non-private rate of O (nl%) matches the optimal rate that can be obtained in

linear runtime (in high dimensions) [ACD*19].

ne

Lower Bounds. We establish a lower bound of €2 (Gvdm(l/é)> on expected em-

pirical stationarity of (¢,d)-DP procedures. This lower bound holds for all values of
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smoothness H > 0, demonstrating that our upper bounds are tight for small H.

Convex Setting. Given the apparent gap in our upper and lower bounds, a natural
question is whether it can be resolved under the additional assumption of convexity.
This would help identify whether the additional complexity is a manifestation of
non-convexity or the criterion of stationarity (as opposed to that of excess risk).

We resolve this question by constructing a DP procedure which attains a rate of

O (Gvd:ﬁg(lm) on expected empirical stationarity and O <G (\}H + (mri(l/(S))) on

expected population stationarity, both matching their corresponding lower bounds.

1.3.3 Machine Unlearning

We list our contributions on machine unlearning, presented in full in Chapters 4 and
5 below — see Section 1.2.4 for context. As before, in the following, we will treat

regularity parameters, such as smoothness and Lipschitzness, as constants.

Convex ERM. For smooth, Lipschitz convex losses, our proposed algorithm has

.. . . 1 \/8 4/5 . .
expected excess empirical risk of O ( min [ —= ( ) , with expected unlearning

pn’ \ np

runtime = O(p - Training time), where training time refers to the optimal gradient

complexity of the learning algorithm for the stated accuracy.

Stochastic Convex Optimization. For smooth, Lipschitz SCO, our proposed

Vd

algorithm achieve an expected excess population risk of O (ﬁ + n—p), with expected

unlearning runtime = O(pn), for linear-time learning algorithm. Similarly, in the non-

. . . . =~ 1 \/E 1/2
smooth setting, we achieve an expected excess population risk of O 7t (n—p) ,

with expected unlearning runtime = O(pn).

Convex GLMs. For GLMs, we get dimension-independent rates. Specifically, we

get O (ﬁ + W) and O (ﬁ + W) rates with expected unlearning runtime =
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O(pn) for smooth and non-smooth settings respectively. The first case is particularly
interesting, since it shows that in such settings (which includes problems like logistic
regression), it is possible to achieve the near-optimal rate of 0, (ﬁ) with sub-linear

unlearning time of O(n?/?) with a linear time learning algorithm.

Algorithmic Stability. We identify a generic strategy for the unlearning problem,
based on a notion of algorithmic stability, called Total Variation (TV) stability. This
comprises of designing an accurate TV stable learning algorithm, and a corresponding
efficient unlearning algorithm which constructs a (near) mazimal coupling of the the
outputs on original and updated datasets. Our results show that this strategy can be

realized in settings such as SCO.

Adaptive Query Release and Streaming setting. Our techniques are general
enough to enable design of unlearning algorithms corresponding to iterative learning
algorithms, which perform, what we call, adaptive query release, from structured query
classes. This allows us to apply our results beyond (known) optimization algorithms
— for instance, Lloyd’s algorithm for k-means clustering. We further generalize our
results beyond a single unlearning request to that of dynamic streams, consisting of a

sequence to edits (insertions and deletions).

1.3.4 Auxiliary Results

Besides the core results, our works also produce several novel findings, either as
intermediate steps, or via extension of proposed techniques. We believe these could

be of independent interest, and list them below.

Stability of Gradient Descent. In our work, presented in Chapter 2, we show,

via an average stability based analysis, that the gradient descent method (and not just

regularized ERM, considered in [SST10]) achieves the optimal rate of © (V If/LﬁOD )
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Non-Euclidean DP-SCO Lower Bounds. In our work, presented in Chapter 2,
we consider the Non-Euclidean ¢,/¢, setting DP-SCO setting. We give a lower bound
of <Gqu min ((m;w, W)) on excess empirical (and population) risk of any

(€¢,0)-DP procedure. For p = oo and p > 2, d < ne, this matches the best known upper
bounds from [BGN21].

Population Stationarity Lower Bound. We give a lower bound of €2 (%) on
expected population stationary for smooth G-Lipschitz functions in all dimensions.
This extends the prior lower bound of [FSST19], in which the loss function in the hard

instance is non-Lipschitz and requires d > n.

Constrained Non-negative, Smooth, Convex setting, under DP. This set-
ting was studied in our work, the results of which are presented in Chapter 2.

For the ERM setting, we proposed an (e,d)-DP procedure with expected excess
\/ﬁDmax(\/ﬁD,\/LT)) dlog(1/4)

ne

empirical risk of O ) We also gave a lower bound of

1/3
Q <min (VHI;&D \/E, (VHD)Y 2L, )), which establishes tightness of our rate, in the

(ne)2/3

regime Ly > vHD and small d < (ne)?/3. In the population risk setting, our upper

bound is O (V %’D + viD max(\/ﬁDéz/Lfo) dlog(l/é)) — here, the additional non-private

term 7”{\/%017 matches a known lower bound [Shal5].
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Chapter 2

Differentially Private Generalized
Linear Models

Summary

In this chapter, we study the problem of (e, d)-differentially private learning of linear
predictors with convex losses. We provide results for two subclasses of loss func-
tions. The first case is when the loss is smooth and non-negative but not necessarily
Lipschitz (such as the squared loss in linear regression). For this case, we establish
an upper bound on the excess population risk of O (\“}7—1” + min {m, W}),
where n is the number of samples, d is the dimension of the problem, and w* is

the minimizer of the population risk. Apart from the dependence on ||w*||, our

bound is essentially tight in all parameters. In particular, we show a lower bound

of (\/15 + min { [ ﬂ”“”}). We also revisit the previously studied case of

(me)2/3 7 ne

Lipschitz losses [SSTT20]. For this case, we close the gap in the existing work and

show that the optimal rate (up to polylog factors) is © (”wﬁl + min {%, m:;“’}),

where rank is the expected rank of the design matrix. This improves over existing
work in the high privacy regime. Finally, our algorithms involve a private model
selection approach that we develop to enable attaining the stated rates without a-priori

knowledge of [|w*||.

32



H-Smooth, Non-negative G-Lipschitz
> -
VH [[w [ [|X] < [ V] VH |JwH|[[[X]] > Y]]
273 273
w*||VH X w* | VH|| X 2/3 2/3
d< (W) ‘ d> <W) d < (ne)? d> (ne)? rank < ne rank > ne
73, 23 p t p
UB VAl [ X Y]V (VA = (|12]) " 19112 Hljw* 2| X]2Vd Hlw* 2] X 12 Gllw*|[]|¥||v/rank Gllw[lI1x]]
ne (ne)?/® ne (ne)?/® ne Vne
Theorem § Theorem 9 Theorem § Theorem 9, 10 [SSTT20] Theorem 32, 12
DP VY
- . VA X vIva | (VAL XD . s
LB Tight Tight ne e/ Tight Tight
Theorem 11 Theorem 11 Theorem 11 Theorem 11 Theorem 13 Theorem 13
UB VHXIVIw*] Glwr X1l
v n
Non-private [SST10] [NYS3]
in{ | V], [[w* ||| X : 2 Hlw* |21 X2 +d|YV|> VH|w*|[IP]|lX :
LB mm{”)’“\/”%“ WX 4 i {”ynz flwo* || n’\l +d|V]* \F\\u%&\\l\ H} Tight
[SST10, Shal5] [NY83]

Table 2-1. Summary of Rates. Parameters: d: dimension, n: sample size, H: smoothness
parameter, w*: minimum norm population risk minimizer, || X||: bound on feature vectors, ||V||:
bound on loss at zero, G: Lipschitzness parameter, rank: expected rank of the design matrix, €:
privacy parameter (0 factors omitted). The actual private excess risk bounds are the sum of the
expressions shown in the DP rows and their non-private counterparts. Details on non-private
lower bounds in Appendix A.5.

2.1 Introduction

In this chapter, we study one of the most basic machine learning problems under

differential privacy: learning convex generalized linear models (GLM).

2.1.1 Contributions

Smooth, Non-negative GLMs. Our primary contribution is a new and nearly
optimal rate for the problem of differentially private learning of smooth GLMs. In this
setting, we focus on characterizing the excess risk in terms of n, d, € and ||w*||. Specifi-
cally, we show that it is possible to achieve a rate of 0] (1\;5” + min {w, W})
on the excess population risk. Our new rates exhibit an interesting low/high di-
mensional transition at d = (||w*| ne)?/3. First, in the low dimensional regime, we
develop a novel analysis of noisy gradient decent (GD) inspired by techniques from
[SST10]. In particular, we show that Noisy GD gives an improved rate for non-
negative smooth functions (not necessarily GLMs). This is based on an average

stability analysis of Noisy GD. As we elaborate in Section 2.3.1, a straightforward

application of uniform stability leads to sub-optimal bounds and hence a new analysis
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is required. We note in passing that this upper bound works for (unconstrained)
DP-SCO with smooth (non-Lipschitz) losses, which is of independent interest. For
the high dimensional regime, we perform random projections of the data (specifically,
the Johnson-Lindenstrauss transform) for dimensionality reduction, roughly reducing

the problem to its low dimensional counterpart. We also develop a lower bound for

- YL «
the excess risk under DP of Q <min { w2 Vdlw| }) We note that non-privately a

(me)2/3 7 ne

* (12 *
dlwr” M}) is known on the excess population risk
n vn

lower bound of Q (ﬁ + min{
[SST10, Shalb]. We note that these private and non-private lower bounds imply that

our bound is optimal up to factors of |[w*|| (see Table 2-I).

Lipschitz GLMs. For the Lipschitz case, we close a subtle but important gap in
existing rates. In this setting, it has been shown that one can characterize the excess

risk in terms of the expected rank of the design matrix, rank, instead of d [SSTT20].
\/rankw*H)

In this setting, the best known rate was 0 (”\’j;” + . We show an improved

rate of O (”\% + min {”“’\ﬁ” mf;“’}) This improves in the high privacy regime

ne

\
ne

where € < % In fact, the upper bound O (%) for this rate can be obtained
with only minor adjustments to the regularization method of [JT14]. Our second
contribution in this setting is extending the lower bound of [SSTT20] to hold for all
values of ||w*|| > 0 and rank € [n]. This is in contrast to the original lower bound

which only holds for problem instances where [w*||* = rank and rank € [ne|.

Model Selection. As part of our methods, we develop a differentially private model
selection approach which eliminates the need for a-priori knowledge of ||w*||. Although
such methods are well established in the non-private case, (see e.g. [SSBD14]), in the
private case no such methods have been established. Our method, as in the non-private
case, performs a grid search over estimates of |[w*|| and picks the best model based

on the loss. However, in the private setting we must account for the fact the the loss

34



evaluation must be privatized. This is non-trivial in the non-Lipschitz smooth case as

the loss at a point w may grow quadratically with |w]].

Lower Bounds for Non-Euclidean DP-SCO. Our lower bound construction
generalizes to Non-Euclidean ¢,,/¢, variants of DP-SCO with Lipschitz convex losses
[BGN21]. Herein, we assume that the loss function is G,-Lipschitz with respect to ¢,

norm, and radius of the constraint set is bounded in ¢, norm by D,. For this setting, we

give a lower bound of (2 (Gqu min ((n;l/m d(P;i)/p)) on excess empirical /population
risk of any (potentially unconstrained) (¢, §)-DP algorithm; see Corollary 5 in Appendix
A.2.4 for a formal statement and proof. For p = oo and p > 2, d < ne, this matches

the best known upper bounds in [BGN21].

Non-private settings. As by-products, we give the following new results for the

non-private setting. For details on the parameters used below we refer to Table 2-1.

1. We show that gradient descent, when run on convex non-negative H smooth
functions (not necessarily GLMs), it achieves the optimal rate of O(%)
(see Corollary 2). This is done via an average-stability analysis of gradient

descent. This result is interesting as it also shows GD only needs n iterations,

which is known not to work for non-smooth SCO [BFGT20, ACKL21, AKL21].

2. In Section A.4, we give a procedure to boost the confidence of algorithms for
risk minimization with convex non-negative H smooth functions (not necessarily
GLMs). The standard boosting analysis based on Hoeffding’s inequality does
not give a bound with a linear dependence on the parameters (||w*||, [|X]], [|V|]),

and hence a tighter analysis is required.
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2.1.2 Techniques

Upper bounds. We give two algorithms for both the smooth and Lispschitz cases.
The first method is simple and has two main steps. First, optimize the regularized
empirical risk over the constraint set {w eRY: |luw| < D} for some D > ||w*||. Then
output a perturbation of the regularized minimizer with Gaussian noise (which is not
requried to be in the constraint set). This method is akin to that of [JT14] with the
modification that the regularized minimizer is constrained to a ball. We elaborate on

this key difference shortly.

The second method is based on dimensionality reduction. We use smaller dimen-
sional data-oblivious embeddings of the feature vectors. A linear JL transform suffices
to give embeddings with the required properties. We then run a constrained DP-SCO
method (Noisy GD) in the embedded space, and use the transpose of the JL transform
to get a d dimensional model. In this method, the embedding dimension required
is roughly the threshold on dimension at which the rates switch from dimension
dependent to independent bounds. We also remark that [NéeUZ20] applied a similar
technique to provide dimension independent classification error guarantees for privately

learning support vector machines under hard margin conditions.

We note that a crucial part in all of these methods is the use of constrained
optimization as a subroutine, where the constraint set is a ball of radius ||w*||. This is
in stark contrast to the Lipschitz case where existing methods such as those presented
by [JT14, SSTT20] rely on the fact that projection is not required. In the smooth
case however, constrained optimization helps ensure that the norm of the gradient
is roughly bounded by the diameter of the constraint set. We note that in the high
dimensional regime, the property that the final output of the algorithm can have large

norm is still crucial to the success of our algorithms.
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Lower bounds. For our lower bounds in the smooth case we rely on the connection
between stability and privacy. Specifically, we will utilize a lemma from [CH12]
which bounds the accuracy of one-dimensional differentially private algorithms. We
then combine this with packing arguments to obtain stronger lower bounds for high

dimensional problems. For the Lipschitz case, we adapt the method of [SSTT20].

2.1.3 Related Work

We briefly discuss the most related works. In the Lipschitz-convex setting, tight rates
are known for both the empirical and population risk [BST14, BETT19]. Specifically,
it was shown that in the constrained setting, dependence on the dimension in the
form of Q(%) is unavoidable even for generalized linear models . In contrast, in the
unconstrained setting, it has been shown that dimension independent rates are possible

for GLMs [JT14]. In this setting, assuming prior knowledge of ||w*||, the best known

rate is O (”:;%” + w*”ﬁm) [SSTT20], where rank is the expected rank of the design
matrix. However, without prior knowledge of ||w*||, these methods exhibit quadratic
dependence on [|w*||. Furthermore, these results crucially rely on the assumption that
the loss is Lipschitz to bound the sensitivity. Although gradient clipping has been
proposed to remedy this problem [SSTT20, CWH20], it is known that the solution

obtained by clipping may not coincide with the one of the original model.

Without Lipschitzness, work on differentially private GLMs has largely been limited
to linear regression [Wanl8, CWZ21]. Here, dimension independent rates have only

been obtained under certain sparsity assumptions.

More generally, smooth non-negative losses have been studied in the non-private
setting by [SST10], where it was shown such functions can obtain risk guarantees with
linear dependence on the minimizer norm (as in the Lipschitz case). This work also
established a lower bound of Q(ﬁ) on the excess population risk for this class of loss

functions. [Shalb] additionally establishes a lower bound of {min {%, M}}

v
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on the excess population risk by way of linear regression®.

2.2 Preliminaries

In the following we detail some additional concepts needed for the presentation of this

chapter. For our lower bounds, we will make use of the following Lemma from [CH12].

Lemma 1. Let Z be a data domain and let S and S’ be two datasets each in Z™
that differ in at most A entries, and let A: Z™ — R be any (e,9)-DP algorithm. For
alT e R, if A< M and 6 < 1c(1 —¢e7°), then E[|A(S) — 7| + |A(S") — T[] >

%|7’—’7‘".

Furhter, we introduce the Johnson-Lindenstrauss (JL) transform to perform random

projections.

Definition 14 ((a, 3)-JL property). A distribution over matrices R¥*4 satisfies (v, 3)-

JL property if for any u,v € R, P[|{(Pu, ®v) — (u,v)| > o ||jul ||v]|] < 5.

It is well known that several such “data-oblivious” (i.e. independent of u,v)
distributions exist with & = O (log;%) [Nelll]. We note that the JL property is
typically described as approximation of norms (or distances), but it is easy to deduce
the above dot product preservation property from it; for completeness we give this as
Lemma 13. Finally, we use ®D to denote the push-forward measure of the distribution

D under the map @ : (z,y) — (®z,y). Similarly, given a data set S = {(z;, y;)},, we
define @5 := {(Px;, y;),}

2.3 Smooth Non-negative GLMs

For smooth non-negative GLMs, we present new upper and lower bounds on the excess

risk. For our upper bounds, we here assume that the algorithm is given access to

!The [SST10] bound assumes || V||, H, || X|| = Q(1). The bounds of [Shal5] were originally stated
for the constrained setting, but can easily be converted. More details in Appendix A.5.
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some upper bound on ||w*||, that we denote by D. We later show in Section 2.5 how
to obtain such a rate without prior knowledge of ||w*||. We also emphasize that the

privacy of these algorithms holds regardless of whether or not D > [|w*||.

2.3.1 Upper Bounds

Before presenting our algorithms, we highlight some key ideas underlying all our
methods. A crucial property of non-negative smooth loss functions which allows
one to bound sensitivity, and thus ensure privacy, is the self-bounding property
(e.g. Sec. 12.1.3 in [SSBD14]), which states that for an H-smooth non-negative function
fand u € dom(f), |Vf(u)| < JAH f(u).

This property implies that the gradient grows at most linearly with [jw||. More

precisely, we have the following.

Lemma 2. Let ¢ be an H-smooth non-negative GLM. Then for any w € B (D) and
(2,y) € (X x ¥) we have |Vl w, (z,y))|| < 2| V|| VH||X| +2H D] X|.

In order to leverage this property, all our algorithms in this setting utilize con-
strained optimization as a subroutine, where the constraint set is B (D) and the
Lipschitz constant is G = 2 ||V|| v H||X| + 2HD||X||?. This, in conjunction with the
self-bounding property ensures reasonable bounds on sensitivity. In turn, this allows

us to ensure privacy without excessive levels of noise.

Finally, we note that our upper bounds for smooth GLMs distinguish low and high

dimensional regimes, transitioning at d = min < <D‘/§Hx> 3, 1> (neﬁ

2.3.1.1 Low dimensional regime

We start with the low dimensional setting where we use techniques developed for
constrained DP-SCO for Lipschitz losses (not necessarily GLMs). Existing private
algorithms for DP-SCO (e.g., [BFTT19, FKT20a]) lead to excess risk bounds that

39



scale with HTT' On the other hand, the optimal non-private rate [SST10] scales with

%, which may indicate that the private rate implied by the known methods is

sub-optimal. We show that this gap can be closed by a novel analysis of private GD.

A standard proof of excess risk of (noisy) gradient descent for smooth convex
functions is based on uniform stability [HRS16, BFTT19]. However, this still leads
to sub-optimal rates. Hence we turn to an average stability based analysis of GD,

yielding the following result.

Theorem 8. Let ¢ be a non-negative, converx, H-smooth loss function, bounded

at zero by ||Y||>. Let D,n > 0, ny = ‘%}—[ﬁz, G = 2|V \/ﬁ—i— 2HD. Then, for

any €,6 > 0, Algorithm 1 invoked with W = B(D), T = n, o® = w,

n2e2

D 1 . . . . .
S ,—= | s (€,0)-differentially private. Further, given a
VT max (\/§||y||,g\/a) 4H)

dataset S of n > ng i.i.d samples from an unknown distribution D, the excess risk of

n:min(

output of Algorithm 1 is bounded as,

B[L(#:D) — L{w*D)] = O ( VADW | GDJM)
Y 5 \/ﬁ )

ne

We note that since H-smooth GLMs satisfy the Theorem condition with parameter

H < H||X|)?, we obtain results for GLMs as a direct corollary.

Non-private Risk Bound. As a corollary (see Corollary 2 in Appendix A.1.3.1),
with no privacy constraint, the above result (setting ¢ — oo and 6 = 1) shows that
gradient descent achieves the optimal excess risk bound, previously shown to be
achievable by regularized ERM and one-pass SGD [SST10]. The lower bound, ny,

simply means that the trivial solution “zero” has larger excess risk.

Proof sketch of Theorem 8. The privacy proof simply follows from [BST14] since
the loss function is G-Lipschitz in the constraint set. For utility, we first introduce

two concepts used in the proof. Let S be a dataset of n i.i.d samples {(z;, )}, S®

=1
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be the dataset where the i-th data point is replaced by an i.i.d. point (z/,3'). Let
A be an algorithm which takes a dataset as input and outputs A(S). The average

argument stability of A, denoted as AAS(.A) is defined as
AAS(A)? = B g | A(S) — A(S)|2
The average regret of gradient descent (Algorithm 1) with iterates {wt}thl is
Ereg (A; W ZE (wy; S — L(w*; S)].

The key arguments are as follows: we first bound the generalization gap, or
on-average stability, in terms of average argument stability and excess empirical
risk (Lemma 5). We then bound average argument stability in terms of average
regret (Lemma 6). Finally, in Lemma 7, we provide bounds on excess empirical risk
and average regret of noisy gradient descent. Substituting these in the excess risk
decomposition gives the claimed bound. The full proof with the above lemmas is

deferred to Appendix A.1.3.1.

Algorithm 1 Noisy GD

Input: Dataset S, loss function ¢, constraint set W, steps T, learning rate 7, noise

scale o2
1: wyg =0
2: fort=1toT —1do
3 &~ N(O, 0'21[)
4: wyyr = Iy (wt o/, (L(wt; S) + 5))

where II,y is the Euclidean projection on to W
5: end for
Output: @ = %Z'le W

2.3.1.2 High dimensional regime

In the high dimensional setting, we present two techniques.

JL method. In the JL method, Algorithm 2, we use a data-oblivious JL map

® to embed all feature vectors in dataset S to k < d dimensions. Let dataset
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Algorithm 2 JL. Method

Input: Dataset S = {(z1,v1), ..., (Tn,Yn)}, loss function ¢, k, D,n, T, o>
1: Sample JL matrix ® € RF*9

2: g = {(@xl,yl) L<(I)$27y2) PRI ((I)Im yn)}

3: w = NoisyGD(S, ¢, B (2D),T,n,c?)
Output: @ = &' w

S = {(®z;,v:)};—,. We then run projected Noisy GD method (Algorithm 1) on the
loss with dataset S and the diameter of the constraint set as 2D. Finally, we map
the returned output @ back to d dimensions using ®" to get W = ®'w. We note that
no projection is performed on @ and thus the output may have large norm due to

re-scaling induced by ® .

og(2n/d)ne 2/3 2710
Theorem 9. Let k = O (Dﬁm;%;@”? ) W =B(D), T =n, o = 2CTle/d)

> and ng = Hﬁ;}lhfw. Algorithm 2 satisfies

D
VT mas (VX |9],0vd)
(€, 0)-differential privacy. Given a dataset S of n > ng i.i.d samples, of the output w

_ : 1
= mm( ) TH| X2

is bounded by

VHD | X] Y]
NG

| (VED ]IV + (VD x)z).
(n

e)%

E[L(@; D) — L(w"; D)] < 5(

Proof sketch of Theorem 9. From the JL property, with &k = O(log (n/d) /a?),
w.h.p. norms of all feature vectors and w*, as well as inner products between are
preserved upto an « tolerance (see Definition 14). The preservation of norms of
feature vectors implies the gradient norms are preserved, and thus privacy guarantee
of sub-routine, Algorithm 1, suffices to establish DP. For the utility proof, from our

analysis of Noisy GD (Theorem 8) and using the JL property, the excess risk of @
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Algorithm 3 Regularized Output Perturbation

Input: Dataset S = {(x1,v1), -, (Tn,Yn)}, loss function ¢, \, D, o2
1: @ = arg min {L(w; S)+ 3 ||wH2}
weB(D)
2: 6 ~ N(O, Uzld)
Output: w =w + &

under D w.r.t. the risk of ®w* under ®D is bounded as,

E[L(w; D) — L(®w*; ®D)]
g O(muxnauyn ) (VEI X)) + H|X|*D?) D\/klogu/a))

Vn ne

From smoothness and JL property, the, “JL error” is:

E[L(dw*; ®D)] — L(w*; D)] < O (HDQIDXHQ> :

The above is optimized for the value of k prescribed in Theorem 9, substituting which

gives the claimed bound.

Constrained regularized ERM + output perturbation. Our second technique
is constrained regularized ERM with output perturbation (Algorithm 3). A similar
technique for the Lipschitz case was seen in [JT14], however we note that the addition

of the constraint set B (D) is crucial in bounding the sensitivity in the smooth case.

Theorem 10. Let ny = Hﬁ;'hf”?. Then Algorithm 3 run with o? =
2 2112 Y10 2 2/3
O ((”y ad /l\i;n”;:l\ )t g(l/6)> and \ = (()7||+HDj|rl)/:E )\/ﬁw”) (log(l/é))l/g satisfies

(€, 8)-differential privacy. Given a dataset S of n > ng i.i.d samples, the excess risk of

its output w is bounded as

VHD | X] YY1
NG

(VAD )" 1Y + (VAD X)Q).

E[L(@; D) — L(w"; D)] < 5(

+

(ne)?/3
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We note that we can use the same technique in the low dimensional setting too,

+ GZ Q/E. However, in contrast to Theorem 8 and

yielding a rate of \/HD”XL\/”?%’HHD’H?
9, these results have an additional % term (in both regimes). Thus, in the regime

when ||| < VHD||X||, the two upper bounds are of the same order.

Proof sketch of Theorem 10. The privacy proof follows the Gaussian mechanism
guarantee together with the fact that the fs-sensitivity of constrained regularized
ERM is O (%) [BE02]. For utility, we use the Rademacher complexity based result
of [SST10] to bound the generalization error of w. The other term, error from noise,
E[L(w; D) — L(w; D)] < O(Ha?||X||?) from smoothness of GLM. Combining these

two and optimizing for A gives the claimed result.

2.3.2 Lower Bounds

The proof technique for our lower bound relies on the connection between differential
privacy and sensitivity shown in [CH12]. The underlying mechanisms behind the
proof is also similar in nature to the method seen in [SU17]. We note that although
we present the following theorem for empirical risk, a reduction found in [BFTT19]

implies the following result holds for population risk as well (up to log factors).

Theorem 11. Let ¢ € [1/n,1], § < (1 —e™©). For any (¢,6)-DP al-
gorithm A, there exists a dataset S with empirical minimizer of norm at

most D such that the excess empirical risk of A on S 1is lower bounded by

Q{mln{HyH? (D] XD/ 3 (H|Y])?/? \/EDHX”))”\/E}}'

(ne)?/3 ne

The problem instance used in the proof is the squared loss function, and thus this
result holds additionally for the more specific case of linear regression. We also note
this lower bound implies our upper bound is optimal whenever D|X| < ||)||, which
is a commonly studied regime in linear regression [SST10, KL15]. We here provide a

proof sketch and defer the full proof to Appendix A.1.7.

44



Proof sketch of Theorem 11 Define L(w;S) = 13, 1es((w,2) — y)%. Let
d' < min {n,d} and b,p € [0,1] be parameters to be chosen later. For any o € {£1}
define the dataset S, which consists of the union of d’ subdatasets, Sy, ..., Sy given
as follows. Set Z7 of the feature vectors in S; as ||X||e; (the rescaled j’th standard
basis vector) and the rest as the zero vector. Set £5(1 + b) of the labels as o;{|Y|| and
P2 (1—0b) labels as —a;||Y||. Let w” = arg min,,cga {Z(w; Sc,)} be the ERM minimizer
of L(;S,). Following from Lemma 2 of [Shal5] we have that for any @ € R? that

2 d
pH;;H Z (w; — w;)Q'

J=1

L(w; S,) — L(w’; S,) >

We will now show lower bounds on the per-coordinate error. Consider any o and o’
which differ only at index j for some j € [d]. Note that the datasets S, and S, differ
: — pn — pbn s — o — U6 — o — Yl s

in A = 25 [(14+0) — (1—b)] = &7 points. Let 7 = w§ = g and 7' =wi = — %7 (L.

the j components of the empirical minimizers for S and S’ respectively). Note that

o _ | = 2Vl o g — (PlXIDRe )3 _ (lxip \*/3 1
[wf —w§ | = iy Setting d’ = ( M) ) and b = (HWW) ensures A < .,

and thus Lemma 1 can be used to obtain

, L|Y|2?  DY3y)?
E 02 N —wl P > — = :
[\A(Sa)j wi|* + [A(Ser); — w] | } = 32 ||X|2 32(|| X || pne)2/3

One can now show via a packing argument that

(IX D) (P> p'
128(ne)?/3 ’

sup {E [E(.A(S,,); Sy) — L(w; Sa)}} >

ae{il}d'

432 Y|
? D|[X]ne ]

The result then follows from setting p = min {1

2.4 Lipschitz GLMs

In the Lipschitz case, we close a subtle gap in existing rates. We recall that in
this setting a more precise characterization in terms of the expected rank of the

design matrix is possible (as opposed to using d). The best known upper bound is

O (”wn erank> assuming knowledge of ||w*||. This bound was shown to be optimal

when € > rank/n and ||w*|| = Vrank [SSTT20].
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We first show that in the high privacy regime where ¢ < rank/n, an improved rate
is possible. Specifically, we show that in this regime constrained regularized ERM with
output perturbation and achieves the optimal rate. In fact, we note that the method
of [JT14] (i.e. unconstrained regularized ERM with output perturbation), can obtain
this rate when e = O(1) if the regularization parameter is set differently. We present
the constrained version in order to leverage Rademacher complexity arguments and

provide a slightly cleaner bound that holds for all € > 0.

2 _ AGXIPlog(1/8) gy

Theorem 12. Algorithm 3 run with parameters o e

G|lx | (log(1/3))"/*

N satisfies (€,0)-DP. Given a dataset of n i.i.d. samples from D, its

output has excess risk

E [L(w; D) — L(w*;D)] = O (G%X” + Ggﬂg”) .

We also state and prove a similar bound using the JL technique in Appendix A.2.

Next, we generalize the lower bound of [SSTT20] to show this new bound is optimal
for all settings of D, rank, and e. We now show that a modification of the lower bound
present in [SSTT20] shows our upper bound is tight. We note that their lower bound
only held for problem instances where rank = ||w*||* and e < rank/n. By contrast,

\/rank||w*||)
ne

the upper bound O( holds for any values of rank and ||w*|.

Theorem 13. Let G| Y|, ||X||,D > 0, ¢ < 1.2 and 6 < €. For any (¢,0)-DP
algorithm A, there exists a G-Lipschitz GLM loss bounded at zero by ||Y| and a
distribution D with ||w*|| < D such that the output of A on S ~ D" satisfies

] 1 \/mnk)
“\/ne’ ne '

E[L(A(S); D) — L(w";D)] = © (GD||X|| min (

All proofs for this section are deferred to Appendix A.2.
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2.5 Adapting to ||w*||

Our method for privately adapting to ||w*| is given in Algorithm 4. We start by giving
a high level overview and defining some necessary preliminaries. The algorithm works
in the following manner. First we define a number of “guesses” K for ||[w*||, D1, ..., Dk
where D; = 2/ : Vj € [K]. Then given black box access to a DP optimization
algorithm, A, Algorithm 4 generates K candidate vectors wy, ..., wg using A, training
set S; € (X x V)2, and the guesses Dy, ..., Dg. We assume A satisfies the following

accuracy assumption for some confidence parameter 5 > 0.

Assumption 1. There exists a function ERR : R* — R* such that for any D € RT,

whenever D > ||w*||, w.p. at least 1 — % under the randomness of S; ~ D2 and A it

holds that E[L(A(S1, D): D) — L(w*; D)] < ERR(D).

After generating the candidate vectors, the goal is to pick guess with the smallest
excess population risk in a differentially private manner using a validation set S5. The
following assumption on A allows us both to ensure the privacy of the model selection

algorithm and verify that L(w;; S5) provides a tight estimate of L(w;; D).

Assumption 2. There exist a function A : RT — R such that for any dataset

Sy € (X x V)% and D >0

P[3(z,y) € S : [((A(S1, D); (x,9))| = A(D)] < HHT,?B}

Specifically, our strategy will be to use the Generalized Exponential Mechanism,
GenExpMech, of [RS16] in conjunction with a penalized score function. Roughly, this
score function penalty ensures the looser guarantees on the population loss estimate
when D is large do not interfere with the loss estimates at smaller values of D. We
provide the relevant details for GenExpMech in Appendix A.3.1. We now state our

result.
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Algorithm 4 Private Grid Search

Input: Dataset S € (X x V)", grid parameter K € R, optimization algorithm:
A (X x V)" x R— RY privacy parameters (e, §)
Partition S into two disjoint sets, S; and S, of size
Wy = 0
for j € [K] do

w; = A(S1, Dj)

L, = L(w;: Sp) + A@ostr/s) | [AVIoaK]5)

n

n

2

end for

Set j* as the output of GenExpMech run with privacy parameter §, confidence

parameter 2, and sensitivity/score pairs (0, | V||2), (A(Dy), Ly)...,(A(Dg), L),
9: Output w;-

Theorem 14. Let £ : R x (X x V) be a smooth non-negative loss function such that
00, (z,y)) < [|IV|I? for any x,y € (X x V). Let €,0,8 € [0,1]. Let K > 0 satisfy
ERR(2) > ||V||2. Let A be an (55, 52-)-DP algorithm satisfying Assumption 2. Then

Algorithm J is (¢,6)-DP. Further, if A satisfies Assumption 1 and Sy ~ D"/? then

Algorithm 4 outputs w s.t. with probability at least 1 — j3,

E[L(@;D) — L(w's D)) < min { V], ERRZmax {[lu” |, 1)

n \/4Hy\|210g (4K/B) | 5A(2 maX{Hw*HJ})}

n ne

We note that we develop a generic confidence boosting approach to obtain high
probability guarantees from our previously described algorithms in Section 2.5, and
thus obtaining algorithms which satisfy 1 is straightforward. We provide more details
on how our algorithms satisfy Assumption 2 in Appendix A.3.4. The following Theorem
details the guarantees implied by this method for output perturbation with boosting
(see Theorems 35,37). Full details are in Appendix A.3.3.

Theorem 15. Let K ¢,0,8 > 0 and A be the algorithm formed by running 3 with

boosting and privacy parameters € = 5, 0’ = %. Then there exists a setting of K such

that K = © (log (max { ‘}B:H:/f%, H{’/I%(ﬁ)‘:‘"’ })) and Algorithm 4 run with A and K is
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(6,0)-DP and when given S ~ D", satisfies the following w.p. at least 1 — 3 (letting

D* = 2max {||lw*|,1})
E[L(@:D) — L(w";D)] = é(min {||y||2,

(VED X)) |9 + (VED* | x])°
(ne)?/3

L VHD [ X|max{| Y]], 1} + IVII* N HJ’\|Q+H(D*|!XH)2})

N4 ne

Confidence Boosting. We give an algorithm to boost the confidence of uncon-
strained, smooth DP-SCO (with possibly non-Lipschitz losses). We split the dataset S
into m + 1 chunks and run an (¢, §)-DP algorithm over the m chunks to get m models,
and then use Report Noisy Max mechanism to select a model with approximately the

least empirical risk. We show that this achieves the optimal rate of O <\/}Tm\”/§”y”>

whereas the previous high probability result of [SST10] had an additional O (%)
term, which was also limited to only GLMs. The key idea is that non-negativity,
convexity, smoothness and loss bounded at zero, all together enable strong bounds on

the variance of the loss, and consequently give stronger concentration bounds. The

details are deferred to Appendix A.4.

2.6 Conclusion

In this chapter, we studied the problem of learning convex generalized linear models
(GLM), under differential privacy, in the unconstrained setting. We designed DP
procedures with near-optimal dimension-independent rates for two fundamental classes:
Lipschitz GLM, and non-negative, smooth GLMs. Further, we proposed an adaptive
procedure which attains near-optimal rates without knowledge of the norm of the

optimal predictor.
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Chapter 3

Differentially Private Non-convex
Optimization

Summary

In this chapter, we study the problem of approximating stationary points of Lipschitz
and smooth functions under (g, §)-differential privacy (DP) in both the finite-sum and
. . . . . ~([vd 2/3
stochastic settings. We provide a new efficient algorithm that finds an O([E} )—
stationary point in the finite-sum setting, where n is the number of samples. This

1/2
%] / ) We also give a new construction
&

improves on the previous best rate of 6([
that improves over the existing rates in the stochastic optimization setting, where the

goal is to find approximate stationary points of the population risk. Our construction

~ 1 Vd 1/2 . . . . . . . .
finds a O<n1 73+ [E} )—statlonary point of the population risk in time linear in n.
Furthermore, under the additional assumption of convexity, we completely characterize
the sample complexity of finding stationary points of the population risk (up to polylog
factors) and show that the optimal rate on population stationarity is (:)(ﬁ + g)

Finally, we show that our methods can be used to provide dimension-independent

——12/3
rates of O(ﬁ + min ([ ffsnk} / , (n$2 /5>) on population stationarity for Generalized

Linear Models (GLM), where rank is the rank of the design matrix, which improves

upon the previous best known rate.
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3.1 Introduction

In this chapter, we study differentially private non-convex optimization; namely, the
task of approximating stationary points. This has been heavily studied in recent years
in the non-private setting [FLLZ18, MWCC18, CDHS17, NP06, GL13, ACD*19,
FSST19]. This problem is motivated by the intractability of nonconvex (global)
optimization, as well as by a number of settings where stationary points have been

shown to be global minima [GLM16, SQW16].

3.1.1 Contributions

In this work, we make progress towards resolving the complexity of approximating
stationary points in optimization under the constraint of differential privacy, for both
empirical and population risks. A summary of our new results is available in Table
3-1. In what follows, d is the problem dimension, n is the dataset size, and €, d are the
approximate DP parameters. Our first set of results pertains to the approximation of
stationary points in empirical nonconvex optimization (a.k.a. finite-sum optimization
. . . . . Val?/3
setting). In this context, we provide algorithms with rate O({—} ), and oracle

ne

complexity’ O(max{("ajz)l/g, (%)2}) This rate is sharper than the best known

for this problem [WYX17].

Next, we focus on the task of approximating stationary points of the population

risk. Results for this problem are scarce. We provide the fastest rate up to date for this
~/ Ja1l/? . )

problem under DP, of O(W + [n—s] ), with an algorithm that moreover has oracle

complexity n (i.e., is single-pass). This algorithm is a noisy version of the SPIDER

algorithm [FLLZ18], whose gradient estimators are built using a tree-aggregation data

structure for prefix-sums [AFKT21].

We continue by investigating stationary points for convex losses and give an

We consider for complexity the first-order oracle model, standard for continuous optimization
[NY83].
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Setting Convergence ‘ Our Rate ‘Previous best-known rate

Empirical (%)2 ’ (Thm. 16) (g)l ’ [WYX17]

Non-convex Population ﬁ (‘5—5)1 ’ (Thm. 19) V/de + (;{—5)1 ’ [ZCH*20
Convex Population % + n—j (Thm. 20) None

Non-convex | Empirical [@} 2/3/\ (HSQ 75 (Cor. 1) (@) 2 [SSTT21]
GLM Population ﬁ - [‘/r;ink]wg/\ﬁ (Cor. 1) None
Convex GLM | Population ﬁ + @/\ \/1?6 (Cor. 1) None

Table 3-1. Results summary: We omit log factors and function-class parameters. The
symbol A stands for minimum of the quantities.

algorithm based on the recursive regularization technique of [AZ18] which achieves the

optimal rate of ) (% + %) on population stationarity. To establish optimality, we give

a lower bound of Q(%g) on empirical stationarity under DP (Theorem 17) and a non-

private lower bound of Q(—=) on population stationarity (Theorem 40). We also give a

linear-time method, which achieves the optimal rate when the smoothness parameter
is not so large. We conclude the paper showing a black-box reduction that converts
any DP method for finding stationary points of smooth and Lipschitz losses into a DP
method with dimension-independent rates for the case of generalized linear models
(GLM). Using our proposed method with Private Spiderboost as the base algorithm
}2/3 1

) (ns)2/5

ne

yields a rate of O (\/15 + min ([ vrank )) on population stationarity. This

improves upon the result of [SSTT21] which proposed a method with 6([ . rank} 1/2)

ne

empirical stationarity?.

3.1.2 Techniques

Our methods combine multiple techniques from optimization and differential privacy in
novel ways. The lower bound for the empirical norm of the gradient uses fingerprinting
codes to a loss similar to that used for Differentially Private-Empirical Risk Minimiza-

tion (DP-ERM) [BST14], crafted to work in the unconstrained case. This lower bound

2This is the rate obtained after fixing a mistake in the proof of Theorem 4.1 in [SSTT21].
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can be extended to the population gradient norm by a known re-sampling argument
[BETGT19]. We also give a non-private lower bound of € (1/y/n) on population
stationarity with n samples which holds even in dimension 1, as opposed to previous

results [FSST19].

Efficient algorithms for (both empirical and population) norm of the gradient
are derived using noisy versions of variance-reduced stochastic first order methods,
which have proved remarkably useful in DP stochastic optimization [AFKT21, BGN21,
BGM21]. However, in contrast to previous work which scales noise proportionally to
the Lipschitz constant [ZCH20, ZMLX21] or (in the case of constrained optimization)
the diameter of the constraint set [BGM21, BGN21], we observe that the gradient
variations between iterates w, w’ can be privatized more effectively by scaling the noise
proportional to H ||w — w'||. In the case of the empirical risk, we use a noisy version
of SpiderBoost [WJZ*19]. We remark that our methods can achieve comparable rates
when applied to similar algorithms such as Spider [FLLZ18] and Storm [CO19], but
SpiderBoost allows for a larger learning rate which is considered better in practice. For
the population risk, it is worth noting that the empirical norm of the gradient does not
translate directly into population gradient guarantees, even if the algorithm in use is
uniformly stable [BE02], since this type of guarantee does not enjoy a stability-implies-
generalization property. Therefore, we opt for single pass methods that combine
variance-reduction with tree-aggregation; these techniques are particularly suitable for
the classical Spider algorithm [FLLZ18], which is the one we base our method on. For
the convex setting, we use recursive regularization [AZ18] which was used to achieve

the optimal non-private rate by [FSS*19].

Finally, our method for (non-convex) GLMs uses the Johnson-Lindenstrauss based
dimensionality reduction technique similar to [ABG*22], which focused on the convex
setting. Moreover, for population stationarity of GLMs, we give a new uniform

convergence result of gradients of Lipschitz functions. This guarantee, unlike the prior
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work of [FSS18], has only poly-logarithmic dependence on the radius of the constraint

set, which is crucial for our analysis.

3.1.3 Related Work

The current work fits within the literature of differentially private optimization, which
has primarily focused on the convex case [CMS11, JKT12, KST12, BST14, TTZ14,
JT14, TTZ15, BFTGT19, FKT20b, AFKT21, BGN21]. The culmination of this line
of work for the convex smooth case showed that optimal rates are achievable in linear
time [FKT20b, AFKT21, BGN21]. Our work shows that in the convex case similar
rates are achievable for the norm of the gradient: this result is useful, e.g., for dual
formulations of linearly constrained convex programs [Nes12], and moreover it has

become a problem of independent interest [AZ18, FSST19]. 3

Regarding stationary points for nonconvex losses, work in DP is far more recent, and
primarily focused on the empirical stationarity [WYX17, ZZMW17, WX19, WCX19b].
Under similar assumptions to ours these works approximate stationary points with

rate 6({;{—5] 1/2), which is slower than ours.

Works addressing population guarantees for the norm of the gradient under DP
are scarce. [ZCH™20] proposed a noisy gradient method, whose population guarantee
is obtained by generalization properties of DP. However, the best guarantee obtainable
with their analysis is O({\g}lﬂ + \/85)4. Note that for any e this rate is Q([d/n]1/3).
Under additional assumptions (on the Hessian), [WX19] obtains a rate of O(y/d/(ne))
by uniform convergence of gradients, which is sharper when ¢ is constant. By contrast,

our rate is much faster than both for ¢ = ©(1). In particular, in this range, our rates

3To provide a specific example, consider the dual of the regularized discrete optimal transport
problem, as discussed in [DG23], Section 5.6. If the marginals yu, v in that model are accessed through
i.i.d. samples, then this becomes an SCO problem. Moreover, it is argued in that reference that
approximate stationary points provide approximately feasible and optimal transports through duality
arguments. Hence, the result is an SCO problem where we require approzrimate stationary points.

4[ZCH™*20] omits the term v/de, but this omission is only valid when & < 1/[n\/d]/3.
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are faster than those obtained by uniform convergence, O(y/d/n) [FSS18]. Moreover,
our method runs in time linear in n. On the other hand, in the much more restrictive
setting where the loss satisfies the Polyak-FLojasiewicz (PL) inequality, [ZMLX21]

provide population risk bounds of O(d/[ne]?) under DP.

The work of [BGM21] studies population guarantees for stationarity in constrained
. .. 1 Vd 2/5\ . . .
settings, obtaining rates O(W + [n—s} ) in linear time. Notice first that these
guarantees are based on the Frank-Wolfe gap, making those results incomparable to
ours. Despite this fact, their rates are slower than ours.” On the other hand, they
provide results for (close to nearly) stationary points in constrained /unconstrained
settings, for a broader class of weakly convex losses (possibly nonsmooth). This result
. 1 Vd 1/3y . .
is then more general, but the rate of O(W + [E} ) is substantially slower than

ours, and their algorithm has oracle complexity which is superlinear in n.

The problem of stationary points in (nonprivate) stochastic optimization has drawn
major attention recently [GL13, GL16, FLLZ18, AZ18, FSS18, FSS*19, ACD"19].
To the best of our knowledge, no lower bounds for the sample complexity® of this
problem are known (beyond those known for the convex case [FSST19]). On the other
hand, oracle complexity is by now understood: in high dimensions, for (on average)
smooth losses the optimal stochastic oracle complexity rate is O(1/n'/3) [ACD*19].
Although this provides some evidence of the sharpness of our results (see Appendix
B.2.2), note that these lower bounds require very high dimensional constructions
(namely, d = Q(1/a), where « is the rate), which limits their applicability in the

private setting.

SWe believe our methods can be extended to constrained settings using gradient mapping, a
guarantee for which is stronger than for Frank-Wolfe gap [Lan20, Section 7.5.1]. We defer this
extension to future work.

6Sample complexity is the fundamental limit on the sample size needed, as a function of a, to
achieve « stationarity. This is different from the oracle complexity as one is not limited to first-order
methods.

55



Algorithm 5 Private SpiderBoost

Input: Dataset: S € Z", Function: ¢ : R? x Z ++ R, Learning Rate: 7, Phase Size:
q, Batch Sizes by, by, Privacy Parameters: (e, ), Iterations: T’
1: wyg =0

2: 01 = cGy/log(1/9) Vlzg(l/(s) max {i, %}, where ¢ is a universal constant.
3: 09 = cHylog(1/0) vl(e)g’ﬁ(l/é):rnax {i, g}

4: 09 = 2cG/log(1/0) 1:g(1/5) max {é, g}

5. for t =0,...,7 do

6: if mod (¢,q) =0 then

7 Sample batch S; of size b;

8: Sample g, ~ N (0, 1;07)

9: Vt = i EZGSt Vf(wt, Z) -+ gt

10:  else

11: Sample batch S; of size by

12: Sample g; ~ N (0, [, min {Jg |w; — wy1 | ,8%})
13: Ay = é Yees, [Vl wy; z) — VE(wi_1; 2)] + g4

14: Ve = Vi1 + 4

15:  end if

16: Wiyl = Wt — nvt

17: end for

18: return @ uniformly at random from wy, ..., wr

3.2 Stationary Points of Empirical Risk
3.2.1 Efficient Algorithm with Faster Rate

The algorithm for our upper bound is a noisy version of the SpiderBoost algorithm
[WJZT19]". The algorithm works by running a series of phases of length q. Each phase
starts with a minibatch estimate of the gradient, and subsequent gradient estimates
within the phase are then computed by adding an estimate of the gradient variation.
The key to the analysis is to bound the error in the gradient estimate at each iteration.
Towards this end, we have the following generalization of the [WJZ*19, Lemma 1],

which follows directly from [FLLZ18, Proposition 1].

"SpiderBoost itself is essentially the Spider algorithm [FLLZ18] with a different learning rate and
analysis.
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Lemma 3. Consider Algorithm 5, and for any t € {0,..,T} let s; = EJ q.
If each Vi computed in line 9 is an unbiased estimate of Vf/(wt; S) satisfying
E U\vSt - Vf(wst;S)HQ] < 72 and each A; computed in line 13 is an unbiased es-
timate of the gradient variation satisfying B [HAt — [VL(wy; S) — VL(w;_; S)]HQ} <
72 ||wy — wes||*. Then for any t > s, + 1, the iterates of Algorithm 5 satisfy
t
E [Hvt — Vi(w S)HQ} <72 Y E[Jwe—wea|?] + 72
k=s¢+1

For privacy, using smoothness we observe the sensitivity of the gradient variation
estimate at iteration t is proportional to § ||w; — w;_1||. Thus we can apply the above
lemma with 72 = %2 + G%0? and 73 = f—; + H%03 (note the Gaussian noise in line
13 is drawn with variance scale at most o2 ||w; — wy_1|°). By carefully balancing the
algorithm parameters, we are then able to obtain the following result. The full proof

is deferred to Appendix B.2.1.

Theorem 16 (Private Spiderboost ERM). Let ¢,6 € [0,1] and n >
{ (Ge)? ﬁmax{l,ﬁ/G} }
max -

Tofdloa(1/5) . Algorithm 5 is (¢,0)-DP. Further, there exist

settings of T, n, q, by, by such that Algorithm 5 satisfies

2/3
E[|vi@: )] =0 (mvnfl‘)g“/5>) o))
)'})

: . ~(1va1?/3 .
In the case where the dominant error term is o = O [E} , then we approxi-

S

and has oracle complexity O (max { (ni/;/ei/s) ’ (

mately have oracle complexity O ( max {%, g})

3.2.2 Lower Bound

We now show a lower bound for the sample complexity of finding a stationary

point under differential privacy in the unconstrained setting, which shows that the

O(G, /dlog(1/5)

— ) term in the rate given in Theorem 16 is necessary. Furthermore, as our
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lower bound holds for all levels of smoothness, it also shows that our rate in Theorem

VdG?

L Our lower
one

16 is optimal in the (admittedly uncommon) regime where H <
bound in fact holds even for convex functions. Furthermore, this result implies the
same lower bound (up to log factors) for the population gradient using the technique

in [BFTGT19, Appendix C].

Theorem 17. Given G, H,n,e = O(1),27%™ < § < 1/n'*?W | there exists an G-
Lispchitz, H-smooth (convex) loss £ : R x Z — R and a dataset S of n points such
that any (e,9)-DP algorithm run on S with output W satisfies,

|VL@;s)| = (Gmin (1, dlog(l/é))) |

ne

The proof is based on a reduction to DP mean estimation. Specifically, we consider
a instance of the Huber loss function for which the minimizer is the empirical mean of
the dataset. We then argue that close to the minimizer, the empirical stationarity is
lower bounded by DP mean estimation bound [SU15], and far away, by construction,

the empirical stationarity is G. We defer the details to Appendix B.1.

Challenges for Further Rate Improvements. Given the above lower bound,
the question arises as to whether the 6([%]2/ 3) term can be improved. An informal
argument using the oracle complexity lower bound of [ACD*19] suggests several major
challenges in obtaining further rate improvements. A more detailed version of the

following discussion can be found in Appendix B.2.2.

Consider methods which ensure privacy by directly privatizing the gradient/gradient
variation queries. The aim of such methods is to design some private stochastic first
order oracle, Oy 5, such that a set of ) queries to Oy g satisfies (e, d)-DP, and use this
oracle in some optimization algorithm A(O. s). Such a setup encapsulates numerous
results in the convex setting [BFTGT19, KLL21], and is even more dominant in

non-convex settings [WYX17, ZCH*20, ACGT16b]. Under advanced composition
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based arguments, to make @ calls to such a private oracle one needs ¢ < ¢/1/Q. Now,
standard fingerprinting code arguments suggest lower bounds on the level of accuracy
of any such private oracle [SU15|. Specifically, without leveraging further problem

structure beyond Lipschitzness, one needs the gradient estimation error to be at least
S Q(G Qdlog(1/6)

— ) A similar argument suggests the error in the gradient variation

between iterates w,w’ must at least 7 [|w —w'|| = Q(H”w_w/ v Eleog(l/é)) Now
consider some optimization algorithm, A, which takes as input a stochastic oracle O
for some smooth function £. The lower bound of [ACD*19] suggests that if .4 makes at
most @) queries to O, the algorithm satisfies E[||[VL(A(O))||]] = Q <(L08T1>1/3 + \7@)

If O is a private oracle satisfying the previously mentioned conditions, we would then

have under the setting of 7 and 75 suggested by privacy that

2/3
LoHG,/dlog (1/6 G,/dlo )
E(IVLA©O)]) = © ( n g(”) 4 Gy/dlos(1/3)

ne

This indicates a substantial challenge for future rate improvements, as alternative
methods which avoid private gradients (see e.g. [FKT20b]) rely crucially on stability

guarantees arising from convexity:.
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3.3 Stationary Points of Population Risk

Algorithm 6 Tree-based Private Spider

Input: S = (21,...,2,) € Z™: private dataset, (¢,0): privacy parameters, 7: number
of rounds, b: batch size at beginning of each round, D: depth of trees at each
round, [: step-size parameter, a: accuracy parameter.

L wo 201y = 0
2: fort=1to T do
3: Set W5 = wt_l’g(gD_l)

4:  Draw a batch S, 4 of b data points, set S <= 5\ S; .
5. Set UZ@ .= SL5log(125/9) IO§(612'25/ 9,
6: Vt,@ = %Zzest,z Ve (wt,®§ Z) + 9t.2, where gtz ™~ N (07 ]IdUtz,@)‘
7. for w,, € DFS[D] do
8: Let s = Sc, where ¢ € {0, 1}.
9: if ¢ =0 then
10: Vis=V,3
11: Wi = Wy 3
12: else
13: Draw a batch S, of % data points, set S < S\ Ss.
14: Set noise variance Uzs = W.
15: At,s — zlbs| > (vg (wt,s; z)_VE (wt,fs\; Z)) + Gt s, where gt,sNN (0, ]IdO'tZ’s) .
2ESt,s
16: Vis =V, o+ Qs
17: end if
18: if |s| = D (i.e, us is a leaf) then
19: if ||Vis]| < 2& then
20: Return wy 4
21: end if
22: Let u; s+ be the next vertex in DFS[D].
23: Set 1,5 1= #”vm”
24: Wi s+ = Wi s — nt,svt,s-
25: end if
26: end for
27: end for

28: Return w, chosen uniformly at random from {w; : t € [T], uss is a leaf}.

For the population gradient, we provide a linear time algorithm; see Algorithm
6 for pseudocode. It is a noisy variant of SPIDER [FLLZ18], and utilizes a variance

reduction technique tailored to an underlying binary tree structure. Namely, we run
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T rounds, where at the beginning of round ¢ we build a binary tree of depth D, whose
nodes are denoted by u; s, where s € {0, 1}D . Every node u; s is associated with a
parameter vector wy s and a gradient estimate V,,. Next, we perform a Depth-First-
Search traversal of the tree. We denote by DFS[D] the set of nodes in the visiting
order excluding the root, for example: DFS[2] = {ug, oo, o1, U1, U190, u11}. When a
left child node is visited, it receives the same parameter vector and gradient estimator

of the parent node.

On the other hand, when a right child node is visited, it receives a fresh set of
samples and uses it to update the gradient estimator coming from the parent node.
Every time a leaf node is reached, a gradient step is performed using the gradient
estimator associated to the leaf. Finally, the parameter vector of a right child node
comes from the gradient step performed at the right-most leaf in the left sub-tree of
it. The use of the binary tree structure is benefitial because every gradient estimator
is updated at most D times within a round of 2P optimization steps, as opposed to
the original SPIDER algorithm where the gradient estimators are updated at every
optimization step. This way, we are able to perform the same number of optimization
steps but adding substantially smaller amounts of noise, leading to a faster rate than
the one we would get without using the tree. In the following, we denote by ¢(k) the
binary representation of any number k € [0,2” — 1] and by |s| the depth of u; 4 for
any t € [T].

The proposed algorithm is similar to the one in Section 5 of [BGN21] for con-
strained Differentially Private-Stochastic Convex Optimization (DP-SCO), with the
key difference that Algorithm 6 executes each round with fixed depth trees, which
is key for our convergence analysis, whereas the prior work leverages convexity to
construct trees that increase depth by one at each round. In addition, to choose the
step-size in [BGN21] the authors leverage the bounded diameter of the domain, while

our step-size is chosen as that of [FLLZ18], i.e. normalized by the norm of the gradient
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estimator and proportional to the target accuracy. This choice is crucial for controlling
the sensitivity of the gradient variation estimator in the unconstrained setting, and
consequently for the privacy analysis as well. Our results are presented below and the

proofs are deferred to Appendix B.3.
Theorem 18 (Privacy guarantee). For any €,6 € [0, 1], Algorithm 6 is (¢,0)-DP

Theorem 19 (Accuracy guarantee). Let p € (0,1), ¢,6 >0, b= max{ 2/3 Vnd'/4 };

s
n 1/2

D be such that D2P*' = b, T = oDy @ \/_Gmax{ 1 (E) } 3 =

amin{1, ¥ } and & = Ca, where C = 256log (1 25) log (QTQDH) 8HL0@2D/2+1),

Then, for any n > max{Vd(5Z +1)*/e, (2 + 1)*}, with probability 1 — p, Algorithm 6

ends in line 20, returning an iterate wy s with

IV L D)) < 3VEGC mae Lo (@/}

1/3° ne

Furthermore, Algorithm 6 has oracle complexity of n.

3.4 Stationary Points in the Convex Setting

Algorithm 7 Recursive Regularization

Input: Dataset S, loss function ¢, steps T', {\:},, {D:},, PrivateSubRoutine, number
of steps of sub-routine {K}, selector functions {S;(-)},, step size {n.},, noise
variances {o,},

1: wy=0,ng=1

2: Define function (w, 2) + (O (w; 2) = ((w; 2) + 22 ||w — wol®

3: fort=1toT —1do

4: Ng = Ny—1 + \‘| |J

5

6

7

w; = PrivateSubRoutine (SnH:nt, (=Y Dy, Ky, e, Si(4), O't)
Define function (w,z) + (O (w; 2) = LD (w; 2) + & ||Jw — @
. end for
Output: w = wr

In this section, we additionally assume that the loss function is convex. The

motivation for this is two-fold: firstly, this setting has recently gained attention in a
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non-private setting [Nes12, AZ18, FSST19]. Secondly, in this setting we are able to

establish tightly the sample complexity of approximate stationary points.

Our method is based on the recursive regularization technique proposed in [AZ18],
and further improved by [FSST19]. The main idea, as the name suggests, is to
recursively regularize the objective and optimize it via some solver. For the DP setting,
the key idea is to use a private sub-routine as the inner solver. Furthermore, while
a solver for the unconstrained problem suffices non-privately, we need to carefully

increase the radius of the constrained set over which the solver operates.

Theorem 20. Let G,H,¢,§ > 0, d,n € N. Let w — {(w;z) be an G-Lipschitz

t
H-smooth convez function for all x. Let Dy = (\/5) lw*||, \e = 2P\, n, = loi(g;), T =

G2?K2lo 6 _
\‘IOgZ (%)J ’ 0_152 == nt2€2g(1/ )’ and St({wk’}k) = ZKt (11*77t)\t)_k ZkK:tl (1 - nt)\t) kwk'
k=1

1. (Optimal rate) Algorithm 7 run with NoisyGD (Algorithm 18 in Appendiz B.4) as the
PrivateSubRoutine with above parameter settings and A\ = ﬁj*l\ min (%, n%) and

2.2( 2 3/2
_ Hi ) Hin PE(GPAHHY?)
Ky = max ( - log ( A ) ' TZNdGZ log(1/9)

) satisfies (€,0)-DP, and given a dataset

S of n i.i.d. samples from D, outputs w such that

E |V L(@w; D)|| = O (55 + Gf) .

Furthermore, the above rate is tight up to poly-logarithmic factors.

2. (Linear time rate) Algorithm 7 run with PhasedSGD (Algorithm 16)

as the PrivateSubRoutine with with above parameter settings and N =

max (ﬁzw min (%, n2de?) ,%g(”w and K, = | 7] satisfies (¢,9)-DP and given a

dataset S of n i.i.d. samples from D, in linear time, outputs w with

BIVL@ D) =0 -+ oV, el

The proof of the above result is deferred to Appendix B.4. For the tightness of

the rate, the necessity of the second term Gn—‘? is due to our DP empirical stationarity
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lower bound, Theorem 17. For the first “non-private” term %, even though [FSS™19]

proved a sample complexity lower bound, their instance is not Lipschitz and has
d = Q(nlog(n)), hence not applicable. To remedy this, we give a new lower bound
construction with a Lispchitz function in d = 1, Theorem 40 in Appendix B.1. The
polylog dependence on H and |[w*|| in the upper bounds, is consistent with the
non-private sample complexity in [FSS*19].

The second result is a linear time method which has an additional H ||w*|| //n term.
Firstly, if the smoothness parameter is small enough, then there is no overhead; this
small-enough smoothness is precisely the regime in which we have linear time methods
with optimal rates for smooth DP-SCO [FKT20b]. More importantly, [FSS*19] showed
that even in the non-private setting, a polynomial dependence on H ||w*|| is necessary
in the stochastic oracle model. However, the optimal non-private term, shown in
[FSST19], is H ||w*|| /n?, achieved by accelerated methods. Improving this dependency,

if possible, is an interesting direction for future work.

3.5 Generalized Linear Models

In this section, we assume that the loss function is a generalized linear model (GLM),
l(w; (z,y)) = ¢y ((w,z)). Also, assume the norm of data points = are bounded by
| X|| and the function ¢, : R — R is G-Lipschitz and H-smooth for all y. Furthermore,

let rank denote the rank of design matrix X € R"*.

Algorithm 8 JL method

Input: Dataset S, function (z,y) — ¢,(z), Algorithm A, JL matrix ® € R**¢ G, H,
¥
@ = A((y) > 6(2), (@1, )Yy 2G| X]2H X €,6/2)
Output: ©=d'w

Algorithm 8 is a generic method which converts any for smooth Lipschitz losses with

an empirical stationarity guarantee to get dimension-independent rates on population
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stationarity for smooth Lipschitz GLMs. This algorithm is the JL method from
[ABGT22] used therein to give excess risk bounds for convex GLM. We note that
while the JL method there is limited to the Noisy GD method, ours is a black-box
reduction. Furthermore, unlike [ABG"22|, we show that the JL method gives finer
rank based guarantees by leveraging the fact it acts as an oblivious approximate

subspace embedding (see Definition 20 in Appendix B.5).

Theorem 21. Let A be an (€,0)-DP algorithm which when run on a H-smooth
G-Lipschitz function on a dataset S = {(x;,y;)};_, where x; € X C R?, guarantees
E {HVE(A(SLS)‘H <g(d,n,H, G, ¢€) and || A(S)| < poly(n,d, G, H) with probability
at least 1 — ﬁ Then, Algorithm 8 run with

G115 )

k= [min (argmin <g(j,n,2G 12X, 2H || X%, €,6/2) +
jeN Vi

i ()]

on a G-Lipschitz, H-smooth GLM loss, is (¢,9)-DP. Furthermore, given a dataset of

n i.i.d samples from D, its output W satisfies,

E[|VL(#;D)||] <O (G\”/g” + g(k,n, 2G| X|| ,2H||X||2,e,5/2)> .

The expression for k£ above comes from the subspace embedding property of JL,
and from balancing the dimension of the embedding with respect to the error of A and
the approximation error of the JL. embedding. The proof is based on the properties of
JL matrices: oblivious subspace embedding and preservation of norms, together with
a new uniform convergence result for gradients of Lipschitz GLMs. The full proof is

deferred to Appendix B.5.

Below, we instantiate the above with our proposed algorithms.

Corollary 1. Under the assumptions of Theorem 21, Algorithm 8 run with A as
1. Private Spiderboost (Alg. 5) yields HVZ(@,D)H =

A 1 : Vrank 2/3 1
O(\/ﬁ—i-mm (( e ) ,(n6)2/5)>.
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2. Algorithm 7 with NoisyGD as PrivateSubRoutine, under the additional as-
sumption that w +— L(w;(z,y)) is convex for all x,y, yields HVZ(@,D)H =

0 (d - min (42 1))

We remark that the above technique also gives bounds on empirical stationarity.
In particular, the first term ﬁ, in the above guarantees, is the uniform convergence

bound and the second term is the bound on empirical stationarity.

3.6 Conclusion

In this chapter, we study differentially private optimization, where the goal is to
approximate stationary points of a smooth, Lipschitz and potentially non-convex
function. We consider two settings, where the objective is the empirical and population
risk, and propose differentially private procedures with improved rates. We further
give a lower bound which demonstrates tightness of our results in some regime of
problem parameters. Finally, we close these gaps, in general, under the additional

assumption of convexity.
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Chapter 4

Machine Unlearning via
Algorithmic Stability

Summary

In this chapter, we study the problem of machine unlearning and identify a notion of
algorithmic stability, Total Variation (TV) stability, which we argue, is suitable for
the goal of exact unlearning. For stochastic convex optimization and empirical risk
minimization problems, we design TV-stable algorithms based on noisy Stochastic
Gradient Descent (SGD). Our key contribution is the design of corresponding efficient
unlearning algorithms, which are based on constructing a near-maximal coupling of
Markov chains for the noisy SGD procedure. To understand the trade-offs between
accuracy and unlearning efficiency, we give upper and lower bounds on excess empirical
and populations risk of TV stable algorithms for convex risk minimization. Our
techniques generalize to arbitrary non-convex functions, and our algorithms are

differentially private as well.

4.1 Introduction

In this chapter, we study the problem of machine unlearning under the proposed

criterion of ezact unlearning — see Definition 11 for a formal definition. The primary
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objective is design of efficient unlearning algorithms for convex learning settings. In
these settings, and indeed in much of machine learning and even beyond, gradient-
based optimization stands out as the principal algorithmic approach. Unlike prior
works where the (learning) algorithms for specific problems (like linear regression) are
tailored enough to the problem to be amenable to efficient unlearning, an optimization
method hardly has any such useful structure. It is then natural to ask whether we
can design unlearning algorithms with non-trivial guarantees for a class of convex

problems.

We operate in a a streaming setting, where we start with a given initial dataset,
and observe a stream of edits (insertion or deletion) to the dataset. The goal is
to design a learning algorithm that outputs an initial model and a (corresponding)
unlearning algorithm that updates the model after an edit request. We require the
following properties to hold: (a). exact unlearning — at every time point in the stream,
the output model is indistinguishable from what we would have obtained if trained on
the updated dataset (i.e., without the deleted sample or with the inserted sample),
(b). the unlearning runtime is non-trivially small, and (c). the output models are

non-trivially accurate.

4.1.1 Contributions

Total Variation Stability. We develop new algorithmic principles which enable
exact unlearning in general settings. In particular, we identify a notion of algorithmic
stability, called total variation (TV) stability - an algorithmic property, which for any
problem, yields an in-principle exact unlearning algorithm. Such an algorithm might
not be efficiently implementable computationally or due to the data access restriction
(sequential nature of edits). To demonstrate the generality of our framework, we
discuss, in Section C.8.2 how the previous work of [GGVZ19] for unlearning in k-means

clustering using randomized quantization can be interpreted as a special case of our
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framework - a TV stable method, followed by efficient coupling based unlearning.
Finally, we note that the notion of TV-stability has appeared before in [BNS*16],

although in the seemingly unrelated context of adaptive data analysis.

Stochastic Convex Optimization and ERM. We make the above ideas of
TV stability constructive in the special case of smooth convex ERM problems. To
elaborate, we give a TV stable learning algorithm, and a corresponding efficient
exact unlearning algorithm for smooth convex ERM. Informally, for n data points,
and d dimensional model and a given 0 < p < 1, our method retrains only on p
fraction of edit requests, while satisfying exact unlearning and maintaining that the
accuracy (excess empirical risk) is at most min {lpn, (‘;3)4/5} (see Theorem 22 for
precise statement). This implies that for the (useful) regime of accuracy greater than
min {\/Iﬁ, (?)4/5}, our algorithms provide a strict improvement over the only known
method of re-computation - see remarks after Theorem 22 for details. Furthermore,
we also give excess population risk bounds by leveraging known connections between
generalization and algorithmic stability (see Section C.10). Finally, to assess how far
are our proposed (TV stable) algorithms from the most accurate, we give preliminary

lower bounds on excess empirical and population risk for TV stable algorithms for

convex risk minimization.

Extensions. Our results yield a number of interesting properties and extensions.

e Privacy: Even though privacy is not the goal of this work, as a consequence of our
techniques, some of our p-TV stable algorithms, those based on noisy SGD (Algo-
rithm 9, 21) are (¢, §)-differentially private (see Definition 9) with e = p\/m :
for any 0 > 0. It is easy to see that these parameters can lie in the regime reasonable
for good privacy properties i.e. € = O(1),0 < % However, not all TV-stable

algorithms, for instance Algorithm 19, may have good privacy properties. Our work
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therefore demonstrates interesting connections between techniques developed for

differential privacy and the problem of unlearning.

e Beyond Convezity and practical heuristics: Interestingly, our unlearning techniques
only require finite sum structure in the optimization problem (for exact unlearning)
and Lipschitzness (for runtime bounds). Therefore our unlearning algorithms yield
provable unlearning for gradient-descent based methods for any ERM problem. In
particular, we can apply the unlearning algorithm to non-convex (and potentially
non-Lipschitz) problems, like deep neural networks, and everytime the algorithm
does not recompute, it still guarantees exact unlearning. In contrast, differential
private training of non-convex models require Lipschitzness or use clipping of
gradients - a popular heuristic in deep learning. We can similarly use clipping
to give unlearning runtime bounds in non-Lipschitz scenarios. As is typical, the

accuracy in these cases is estimated empirically.

4.1.2 Related Work

The problem of exact unlearning in convex ERM has not been studied before, and
therefore the only baseline is re-computation (using some variant of gradient descent).
The most related are the works of [GGVZ19] and [NRSM21a], which we discuss as
follows. [GGVZ19] studied the problem of k-means clustering with exact unlearning
in a streaming setting of deletion requests - we borrow the setting (while also allowing
insertions) and the notion of exact unlearning from therein. We note that in [GGVZ19],
the notion of efficiency is based on the amortized (over edits) unlearning time being at
most the training time since that is a natural lower bound on the overall computational
cost. We, on the other hand, do not place such a restriction and so our methods can
have unlearning runtime smaller than the training time. Most importantly, the general
framework here (of TV-stable methods and coupling based unlearning) captures the

quantized-k-means algorithm of [GGVZ19] as a special case (see Section C.8.2 for
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details).

The work of [NRSM21a] focuses on unlearning in convex ERM problems, with a
stream of edit requests, the same as here. However there are two key differences. First,
the notion of unlearning in [NRSM21a] is approximate, based on (e, d)-differential
privacy, whereas we focus on exact unlearning. Second, the unlearning runtime in
[INRSM21a] is deterministic, whereas that of ours is random. These are akin to
Monte-Carlo vs. Las Vegas style of guarantee discrepancy. We refer the reader to
an extended literature survey along with a detailed comparison to [NRSM21a] in
Section C.1. We show therein that with the same unlearning time, the accuracy
guarantees of [NRSM21a] are better than us only in regimes where their approximate

unlearning parameters and hence the notion, is weak.

4.2 Additional Preliminaries

We review the problem setup and present additional preliminaries below.

We operate under the criterion of exact unlearning — see Definition 11. However,
since we also consider insertions here, the unlearning requests can also include insertions

to the dataset.

Let S = 5%={z1,29,...,2,},2 € Z be the initial dataset of n points. We observe
k edit requests, each being either an insertion or deletion request. We use S* to denote
the set of data points available at time ¢ in the stream. For simplicity, we assume that
at any point in the stream, the number of available data points is at least n/2 and at

most 2n.

Total Variation Stability. We define Total Variation stability (TV-stability),

which is the notion of algorithmic stability we propose to use.
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Definition 15 (p-TV-stability). An algorithm A is said to be p-TV-stable if

sup TV(A(S), A(S")) < p

S,S":Smop S -

See Section 1.2.4.1 for preliminaries on Total Variation distance (including its
definition in Definition 13) as well as its connection to maximal coupling. We note
that the notion of TV stability has appeared in prior works, such as [BNS*16], albeit

in different contexts than machine unlearning.

A few remarks are in order.

Remark 1. 1. In the above definition, we consider the marginals of output, and

do not include the metadata.

2. Suppose S is a dataset of n points, and S’ is a dataset of n + ko points such that
|S\S’"| = k1. Then, if algorithm A is p-TV stable, then by triangle inequality of
TV distance, we have that TV(A(S), A(S")) < (2k1 + k2)p

4.3 Main Results

We state our main result on designing learning and unlearning algorithms in a stream

of edit requests.

Theorem 22 (Main Theorem). For any % < p < o0, there exists a learning and a
corresponding unlearning algorithm such that for any w — €(w; z), which is H-smooth

and G-Lipschitz convex function V' z, and a stream of edit requests,

1. Satisfies exact unlearning at every time point in the stream of edit requests.

2. At time i in the stream, outputs Wi with excess empirical risk bounded as,

o (g2

E [E(?DS, S%) — L(wk; S’)} =0 (min {
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3. For 'k edit requests, the  expected  unlearning  runtime 1S

O(max {min {p, 1} k - Training time, k}).

We make some remarks about the result.

Training time. Informally, what the above theorem says is that the algorithms
satisfy exact unlearning and are accurate while only recomputing a p fraction of times
- this is indeed the nature of our proposed algorithms. "Training time" in the above
theorem is the runtime of the learning algorithm (for the aforementioned accuracy).
If we measure training time in terms of number of gradient (oracle) computations,
as is typical in convex optimization, then for the above accuracy, our algorithm has

optimal oracle complexity in most regimes (see details in Section C.7.1).

Role of p. The external parameter p controls the trade-off between accuracy and
unlearning efficiency. In the extreme case where we don’t care about unlearning
efficiency and are fine with paying retraining computation for every edit request, then
we can set p > 1 as large as we want to get, as expected, arbitrary small excess
empirical risk. However, the interesting case is when we set p < 1: herein, we get an

improved (see below) unlearning time and yet a non-trivial accuracy, upto p = €2 (%)

Improvements. The above result may seem like a trade-off, but, as we argue below,
is a strict improvement over the baseline of retraining after every edit request (which
is the only other known method for exact unlearning for this problem). Let the
target excess empirical risk be a > oy = min {%, (W)4/5}. For any such
a, from the above result, there exists a p < 1, such that our algorithms have pk -
Training time(a) expected unlearning time, which is smaller than & - Training time(«)

- the cost of retraining after every edit request. Furthermore, as remarked above,

since our training time is optimal in number of gradient computations (for the said
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accuracy), the aforementioned improvement holds for re-computation with any first-
order optimization algorithm. A small caveat is that we are comparing our expected
unlearning time with deterministic runtime of retraining. To summarize, with this
caveat, we have a strict improvement in the low accuracy regime, whereas in the
high accuracy regime: a < «ap, our unlearning algorithms are as good as trivial
re-computation. However, this low accuracy regime is often the target in machine
learning problems. To elaborate, the goal is to minimize the population risk rather
than empirical risk, and it is well known that this statistical nature of the problem
results in an information-theoretic lower bound of % on excess population risk. We
show in Section C.10 that our algorithm guarantees an excess population risk of ﬁ +a,

and so a very small o only becomes a lower order term in excess population risk.

Algorithms. The first upper bound on accuracy in Theorem 22 is obtained by
standard SGD, which, in each iteration samples a fraction of datapoints, called
mini-batch, to compute the gradient, and performs the descent step - we call this
sub-sample-GD. The second upper bound is obtained using noisy accelerated mini-
batch-SGD (noisy-m-A-SGD), which is also used for differentially private ERM. Our
unlearning algorithm for sub-sample-GD is rather straightforward, and most of the
work is design of unlearning algorithm for noisy-m-A-SGD, which is based of efficient
coupling of Markov chains corresponding to the learning algorithm. We describe the

algorithms in detail in Section 4.5.

Sub-optimality within the TV stability framework. If we consider G, H, D =
O(1), and a simple model of computation wherein we pay a unit computation when
we recompute, otherwise not, then the unlearning problem is equivalent to design of
TV -stable algorithms, and a corresponding (maximal) coupling (see Section C.2.1 for
more details). Our coupling construction for unlearning in noisy-m-A-SGD, though

efficient, is not maximal - this gap shows up in the accuracy bound (second term),
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1/5

which is (%) worse than what we would have obtained via a maximal coupling

ie %. We also note that in case we don’t use acceleration, but rather vanilla noisy

mini-batch SGD, and the "same" coupling construction for unlearning, then we obtain
Va\2/3 . . .

a worse accuracy bound of (—) (see Section C.8.1 for details). Finally, apart from
o

closing the gap with the maximal coupling, another potential improvement is by giving

p-TV stable algorithms with better accuracy. We discuss such upper and lower bounds

as follows.

As pointed out, intermediate to the result in Theorem 22 is the design and analysis
of T'V-stable algorithms for smooth convex ERM. Our main result on upper bounds

on accuracy of such algorithms is the following.

Theorem 23 (Upper bound). For any 0 < p < oo, there exists an algorithm which
is min {p, 1}-TV stable, such that for any function ((-;z) which is H-smooth and
G-Lipschitz convex ¥V z, and any dataset S of n points, outputs wg which satisfies the

following.

~ ~ 1 d
E [L(@S; S) — L(wg; S)} =0 (GD min {, f}) :
Jpn'opn
We show that the condition p > % in Theorem 23 is fundamental for any non-
trivial accuracy, as evidenced by our lower bounds, with a matching dependence on p.

Furthermore, we omit the regime p > 1 in our lower bound since it puts no constraint

on the algorithms to exhibit a non-trivial lower bound.

Theorem 24 (Lower bound). For any p-TV-stable algorithm A, there ezists a G-
Lipschitz, 0-smooth convex function ¢ and a dataset S of n points such the expected

excess empirical risk is lower bounded as:

1. For any 0 < p < 1, and any dimension d, E{Z(A(S);S) —E(w:‘;;S)} =
Q(GDmin{l L })

’pn
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2. Assuming that A(S) has a probability density function upper bounded by
K < 0@2%, then for n > 72,2 < p < I and large enough d,

E [L(A(S); S) = L(wg; S)| = @ (GDmin {1, -}).

In each of the lower bounds, the term G D is trivial as it is attained if an algorithm
outputs a constant regardless of the problem instance. The first lower bound holds
for all problem instances without any assumptions on the relationship between the
problem parameters d, n and p. Note that if we assume that the upper bound given
by Theorem 23 were tight, in that case we would expect to derive a lower bound of

g whenever % < L« d< L - wewould therefore need to shrink the class

vPn pn
of problem instances explicitly. Unfortunately, our techniques currently do not show
improvement with this restriction. The second result is obtained by a direct analysis,
where the key ingredient is the fact that normalized volume of spherical cap of a
hypersphere goes to 0 as d — oo, for a fixed width of the cap. The condition that the
probability distribution A(S) has bounded density prevents it to have discrete atoms -
this is not desirable especially since our (upper bound) algorithm sub-sample-SGD

outputs a mixture of discrete distributions, and therefore does not lie in this class.

Please see Section C.9 for derivations of the lower bounds.

4.4 Main Ideas

In this section, we discuss the key ideas to our approach. The first is identifying a
notion of stability. The key idea is maximal coupling characterization of total variation
distance. Note that if the outputs on neighbouring datasets S (original) and S (after
an edit) are close in TV distance, then there exists a maximal coupling under which,
the output on S can likely be reused while still satisfying exact unlearning. Our
approach is to make this idea constructive for convex ERM problem. We also note

that the notion of TV stability for unlearning can be motivated from and cast in
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a more general framework based on optimal transport (see for Section C.2.1 more
details). The second ingredient is the design of TV stable algorithms for convex
ERM. One of the algorithms we propose is an existing differential private solution,
which we show to be TV stable as well. Finally, the bulk of the work, is the design
and analysis of efficient unlearning algorithms. We show that this problem can be
reduced to efficiently constructing couplings between Markov chains, and we give such

a construction using rejection sampling and reflection mappings.

4.4.1 TV-stable Learning Algorithms and Differential Privacy

In this section, we discuss the ideas underlying the design of TV-stable learning
algorithms. We will use the notion of differential privacy (DP) — see Definition 9 —

which will serve as a key tool.

A differentially private algorithm promises that the output distributions are close
in a specific sense: the likelihood ratios for all events for two neighbouring datasets is
uniformly close to e¢, upto a failure probability §. Note that we have identified that
we want our outputs to be p-TV stable. A natural question is whether we can relate
the (e, 0)-DP notion to p-TV-stability. An easy to see direction is that any p-TV stable
method is (at least) (0, p)-DP. Similarly, for the other direction, under additional
assumptions, such relations can be derived. The important part is that certain widely
used DP methods are TV stable as well. The primary example, which we will use in

this work, is Gaussian mechanism. It is known that adding Gaussian noise of standard

log(1/6)

deviation to a 1-sensitive function, provides (e,6)-DP [DR*14]. It can be

€

shown that the same method also provides p-TV stability, with p = o)
og

TV-stable Algorithm. For the problem of TV-stable convex empirical risk mini-
mization, we propose two algorithms: sub-sample-GD and noisy-m-A-SGD. We show

that the expected excess empirical risk of noisy-m-A-SGD is better than that of sub-
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sample-GD, in regimes of small dimension. The algorithm noisy-m-A-SGD is essentially
noisy-SGD algorithm of [BST14] for DP convex ERM, with an additional (Nesterov’s)
acceleration on top. In noisy-m-A-SGD, at iteration ¢, we sample a mini-batch b,
uniformly randomly, use it to compute the gradient at iterate w; = (1 — oy )w; + aywy_q

denoted as VL(iv;; Sy, ) and update as follows:
weyr =1 —n (VL(is3 Sy,) + 6r)

where 6; ~ N(0,0%[;) and o is set appropriately. This procedure can be viewed as

sampling from a Markov chain depicted in Figure 4-1.

Mini-batches @ @

Figure 4-1. Markov chain for noisy-m-A-SGD Algorithm

A detailed discussion of challenges and certain subtleties in applying DP algorithms

to our problem is provided in Section C.2.2

4.4.2 Unlearning via (un)couplings

The final, though the most important piece, is the design of unlearning algorithms.
Let S be the initial dataset, S’ is the dataset after one edit request, and we want
to design a transport from P = A(S) to @ = A(S’), which means that we want to
construct a coupling of P and (). Broadly, there are two challenges: the first is the
data access restriction - when generating a sample from P, we don’t know what @)
would be, therefore, the coupling cannot be based on efficiently sampling from the
joint distribution directly, but is limited to work with samples generated from P. The

other is that construction of the coupling should be computationally more efficient
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than drawing independent samples from P and (), which essentially amounts to our

baseline of re-computation.

Framework of verification and re-computation: We encapsulate some desirable
design properties while constructing couplings as a framework which gives efficient
unlearning algorithms. We first setup some terminology - the diagonal of a coupling 7 of
two probability distributions, is the set {(p, q) : p = ¢} and similarly, the non-diagonal
is the set {(p,q) : p # q}. We have that the measure of the non-diagonal, under a
maximal coupling 7*, is P, g)~rs 1 {(p, ) : p # ¢} = TV(P, Q). This implies that when
using p-TV stable algorithms, the probability measure of the diagonal under a maximal
coupling, is large: at least 1 — p. At a high-level, our unlearning algorithms comprise
of two stages: verification and recomputation. We first verify whether our output on
dataset S (i.e. sample from P) falls on the diagonal of any maximal coupling of P and
() or not - if that is indeed the case, then the same sample for () suffices. Importantly,
for computational efficiency, we require that verification be computationally much
cheaper then recomputing (smaller that p - recompute cost). If the verification fails,
we sample from the non-diagonal of any maximal coupling P and @), so that we have a
valid transport. As the name suggests, the computational cost of recomputation that
we will shoot for is to be of the same order as (full) recompute. If we are able to design
such a method, then we will show that for k edit requests, the expected computational

cost for unlearning is k - verification cost 4+ kp - recompute cost ~ kp - recompute cost.

Coupling of Markov chains. Our approach for unlearning is to construct a
coupling of the optimization trajectories on neighbouring datasets. We have discussed
that the iterates from noisy-m-A-SGD can be seen as generated from a Markov chain,
depicted in Figure 4-1. Hence, for two neighbouring datasets, the iterates are sampled
from two different Markov chains P and (). Moreover, by design, we know that these

Markov chains are p-TV close - we measure the total variation distance between the
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marginals of outputs. The task is now to maximally couple these two Markov Chains.
We remark that in the Markov chain literature, maximal coupling of Markov chains
does not refer to the above but rather the setting wherein we have one Markov chain,
but started at two different states, and the goal is to design a coupling such that their
sampled states become and remain equal as soon as possible. In contrast, our notion of
coupling of two Markov chains has also been recently studied by [V6116] and [EKRR19],
wherein they refer to this problem as design of uncoupling or maximal agreement/exit
couplings. However, the ideas in the aforementioned works are analytical and arguably

not computationally efficient in general.

4.5 Algorithms

In this section, we present the algorithms for learning and unlearning. In our algorithms,
we use functions “save” and “load”, which vaguely means saving and loading the
variables to and from memory respectively. In Section C.7, we explain what data
structures to use for computational efficiency. The main result Theorem 22 is obtained
by combination of two algorithms: sub-sample-GD (superior in high dimensions) and
noisy-m-A-SGD (superior in low dimensions). We note that subsample-GD is just
standard mini-batch SGD and unlearning therein is simple. Hence, due to space
constraints, we defer its description to Section C.3 and focus here on noisy-m-A-SGD.

The proofs of results in this section are deferred to Section C.5.

4.5.1 TV-stable Learning Algorithm: noisy-m-A-SGD

The algorithm, superior in low dimensions, called noisy-m-A-SGD, is accelerated
mini-batched SGD [Lan12] with appropriate Gaussian noise added at each iteration.
In the literature, this algorithm (with or without acceleration) is used for DP training
of (non) convex models. In each iteration, we save the mini-batch indices, the models,

the gradients as well as the noise vectors to memory.
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Algorithm 9 noisy-m-A-SGD(wy,, to)

Input: Initial model wy,, data points {z1,...,z,}, T, n, m
1: wo =10
2: for t =tg,tg+1...,7 do
3:  Sample mini-batch b; of size m uniformly randomly
4: Sample 0; ~ N (0, 0%I,)
5.y = (1 — ap)wy + cqwy_q
6: g = % Yjen, VE(Wy; 25)
7.
8
9:

w1 = P (i — 0 (g: +0;))
Save(by, Oy, wy, Wy, gr)
end for
Output: Wg = wry

We now state our main result for noisy-m-A-SGD.

Proposition 1. Let {(.;z) be an H-smooth G-Lipschitz convex function ¥ z. For any

0 < p < oo, Algorithm 9, run with to = 1,7 = min %, % , a0 =004 =
<\/7H+J) TS/Q
2
%, o= S‘gG, and Tgeq% outputs wg which is min {p, 1}-TV stable and satisfies

B [L(as; S) - L(w; 9)] _0<HD2 GD +GD\/E>.

+
T2 VTm np

Choosing T (number of iterations) and m (mini-batch size) appropriately gives an

GDVd
pn

excess empirical risk of O ( ) — see Corollary 7.

4.5.2 Unlearning Algorithm for noisy-m-A-SGD

We now discuss the algorithm to handle edit requests which is based on efficiently
constructing near-maximal couplings. As discussed before, an important component
on constructing such couplings is, what we call verification, wherein we check if the
current model suffices after the edit request or not. If the verification is successful, we
don’t do any additional computation, otherwise we do a partial or full recompute (i.e.
retrain), which we call recomputation. The key idea is that verification can be done

efficiently, and fails with small probability (depending on the TV-stability parameter).

Our unlearning algorithm for noisy-m-A-SGD is based on efficiently constructing a
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Algorithm 10 Unlearning for noisy-m-A-SGD

Input: Data point index j to delete or data point z to insert (index n + 1)
1: fort=1,2...,T do

2:  Load(0y, wy, wy, by, g)

3:  if deletion and j € b; then

4: Sample ¢ ~ Uniform([n]\b;)

5: 9t = g0 =+ (VU(ivy; 25) — VE(iby; 7))
6: Save(g;, b\ {7} U {i})

7. else if insertion and Bernoulli(nﬁ“) then
8: Sample i ~ Uniform(b;)

9: 9i = 9t — o (VE(ig; 2;) — VE(ivy; 2))
10: Save(g;, b\ {i} U {n+1})

11:  else

12: continue

13:  end if

4: & =g+
(bN(géYO-QH)(ét)

15:  if Uniform(0,1) > 7 ) then
N (g¢,02D) St
16: &, = reflect(&, g7, 9¢)
17: Wiy1 = Wy — N&;
18: Save(&;)
19: noisy-m-A-SGD(wiy1,t +1)  // Continue retraining on current dataset
20: break
21: end if
22: end for

coupling of Markov chain describing noisy-m-A-SGD, with large mass on its diagonal.
The proof of result in this section is deferred to Section C.6. We first describe how

Algorithm 10 couples mini-batch indices while handling edit request.

Coupling Mini-batch Indices. After observing a deletion request, in Algorithm 10,
we look at all iterations in which the deleted point was sampled. We then replace the
deleted point with a uniformly random point not already sampled in that iteration. For
insertion, at each step, we again replace a uniformly sampled point in the mini-batch

of that step by the inserted point with probability ;7.

Reflection Coupling. We use the technique of refiection coupling, described in

Section 1.2.4.1, for our coupling construction. The reflection map, given the means of
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two distributions, denoted as p1p and pug and a sample from p ~ P, reflects p about the
mid-point of pp and pg. The context in which we will use it is p would be a sampled
point from a Gaussian distribution under the old dataset S (on which the model was
trained on), with pp and pg being the means of the Gaussian distribution under
the updated dataset S” (after edit request) and S respectively. The map essentially
exploits the spherical symmetry of the Gaussian to generate a good sample for the
distribution under S’. Please see Section C.6.2.2 for properties of the reflection map,

which are used in the final proofs.

Iterative Rejection Sampling. Our unlearning algorithm is based on iteratively
verifying each model w,;,; using rejection sampling. To elaborate, at each iteration,
we check if the noisy iterate, defined as w;1 = w; — n(g; + 6;) is a good sample for the
dataset S’, where g; is the gradient computed on w; using a uniformly sub-sampled
mini-batch from S. To do this, we need to compute a ratio of estimated marginal
densities (we just use conditional density under the coupled mini-batch, more details
below) of wyyy (line 15 in Algorithm 10) for both datasets, evaluated at the noisy
iterate, and compare it with Uniform(0,1). It it succeeds, we move to the next
iteration and repeat. If any of the rejection sampling fails, we use the reflection map

(line 16) to obtain a new w1, and continue retraining on S’.

Verification and Recompuation stages. Herein, the rejection sampling steps
comprise the verification stage, and if any of the rejection sampling fails, we move to
re-computation. The reason why verification can be done efficiently is due to the finite
sum structure of the ERM problem. To elaborate, at any iteration, to compute the
estimated marginal density, we need to compute the gradient with the new dataset
S’ - this, using the gradient of the old dataset only requires subtracting the gradient
at the deleted point, so O4(1) runtime as opposed to Oy4(m), if we were to compute

from scratch, where m is the mini-batch size. Moreover, throughout verification,
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this computation is done only for iterations which used the deleted point which are

Tm

n

Tm

iterations. Hence the total runtime of verification is Oy (T) as opposed

roughly

to Og4 (T'm) for re-computation. Similar reasoning applies to the insertion case.

Fast Algorithms and Maximal Coupling. The above procedure generates a
coupling but not a maximal coupling - the measure of the diagonal under the coupling,
and hence the probability to recompute, is v/T' worse then the optimal, where T is the
number of iterations run of noisy-m-A-SGD. This gives us that the faster the algorithm
(in terms of iteration complexity) is, the smaller the probability to recompute, when
using our coupling construction. This motivates why we use accelerated mini-batch
SGD, since it has a quadratically faster iteration complexity than vanilla mini-batch
SGD. In Section C.7.1, we also remark that using even faster variance-reduction based

algorithms like Katyusha [AZ17] do not yield further improvements.

Estimation of Marginals. We explain what we mean by estimated marginal
densities in the previous paragraph. Ideally, we want to create maximal coupling of
marginals of the output, and therefore measure TV distance between marginals, rather
than the entire algorithmic state. In particular, fix all iterates before iteration ¢, and
consider noisy iterate w1 = w; — (g + 60;). If we also fix the sampled mini-batch
b, then wyy is distributed as N (i; — ngs, n?c*l). However, once we unfix by, then
wyy1 is mixture of Gaussians, with the number of components being exponential in
m. and therefore even evaluating the marginal density is infeasible. One solution
is to just consider m = n i.e. full gradient descent, and then there is no additional
state. However, this makes the training runtime worse, which means that we would be
using a slower learning algorithm than what we would have used if we were to simply
recompute to unlearn. Hence, to tackle this, as alluded to in the previous paragraph,

we evaluate the ratio of conditional probability densities, where the conditioning is
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= 1KS
S (@b this is done in line

on the coupled mini-batch indices (say b7 and b7") i.e. PG
t

15 of Algorithm 10, with a small change that we evaluate the ratio of conditional
densities of noisy gradients rather than iterates, but it can be verified that the ratio is
invariant to this shift and scaling. This use of conditional density corresponds to using
unbiased estimates of the marginals densities. It is easy to verify, using convexity of

the pointwise supremum for instance, that
TV((@F,59), (@F b)) = Egs o TV(@F18 @ |85) = TV (@, @)

However, in general, this might still not be ideal since we are estimating with just one
sample from the mixture and hence the estimation error would be large. However, we
will show that since we are anyway not able to construct maximal couplings, we don’t

pay extra with this coarse estimate.

Please see Section C.6.2.3 for a more formal treatment of the coupling procedure.

We now state the main result for this section.

Proposition 2. (Algorithm 9, Algorithm 10) satisfies exact unlearning. Moreover,

for k edits, Algorithm 10 recomputes with probability at most =£}=.

In the above proposition, we state unlearning efficiency in terms of probability to
recompute. In Section C.7.2; we provide more details on runtime (analytical complexity
bounds on total unlearning time, which is O(pk\/T Training time)) as well as space

complexity with an efficient implementation.

4.6 Conclusion

In this chapter, we studied the problem of machine unlearning under the exact
unlearning criterion. We defined a notion of algorithmic stability, Total Variation (TV)
stability, which motivated a general strategy for unlearning. This involved designing

a TV stable learning algorithm and a corresponding unlearning algorithm which
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constructs a near maximal coupling of the outputs on the original and updated datasets.
We applied this to the smooth convex ERM and stochastic convex optimization settings,
yielding accurate and efficient unlearning algorithms. Our techniques generalize to

the streaming setting involving deletions and insertions.
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Chapter 5

From Adaptive Query Release to
Machine Unlearning

Summary

In this chapter, we formalize the problem of machine unlearning as design of efficient
unlearning algorithms corresponding to learning algorithms which perform a selection of
adaptive queries from structured query classes. We give efficient unlearning algorithms
for linear and prefiz-sum query classes. As applications, we show that unlearning in
many problems, in particular, stochastic convex optimization (SCO), can be reduced
to the above, yielding improved guarantees for the problem. In particular, for smooth
Lipschitz losses and any p > 0, our results yield an unlearning algorithm with
excess population risk of é(ﬁ + %5) with unlearning query (gradient) complexity
6(p - Retraining Complexity), where d is the model dimensionality and n is the initial
number of samples. For non-smooth Lipschitz losses, we give an unlearning algorithm

\[12

with excess population risk O (ﬁ + (n—g) / ) with the same unlearning query (gradient)

complexity. Furthermore, in the special case of Generalized Linear Models (GLMs),
such as those in linear and logistic regression, we get dimension-independent rates of

1 1 ~ 1 1 . . _ . .
O( NCTE /3) and O( 7 /3) for smooth Lipschitz and non-smooth Lipschitz
losses respectively. Finally, we give generalizations of the above from one unlearning

request to dynamic streams consisting of insertions and deletions.
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5.1 Introduction

In this chapter, we continue our investigation into design of efficient unlearning
algorithms. We recall that the machine unlearning is concerned with updating trained
machine learning models upon request of deletions to the training dataset. We work

under the notion of exact unlearning defined in the previous chapter — see Definition 11.

Motivating Example: The main objective of our work is to identify algorithmic
design principles for unlearning such that it is more efficient than retraining, the
naive baseline method. Towards this, we first discuss the example of unlearning
for Gradient Descent (GD) method, which will highlight the key challenges as well
as foreshadow the formal setup and techniques. GD and its variants are extremely
popular optimization methods with numerous applications in machine learning and
beyond. In a machine learning context, it is typically used to minimize the training
loss, L(w; S) = L3 l(w; z;) where S = {2z}, is the training dataset and w, the

model. Starting from an initial model w;, in each iteration, the model is updated as:
~ 127
Wiy = wy — NV L(wg; S) = wy — 1 n ng(wﬁ zi) |
i=1

where 7 is the learning rate. After training, a data-point, say z, without loss of
generality, is requested to be unlearnt and so the updated training set is S" = {zi};:ll.
We now need to apply an efficient unlearning algorithm such that its output is equal to
that of running GD on S”. Observe that the first iteration of GD is simple enough to be
unlearnt efficiently by computing the new gradient VL(wy; S) = ﬁ(nVZ(wl; S) —
Vi(wy; zn)) and updating as w}, = w; —nV L(wy; S'). However, in the second iteration
(and onwards), the gradient is computed on w) which can be different from ws and
the above adjustment can no longer be applied and one may need to retrain from
here onwards. This captures a key challenge for unlearning in problems solved by

simple iterative procedures such as GD — adaptivity — that is, the gradients (or more
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generally, the queries) computed in later iteration depend on the result of the previous
iterations. We systematically formalize such procedures and design efficient unlearning

algorithms for them.

5.1.1 Results and Techniques

Learning/Unlearning as Query Release. Iterative procedures are an integral
constituent of the algorithmic toolkit for solving machine learning problems and
beyond. As in the case of GD above, these often consist of a sequence of simple but
adaptive computations. The simple computations are often efficiently undo-able (as in
the first iteration of GD) but its adaptive nature — change of result of one iteration
changing the trajectory of the algorithm — makes it difficult to undo computation, or

unlearn, efficiently.

As opposed to designing unlearning (and learning) algorithms for specific (machine
learning) problems, we study the design of unlearning algorithms corresponding to (a
class of) learning algorithms. We formalize this by considering learning algorithms
which perform adaptive query release on datasets. Specifically, this consists of a
selection of adaptive queries from structured classes like linear and prefix-sum queries
(see Section 5.3 for details). The above example of GD is an instance of linear query,
since the query, which is the average gradient % o VAl(wy; 2;), is a sum of functions
of data-points. With this view, we study how to design efficient unlearning algorithms

for such methods.

We use efficiency in the sense of number of queries made (query complexity),
ignoring the use of other resources, e.g., space, computation for selection of queries,
etc. To elaborate on why this is interesting, firstly note that this does not make the
problem trivial, in the sense that even with unlimited access to other resources, it is still
challenging do design an unlearning algorithm with query complexity smaller than that

of retraining (the naive baseline). Secondly, let us revisit the motivation from solving
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optimization problems. The standard model to measure computation in optimization is
the number of gradient queries a method makes for a target accuracy, often abstracted
in an oracle-based setup [NY83]. Importantly, this setup imposes no constraints
on other resources, yet it witnesses the optimality of well-known simple procedures
like (variants of) GD. We follow this paradigm, and as applications of our results
to Stochastic Convex Optimization (SCO), we make progress on the fundamental
question of understanding the gradient complexity of unlearning in SCO. Interestingly,
our proposed unlearning procedures are simple enough that the improvement over
retraining in terms of query complexity also applies even with accounting for the

(arithmetic) complexity of all other operations in the learning and unlearning methods.

Linear Queries. The simplest query class we consider is that of linear queries
(details deferred to Appendix D.2). Herein, we show that the prior work of [UMR*21],
which focused on unlearning in SCO and was limited to the stochastic gradient method,
can be easily extended to general linear queries. This observation yields unlearning
algorithms for algorithms for Federated Optimization/Learning and k-means clustering.
Herein, we give a p-TV stable (see Definition 15) learning procedure with 7" adaptive
queries and a corresponding unlearning procedure with a O(\/T p) relative unlearning

complexity (the ratio of unlearning and retraining complexity; see Definition 17).

Prefix-sum Queries. Our main contribution is the case when we consider the
class of prefix-sum queries. These are a sub-class of interval queries which have been
extensively studied in differential privacy and are classically solved by the binary
tree mechanism [DNPRI10]. We note in passing that for differential privacy, the
purpose of the tree is to enable a tight privacy accounting and no explicit tree may be
maintained. In contrast, for unlearning, we show that maintaining the binary tree
data structure aids for efficient unlearning. We give a binary-tree based p-TV stable

learning procedure and a corresponding unlearning procedure with a O(p) relative
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unlearning complexity.

Unlearning in Stochastic Convex Optimization (SCO). Our primary motiva-
tion for considering prefix-sum queries is its application to unlearning in SCO (see

Section 5.2 for preliminaries).

1) Smooth SCO. The problem of unlearning in smooth SCO was studied in

[UMR™21], presented in Chapter 4, which proposed algorithms with excess population

risk of O (\/1% + (ﬁ)2/3> where p is the relative unlearning complexity. We show that

using a variant of variance-reduced Frank-Wolfe [ZSM*20], which uses prefix-sum
Vd

queries, yields an improved excess population risk of O (ﬁ + n—p). This corresponds

to O(pn) expected gradient computations upon unlearning.

2) Non-smooth SCO. In the non-smooth setting, which was not covered in the
prior works, we give an algorithm based on Dual Averaging [Nes09], which again uses
prefix-sum query access, and thus fits into the framework. This algorithm gives us an
excess population risk of O (ﬁ %) with é(pn) expected gradient complexity of

unlearning.

3) Generalized Linear Models (GLM). GLMs are one of most basic machine
learning problems which include the squared loss (in linear regression), logistic loss (in
logistic regression), hinge loss (support vector machines), etc. We study unlearning
in two classes of GLMs (see below), for which we combine recently our proposed
techniques based on dimensionality reduction [ABGT22], presented in Chapter 3, with
the above prefix-sum query algorithms to get the following dimension-independent

rates.
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3(a) Smooth GLM. For the smooth convex GLM setting, we combine Johnson-
Lindenstrauss transform with variance reduced Frank-Wolfe to get O(\/lﬁ + W)
excess population risk. Note that we get no overhead in statistical rate even with
very small relative unlearning complexity, p ~ n~'/4. This class of smooth GLMs
contains the well-studied problem of logistic regression. Hence, our result demonstrates
that it is possible to unlearn logistic regression with sub-linear, specifically O(n3/*),

unlearning complexity with no sacrifice in the statistical rate.

3(b) Lipschitz GLM. Similarly, for the Lipschitz convex GLM setting, we
combine Johnson-Lindenstrauss transform with Dual Averaging yielding a rate of
A1 1

Please see Table 5-1 for a summary of above results.

SCO in dynamic streams. Finally, we consider SCO in dynamic streams where
we observe a sequence of insertions and deletions and are supposed to produce outputs
after each time-point. In this case, we present two methods: one which satisfies the
exact unlearning guarantee with worse update time, the other which satisfies weak
unlearning — which only requires the model (and not metadata) to be indistinguishable
(see Definition 16) — with improved update time. The exact unlearning method is
inspired from our work [UMR™21], presented in Chapter 4, which dealt with insertions
similar to deletions. The weak unlearning method is motivated from the observation
that the above may be too pessimistic. To elaborate, inserting a new data item does
not warrant a (unlearning) guarantee that the algorithm’s state be indistinguishable
to the case if the point was not inserted. Hence, insertions should require smaller

update time which is indeed the case for our proposed methods.
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’ Problem \ Base algorithm \ Rate

Smooth, Lipschitz-SCO VR-FW 1+ g
Lipschitz SCO DA =+ dﬁ

Smooth, Lipschitz GLM JL + VR-FW ﬁ + W
Lipschitz GLM JL+ DA % 4 W

Table 5-1. Excess population risk guarantees for various problems as well as the base
algorithm; p: relative unlearning complexity (see Definition 17), VR-FW: Variance-reduced
Frank Wolfe, DA: Dual averaging, JL: Johnson-Lindenstrauss transform.

5.1.2 Related Work

This chapter is a direct follow up of [UMR™21], presented in Chapter 4, wherein we
proposed the framework of Total Variation (TV) stability and maximal coupling for
the exact machine unlearning problem. We recap that this was applied for unlearning
in smooth stochastic convex optimization (SCO) yielding a guarantee of ﬁ + (%g)% on
excess population risk, where n is the number of data samples, d, model dimensionality

and p is the relative unlearning complexity (see Definition 17). We improve upon the

results in the previous work in multiple ways as described in the preceding section.

Besides this, the exact unlearning problem has been studied for k-means clustering
[GGVZ19] and random forests [BL21]. The work of [BCCC*21] proposes a general
methodology for exact unlearning for deep learning methods. Their focus is to
devise practical methods and they do not provide theoretical guarantees on accuracy,
even in simple settings. Finally, there are works which consider unlearning in SCO,
however they use an approximate notion of unlearning inspired from differential privacy
[GGHVDM20, NRSM21h, SAKS21, GINT21], and therefore are incomparable to our

work.

93



5.2 Additional Preliminaries

We review the problem setup and preliminaries briefly. We consider the setting where
we start with a dataset of n samples and observe one unlearning request. We assume

that the choice of unlearning request is oblivious to the learning process.

In Section 5.6, we generalize our result to a streaming setting of requests. Herein,
besides exact unlearning (Definition 11), we also consider a weaker notion, called weak
unlearning, wherein only the model output and not the entire state is required to be

indistinguishable. We provide its definition below.

Definition 16 (Weak unlearning). A procedure (A, U) satisfies weak unlearning if

for all all datasets S, all z € Z, and for all measurable events £ C W x M, we have,
P(A(S\{z}) € &) =P (U (A(S5),2) € E)

We briefly recap how the framework of Total Variation stability (see Definition 15)
and maximal coupling, is used in our construction of efficient unlearning algorithms. We
recall that, given two distributions P and (), a maximal coupling is a coupling (see
Definition 12) 7 such that the disagreement probability P, g~ {p # ¢} = TV(P, Q).
In the unlearning context, P = A(S), the output on initial dataset, and @@ = A(S’), the
output on the updated dataset. Hence, the unlearning problem simply becomes about

transporting P to @) with small computational cost, akin to optimal transport [Vil09].

When sampled from a maximal coupling between P and @), by definition, we get
the same sample for both P and @), expect with probability p, and yet satisfying the
exact unlearning criterion. The main idea is that for certain learning algorithms of
interest, during unlearning, we can efficiently construct a (near) maximal coupling
of P and @), and so the same model output from P suffices for ), most of the times.
In particular, the fraction of times that we need change the model is (roughly) the

TV-stability parameter p of the learning algorithm. The goal, therefore, is to design
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Algorithm 11 Template learning algorithm

Input: Dataset S, steps T, query functions {¢.(-)},., where ¢; € Q, a query class,
update functions {U;(-)},., selector function S(-)

. Initialize model w; € W

cfort=1toT —1do
Query dataset u; = ¢ ({wi}iq , S)
Update w1 = Uy({wi};y » ur)

end for

Output: w =38 ({wt}th)

SRR

an (accurate) TV-stable learning algorithm and a corresponding efficient coupling-
based unlearning algorithm. In this work, we use the technique of reflection coupling

described in Section 1.2.4.1 in Chapter 1.

5.3 Unlearning for Adaptive Query Release

We now set up the framework of adaptive query release, which is a lens to view
(existing) iterative learning procedures; this view is useful in our design of corresponding
unlearning algorithms. Iterative procedures run on datasets consist of a sequence
of interactions with the dataset; each interaction computes a certain function, or
query, on the dataset. The chosen query is typically adaptive, i.e., dependent on the
prior query outputs. We consider iterative learning procedures which are composed
of adaptive queries from a specified query class. Formally, consider a query class
Q C W27 herein, each query in Q is a function of a sequence of {w;}, - (typically,
prior query outputs), and the dataset S, with output in WW. With this view, we give a
general template of a learning procedure as Algorithm 11, where {U,}, and S are the

update and selector functions internal to the algorithm.

Query model: We describe the query model which we use to measure computational
complexity. Under the model, a query function ¢g({w},,S) takes |S| unit computations

(or queries, for brevity) for any ¢ and {w;},. In our applications to SCO, this will
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correspond to the gradient oracle complexity.

Our algorithmic approach to unlearning is rooted in the relationship between TV
stability and maximal couplings. With this view, for a specified query class, we have

the following requirements.

1. TV-stability: We want a p-TV stable “modification" of the learning Algorithm 11,

in the sense that it responds to the queries (line 3) while satisfying TV stability.

2. Efficient unlearning algorithm: We measure efficiency as the average number of
queries the unlearning algorithm makes relative to the learning algorithm (retraining),

defined as follows.

Definition 17 (Relative Unlearning Complexity). The Relative Unlearning Com-
plexity is defined as,

E(a,u) [Query complexity of unlearning algorithm U]

Ea [Query complexity of learning algorithm A]

For a p-TV stable learning algorithm, we want that the relative unlearning complexity
is (close to) p. This is motivated from the relationship between maximal coupling
and TV distance. In the following, our proposed unlearning algorithm constructs a
(near) maximal coupling of the learning algorithm’s output under the original and
updated dataset. This means that unlearning algorithm changes the original output
(under the original dataset) with probability at most p — in this case, the unlearning
algorithm makes a number of queries akin to retraining. In the other case when it
does change the output, it makes a small (ideally, constant) number of queries. The

above imply that relative unlearning complexity is (close to) p.

We note that relative unlearning complexity, in itself, does not completely capture
if the unlearning algorithm is good, since it may be the case that the corresponding
learning algorithm is computationally more expensive than other existing methods.

However, in our applications to SCO (Section 5.5), our learning algorithms are
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linear time, so the denominator, in the definition above, is as small as it can be
(asymptotically), i.e. O(n).

3. Accuracy: We will primarily be concerned with correctness of the unlearning
algorithm and its efficiency. In the applications (Section 5.5), we will give accuracy
guarantees for specific problems, where we will see our proposed TV stable modified

algorithms are still accurate.

5.4 Prefix-sum Queries

We now consider prefix-sum queries, which is the main contribution of this chapter.
The reason for this choice is that two powerful (family of) algorithms for SCO, Dual
Averaging and Recursive Variance Reduction based methods, fit into this template

(detailed in Section 5.5). We start by defining a prefix-sum query.

Definition 18. A set of queries {Qt}tZI where q; : W' x Z™ — W are called prefiz-sum
queries if qi(wi, S) = p1(w1, 21) and for all t > 1, Qt({wi}igtas) = Qt71<{wi}i<t ,S) +

pt( {witiey zt)) for some functions {p;},5, where p; : W* x Z — W.

Simply put, prefix-sum queries, sequentially query new data points and adds them
to the previous accumulated query. A simple example is computing partial sums of
data points (z1, 21 + 22,...). Note that in the above definition, we can equivalently
represent the prefix-sum queries using the sequence {p,},. We also assume that the

queries have bounded sensitivity, defined as follows.

Definition 19. A query q : W*x Z" —W is B-sensitive if

sup sup g ({wi};, 9) —q({wi};, S < B.

Wi g, P~n

We note that the bounded sensitivity condition is satisfied in a variety of applica-

tions; see Section 5.5.
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5.4.1 Learning with Binary Tree Data-Structure

The learning algorithm, given as Algorithm 12, is based on answering the adaptive
prefix-sum queries with the binary tree mechanism [DNPR10]. For n samples (assume
n is a power of two, otherwise we can append dummy “zero” samples without any
change in asymptotic complexity), the binary tree mechanism constructs a complete
binary tree 7 with the leaf nodes corresponding to the data samples. The key idea in
the binary tree mechanism is that instead of adding fresh independent noise to each
prefix-sum query, it is better to add correlated noise, where the correlation structure
is described by a binary tree. For example, suppose we want to release the seventh
prefix-sum query, S7_; p;({w; }j < , 2i), then consider the dyadic decomposition of 7 as
4,2 and 1, and release the sum,
4 6

(Z pil{ws}; ;s %) + §1) + (Z pil{w;}, < Zz)&)

i=1 =5

+ (p7({wj}j§i > ZZ) + 53)7

where &;’s denote the added noise, which may have also been used in prior prefix-sum

query responses. See Figure 5-1 (left) for a simplified description of the process.

We index the nodes of the tree using using binary strings B = {0, 1}'**™ which
describes the path from the root. Let the tree T = {v,},. 5 which denotes the contents
stored by the learning algorithm. Herein, each node contains the tuple (u,r, w, z)
where v € R? is the query response, 7 € R is the noisy response, w € R? a model
and z € Z a data point. In fact, only the leaf nodes store the model and data sample.
The size of the tree is the space complexity of the learning procedure. Finally, define

leaf : [n] — {0,1}'°2™ which gives the binary representation of the input leaf node.

This binary tree data structure supports the following operations:

1. Append(u, o; T): Add a new leaf to T, which consists of setting its query response

and noisy query response to u, and u + N(0, 0°I) respectively. Further, update
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tree to add u to uy, corresponding to nodes v, in the path from this leaf to root,
and add noise to their noisy response 1, for nodes which are left child in the

path.

2. GetPrefixSum(t; T), where t € N: Get the t-th noisy response from 7, which
consists of traversing the tree from t-th leaf to root, and adding the noisy

responses of nodes which are left child.

3. Get(b; T) where b € {0,1}'°%™): Get all items in the vertex of 7 indexed by b.

4. Set(b,v: T) where b € {0,1}°5™: Set the contents of vertex b in the T as v.

Figure 5-1. A simplified schematic of the learning (left) and unlearning (right) procedures
for prefix-sum queries. In the left, the leaves contain (noisy, if ) prefix-sum queries
applied on the randomly permuted data-point (=;'s) below it. The intermediate nodes
with 4+ adds the not-noised values of its children, where as others add noise to it. On the
right, the deleted point -, is replaced with -. which amounts to adjusting the queries with
—g + ¢ (see Algorithm 13 for details) and performing Rejection Sampling (abbreviated
RS;, where i's indicates the order of occurrence of sequence of rejection samplings) along
the height of the tree.

Following [GTS13], we give pseudo-codes of the above operations in Section D.3,

with minor modifications to aid the unlearning process.

5.4.2 Unlearning by Maximally Coupling Binary Trees

The unlearning Algorithm 13 is based on constructing a (near) maximal coupling
of the binary trees under current and updated dataset. Let z; be the element to be

deleted and let v, be the leaf node which contains z; (we use z in place of z; from here
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Algorithm 12 Treelearn(to; T)

Input: Dataset S, steps T', B-sensitive prefix-sum queries {p;}, ., update functions
{U:},<1, noise standard deviation o -
1: if ty = 1 then Permute dataset and initialize 7 end if
2 (4, -, wy,, -) = Get(leaf(to); T)
3: for t =ty to |[S| — 1 do
4w =p({witioy, %)
5. Append(us, 0;T)
6: 1, = GetPrefixSum(¢;T)
7
8
9:

w1 = Uy ({wt}gtﬂ’t)
Set(leaf (t), (us, m¢, we, 2¢) ;T
end for
Output: w =S ({w},)

on, for simplicity). During unlearning, we simulate (roughly speaking) the dynamics
of the learning algorithm if the deleted point was not present to begin with. In that
case, in place of the deleted point, some other point would have been used. Now, since
the dataset was randomly permuted, every point is equally likely to have been used,
and thus we can use the point 2’ in the last leaf node, say v;, in the tree — this choice
of the last point is important for unlearning efficiency. Firstly, the computations
associated with the last point 2z’ needs to be undone — towards this, we update the
contents of the nodes in the path from node v; to root (line 5), finally removing node
vy from the tree (line 6). Then, we need to replace all the computations which used
the deleted point z with the same computation under z’. Since the learning algorithm
was based on the binary tree mechanism, the point z was only explicitly used in
the nodes lying on the path from leaf v, to the root (so, at most log (n) nodes). We
say explicitly above because due to the adaptive nature of the process, in principle,
all nodes after v, depend on it, in the sense that their contents would change if the
response in v, were to change. However, importantly, the binary search structure of
our learning algorithm and our coupling technique (details below) would enable us to

(mostly) only care about explicit computations.

We first compute two new queries, under the data point z and 2/, with responses
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Algorithm 13 TreeUnlearn

Input: z;: data point to be deleted, 7 internal tree data-structure saved during
learning

1: s = leaf(j) and [ = leaf(|S|)

2: (v, w,z) = Get(s;T) and (+,-,-,2") = Get(l; T)

3: g =pi{we},<,,2) and ¢ = pj({we} o 2)

4: Let path = {l — --- — root} be the path from [ to root.
5. for b € path do u, = u, — ¢’ end for

6: Remove node [ from T .

7. Let b=sand ct =1

8: if j = |S| then let b = () end if

9: while b # () do
10 (u,r,-,-) = Get(b;T)
1: uw=u—g+g
12: i Unif (0,1) < 2o then

N (u! 02D \"

13: if b = s then Set(b, (v/,r,w,2');T) else then Set(b, (u',7,0,0);7T) end if
14: else

15: r" = Reflect(u, u, )

16: if b= s then

17: Set(b; (u',7r",0,2");T)

18: w' = Uj ({wq}ng : GetPrefixSum(j;T))

19: Set(b, (v, r',w',2');T)
20: else
21: Set(b, (v, 7', 0,0);T)
22: end if
23: TreeLearn(j + ct; T) // Continue Retraining
24: break
25:  end if
26:  if b is left sibling then ct = ct + 21¥I7!I=1 end if

27:  Set (new) b as binary representation of parent of b
28: end while

29: Update dataset S = S\ {2}

Output: © = S({ws},)

9 =pj({we} <, 2) and ¢ = p;({wy},, . 2') respectively (line 3). Starting with leaf
node v, we update the original unperturbed prefix-sum query response under z i.e. u
to what it would have been under data-point z’: v’ = u — ¢’ + g (line 11). Further,
since the training method adds noise N'(0, o) to u to produce original noisy response
r, we now need to produce a sample from N (v, 0%l) to satisfy exact unlearning.

Naively, we could simply get a fresh independent sample from N (u’, 0°T), however,
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this would change the noisy response r, and hence require all subsequent computations
to be redone (the adaptive nature). So, ideally, we want to reuse the same r and yet
generate a sample from N (v/,o%T). This is precisely the problem of constructing a
maximal coupling, discussed in the Section 5.2, wherein we also discussed the method

of reflection coupling to do it.

This amounts to doing a rejection sampling which (roughly) ascertains if response

r is still sufficient under the new distribution N (u’, 0®T). Specifically we compute the

d)N(u,aQ]I) (r)

ratio of the probability densities at » under the noise added to u and o/, i.e. s 2 ()
(u’,021)

and compare it against a randomly sampled Unif(0,1); if it results in accept, we move
to parent of the node v,, and repeat. If any step fails, we reflect which generates a
different noisy response r’, and continue retraining from the next leaf w.r.t. the post
order traversal of the tree (the variable ct in Algorithm 13 keeps track of this next

node). See Figure 5-1 for a simplified description of the process.

The main result of this section is as follows.
Theorem 25. The following are true for Algorithms 12 and 13.
. . : . 2 64B2log2(n) . ..
1. The learning Algorithm 12 with o* = — satisfies p-TV stability.
2. The corresponding unlearning Algorithm 13 satisfies exact unlearning.
3. The relative unlearning complezity is O (p)

As discussed in the preceding section, in the Theorem above, we have all the
properties we needed with the unlearning process. We now move on to applications

and give accuracy guarantees.

5.5 Applications

In the following, we describe some problems and learning algorithms. The corre-

sponding unlearning algorithms and its correctness simply follow as application of the
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result of the preceding section, provided we show that it uses a bounded sensitivity
prefix-sum query. The only other thing to show is the accuracy guarantee of the TV

stable modification of the learning algorithm (Algorithm 12).

From here on, we use runtime to mean gradient complexity as is standard in convex
optimization [NY83]. But, as pointed out before, our proposed unlearning algorithm
yields similar improvements over retraining, even accounting for other operations in

the method.

5.5.1 Smooth SCO with Variance Reduced Frank-Wolfe

We assume that the loss function w +— ¢(w; z) is H-smooth and G-Lipschitz for all
2%, The algorithm we use is variance reduced Frank-Wolfe method where the variance

reduced gradient estimate wu; is the Hybrid-SARAH estimate [TDPPN19] with v, =

given as,

= (1 — %) (w1 + VU wy; z) — Vw13 2¢)) + 1Vl (wy; )

t
Z 1) Vl(wy; z;) — iVl(w;_1; %))

z:l
We show that the above is a prefix sum query with sensitivity B =2 (HD + G),
thus fits into our framework. The full pseudo-code is given as Algorithm 33 in
Appendix D.5. We state the main result below where the accuracy guarantee follows

from modifications to the analysis in [ZSM™20].

Theorem 26. Let p <1 and ¢ : W x Z — R be an H-smooth, G-Lipschitz convex

function over a closed convex set W of diameter D. Algorithm 33, as the learning

64(HD+G)%log?(n)
02

algorithm, run with o* = ,to=1andn = t%l on a dataset S of n

i.7.d. samples from D outputs w, with excess population risk bounded as,

LA real valued function x — f(z) is G-Lipschitz and H-smooth if |f(x1) — f(x2)| < G ||x1 — 22|
an ||Vf(z1) — Vf(x2)|| < H||x1 — x2|| respectively.
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Furthermore, the corresponding unlearning Algorithm 13 (with query and update
functions as specified in the learning algorithm), satisfies exact unlearning with 0] (pn)

expected runtime.

5.5.2 Non-smooth SCO with Dual Averaging

In this section, we only assume that loss function w +— ¢(w;z) is G-Lipschitz and
convex V z € Z. Herein, we use dual averaging method [Nes09] where the model is
updated as follows:
t
w1 = Iy <w0 - 77; Vi (w; Zz))7

where Il denotes the Euclidean projection on to the convex set W. The above
again is a prefix-sum query with sensitivity G, thus fits into our framework. The
full pseudo-code is given as Algorithm 34 in Appendix D.5. The accuracy guarantee

mainly follows from [KMS*21].

Theorem 27. Let p <1 and {: W x Z — R be a G-Lipschitz convex function over a
closed convex set W of diameter D. Algorithm 3/, as the learning algorithm, run with

/4. /
o? = %W, to=1andn = DaZlogm) o dataset S of n samples, drawn i.1.d.

p Gy/np

from D, outputs w with excess population risk bounded as,

5D — Liw* D) = O 1 |vd
E[L(®; D) — L( ,D)]_o(c:p(ﬁ+@)).

Furthermore, the corresponding unlearning Algorithm 13 (with query and update
functions as specified in the learning algorithm), satisfies exact unlearning with 0) (pn)

expected runtime.

5.5.3 Convex GLM with JL Method

This JL method, proposed in our work [ABG*22|, covered in Chapter 3, is a

general technique to get dimension-independent rates for unconstrained convex GLMs

104



Algorithm 14 JL. Method

Input: Dataset S, loss function ¢, base algorithm A4, JL matrix ® € R¥* noise
variance o>
1: S = {@mz}?zl

2 @ = A(l,5,2G || X|| ,2H || X|* , 0)
Output: @ = &' w

from algorithms giving dimension-dependent rate for constrained (general) convex
losses. The method, described in Algorithm 14, simply embeds the dataset into a low
dimensional space, via a JL. matrix ®, and then runs a base algorithm on the low

dimensional dataset.

Smooth, Lipschitz GLMs: We assume that ¢, : R — R is convex, H-smooth and
G-Lipschitz for all y € Y. We give the following result in this case using VR-Frank

Wolfe as the base algorithm.

Theorem 28. Let p < 1 and ¢ : W x X x Y — R be an H-smooth, G-Lipschitz

convex GLM loss function. Algorithm 14 instantiated with Algorithm 33, as the

. . . ~ [ (H|x) v +c1x])
learning algorithm, run with o® = O <( Gl ”wp2”+ 1) ), to =1, n = t%l and

2/3
— 0 H| X |w"| 2/3 F
k=0 <<(HX”2”W”+GX”)) (np) ) on a dataset S of n samples, drawn i.i.d.

from D, outputs W with excess population risk bounded as,
2 * *
G|+ H (2] w|]) [l
vn
O e [l Ry - ||w*||2)

E [L(w; D) — L(w*;D)] = O <<

(np)??

Furthermore, the corresponding unlearning Algorithm 13 (with query and update
functions as specified in the learning algorithm), satisfies exact unlearning with 0] (pn)

expected runtime .

Lipschitz GLMs: We assume that ¢, : R — R is convex and G-Lipschitz for all

y € V. We give the following result in this case using Dual Averaging as the base
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algorithm.

Theorem 29. Let p <1 and ¢ : W x X x Y — R be a G-Lipschitz conver GLM loss
function. Algorithm 14 with Algorithm 34 as the sub-routine, as the learning algorithm,

_ wrflat

run with o? = O (G2L|7§(”2), to=1,n= L) nd k = vnp on a dataset S of

G| X|[y/mnp

n samples sampled i.i.d. from D outputs w, with excess population risk bounded as,

E[L(@: D) - L(w';D)] = O (anu ol (5 + (npl)/)) |

Furthermore, the corresponding unlearning Algorithm 13 (with query and update

functions as specified in the learning algorithm), satisfies exact unlearning with 0] (pn)

expected runtime.

5.6 SCO in Dynamic Streams

In this section, we extend our previous results to dynamic streams wherein we observe
a sequence of insertions and deletions, starting with potentially zero data points.
We assume that the number of available points throughout is positive and the data
points are i.i.d. from an an unknown distribution as well as the requests are chosen

independent of the algorithm.

To give a simple and unified presentation, let the accuracy, say expected excess
population risk, of the p-TV stable Algorithm 12 with a dataset S be denoted
as, a(p, |S|;P) where P denotes problem specific parameters such as Lipschitzness,

diameter etc.

We present two techniques for dynamic streams; one of them satisfies exact
unlearning but has a worse update time; this is similar to [UMR"21], covered in
Chapter 4, and is deferred to Section D.6. The other, presented below, satisfies weak
unlearning (see Definition 16) with better update time. A key component to both are
anytime guarantees, which hold at every time-point in the stream, for any length of

the stream.
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Anytime binary tree mechanism. In the previous section, the depth of the
initialized tree and the noise variance o2, both were chosen as a function of the dataset
size n. However, the tree can be easily built in an online manner as in prior work
of [GTS13]. For setting the noise variance: for target p-TV stability, we distribute
the noise budget exponentially along the height of the tree; specifically, the leaf node
contribute to p/2 TV stability, the nodes above them p/4 and so on. In this way, the

final tree satisfies p-TV stability for any value of n.

Anytime accuracy. The other problem of changing data size is that the internal
parameters of algorithm (step size, in our case) may be set as a function of n for
desirable accuracy guarantees. Fortunately, the two algorithms that we consider, VR-
Frank Wolfe and Dual Averaging, have known horizon-oblivious parameter settings
[Oral9]. Their JL counterparts on the other hand, require setting the embedding
dimension as a function of n, and thus not applicable unless we assume that the

number of data points throughout the stream is ©(n).

5.6.1 Weak Unlearning in Dynamic Streams

We first argue in what way insertions handled in [UMR™21] is deficient. The main
reason is that they require insertions to also satisfy the unlearning criterion: the state
of the system upon insertion is instinguishable to the state had the inserted point
being present to begin with. However, this is an overkill; adding new points simply
serve to yield improved statistical accuracy. Furthermore, methods which allow adding
new points, are abound, particularly in the stochastic optimization setting, sometimes
known as incremental methods. Importantly, in most cases, the insertion time of
these methods is constant (in n). Hence, a natural question is whether, for dynamic
streams, can we design unlearning methods in which we pay for update time only in

proportion to the number of deletions? Our result shows that we can, albeit under
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the weak unlearning (see Definition 16) guarantee.

Specifically, our procedure requires hiding the order in which data points are
processed. Intuitively, an incremental method typically processes the newest data
point the last. This ordering is problematic to our unlearning procedure, since if some
point is to deleted, then we can no longer replace it with the last point, as we did

before, since that would result in a different order. Our main result is as follows.

Theorem 30. In the dynamic streaming setting with R requests, using anytime incre-
mental learning and unlearning algorithms, Algorithm 12 and 13, without permuting

the dataset, the following are true.

1. It satisfies weak unlearning at every time point in the stream.

2. The accuracy of the output w; at time point i, with corresponding dataset S;, is

E[L(@s; D)] — min L(w; D) = a(p, [Si|; P)

3. The number of times retraining is triggered, for V unlearning requests, is at most

O(pV)
Importantly, in the above guarantee, we only pay for the number of unlearning

requests V' rather than the number of requests R.

5.7 Conclusion

In this chapter, we proposed a general framework for designing unlearning algorithms
for learning algorithms which can be viewed as performing adaptive query release
on datasets. We applied this to yield improved guarantees for unlearning in various
settings of stochastic convex optimization. Our results are obtained by instantiating

it with the class of prefix-sum queries and linear queries.

108



Chapter 6

Conclusion

In this dissertation, we studied machine learning problems under constraints motivated
by modern considerations of data privacy, through the lens of stochastic optimization.
In Chapters 2 and 3, we studied differentially private convex generalized linear models
and non-convex optimization respectively. In Chapters 4 and 5, we studied machine

unlearning in multiple standard settings of stochastic convex optimization.

6.1 Ongoing and Future Work

This section provides a brief overview of some ongoing and future work, motivated

from investigations in this dissertation.

(Private) Non-convex Optimization. In Chapter 3, we studied the design of
differentially private algorithms for approximating stationary points of non-convex
empirical and population risk. We presented new upper and lower bounds for the
problem, which match in some, admittedly restrictive, regime of problem parameters.
A natural direction is to close this gap in general. A related and important question
is the same problem in the non-private setting. In particular, as of yet, the (optimal)
sample complexity of approximating stationary points, in the population setting, is
unknown. Moreover, this gap in our understanding essentially percolates to gaps in

the private setting. Thus, progress in the non-private setting is crucial to resolve the
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problem in the private setting.

Private Learning with Public Data. There is by now a rich literature (some of
them discussed in this dissertation) of algorithms and complexity of statistical learning
tasks under differential privacy. In many cases, there is an additional price, due to
privacy, in sample complexity. An example, discussed in Chapters 1 and 2, is that of
constrained (conver) GLMs in d dimensions: herein, the optimal rate, without privacy,
with n samples, is © (ﬁ), which is dimension-independent. However, under (e, ) DP,
the optimal rate turns out to be dimension-dependent, © (ﬁ + %) [BST14].

Such pessimistic results have motivated a hybrid model, where a small public
dataset is leveraged to circumvent these limitations. Practically, this public data could
originate from opt-in users who consent to minimal or no privacy assurances, or from a
related dataset that is publicly available. This model has been explored for the Proba-
bility Approzimately Correct (PAC) learning setting and statistical inference problems,
where it has been shown to yield non-trivial improvements [ABM19, BCM*20, BKS22].
A natural question is investigating (various settings of) differentially private stochas-
tic (convex) optimization with public data. This involves identifying settings and

approaches where a (small) public dataset can be effectively used to get around the

known barriers.

Lower Complexity Bounds for Machine Unlearning. The current thrust of
most research in (exact) machine unlearning is towards proposing algorithms with
(non-trivial) guarantees in comparison to (any) retraining. Indeed, this is the nature
of results presented in Chapters 4 and 5 of this dissertation. However, in order to truly
assess the quality of (existing) procedures, we need to establish corresponding lower
bounds which tells us how far we are from what is achievable. A natural direction is

to study the limitations of (exact) unlearning in the stochastic convex optimization,
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borrowing the language and tools from information-based complexity of optimization.
Concretely, the goal is to characterize the Pareto frontier of optimal unlearning
runtime and accuracy, among all procedures which satisfy unlearning correctness and

have optimal learning runtime (for the said accuracy).

6.2 Other Works

Besides the works presented in this dissertation, I have been involved in other projects,

which I will briefly summarize.

In [MUA™23] (to appear to ALT 2024), we studied differentially non-convex
optimization under the Kurdyka-fojasiewicz (KL) condition. This is a widely studied
class of non-convex functions which admit efficient (non-private) procedures with
global optimality guarantees. We designed differentially private procedures for such

settings and show that they achieve near-optimal rates.

In [UCKO23| (published in ICML 2023), we considered the Federated Learning
(FL) setting, wherein we have a (large) number of clients (user devices such as mobile
phones, typically), containing user data, and a typical goal is to train a shared machine
learning model. Two important desiderata in an FL setting are communication-
efficiency and privacy. These are motivated from the fact that the clients usually
communicate over a slow medium, and may have sensitive data. We studied the
design of procedures which are differentially private, communication-efficient, and
importantly require minimal tuning of any hyper-parameter related to the size of
messages communicated. This work was preceded by [IRUT19] (published in NeurIPS
2019) and [RPUT20] (published in ICML 2020) where we explored the use of sketching
techniques to design communication-efficient algorithms in (non-private) distributed

and federated settings, respectively.

In [WUMAZ22] (published in NeurIPS 2022), we studied the adversarial robustness
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problem, where at prediction-time, the test data point can be slightly, but adversarially,
perturbed. We showed that all two-layer ReLU neural networks in the so-called lazy
regime (which is the dominant model in theoretical deep learning) are susceptible
to such attacks. In [WUNTA23] (published in NeurlPS 2023), we considered the
multi-task representation learning setting, where a complex representation is learnt
from multiple (data-abundant) source tasks, which then is used to learn a simple
predictor (on top of the representation) on a (data-scarce) target task. Under a
standard assumption of task diversity , we derived optimistic rates, those which

1

interpolate between the slow n~'/? and fast n~! rates, depending on the easiness of

the tasks.

In [UMMA18] (published in NeurIPS 2018), we studied the design and analysis
of algorithms for kernel Principal Component Analysis with random Fourier features.
This was followed by [UA22] (published in TMLR 2022) where we established improved
generalization bounds for the regularized empirical risk minimization rule for the
problem of kernel Canonical Correlation Analysis.

In [BLUZ19] (published in APPROX 2019), we delved into a streaming setting,
wherein we designed low-space algorithms for clustering and coreset construction in
time-decay streams. This was followed by [ULAB22] (published in TMLR 2022) where
we considered the problem of clustering in data streams, and coreset construction,

under access to an approrimate nearest neighbour search oracle.
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Appendix A

Appendix for Chapter 2

A.1 Missing Proofs from Section 2.3.1 (Smooth
GLMs)

A.1.1 Utility Lemmas

Fact 1. [SSBD1/}] Fora H -smooth non-negative function f, and for any u € dom(f),

we have ||V f ()| < JAH f(u).
A.1.2 Proof of Lemma 2

From the self-bounding property (Fact 1), the ||Y||> bound on loss at zero, and

smoothness, we have the following bound on the gradient:

IV E(w; (@, y)|| < [[VEO; (2, 9))]| + [[VE(w; (2, ) = VEO; (z,9)) ]
< 2VH ||| £(0; (2, y)) + H |lz]|* |[w]]

<2 (VH Y| |zl + H l|=]* [[w]]) - (A.1)

Lemma 4. For any w € B(D) and any (z,y) € (X x Y) it holds that {(w; (z,y)) <
B(IVII* + HD?[|X%).

Proof. Using the fact that the loss function is G' = || V||V H | X|| + DH||X||*-Lipschitz
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in the constraint set (Lemma 2) we have

U(w; (z,y)) < €0; (2,y)) + [(w; (x,y)) = £(0; (2, 9))]
< IVI°+ G lwl
< IVI* + IVIVED|X|| + HD|| X

<3(|VI°+ HD?||X|?)
where the last step follow from AM-GM inequality. O

A.1.3 Low Dimension

Before presenting the proof of Theorem 8, we provide formal statements of its Corol-

laries.

Corollary 2, stated below, gives an upper bound on excess risk of gradient descent

in the non-private setting.

Corollary 2. Let ¢ be a non-negative convex H smooth loss function, bounded at zero

by ||y“2 Let ng = ﬁ%}%’ W = B(D)’ T = n, andn = m1n<

—D L) Given a
VIV H|Y 4H>
dataset S of n > ng i.i.d samples from an unknown distribution D, the excess risk of

output of Algorithm 1 with o = 0 is bounded as,
VHD
BlL(@: D) - Lw':D)] < 0 [ VDIV
Vn

Corollary 3 below gives an upper bound on excess risk of noisy gradient descent

for non-negative smooth GLMs.

H|X|*D% D 1 _
P2 — (\/Tmax(\/ﬁXHHy,a\/E)’ 4H||/’\,’)7 W =B (D),
2 _ 8GTlog(1/9)

s ) and T =n. Let £ be a non-negative convex H smooth GLM, bounded

Corollary 3. Let nyg =

o

at zero by HyH? Algorithm 1 satisfies (e,0)-differential privacy. Given a dataset
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S ~ D", n > ngy, then the excess risk of output of Algorithm 1 is bounded as,

VH||IX|| D[]
NG

 (VEIXID] + D) Dm),

E[L(w; D) — L(w*; D)] = O(

ne

A.1.3.1 Proof of Theorem 8

Since Algorithm 1 uses a projection step, the iterates always lie in the constraint set
{w : ||w|| < D}. Hence, the function over this constraint set is G-Lipschitz. From
the analysis of Noisy (S)GD in [BST14, BFTT19], we have that the setting of noise

variance o2 ensures that the algorithm satisfies (e, §)-DP

We now move to the utility part. We start with the decomposition of excess risk as
E[L(®; D) — L(w*; D)] = E[L(a; D) — L(@; )] + E[L(@; ) — L(w"; )] (A.2)

The key arguments are as follows: we first bound generalization gap, or on-average
stability (first term in the right hand side above), in terms of average argument
stability and excess empirical risk (Lemma 5). We then bound average argument
stability in terms of average regret (Lemma 6). Finally, in Lemma 7, we provide
bounds on excess empirical risk and average regret of gradient descent. Substituting

these in the above equation gives the claimed bound. We now fill in the details.

We start with Lemma 5 which gives the following bound on the generalization gap:

E[L(A(S); D) — L(@; S fuﬁu( E[L(@:5) - L(w:S)]))  (A3)

2@“3’“%3 f LN
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Substituting the bound on AAS(A) from Lemma 6, the second term becomes,
2y H
4——lﬂ2ﬂAASA?
16}1&@ PTIVI1 & L = 16H*/ T V)|
< E[L(wy; §) — L(w"; S)] +
VD n Zl v VD

16/HD1 & . 16\/>D
< “ZaToT 2 Bl §) = LW ) + s

16 & Ny 16\/>D
o B 8) = L S+ TEnT

IN

Substituting the above in Eqn. (A.3) and using the fact that ﬁﬁ?ll < 1 from the

lower bound on n, we get:

g@@m&-ﬂwﬁm+(zmﬂ%$ ﬂwsw
L ATVHD|Y|
N

From the excess empirical risk guarantee (Lemma 7), the terms excess empirical
risk E[L(@; S) — L(w*; S)] and average regret %( i E[L(w;; S) — E(w*;S)]) are
both bounded by the same quantity. Thus, substituting the above in Eqn. (A.2) and
substituting the bound from 7, we have,

EIL(@; D) — L(uw*; D)] < > 3" B[L(w;;§

:V_DID?H VaGDlog (1/5)
o( P, YD e l)).

Substituting the value of G completes the proof.

_ Ewhi5)+ 17@”3}”

IN

>HD

IR Let £ be a non-negative H smooth convez loss function. Let

Lemma 5. Let n
S be a dataset of n i.i.d. samples from an unknown distribution D, and w* denote the
optimal population risk minimizer. The generalization gap of algorithm A is bounded

as,
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E[L(A(S); D) = LA(S); 8)] < ﬂjf“( E[L(A(S); 8) = L(w"; 9)])

Nﬂnyu f D||y||
AAS

Proof. Let @ := A(S), S® be the dataset where the i-th data point is replaced by an

i.i.d. point (2',y') and let @) be the corresponding output of A.

A standard fact (see [SSBD14]) is that generalization gap is equal to on-average

stability:
E[L(@; D) — L(@; $)] = E[{(@"; (z:,y:)) — (@ (21, 3:)].
From smoothness and self-bounding property, we have,

(@ (w0, 9) — 0@ (i) < |IVO@; (20 9))]| @ — @

< 2/ HU(@; (21, y0) | @ — @©

Taking expectation, using Cauchy-Schwarz inequality and substituting average argu-

139



ment stability, we get,

E [0(09; (i, 9:)) — € (2, )|

< 2y HE[(((@; (x5, ys) |V E[[ & — 00| +

< 2/ HE[L(; 5)]| AAS(A) + HAAQW

\fDE L(@: 9)] +ﬁf7||y||AAS(A)?+H“AAS(A)2
=TI D 2

VAD VER |V AAS(A) | H AAS(A)?
< fuyu< (L(@:5) ~ L(w'; S)]) + D +
\FD
VAR

_ VD (B[L(@: S) — L(w"; S)]) + (\/ﬂy )AAS(A)

H

“E [H@ 0
5

2} (A.5)

w*; S)]

= VRl
- YHDI o

where the third inequality follows from AM-GM inequality, and last follows since w*

is the optimal solution: E[L(w*;S)] = L(w*; D) < L(0;D) < |Y||®. Finally, using
V Hn|Y|
D

bound. =

the lower bound on n, we have % < , substituting which gives the claimed

Lemma 6. The average argument stability for noisy GD (Algorithm 1) run for T

iterations with step size n < % 1s bounded as

8Hn2T 1 - 8HT|| V||

AAS(A)? < ZE [L(wj; §) — L(w*; 8)] +

n

Proof. The uniform argument stability analysis for (Noisy) (S)GD is limited to the
Lipschitz setting [HRS16, BFTT19, BFGT20] and therefore not directly applicable.
We therefore need to modify the arguments to give an average stability analysis in

smooth (non-Lipschitz) case.

Let @ := A(S), S® be the dataset where the i-th data point is replaced by an

140



i.i.d. point (2/,y') and let @ be the corresponding output of A. Moroever, let w;

denote the iterate of noisy SGD on dataset S and similarly w ) for dataset S(.

We simply couple the Gaussian noise sampled at each iteration to be equal on

both datasets. Using the fact the the updates are non-expansive, we have

0 (IVE(ws; (w4, 90) || + [ VE(wy; (2'59)])

n 55 (198w ()| + [Vl (5 )])

Hth - w£+1H < lw; — U);H +

From the self-bounding property in Fact 1, we get that (||V{(w;; (xi,v:))|]) <

2\/ﬁ€(wj; (:,4:))). Therefore, we get,

Ellw - wl?] < 220 S (Bl i, 00)) + 0t (@', 5)])

n j=1

CSHPT (-
1 ZELwJ,

For the average iterate,

2 . 8Hn2T L
E[Hw—w() :|§2TZE[HU)15 w!|’] ZE (wj; S
8Hn2T1 d o, 8Hn2T .
*ZE (wj; §) = L(w™s S) + — E[L(w"; S)]
SHiPT 1 . - - SH*T|| Y|
< >0 fZE[L<wj;S>—L<w*;s>1+”—“y”
nooni4 n

where the last inequality follows since w* is the population risk minimizer:
E[L(w*; S)] = L(w*; D)] < L(0; D) < || V||~ O

HD?

Lemma 7. Let n > , 1) = min D L g2 = 8GC°Te(1/8)
= <ﬁmax(¢§”ym) w)
T =n. We have,

E[L(@;S) - L(w"; )] < z_j | L(wy; S) = L(w"; )|

VAD|Y| | VG log (1/5)
e ]

where w* is the (minimum norm) population risk minimizer.
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Proof. From standard analysis of (S)GD,

E [||wt+1 - w*||2} <E {Hwt -7 (Vi(wt; S) + ft) —w*

]
<E [lw —w|*] + 7

+n?c*d — 2nE {E(wt, S) — L(w*; S)}
<E[Jw - w*|*] + 4? HE[L(w;; S)]
+n?o?d — 2nE {E(wt, S) — L(w*; S)}
where the last inequality follows from self-bounding property (Fact 1). Rearranging,

and using the fact that E[L(w*; S) = L(w*; D)] < L(0; D) < ||V||? we get,

E [||w — w'||* = [[wess — w|]
2n
+ 20 (H||[Y|* + o*d)

(1 — ZUH) E [E(wt; S) — E(w*; S)} <

From the choice of 7, we have (1 — 277E ) > % Averaging over T iterations, we get

that the average regret is,

2

—ZE[ w;: S Z(w*;S)]§5T+477(HHJ)H2+02¢1).

Setting 17 = min 1 , we get
(\Fmax<\/_y af)

15 - - VHD|Y| D+vdo HD?
E|L( — L(w*;8)| =0
JZI [ wﬂa (w ) )} \/T + \/T + T

Finally, substituting o2 = %, T = n and using the lower bound on n gives

the claimed bound on average regret. Applying convexity to lower bound average

regret by excess empirical risk of w gives the same bound on excess empirical risk. [

A.1.4 High Dimension

Proof of Theorem 9. Let a < 1 be a parameter to be set later. From the JL property

with £ = O (%), with probability at least 1 — ¢/2, for all data points x;,
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1Pz, < (1+ @) Jasl| < 21X, and [|@w*|* < 2|jw*|* < 2D,

Further, by Lemma 2, for any w in the embedding space with ||w||* < D, with
probability at least 1 — §/2, the loss is G Lipschitz where G = 2|| V|| VH || X|| +
2HD ||X|]*. The privacy guarantee now follows from the privacy of Noisy SGD and

post-processing.

For the utility guarantee, let L(w;®D) and L(w;®S) denote population and
empirical risk (resp) where test and training feature vectors (resp) are mapped using

®. The excess risk can be decomposed as:
E[L(®"@; D) - L(w; D)| = E[L(@; ¥D) — L(¢w’; $D)]
+ E[L(®w*; ®D) — L(w*; D)]. (A.7)

The first term in Eqn. (A.7) is bounded by the utility guarantee of the DP-SCO

method. In particular, from Lemma 8 (below), we have

= 0D — LG _ A VHIX|D]Y]
E[L(@; ®D) — L(dw*; ®D)] = 0( NG
N (VEIX(Y] + H|x[?D?) D\/klog(l/é))‘

The second term in Eqn. (A.7) is bounded by the JL property together with
smoothness and the fact that w* is the optimal solution thus VL(w*; D) = 0. This

gives us

E[L(®w*; ®D)] — L(w*; D)] < ];[IEJ [{@w", ®z) — (w*, )[’]

%2
o H [|w*||”||X*
2

2 2
25 (HD k|;|2(|| )

Combining, we get,
E[L(®"@; D) - L(w"; D)|
5 (mwnpny” . (VEIXIYI + H|X|PD) Dyklog (1/5) HD2||X||2)

N4 ne k
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2/3
Setting &k = O (DH”X”%W”/&)"E) / completes the proof.
]

Lemma 8. Let ® € R be a data-oblivious JL matriz. Let S = {(x;,y;)}r_, of ni.i.d
data points and let ®S := {(Px;,y;)}i—,. Let w € R* be the average iterate returned
by Algorithm 1 with 0® = O (W) on dataset ®S. For k = Q (log(n)), the

excess risk of w on ®D is bounded as,

E[L(@; ®D) — L(dw*; ®D)]

<0 <\/ED||X||||3/|| (\/ﬁHXHHyH + HHXHQD) D\/klog(1/5))
- vn + ne '

Proof. Let S® be the dataset where the i-th data point is replaced by an i.i.d.

point (2/,y') and let @™ be the corresponding output of Noisy-SGD on ®S®. Define
S:={S,(2',y')} and let H(®, S) denote an upper bound on the smoothness parameter

of the family of loss function {{(w; (®z;y))}, )5

2H||X|2D? |
112

the proof below, we will use it to bound H(®,S) < %3;”2. We use the JL property

We want to apply Theorem 8, but the theorem requires that n >

to get this. Let o < 1 be a parameter to be set later. Note that H(QD,?) <

Hsup, 3 |®z|]* < H(1+a)||X]|* < 2H ||X||* with probability at least 1 — d for

k=0 (mf%). Thus, if we assume n > %, then w.h.p. H(®,S) < ”'Bg”?

Also from the JL property, ||Qw*|| < 2D.

Decomposing excess risk and writing generalization gap as on-average stability, we

have
Eg 5[L(W; ®D) — L(dw*; ®D)]
— Eos[L(®T@; D) — L(®T@; S)] + Eg s[L(®" @; S)] — L(Pw*; BS)]
= Bg o [0(@; (®ai, 4:)) — U(@; (P;, 1)) + L(DTw; S) — L(Qw*; BSF)].

We now fix the randomness of S and bound the terms in high probability w.r.t. the
random ®. Let TAS(S,7) = H@ — W

denote the instance argument stability. Re-
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peating the analysis in Theorem 8, from Eqn. (A.5), the first term is bounded

as,

0w (1), D (D, y)) — L(w; (P, ;)

< I:T\(/_CI:Z,}E)I) (6(@ (Pxi,y:)) — E(Q)W*; @SD
N (\/H@g)nwu N H(cI;S)) AS(S.0? + %H<@2DWH
< W) (6@ (D1, )) — L(@w; 0S))
4\/_||X||\|y|\ 1AS(S 2\/HD||y [l (A5)

where the last inequality holds from application of JL property: with probability at
least 1 — 6, H(®,S5) < %3)2”2 (from the lower bound on n) and H(®,S) < 2H||X|>.

As in the proof of Lemma 6, TAS(S, ) is bounded as,

8H(®,S)’T 1 .
BH(®, ST 1 D E[(wy; (Pri, ) + L(w); (P2, y)) — 2L(Pw*; S)]
j=1
H(2, S)n*T (Y|

n

16H | X [>T 1 & I
< VXL L S~ by (s, 1)) + e (@, ) — 2E(Bu; 85)]

7=1
| LOH|IX P TV
n

TAS(S,4)? <

n n

n n

Substituting the above in equation A.8, taking expectation with respect to S and
from manipulations as in the proof of Theorem 8, we get that with probability at least

1 — 9, we have
Es[L(®"@; D) — L(®"5; )] < 2 (E[L(; BS) — L(Pw"; 05)])

(ZE 05— (*q)s) 34fD||y||

Let G(®,5) = G =2||Y||\VH(®,S) + 2H(®, S) ||Pw*|| denote the Lispchitzness

parameter of the family of loss functions {{(w; (®z,y)}, 5. From the analysis in
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Lemma 7, the average regret and excess empirical risk terms are both bounded by the
following quantity with high probability.

’ («/H((I),S)DID/H . VEG(®, S) log(1/5)) <0 (ﬁDHyH . \/Ealogu/a))
vn ne - NZD ne '

This gives the following high probability bound,

E[L(w; ®D) — L(dw*; ®D)]
5 (\/HDXHJ . (VEIXIIY] + H|x|*D) D\/klogu/a)) |

vn ne

For the in-expectation bound, note that in the above proof the JL property was
used for: with probability at least 1 — 4, sup, 5 [|Pz| < (1 + Vlogk(n/(s)) I|X|| and
[Pw*]| < (1 + Vlogk(n/[;)> D. All these quantities appear in the numerator in the
above bound. Therefore the excess risk random variable w.r.t ® has a tail with a
poly (Vlogk(n/é)) term. This is a (non-centered) sub-Weibull random variable and

from equivalence of tail and moments bounds (e.g. Theorem 3.1 in [VGNA20]) and

log(n)

- < O(1), we get the claimed expectation bound.

]

A.1.5 Constrained Regularized ERM with Output Perturba-
tion

We here state a key result from [SST10]. Let R,(D,||X]|) denote the Rademacher
complexity of linear predictors with norm bound by D, with n datapoints and norm

of each point bounded by ||X]|.

Theorem 31. [[SST10]] Let £ be an H-smooth GLM and let R be a bound on the loss

function. For a dataset S of n i.1.d samples, with probability at least 1 — (3, for all w
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such that ||w|| < D, we have

L(w; D) < L(w; §)+0 (\/m (\/ﬁlog1~5(n)mn<p, x| + W)

Rlog (1
+ Hlog®(n)R2(D, ||X||) + Ogn(/ﬁ)) . (A.9)
Corollary 4. Let w = arg min {Z(w; S)} and n > Hﬁ;'hfw. Then with probability at

weB(D)
least 1 — B under the randomness of S we have

L(@: D) — L(: ) = (“_D”"“”y”vlog 1/8) | 1] 1os 1//3>)

NG

Further, in expectation under the randomness of S it holds that

VAIYIDIX] ||y||2>
Vi Vi)

Proof. In our application, w will be the output of regularized ERM w, thus E(w, S) <
La(0;9) < IV

E[L(w; D) — L(w; S)] = O <

From Lemma 4 we have that R < 3(|V||> + HD?||X||?). Also, R.(D,|X]|) <
O (%) [SSBD14]. We now plug in the quantities into the above theorem to get

that with probability at least 1 — 3,

L(w; D) — L(w; S)
(W DI|¥]| (nyn ﬁDHXH)

NG NG
+(HyH+¢FDHXH) log (1/) ||y”+(uyu+ﬁDuxn) log (1/)
NG NG
\/_D||X||||y||\/10g (1/8) ||y||21og (1/5)
NG NG

where the last follows by simplifications using the lower bound on n.

For the in expectation result, observe that the above Eqn (A.9) is a tail bound

ﬁmxuy)
vn

for a sub-Gamma random variable with variance parameter O ( and scale

parameter O (%) From the equivalence of tail and moment bounds of sub-Gamma

random variables, [BLM13]| we get the claimed in-expectation bound. O
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A.1.6 Proof of Theorem 10

Proof. Recall from Lemma 2 that the (un-regularized) loss is G-Lipschitz on the
constraint set with ||w|| < D, where G := (Jﬁuyu +HD HXH) | X]]. Note that from
a standard analysis [BE02], we get that ¢ sensitivity (or uniform argument stability)

is O (n—cf\), hence 0% = O (%) ensures (€,9)-DP.
For the utility analysis, the excess risk can be decomposed as follows,

E[L(@; D) — L(w"; D)]

= E[L(w; D) — L(w; S)] + E[L(w; S) — L(w*; )] + E[L(@ + & D) — L(w; D)).

The first term is bounded by the Rademacher complexity result (Corollary 4).

%DQ since w lies in the constraint

The second term is simply bounded by 3 |@]]* <

set. The third term is bounded using smoothness as follows:

ElL(w + & D) — L(w; D)) = E ¢, ({0 + &, 2)) — ¢y ({0, 2))]

<E [4(@,2)) (6. 2) + 5 162
H@wwﬂ%aw»

A2n2¢e2

H
< for1xe=o

where the last inequality follows since E€ = 0 and (£, z) ~ N(0, 02 ||z]|*). We now
2/3 L
plug in A = <G‘/g“¥”) o8/ " and G = (\/FHJ}H +HD ||/'\f||) | X to get,

(ne)2/?
E[L(@w; D) — L(w"; D)]
<60@bzvDﬂ+y2+(ﬂﬂ”ﬂfﬁw*“+@ﬁD””3_

v (ne)*/?

A.1.7 Proof of Theorem 11

Proof. Define L(w; S) = + Yeyes((w, ) —y)?. Let d < min {n,d} and b,p € [0, 1]

n

be parameters to be chosen later. For any o € {jzl}d/, define the dataset S, which
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consists of the union of d’ subdatasets, Si, ..., Sy given as follows. Set Z7 of the feature
vectors in S; as || X||e; (the rescaled j’th standard basis vector) and the rest as the
zero vector. Set £7(1 4 b) of the labels as o;[| V|| and §5(1 — b) labels as —o||)||.
Let w? = argmin, pa {fj(w; S,,)} be the ERM minimizer of L(-; S,). Following from

Lemma 2 of [Shal5] we have that for any @ € R? that

p X2 d’ - .
”2le Z (w; — w5 )2 (A.10)

J=1

=~

(@; Sy) — L(w7; Sy) >

We will now show lower bounds on the per-coordinate error. Consider any o
and o’ which differ only at index j for some j € [d']. Note that the datasets S,

and S, differ in A = Z%[(1 +b) — (1 — b)] = 22 points. Let 7 = w = I2Iband

2d' d <l
T = w;-’/ = —% (i.e. the j components of the empirical minimizers for S and Sj
respectively). Note that |w] — w;-’/| = ZKHE’. We thus have by Lemma 1 that for a

certain b = b(e,n,d, D,p, ||Y||), A must satisfy

. I
A

e Furthermore, if we are interested in

Since we need A < %, we must set b <

problems with minimizer norm at most D, we need b < M% to ensure the norm of the

2/3
minimizer is bounded by D. Balancing these two restrictions, we set d’ = (p Hﬂ',ﬁ“) /

which yields b = (HJK%%)Q/?). Assuming such settings of b and d’ are possible (e.g.

b € [0,1]) we can apply Jensen’s inequality and the fact that (a + 0)? < 2(a® + b?) to

Eqn. (A.11) to obtain

o] 5 DYV
E C—w?? N —w? 2] > ,
[MA(Se); = wf 4+ VAo ); = uf ] 2 g 5o

We will now show this implies there exists a o € {il}d/ such that L(A(S,); Sy) —

L (we: §,) = Q(UEIDI /oyt

(ne)2/3

). To prove this, we have the following analysis. Let

U= {j:l}d/ and let o_; denote the vector o with its j'th component negated. We
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have

~

sup {E [£(A(S,); S7) - L(w" sa]} >
> Y E[IA(S); - wP]

_ pll X
je[d]ocU

]
_ ol x| i .
= d|U| Z Z [‘A(So'>j — w; ‘2 + |A(So_7j)j —w] |2}

jeld]ocU:0;=1

7 > E[L(A(S); So) — L(w”; S,)]

ocU

(Xl D) > VIP2p
- 128(ne)?/3

We recall this bound holds providing the settings of d’ and b fall into the range
[1,min {n,d}| and [0, 1] respectively. First note b > 0 always. Furthermore, d’ <

min {n, d} and b < 1 whenever

[Rale% : 2|V

< p< 1, ———— 3. A12

ViPne =P =M 2] Dne -
In the following, assume D < WT\/E\/E} Note this is no loss of generality as

we can obtain problem instances with arbitrarily large D by adding a dummy point
with 2 = dep,1 and y = ||Y|| where ¢ is arbitrarily small so that the minimizer norm
is D. Under this assumption on D, using the restrictions on p, it can be verified that

d > 1 whenever € > L. Thus we have b € [0,1] and d' € [1,min {n,d}] as required.

. . . 2p2 ) 3/2 .
Furthermore this assumption on D implies ”H/gi‘\‘\zfe < min {1, ﬁlxugi [} and thus a valid

setting of p is possible. We now turn to setting p in a way which satisfies (A.12). We

consider two cases, the high and low dimensional regimes.

Case 1: d > <D||||§H"E)2/3. Setting p = 1 gives a lower bound of
Q (min {||y||2, D4/3gilt;zug“2/3}), where the min with ||Y||? from the upper bound
on D.

Case 2: d < (D||||“§H"€)2/3. Setting p ﬁﬁj(”‘% [ we obtain a bound of

Q (min {||y||2, \/EJD”;(”)}”}) which we note is no larger than the bound from Case 1
in the low dimensional regime and no smaller than the bound from Case 1 in the high

dimensional regime. Thus we can write the total bound as the minimum of these two
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bounds. The ||Y||* term again comes from the restriction on D.

To obtain results for arbitrary H, we can set L(w; S) = LS wyes((w, z) — %y)?
This satisfies H-smoothness and loss bounded at zero by ||V||?. Then substituting
||| in the previous expressions for 2||)||/v/H and multiplying through by H/2 one

obtains the claimed bound. O

A.2 Missing Proofs from Section 2.4 (Lipschitz
GLMs)

A.2.1 Proof of Theorem 12

Proof. Note that from a standard analysis [BE02], we get that /5 sensitivity of the

. ~ . (2G|X 4G2|| X% log(1/5
regularized minimizer w is (%), hence 02 = % ensures (¢,0)-DP.

For the utility analysis, the excess risk can be decomposed as follows,
E[L(@; D) — L(w"; D)]
= E[L(w; D) — L(@; 8)] + E[L(w; §) — L(w*; 5)] + E[L(@ + & D) — L(w; D))
The first term is bounded as O (%) from Rademacher complexity results on
bounded linear predictors [SSBD14].

The second term is simply bounded by 3 |@]|* < 2D? since @ is the regularized

ERM. The third term is bounded via the following

E[L(w + & D) — L(w; D)] = E ¢, (0 + &, ) — ¢y ({0, 2))]

<E[GI{E 2) ]

AG?| X% /log (1/6
< Go | ¥| < I ||An g (1/9)
€

where the last inequality follows since E€ = 0 and (£, z) ~ N(0,0%|z|*). Now

/
plugging in A = %\/%/5))14 obtains the following result

E[L(@; D) — L(w*; D)] = O (D(\;/lgcn i DGHXH;;EEW&M) ‘
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A.2.2 Upper Bound using JL Method

Theorem 32. Let k& = O (log(2n/d)ne),o? = 8TG2\|X||210€(2/5)777

n2e2

D

(L s and T = n%. Algorithm 2 satisfies (e, 0)-differential privacy.
G| x| (14 L8R ) 7

Given a dataset S of n i.i.d samples, the excess risk of its output w is bounded as

Eleisk(@)] = O <Glz/|7|_j(” + G%”) .

Proof. Let a < 1 be a parameter to be set later. From the JL property, with

k=0 (log(j#), with probability at least 1 — g, for feature vectors have ||®z;|| <
(14 a) ||z < 2]|X]], and || ®w*||* < 2 ||w*||* < 2D?. Thus, gradient of loss for data
point (z,y) in S at any w is bounded as |[{(w; (®z, y)|| = ¢}, ((w, Px)) |[Pz|| < 2G [|X].

The privacy guarantee thus follows from the privacy of DP-SCO and post-processing.

For the utility guarantee, we decompose excess risk as:

E[L(@; D) — L(w"; D)]

= E[L(w; PD) — L(Pdw*; ®S)] + E [L(Pw™; PS) — L(w*; D)] . (A.13)

The first term in Eqn. (A.13) is bounded by the utility guarantee of the DP-SCO

method. In particular, from Lemma 9 (below), we have

E [L(@; ®D) — L(®uw*; ®S)] < Gplil <W> .

NG

For the second term in Eqn (A.13), we use JL-property and Lipschitzness of GLM:

ne

E[L(®dw*; ®S) — L(w*; D)] < GE[|{®Pz, Pw*) — (x,w™)|]

< oG | X flw™]]

0 (Gllele/log(2n/5)) .

Vk

152



Combining, we get,

N s s (GIXID | GX|DVE  G|X|D
E [L(w; D) L(w,D)]SO( NG + p_ + 7 )

Balancing parameters by setting k = O(ne) gives the claimed bound. O]

Lemma 9. Let ® € R™>* be a data-oblivious JL matriz. Let S = {(z;,y:)}i_, of

n i.i.d data points and let S := {(Px;,y;)};_,. Let w € R be the average iterate

G?| x| log(l/5)>

n2e2

returned noisy SGD procedure with Gaussian noise variance o* = O (
on dataset ®S. For k = Q (log(n)), the excess risk of W on ®D is bounded as,
GD||Xx GD||X|y/klog (1/0
Eq s[L(w; @D) — L(Pw*; @D)] < O ( \/H_ | + 1 5 (1/9) :
n ne

Proof. The proof uses the analysis for excess risk bound for Noisy SGD in [BFGT20)]

with the JL transform. Let S be the dataset where the i-th data point is replaced
by an i.i.d. point (2/,%') and let @™ be the corresponding output of Noisy-SGD on
®S®. Define S := {5, (2',y')} and let G(®, S) denote an upper bound Lipschitzness

parameter of the family of loss functions {{(w; (®z;y))}(, ,\c5-

We decompose the excess risk as:

Eo s[L(w; D) — L(Pw"; ®D)]

= B s[L(®"@; D) — L(®@; )] + Eo s[L(®T @; 5)] — L(Pw*; 2S)].
A well-known fact (see [SSBD14]) is that generalization gap is equal to on-average-

stability:
B s[L(®"@; D) — L(®"@; S)] = g o [((® " @; (w1, y:)) — (@3 (5, 1:))]
= EE,@W"@U); (Pxi,y:)) — L(W; (Py, yi))]-
From the analysis in Theorem 3.3 from [BFGT20], it follows that
(@ (i, 1)) — 0 (e, 1)) < G(®:5) [ —

<0 (G(CD;S)2 (nﬁ+ "g)) . (A.14)
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where the last equality follows from the GLM structure of the loss function.

From analysis of Noisy-SGD [BST14], the other term (excess empirical risk) can
be bounded as

L(w; ®S)] — L(dw*; dS)

<0 <77 (G(@;SV - kG(¢;2;€£°g W‘”) - "q)}”?;l‘Q) (A.15)

We now take expectation with respect to ®. Note that G(®,S5) =
SUD(, ,)e5 SUP, 92 ((w, @x))| || @z ||, where g, is the an element of the sub-differential

of ¢, at (w,z). By the Lipschitzness assumption |g,((w, ®x))| < G and from the JL

) | S

property, with probability at least 1 — 4, sup(, , .5 | Dx|| < (1 +

log(n/9)

oTw*| < (1 + k) D. Observe that the tail is that of a (non-centered)

ilarly, ’
sub-Gaussian random variable with variance parameter O (%) Using the equivalence
of tail and moment bounds of sub-Gaussian random variables [BLM13] and the fact

that % < O(1), we get the following bounds for Eqn. (A.14) and (A.15):

Eo (¢85 (901, 9:)) — (@ (@1, < O (G121 (n/T + nnT»

. - ~ kG2 ||X||* log (1/6 D?
Es [L(@; 08)] - L(®w'; 88)] < 0 (n <G2 )+ ng( / )> + Tn) |

Finally, as in [BFGT20], taking expectation with respect S in the two inequalities

D
Gl (1 LHE ) 7
bound. O

above, setting n = and 7' = n? and combining gives the claimed

A.2.3 Proof of Theorem 13

The proof follows from the more general Theorem 33 stated below. Instantiating
Theorem 33 with p = ¢ = 2 satisfies all the requirements of our Theorem 13. Finally,

let w* be the population risk minimizer of the hard instance in Theorem 33. We then
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have,

E[L(A(S); D) — min L(w; D)] = E[L(A(S); D) — L(w"; D)]
> E[L(A(S); D) — i L(w; D)]

> E[L(@w; D) — L(; D)]

— (@D min ( V_k))

1
1
"/ne' ne

This completes the proof.

A.2.4 Lower bound for Non-Euclidean DP-GLM

Theorem 33. Let G, || Y|, [|IX|,D >0, e <1.2,§d <€ andp,q> 1. For any (¢,0)-
DP algorithm A, there exists sets X and Y such that for any x € X, ||z, < 1, a
distribution D over X x Y, a G-Lipschitz GLM loss bounded at zero by ||| and a w

with ||@||,, < D such that the output of A on S ~ D" satisfies

E[L(A(S); D) — L(w; D)] = © (GDHXII min (1, 1 (mnk)@—l)/p)) |

(ne)l/p7 ne
Proof. The construction below is from [SSTT20] with some changes. We provide the

complete proof below. Consider the following 1-Lipschitz loss function:
U(w; (z,y)) =y — (w, )]

Firstly, we argue that we can assume ||)|| = oco. This is because for any arbitrarily
large value of y we can translate the above function below so that the the loss is
bounded by ||V||. However, this translation doesn’t change the excess risk. Also, as
in [BST14], it suffices to consider G = 1, since we can simply scale the 1-Lipschitz
loss function and get a factor of the GG in the lower bound. Let d’ < min (rank, ne),
0 <a<1andf >0 be parameters to be set later. Since d’ < rank, without loss of
generality, we will represent the features x as d’ dimensional vectors.

Consider a distribution D, where 2 = ¢y := 0 with probability 1 — «, and with

probability a, x ~ Unif({||X|| ei}f;l). Note that [|lz[[, < [|X]| and for any ¢ > 1 for
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x € supp(D,) where D, denotes the marginal of D w.r.t. the x variable. This implies

the loss w — {(w; (x,y)) is ||X||-Lipschitz in ¢,-norm, when x € supp(D,) and for

all y. Let the fingerprinting code z € {0, 1}dl be drawn from a product distribution

with mean p € [0,1]¢ where each co-ordinate u; ~ Beta(3,3). Finally we have
D

@ (x,z). Let S = {(@;,y;)};_, be niid. samples drawn from D. Define

Y

w = (d')Ll/P”; note that [[w|[, < D.

Let A be any (¢, d)-DP algorithm, which given S outputs w. Its excess risk with

respect to w can be lower bounded as,

E[L(@; D) — L(w; D)] = Elly — (@, )| — [y — (w, )]

> E[|[{(w —w,x)| — 2|y — (w, z)]]. (A.16)

The last term above is upper bounded as:

5o = 2 B — (g = PIXN S~
Mw-«mxm—wwmeK,> <%>H_(dfde;Mz il -

By direct computation,

23
El|zi — pi|l = E |1 — il pi + | —=ps| (1 — pi)] = 2Ep; (1 — i) = :
|2 — puil (11— il g+ | =gl (1 = pa)] i (1 — p) 125
This gives us that
_ 206D || X
Elly — (@, 2)]] < Ix (A17)
(1 +26) (d/)(p )/p
The first term in the right hand side Inequality (A.16) is,
. D ()" D|X|la | ()"
[|<w /j’7l‘>| (d/)l/p |< D w ,:L' (d/>(p+1)/P ]221 D w] /’[’.7
(A.18)

/ . N1/,
Define v € R? with v; = %. Note that,

d/

>

J=1

(d/)l/p R
D Wi Hy

~ ~ 2
= llv—plly > [lv—plly >0 —plly, >0 — pll;
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where the first inequality above follows from relationship between ¢; and ¢ norm, the
second follows from projection property and o denotes the projection of v onto [0, 1]¢,

and the last inequality follows from boundedness of coordinates of v — p.

The key step now is application of the fingerprinting lemma (simplified below, see
Lemma B.1 in [SSTT20] for complete statement) from [SU17] which roughly speaking,

“relates the error to correlation”; for any v € [0, 1]d', we have

. d

i=1

As in [SSTT20], the correlation simplifies as

E (v, z; — ZE 0,2 — ) |z = e;]Pla; = || X]|e;]
a
= OBl (5 - 1)l = | ¥

where the last equality follows since ¥ only depends on the coordinate of z; for which
x; = 1. Now, let 7™ denotes the solution obtained if z; were replaced by an independent

sample. From boundedness,

Ui (z — ) jHOO < 1. Using differential privacy, we have,

E[D; (2 — p); |7i = | Xlle;) < (5 = DE[|557 (21 — )| [ = [| Xl es] + 6

J

<(e°—1)4+6<3e

where the last inequality uses the assumption that ¢ < 1.2 and § < e. Plugging

this in Eqn. (A.19), we get

d/
E|o— pl|? > ———— — 3ane.
Plugging the above in Eqn. (A.18), we get
D||X| « d’
G - @, = DU (g — dane)
Using the above, and the bound in Eqn. (A.16), we get that,
D|X d 26D | X
E[L(@; D) — L(w; D)] > | 1” a ~3ane) — 28D Hl
q/et/p \ 4 (1+208) (1+28) (d) /p

_ D|X]a <1_3a(1+25)n6_26>
S (1+28) (@) d '
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Now, we set g = 1—16. When rank < 48ne we set d = rank and o =

min ( B4 28)ne 1). The minimum term becomes I8(1428)me and obtain an excess

risk lower bound of,

~ N D ||X|| (d/)(pfl)/P

On the other hand, when rank > 48ne, set & = 1 and d’ = |48ne] (so that it is at
least 1) to get an excess risk lower bound of,

D x|

E[L(@: D) — L(@ D)] = min (W

Dl

Finally, note that we can arbitrarily increase the rank of the construction beyond 48ne
by adding datapoints with orthogonal feature vectors of small enough magnitude and

arbitrary labels. Combining the two lower bounds obtains the claimed bound. O]

Corollary 5. Let G,D > 0, ¢ < 12,6 < € and p,q > 1. Let W C R? such that
for any w € W, |lw||, < D. For any (¢,6)-DP algorithm A, there exists a set Z, a
distribution D over Z and a loss function w — {(w; z), which is convex, G-Lipschitz
w.r.t. £, norm for w € W, for all z € Z such that the output of A on S ~ D" (which

may not lie in W), satisfies

1 de=1/p
EA75 EZNDK(.A(S), Z) - HéiVI\I/EZNDé(w; Z)] = (GD min (1, >> .

(ng)l/p ’ ne

Using generalization properties of differential privacy, we get the same bound as

above for excess empirical risk; see Corollary B.4 in [SSTT20] for details.

A.3 Missing Details for Section 2.5 (Adapting to

lw*]])

A.3.1 Generalized Exponential Mechanism

Theorem 34. [RS16] Let K > 0 and S € Z". Let q,...,qx be functions s.t.

for any adjacent datasets S,S’ it holds that |q;(S) — ¢;(S")| < v; : Vj € [K].
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There exists an Algorithm, GenExpMech, such that when given sensitivity-score
pairs (v1,q1(S)), .., (yv, an(S)), privacy parameter € > 0 and confidence param-
eter 5 > 0, outputs j € [N]| such that with probability at least 1 — [ satisfies

. 4~;log(N/B)
¢;(5) < min {a,(5) + el

A.3.2 Proof of Theorem 14

Note that by assumptions on A, the process of generating wy, ..., wg is (€/2,/2) —
DP. Furthermore, by Assumption 2 with probability at least d/2 the sensitivity
values passed to GenExpMech bound sensitivity. Thus by the privacy guarantees of

GenExpMech and composition we have that the entire algorithm is (e, §)-DP.

We now prove accuracy. In order to do so, we first prove that with high probability
every Ej is an upper bound on the true population loss of w;. Specifically, define

T = A(Df)lig(‘m/ﬁ) + 4“3;“21(;?(41{//8) (i.e. the term added to each L(wj;; Sy) in Algorithm

4). Note it suffices to prove

P35 € [K] : |L(wy; S2) — L(w;; D)| > 75] <

N ™

. (A.20)

Fix some j € [K]. Note that the non-negativity of the loss implies that ¢(w%; (z,y)?) >

0. The excess risk assumption then implies that ( IE;: - [(wy; (z,v))?] < 4]|V]]?, which
T,y)~

in turn bounds the variance. Further, with probability at least 1 — % it holds that for

all (z,y) € Sy that {(w, (z,y)) < Ag + A(D). Thus by Bernstein’s inequality we have

t2n? I6;
Pl|L(w;Ss) — L(w; D)| > t] < — el
[|L(w; S2) (w;D)| > 1] < eXp( A(Dj)tn+4n||y||2> + AK
Thus it suffices to set ¢t = w + w to ensure

P [|L(w; S2) — L(w; D)| > ] < 5. Taking a union bound over all j € K establishes
(A.20). We now condition on this event for the rest of the proof.
Now consider the case where j* # 0 and ||w*|| < 2%. Note that the unconstrained

minimizer w* is the constrained minimizer with respect to any B (r) for r > [Jw*||.
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With this in mind, let j' = }g{lKn] {j:w* € B(27)} (i.e. the index of the smallest ball
containing w*). In the following we condition on the event that Vj € [K],j > 7/,
the parameter vector w; satisfies excess population risk at most ERR(27). We note
by Assumption 2 that this (in addition to the event given in (A.20)) happens with
probability at least 1 — %. By the guarantees of GenExpMech, with probability at
least 1 — 3 we (additionally) have

L(wj«; D) < L(wj+; S2) + 75+ < min {L(wj; Sy) + 1 + AA(D;) log MK/B)}

JEIK] ne
< L(wjr; So) + 75 + 1A (Dy) feg UK/5)
< L(wy; D) + 27y + AA(Dy) log (4K/5)
ne
Since 27" < max {2 ||w*||,1} we have

L(w;-; D) — L(w*; D)
< L(wj;; D) — L(w"; D) + 275 + 4A(Dy) fﬁg (4K/5)
< ERR(2 masx {[w*]|,1}) + 27, + 4A (max {2Hw*7!€,1})10g (4K/P)
< ERR(2max {[[u*] . 1)) + \/4”3}”2105 (45/B) , 5 (max {2 ”w:'lé 1}) log (4K/5)

where the second inequality comes from the fact the assumption that ||w*|| < ||V]?.
Now note that by the assumption that ERR(25X) > || V|, whenever ||w*| > 2K it
holds that ||Y||*> < ERR(]|w*||). However since the sensitivity-score pair (0, ||V||?) is
passed to GenExpMech, the excess risk of the output is bounded by at most ||V||? by

the guarantees of GenExpMech).

A.3.3 Proof of Theorem 15

Let w denote the output of the regularized output perturbation method with boosting

and noise and privacy parameters ¢ = & and ¢’ = %. We have by Theorem 37 that
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with probability at least 1 — % that
L(w; D) — L(w*; D)

(vAD i | (VAR IV + (VED j)))
-0 n
vn (ne)?/3
()2 + Ho2xp) (191 + Jﬁpuxu))

* ne + vn :

Note that this is no smaller than ||Y||?> when D = Q (max { HE@M%, ”{j/lg(”?;)”i/?’ }), and

thus it suffices to set K = 0 <log (max { d'j:““\\/f%, ”3\}/‘%(”7?”22/3 })) to satisfy the condition

of the Theorem statement.

Let o; denote the level noise used for when the guess for ||w*|| is D;. To establish
Assumption 2, by Lemma 11 we have that this assumption is satisfies with A(D) =
|VII? + H||X|*07 log (K/min {3,6})) + HD?||X|]>. In particular, we note for the
setting of o, implied by Theorem 37 and the setting of K we have for all j € [K] that
H||X|[?>0% = O(|Y|?). Thus A(D) = O (||Y||* + HD?||X|]?). The result then follows

from Theorem 14.

A.3.4 Stability Results for Assumption 2

Lemma 10. Algorithm 1 run with constraint set B (D) satisfies Assumption 2 with

A(D) = [|Y|* + HD?|[ x|,

The proof is straightforward using Lemma 4 (provided in the Appendix). For
the output perturbation method, we can obtain similar guarantees. Here however,
we must account for the fact that the output may not lie in the constraint set. We
also remark that the JL-based method (Algorithm 2) can also enjoy this same bound.
However, in this case one must apply the norm adaptation method to the intermediate

vector w, as ® '@ may have large norm.

Lemma 11. Algorithm 3 run with parameter D and o satisfies Assumption 2 with

A(D) = [|Y|I* + H||X|[*0?log (K/d)) + HD?|| X|*
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Proof. Note that since S and S’ differ in only one point, it suffices to show that
for any (z,y), («',y/) that £(@; (z,y)) < [|V||* + HD?||X||* + H||X|*¢* log (K/6) and
similarly for £(w, (2',y")). Let w € B(D) and let @ = w + b where b ~ N(0,140?).
We have by previous analysis £(@; (z,y)) < |V||* + HD?||X|]> + H (b,x)*. Since
(b, x) is distributed as a zero mean Gaussian with variance at most || X||?0?, we have
P[ (b,z) | > ] < exp (i) - Setting ¢ = || Xl log (K/3) we obtain P[| (b, z)[* >
| X||?0?1og (K /)] < 6/K. Thus with probability at least 1 — §/K it holds that
(s (x,y)) < IV* + HD*||X[]* + H||X|[*0* log (K/9). O

A.4 Missing Details for Confidence Boosting

Algorithm 15 Confidence Boosting

Input: Dataset S, loss function ¢, Algorithm A, ¢ privacy parameters €, d
1: Split the dataset S into equally sized chunks {Sl}:f{l

2: For each i € [m+ 1], w; = A (Sl-, 5 )
3: 1" = arg maX;epy, (—E(@i; Sm+1) + Lap(0, 5))
Output: w;-

We state the result of the boosting procedure in a general enough setup so as apply
to our proposed algorithms. This leads to additional conditions on the base algorithm

since our proposed methods may not produce the output in the constrained set.

Theorem 35. Let ¢ be a non-negative, H smooth, conver loss function. Let €,6 > 0.

Let A: (S,€,0) — A(S,€,0) be an algorithm such that
1. A satisfies (¢,8)-DP
2. For any fized S, A(S) is v* sub-Gaussian [Verl§]:
”81”1:1311["3 [exp ((A(S),u)? /7%)] <2

3. For any fived S, P ) [((A(S); (x,y)) > A(v,B)] <
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4. Given a dataset S of n i.i.d. points, E[L(A(S); D) — mingep, L(w;D)] <
ERR (n,¢,7)

Let 52 = 4(||yH2+i:;2”XH2) and ng = W, Algomthm 15 with Algm“zthm A
as input satisfies (¢,0)-DP. Given a dataset S of n > ng samples, with probability at
least 1 — 3, the excess risk of its output w; is bounded as,

D . ) n € 20(7,6/2) 28 (7:5;)
L(#: D) — L(w": D) < O(ERR (41%(4/6),2,7) el

B VH|Y| |, 16]Y] | 128HA?
+ + + :
Jn

Vn n

We first establish the following concentration bound for convex H smooth non-

negative functions.

Lemma 12. Let ¢ be a convex H smooth non-negative function. Let S be a dataset of n
i.i.d. samples. Let w be a random variable which is v* sub-Gaussian and independent
of S and let A(v,B) be such that P [(w; (x,y)) > A(y,5)] < B. Then, with

probability at least 1 — 3,

L(w; ) < (1+T(n, 8)) L(w; D) + U(n, §)

L(w;D) < (1+T(n, 8)) L(w; S) + V(n, §)

where T'(n, ) := 74710%,1/5)5\/%; U(n,pB) := 471°g(4/\%|y”\/§ + . ”\1/05(2/5) and

V(n, §) = 4710g(4/\%\/§|\y|| n 2A(y, 2 ) log(2/B) n IIJiH\/\l/?(?/B) n 48H~2 log?(4/8)

n n

Proof. With probability at least 1 — £, for each (z,y) € S, {(w; (z,y)) < A (% %)
We condition on this event and apply Bernstein inequality to the random variable

L(w; D) — L(w; S):

3Int?
6nE[(L(w; D) — L(w; S)) ] + 24 (7, £) ¢

P [|L(w; D) = L(w; S)| > t] <exp | -
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This gives us that

N A ,ﬁ log (2 - 2
|L(w; D) — L(w; )| < b )n 52/ )WE(L(w;D)—L(w;S)) log (2/3)
(A.21)
The term E[(L(w; D) — L(w;S)) = IE[(f(w;(z,y)) - Elf(w; (z.9)])}] <
LE[(0(w; (x,)))?).

Now,

E[(¢(w; (z,y)))*] < 2E[(£(w; (z,y)) — £(0; (2, 9))*] + 2B[((0; (z,9)))?]
< 2E[((Ve(w; (,9)), w))] + 2/|V||?

where the last step follows from convexity. We now use the fact that w is y?-sub-

Gaussian, therefore (V/(w; ) < vy/log (4/5) ||VE(w; (x,y))|| with probability

at least 1 — §/4. We now use self-bounding property of non-negative smooth functions

to get,

E[(£(w; (z,9)))?] < 2E[[|VL(w; (z,))]I* v log (4/8) + 2/|V||?
< 8HE[((w; (z,y))]y* log (4/5) + 2||V||*

— 8H L(w; D)y*log (4/8) + 2||V|?
Plugging the above in Eqn (A.21) gives us,

|L(w; D) = L(w; S)|

(g) (2/8) 44 (ﬁL(w;D)v2log(4/ﬁ)+HJ}IP)log(l/f‘)

(mn) /8 | JALwD) | Hyn\/log LI

n
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A simple application of AM-GM inequality gives,

L(w; ) < (1 1 Aylos(4/5) \/ﬁ) L(w; D)

IV][v/n

, dlog (4/) VIVE L Iyl 2/53)
Vi Vi

This proves the first part of the lemma. For the second part, we use the following

fact about non-negative numbers A, B, C' [BBLO03] (see after proof of Theorem 7)
A<B+CVA = A<B+C*+VBC

Thus, from Eqn. (A.22),

Lw:D) < L +A(% 4n)nlog (2/8) ||y||m mwlog (4/8)
| ylog 4/5 Vi mjuJA(% 4n)n10g (2/8) Jy\/m

< Bws5) + 11108 (4/6\)/_ VAL@w:S) A [, 4n)nlog (2/6) Hyum
| 1617 log (4/8) , \/i log®?(4/8) 47@31?5/4(2 19)

- (1 N 4710%(;4/\57_)1\/5) Fw:S) + 47log (4\% |y||\/§ . A (y, ﬁ)nlog (2/8)

L iosCR) | 16iy gt a/) 1 [HA (3, 2) log¥2(4/5)
7 n

n
. 4y\/H|| Y| log™*(2/8)

n3/4

where the last inequality follows from AM-GM inequality. Simplifying the expressions
yields the claimed bound. O]

Proof of Theorem 35. Since the models {w;};", are trained on disjoint datasets, by

parallel composition {;};", satisfies (%, g)-DP. We know that probability at least
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1—9% tw;(z,y) <A (7, g) Thus conditioning on this event, from the guarantee
of the report noisy max procedure, we have that it satisfies (;)—DP. The privacy
proof thus follows from absorbing the failure probability into ¢ part and adaptive
composition.

We proceed to the utility part. Let w be the model among {w@;};-, with minimum

empirical error on the set S,,,1. The excess risk of each w; is bounded as,

ML@mDH—L@mI»<ERR< 11;“0

From Markov’s inequality, with probability at least 3/4, L(w;; D) < L(w*;D) +

m+17 2

4ERR (25
1— g, there exists one model, say w;«, such L(w;; D) < L(w*; D) + 4ERR (m+1’ 2)

) From independence of {w;};" |, with probability at least 1 — 1/4™ =

Also, from the guarantee of Report-Noisy-Max, we have that with probability at

least 1 — 3/4

A(y, 8/4)(m + 1) log? (4m/s)

ne

L(@, Sm—i—l) S L(ﬁ); Sm—i—l) +

Now, we apply Lemma 12. From a union bound, with probability at least 1 — g,

all {w;};", satisfy the inequalities in Lemma 12 with § substituted as 5

Thus, for the output w, probability at least 1 — g,

L(@;Sm+g-+vf< n ,f?>

> (m+1)" 2m
) 265500

)

)

A(y, B/4)(m + 1) log® (4m/9) ( n 5)
+V
ne (m+1)" 2m

A(y, B/4)(m + 1) log® (4m/9)

ne
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where in the above we use that T’ ( +1) < 1 given the lower bound on n and the

setting of m. Furthermore, the last inequality follows because w has lowest empirical

risk on Sps1. Let W(n,m, 8) = A(v,8/4)(m+1) log? (4m/5) i Vg ( (mt1) om ) We now apply

ne

the other guarantee in Lemma 12 and the fact that w;« has small excess risk. With

probability at least 1 — §/2,

n 6] n 15}
+<1+T<m—|—1’2m>>U<m+1 o >+W(nmﬁ)

n 16 n €
< *, —
_L(w,D)+2T< s 2m>L(w 'D)—i—4ERR<m+1,2>

n ﬁ n € n 5
T (g 18R () 2 (o) + )

Let X(n,m, ) = 4ERR (m+1’ 2) +8T <m+1’ 2m> 4ERR (m+1’ 2) +2U (m+1> 21’;) +
W(n,m, ). Note that m = 4log(4/5) and T( T 2‘;) < W. Substi-

tuting this and using the fact that, L(w*; D) < L(0; D) < ||V||?, we get that with

probability at least 1 — 4,

16v1log* (2/8) VH|Y|
\/ﬁ

Substituting and simplifying the X (n,4log (4/5), ) we have that

L(w; D) < L(w*; D) + + X (n,4log (2/8),5)

X(n,4log

(2/8),B)
n € 2A(y, B/4) log® (4/8) log (2/6)
< 12ERR (41%(4/@,2, ) + —

20 (7.4 ) log" (8/8)  16v1og" (3/8) VA |V
+ n + NG
L 161y %(ég/m | 128HY? 71:&(8/6)
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Hence, with probability at least 1 — 3,
L(#; D) < L(w*; D) + 12ERR [ ——— £
A tlog (4/5) 2"
A(y, 5/4)log® (4/5) log (2/0) , 2A (v, £ ) log* (8/8)
ne

n

L 32log! (5/8) VIV 1619 1og'(3/8) , 12871+ log'(5/6)
Vi Vi "

A.4.1 Boosting the JL Method

Theorem 36. The boosting procedure (Algorithm 15) using the JL method (Algorithm
2) as Algorithm A satisfies (€,0)-DP, and with probability at least 1 — 3, its output

Wy« has excess risk,

VHD | ][]
NZD
(DI 1 + (VAD 121))
(ne)?/3
(V]2 + HD? x| (||y||+x/ﬁD||Xll))
+ ” + T

Proof. For the JL. method, we consider the boosting procedure in the k£ dimension

L(@; D) — L(w*; D)go(

space — this is only for the sake of analysis and the algorithm remains the same. In
particular, consider the distribution to ®D which, when sampled from, gives the data
point (®z,y) where (z,y) ~ D.

Suppose the boosting procedure gives the following k& dimensional models:
Wi, - Wy,; note that the norm of all these are bounded by 2D. Let w* €
argmin|,|<op L(w; ®D). Since the outputs satisfy |w;|| < 2D, the sub-Gaussian
parameter v = O(D). We now compute the other parameter A(+, ), which is
the high probability bound on loss. Note that for a fixed data point (®z,y), an

H smooth, non-negative, bounded at zero loss, at any point w s.t. ||w| < 2D
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is upper bounded by 2 (||y||2 +4D*H ||(I>m||2) From the JL guarantee, with the
given k, the term ||®xz||* < 2||X|| with probability at least 1 — 3/4. This gives us
A@D, B) =2 |V + 161 D?).

We now invoke 35 substituting A, v and H = H | X||* to get that with probability

at least 1 — g output satisfies,

128DV H || X ||| Y] log” (8/8)
NG
2 2 2 4
+&<nf2D>+1%wa+HDuxun%<wm
4log ((8/8)) 2 ne
+1%00w+v—0mmﬁ%ﬂwm
NG
Define W — 128D\/ﬁHXy|ngog4(8/6) i 128(“37||2+HD1X||2)10g4(8//3) n

128(|[V||+VHD| X||) log? (8/5)
=~ .

bounded as,

L(@;9D) < L(@*; ®D) +

The excess risk of the final output Wy = @ @ is

L(W; D) — L(w*; D) = L(w; PD) — L(w*;D)
< L(@*;@D)—i—a( (8/5) 2D> + W — L(w*; D)

Tloz (8/3) 2 2D> + W — L(w*; D)

<a <410g(8//6’) 2D>+W+|(¢)x®w) (x,w)]

< L(®Pw*; @D) + « (

where the last inequality follows from smoothness and that VL(w*; D) = 0. Finally,
from the JL property, with probability at least 1 — g, Dz, Dw*) — (z, w*)|* <
o? |w*||” || X||2. Combining and substituting the values of o and o (W ) from

Theorem 9 gives the claimed result. O

A.4.2 Boosting Output Perturbation Method

Theorem 37. The boosting procedure (Algorithm 15) using the output perturbation

method (Algorithm 3) as input Algorithm A satisfies (€,0)-DP, and with probability at
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least 1 — (3, its output w;« has excess risk,

VAD X 9] + 191
7
(DI I+ (VAD |21))
(ne)?/3
(V]2 + HD?|x|) (Hy||+\/FDIIXII))
+ — + T

L@ D) — L(w*; D)g()(

Proof. Firstly, note that H = H||X||2. We now compute v and A to invoke Theorem 35.
Since the algorithm simply adds Gaussian noise of variance o2l to a vector w where
|w|| < D, we have that 4> < D? + ¢%. For the bound on loss parameter A, by
direct computation, A(y, 8) < 2 (||V|* + H (@ + &, 2)?) < 2|Y|* + 2HD? | X|* +
2H (€, 2)* < 2||V||* + 2HD? || X||> + 2Ho?log (1/3) where the last inequality follows
since (€, 2) ~ N(0,]|z||*). Plugging these and the value of o2 from Theorem 10 into

Theorem 35 gives the claimed bound. O]

A.5 Non-private Lower Bounds

We first note a simple one-dimensional lower bound.

Theorem 38. (Implicit in [SST10]) Let ||X|| > 1 and H > 2. For any Algorithm
A, there exists a 1-dimensional H-smooth non-negative GLM, { : R x (X x )) — R,
and a distribution D over (X x ) with |[w*|| = O(min{||Y||, D} such that the

excess population risk of the output of A when run on S ~ D" is lower bounded as

We remark that this requires a slight modification of the example used in [SST10].

Specifically, therein the loss function is defined as

DO N[

| <
w—y|l=1/4 |w—y|>
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with y € {£1} and x = 1. Our statement is obtained by setting the domain of labels
as {min{D, ||Y|}}. A reduction in [Shal5] enables lower bounds from problem

instances with general || X|| and ||w*|| = R to instances with | X'|| = 1 to ||w*|| = R||X]].

We now show that the lower bounds presented in [Shal5] to the unconstrained
setting. We start by stating the original bound from [Shal5] which holds for squared

loss.

Theorem 39. Let ((w, (z,y)) = 1((w,z) — y)? be the squared loss function and
D > 0. Then for any algorithm, A, there exists a distribution D over (X x ))
and a constant C' such that for S ~ D" it holds that E[L(A(S); D) — L(w}; D)] >

. 2 2 2
C min {|| ]2, ZUXELIE DY)

n ’ vn

}, where wy, = argmin {L(w; D)}.
weB(D)

We now make three observations. First we note that this Theorem holds even
for A(S) ¢ B(D). Second we note that the construction of the distribution in the

above Theorem is such that mzisr(lD) {L(w;D)} = mi]%d {L(w;D)}. Finally, note that
w*€e w*e

L(w,z) — %)2 = %(\/H (w,z) — y)?. This gives the following corollary.

Corollary 6. Let D > 0. Then for any algorithm, A, there exists a distribution D
over (X x Y) and an H-smooth non-negative GLM, ¢ : R? x (X x V) — R, with

minimizer w* = arg min { L(w; D)} such that ||w*|| = D and for S ~ D" it holds that

E[L(A(S); D) — L(w"; D)]

= o fin {ypp, ERAXI + AV VHDY]X]
) n y \/ﬁ .

A.6 Additional Results

Lemma 13. Let ® € R™* be a random matriz such that for any u € R?, with
probability at least 1 — 3, (1 — a) ||lul|® < ||Pu|® < (1 + &) |[ul|*. Then for any u, v,

with probability at least 1 — 23, [(Pu, Pv) — (u,v)| < aljul| ||v].
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Proof. Firstly, note that it suffices to prove the result for unit norm vectors v and v.

From the norm preservation result, with probability at least 1 — 23, we have that,

(1= a) fu+ov]” < [@(u+v)] < (1 +a)|lut ol

(1—a) fu—vf* < [|®(u—0v)| < (1+a)|Ju—v|*

Therefore, we have

(. 00) = (10 Gt o)~ 20— 0))
< H(O+ @) ol — (1 ) o)
< fus) +o

This gives us that (Pu, v) < (u,v) + a. The other inequality follows in the same

way. ]
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Appendix B

Appendix for Chapter 3

B.1 Lower Bounds

B.1.1 Missing Details from DP Empirical Stationarity Lower
Bound

Proof of Theorem 17. For any r > 0, let W, denote the ball of radius r centered at

the origin. Let D = % Consider the loss function:

2 .
O 2) = Tw — 2| if|lw—z|| <D
w; Z) - G2 .
Gllw—z|| — 55 otherwise

The function ¢(w; z) is convex, H-smooth and G-Lispchitz in R?. We restrict to

datasets S = {z;};_, where z; € Wp/, for all i, and let E(w; S) = % o l(w; z) be

the empirical risk on S. The unconstrained minimizer of L(w; S) is w* = e 2
which lies in Wp 4.

For any w € Wsp/4, w lies in the quadratic region around all data points. Hence,

from H-strong convexity of w Z(w; S) on Wsp /4, we have that whenever @ € Wsp 4,

|VL@; 9)| 1w —w| > (VE(@; S),w* — )

Let E be the event that w € Wsp/4 and let Ex denote the conditional expectation
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(conditioned on event E) operator. Then,

dlo d
Eg HVL H > E]E |w —w*|| > EQ ((42{) min (1 56(1/))) .

where the last inequality follows from known lower bounds for DP mean estimation
[SU15, KU20]. We remark that the lower bound in the referenced work is for algorithms
which produce outputs in the ball of the same radius as the dataset, i.e. Wp/,.
However, a simple post-processing argument shows that the same lower bound applies
to algorithms which produce output in Wsp /4. Specifically, assuming the contrary, we
simply project the output in Wsp,4 to Wp,4: privacy is preserved by post-processing
and the distance to the mean cannot increase by the non-expansiveness property of

projection to convex sets, hence a contradiction. This gives us,

E, [|VE@: )] > 0 (Gmin (1, C“j“*”))

Let W = {w: |w—w*|| < D/2}. Since W C Wsp 4, we have that the above
conditional lower bound applies for w € W as well. We now consider @ ¢ W. Let w'
be any point on the boundary of W, denoted as OW. Note that w’ lies in the region
where, for any data point, the corresponding loss is a quadratic function. Hence, by
direct computation, VL(w'; S) = H (w' — w*). Therefore,

*Hg _ HD?
1

<VlAl(w/; S),w' — w*> =Hl|w —w

We now apply Lemma 14 which gives us,

V(@) > HD*> 2 G

E pe £z
E 4 D 2

where F° denotes the complement set of . We combine the above bounds using the

law of total expectation as follows,

E(|VL(@; )] = EglllVL(w;5)|]P (@ € E) + Ep:[||VL(w; )P (@ € E°)

_ (Gml { leog 1/9) }) @ € E) + QG)P(w € E°)
{



This completes the proof.

O

Lemma 14. Let G,R > 0,d € N. Let Wgr(wy) denote the Euclidean ball around
wo of radius R and let OWg(wy) denote its boundary. Let f : R — R be a dif-

ferentiable convex function. Suppose wy € R? is such that for every v € OWr(wy),

(Vf(v),v—wy) > G, then for any w & Wr(wy), we have |V f(w)|| > %.

Proof. For a unit vector u € RY, define directional directive f/(w) = (V f(w),u). We
first show that for any u € R?: |jul| = 1 and any w’ € RY, the function f/(w’ + ru) is
non-decreasing in r € R,. This simply follows from monotonicity of gradients since f

is convex. In particular, for any " > r > 0, we have

fulw +7'u) = fL(w' +ru) = (Vf(w' +r'u) = Vf(w' +ru), u)

- (V' +r'u) — V' +ru),w +ru— (v + ru))

v —r
>0
We now prove the claim in the lemma statement. Let w ¢ 0W§ and define u = ”Z:ZSH.

Then from Cauchy-Schwarz inequality and the above monotonicity property, we have,

V()| 2 (Vf(w),u) = fi(w) = fi(wo+ Ru) = (Vf(wo + Ru), u)

which finishes the proof. O

B.1.2 Non-private Sample Complexity Lower Bound

Theorem 40. For any G, H, n,d € N, there exists a distribution D over some set Z
and a G-Lipschitz, H-smooth (convex) loss function w — ((w;z) such that given n

i.1.d samples from D, the output W of any algorithm satisfies,

Bvi o)) -9 ()
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Proof. We construct a hard instance in d = 1 dimension. Let p € [0, 1] be a parameter
to be set later and let v € {—1, 1} be chosen by an adversary. Let the data domain

Z ={—1,1} and consider the distribution D on Z as follows:

2

—1 with probability 1=

{1 with probability 12
—
2

Note that E[z] = vp. Consider the loss function ¢(w; z) as

lw;z) = C;wz + I;A(w)

where A is the Huber regularization function, defined as,

jw? if Jw| < &%
Alw) = {Gw G2 A
¢ otherwise

Note that the loss function w — f(w; z) is convex, G-Lipschitz and H-smooth in R,

for all z. The population risk function is,

L(w;D) = Swpv + I;A(w)

Let @ be output some algorithm given n i.i.d. samples from D. Consider two

cases:

Case 1: |0| > %: The gradient norm in this case is

2

G Gw

VL(@0; D) = |= —
G2p2 GQ G2

= + e + mva

L@@
= 2]0
¢
1 8/n
G2
>
- 8

where the first inequality follows since v > —1, the third equality follows by setting

]
p = \/% and the second inequality follows since n > 1. We therefore have that

- G
E|VL(@;D)| > ;5.
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Case 2: 0| < In this case, the gradient norm is,

G .
2H "
2

|V L(w; vp + Hw

=[5
Suppose there exists an algorithm with output @w, which, with n samples guarantees
that E|VL(w;D)| < o ( \F) Then from Markov’s inequality, with probability at least
0.9, we have that |VL(@; D) < o (%) Let w = 2Hw , then we have that with

probability at least 0.9,
2 1
VL@ D) < o <G> — |lp—af <o ()
n n

This contradicts the well-known bias estimation lower bounds, with p = \/% using

16n’

Le Cam’s method ([Ducl6], Example 7.7), hence E |VL(w; D)| > Q (%) Combining

the two cases finishes the proof. m

B.2 Missing Results for Empirical Stationary
Points

B.2.1 Private Spiderboost

The following lemma largely follows from the analysis in [WJZ119]. We present a full

proof below for completeness.

. . 1 1
Lemma 15. Let the conditions of Lemma 3 be satisfied. Letn < 5z and ¢ < O (7227)

Then the output of Private SpiderBoost, W satisfies

[|vE@ )] =0 (|2 +n). B.1)

Proof. In the following, for any ¢ € [T, let s; = EJ q (i.e. the index corresponding to
the start of the phase containing iteration t).

By a standard analysis for smooth functions we have (recalling that V, is an

unbiased estimate of VL(wy; S) for any ¢ € [T))

~

L(wiyr; S) < L(wy; S) + g |VL(ws; S) — th - ( - 2) 19| .
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Taking expectation we have the following manipulation using the update rule of

Algorithm 5, we get

~

E |:L(wt+1; S) — L(wy; S’)}

Vit $) - v.] - (n _ Hn) E[||v.]

<R
=9 27 2

<25 B[ —wnl?] + LE (|7 - EusS)[]

2 k):Sz—l-l

- (2-EE) e 1w

37.2 t T H 2
<T2 3 Efiwd]+ 5 - (2- B0 e o),
k=s¢+1

where the second inequality follows from Lemma 3 and the last inequality follows
from the update rule. Note that if ¢ = s; the sum is empty. Summing over a given

phase we have

E [L(wis1; ) — L(w,,; S))|

2y S e 2 - (13- 2R [vel]|

IN

kzstj 8t+1 k:st
3,7_2 t t .
<’ ;qu 19el] + 3 5 = (3 - %) E[Imal]
t 2 3.2 2
-3 | (3- 5 - T B o] - 7 (B.2)
| (-5 - e o] - 7|

where the second inequality comes from the fact that each gradient appears at
most ¢ times in the sum. We now sum over all phases. Let P = {po,p1,...,} =

{O,q, 2q, ..., {%J q,T}. We have

E [L(wr; §) — L(wy; §)] < ;E | L(wy; 8) = Lwy, ,;9)]
<Y AE v + 20



Rearranging the above yields

N

1 LO 777'12
X EIVel®] < =5 + 5 (B3)

t=0

Now let i* denote the index of @ selected by the algorithm. Note that

E [Hvi(wi*; S)m < 9E [Hvi(wﬁ; S) — Vi 2] +2E [,

7. (B.4)
The second term above can be bounded via inequality (B.3). To bound the first term
we have by Lemma 3 that

E [Hvi* —VL wz* H ] < 7'2 Z E [Hwk — Wg— 1H } +7'1
k=su+1

EEE> E[[|Vel?] + 77
k=si+1

2.2 T
qn-T.
< TS B[]+
k=0

nqrs
2 12+ 1,

< 7'22772qL0 4
- TA 2A

where the last inequality comes from inequality (B.3) and the expectation over i*.

Plugging into inequality (B.4) one can obtain

2o ay|?] < 2Lo 2 n UK
E [HVL(wi*,S)H } < o (L) + (A +2+ 2= (B.5)
Now recallA:g—HT’F— Smceq<0( 2772) and 7 < 5= we have A = O(n).

Thus plugging into inequality (B.5) and again using the fact that ¢ < O (TQ—1772> we
2

have

L ’ L 31°q L
E[HVL(W?S)H]:O<T707(1+T§n2q)+<3+ o) =0 T%Jﬁf _

The claim then follows from the Jensen inequality. O]

For privacy, we will rely on the moments accountant analysis of [ACGT16b]. This
roughly gives the same analysis as using privacy amplification via subsampling and the

advanced composition theorem, but allows for improvements in log factors. We provide
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the following theorem implicit in [ACG™*16b] Theorem 1 below. The same result can
be obtained using the analysis for [KLL21] Theorem 3.1 which uses the truncated

central differential privacy guarantees of the Gaussian mechanism [BDRS18].

Theorem 41 ([ACGT16b, KLL21]). Let €,0 € (0,1] and ¢ be a universal constant.
Let D € Y™ be a dataset over some domain Y, and let hy,....,hy : Y — R? be a

series of (possibly adaptive) queries such that for anyy € Y, t € [T, |[h(y)ll, < A

Let o, = Ary/1os(1/0) max {l vT

€ b’ n

}. Then the algorithm which samples batches of size
By, .., By of size b uniformly at random and outputs 3", cp hi(y) + g¢ for all t € [T
where g; ~ N(0,102), is (¢,6)-DP.

We note that the original statement of the Theorem in [ACGT16b] requires o, >

V/ 5 .
C/\tTnileog(l/) and T > ’Z—Qf (or T > 2—22 so long as € < 1). However, in the case where
T< Z—j, one can simply consider the meta algorithm that does run 7" = Z—j steps and

only outputs the first T" results. This algorithm is at least as private as the algorithm

which outputs every result, and under the setting 7" the scale of noise is S/ 108(1/9) Vlbzg(l/a).

We can now prove the main result for Private Spiderboost, restated below. We
note that the setting of by given below will always be less than n under required

conditions. More details are provided in the proof below.

Theorem 42 (Private Spiderboost). Let n > max {LOH(dGl(E));(l/(;)y \/Emax{l,;/HLo/G}}_

Private ~ Spiderboost — run  with  parameter  settings 1 =

Gne 2/3 (Gndlog(l/é))l/?’
b = b - e (\/LoHdlog(1/5)> ’ (HLo)/Se2/3 T =
4/3
(LoH)Y/4ne ne - n2e? .
{max { (\/Gdlog(1/5)> " \/dlog(1/9) }J , and g = {HQleog(l/tS)J satisfies

\/LOHGdlog(l/é))2/3+ dlog (1/6)G

ne

= [Ivs]] -o (

ne

is (€,0)-DP and has oracle complexity O (max{("iﬁf;m) : (\%)2}>
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Proof. For privacy, we rely on the moment accountant analysis of the Gaussian
mechanism as per Theorem 41. Note that each gradient estimate computed in line 9
has elements with />-norm at most G, and this estimate is computed at most %
times. Similarly, for a gradient variation at step ¢ in line 13 we have norm bound
H |jw; — wy—1]|, and have that at most 7" such estimates are computed. As such, the

scale of noise in both cases ensures the overall algorithm is (¢, §)-DP by Theorem 41.

We now prove the convergence result. To simplify notation in the following, we
define a = 7W. If by = n (full batch gradient), the conditions of Lemma 3 are
satisfied with 72 = O (@) and 72 = O (%2 - HQT&2) and some setting of ¢ so
long as T' > q’g—; =qgand T > Z—g Further, if by > ﬁ then 77 = O (H*Ta?). Thus

the condition on ¢ in Lemma 15 is satisfied with ¢ = f—; = ﬁ since n = ﬁ
2

Plugging into Eqn. (B.1) we obtain

o LoH GVTa
E[HVL(w;S)H] 0(,/ t Vi )

0 ( Lol | GTa2) . (B.6)

T

We now consider the setting of T'. Since g = ﬁ, it suffices to set T' > é to ensure

4/3
T > q. We now set T = max{(%) ;

E[|VL(@ )] =0 ((\/LOTGa) L Ga) .

The claimed rate now follows if there exists a valid setting for by satisfying the

}. Using Eqn. (B.6) above we have

Qil=

previously stated conditions. The restrictions on the batch size implied by 7" imply

G1/3n,52/3
(HLo)1/6

_n_

we need by > N and thus it suffices to have by > to satisfy this condition

. (HLo)/* 4/3 . . .
since T' > ( N ) . We recall that for the setting of ¢ to be valid we also require

4/3 2/3
by > T%CQ and because T" > ((H\Lﬁ%) it suffices that by > (ﬁ) / . Thus we need

2/3 _
b, = max { ( \/LfHd) / , ?;2’;3112/23 } Finally, we need by < n whenever ¢ > 1. Note that

2/3 _
by the setting of ¢ and T we have ¢ < (\/Lg—Ha) / and thus ¢ > 1 — (7VHGLOQ) < 1.

. .. G1/3na2/3 G 2/3
Under this same condition we have =——-22"— < n. We further have ( _) <n
(HLo)Y/ LoHa
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under the assumption n > M;flij;w given in the theorem statement. It can also

be verified that under the condition on n given in the theorem statement that ¢ > 1.

Thus the parameter settings obtain the claimed rate.

Note the number of gradient computations is bounded by

o ) w5 ) )
ol 52

B.2.2 Additional Discussion of Rate Improvement Challenges

]

We here give a more detailed version of the informal discussion in Section 3.2.2. We
want to emphasize that the goal of the following discussion is not to provide a universal

lower bound, but rather to inform future research.
Let £ : R? = R be a loss function. We say the randomized mapping O :

R? x (RYU L) +— RY, is a (71, 2)-accurate oracle for £ if Yw,w' € R?

[O(w, 1)] = VL(w), [O(w,w")] = VL(w) — VL(w)

CHE oHF
oHE oF

oW, 1) = VL@w)|P] <7, N, w)?] <73 flw - w'|f*.

In short, O is an unbiased and accurate gradient/gradient variation oracle for L.

Define
m(Q,H, £0,71,7'2) = irjfsupinf {04 E [||V£(.A(O, H, 50,7'1,7'2)”] < 04} )
o.L

where the supremum is taken over H-smooth functions £ satisfying £(0) —
argmin {L(w)} < Ly, and (71, 72)-accurate oracles for £. The infimum is taken

weR
over algorithms which make at most @) calls to O.

We have the following lower bound on m (i.e. a lower bound on the accuracy of

optimization algorithms which make at most ) queries to the oracle) following from
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[ACD™19, Theorem 3] and the fact that the oracle model described above is a special

case of the multi-query oracles considered by [ACD*19].

Theorem 43 ([ACDT19)). Let Q, Ly, H, 71,72 > 0 and define o = (%)1/3 +
fd=90 ([“ff) then w(Q, H, Lo, m1,7) = 2 (a),

«

71
JO-

Now consider £ such that £L(w) = £ 3¢ ¢(w;z) for some G-Lipschitz and H-
smooth loss £ : RY x X — R and S € X™. We are interested in designing some (7, 7)-
accurate and differentially private oracle, O, which can then be used by an optimization
algorithm, A, to obtain an approximate stationary point w = A(@, H, Ly, T1,T2).
Specifically, we want O to be capable of answering () queries under (€,9)-DP. A
common method for achieving this is to ensure each query to O is at least (%, 9)-DP
and use advanced composition (or the more refined moment accountant) analysis.
Such a setup encapsulates numerous results in the convex setting [BFTGT19, KLL21],

and is even more dominant in non-convex settings [WYX17, ZCH*20, ACGT16b].

Our key observation is that under such a setup, any increase in the number of
oracle calls to () must be met with a proportional increase in the accuracy parameters
(T1,72). Thus, if such an oracle, O is applied in a black box fashion to a stochastic
optimization algorithm A, one can obtain a lower bound on the accuracy of the overall

algorithm independent of Q).

Specifically, since estimating the gradient and gradient variation can be viewed as
mean estimation problems on n vectors, we can use fingerprinting code arguments to

lower bound 71 and 75 [SU15]. In Lemma 16 below, we prove that any (71, 7»)-accurate

G+/Qdlog(1/6) )

ne

oracle which ensures that any query is ( \%, 9)-DP must have 7, = Q(

ne

2/3

and Ty = Q(Hdelog(l/é)). Now, observe that by Theorem 43, we have

Y

ne

which matches our upper bound.
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We now remark on several ways the above barrier could be circumvented. The
first and most obvious possibility is to employ a different privatization method than
private oracles. However, this is particularly difficult in the nonconvex setting as
existing methods which avoid private gradients (see e.g. [FKT20b] for several such
methods) rely crucially on stability guarantees arising from convexity. Other possible
ways to beat the above rate is by designing a stochastic optimization algorithm which
leverages the structure of the noise used in private implementations of the oracle or
makes use of additional assumptions to beat the €2 <(£03ﬁ)1/3 + &b) non-private

lower bound.

Additional Details on Fingerprinting Bound. We conclude by giving a concrete

construction for the fingerprinting argument mentioned above.

Lemma 16. Let G,H >0, e = O(1), 27" < § < —57 and (/dlog (1/6)/(ne) =
O(1). Let ¢, L, S satisfy the assumptions above. Then there exists {,S such that for

any oracle, O, which is (11, T2)-accurate for L it holds that

o (G./dlog (1/5)) o W0 (H\/dlog (1/5)) |

ne ne

Proof. In the following, we use u; to denote the j'th component of some vector u. Let

B=-%and define h: R — R as

HVd
Lop? iflw| < B
h(g):{%w . 1|w|_.
Zlwl — 247 otherwise
Define d = ¢ (assume d is even for simplicity) and for any vector u € R? let
uV = [uy,...,ug]" and u® = [ugyi,...,uq]". Define £(w;z) = €1(w;2) + lo(w; 2)
where
l(w; z) = “ <w(1) z(l)> l(w; z) = L zd: h(w;)z
) \/E ) ) ) 9 1777
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Let W = {w : |Jw||, < B} and note for any w € YW we have

2B ez wazd "
\/Ea'“a \/37 +1 +1y - )
V2ly(w; z) = H - Diag(0, ..., 0, 2q 41, -, 24)

Vi(w;z) = |

That is, the Hessian of /3(w; 2) is a diagonal matrix with entries from x. Thus one
can observe that for any = € {1} we have that ¢(-; z) is G-Lipschitz and H-smooth

over R?,

To prove a lower bound on 7y and 7, it suffices to show that for any (¢, d)-DP
implementation of O there exists w € R? such that I(Eol [||(’)(w; 1) — Vﬁ(w)HQ} > 7
and there exist w,w’ € R? such that ]g, {||O(w,w’)\|2] > 72 ||w —w'||*. For sake of

generality, we will show that these properties hold for a set of w,w’.

Note that to lower bound the gradient error, it suffices to lower bound the error
with respect to the first d’ components. We thus argue using ¢;, and will in fact show
a lower bound for any w € RY. Let w € RY. We have for any (€, )-DP oracle O there

exists a dataset S C {£1}", where |S| = n, of fingerprinting codes such that

E[|O(w; L) = VL(w)[l] > E ||(9(w;L)(1) ! 30 ] ol (m) _
N zes ne

The bound follows from standard fingerprinting code arguments. See [BST14, Lemma
5.1] for a lower bound and [SU15, Theorem 1.1] for a group privacy reduction that

obtains the additional y/log (1/0) factor. This fingerprinting result also induces the
Gw/dlog(1/5)>

parameter constraints in the theorem statement. We thus have 7 = () < —

Similarly, we will argue a bound on the gradient variation using f5. Let w,w’ € W
and u = (w — w')?. In what follows, we only use the second half of the components
for each vector, and thus omit the superscript ? from all vectors for readability. We

have Viy(w; z) — Viy(w';2) = Hluyz1,...,ugze]". Then for any ¢ € (0, ;—\G/E] and
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u € {+c}® we have

E[|l0(w, w') = (VE(w) - VL)

- | )
=H*-E | (O(w,w')j Y > zj>
© = N zes
& O(w,w"); 1 2
=H*-E Z(%‘(MJ—HZ%))
=1 j zes
d . 2
= H?>.E C2Z<O<w’w)ﬂ_1zzj>
°l = Uj N zes
2
o (et ),
n2e

where the last step again comes from fingerprinting results. Note that the extra factor
of d as compared to the previous bound comes from the fact that we are considering
fingerprinting codes with norm larger by a factor of v/d. We also use the fact that
the vector O(w, w') transformed using u is (¢, §)-DP by post processing. Now since

_ Jw—w
c= " we have

dlog (1/6
B (100w, v!) - (VE(w) - VL@))) = (Hnw -] g(/)) .

ne
Finally, noting that I(Ej‘, [||O(w, w') — (VL(w) — Vﬁ(w’))Hz] < Ig [||(9(w, w’)||2] we ob-
tain 7 = Q(Hvdlog(l/a)). This completes the proof. n

ne

We remark that the accuracy lower bound for the gradient variation can hold for a
much more general set of vectors than that given in the proof. Specifically, the same
result can be obtained for any u = w — w’ such that u has ©(d) components which are
Q(%) (i.e. any sufficiently spread out vector). This uses the fact that it suffices to
bound the number of components which disagree in sign with the fingerprinting mean
and that fingerprinting codes are sampled using a product distribution, and thus the

tracing attack used by fingerprinting constructions holds over any sufficiently large

subset of dimensions.
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B.3 Missing Results for Population Stationary
Points

Here we present the proof of privacy and accuracy for Algorithm 6. We start by

proving the privacy guarantee.

Proof of Theorem 18. By parallel composition of differential privacy, and since the
used batches are disjoint, it suffices to prove that each step in lines 6 and 15 of the
algorithm is (¢, 0)-DP. Note that the gradient estimator in step 6 has fy-sensitivity

2G/b, so by the Gaussian mechanism this step is (¢, 0)-DP.

For step 15, suppose S; s and S; ; are neighboring datasets that differ in at most
one element: 2z # 2., and let 7, ,, and n; .. the respective step-sizes used in step 23.

Then

9ls|
180 = Ayl = =1V E (s 2) = VE (w5520 ) = (Ve (wesi ) = VL (wgi20:) ) |
and note between the parent node u, 3 and wu; s there are 2P~ Il jterates generated
by the algorithm, which we denote as Wy = We,sg, Wy s s Whs ), = Wes- Then, by

smoothness of f and the triangle inequality

[Ass — A

9lsl
= SV (wisizie) = VO (w70 ) = (VO (wnss 2) = VU (wyz2L) ) |

2D Is]

2|3| /

<3 = [Hvuwm,zz) VI (weeys 2 ) |4 11 (VE (wis; 24) = VE (wisy; 20 )) ]

=1

9D —|s| 2|S| 9D —|s| 2‘

Z THntSilevt,Sile—i_ Z THI,I]Q,Si,l”v;,Si,lH

i=1 i=1

2D—ls| 2|s| 6 B 262D/2

=9 Z
=1

p 202

The Gaussian mechanism combined with our choice of o s certifies privacy of this

step. ]
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To prove Theorem 19 we will need some technical lemmas. Define (7,S) as a
random stopping time that indicates when Algorithm 6 ends. Also, we say (t1,s1) <o

(t2, s2) whenever wy, 5, comes before wy, 5, in the algorithm iterates.

Lemma 17 (Gradient estimation error, extension of Lemma 6 in [FLLZ18]). Let

€ (0,1). Then, with probability 1 — p the event
&= {”vt,s - VL('LUI‘/,S;IZ))H2 <a-a V(t, 8) =2 (T> S)}
holds, under the parameter setting of iz, 015 and n.s in Algorithm 6, for o >

(%2 + [321;20) max {1, (‘fle } and & > 256 log (1 25) log (2T2D+1> «

Proof. Recall the gradient estimate associated to a left child node is the same as that
of the parent node. Hence, the gradient estimate of a non-leaf node is the same as
that of the left-most leaf of its left sub-tree. In addition, we only need to control
the gradient estimation error when we perform a gradient step, which occurs at the
leaves. Then, to prove the claim, it suffices to prove that we can control the gradient
estimation error at the leaves. Since, the number of iterations (and leaves) is at most
T2P~1 to prove event £ happens with probability 1 — p, by the union bound it suffices
to prove that P[||V, s — VL(wys; D)||* > a-a] < 55— for every (t,s) <5 (T,S) where
Ut s is a leaf.

Denote by F; the sigma algebra generated by randomness in the algorithm until
the end of round t. Fix (t,s) <o (7,S) such that w;, is leaf, and let wu;s, =
Ut 505 Ut sy 5 o> Ut,s,, = Up,s DE the path from the root to s. Next, extract a sub-sequence

of it including only the root and the nodes that are right children, obtaining w, ,, =

Ut says Ut,say s oo Utsa,, = Ut,s: Now we can write
Vis = VL(wys; D th s, + Z (Vw0 2) — VL(wy 03 D))
2€St,»
) 1,z
lsa;!
+Z 3 [(w Wiy, 2) = VWi, 32)) = (VL(wys, ; D)= VE(wrs, ;D))].
i=1 25 S

V2,z,i
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To bound the estimation error, we note that

P[||Vis — VL(wis; D)|]* > a - &|Fp]

th,sai Z '71,z+z Z V2,2,
=0

ZESt,g =1 ZGSLS%

2 a-a
<P > —
- { 4

E_l] +]P>{

2 o«
> — N\ Fiq|.
1 ‘ t1}

and proceed to bound each term on the right hand side separately. By vector
subgaussian concentration (see Lemma 1 in [JNGT19]) and noting that the Gaussians

are independent of F;_;, we know that

Y Grs, <4%exp | — 5 a'ofn 5 :
=0 32(07 5 + Xty gt,sai)

and in order to bound this probability by

2 -
>a-a
4

P

» . .
57ap=1, Since m < D, it suffices that

d D 2 D 02
0. > 32log (4 T2 ) lsa log (1.25/9)  8D2"5 1og(1.25/5)]

b2e? b2e?

= 256 log (?) [dlog (4) + log (T;Dﬂ [ Lg + D2D521 .

b2e? b2e?

Now, noting that surely

2G 2/32D/2
and ||72m|| <

b

||’71,a:|| <

)

where the second bound comes from following similar steps as in the privacy analysis
in Theorem 18, we have that > . cg, , 712 + 2% ergt’s% VYa,,i 1s a sum of bounded
martingale differences when conditioned on F;_1, thus by concentration of martingale-
difference sequences in ¢y (see Proposition 2 in [FLLZ18]), and using the fact that
Sto| = band |S;, | = b/2lsail it follows that

2

Pl > 7etd) D Youwi >a%4a|-7:t—1 < 4exp <— a-(:; 4522/:)})-

4G?
€Stz i=1z€S4,s,, 16 |:T + 3

=1 Q\Sai‘b
Repeating a similar argument as before, to bound this term by s735=7, it suffices

that

2T 2P+1 G? 2pDab
a-&264log< )[bjLﬁb ]
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Finally, both conditions hold simultaneously for

G* p?D2P (d+1)
2 (2
o > ( b + b )max{l, be

and
1.25

2T2D+1
) o

]

Lemma 18 (Descent lemma; Lemma 7 in [FLLZ18]). Under the assumption that the
event € from Lemma 17 occurs and B < 2P/2&, we have that if Algorithm 6 reaches

the last line, then

5-a

L(wryery; D) = L(0; D) < =(T2°7Y) =57

where wr gopy is the last iterate in the T-th tree of Algorithm 6.

We provide the proof of Lemma 18 adapted to our case for completeness.

Proof. By standard analysis for smooth functions we have

Nt,s
2

L(wye; D) < L(wys; D) — L2(1 — o H)|[Vea|® +

: 1940 = VLG DI

where 7, s = | and u, s+ is the node after u; , in the tree. Since 8 < 2D/25

B
2D/2H ||V |
and ||Vys|| > 2a&, we have that (1 —n,H) > 1/2. Using this inequality, the definition

of n; s and the fact that we are assuming £ occurs, we obtain

g 2 b a
L :D)— L S;D < - 5 .
(wt7s+7 ) (wt, ) ~ 4. 2D/2HHVt73H ||V7f7 || + 2. 2D/2HHvt75Ha o
15} _
< “1ooorg

where the second inequality comes from ||V,s|| > 2& and a < &. Then telescoping

2D—1

over all T’ iterations provides the claimed bound. O

We are now ready to prove the convergence guarantee of Algorithm 6.
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Proof of Theorem 19. From Lemma 17, we know that ||V;s — VL(w;5;D)||* < a - &

with probability 1 — p when

1/2
o = V2G max {11/3, <ﬂ> } ’
n ne

1.2 2720 +1 HLyv2D(D/2+ 1
&:<25610g(5>10g< )—1—8 0 2G(2 /2+ )>a
p

Indeed, using our parameter setting, and noting that d > be? if and only if, d > n?/3e?,

yields

G? (d+1) (2 (d+1)
2
> L
a” > b max{l, be? }—l— 5 max 4 1, be

1 Vd

2
(Wﬂ{d+1§n2/362} + nel{d+1>n2/3e2}>

a® be? (d+1)
+2m1n{1,d}max{1, he2
1 \/E} o?

I
Q

2B e (T2

> G% max {
which shows our values of o and @& are valid for controlling the gradient estimation
error with high probability, as claimed in Lemma 17.

Now, suppose for the sake of contradiction that Algorithm 6 does not end in

line 20 under £. This means it performs 72P°~1 gradient updates. We’ll show this

implies (72P1) 42%5’22 = > Lo and thus contradicts Lemma 18, which claims that

Lo > —[L(wr2py; D) — L(wg 420y; D)] > (T2D_1)4.2%%H. Indeed, note that by our

parameter setting:

p-1y_B-a ~_ 8HLyg

4.2P12H
Vbe] . 8HLyW2D
Ja}'” Vb
- 8HLyV2D(D/2 + 1)\/5max{1 \/E}

<= amin {1,

= a-a -
n Vbe
b vd
< a-a>8HLyW2D(D/2 + 1) max {\7/;, \7:_}7
€
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1

So VIY g {

n ' ne

3S

e

and noting that by the setting of b we have max{

conclude the following

f-a

1 d
(T2Dil)m>lzo <~ O(&>8HLO\/2D(D/2+1)H1&X{ \/_}

n2/3’" ne

_ 8HLywW?2D(D/2+1) ,
< - > ez .

Finally, note o - & = (25610g (1.25/6) log (2172P+! Jp) + B1Le2D(D/ 2*”) a? and thus

the last inequality holds under our parameter setting. Since this is equivalent to

(T2P~1) 4_2%% 7 > Lo, we are done with the contradiction. It follows that with high

probability, Algorithm 6 ends in line 20 returning w; s such that |V, || < 2a&. Also,
by Lemma 17 we have |VF(w:s; D) — Vis|| < @, so the returned iterate satisfies by
the triangle inequality

IV L(w,.: D)) < 3

In addition, the linear time oracle complexity follows from the fact that at each
binary tree we use b samples at the root, and then b/2 in levels 1 to D. This gives
a total of b(D/2 + 1) samples used at every round. Since we run the algorithm for

T =3

% rounds, we compute exactly n gradients. To conclude, note the condition

n > max{vd(D/2 + 1)%/e,(D/2 + 1)*} implies the number of rounds T is at least
1. Besides, since the definition of D implies 2P < b, the size of the mini-batches
are well-defined (meaning Algorithm 6 uses batches with at least 1 sample). This

concludes the proof. O

B.4 Missing Results for Stationary Points in the
Convex Setting

We first give pseudo-codes of algorithms used in the section.

Proof of Theorem 20. The privacy guarantee, in both cases, follows from the privacy

guarantees of Algorithm 18 and Algorithm 16, in Lemmas 21 and 24 respectively,
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Algorithm 16 Phased SGD(S, (w, z) — f(w;2)),D,n,S(-),0)

Input: Dataset S, loss function f(+; z)), radius D of the constraint set W, steps T', n,
Selection function S, Noise variance o
w, = 0
. K =[log(|S])] and Tp =1
:for k=1to K —1do
T, =27%|S|,me = 47Fn, 00, = qpo
wy+1 = OutputPerturbedSGD(wy, St,_,+1.13,, D, Mk, 0%, S(+))
end for
Output: @ = wg

S Gl ey

Algorithm 17 OutputPerturbedSGD(wy, S, (w, 2) — £(w; z), A(+), D,n,S(")

Input: Dataset S, loss function £(-; 2)), regularizer A(-), radius D of the constraint
set W, steps T, 1, Selection function S, Noise variance o

1: fort=1to |S|—1do

2: Wiy1 = HW (wt —n (Vg(wt, Zt)))
3: end for

4: &~ N(O,U2H)

5:

w=3_§ ({wt}!fi|1>
Output: w =w+¢

together with parallel composition.

We now proceed to the utility part. For simplicity of notation, let D := ||w*||.
Recall the definition of the regularized losses /) (w, x) in Algorithm 7. Let {a;}, be
such that E[L*Y(@,; D)] — LY (w; ;D) < oy where @, are the iterates produced

in the algorithm and w} , = arg min,,cgs L~ (w; D). Following [AZ18, FSST19], we
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Algorithm 18 Noisy GD(S, (w, ) — {(w; 2), D, T,n,S(-),0)
Input: Dataset S, loss function (w, z) — ¢(w; z), radius D of the constraint set W,
steps T', n, Selection function S, Noise variance o
w, = 0
fort=1toT —1do
ft ~ N(O, 0'2]1)
w1 = Iy (wt o/, (Vi(wt; S) + &))
end for
Output: w =38 ({wt}thl)

first establish a general result which will be useful for both parts of the result.

E||VL(@r; D)
T
= HVL(T—U(@T; D)+ > 2" (@, — )

t=0

< R [OL ()] 2 5 78 ([0 i + i
T R S L RO PN

<2EHVLT Y(@r; D H+4Z A2tay + ADp_,

<4\/Har + 4 Z VA2 ey + A272D
t=1
T
<43\, + VAHD
t=1

where the third and fourth inequality follows from strong convexity of L(T=Y(.: D) and
Lemma 20 respectively. The last inequality follows from the setting of T" since we have
that LTV is H + ZtT;ll 2!\ < H 4+ X\27 < 2H smooth. Note that the definition of D,

e H < Dr_q, so the unconstrained minimizer lies in the constraint

set. Therefore E| VLTV (dr;D)| = B VLI (dr; D) — VLIV (wy_;D)|| <
2/ Har.

Observe that from the setting of 7', L) is 4H smooth for all t. Furthermore, the
radius of the constraint set in the t-th round is D, = 27/2D. Hence, the Lipschitz

constant Gy < G+ 8HD, < O (G + HQT/Q). Now we instantiate «;, which is the
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excess population risk bound of the DP-SCO sub-routine.

Optimal rate. The excess population risk guarantee of Algorithm 18 is in Lemma

21, with (in context of the notation in the Lemma) Lipschitz parameter G being the

same and Gp = O (HQT/Q). Therefore, we have a; = O (% + 4&° ) Plugging in

)\t7L2€2

the above estimate, we get,

E|VL(@%;D)|| = O (G 4 YdG )\D) ) (G + ﬂG)

Vn o one * H =0 Vno ne
where the last step follows by setting of \.

The optimality claim follows by combining the non-private lower bound in Theorem
20, and the DP empirical stationarity lower bound in Theorem 17 together with a

reduction to population stationarity as in [BFTGT19, Appendix CJ.

Linear time rate. The excess population risk guarantee of Algorithm 16 is in
Lemma 24, with Lipschitz parameter G being the same and G = O (H 27/ 2). This
gives us oz = O (% + Afﬂ%), and thus

G VdG ~ (G VdG HD

— VAAD | =0 | — —

Vn o ne * ) <\/ﬁ * ne * \/ﬁ>

where the last step follows by setting of A. Finally, note that the Lemma 24 requires

+

E|[VL(@: D) =6(

that n = Q (H%’\t) for all t. This can be checked to be satisfied by substituting the

value of \;. O

B.4.1 Utility Lemmas

We first present some key results which will be useful in the proofs.

Lemma 19. Let f : RY — R be an H-smooth convexr function and let w* =
argmin,cgs f(w). Let |w*|| = D and wy € R? such that ||wo| < D. Define
fw) = f(w) + %Hw—on2 and let w = argmin f(w). Then for any A > 0,
@] < vaD.
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Proof. From optimality criterion, 0 = Vf(@) = V(@) + A\ (@ —wp). There-
fore, Vf(w) = A(wyp —w) and thus (Vf(w), wy —w) > 0. Furthermore, since
f is convex, from monotonicity, (Vf(w),w* —w) < 0. Since both wy and w*
lie in the ball of radius D (say Wp), the above two implies that the hyper-
plane H = {w: (Vf(w),w —w) =0} intersects with Wp. Furthermore, since
Vf(w) =\ (wy — w), we have that w is the projection of wy on H i.e. Iy (wy).

Let w' = 11z (0). We have that w’ € Wp; this is because the hyperplane cuts
the hypersphere Wy creating a spherical cap and w'’ is the center of the cap. From
properties of convex projections ||y (wy) — 15 (0)|| < ||wo — 0| < D. Furthermore,
115 (0) and I1y(w) — 115 (0) are orthogonal. Hence ||@||* = || g (wo)|” = |4 (0)* +
Mg (wo) — M (0)]* < 2D O

We state the following result from [AZ18, FSST19].

Lemma 20. Suppose for everyt = 1,2,...T, E[L(@,; D)] — L V(w} ;D) < oy
where @; are the iterates produced in the algorithm, w}_, = argmin, cgs LY (w; D)

and Ay = 2\, we have,

1. For everyt > 1, E[H@t _ w:—1H2] < )\Qitl

2. For every t > 1, E[||w; — wZ‘H2] < &

3. B[ M [l@y — will] < 4570, Vark
B.4.2 Lemmas for NoisyGD (Algorithm 18)

Lemma 21. Consider a function f(w;z) = l(w;z) + A(w), where w — ((w;z) is
convex and G Lipschitz for all x, and A(w) is \ strongly convezr, Ga Lipschitz and

Ha smooth over a bounded convexr set W. Algorithm 17 run with parameters n =

log(T 64G2T log(1/6 H+H H+H n?e?(G?+G>
S, o? = CELEUA T = max ( e 1Og< 5 A) ’ dG2(1og(1/6A))) and S({wi},) =
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ﬁzt L (1 =n\) " w, satisfies (e,6)-DP and given a dataset S of n i.i.d.

points from D, the excess population risk of its output w is bounded by,

E |F(w;D) — min F(w; D)] O<G2+dG2kyg(1/5)>‘

wEWpD n An2e2

Proof. For the privacy analysis, as in [BST14], for fixed w, the sensitivity of the
gradient update is bounded by % Applying advanced composition, we have that
o? = % suffices for (¢, d)-DP.

For utility, we first compute a bound on uniform argument stability of the algorithm;
let {w;} and {w;} be sequence of iterates on neighbouring datasets. Note that the
function w — f(w;2) is H + Ha-smooth and A-strongly convex for all z. From the

setting of T', we have that the step size n < hence from the standard stability

H-|—H )
analysis,
w1 — Wiy = wy — NV L(w; §) = nVA(w;) — wi +nVL(w; ') + VA (w;)
= wy —wj = (VL(ws; §) + VA(wr) = VL(w}; §) = VA(w)))
+n (VL(wj; 8') = VL(w}; S))
= (T (V*L(w5; S) + V*A(@y))) (w, — w})

+1 (VL(w}; S') = VL(uj; S))

where the last equality follows from Taylor remainder theorem where w; is some

intermediate point on the line joining w; and wj. Using the fact that n < H+H , We
have
277G 2G
e —wia]| < (0= ooy — il + =7 < 7

The above gives the same bound for the iterate using the selector S,

IS({wh) - S{uihl < 5

Note that the overall Lipschitz constant for the empirical loss is G = G + Ga. For the
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excess empirical risk guarantee, we use Lemma 5.2 in [FKT20b] to get,

E L (@; S) + A(@) — L(w*; §) — Aw E[F(@;S) — F(w*; 9)]

-0 (%)

:O< +a2d>

_o(& 4 lo% 6(21/5)
_ OE Gzi@f (j/ﬁé) )

where the last step follows from the setting of T'. For the population risk guarantee,

we have,

E[F(@; D) — F(w*; D)] = E [F(@; D) — F(w; >] E [F(@; D) — F(w"; D)]
=E[F(@; D) - ( GQ;Z%;/& )
<GE|w— |+ 0 (dGZAlofe(z/ )
< (G*  dG?log(1/6)
=0 ()\n + An2e2 )

where the inequality follows from Lipschitzness and standard generalization gap to

stability argument. O

B.4.3 Lemmas for PhasedSGD (Algorithm 16)

The following lemma gives population risk guarantees for strongly convex functions
under privacy, in terms of variance of stochastic gradients, as opposed to standard

Lipschitzness bounds.

Lemma 22 (Variance based bound for constant step-size SGD for strongly-convex
functions). Consider a function £(w; z) such that w — £(w; z) is A strongly convex, H

smooth over a convex set W for all z and let B, |Ve(w; z) — E.V{(w; 2)||> < V? for
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allw € W. Let v = (1 —n)\)™". Given a dataset S = {z1,2,...,2,} sampled i.i.d

from D and n < % as input, for any w € W, the iterates of Algorithm 17 satisfy

1 " A 9 9
E L(wy;D)| — L(w; D) < - 1%
[2?1 ” ;:1: YeL(w )] (w; D) o 1 lwo —w||” +n
Furthermore, for n = Q (% log (%)), with n = 10?;\5:1) and S{w},) =

%% Yorq Yewe, the excess population risk of w = S({w,},) satisfies
t=1

E [L(QTJ;D) — 5}% L(w;D)} =0 (1221;7%@))

Proof. An equivalent way to write the update in Algorithm 17 is

. 1
Wy = argrxn ((Vﬁ(wt; 2), w) + E ||w, — w||2 + 1/J(w)>
we

where (w) = 0 if w € W, otherwise oo.
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Following standard arguments in convex optimization, for any w € W, we have
L(wi1;D) — L(w; D)
= L(wi1; D) + (wis1) — L(w; D) — ¢ (w)
< L) + (L), wir =) + o e = il + 6 (wis)
+ L(w; D) — h(w)
< (VL(w; D), ws1 — we) + (VL(w; D), wy — w) — ;\ fwe = w]* + ];I i1 — w|*
+ ¢ (W) + L(w; D) — ¢ (w)
=E,, {<V5(wt; z) = VL(w; D), wy — wei) + 12{ lwirr = wil* + (Ve(wi; 2), w, — w)

B ;\ l|w, — w||2 + (wigr) + L(w; D) — (w)

1 H
<E. [ (Vl(wi; z) = VL(w; D), wy — wiy1) — (277 - 2) lwipr — wel®
1 A 1
(50 5) o = = 5 s = ol
1 A 1
< B [ g 1920 = V2@ DI + (= 3 o = ol = 5 e =

1 A 1
<nV?+E, [(277 - 2) Jw, — w|? - % w1 — w||2]

where the first inequality follows from smoothness, the second from strong convexity,
the third from Fact D.1 in [AZ18], fourth from AM-GM inequality and the last from

the assumption about variance bound on the oracle.
Now, the above is exactly the bound obtained in the proof of Lemma 5.2 in
[FKT20b] with the second moment on gradient norm replaced by variance. Repeating

the rest of the arguments in that Lemma gives us the claimed result. O]

Lemma 23 (Privacy of Algorithm 17). Consider a function f(w;z) = l(w;z) +
A(w) such that w — €(w;z) is convex, G Lipschitz, H-smooth for all z, and A(-)

is A strongly convex, Ga Lipschitz and Ha smooth over a bounded set WW. For

n =< (H*/\HA log (H+)\HA>), Algorithm 17 with input as function (w,z) — f(w;z),

2(log(n))? lo, og(n n n .
g2 — 646201 ign)2)€21 a(1/9) n = % and S ({w;}_,) = % S yewy for any weights
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e satisfies (€,8)-DP.

Proof. We start with computing the sensitivity of the algorithm’s output: let {w;}
and {w;} be sequence of iterates produced by Algorithm 17 on neighbouring datasets.

Note that the function w — f(w;z) is H' = H + Ha-smooth and A-strongly convex

1
H+Ha

for all z. From the assumption on n, we have that the step size n < . Suppose

the differing sample between neighbouring datasets is z;, then w, = w; for all ¢ < j.

Also,
2G log (n)
n

ij+1 - w}+1H =1 HVK(wj; zj) — Vl(wy; 25)|| < 2nG =

Now, for any ¢t > j, as in the standard stability analysis we have,

Wiy — Wiyy = wy — NVL(wg; 2) — nVA(w;) — wy +nVE(wi; ) +nVA(wy)

- (]I - (VQK(@t; z) + V2A<7I]t))) (wy — wy)

where the last equality follows from Taylor’s remainder theorem where w; is some

intermediate point in the line joining w; and w;. Using the fact that n < J:HA and A

strong convexity, we have

2G log (n)

e = wha] < (1= a0 o = il < g1 — ] < 58

Applying convexity to the weights in the definition of the selector function S, we get,

2G log (n)
IS({w) - S(uph)) < =L
The privacy proof now follows from the Gaussian mechanism guarantee. ]

Lemma 24 (Phased SGD composite guarantee). Consider a function f(w;z) =
l(w; z) + A(w) where w — L(w; 2) is convex, G-Lipschitz, H-smooth for all z, and
A(w) is A strongly convex, Ga Lipschitz and Ha smooth over a bounded set W. Forn =

Q (KULHs) 1o (HHAY) - Algorithm, 17 with o* = $1C UG 600) - sqtisfies (e, 0)-

A A2n2e2

DP. Furthermore, with input as function (w,x) — f(w;z), a dataset S of n samples
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10%\51"), K = Inlnn, v = (1 —77/\)_t and S ({wi}i,) =

drawn i.i.d. from D, n =

Zn% Sor Yewy, the excess population risk of output wy is bounded as
t=1 1t

, ~ (G*  dG?
E[F(wK,D)] —gélvr\l}F(w,D) =0 <)\n + )\71262>

Proof. The privacy proof simply follows from parallel composition. For the utility
proof, we repeat the arguments in Theorem 5.3 in [FKT20b] substituting the variance-
based bound from Lemma 22. Note that the variance of the stochastic gradients used,
V2 < G2, this gives us,

. ~(G*  dG?
E |F(wg;D) — min F(w; D)] =0 (M + W)

]

B.5 Missing Results for Generalized Linear Models

We first give the definition of an oblivious subspace embedding.

Definition 20 ((r, 7, 3)-oblivious subspace embedding). A random matriz ® € R**?
is an (r, T, 5)-oblivious subspace embedding if for any r dimensional linear subspace in

R?, say V, we have that with probability at least 1 — 3, for all x € V,

(L=7) Jel* < [|@z]” < (1 +7) ||«

It is well-known that Johnson-Lindenstrauss (JL) matrices with embedding di-

rlog(2/8)

T2

mension k = O( ) are (r, 7, 3)-oblivious subspace embeddings and can be
constructed efficiently [Coh16]. A simple example is a scaled Gaussian random matrix,

¢ = ﬁG where entries of G are independent and distributed as A/ (0, 1).

Proof of Theorem 21. We first prove privacy. Let G(S) and H(S) be the bounds on the

Lipschitz and smoothness constants of the family of loss functions {w +— f(w; ®x)}, .

With &£ = Q(log (2n/0)), from the JL-property, it follows that with probability at

202



least 1 — /2, G(S) < 2G ||X|| and H(S) < 2H ||X||*. Hence, using the fact that A is
(6,0/2)-DP, we have that Algorithm 8 is (e, §)-DP.

We now proceed to the utility part. Let @ € R* be the output of the base algorithm
in low dimensions. Note that the final output is @ = ®'w. The transpose of the
JL matrix can only increase the norm by the polynomial factor of d and n, hence
|w|| < poly(n,d) ||w|. By assumption, ]P’(H@H > poly(n,d,G, H)) < \% Hence we

also have that P (||@|| > poly(n,d,G, H)) < . Let W C R? denote the above set

3\

with radius poly(n,d, G, H).
We now decompose the population stationarity as,
E||VL(®;D)|| < E HVL(w;D) — VL(@; 8)| + ||VL(@; 9)|

Gl
NG

<Esup ||VL(w; D) — VL(w; S| + , (B.7)

+E ||VL(w; 9)
weWw

where the last inequality follows from the above reasoning that that P (w € W) >
1— % The first term is bounded from uniform convergence guarantee in Lemma 25

noting that the dependence on ||[W)|| in the Lemma is only poly-logarithmic.

E sup HVL w; D) H = <GHX“> (B.8)
weW

We now prove a bound on the empirical stationarity. Note that it suffices to prove a
high-probability (over the random JL matrix) bound because the norm of gradient
is bounded in worst case by G ||X||. Thus the expected norm of gradient of the
output is bounded by the high probability bound by considering a small enough failure
probability.

From the assumption on 4, with probability at least 1 — §/2,

|VL(w;09)| =E H Z¢ @, ®x;)) ;|| < glk,n, 2G| X||,2G | X]| ,€,6/2)

We now use the fact that if £ = O (ranklog (2n/6)), then the JL transform is an

(rank, 1/2,6/2) oblivious subspace embedding (see Definition 20). Thus, it approxi-
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mates the norm of any vector in span({z;};_,), and hence any gradient. Therefore,

IEZHVE(@D;(I)S)H:EHQ) i;:qu;ﬁ W, ;) )

> (15

a

]EH ZQS w, dx;))

-

¢, ((w, Pa;) ),

=1

—
Sl 3=
Il

M=

o, (<¢>T@, xl>)xl

1

(@; 9)|

-
Il

™~

1
— “E|v
2
Thus with £ = O (ranklog (2n/0)), we get
B[ VL@ )| < gk n,2G |21, 2H | X1 e,8) = grank, n, 2G |X]|, 2H | X €, 5)

For the other bound, let I;_;, € R¥* denote the matrix with first k& diagonal

entries, (/g-1);; with j € [k], are 1 and the rest of the matrix is zero. We have,

E|VL(w;S)|

=E 1i:¢;i(<@T@D,xi>)xi

<E qu @, ®2;)) L1, P

+E ‘ nng @, By s — ;iz:;qﬁ;i((w,@xi})fd_k@ﬁi ]

gE\|[d_kH| qu @, ) P (@, ®:))|[[|2; — Ta-s Py

<E|VL(w; )| + EEZG 1T — Lo-n®]| [z
i=1
< g(k,n,2G | X[, 2H | X", €,6/2) + G| X| E||] — H]|
where the second inequality follows from triangle inequality, the third inequality follows
from G-Lipschitzness of the GLM, the third inequality follows from the accuracy

guarantee of the base algorithm and substituting H = I, ,®. To bound E ||/ — HJ|,

we use concentration properties of distribution used in the construction of JL matrices.

204



Specifically, using the scaled Gaussian matrix construction, from concentration of
extreme eignevalues of square Gaussian matrices, we have that E || — H|| = O (ﬁ)

[RV10]. This gives us,

- Gx
E|VL(@; )| < glk,n,2G | x|, 2H | X|* ¢, 5/2) +0< \H/E”>
Gl

Choosing k to minimize the above yields the bound of O ( N/ ) Combining the
two cases, yields the bound of g(k,n,2G || X||,2H ||X||*,€,6/2) on gradient norm.
Plugging this and the bound in Eqn. (B.8) in Inequality (B.7) gives the claimed
bound. O

Lemma 25. Let D be a probability distribution over X such that ||z|| < ||X|| for all
x € supp(D). Let l(w; (x,y)) = ¢, ((w,z)) be an H-smooth G-Lipschitz GLM. Then,
with probability at least 1 — 3, over a draw of n i.i.d. samples S from D, we have

4G || X[ log (2n3/2 W) H |||l /G)

4Gll?fll vlog 1/5

SESVHVL w; D) — VL(w; S H <

Proof. We first give a bound on the expected uniform deviation term, which is
Egpn SUP ey HVL(w; D) — VL(w; S)H Note that the gradient of the loss function

is VU(w; (z,y)) = ¢, ((w,r)) v. We start with the standard symmetrization trick,

Egpn sup HVL w; D) — Vi(w; S)H

weWw
1 n
::EgﬁwsupHE¢;«wﬁw>x—»§:¢;<@mx»>a
weW n =1
1 n
=Eg.pn sup ||E{w oon Z gb )@ — - Z ¢, ((w, 7)) 5
i=1
1 1
< Eg gwpn sup ||— Zﬁbl ((w, 7} >)55/ - Zﬁ% ((w, z:)) x;
wew || ;25 n;3

Zm(;,»m&%«mmmg

= Es s'~npnEfsy SUP |

< 2EsprEoy sup H Zoqu (w, x;)) x;

(B.9)
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where o; are i.i.d. Rademacher random variables. For fixed {(z;,y;)};_,, consider a set
W s.t. forall w € W and i € [n], there exists wy € W, such that |(w, z;) — (wo, z;)| <

7. Since ] < W] and [lai]| < [&]], we require only 2411

points in W, to

satisfy the above covering condition. Therefore,

ESND"E{@} sup H ZUZ¢ U) Z; ) €
weWw

= ]ESNDnE{J 1 sup
weEW,woEWy

Zoz (6, ((w,:)) = &, ((wo, 2:)) + &}, ({wo, 2:)))

< EsopnEisy  sup
weEW,woEWp

Zoz((b (w,7:)) = &, ((wo, 7)) @

=1

+ H Zo-ng wo,l'z ) X

< ESNDnE{ai} eysupew H [(w, i) — (wo, z3)| [| X
wEW, woEWy

+ EgupnEgr,y sup
woEWo

Zaz¢ wl);mz)) Z;

< Hr | X+ EsoprEqyy) sup
woEWo

ZUz ((wo, 7)) @

=1

(B.10)

where the second last inequality follows from smoothness and the last from the

definition of cover W,. For fixed wy, from standard manipulations, we have,

2

Efoy <

| Zaz¢ wOaxz>) Z;

1 n
|n Z Uz‘%i ((wo, i) ;
i=1

\ Efoi}

2

E{o,) Z\

3 e
=

Using Massart’s finite class lemma to handle all wg € W, and substituting the

O'z(b w07x1>) €

/

above in Eqn. (B.10), we get,

G| X[ 1log 2n W 1X] /7)
NG

]ESND"E{UZ} SUP H Zaz¢ w T ) Z;

Hr ||X| +
Choosing 7 = Tﬁ’ we get,

2G |X | log (2n*2 | W] H || X /G)
<
- Vn

]ESND"]E{G} SUP H Zal W, T )'Z.z
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Finally, substituting the above in Eqn. (B.9) gives us the following in-expectation
bound.

N G 3/2 G
ESNDnEgg\;HVL(w;D)—VL(w;S)H§4 ”X”l‘)g(Q”\/gWHHHXH/ )

For the high-probability bound, let 1(S) = sup,cyy HVL(w; D) — VL(w; S)H and
let w* € W achieves the supremum. We can bound the increment between neighbouring

datasets S and S’ as,

[¥(S) = (8] < ||VL(w; D) = VL(w*; §)| - ||VL(w"s D) = VL(w’; S)

< HVZ(w*; S) — VL(w*; 9"
2G| X
n

<
Finally, applying McDiarmid’s inequality gives the claimed bound. O

Proof of Corollary 1. The results follow from Theorem 21 provided we show that
the conditions on the base algorithm in the Theorem statement are satisfied. The
privacy and accuracy claims follow from Theorem 19 and 20 respectively. We note that
even though we are given population stationarity guarantee for the convex case, the
same bound for empirical stationarity guarantee simply follows from the re-sampling
argument in [BFTGT19]. The only thing left to show is the high-probability bound

on the trajectory of the algorithm.

Non-convex setting with Private Spiderboost. From the update in Algorithm

5, we have that for any ¢

t
th

=1

t
> g <2G +

=1

t
IVell < X 11Al +

=1

where the last inequality follows from the Lipschitzness assumption. Note that
gr ~ N(0,02T) where 0; < O (max (01,53)) = O (poly(n,d, G, H)). Hence HZle gtH <
\/dlog (1/6)O (poly(n,d, G, H)) with probability at least 1—/’. Taking a union bound
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over all t € T gives us ||w;|| < poly(n,d, G, H,log (poly(n,d)/B)) with probability at

least 1 — (. Substituting g = ﬁ yields the guarantee of Theorem 21.

Convex setting with Recursive Regularization. Since the iterates are restricted

to the constraint set, the final output, with probability one, lies in the set of radius

Dy =272 || = ([ J u) (H” GH3/2>

which completes the proof. O
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Appendix C

Appendix for Chapter 4

C.1 Additional Related Work

We survey the works on machine unlearning - [CY15] were one of the first papers
to study the topic of machine unlearning. Their approach implements statistical
query (SQ) algorithms by estimating the statistical queries using training data. Since
the estimates are usually the mean of query evaluations computed on training data,
unlearning is cheap, as we only need to subtract the evaluation on the deleted point.
[BCCC*21] studies this problem, with the goal to design systems to efficiently handle
deletion requests. Their approach, called SISA, is essentially a divide-and-conquer
strategy, wherein the data is divided into disjoint sets, called shards, and a model
on each shard is trained separately and aggregated. Furthermore, they do several
check-pointing of states for each shard. In the average case, this provides a speedup of
% for S shards and R checkpoints per shard, over retraining. They however give no
guarantees on accuracy with this divide-and-conquer training method. [GGHVDM20]
is another work which uses (e, d)-differential privacy based unlearning criterion. They
study unlearning in generalized linear models, and propose a Newton-step based
method, leveraging connections with influence functions. Their computational cost is

O(d?) computations for one unlearning. They, however give no guarantees on excess

empirical risk achieved by the training method. Finally, the work of [ISCZ21] studies
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batch unlearning in linear regression, with the goal to improve the computational
cost of batch k unlearning requests. Their method achieves a runtime of O(k?d)
as opposed to O(kd?) for a naive approach. However, their notion of unlearning is
again approximate, in the sense that model returned after unlearning is closest to
the exact unlearning model among models in the d dimensional subspace spanned
by the to-be-deleted k points. So it is easy to see that with larger k, the notion of

approximation improves, which explains the k2 term in the runtime as opposed to k.

Comparison with [NRSM21a]. Our algorithm guarantees provable exact unlearn-
ing with probabilistic runtime guarantees, whereas [NRSM21a| give algorithms with
deterministic runtime and provide only an approximate (e, d)-DP based unlearning
guarantee — the 0 can be interpreted as probability of the failure event in Monte-Carlo
guarantees. To handle these discrepancies when comparing, our stated runtime is
the in-expecatation runtime. For a fixed runtime, we will look at regimes of € and ¢,
when the accuracy guarantee of [NRSM21a| is smaller than ours. We remind that a
large €, 0 means a weaker unlearning criterion. We have that with the same runtime,
the accuracy of [NRSM21a] is smaller than ours in the regime when their unlearning

parameters and hence the notion, is rather weak.

Considering the Lipschitz, smoothness parameters and diameter as constants,

for smooth convex functions and & edit requests, [NRSM21a] (Theorem 3.4) achieve

Vdy/log(1/6) 2

/5
an excess empirical risk of O ( s ) with an unlearning runtime of k2 full-

gradient computations. On the other hand, our algorithms achieve an an excess

.. . . 1 Va\4/5 . .
empirical risk of min{ —, (—) with pk expected re-computations. Each re-
on o

computation takes m - T" gradient computations where m is the mini-batch size and

T the number of iterations. Therefore, in order to have the same runtime, we need

pkmT = k’n <= p = 2. Firstly, note that as as long as d < (pn)**, noisy-

m-A-SGD has smaller excess empirical risk than sub-sample-GD - this are the two
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regimes of interest. We now set m and T for both the algorithms: for Algorithm
19, m = &% and T' = /pn. This gives us p = ’;—Z <= p = Vk, however p is the
total variation distance and is at most 1. Hence in regime d > (pn)**, our runtime
is always smaller than [NRSM21a]: kn as opposed to k?n gradient computations.

Even with p = 1, our excess empirical risk is O (%) and the excess empirical risk of

: Vidy/log(1/6) 20 _ 1 ¢ _
[NRSM21a] is smaller than ours when (EM) =0 (ﬁ) — i

Q (@) In the second regime d < (pn)®*, we use Algorithm 9, wherein we have

knd
(pn)?

4
risk is O <<‘p/3) /5> =0 (W) Therefore, excess empirical risk of [NRSM21a] is

mT = @ This gives us p = = p= 1/%‘1, and our excess empirical

d

2/5
smaller than ours when [ Y2Y161/9) =0 (ﬁ) = < = Q(d). We
enk (nk) log(1/4)

therefore have that unless k is very large, the accuracy of [NRSM21a] is smaller
than ours when € and 9, take prohibitively large values which correspond to a weak
notion of approximate unlearning. We can similarly compare against Theorem 3.5 in
[INRSM21a], which will yield qualitatively similar conclusions.

We now compare our space complexity with that of [NRSM21a]. Firstly, note

that we need not consider regime d > (pn)3/

, since here we have better accuracy
than [NRSM21a], and our algorithm (sub-sample-GD) need not save any iterate. For
regime, d < (pn)**, from Section C.7.3, the space complexity of noisy-m-A-SGD
is max {%, d3/4\/p_n} = max {kn, (kn)1/4}, where we plugged in p = \/? for our
runtime to be same as [NRSM21a]. Since d < (pn)**, the maximum term is kn.
Hence, we get same runtime as [NRSM21a|, better accuracy (for reasonable €, §) with

space complexity = O(kn) — so for moderate values of k, this is smaller than space to

store the dataset, which both our result and [NRSM21a] require.
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C.2 Additional Discussion
C.2.1 Total Variation Stability from Optimal Transport

In this section, we give a didactic treatment of our approach to motivate the notion of
total variation stability. Consider neighbouring datasets S and S’ and let P = A(S)
and Q = A(S") for some randomized algorithm A. The algorithm first computes on S,
and then observes edit requests which generate S’ as the current dataset. To satisfy
exact unlearning , we need a procedure which moves P to (). This is akin to the
well-studied optimal transport problem [Vil09], discussed in Section 1.2.4.1, which we

briefly recall below.

Given probability distributions P and () over measurable space X, and a cost
function ¢ : X x X — R, the goal is to find a transport plan 7 which minimizes the

expected cost: mingemp,Q) Egy)~rc(®,y).

A model of computation. Note that there is of course the trivial coupling in
which we generate independent samples from P and () - this corresponds to re-
computation, which is not practical in general. Instead, we should correlate P and
@ so that transporting from P to @) can reuse the randomness (computation) used
for P. For this, we use the cost function in the optimal transport problem as a
surrogate of modelling computation. In the optimal transport problem, the cost is
typically a distance on the space, whereas we are concerned with computational cost.
So is there a distance function which corresponds to computational cost? Note that
the sequential nature of the problem already gives us samples generated from P,

so a natural question is, can we use this to transport to Q7 We can set the cost

1 ifzx#y

0 otherwise
a unit computation if we use y which is different from z, which can correspond to

function as c(z,y) = . This corresponds to an oracle which charges

a recomputation. Under this simple model of computation, the optimal expected
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computational cost becomes exactly equal to the total variation distance between P
and Q: inf crpo) 1 {x # y} - the maximal coupling characterization of total variation

distance.

TV Stability. The above establishes that if we want to transport P to () using
minimum computation cost, the expected computation cost cannot be smaller than
the total variation distance between P and (). Intuitively, this means that is least
1 — TV(P,Q) fraction of samples are representative for both P and Q). From the
sequential nature of our problem, when we generate P - the output on dataset S, we
don’t know what () would be, since we don’t know the incoming edit request. Hence
a reasonable property to have in the algorithm is that its output is close in total
variation distance uniformly over all possible ()’s. This motivates our definition of

total variation stability.

Optimal Transport vs Unlearning: Unlike the optimal transport problem wherein
we are given P and @, and the task is to find a coupling, in our setup, we have to
find an algorithm generating P and @) as well as the coupling. Moreover, for a fixed p,
there may be many algorithms which are p-TV stable. The goal therefore, is to find
among these algorithms, the one with the maximum accuracy for the (convex ERM)

problem, and for which we can design a corresponding efficient unlearning algorithm.

C.2.2 DP Convex ERM Algorithms for Unlearning

We first discuss an important distinction in the differential privacy and our unlearning
setup. In the DP setup, we have a curator which possesses the dataset, and an
analyst /adversary, against which the curator want to provide privacy. The analyst
queries the dataset, and the curator provides DP answers to the queries. The curator
can also reveal additional information pertaining to the algorithmic details, however,

it is beneficial to the curator to only release limited information. In particular, the
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curator can chose to keep certain states of the algorithm secret. This could be done in
the case when only the marginals of the output satisfy a strong DP-guarantee. So, if the
curator were to release the secret state as well, the adversary can correlate information
and then the privacy level, which is now measured using the joint distribution of
output and state, degrades. In the noisy-m-A-SGD algorithm for example, the output
typically is the average or final iterate whereas the rest of iterates and mini-batch

indices b;’s are the secret state.

In the unlearning setup, there is no such adversary per se, or in the idealized
application, the curator is the adversary and the dataset owners wants it to have as little
control as possible. It is therefore natural to demand that the probability distribution
of the entire state maintained by the algorithm, and not just the output be exactly
identical after performing the unlearning operation. This, with slight differences,
is referred to as perfect unlearning in [NRSM21a], and what our algorithms satisfy.
We have argued that designing TV stable algorithms is a good start, and for a
moment suppose that the TV stability is same as DP. Then should we measure TV
stability between the joint distributions over the entire state? This would limit the
application of DP techniques in which keeping additional state hidden has stronger
privacy property. In that case, TV stability parameter, and hence the computational
cost of unlearning would be large. Interestingly, even though the previous work in
differentially private convex ERM, for example [BST14], show that the released iterate
(average/final iterate) is differentially private, the analysis is typically carried out
by first arguing, via a composition step, that all iterates together are differentially
private. This means that all iterates can be released without any additional cost of
privacy. This innocuous property arguably provides no benefit for privacy, but turns
out to be extremely beneficial to us in unlearning. However, even though the all the
iterates can be released, the mini-batches still need to kept secret. We handle this in

the unlearning algorithm using an estimation step - see paragraph titled “Estimation
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of marginals" in Section 4.5.2.

C.3 sub-sample-GD

The algorithm which is superior in high dimensions, called sub-sample-GD, is just
vanilla mini-batch SGD. Herein, at each iteration, a mini-batch of size m is sub-
sampled uniformly randomly to compute the gradient, and make the update. Finally,
we save all the mini-batch indices, gradients and iterates to memory. We will see
that the unlearning algorithm presented (Algorithm 20) uses all the saved iterates.
However this is done only for ease of presentation - in Section C.7.3, we discuss a
simple efficient implementation (of the unlearning algorithm), which doesn’t need any

iterate, yet has the same unlearning time complexity.

Algorithm 19 sub-sample-GD(wy,, to)

Input: Initial model wy,, data points {z1,...,2,},T,m,n
1: fort=ty,to+1...,7T do
2:  Sample mini-batch b; of size m uniformly randomly
B e = o5 Yjen, VEl(wes 2))
4 Wi = P (wy — ngr)
5. Save(by, wy, g;)
6: end for

Output: @s = + > ' wy

We now give guarantees on excess empirical risk for sub-sample-GD.

Proposition 3. Let ((.; z) be an H-smooth G-Lipschitz convex function ¥ z. Algorithm

outputs wg which is min{p, 1}-TV-stable and satisfies E [i(@g; S) — L(w}; S)} =
GD

0 (%)

C.3.1 Unlearning for sub-sample-GD

At the start of the stream, at every iteration of sub-sample-SGD, we sample a mini-

batch of size m out of n points uniformly randomly, and then compute a gradient
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using these samples - note that this is the only source of randomness in the algorithm.
As we progress along the stream observing edit requests, the number of available
data points changes. Therefore, if the algorithm were executed on this dataset of,
say n points, at every iteration it would have sub-sampled m out of 7 (and not n)
points. The way to account for this discrepancy is to simply adjust the sub-sampling

probability measure accordingly.

Coupling mini-batch indices. The main idea to unlearning in Algorithm 20 is
to couple the sub-sample indices. For deletion, we just look at each mini-batch, and
(literally) verify if the deleted point were used or not. If the deletion point was not
used in any iterations, then we don’t do anything, otherwise, we trigger a recompute.
In the case of insertion, there is no such way of selecting iterations in which the point
was sampled, because the inserted point was absent. However, we know that the
new point would have been sampled with probability m/(n + 1). We can thus verify
by selecting each iteration with the same probability. We then replace a uniformly
sampled point in the mini-batch of that step by the inserted point. Algorithm 20

implements the above procedure.

Algorithm 20 Unlearning for sub-sample-GD

Input: Data point index j to delete or data point z to insert (index n + 1)
1: fort=1,2...,T do

2:  Load(by, gi, wy)

3:  if deletion and j € b; then

4: sub-sample-GD(wy, t) // Continue training on current dataset
5: break

6: else if insertion and Bernoulli(%) then

7 Sample i ~ Uniform(b;)

8 g =g — 5 (Vlwg 2) — Vi(wi; 2))

9: wipr = P (wy —n(g; + 64))
10: Save(wy1, g1, b\ {t} U {n +1})
11: sub-sample-GD(wyiq,t + 1) // Continue training on current dataset
12: break
13:  end if
14: end for
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We state our main result for unlearning with Algorithm 20 below.

Proposition 4. (Algorithm 19, Algorithm 20) satisfies exact unlearning. Moreover,

for k edits, Algorithm 20 recomputes with probability at most 2kp.

C.4 Proofs of Main Results

In this section, we give the proofs of main results, stated in Section 4.3, using the

results in the preceding sections.

C.4.1 Proof of Theorem 22

The proof follows by combining the guarantees for the two algorithms we present: sub-
sample-GD (Algorithm 19) and noisy-m-A-SGD (Algorithm 9), and their corresponding
unlearning algorithms: Algorithm 20 and Algorithm 10. We discuss these one by one.
From Proposition 3, we have that, given 0 < p < 1, sub-sample-GD is p-TV stable and
has excess empirical risk bounded by O (\%Qn). This holds at every point in the stream
by assumption that the number of samples are between 7 and 2n. Furthermore, from
Proposition 4, we have that the unlearning algorithm satisfies exact unlearning at every
point in the stream, proving the first part of the claim for sub-sample-GD. Moreover, it
states that recompute probability for &k edit requests is O(pk). Finally, from Claim 7,
we have that there exist efficient implementations, such that the runtime of unlearning
for sub-sample-GD is O(max {k, min {p, 1} k - Training time}, where "Training time" is
the runtime of the corresponding learning algorithm - this means that re-computations

overwhelm the total unlearning time. This establishes all the guarantees for one

algorithm and recovers one of the upper bounds in the second claim.

The situation for the other algorithm is a little more involved. From Proposition 1,

for dataset S of n points, we have that, given 0 < p < 1, noisy-m-A-SGD is p-TV
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stable and its excess empirical risk is bounded as follows:

E{Z(@s;S)—E(wg;S)} :O<HD GD _'_GD\/E>

T

where T is the number of iterations for noisy-m-A-SGD algorithm, and m the mini-
batch size. From Proposition 2, we have that the unlearning algorithm satisfies
exact unlearning (establishing the first claim) and recomputes, for k edit requests,
with probability O(pkv/T). Finally, from Claim 8, we have that there exist effi-
cient implementations, such that the runtime of unlearning for noisy-m-A-SGD is
O(max{k, k min {ﬁ\/f 1} -Training time}). In the statement of Theorem 22, we want
that the unlearning runtime be such that we recompute for a p fraction of edit requests
(as opposed to something dependent on T'). Therefore, we substitute p = 4=, and this

VT

changes the excess empirical risk bound for noisy-m-A-SGD, as follows:

E |L(s; S) = L(w§; S)| = O (HDQ 6D | GDHﬁ) .

+
T2 VTm np

We use the largest mini-batch size, which does not hurt runtime, which is m =

2
(h%) T3. This simplifies the upper bound to b;ﬂD; + GD‘n/g‘/T. Optimizing the

2/5 ..
trade-off, we have =5 NG ) , and the excess empirical

risk becomes E HZAL(@S;S) - z(wg;S)H =0 (HD2> =0 ((m)4/5> — this

T2 (pn)

HD? _ GDVdVT — T — (HD(np)
np

recovers the other term in the upper bound in Theorem 22. However, note that

(np)*
16m?

Proposition 1 has an additional condition that 7" >

- we show that in our setting
of p and m, this condition is equivalent to the excess empirical risk of noisy-m-A-
SGD being smaller than that of sub-sample-GD. Hence, the regime in which the
aforementioned condition is violated is the same regime in which it is better to use the
a

2
other sub-sample-GD algorithm, and therefore is benign. Setting m = (ﬁ> T3 and

2 4
p= p/\/T, the condition simplifies as T > 1?;_);6 (%) = T°> % (HTP) —

(f55) ™ 2 o (1) = ()" s H ()" = (et s

= 16
2%;, where the final inequality indicates that the expected excess empirical risk

(np)
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of noisy-m-A-SGD is at most that of sub-sample-GD, up to constants. The above
is established for dataset S but holds for any dataset S® in the stream using the

assumption that the number of samples are between § and 2n.

Combining the above arguments finishes the proof of Theorem 22. [

C.4.2 Proof of Theorem 23

We give two algorithms, sub-sample-GD (Algorithm 19) and noisy-m-A-SGD (Algo-

rithm 9), one for each of the upper bounds. From Proposition 3 and Corollary 7, we

have that, given 0 < p < 0o, these are min {p, 1}-TV stable and their excess empirical
. . . GD GDVd . o

risk is bounded is O ( \/ﬁ) and O (7;% ) respectively. Hence combining the above

by taking a minimum, establishes the claimed result. [ |

C.4.3 Proof of Theorem 24

In all the lower bounds, we have a GD term - this is a trivial lower bound, since
if an algorithm is defined as A(S) = 0 (or any constant), then this is perfectly
TV stable (p = 0), and the expected excess empirical risk is upper bounded as
L(A(S); S) = L(ws; S) < G| A(S) — wk|| < GD, where the first inequality uses G-
Lipschitzness of Fy and the second the fact the both A(S) and w} lie in a ball of

diameter D. Hence, attaining an excess empirical risk of GD is trivial, and we now

focus on deriving the other terms in the bounds.

Firstly, as discussed in [BST14], we consider G = D = 1, since a simple reduction
gives a factor of GD for general G and D. Furthermore, similar to [BST14], we
show that the problem of TV-stable convex ERM is at least as hard as that of TV
stable mean computation of a dataset with bounded mean - we state this reduction in
Proposition 10. We now focus on showing accuracy lower bounds for p-TV-stable mean
computation of dataset S of size n, with mean & < ||u(S)|| < 2M. The accuracy,

denoted by «, is defined as a? = E||A(S) — u(S)|*, A is a p-TV stable algorithm,
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and the expectation is taken over the algorithm’s randomness. The first part of
Theorem 24 follows Theorem 46 which is based on a simple reduction argument. This
gives us that a > pin with M = pin. Plugging it in Proposition 10, this gives us that

excess empirical risk is lower bounded by €2 (pin) Similarly, the second part follows

. . 1 . o 1
from Theorem 47 which gives us o > T with M = N

statement of Theorem 47 can be absorbed in the trivial lower bound GD. ]

- the condition o < i in the

C.5 Proofs for Section 4.5.1

Proof of Proposition 3. We first show that Algorithm 19 is min {1, p}-TV stable for
the aforementioned choice of number of iterations 7" and mini-batch size m. Consider
neighbouring dataset S and S’ of n points which differs in one sample, without loss of
generality, say the n't sample. Let A(S) := @g and A(S’) := @g denote the outputs
of Algorithm 19 on S and S’ respectively. Since in Algorithm 19, the randomness
is only on indices, rather than actual data points, say that S = {1,2,...,n}. Now
we consider neighbouring dataset S’, which contains n + 1 or n — 1 samples. We
will now consider the case when S’ contains n — 1 elements and the case with n + 1
elements will follow analogously. Let n be the index present in S but absent in S’
ie. S"={1,2,...,n— 1}. Let the sigma-algebra on these sets be the power sets of S
and S’ respectively, denoted by Pow(S) and Pow(S’) respectively. Moreover, let t,,
denote the sub-sampling probability measure on n points in S i.e it sub-samples m
out of n elements in S uniformly randomly. Let ,u%% denote the product measure of
T of pinm's. We similarly define ji,,—1 ,,, and /’L;?Tl,m for S’.

We first extend the sigma-algebra for the probability spaces so that the random
variables fi,, m and ft,—1 m, are defined on a common probability space. For this, we will
just add an event where the index n can be sampled under i,,_1 ,,, with probability 0.

_1m(b) if b
We define ), ., as follows: for any set b € Pow(S), p, ,,.(b) = n-1m(b) - 1E 1 ¢ .
’ ’ 0 otherwise
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We similarly extend the sigma algebra for the product space with measure u;?,Tl,m to
get fi,on

Observe that for fixed initialization wy and other parameters, Algorithm A(S) and
A(S’) is the same (deterministic) map from b = (by, by, ..., br) where b; € [n]™ to
W. They only differ because of different measures on the input space. Hence total
variation distance between A(S) and A(S’) is just the total variation distance between
the push-forward measures A(S)4p 7, and A(S’ )#,un " which by using the fact that

A(S) = A(S’) and data-processing inequality, is at most the total variation distance

between ufi and u . Now the total variation distance can be bounded as,
TV(A(S), A(S") < TV (i, i) = sup |k (b) = 57 (b)]

bePow([n]™)T)
= p27 (b such that at least one b; contains n)

T
< Tty,m (b1 contains n) = m
n

where the inequality follows using a union bound.

A similar argument works when S’ is an neighbouring dataset of n + 1 elements,

yielding a total variation bound of L oy < Tm . Taking a uniform bound over all neigh-

P,
bouring datasets S, we get that supa g gn—; TV(A(S), A(S")) < T2, By definition of
TV distance, we trivially have that supa g g)=1 TV(A(S), A(S")) < 1. Therefore, set-
ting m = £, we get the desired result that the output of Algorithm 19 is min {p, 1}-TV

stable.

We now proceed to the accuracy guarantee which follows directly by analysis of

SGD. We first show that the sub-sampling procedure produces unbiased gradients and
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bound its variance. For a fixed model w, we have that

m

E, F:jeb V(w; Zj)]

()

ien VE(w; z;)

()
anve(uﬁ zj)

j=1

2.

(") choices for b

m

(mh)

i Vi(w; z;)

)

n

where in the second equality, we use the observation that every z; appears in exactly

(T’;ﬁb—l) terms over all choices for b. We now bound its variance, denoted by a V? by

-1

direct computation.

Vi(w; z;)

m

V2 — ]Eb H Zjéb

2

m

1 1

I O

(::l) choices for b

_E, [Zjeb Vi (w; Zj)}

> Vi(w; z)

Jj€db

2

m

2

HE” lzj@ Vi (w; zj)]

m

| | |

iy ViL(w; z5)

n

’ 2

In the first term, expanding the square and summing over all choices of b, we get

exactly (:;L__ll) terms of the form ||V£(w; z;)||” for j = 1 to n, and (

2

ne ) cross terms
m—2

of the form (V{(w; z;), Vl(w; z;)) for i # j, i,j = 1 to n. Similarly, expanding the

second term produces both these kind of terms. Accumulating the coefficients of all
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the terms, we get

2

V2 =T, szeb Vi(w;z) E, [Zjeb Vi(w; Zj)]

m m

:((mi) 1>f:|!ve<w;zj)l|2+<<mi) 1) > (Vs =), Velws )

a(n)  n2 | - a(n)  n2) .
m <m> ") = m (m) ") =1

1 1 m—1 1 n
< ) 2 -, N T 4 s . . )
- (mn n? nG nm(n—1) n? i,j:zl:,i;éj [V e(w; z:) [ [|[V€(w; z5) |
L1 m—1 1
< (Vo2 ¢ |—— - _ o 2
- (m n)G * nm(n—1) n? nn =G
I -1 —1
m n m n
m n n m
2
2 (1 — 1) G? < ﬁ
m n m

where in the first inequality we used Cauchy-Schwartz inequality, and the fact the
G-Lipschitzness implies the gradient norms are bounded by G. Finally, in the second

last equality and the last inequality we used the fact that m < n.

Since the sub-sampled gradients are unbiased, we can use the convergence guarantee
of SGD on smooth convex function (see Theorem 4.1 in [AZ18]) which when using

step size n < % gives us

. . - % D2
E |L(s; S) — L(w§: §)] = O <(1—77H) i nT>

Using step size n < ﬁ, the right hand side simplifies to 2nV? + 5—2 < % + % =

46;:’7 + ?—;, where in the last equality, we substituted m = 2= to ensure p TV-stability.
Balancing the trade off in 7 gives us n = %. Therefore setting n = min {ﬁ, D(‘;/j’f? }
gives us
= = GD D?H
E [L(ws; S) - L(’LUS, S)} =0 (pn_ + T )
Setting T' = DHG‘/‘W achieves the claimed result. O
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Proof of Proposition 1. We first prove the stability guarantee. For this, we use the
Renyi-divergence based analysis used in differential privacy literature. Let P and Q)
be probability distributions such that P is absolutely continuous with respect to @)
and have densities ¢p and ¢, respectively. For o € (1, 00), the a Reényi-divergence

between P and @ is defined as follows [R*61]:

1
a—1

D(PIQ) = — n [ fola) foe)'~"dz )

Consider two neighbouring datasets S = {2;}, and 5" = {zg} _such that A(S,S") =

j
1, and let {b;},_, and {w!},_, denote the mini-batch indices and iterates of Algorithm
9 on dataset S’ respectively. We look at iteration ¢, and fix all the randomness before

tie. fix wy (and wy}), as well as randomness in sub-sampling mini-batch indices i.e.

fix b,. The a-Renyi Divergence between w,;; and w;,; can be bounded as,

Da(wia||wiyy)

D, (73 (z‘bt — ) (Zjebt Vﬂi(ﬁ’“ ) | 9t>> HP (wt — (ng” vﬂi(w“ 4 @)))

<D, <ﬁjt_n (dew (tby; 25) +0t> H“’t . (zjebt (3 2) +9t>>

m m

<D, (Zjebi Vﬂi(ﬁjt; zj) 4, 2jebs vﬂi(ﬁ)ﬁ z;) i 0t>
2aG?

— m20?

where in the first and second inequality, we used post-processing property of Renyi

divergence, and in the last inequality, we use the fact that datasets S and S’ differ
S ien, Vez) 3, VEEG) 2

m m

in at most one sample, therefore < %. Hence the

divergence is between two multivariate Gaussians of same variance and with the square

of the separation of their means at most frf;f,z Therefore, the inequality follows by

using the formula for Renyi divergence between two such multivariate Gaussians.

We now unfix b;, and use the fact the b, is a uniform sample of m out of n
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(or n — 1 or n + 1) indices. By privacy amplification by sub-sampling result in

[BBG18], for a < 2, we will argue that the Reényi divergence upper bound amplifies

32aG?
n2o2 *

to There are certain subtleties about the application of this result, so we

explain, as follows. The first is that Theorem 9 stated in [BBG18|, when considering

a < 2, the right hand side simplifies as ﬁ log (1 + %26“(’12_1)4 (exp (;jg;) — 1)) <

2(;‘1—’?2 (exp (%) — 1) < 333‘522 where the last inequality use the numeric inequality

exp (x) < 1+ 2z when x < 1.256; this means that we need the following condition

8G?
m202

< 1.256 - we will revisit this condition later. The second point is that Theorem
9 in [BBG18] holds integer av > 2, which only leaves us with o = 2. In the subsequent
part of the proof, we will need to take v — 1. This discrepancy can be accounted for
by using the fact the a-Renyi Divergence is non-decreasing for a € [0, 00| (see Theorem

3 in [VEH14]). Therefore the result holds for all & < 2, and we can replace the upper

bound to be f’:ﬁfi The third and final point is that even though the amplification
result in [BBG18] is established under the neighbouring relation that one point is
replaced between datasets, it can be shown that the same result holds (perhaps upto
constants) when the neighbouring relation is add/delete one data-point; see Lemma 3,
[ACG™16a] for example. We now use adaptive sequential composition property of Rényi

divergence (Proposition 1 in [Mir17]) which linearly accumulates the divergence across

iterations, yielding that the Renyi divergence between the iterates (wi,ws,. .., wr)
and (w}, w), ..., wh) is bounded as, D, ((wy,ws,. .., wr)|[(w],wh, ... wh)) < Gggz.

An application of data-processing inequality gives us the same upper bound on the
Renyi divergence between the final iterates wg and wy. We now use the result
that lim,_,1 D, (Ws||Ws) = Dk (Ws||wy) where Dgy, denotes the KL-divergence (see

Theorem 5 in [VEH14]). Hence we get that Dgp,(wgl||wy) < 62%:22. Finally, we use

Pinsker’s inequality to further lower bound the left hand side by total variation

distance, which yields TV (wg||wy) < 4/ DKL(U;S Iws) < S\ZG. As remarked before, this

is a uniform bound over all neighbouring datasets. Finally, as before, we trivially have
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that TV(wgl||wy) < 1; therefore setting o = &{%G gives us that the algorithm’s output

is min {p, 1} TV-stable.

We now proceed to the accuracy guarantee. This follows simply by guarantee of
Accelerated SGD on smooth convex functions. We have already shown in Proposition 3
that the gradients computed by sub-sampling are unbiased and its variance bounded
by % The mean-zero Gaussian noise added preserves unbiasedness but the variance

is bounded as,

o . . ~ 2
V:—E H‘Zjebt Vﬂi(wt’zf) + 0, — VL(ivy; S) 1
eb, V(s 25 3 2
]| R |
2

We now use Theorem 2 from [Lanl2] - they use notation {3;}, and {7}, for the

step size schedule of Accelerated SGD and set 5, = % and v = %7. Even though

the updates of their A-SGD seem different than us, it can be verified that they are the

same with oy = fB41(1 — 371 = % with ap = 0 and 1 = ~. Finally, using step-size

n < ﬁ, and appealing to Theorem 2 in [Lan12], we get,

~ ~ . D2 2G2 D2
E [L(ws; S) — L(w ;3)} <0 (TW2 + 77T2> =0 (nT (m + 02d> + 77T2>

422G 2 : : ; _ _D
Let G* = =~ + 0“d, balancing the trade-off in 7 gives us n = Sra Therefore,
setting 7 = min {ﬁ, %} gives us

+ - -
T2 VT T2  \/Tm VT
HD? D
<0 + ¢ + GDvd
T2 NTm np

s [E(os:5) - L) <0 (B5°+ S <o (B2 O2, D)

Finally, note that when using the amplification lemma, we arrived at the condition

m202 8m?2T

8G2 < 1.256. Substituting o = S‘ZG, this reduces to {20 < 1.256 <= T >

(np)? 0

16m?2 "
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Proof of Corollary 7. We start with the result in Proposition 1, and balance the two

trade-offs: the first between the terms \/Gﬂ% and Gf,;/a , and the second between G?\/&
and HT22 Note that as long as % > HTQQ — m < %7 the second term

is larger than the first. Optimizing the trade-off between second and third term

gives us \/G% = Gfiﬁ/g — T = %. Similarly, optimizing the trade-off between
the first and third term gives us G%/E = HT[2)2 — T = %\(/’?. Hence setting
T = max ((%;27 Hg%”) yields an expected excess empirical risk of O (Ggi;/g).

We now look at the given condition 7" > Yé% given in Proposition 1. We have set

T = max <(p")2 HD(”")), there we need to ensure that 22 > (2 o 4 > d

md GVd md — 16m 16’
1/4
2 3
as well as %\%ﬂ > g%% <~ m > i (W) - this recovers the condition

1/4
m > min{f‘é,}l ((pn);g\/&) } in the Proposition statement. Combining all the

1/4
above arguments, we get that for any m > min {fé,i (W) } , setting T =

GD\/a)' ]

max { (p)? Hg\(/%n) }, yields an expected excess empirical risk of O ( o

md
Remark 2. Note that in the above proof, if we use the stronger variance bound of
2H? (% — %) from sub-sampling (derived in the proof of Proposition 3), we get that
when doing full-gradient descent, the variance, as expected is zero, which yields a

running time of T = HG%".

Corollary 7. Let ((.;2) be an H-smooth G-Lipschitz convex function ¥ z. For any

1/4
0 < p < oo, Algorithm 9, run with to = 1,m > min{f‘é,}l ((pn};g\/&> }, n =

: 1 D _ _ 1t _ 8/TG _ (pn)? HDpn
mln{QH’ <G+U)T3/2}7 a=0,0¢ = 55, 0 = vy and T = max{ md 0\ Gvd
vm

outputs wg which is min{p, 1}-TV stable and satisfies E[ﬁ’g(@) —ﬁ’g(wg)} =
10 (M)_

pn

Remark 3. The choice of T in Corollary 7 yields that the largest mini-batch size that

. . . . (pn)2G 1/2 G 2 3
can be set, without hurting runtime, is m = (\/;lgHD> = (ﬁ) T°. Furthermore,

, 1/4 1/3
the condition m > min {d i <W> } yields (pn) > (HD(\/W) '

167 4 HD 256G
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Next we show that the upper bound on total variation stability parameter of

Algorithm 9 derived in Proposition 1 is tight in all problem parameters, upto constants.

Proposition 5. There exists neighbouring datasets S and S’ of n points, and
smooth G-Lipshcitz convex functions ¢ and constraint set W such that the total
variation distance between iterates produced by Algorithm 9 run on datasets S and
S’, denoted by {wy,ws,...,wr} and {w),wh, ... wh} respectively, is bounded as

TV((wy,ws, ..., wr), (W), wh, ..., wh)) > min {Q (G 1},

Proof of Proposition 5. We first prove this without projection - let the constraint set
W = R?, and so the projection P is the identity map. Also, for simplicity, let the
initial model be 0. Consider data sets S and S’ such that all points are 0 but the n'®
differing point. Let the n'" point of S be —Ge; and that of S’ be Ge;, where e; is the
first canonical basis vector. Let the function ¢(w;z) = (w, z). The gradients are just
data points z, therefore gradients are 0 on all but the differing points, wherein in the
differing point in dataset S, the gradient is a constant —Ge; and for dataset S’, it is
Gey. Consider the map W : (21, 29, ..., 21) — 27; using data processing inequality and

this map, we have that

TV ((wy,ws, ..., wr), (wy,wy, ..., wy))
> TV(V (wi, wy, ..., wr) , W (wy, wh, ..., wr))

= TV(wr, wy)

We now focus on bounding the total variation distance between the last iterates.
Furthermore, by data-processing inequality, we can get rid of the step size scaling,
and therefore can consider the last iterates as just the sum of all gradients. By simple
calculations, we get that wr is a mixture of multivariate Gaussians, all with variance
To?T but with varying means: Gey, 2Gey, ..., TGey, similarly for w,.. We denote the

mixtures probabilities by m; where the i* conditional distribution, denoted by w?.
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and w’: respectively, has means iGe; and —iGe; respectively. Also, we denote the
conditional probability densities of the i*" distribution by ¢k (w) and ¢, (w) respectively.
We will show that the total variation between these mixtures is expected total variation
distance between the mixture components. This follows due the symmetry between
these two mixtures, which implies that the set that achieves the total variation distance
is {w : wy > 0}. We can therefore write the total variation distance as,

TV(wrllwy) = 5 Ios(w) — 65 (@)l = [ s(w) = ds (wid

= [ S — dytwde = X [ (@5(w) — o ()

w>0

%

where in the inequality, we use the fact that w’ and w% are Gaussians with means
separated by 2@, and variance being T'0?I and use the lower bound result on TV
between high-dimensional Gaussians [DMR18]. Finally, in the last equality, we
compute the Expected value of ¢ under the mixture distribution - recall that i is a

sum of 7" Bernoulli random variables with bias *, the expectation of which is TTm

We now argue why projection doesn’t change the above claim. Note the with
the projection, all the Gaussians in the mixture are truncated forming a discrete
distributions at the boundary of the constraint set. The probability mass on either
sides of the (original) mean is unchanged. Hence {w : w; > 0} is still the witness
set of total variation distance between the mixtures, and the total variation distance
in both constrained/unconstrained cases is the same. The same holds for the total
variation between the corresponding mixture components. These observations suffices
for application of proof of the unconstrained case. Finally, since TV distance, by
definition is upper bounded by 1 - this gives a trivial lower bound of 1, and hence the

TV distance is lower bound by min {Q (G—ﬁ> , 1}. O]

np
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C.6 Proofs for Section 4.5.2

We introduce some notation and setup the roadmap. In the start of the stream, we
have a model trained on the initial dataset of n samples. We then observe an insertion
or deletion request. We enumerate the data points from 1 to n, and without loss of
generality, assume that the n'® sample is to be deleted, and the inserted sample has
index n + 1. We want to show that the unlearning algorithm satisfies exact unlearning
at every time point in the stream, and what suffices is to argue that this holds for
one edit request, since by mathematical induction it then holds for the entire stream.
For one edit request, we will show the following: 1. unlearning (deletion/insertion)
algorithm is a valid transport, and 2. the probability of recompute is small, and we
will see that together these will imply, that it is a coupling, with large enough measure

of the diagonal.

Let fi,, ,, denote the sub-sampling probability measure to sample m out of n elements
uniformly randomly. In the deletion and insertion algorithms, we replace some mini-
batch indices in some iterations - let these operations be denoted by DEL and INS
respectively. To elaborate, DEL is a (deterministic) map from ([n]™)" to ([n — 1]™)"
and INs is a map from ([n]™)" to ([n+1)™)". For an input b € ([n]™)7, we have
that b ~ u&7 . Furthermore, define p4°%7 := DELypuST and pitse7 .= INs,u&T - An
important observation is that in the unlearning Algorithm 20, the sub-sampled indices
b are drawn from a product distribution u;‘?’fn and in each iteration of Algorithm 20
or Algorithm 10, the maps DEL and INS act component-wise and symmetrically. This
implies that DEL(b) = [del(b;), del(bs), ..., del(by)] where del : [n]™ — [n — 1]™ is
the function which describes one iteration of the unlearning algorithm for handling
mini-batch indices. We similarly have function ins : [n]™ — [n + 1] for insertion.

ins
n,m

We finally define pd® = delyp, » and p

n,m

:= insgt, m - these are the probability

measures induced on the sub-sampling indices by deletion and insertion operations,
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respectively.

C.6.1 Unlearning for sub-sample-GD

We first show that ¢ | the probability distribution, induced at a given iteration

n,m?

during deletion, over mini-batch indices b € [n]™ is a transport.

Claim 1 (Deletion). For any set b € [n]™, we have that p2e (b) = i, _1.m(b)

n,m

Proof of Claim 1. First note that if the verification is unsuccessful, then a recompute
is triggered and therein at each iteration, we drawn b ~ p,_1,,. Therefore, uffin(b) =

tn—1.m(b) follows trivially. We now argue for the other case. The verification is

successful if the deleted point was not present in any of iterations, i.e. at any iteration

del

the sub-sample batch b, doesn’t contain the deleted point z. The measure 5, is

therefore just the probability under the original sub-sampling measure p,, ,,, conditioned

on the event that z ¢ b. We therefore have,

del _ P _ Mn,m(b N {Z € b})
Mn,m(b) = ﬂn,m(b| { ¢ b}) Mn,m({z g b})

n—1
By direct computation, ti, ,,({z € b}) = 1—ptn.m({z € b}) = 1—(L,jl) =1-". We now
’ ’ (m)

n
m

look at two choices for b. First suppose z € b, then the numerator p, ,,,(bN{z ¢ b}) =0,
which gives us that pd? (b) = 0= p,_1,,(b). We now look at a b such that z & b. We

have,
del (D) 1/@) ~n (n—m)!m!
) = g T—mn n—m  nl
(n—m—1)lm! 1
T o 1)!) NGO fn—1m(b)

O

ins
n

Similarly, for insertion, we show that u!™, the probability distribution, induced
at a given iteration during insertion, over mini-batch indices b € [n|™, is a is valid

transport.
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Claim 2. For any set b € [n+ 1™, we have that (1) (b) = fini1,m(b)

Proof of Claim 2. Let v denote the uniform probability measure over n + 1 — m ele-
ments. Given b, we consider two cases based of whether last/inserted index n + 1 lies
in b or not. In the first case, we know that the outcome of Bernoulli(m/(n + 1)) must
have been 1 i.e. the iteration was selected. Furthermore, in that case, the inserted
point would have replaced some other point not in b - the total number of possibilities
are n + 1 — m. Let E; be event that the inserted point replaced the i** data point,
whose index we denote by s;. Note that the events Els are disjoint and the event

b is U "™E;. Furthermore, pi% (E;) = pi (original subsample is b\ {n + 1} U

{si}[{si} replaced)pys, ({si} replaced)) = pinm(B\{n +1} U {si} [{s:}))v({s:}) =

L . We therefore have that

( )(n+1
m n+l—-m
ms b _ ms Un+1 mEvZ ms
_om ”%m 1 1 ~om 1 mm—1n—(m—1))
n+1l = (m’;) (n+1—m) n+1<m’il> (n+ 1)n!

- (1> — finsrm(D)

In the other case, we know that Bernoulli(m/(n 4 1)) resulted in 0, so there is no

replacement. Therefore, we have

in3 () = (1_ m )(1):(n+1—m>(n—m)!m! 1

Fon n+1 nl(n+1) (”“) fin.m (0)

m

Coupling. We formally describe the coupling constructed by the unlearning Algo-
rithm 20. We first the discuss deletion case - consider datasets S and S’ of sizes n
and n — 1 respectively, and wlog assume that the last sample of S differs. We first

sample b = [by, by, ... by] ~ ,unm We set b) = b. For each j € T, if n € b;, then
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2)

sample bg ~ [ln—1,m, otherwise set b§2) = b;. This produces the coupled mini-batches

(bM) b?)) for deletion.

For insertion, we have datasets S and S’ of sizes n and n + 1 respectively, and

again assume that the last of point of S’ differs. Sample b = [by,bs, ..., br] ~ uf?;fn.

T

and set b)) = b. Now sample {¢;},_;,

where c¢; ~ Bernoulli (%), if ¢; = 1, then
sample uniformly a point in b§~2), and replace it with n + 1. Otherwise set b§2) = b,

which gives us the coupled mini-batches (b(*), b(?)).

It is easy to see that the above procedure is how Algorithm 20 handles insertions

and deletions going from S to S’. We first show that this is a valid coupling.
Claim 3. For the coupling described above, for any b,

1. P [bM = b] = u7(b)

2. P [b@) = b} = u®T (b) (deletion), P [b@) = b] = puZT(b)  (insertion)
Proof of Claim 3. Follows immediately from Claims 1 and 2 . O

We now show that the probability of disagreement under the above coupling is

upper bounded by k times TV-stability parameter of Algorithm 19.

Claim 4. For the p-TV stable Algorithm 19, under the coupling described above, the

following holds
Py peen [ # b < p
Proof. For deletion, we have,

P ey b # bP] = Py e (35 € [T : bYY # b



For insertion, we have

. Tm
P(b(1>,b<2))[b(1) 7£ b(2)] = Pb,c[zlj € [T] 1 G = 1] S T
In Proposition 3, we showed that the total variation distance of the algorithm

under change of one point is at most TTm = p, which completes the proof. O
We are now ready to prove Proposition 4.

Proof of Proposition 4. The following argument is for deletion, but the insertion case
follows similarly. Consider dataset S and S’ of n points and n — 1 points respectively,
differing in one sample. As in the proof of Proposition 3, we embed the randomness for
Algorithm 19 executed on S and S” into a common probability space. Therefore, similar
to the proof of Proposition 3 given the datasets (and other parameters), Algorithm
19, A(S) is a deterministic map from sub-sampled indices b = (by, by, ..., br) to the
model: A(S) : b — W, where b; € [n]™, for both datasets. Hence, what suffices is to
show that the input probability measure #;?3;1 is transported to the one that would
have been produced on the current dataset S’ i.e /L%_Tl,m - this follows from Claim 3.
Hence it follows that the output generated by Algorithm 19 has the same measure
as A(S) 4 uf?,Tl,m, which proves first part of the claim. The probability of recompute,
being at most p, for one edit, follows directly from 4. Finally, from Remark 1, for k
edits, and the assumption the number of samples throughout the stream is between

n/2 and 2n, the recompute probability is at most 2kp. O

C.6.2 Unlearning for noisy-m-A-SGD

C.6.2.1 Coupling mini-batches

In this section, we show that Algorithm 10 transports sub-sampling probability

del
n,m

measures while handling edit requests. We remind that uSS,, denotes the probability

measure induced on the sub-sampled indices by the deletion procedure, in any iteration.
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We show that, for any mini-batch, the probability mass of the mini-batched indices

del

under ¢, is same as that under the sub-sampling measure ft,,—1 .

Claim 5. For any set b € [n — 1]™, we have that pt? (b) = pin_1.m(b)

n,m

Proof of Claim 5. Firstly, note that deletion uses additional randomness which is
used to uniformly sample one element from n — (m — 1) elements - let v denote the
uniform probability measure on n — (m — 1) elements. Let E be the event that the

h

n'" was sub-sampled originally, and therefore replaced upon verification. By direct

computation fi, ., (E) = . We can therefore write 3%, (b) as follows

Honn (0) = 155 (OB () + 1135, (01 B) p g (E€)

Under event E, we have that the deleted index was replaced. But it can be any
element of b that rose out of this replacement. Hence we decompose the event b| E into
events F;’s, where E; corresponds to the event that b; was replaced. We have that
b|E = U2 E;, and furthermore, due to the uniform measure, u3%, (E;) = pah, (E;)Vi, j.

Note that in the event FE;, we require that the original sub-sampling measure on n

points fi,, ., to have produced the set b\b; U {n} and then a uniform b; is drawn upon

n,m

replacement. Therefore, 3% (E;) = pi, m(0\b;U{n})v(b;) = (7,11) n—l—l(m—l)' Similarly,
m—1

when the event E° occurs, probability of outputting b corresponds to the event when

b was generated using the original sub-sampling measure p,, (and no additional

randomness used upon verification). Therefore, we get 1%, (D|E) = finm(b|E®) =
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m Plugging these in, and with simple calculations, we have

m

m

Hinin (0) = 3t (B i (B3) 4 415, (DL ) 1 (E)

i=1

:i (BB U {n})w(b) = (nll)<1_m)
R

(::;11) n—1—(m—-1)n (”;Ll)

m

|3

_ 1 m(mm=-Din-1-(m-1) 1
() =D == =) ()

=B @;)) = oy

s[3

]

Similarly, for insertion, we now show that the probability mass of any mini-batch

ins

under 1,5

the probability measure induced by insertion on the n 4+ 1 data points, is

same as that under fi, 11 .

Claim 6. For any set b € [n+ 1™, we have that (15 (b) = pni1,m(b).

Proof of Claim 6. Same as that of Claim 2. m
C.6.2.2 Lemmas for reflection coupling

We state and prove some results about reflection mapping and couplings.

Lemma 26. Let P and Q be probability distributions over R%. Let ¢ : R? — R? be

a bijection such that ¢pp(Y(z)) = ¢po(z), pp(v(2)) = ¢o(x) and ‘det (M)‘ =1,

where w; is the Jacobian of the multivariate map 1. Let x ~ P be a sample from P.

Let y = x if Unif(0,1) < ¢Qg), otherwise y = (). Then (x,y) is a mazimal coupling
of P and Q.
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Proof. We first show that y is a sample from (). Let E be an event in the range of Q).

Let accept be the event when u ~ Unif(0, 1), u < iﬁg; We have,

Ply € E] =P[y € E,accept] + P[y € E, reject]

~E,, [1 (reE}1 {u d)QEg H +]Ex,u [11 {¢(x) € E}1 {u - Ziég H
)
‘x

e frenelf20) ]
el )]
:/Rd]l{xGE}min{ i;}aﬁp

+ [ 1{u@) € B} <1 — min {1, Palr) }) dp(w)da

¢p()
= /Rd 1{z € E}min{¢p(x), po(z)} dz

+ /Rd 1 {¢(z) € E}max{0,¢pp(z) — ¢g(x)} dzx

For the second term, we now do change of variable - let v = ¢(z) - using the
given properties of 1, we have ¢p(z) = ¢pp(v¥ ' (v)) = ¢g(v) and ¢g(x) = dp(v).
Furthermore dv = ’det <d¢xx)) ’ dr = dz. Finally, we are integrating over R?, and since
¢ is a bijection, it can flip the limits of some of the coordinates, however, that is
taken into account with using the absolute value of the determinant of the Jacobian.
The second term therefore becomes [pa 1 {v € E} max {0, ¢g(v) — ¢p(v)} dv. We now
combine the integrands of both the terms, and substitute v = x as the variable in the

second term. This gives us,

Plye E) = [ 1{z € B} (min{¢p(2), oo(a)} + max {0, éo(z) - ¢p(x)}) da

Note that for a fixed =z, if ¢p(x) < ¢g(x), the integrand becomes

1{z € E} (¢p(x) + ¢pg(z) — ¢p(z)) = 1 {z € E} Q(x). On the other hand, if pp(z) >

¢q(z), the integrand becomes 1{z € E} ¢g(x). Hence, for all cases, we get that,

PlyeE|= [ 1{z € B} dqla)dr = Q(E)
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We now show that it is a maximal coupling i.e. the probability of accept is
1 —TV(P,Q). We have,
dq(2) H / . { ¢Q($)}
Placcept]| = E,, [L u < = min < 1, z)dx
ccet) =8 1w < S | = [ min {1,525 ot
= [, min {or(x), do(a)} d =1~ TV(P.Q)

]

Lemma 27. Let P and Q be two isotropic probability distributions over R? with means
pup and pg such that for any vectors x,y, ¢p(x) = ¢o(y) if [|[x — ppl| = ||y — noll-

Given vector u in R?, the reflection of u under (Q,P), v = reflect(u, ug, pp) =

po + (up —u), satisfies:
1. Invertibility: uw = ug + (up — V)

2. ¢Q(v) = ¢p(u) and ¢p(v) = dq(u)

3. [det (Lrtetosqury)| _ g

Proof of Lemma 27. The proofs follows immediately using the given assumptions. [
C.6.2.3 Coupling Markov chains

We setup some notation to describe the coupling that Algorithm 10 constructs. The
following discussion is for deletion of index n, but it can be verified that the arguments
naturally extend to the insertion case. We remind that p, ,,, denotes the distribution
of sampling m elements uniformly randomly from [n|, and mini-batches b; ~ fi5, .
Furthermore, we will use b; = [by, b, ...,b;] denote the set of indices upto j. For
dataset S and mini-batch indices b, let the gradient VL(w, z; S) := ﬁ Sjer VEU(w; zj).
Define ;.1 := w; — nV L(1b;; 2,;), Wit1 = W1 — nbj and wjyq 1= P(w;;1). Note
that w; is also function of b; but this dependency is not highlighted for notational

simplicity.
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The iterates and the mini-batches [(ws, by), (w3, bs), ..., (Wri1, br)] produced by
Algorithm 9 is a sample from a T-step first order Markov Chain over an uncountable
state space R? x [n]*. We remark that w,; is a constant initialization, and so isn’t
considered. Let P be the joint distribution over the T iterates x mini-batches. The

joint density of P can be factored as,
op((w2,br), (W3, b2), ..., (Wry1,br)) = ¢p(Wa, by)dp(ws, ba|ws) . ..
- dp(Wry1, br|wr, wr-1)

where  ¢p(i9,b1) = Gp(Wa|b)ftnm(b1) and ép(wa|by) is the density
of N (wy,n*cT). Similarly, the conditionals ¢p(w;,bj_1|w;—1,wj—s) =

Gp(W;bj_1, w;—1,W;—9) thnam(bj_1). Furthermore, let P denote the marginal of

(W, Wa, ..., Wwryq], the joint density of which can be factored as,
&ﬁ(@z,@& W) = dp(we)ps(wslws) - . p(wr i [wr, wr—y)
where ¢z(ws) = Ky ¢p(ws,b1), and the conditional ¢z(w;|lw; 1, w;s) =

Ebj_lgzﬁp(ﬂ)j, bj_1|wj_1,w;—2). Finally, given a fixed mini-batch sequence b =
{b1,bs,...,b7}, let B, denote the joint conditional distribution of {ws, ws, ..., Wy}

given b. In this case, P, factorizes as:
Op, (Wa, W3, ..., Wry1) = Qp, (W2)dp, (W3w2) ... ¢p, (Wrir|wr, wr-1)

where ¢p, (W2) = dp(walbr) and ¢p, | (Wjlwj—1, wj—2) = Gp(W;]bj—1, wj—1, wj—s). We
similarly have a Markov Chain to generate the iterates for dataset S’ - call this joint
distribution over iterates and mini-batches as (), the marginals over iterates as @ and

for a given b ~ { ,un_ljm}@)T, the conditionals over the iterates as Q.

We now describe how the unlearning Algorithm 10 constructs a coupling between
P and @ to generate (W, w(?). We first describe the coupling of mini-batch
indices. Sample b ~ (u™)®7, let b = b. We now look at all bg-l) c bW: if

n ¢ b§-1), then let b;z) = b§~1), otherwise for each such b§1), we replace n by randomly
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Mini-batches

Figure C-1. Markov chain for noisy-m-A-SGD Algorithm

sampling an index from [n]\bg-l), and call this b§2). We then define the ordered set

T
b2 — {bg'z)}‘ . From Claim 5, this is a valid coupling of mini-batch indices. Sample
j:

W = [Wy, W3, ..., Wry41] ~ Pyay, which corresponds to training with Algorithm 9 on

dataset S. Set w(!) := w. To generate W?, we do rejection sampling steps at each
¢Qb(2> (@2)

— If
or o (@2)

iteration. At the first step, we sample u; ~ Unif(0, 1), and check if u; <
the step succeeds, then we proceed to the second iteration, wherein we again do a step
of rejection sampling with ratio of conditional densities and so on. However, if anyone
of the rejection sampling step fails, lets say the t'" step, then we do a reflection of

iterate w1 about the mid-point of the means of Py (-|w, wy—1) and Qpe (-|wy, wi—1)

, which are wt(}@l = w, — nV L(wy; z,) and tTJt(i)l = w, — nV L(wy; 2y ) respectively. Set

wg +)1 = reflect (w41, w§ +)1, w§ +1)- After the reflection, we continue training on dataset

S’" which corresponds to continue sampling from the (¢ + 1) step of the Markov

chain for Q2 conditioned on the t'® sample being 17}§2). This generates the random

_1)

variables w(®) and w®.

We now show that this is indeed a coupling.

Lemma 28. For any measurable set E C R P [W@) € E] = Q(E)

Proof of Lemma 28. We will first show that P {v‘v(?) € E|(b(1),b(2))} = Qpo(F).

The proof is based on induction on the length of the Markov chain 7. Define

ng) = {71);2), e ,@(21 } The key to the proof is the observation that the marginals

Pb(l)(~) and Qb<2)( ) are Gaussian N (@5, 7%02I) and N(@5, n202I) respectively, and

the conditionals P<1)( |w;) and Qb<2)( |lw;) are also Gaussian N (w j+1,77 202T) and
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N (@), n?0°T).
For T'= 1, we only care about the marginals P, (-) and @, (-), which as argued
1 1
before, are normally distributed. From Lemma 27, we have established that the

reflection map satisfies the conditions in Lemma 26. Combining these, we have that

the base case T' = 1 follows from the reflection coupling result stated as Lemma 26.

We proceed to the induction step. There are two cases, depending on whether we
do a rejection sampling in the T step or not: we call these "rej-sample" and "no-rej-
sample" respectively. If we do a rejection sampling, we further have two cases (1a).
accept: either all rejection samplings, including the one in the T*" step are accepts,
(1b). reflect: all rejection samplings, except the one in the T*" step are accepts, and
in the T step, we reflect. Finally, if we don’t do a rejection sampling step, we have
the third case (2). reject: some rejection sampling prior to 7" results in reject; in this
case, the T™" sample wﬁl ~ Qb(Tg)(-|w(T2), wi? ). Cases (1) and (2) partition the whole
event space for T draws, whereas cases (1a) and cases (1b) partitions the space of the
T*™ draw, conditioned on the first event. Also note that case (1) vs (2) distinction is
measurable w.r.t. the natural filtration generated by the Markov chain upto T'— 1
draws.

Note that conditioned on the events "rej sample" as well as Wg,?ll, the last step is just

a one-step reflection coupling method. To elaborate, the conditionals @, () (|w§~2 ), wgzl)
T

and Pb<Tz) (\wgw2 ), wé?zl) used in the T rejection sampling are Gaussians, which along

with the reflection map satisfies properties of Lemma 26, as in the base case. Let

Eust = {y|3x : (x,y) € E} be the projection of E on the last co-ordinate and E, =

{x|(x,y) € E}. According to Lemma 27, the conditional distribution of wgal is
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2 2
Qe (wr wi?y):

P [w%)rl € Ejust|rej-sample, wgq) 1 (b(l)’ b(2))}

= P[0 € B, sccept e sample, 92, (50, b2
+ P {w(TJ)rl € Ejust, reflect|rej-sample, WT (b(l) b(2))}

2) (2
—/ wT+1 € Elast) ¢Q @ (wT-',-l’wT 7w§r)1)dw(Tj)L1
For the "no-rej-sample" case, we have:
P [ﬂ)gg—)i-l € Elast|no_rej_samplev ngzlv (b(1)7 b(z))} = E []1 (wgg-)l-l € Elast)}

- (2) 2 (2
= / wT+1 € Elast) o) (2 >(w(T+1 wy )7w§rz1)dwT4)rl

T

We will now combine the two cases. Let ¢ () and ¢ (-) denote the densities of

v_vggll under the "rej-sample" and "no-rej-sample’ events respectively.

P [ﬁ,@) c E|(b(1),b(2))}

(2)

— (2
wT+1 € Elast

=P WT) 1€ E_@o ,rej—sample}
Wpyq

rej-sample, v_vggzl, (bW, b(2))] P

+P [@gal € Elye

no-rej-sample, vvg?ll, (bW, b(2))} P {WTQll € E_ o ,no-rej—sample}
T41

= T 1 {U}g«_)i_l € Elast} :[L {ng”) 1 c E (2 }

Wi
— (2 r)/=(2 2 nr)/.—=(2
: {lrej-sample {Wgﬂll} ¢( )(Wg“) ) + ]1n0 -rej-sample {Wgﬂ) 1} ¢( )(W(TL)}
2
(bQ (2) (wT—i-l’wT 7w( ) )dWT)

_ 2 2
= Jpar 1 {W( ) e E} ¢Qb<ﬁ (W’EF 1)0q 2 (w(TJ)r1|wT w® 1)dW( :

= [ 1{%? € B} ¢q, ., (W)aWT = Que (E)

RAT

where the third equality uses the induction hypothesis that v_vg?ll, conditioned on b

and b®_ is distributed as @, - Finally, we integrate with respect to the coupling
T—-1
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generating (b, b®); we get

Pw?eE|= Y P[w?eE|bYb?)PbY b

(b() b(2)
= Y QuoBP Y, b =3 Qua(E)P [b?] = Q(E)
(b() b(2) b(2)
This completes the proof. n

We now show that not only the marginals over the iterates, but the entire state

maintained by the algorithm, which includes the mini-batching indices is transported.

®T
Lemma 29. For any measurable event in (Rd X [n}m> , we have
P[(w®.b?) € £] = Q(E)

T
Proof of Lemma 29. We first decompose the event £ C (Rd X [n]m>® as two events,

E = E, x E5 where E; C R and E, C ([n]m)T We have

P|[(w?,b?) € E| = By P [ € Eib", b@| P [b® € B,
= By Qe (B1) o™ (Bs)
= Ep) Qo (E1) "), (E2)

= Que (B)pET, . (E) = Q(E)

where the second and third equality follows from Lemma 28 and Claim 5, and

the final equality follows from the definition of event £ and probability distribution
Q. O

We now lower bound the probability of accepting at all rejection sampling steps.

Lemma 30. Let “accept” be the event in which all rejection sampling result in accepts

so there is no reflection or recompute. The probability of accept is lower bounded as,

T
P accept] > 1 — \/8_p
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Proof of Lemma 30. We evaluate the probability that all rejection sampling steps

result in accepts. We first do it conditioned on b, b®
P [auccept|b(1)7 b(2)]

— i ]E |:H :H-accept(uj)]
Wp ’“’T+1v{“]}; 1 =1
— 1 1
¢Qb(2)( §+1|w()7 J(—)l)

_ j — (1) —(2)
= E HIP’ u; < z -0 o [Wrw

;W(Tll Jj=1 Pb(vl)( ]+1| i 7w] 1)
J
0 1) ,,, @)y, (1) @ ,,@ 1) (1)
dTHmln{CbP(l j+1|wj )wj—1)a¢Qb(2>(@j+1|wj >7wj—1)}dv_vT
J

:/ 1

T
-1 </ min {gbpb(l)( D 1), ), do (2)(’ﬁ_1|w ), w§?1)}dw§.21>

=1

€|

=

<.

The term

. 1 _(1 1 1 _(1
L mm{@bm( @i wi),wih), dg g (05 ] >>,w§-_>1>} divf'),
J J
=1-TV_w 0 po (B0, Q@)
i’ ’ J J
where the notation TV,(-,-) denotes the conditional TV between the arguments,

. . NGRS .
conditioned on the subscript. Let v; = % i.e. the number of elements differing

in b;-l) and b;-Q) . Note that if ; = 0, then bg-l) = b; and P(l) = Qb(_z), and hence
j
TV@§1_)1,b<1),b(2>(Pb§.1)’Qbf)) = 0. In the other case, 7, = 1, which corresponds to
the case when the deleted point was used in the j** mini-batch. In this case, the
means of P<1) are Qb(z) at separated by at most @ - this follows as in the proof
of Proposition 1. In particular, fixing previous iterates and wj,)1 and mini-batch
indices b® b® using the fact that gradients are in norm bounded by G, (1)
and ngz) are Gaussians with variance 1?01 and means separated by either QG%

or 0, depending on v;. Combining the two cases, and using TV between Gaussians

STV . b O} > (1— GuYY — (1 G,
formula [DMR18], we have 1 Tvm§jl,b(1),b(2>(Pb§. ), ng_ y) > ( ) ( )

nom
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. —(1 1 —(1 1 1
We thercore gt yemin o, 134012, 02 ). ) i >
J J

(1 — %)W. Plugging this in the conditional probability of accept expression, we get

T G >7j

P [accept|b(1), } H (1 -—

(1 G)Zfﬂj>1 GXjm

am am

We now integrate with respect to b, b®. Note that Y7, 7; is the number of mini-

batches which contain the deleted point. Since in each mini-batch, m points are selected

uniformly randomly from n, Epw p@y; = &, which gives us Eyq) pe ZjT:l v = TT’"
Hence,
GE I GT T
P [accept] > 1 — b().b() 2j—1 i 1Tt 1 Q
om on 8
where the last equality follows from plugging in o = S‘FG as in Proposition 1. O

We are now ready to prove Proposition 2.

Proof of Proposition 2. We need to show that upon deletion and insertion, the proba-
bility distribution of the entire state maintained by the algorithm, which is all iterates
as well as mini-batches indices is transported - this, for one deletion, follows from
Lemma 29 (which is for unprojected iterates), together with the fact that projection
is a deterministic operation. Moreover, as before, the above argument also holds for

insertion and generalizes arbitrary edit requests.

We now proceed to bound the probability to recompute. This follows directly
combining Lemma 30, Proposition 1 and Remark 1. From Remark 1, upon k edits, the
total variation distance is at most k times total variation distance upon 1 edit. Since
the algorithm is p-TV stable (Proposition 1), and the assumption that the number of
samples are between n/2 and 2n, the total variation distance upon k edits is at most

2kp. Hence, using Lemma 30, we have that the probability to recompute is probability

of “reject" is at most k’“ﬁ m
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C.7 Runtime and Space Complexity

In this section, we discuss, in detail, the learning and unlearning runtime of the

algorithms, as well as their space complexity.

C.7.1 Learning Runtime

In this work, we did not aim to carefully optimize the runtime for training/learning
algorithm, as long as the algorithm achieves the rate in Theorem 23. However, we
briefly discuss the runtime of each algorithm, and highlight easy improvements, where

possible. Algorithm 19 requires m7T = pn stochastic gradient computations. On

the other hand, for Algorithm 9, if m < LG%, it requires m1T = m (%) = (pz)2

stochastic gradient computations - setting larger m only hurts the total runtime,

without any advantage. Note that total stochastic gradient descent computations of
(pn)

noisy-m-SGD (i.e. without acceleration, see Section C.8.1) is also Tz; however, the

key advantage of acceleration is that it allows setting larger mini-batch sizes: T° as
opposed to T, which leads to smaller number of iterations: \/% as opposed to %
and hence a smaller probability of recompute. From [WS16], we know that mini-batch
SGD (with or without acceleration) is optimal for smooth convex composite/ERM
optimization in the low accuracy regime: when accuracy a = 2 (ﬁ) In this regime,
an algorithm makes at least €2 (é) calls to a stochastic gradient oracle. It can be

then verified that for our accuracy, our algorithms make the optimal number of oracle

calls.

For Algorithm 9, as discussed, faster algorithms lead to better unlearning times.
It is natural to ask what happens if we additionally introduce variance reduction
techniques on top of acceleration to yield even faster runtimes. In particular, what if
we use Katyusha [AZ17], which has optimal runtime in terms of stochastic gradient

computations. We argue that even though it improves the runtime of the learning
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algorithm, it does not yield improvement for unlearning beyond what we have with
acceleration. From Corollary 5.8 in [AZ17], setting largest allowed m = \/n, we get
that T'm = O (%) — in our case, € = %, which yields T'm = O <\/ﬁ1 /\%) stochastic
gradient computations. Note that this is smaller than that of noisy-m-A-SGD (unless
p is very small), however T = % — same as that of noisy-m-A-SGD, and hence

yields no improvement in unlearning time. However, note that using Katyusha would

give us optimal oracle complexity even in the high accuracy regime.

C.7.2 Unlearning Runtime

We now look at how much compute it takes for Algorithm 20 and 10 to handle the edit
requests. We first give a general result, which holds for any TV-stable algorithm with
the unlearning algorithm being the one which constructs a coupling with acceptance
probability at least 1 — p. We give in-expectation bounds on the number of times

verification fails or a full or partial recompute is triggered.

Proposition 6. For a coupling based unlearning algorithm with acceptance probability
at least 1 — p, for k edit requests, the expected number of times recompute is triggered

is at most 4kp.

Proof of Proposition 6. We first setup some notation. In the general setup, for k edit
requests, let s be the number of times a recompute is triggered. Let {Z;, Zs, ..., Zs}
be a set of random variables, where each Z; denotes how many edit requests the
ith recompute can handle. To elaborate, Z; takes value j, if upon j edit requests, a
recompute is triggered. The Z;’s comprises to the randomness used in the algorithm
like mini-batching indices or Gaussian noise, as well as the randomness used for
rejection sampling. It is important to note that Z!s are not necessarily independent.

In particular, in Algorithm 10, we reuse the Gaussian noise upto the iteration in which

rejection sampling fails, and only use fresh/independent Gaussian noise in the later
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steps. However, note that we have exact unlearning, and the output at each step is
p-TV stable (w.r.t. all the randomness used). Hence, since the above description of
the distribution of Z;’s depend only on the TV stability parameter, it follows that Z/s

are (marginally) identical.

We now use the fact that the unlearning algorithm constructs a coupling with
acceptance probability at least 1 — p to describe the probability distribution of Z;.
We have that upon one edit request, the probability that a recompute is triggered
is at most p. This means that Z; < 2 with probability < p. Using Remark 1, this
generalizes as Z; < j with probability at most (j — 1)p. Note that in our setup,
we observe at most k requests, so Z; taking values larger than £ is not meaningful.
However if kp < 1, it means that probability that Z; takes values smaller than k
is less than 1, and therefore there is a positive probability of Z; being larger than
k. To remedy this, we define another random variable X;’s which takes values in
the set {1,2,...,k}. Furthermore, for any i, P[X; = j] = P[Z; = j] for j < k, but
P[Z; = j| = X2 P[X; = {]. By construction, this ensures that 1 < Z; < k, when we
observe at most k requests.

We want upper bounds on s conditioned on the fact that k requests are addressed
ie. X1+Xs..., X, > k. For this we write s as s := min, {2k > X; + X5..., X, > k}.
The first inequality holds trivially since we ensured that X; < k. It is easy to see that
s is a stopping time with respect to the filtered probability space of the stochastic
process {X;},.y. Furthermore, since X;’s are identical, we can apply Wald’s equation

to get,
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This gives us that E[s] < 4kp. O

Next, we look at the runtimes for Algorithm 20 and Algorithm 10 to handle one
deletion or insertion request. For this, we look at the runtime of verification, i.e.,
deciding if recompute needs to be triggered or not. We show how in the standard algo-
rithmic model of computation (say, word RAM model), using suitable data structures,
this can be done efficiently. Furthermore, as standard in convex optimization, we
can use oracle model of computation [NY83] which counts the number of accesses to
the first-order (gradient) information of the function, and a projection oracle. Let &
denote the compute cost for one gradient access or projection in the standard model of
computation — we assume that both oracles require the same compute. In the rest of
the discussion, we provide runtime as a function of the problem parameters ignoring
all constants. Furthermore, since we assumed that the number of samples at any point
in the stream is between 7 and 2n, we will just work with n samples, and everything

would still be the same, up to constants.

Verification runtime of Algorithm 20. For Algorithm 20, note that for deletion,
for every iteration, we need to check if the used mini-batch b; contained the requested
point. A brute force search takes O(m) time, whereas if we sort when we save the mini-
batch indices b;, we can do a binary search in O(log (m)) time; we can even do constant
time search by storing a dictionary/hash table, giving us an O(T') total time. The

most efficient way however is to store a dictionary of sample to mini-batch iterations
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that the sample was used in. For this, it takes O(1) time lookup for every edit request.
For insertion, similarly, at every iteration, we first sample from a Bernoulli with bias
m/n which takes constant time, giving us O(T') total time. However, equivalently, we
just sample one Bernoulli with bias T'm/n and recompute based on its outcome. This

gives us an O(1) time lookup for every edit request.

Verification runtime of Algorithm 10. For Algorithm 10, we can similarly search
in constant time whether the deleted point was used in any iteration or not. For
every iteration in which the deleted point is in the mini-batch, we need to compute a
gradient at a new point, so as to replace the deleted point. Sampling a point uniformly
from a discrete universe takes linear time (in the size) in the worst case, but with
some pre-processing can be done in logarithmic/constant time. For example, when
saving the mini-batch indices b;, if we save a sorted list of the indices not sampled,
using binary search, we can sample in O(log (n — (m — 1))) time. The more efficient
way is, if we save a probability table, then we can use Alias method to sample in O(1)
time [Wal77]. Hence for such iterations, we query two gradients, and it takes O(d)
compute to add/subtract this gradients. Since the total number of iterations in which

a deleted point was sampled in, in expectation, is TTm, the expected total compute is
Tm(8+d)
U

We now consider the computational cost of rejection sampling. In Algorithm 10, at

Par(q! 021y (Et)
every iteration we check if Unif(0,1) < - D

S o @) Vhete Our(g, o (1) and dgroan ()

are probability densities evaluated at the sampled point &. We thus need to compute
this ratio of probability densities — since these are Gaussian densities, the ratio is just
the following the expression:

1 _llst=&*
¢N(g£,o—2]1) (ft) (V2ro2)d exXp 952

1 2 / 2
=eXp< g —&lI” = llgy — & )
oo (&) Lo (L&l g7 (loe = & = hei = )

(V2ro2)d

It takes O(d) time to do the above computation. Moreover, we only need to
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compute the ratio in iterations where the means differ — these correspond to the
iterations where the deleted point was sampled or the inserted point would have been
sampled. By a direct computation, the expected number of such iterations is TTm This

gives us a computational cost of Tde for rejection sampling, and hence the expected

Tm(B+d)
-

runtime of verification is

We now state bounds on runtime for both unlearning algorithms.

Claim 7. The expected total unlearning runtime of Algorithm 20 for k edit requests is

O (max {k,min {p, 1} k - Training time}).

Proof of Claim 7. The total runtime of Algorithm 20 is the time for verification plus
the runtime for recomputation, whenever a recompute is triggered. The recompu-
tation time is just the training time, and in the model considered, excepted cost
of one recomputation takes O (T'm (& + d)) time, since at every iteration, m gradi-
ents are computed and vectors added. As discussed in Section C.7, the expected
verification time for Algorithm 20 is O(1). From Proposition 4, the unlearning
Algorithm 20 recomputes with probability O(min {p, 1}) for one edit request. There-
fore, using Proposition 6 which bounds the number of recomputes, we have that
the expected total runtime is bounded as kO(1) + 4kmin {p, 1} - O (Tm (& + d)) <
O (max (1,min {p, 1} T'm (& + d)) k). For a sufficiently large p, the unlearning time
of Algorithm 20 is clearly dominated by the training time. In particular, in the

corresponding batch Algorithm 19, we set m = £¢, giving a total runtime of

: 2 o 1 . .
O (max (1, min {p*, 1} n (& + d)) k). Hence for p = Q (W))’ the total runtime in

expectation is at most O(min {p, 1} - k- Training time). In the other case, the expected

total runtime is just O(k). O

Claim 8. The expected total unlearning runtime of Algorithm 10 for k edit requests is

@] (max {kz, min {pﬁ, 1} - k - Training tz'me}).

Proof of Claim 8. As before, the total runtime of Algorithm 20 is the time for ver-
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ification plus the runtime for recomputation, whenever a recompute is triggered.
As discussed in Section C.7, the expected verification time for Algorithm 10 is
O (M). The recomputation in this case may be partial but it also includes
a reflection. The reflection operation with d dimensional vectors takes O(d) com-
pute. Furthermore, we upper bound the partial recomputation time by worst-
case full recomputation time, giving a recomputation time O (T'm (& + d)). From
Lemma 30, we have that the unlearning coupling is not maximal but recomputes
with probability min { oVT, 1}. Finally, by Proposition 6 we have that the expected
total runtime is bounded as kO (T'm (& + d)) + 4k min {p\/T7 1} -0 (W) <
O (max (min {p\/T, 1} : %) EmT (& + d)) In contrast, for Algorithm 10, the runtime
is at most O (max (min { VT, 1} : %) EmT (& + d)) Our lower bounds will show that
we need p = € (%) to get any non-trivial accuracy. Therefore the maximum is always
obtained by min { VT, 1}. Moreover, k is a trivial lower bound on runtime, since we

need to observe all k edit requests. Hence, we get that the total runtime in expectation,

is at most O (max {k, min {p\/T, 1} - k - Training time}). m

C.7.3 Space Complexity

In this work, the objective was not to optimize the memory used, but rather, to
study if the problem can be solved computationally efficiently, no matter how much
(reasonable) memory the algorithm uses. However, we discuss, in this section, that
the space complexities of the proposed algorithms, which we will see, is arguably,
reasonably small. We ignore the space used to store the dataset. In both algorithms,
we save a hash-table of iterations to samples - since we do T iterations with m samples
each, this takes space of O(T'm) words. We also store all the iterates, which are
d-dimensional vectors, so this takes a space of O(dT') words. Finally, we also store
a dictionary of iterations to models, which takes O(T') space. The space complexity

therefore is O(T' (max {m, d}). Plugging in the values of T', we get the following.
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Algorithm 19. Plugging T' < 2* from Proposition 3, we get space complexity =
@) (pn max {1, %}) As remarked in Section C.3, we can improve the space complexity
by not requiring to save all the iterates and yet have the same unlearning runtime. In
the proof of Claim 7, we upper bound the recomputation time by a full re-computation
time - this means that the upper bound on unlearning runtime holds even if the
algorithm does full retraining everytime verification fails. The unlearning Algorithm 20
can thus be modified as follows: for deletion, instead of continue retraining from
iteration ¢t where the deleted point participates, we can just do full retraining, with
fresh randomness for all mini-batches. For insertion, note that when if condition is
met (line 6 in Algorithm 20), we use the iterate w; to compute the gradient on the
inserted point (line 8 in Algorithm 20); however, if we don’t save w;, we can just
compute it on the fly by doing a full retraining with the same old mini-batches. After

w; is computed, we just continue as in Algorithm 20.

With the above modification, we only need to save a hash-table of used samples to
binary values which correspond to whether they were used or not, which takes O(T'm)
words, and a d dimensional model. Hence, the space complexity of Algorithm 20 is

O(Tm + d) words.

Algorithm 9: From Proposition 1, note that if m < O(T?), T'= £%, and there-

fore, dT" = £2. If we use the largest mini-batch size m = O(T?), then T = VT

and hence dT' = d**,/pn. Therefore, the space complexity is O(T max {m,d}) <

O (max {%,dzj’/‘l\/p_n}) words.
C.8 Other Algorithms and Batch Unlearning

To demonstrate the generality of our framework, we give two more algorithms. The
first is noisy-m-SGD which is the same as Algorithm 9 but without acceleration, and

the second is quantized-m-SGD, based on randomized quantization. We note that
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both algorithms have worse theoretical guarantees than Algorithm 9, however the
first establishes our claim that acceleration is beneficial, whereas the second shows
how a previous work of [GGVZ19] for k-means clustering, can, not only be seen as a
special case of our framework, but also extended to general convex risk minimization
problems. Moreover, in the second case, we consider a more general setup of batch
edit requests, and show that our techniques are flexible enough to easily generalize to

the batch variant.

C.8.1 noisy-m-SGD

Algorithm 21 noisy-m-SGD(wy,, to)

Input: Initial model wy,, data points {z1,..., 2.}, T, n,m
1: wyg =0
2: for t =tg,tp+1,...,7 do
3:  Sample mini-batch b; of size m uniformly randomly
4 g = Yjen, VLU wi; 25)
5. Sample 6; ~ N(0,0°1)
6: w1 =P (w—n(g+6))
7
8:

SaVe(bt, 0, wy, gt)
end for
Output: @g = + >/ w,

Proposition 7. Let {(.; z) be an H-smooth G-Lipschitz convez function ¥V z. Algorithm

. o o)1 D _ 8VTG (pn)? h
21, run with to = 1,7 = m1n{2H, (\/%—FU)\/T}; o= and T > o= outputs wg
which is min {1, p}-T'V stable and satisfies E [E(QDS; S) — L(w}; S)} =0 (G/;;/E) .

Proof of Proposition 7. The TV -stability guarantee of p = MTTG follows exactly as
in the proof of Proposition 1. We now proceed to the accuracy guarantee, which
follows simply by guarantee of SGD on smooth convex functions. We have already
shown in Proposition 1 that the gradients are unbiased and its variance bounded by

2 2
267 4 Lfn + o2d.

m
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Therefore, using Theorem 4.1 in [AZ18] with step-size n < ﬁ, we have

~ ~ D2 2 2 D2
E[L(@;5) - L(w"; )] = O <znv2 n nT> —0 (277 (G N 02d> N nT)

Let G2 = % + o%d, balancing the trade-off in 7 gives us n = 5%;?. Therefore

setting 17 = min {%, GL\;T} gives us

- - HD*> GD HD? D  oVdD
E [L(@;S) — L(w"; S)] :O< - +?/T> go( - +\7m+ \\;_T )
<0 (HD2 L GD GD\/EZ>
T VTm np
Finally, the condition in the sub-sampling amphﬁcatlon © < 1.256 again becomes
T > (. =

We now show that Algorithm 21 achieves the same upper bound on excess empirical

risk as Algorithm 9.

Corollary 8. Let ((.;z) be an H-smooth G-Lipschitz convex function ¥ z. Al-
gorithm 21, run with m > min{f‘é,i ((pg%\/gyﬂ}; n = min{Q}f’(\Gﬁfa)\/T}’
o= S‘gG, and T = max { (1;2[2, Ig\)}"} outputs wg which is p-TV stable anz satisfies
E |L(s; S) — L(w}; S)| = O (S2Y4),

Proof of Corollary 8. We start with the result in Proposition 7. Note that as long as

W = (HDQ) — m=20 (%GDQ), the second term is larger than the first. We

balance the two trade-offs in T'. Optimizing the trade-off between second and third

GD_ _ GDVd (pn)?.
term gives us T T o T ="

and optimizing the second trade-off gives

HD\;g’ ") Hence setting 7' = max (%, %) yields an

(“5):

2
HS@:Q = T =
pn T

expected excess empirical risk of O

We now look at the condition T > ggfg; given in Proposition 7, with T set

2 2 2 2
(f:c)l ,%{g’m)). We therefore require % > g’éim)g = m > 1%,

as T = maX(

1/2
as well as Hg\(/%") > %‘rzz = m > i (W) - this recovers the condition
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1/2
m > min{ i <W> } in the Proposition statement. Hence, combining all

d
167 4

1/2
the above arguments, we get that for any m > min {f‘é,}l <W£IGD\/3> } , setting

GD\/&)_ ]

T = max { (pn)®  HD(pn) }, yields an expected excess empirical risk of O ( o

md ' GVd

Algorithm 22 Unlearning for noisy-m-SGD

Input: Delete point with index j or insert z (with index n 4 1) for noisy-m-SGD
1: fort=1,2...,T do

2:  Load(6y,wy, by, g1))

3:  if deletion and j € b; then

4: Sample ¢ ~ Uniform([n]\b;)

5: 9t = gt — 1 (Vl(wy; 2;) — Ve(wy; 2))
6: Save(g;, b\ {7} U {i})

7. else if insertion and Bernoulli(nﬂ“) then
8: Sample i ~ Uniform(b;)

9: 9i = 9t — o (VE(w; ;) — Vi(wy; 2))
10: Save(g;, b\ {i} U {n+1})

11:  else

12: continue

13:  end if

14: & =g+
¢N(g£,g2ﬂ)(§t)

15:  if Uniform(0,1) > 7 @) then
N (g¢,02D) St
16: &, = reflect(&, g7, 9¢)
17: Wiy = Wy — N&;
18: Save(&;)
19: noisy-m-SGD(wiyq1,t + 1) // Continue retraining, on current dataset
20: break
21:  end if
22: end for

Remark 4. The choice of T in Proposition 1 yields that the largest mini-batch size

that can be set, without hurting runtime, is m = \/%T}?D' Furthermore, the condition
1/2 2
mZmin{&,iC”ﬁ%ﬂ) } becomes T > (\/ng) )

We now state and prove the main theorem for this section.

Theorem 44. Let ((-;z) be an H-smooth G-Lipschitz convez function ¥ z. For any
% < p < 1, using Algorithm 21 as the learning algorithm and Algorithm 22 as its

unlearning algorithms, then given a stream of edit requests,
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1. Satisfies exact unlearning at every point in the stream.

2/3
H1/2D2\/E> / S

2. At time i in the stream of edit requests, outputs wgi, such that if ( D)

GD

=, then its with excess empirical risk bounded as,

H1/2D2\/C_l> 2/3)

E [L(@g:; S") — L(wgi; )| = O (( G(pn)

3. For k edit requests, the expected total wunlearning runtime is

O(max {pk - Training time, k})

Proof of Theorem /4. We proceed as in the proof of Theorem 22. For any 0 < p < 1,
from Proposition 7, the output wg is p-TV stable, and the excess empirical risk using

Algorithm 21 on a dataset S on n points, is bounded as,

- - HD?> GD GDVd
E[L(wS,S)—L(wS,S)]_()( - +\/m+ iy )

It can be easily verified that Proposition 2 and Proposition 2 still holds for
noisy-m-SGD, which gives us that the algorithm satisfies exact unlearning at every
time in the stream, proving the first part of the claim, Moreover, its recompute
probability bounded by O(pkv/T) and therefore the unlearning runtime bounded
by O(max {k,ﬁkﬁ - Training time}. Substituting p = %, and using the largest

G

2
mini-batch size m = (ﬁ) T, the upper bound on excess empirical risk becomes

HD? | GDVAVT iz HD® _ HD? _ (HD(pn)\?/3
AR . Optimizing the trade-off, we have "5 = 7 <= T—( G\/E) ,

2/3
and the excess empirical risk bound upper bound is % = (%) . Note that

this also proves the third part of the claim. Furthermore, as in the proof of Theorem 22,

2/3
it can be verified that the condition T" > Yggz is equivalent to (%) < %,

which just means that the excess empirical risk of noisy-m-SGD is at most that of
sub-sample-GD. Finally, the upper bound holds for any point in the stream using the
assumption that the number of samples are between 7 and 2n, thereby establishing

the second claim. ]
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C.8.2 quantized-m-SGD

The work of [GGVZ19] considers unlearning in k-means clustering. The key algorithmic
technique is randomized quantization of vectors to a 7-lattice. The intuition is that
if the vector is an average of n data points which are bounded in norm, then upon
changing one data point, the vectors O (%) close. Therefore, if the lattice is sufficiently
coarse, then it would ensure that both are mapped up the same point in the lattice.
However, if we consider deterministic quantization, then there exists points such that
for any € > 0, shifting the point by € changes the quantized point. Therefore, we first

shift the lattice by a uniformly random phase, which ensures that such a situation

occurs with a small probability.

In their application of k-means clustering, this vector is a cluster centroid, which
is an average of the data points in the cluster. We apply this idea to convex risk mini-
mization problems, wherein we quantize average gradients, which by the Lipshcitzness
assumption are bounded in norm.

We now introduce the quantization operation formally. Given a vector x, let

d
0 ~ Unif [—%, —%} , consider the quantization given by:

Qo(x) =T <9 + argmin (x — 7(0 + J)))
jezd
We now state a result about the quantization operation.

Lemma 31. Let Bs(u) denote the Euclidean call of radius § centered at u. The

following holds for the quantization operation,
1. For any x, E[Qy(x)] = x and E[||x — E[x]||]* < 72d
2. For any vector u, P[3v € B;(u) : Qo(u) # Qp(v)] < 22

d
Proof of Lemma 31. Note that for a given x, Qy(x) ~ Unif {X — 5, X+ g] , hence

d
E[Q¢(w)] = w. Furthermore, since w — E[w] ~ Unif {—g,g}, we have
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E[||lw —E[w]||]* = dE (w, — E [w])* = %. The second part of the claim is Lemma

C.2 in [GGVZ19). 0

To see why [GGVZ19] is a special case of our framework, note that the total varia-
tion distance between two random variables is at most the probability of disagreement
under any coupling. [GGVZ19] uses the same quantization randomness (used for
training) for verifying after the edit request - this corresponds to a trivial coupling
between the quantization randomness, hence the total variation distance between the
outputs is bounded by the upper bound on the probability that the quantized points
change (see Lemma 31). This establishes that it is a TV stable method. Finally, as
said before, using the same quantization randomness corresponds to a trivial coupling,
but can be shown to be maximal since the probability distribution is uniform around
the to-be-quantized point. Therefore, we have that [GGVZ19] uses a maximal coupling

based unlearning method.

Batch unlearning. We consider a batch unlearning setup, wherein instead of
observing an insertion or deletion request, we observe a batch edit request with
insertions and deletions. We demonstrate that our general approach of coupling mini-
batch indices is flexible enough to handle this variant naturally. The batch unlearning
ideas and results extend to other algorithms: noisy-m-A-SGD, noisy-m-SGD and
subsample-GD. We also note that the computational benefit of batch unlearning as
opposed to handling edits one by one is only a constant factor, which at best is two.

We now discuss how we extend the randomized quantization idea to convex risk
minimization. In our learning algorithm quantized-m-SGD, at each iteration, we draw
a mini-batch of m samples, uniformly randomly from n samples, use it to compute
the gradient on the previous iterate , quantize using a randomly sampled phase, and

update. Algorithm 24 implements the above procedure.

We first prove a lemma which bounds the total variation distance between outputs
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Algorithm 23 quantized-m-SGD

Input: Initial model wy, data points {z1,...,2,},7,7n
1: fort=1,2...,T do
2:  Sample mini-batch b; of size m uniformly randomly

Sample 6; ~ Unif [—1 l}d

3 212
& g = % Yjer, VE(wy; z5)
5 Wi = wy — NQ, (g1)
6.

7

Save (6, wy, by, g1)
end for

Output: wg = T%rl ST

j=1 Wj

generated by quantized-m-SGD on arbitrarily differing datasets - these can be thought

of as arising after a batch edit request.

Lemma 32. Let S and S’ be two datasets of n and n + ko points respectively, such
that S has ky points which differ from S" i.e. |S\S'| = ki, therefore S and S’ differ by
k1 + ko points. Let {wj}jT:l and {w; };1 be iterates of quantized-m-SGD on datasets
S and S’ respectively. The total variation distance between distribution of average
iterates wg and Wg 1s bounded as,

AGTd(k; + k)

nrt

TV(wg, wg) <

Proof of Lemma 32. Without loss of generality, we enumerate S and S’ into subsets
as follows: let S; and S7 be the first n — k; elements of S and S” which are the same.
Let Sy and S5 be the next ky differing elements in S and S’ respectively. Finally, let

S be the last ko elements of S'.

We look at iteration t of quantized-m-SGD and fix the previous model w; = w; = w.
We will now compute the conditional total variation distance between w1, and wy ;.
Note that since the only randomness is in the sub-sampling and quantization, we can
compute the total variation distance between sub-sampled quantized gradients on
fixed w for both datasets, and this will lower bound total variation distance between
the iterates w;4; and w;, ; by data processing inequality. Let b™ and b be a uniform

sample of m points from datasets S and S’ respectively. For a fixed w, let the gradient
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on S indexed by b be denoted as g;) (w) = = 30 VO(w; z§), and similarly for 5.
Let P and Q denote the probability distribution of g5y, (w) and gbs(;)(w) respectively.

We have the following claim, which we will prove via mathematical induction on ks:

for any measurable set R, for any ky, |P(R) — Q(R)| < 6% 4 k2 | (fﬁf‘;T.

Base case 1: k; =0. Firstly note that both ) ~ Unif([n],m) and b® ~
Unif([n], m), and consider the trivial coupling b") = b = b, where b ~ Unif([n], m),
be a uniform sample of m points from [n]. We now use the fact that total variation

distance is at most the probability of disagreement for any coupling. This gives us

that

V(Qo(gyn (), Qa(ghi (w)) < P [Qe(gf(w)) # Qolgy (w))}

We will focus on upper bounding the right hand side. The proof follows by using the
quantization guarantee (Claim 31) combined amplification from subsampling. Without
loss of generality, assume that the first &; samples in S and S’ are the ones that differ.
Fix the random (uniform) sample b of indices - suppose for this fixed value of b, exactly
j differing data points are sampled. From G Lipschitzness, and that we have exactly

j differing data points,

— gb H 2Gj . Hence, applying Claim 31, we have

that

4G dj

T™m

P {Qg(ggg(w)) =+ Qg(g;f/ (w))’b producing j differing samples| <

We will now integrate with respect to the randomness in b - for this, we need to

calculate the probability that a sample of b (uniform m out of n) produces exactly j

(D0

differing data points, call it p(j). By direct computation, we have that p(j) =
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Hence we have,
P [Qo(g5 (w)) # Qolgy (w))]

k1
=> p(j)P |:Q9(ng(ZU)) =+ Qo(gy (w))‘ b produces j differing samples
=0

- ’“zl (5)(55) 4Gdj _ mhy 4Gd _ 4Gk,

™ n Ttm ™
()
where the second last equality is a consequence of Vandermonde’s identity, as we

k n—=k -
show below. We need to show that Z?LO G021 = mTkl — Z?LO (k]l) (n kl)j =

n

m(n) kl(” 1) This holds because,

o T T o
So\J)\m—J I \J—1)\m—] S\J—1)\m—j
ki—1
L ]{?1 —1 n — ]{71 n—1
§)< j )((m—l)—j) 1<m—1>
where in the second last equality, we re-indexed the sum which removes the first

element, but it was zero anyway, and the last equality follows from Vandermonde’s

identity:.

Base case 2: ky =1:. In this case, S’ has one more element that S’ - let this
point be denoted as ¢. In this case, the probability distribution using S’ has the form
Q= (1 — nﬂﬂ) Q1+ ;17 Q2, where @ is the probability distribution conditioned on
the event that ¢ is sub-sampled, and ()5 is the probability distribution conditioned on

the complementary event. For any measurable set R, we have,

P(R) -~ Q(R) = (1~

Note that ()1, Q)2 and P are all probability distributions over n elements. Furthermore,

m

——Q2(R) — P(R

) Qu(B) + = Qa(R) — P(R)
P and @), are probability distributions over k; differing elements, therefore we can

use base case ky = 0 to get that |P(R) — Q1(R)| < € := 241 We therefore get,

P(R) - Q)| < |(1-
_ ‘ m
Cn+1

) QuB) + T Qa(B) — QuR) + e
(@)~ Qi(R)) +
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Finally note that @)1 and () are probability distributions over n such that upon
sub-sampling m elements, there is exactly one differing element, therefore we get,

|Q2(R) — Q1(R)| < 44 We therefore have that

IP(R) — Q(R)| < m 4Gd+4Gko1: 4Gd +4Gdk’1

n+1mr nr (n+ 1)1 nr

Induction Hypothesis. Suppose the following holds for ky < k: for any measurable

set R, |P(R) - Q(R)| < % + Z]E:l (ffj%f

Induction Step: ky = k+ 1. Let the last element of S’ be g. As in the base case,

we decompose the distribution () into a mixture of two components based on whether

)Q1+

probability distribution which does not use the last element of S’. Therefore we can

Q2. Note that @) is a

q is sampled or not. We have @) = (

+k+1 n+k+1

use Induction hypothesis which gives us that |Q1(R) — P(R)| < ¢4 4 Z] . (ff]d)T.

We therefore get,

m m
P - @l = P - (1- Y aum - aun)
m 4Gdk1 k4Gd
< m(@ 1(R) — Q2(R)) + Z it )7
m  4Gd 4Gdk1 ko4Gd
= n+%+1mr +]z::1 (n+ 7)1

4Gdk1 k1 4Gd

I

where in the last inequality, as in the base case, we used that fact that distributions
()1 and (), differ because in one we subsample the last element where as in the other

we don’t, so from Claim 31, for two data sets of size m differing in one element, the

failure probability is %. This completes the induction argument. We bound the

4Gd 4Gdko

P gy S which gives us that the whole term is bounded by

sum simply as Y%

4Gd(k’1 -‘rk’Q)

nt
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The above, by an application of data processing inequality, shows that the condi-

W . Note that the upper

tional TV distance between w1, and wj, is at most
bound holds uniformly over all conditioning events. Moreover, from the maximal
coupling characterization of TV distance, we have that for any coupling of w;,; and
wy, 1, the conditional probability of disagreement is at most W. Consider the
coupling which just concatenates all these couplings, then an application of union
bound over the T iterates, the joint probability of disagreement under this coupling

is at most T which gives us our upper bound on TV distance between joint

4Gd(k1+k2)
iterates. Finally, by data processing inequality, the same upper bound holds for the

average iterates which finishes the proof. m

We now establish the guarantees on the learning Algorithm 23. To handle batch
edit request, we extend the notion of exact unlearning with one edit request to batch
request: we term it exact batch unlearning. We similarly also extend p-TV-stability
to (ki, ks, p)-TV stability, which is p-TV stability under arbitrary k; deletions and

k1 + ko insertions, as well as kq insertions and k; + ko deletions.

Proposition 8. Let ((.;z) be an H-smooth G-Lipschitz convexr function ¥V z.

Algorithm 21 th n = min{ 7, —2 —— = 4GdT d T =

gorunm <l, Tun with 7 mm{w’ (%*Tﬁ)ﬁ o7 o A1

max {d3(/§%, (HGZE)‘/’Z))WS} outputs wg which is (kyi, ks, (k1 + ko)p)-TV stable and
~ ~ 23/2\ 2/3

satisfies E [L(IDS; S) — L(wg; S)} =0 ((W) / )

Proof of Proposition 8. The (k1, ko, (k1 + ka)p)-TV stability guarantee follows from

Lemma 32 by taking a supremeum over all datasets S and S’ of sizes n and n + ko

AGTd(ky+ks)
nr o

(or n — ko) to get that that TV stability is uniformly upper bound by
(k1 + ko)p, where the equality follows upon setting 7 = 4?%. For the excess empirical
risk bound, we use the guarantee on excess empirical risk of SGD on smooth convex

functions (for example, Theorem 4.1 from [AZ18]), combined with the fact in Lemma 31
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that quantization produces unbiased estimates of the gradient with bounded variance

V< % + 72d = 27%2 + 166;‘1)? Therefore, choosing step size 7 <

2H’ we get

~, ~ D? 2G? 16G?*d*T? D?
= [Rsss) Bl ) <0 (204 ) =0 (20 (7 + M) < )

Define G2 = 2 (E + M) and set n = min{ which makes the

m (on)?

1
B GO )
upper bound
I 7 D? HD?> GD
N . B ) B
E [L(as) - L(w}: )] =0 <2nv " nT) 0 ( i ﬁ)

(HD2 N GD N GDd3/2\/T>

r  VIm (pn)

Balancing the trade-off between the las two terms gives us 7' = /2 \F Slmllarly,

HD(pn)
Gd3/2

balancing the trade-off between the first and last term gives us T = ( . Hence

. HD
setting T' = max { d;/;%, ( e dgf;;‘

2/3
)> / } gives us that the expected excess empirical

2/3
risk is bounded by (M) / and completes the proof. O

pn
Remark 5. We see that the TV stability parameter above is (k1 + ko)p as opposed to
(k1 + 2k2)p which is what we would obtain with p-TV stability for one edit request and

using the triangle inequality of TV distance (see Remark 1).

Remark 6. The largest mini-batch size, without hurting runtime, is m = (i) T =

HD
2(om 2/3 ) ) o
((Hcpgigdﬁ%) , which gives us T' = (fg;g%)) ‘

We now proceed to unlearning. The unlearning algorithm (Algorithm 24) upon
observing an edit request comprising of both insertions and deletions, first couples
the mini-batch indices (described formally in the next paragraph), and computes the
gradient on the new mini-batch It then uses the same quantization randomness as
in training, and checks if the quantized point changes. If it does, in any iteration,
then it calls recompute. The use of the same quantization randomness corresponds
to a trivial coupling between the quantization randomness. We explain the coupling

procedure in detail below.
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Batch coupling. We setup some notation. Consider the training dataset S and
dataset realized after the batch edit request S’. Given a vector w, let Qq, (g; (w))
denote the quantized gradient vector where 6, is the quantization randomness and
by is the mini-batching randomness on dataset S’. Similarly, Qq, (g (w)) denotes the
quantized vector with 6, as the quantization randomness and by as the mini-batching
randomness on dataset S’. We couple 6; and 0y by considering the trivial coupling
01 = 05 i.e. the joint probability measure is defined only on the diagonal of the product
measure. To couple the mini-batch indices, we consider two cases: if the training
dataset S has less more or more points than S’. For simplicity, Algorithm 24 is the

pseudo-code corresponding only to the first case.

In the first case, suppose S has n points and S’ has n + ks points, realized after ky
deletions and ki + ks insertions. Without loss of generality, order the two datasets
as follows: the first n — ky points in S and S are the same, call these S; = S}, next
we have the last k; points of S, and arbitrary k; points of S” - call these S, and 59,
and moreover let the mapping of indices from Sy — S} by denoted by ¢. Finally
we have the rest of ko points of ', call this S5. In the following discussion, and
in Algorithm 24, when we consider elements of these sets, we mean their indices.
As before, let i, ., and fiy 4k, m denote the probability measures correspondingly to
sampling m elements uniformly from a discrete universe of size n (i.e. S) and n + ko
(i.e. S’) respectively. These sub-sampling measures are coupled in the following way
in Algorithm 24. We first sample b ~ p,, ,, (during training). Let bél) be the mo
indices in Sy: replace these by the corresponding indices in S5 i.e. ¢(b™) N S,). Next,
sample b ~ [y, m: let bs be the my indices which are in S}. We now resample
bﬁ” ~ Unif(b®"), m3) - these are indices used in training, which are now to be replaced.
Define b = (b(l)\ {b(l) N Sg} u {L(b(l) N Sz)}) \b!® U {85 N b}. Let the distribution
of b?) produced in the above way be denoted as (et We now show that (bW, 62)) is

indeed a coupling of ft, mm, and [tk m-
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Claim 9. With the construction described above, we have that b)) ~ tnm G
b ~ MZC,% = HKn+ka,m-

Proof of Claim 9. b ~ n,m follows trivially by construction. For the other part, for
any set E of m indices arising from the coupling construction, let E; be the set of
m — mg points from S U S) and Es be the set of ms points from S5. Since these mg

points of Fs need to be selected when sampling b, the probability of sampling these

(m—nm?,)

points is IGOR where the numerator denotes the number of ways to sample from

S’\:S%. For the points in E;, these come from b and replacement using S} (which is a
(n—(m—mg))

G

denotes the number of ways to sample rest of elements not in £; when sampling b(1).

deterministic operation). Hence, probability of F is , where the numerator

Finally, we need to consider the re-sampling step i.e sampling ng) - note that the draw

of Fy and F, fixes the set produced by this re-sampling, and thus its probability is

1

()

. This gives us

O I ) I
J08 ;)FL(E) = n+k23 ’ n3 " (m
() I ) B Oy

1 nl(n — (m —ms))!m!(n — m)msl(m — mg)!

B ("jn’%) " (m —m3)!(n — (m — mg))lms!(n — m)Inlm!
1

W

= :un-i-kQ,m(E)'

This finishes the proof. O

In the second case, S has more samples than S’ - let number of samples in S
be n, and in S’” be n — ky and there k; samples in S’ not in S. As before we order
the sets as: let S; = S| be the n — ks — k; samples which are the same in both §
and S’. Let Sy be the next k; samples in S, which correspond to S5, the rest of
ki samples in S’ - the mapping from Sy to S} being ¢. Finally let S5 be the rest

of ky samples in S. We first sample b ~ fnm (during training). Let bgl) be the
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my indices in Sy: replace these by the corresponding indices in S} i.e. (b N Sy).
Let bgl) denote the sub-sampled indices which are in the last ks indices of S, and let
ms = ’bgl)‘. We re-sample ms indices as b = Unif((S"\¢(b™) N S5)\b™M), m3). Finally,
define b® = (b0\ {6 N S5} U {u(b® N Sy)}) \B§” Ub. Let the distribution of b®)
produced in the above way be denoted as p%. We now show that (b, 5®) is indeed

a coupling of (i, ,, and fin—jy m-

Claim 10. With the construction described above, we have that b ~ n,m and

b~ = Lk

Proof of Claim 10. b ~ [tn.m follows trivially by construction. For the other part,
let E be a set of m indices from [n — ks]. Note that any number of points in £ can
arise due to re-sampling (i.e. when sampling b'), hence we need to consider all such

possibilities - let m3 be the number of indices in £ produced via re-sampling. Fixing

1
n—kg—(m—msg)
m3

one of (WTS) combinations, the probability that it was re-sampled is ( ik From
the rule of sum, the probability that any mgs sized set was produced via re-sampling is

(nkg("gf;l)m. For each such set, it could arise from any of mg points from ko, which
m3

gives us ( T]ffs) possibilities. The probability of choosing any such set, when sampling

k2
bW s ((”213)) We now combine these and apply the rule of sum on different choices of

mg, from 0 to m. We get,

T o B

o () (3)

1 m m'(n — k‘g — m)'mg' k’z
”) mazo Mal(m —mg)l(n — ka —m + mg)! (mg,)
)

§ mlln =y —m)! (n — ks)! <k2>

a0 (n — ko)! (m —mgz)l(n — Ky — (m —mg3))! \'mg

G E GG =T )=
n Z = " : = = HUn—kom
(m) ma=0 m — ms ms (m) m m
where the third last equality follows from Vandermonde’s identity. O
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Algorithm 24 Batch unlearning for quantized-m-SGD

Input: Edit request produces dataset S’ of n+ ko points, with k; deletions and ky + ks
insertions; let Sy, Sy and S7, S, and S} be partitions of S and S’ respectively, as
defined in “Batch coupling"

1: fort=1,2...,T do

Load (0, wy, by, g;)

b ~ Unif(S’, m)

ms = ’{l’ € Sg ﬂb}]

b2 ~ Unif(b,, ms)

6: gi=g——=| X Vlws;z)+ X Vl(w;z)

JEbLNS, jEL(btﬂSQ)
— ¥ Vilwgz)+ X Vﬁ(wt;zj)>
ij?) J€S3Nb
B = (b\ {b: N Sa} U {e(by N S) N\ U {5 N b}
8:  Save(q], bgz))
9: if Qp, (9:) # Qo (9;) then

10: quantized-m-SGD // Recompute on current dataset
11: break

12 end if

13: end for

We now state the main result about unlearning.

Proposition 9. (Algorithm 23, Algorithm 24) satisfies exact batch unlearning. More-
over, for k batch edit requests, where the i request comprises of ki deletions and
ki + K& insertions, or ki insertions and ki + ki deletions, Algorithm 24 recomputes

with probability at most 2% (k% + k)p.

Proof of Proposition 9. We consider one batch edit request of k; deletions and ki + ko
insertions (case 1) and k; insertions and ki + ko deletions (case 2). We have that
applications of Claims 9 and 9 give us that mini-batches are transported, for cases
1 and 2 respectively. Moreover, since we consider a trivial coupling of quantization
randomness, we can consider it part of the (randomized) algorithmic map. Therefore,
as in the proof of Proposition 4, transportation of mini-batches suffices to give us that

Algorithm 24 satisfies exact unlearning. Repeated application of the above generalizes
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it to arbitrary k edits. We now proceed to bound the probability of recompute directly
for a batch edit request. For a fixed model w, and a fixed iteration, we fix the
mini-batches (b, b?) such that b1 and b differ by j indices. From Lemma 31, we

have

Py 5 b)) [Qe(gzin(w)) # Qo(gyls ()|, : ) 4@ differ in j indices
_ 4Gdj

omT

We now integrate over the conditioning event. To do this, we need to compute the
probability of the event that sampling (b™), b)) generates j differing indices - denote
this as p(j).

Since we have two case for coupling constructions, we consider each one by one.
We first look at the second case: from construction of the coupling, it is easy to verify
that j differing indices can be produced when, for any i, b") samples i elements from
the ky differing items and j — ¢ indices from the last ks indices, for any ¢ from 0 to j.

Hence, by direct computation, we have

() () oy ) () (k)
=S s () -

where the last equality follows from Vandermonde’s identity. Plugging this in the

following, we have,

Pe,(b<1),b<2)) [Qe(gfh)(w)) # Qe(gf(lm (w))}
k1+ko

= Z P(J) P, b)) [Qe(gbsu)(w)) # Qo(gy, (w))[pM, b differ in j indices}

K14k (n—(k1 +k2)
J

>
=0 (m

nrt ?

(") aGdj  m(ky + ky) AGd

mT n mT

IN

N—— | —

IA
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where the second equality is a consequence of Vandermonde’s identity proved in

4GdT
.

Lemma 32 (Base case ko = 0) and the last inequality follows by plugging in 7 =
We now look at the first case (when S is smaller than S”), which is slightly more

involved. Let i; denote the number of indices in b N Sy, and let i, be the number of

indices in b® U S4. Furthermore, since we resample i indices from bW let i3 be the

number of indices from S; which are re-sampled. It can be verified that if b)) and b®

differ in j indices, then we need to have i; + i3 = j. This is because it can happen

that both i(? is large, but upon re-sampling, it chooses elements from k;, which does

not increase the number of different indices between b and b® Also, note that by

construction i3 < is < j. Hence the probability p(j), by direct computation is,

I (AR RS

i1 in,i3=0,i1 +ig=j,i3 iz <j (:1) (n+k2) (Z)

&3 BED (68 L

e I ¢ B G R

where in the second equality, we substituted i3 = j — i;. We now claim that p(j) =

() (27*)

(77) , which we will argue via a double counting argument. Note that it suffices

to show that 32/ o7 . . (u) (Zﬁ%) ' (Z) (miiz) (2_((;’11_)1)) - (7;—5; ) (kl—J"'_b) ( ) Con-

i2

sider set A of n+ ko elements, composed of A; of n—ky, Ay of k1 and A3 of ky elements,

and a B of n elements, composed of By of n — k; and By of k; elements. Note that the

n—’ﬂ) (k’l +ko
m—j J

expression ( )(Z) is the size of number of combinations of 2m elements, m
each from A and B such that the number of elements from A, U A3 is j. We will show
that the other expression also counts this set, via basic combinatorial rules. For this,
consider combinations of m elements from B Az and such that we have iy elements
from Az and the rest m — i5 from B. Also, consider combinations of m elements from
A1 U Ay which consists of 7; elements from A, the rest from A;. We now modify these

as follows, out of m elements from A, select 75 elements and replace thse from elements

from As - not that if it turns out that out of 75 selected, 7 — iy are from Ay, then the
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number of elements from Ay U Az after replacement becomes exactly j. However, also
note that for each such combination arising, there are (Z’;) combinations of samples
from A; and A,, which give the same final combination after replacement. Hence, we
need to apply the rule of division, so as not to repeatedly count the same combination.

Finally, using the rule of sum to consider all possible values of i; and i, retrieves

the expression o Sy, () (212) () () et = (3) (+252) () ama

2

completes the argument.

We again plug in the above in the following expression to get,

Py o0 ) [Qe(gﬁn(w)) # Qo(ghe ("w))]
k1+k2

= Z P()Pa, b 52y | QoG (w)) # Qolgy, (w))[b™M, b differ in j indices|

bk () (M5) 4Gd) (ks + k) 4G4

= jZO (”Tn"f?) mT n mT
_ AGd(ky + ko)

nrt

where the second equality is again a consequence of Vandermonde’s identity as in
Lemma 32, and the last inequality follows by plugging in 7 = 42’%. Finally, we
condition on the iterates till iteration ¢, which gives us the conditional probability of

t W. Taking a union bound over all

the iterates differing at iteration ¢ is at mos
T iterations gives us that probability is at most (k; + ko)p. Finally, we extend it to k
edit request, by using the fact, by assumption than the number of data points at any

point in the stream is between 3 and 2n. This, with the result for one edit request,

directly give us the probability to recompute is at most 2 3% | (ki + ki)p. 0

We now state and prove the main result.

Theorem 45. Let ((-;z) be an H-smooth G-Lipschitz convex function ¥ z. For any
% < p < o0, using Algorithm 23 as the learning algorithm and Algorithm 2/ as its

unlearning algorithm, then given a stream of batch edit requests,
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1. Satisfies exact batch unlearning at every point in the stream.

2. At time i in the stream of edit requests, outputs Wg:, such that its excess empirical

risk bounded as,

/3
R o | VHGD?d/?\”
E |L(wgi; S') — L(ws:; S| =0 | | ——— )
[£05:.5°) — D ) (( i
3. For k batch edit requests, where the i™ request comprises of k% deletions and

ki + kb insertions, or ki insertions and ki + kb deletions, the expected total

unlearning runtime is O(max {min {p, 1} 8 (K} + KY) - Training time, k})

Proof of Theorem 45. The first and the second claims follow from Proposition 9 and
Proposition 8 respectively combined with the assumption that the number of samples
at every point in the stream is between 7 and 2n. Finally, as in the the proof Claim 8
for runtime noisy-m-A-SGD, we can use the same data-structures together with the
fact the quantization operation takes O(d) time, to get that the claimed runtime.

These together finish the proof of Theorem 45. ]

C.9 Lower Bounds on Excess Empirical Risk

Give a convex function f(+, z), we consider empirical risk minimization on a dataset
of n points. We assume f(-, z) is 1-Lipschitz for all z, and diam(W) < 1. This is only
for simplification as the bounds scale naturally with these constants, as discussed in
[BST14]. We look at algorithms, which given two datasets S and S’ of size n differing
by one point, disagree only on a set of measure at most an p.

We have from the optimal transport connection that this requirement is equivalent
to the total variation distance being at most p. We want to understand then what is

the lower bound on excess empirical risk:

sup PLA(S) #A(S)] <p <= sup TV(A(S), A(S)) <p

A(S,8')=1 A(S,5)=1
—> [ [excess empirical risk] > a(p,n, d)
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We focus on proving the implication. [BST14] gave lower bounds on accuracy
for DP algorithms by providing a reduction to computing mean of the dataset. We
present and give the proof of the reduction, adapted to our context, for completeness.
The reduction is that if we have a TV-stable algorithm for empirical risk minimization
for a particular f with some accuracy, then we have a TV-stable algorithm for mean
computation problem with certain accuracy. We will look at mean computation
problem over datasets with norm of the mean being ©(M), for some given M. Let
u(S) = £ 37, z; denote the mean of dataset S = {21, 22, 2, }.

Let the optimal accuracy of such a mean computation problem be denoted as

follows:

Aa—ii%

i=1

« (n,p,d, M) = E 4

RO min max
A:p-TV-stable S={z;};c[n:l|2:]I<1,

M/2<||u(S)1<2M
Proposition 10. For any p-TV stable algorithm A, there exists a 1-Lipschitz convex
function f, a constraint set VW with diameter(W) <1 and a dataset S of n data point

such that

T . T *, Oé2mean(n7 P, d7 M)
IEﬁLMSLS)—L@Uwﬁ}znﬁx{ T, }

Proof of Proposition 10. We follow the proof in [BST14]. Consider dataset S =

d
{z1,29,...,2n}, zi € {—%, %} - the dataset is therefore constrained to lie in the
unit Euclidean ball. Consider the following function f(w,z) = — (w, z) with the

constraint set W being the unit Euclidean ball. It is easy to see that f(-,z) is

1-Lipschitz for all z. The empirical risk becomes ﬁg(w) = — <w,%2?’:1 zi>, the
Ly

minimum of which over the unit ball is wg = sziilz
n =17

Given an algorithm A for empirical risk minimization, let the reduced mean
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estimate be f(5) = H% > zil| A(S). The accuracy (mean-squared error) of i is,

~ 1 1P
17(S) = u(S)F = Hz AS) - L3
ni3 ni=
1 n lzn 2
— =Szl [As) = =2
B (-]
1 2
= gzzi | A(S) — wi|
=1
1 -
<| -2 2 (Fs(A(S)) - Fs(w"))
=1

where the last inequality follows using the following computation, wherein we use the

||A —wil|* < A(S), wg))

15 .
<A<S), i i >)
n Lei=1~1

T3 -
n

fact all data point are in the unit ball.
Zj
1
1 1 &
< & Z%> - {4052

n

1=

H zzz zzz

2(L(A(S); ) — L(w*; 9)
We therefore get,

L(A(S); S) = L(w*; 8) >

There are two things left to show: a bound on m 17(S) — 11(9)]]* and show
that the reduced algorithm fi(S) is also p-TV stable. We proceed with the latter: note

that i(S) = ||2 2L, 2

n

depends on the dataset,

A(S). However the term H% Sz
and even if, for a neighbouring dataset S’, A(S) and A(S’) are p-close in total variation,
this data dependent scaling can potentially increase the distance. However, if instead we

define 1(S) = MA(S), where M is a constant, then it is indeed p TV stable. Moreover,

for reasonable values of M, the there exists dataset for which H% "zl = O(M).

Finally, note that by definition, ||7i(S) — u(S)||> > a2, (n, p,d, M). Taking a max

mean

over all M gives us the desired statement. O
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C.9.1 Lower Bound for Mean Computation

In this section, we look at the problem of mean computation with TV stability
constraint. Note that to establish lower bounds on excess empirical risk, we need to
look at mean computation over data sets with means between M /2 and 2M, for a
given M. However, we will see the mean computation even over the unit ball has
same accuracy convex ERM. We will therefore establish lower bounds for the general
mean computation problem, but the construction will use datasets with means ©(M)
for certain values of M. Given a dataset S = {z1,xs,...,2,}, where z; € {—ﬁ, %}d
for all 7, the task is to compute the mean u(S) = % > j=1;, while ensuring that the
procedure is p-TV-stable. This task is often considered in the differential privacy
literature, however with the data points being z; € {0, 1}d. The mean computation
task then corresponds to releasing all one-way marginals of the database. Since we
want to consider data points which lie inside the Euclidean ball, we therefore scale
it accordingly. Given an algorithm A(S), the accuracy is defined as mean-squared
error: o? := a2, (n,p,d) =E [||A(S) — M(S)HQ} where the expectation is over the

randomization of the algorithm.

We first describe two algorithms for this problem and give upper bounds.

Subsample-mean. Consider an algorithm which sub-samples a p-fraction of the

dataset and outputs the mean on it.

Claim 11. The Subsample-mean procedure satisfies p-TV-stability and has accuracy
2 1

o® <0 (5):

Proof of Claim 11. The p-TV stability claim follows since TV distance is witnessed

by the event that a differing sample is sub-sampled, which happens with probability

2% = p. The proof of accuracy follows from the proof of Proposition 3, wherein we

computed the gradient on uniformly sub-sampled m out of n points - we showed
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that the mean on sub-sampled points is an unbiased estimate of the average gradient.

Furthermore, since the gradients were bounded as well, the expected accuracy of mean

computation is the same as the variance of gradient computation, which we derived
1 1

tobe O (L) =0(L). O

Noisy-mean. The algorithm computes the mean and adds N(0,021) noise to it

with 02 = #, where C' is an appropriate universal constant.

Claim 12. The Noisy-mean procedure satisfies p-TV-stability and has accuracy o <
d

0 ((pn)Q)

Proof of Claim 12. Since the difference in means of two datasets, in norm, is at most

%, the outputs are two multivariate Gaussians with variance o2 and means separated

by % From [DMRI18], the total variation distance between such Gaussian sis at most

no

daQZO( dQ). O

n2p

0] (i) = p. For the accuracy, we have a? = E [||u(5) + x1 — M(S)HQ} =E {||m||2} =

If the above procedures are optimal, then we expect a lower bound of o? =
Q (min {pin, ﬁ}). Equivalently, for a fixed accuracy o, we expect a sample com-

plexity lower bound of n = €2 (min{ L ﬂ})

pa?? pa
C.9.1.1 Lower Bound I

In this section, we give a ) (aip) lower bound on sample complexity. The key ingredient

is the following result, where the proof is based on a simple reduction argument.
Proposition 11. Suppose there exists a p-TV-stable algorithm such that for any
dataset of n points, it achieves an accuracy of . Then there exists a 0.1-T'V stable

algorithm such the for any dataset of size [100nap|, it achieves a 0.1-accuracy.

Proof of Proposition 11. Let n’ = [100nap]|. Consider a dataset S" of n’ points. We

construct a dataset S of n points by concatenating K = [0.1/p] copies of S’ followed
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by [”‘TK”W copies of a constant sample, all ones (ﬁ, s id) and [”‘TK”W copies of a
1 1
constant sample, all ones (— =, ..., = =).

Consider the algorithm wherein we compute the stable-mean on D’ by A’, defined

as computing the stable-mean on D using A and adjusting:

A(D') = ;n,A(D)

Let S’ be a neighbouring dataset of S’. By construction, note that S and
S differ by K samples. Furthermore, since the algorithm A on D is p-TV sta-
ble, on K-neighbouring datasets, it is Kp = 0.1-TV. This establish the stability

part of claim. The accuracy, by direct computation is E MA’ (D) — u(D’)Hﬂ =

ZE[IAD) - u(D)|] < (0.1 -

Theorem 46. For the d-dimensional mean computation problem over the Fuclidean
ball, there exists a dataset S of n samples with mean ||pu(S)|| = © (pin) such that the
accuracy of any p TV stable algorithm is o > ) (pin)

Proof of Theorem 46. Even for accuracy oy = 0.1 accuracy and py = 0.1 stability, we
need at least one sample. Hence, using Proposition 10, we get that sample complexity
isn > Q (p%)’ which equivalently gives the claimed accuracy lower bound. Note
that for this one-sample dataset S’, ||u(S")|| = 1. Finally, from the reduction in

0.1

Proposition 10, the mean of dataset S becomes [|u(S)|| = [ ], which finishes the

proof. O
C.9.1.2 Lower Bound II

In this section, we will prove the 2 (a%p) lower bound. We first introduce a technical

assumption.

Assumption 3. For any dataset S, we assume that the probability distribution A(S)

is defined over the unit Euclidean ball, is absolutely continuous with respect to the
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uniform measure (in the unit Fuclidean ball) and its probability density function, with

respect to the uniform measure, is bounded by K in absolute value.

As a remark, the above assumption can also be stated with respect to the Lebesgue

measure, but then we would get a scaling of r(zdifé)’ which is the Lebesgue volume of
2

the By(0, 1), to some of our terms. In order to simplify, we therefore use the uniform

measure.

Theorem 47. Letn > 72, < i and % <p< i. Let A be any p-TV-stable algorithm
satisfying Assumption 3 with K < 2%. For large enough dimension d, there exists a
1

dataset S of n points with ||u(S)|| = © <W) such that accuracy is lower bounded as

020 ()

Proof of Theorem 47. We will prove the result by contradiction. Let "Vol" of a set
refer to its volume with respect to the uniform measure on the unit ball. Consider
the following high-dimensional setup. Consider a dataset S (or S°) which mean yu(S)
such that ||u(S)|| = © (\/%) It is easy to construct such datasets by considering
points such that sum of n — [\/%1 points is 0 and the rest of points is the same point
repeated - this uses the assumption that p > % Now consider neighbouring datasets
S%s, i € [n] such that the means of S’s are all - far from that of S, in norm. We also
need that the means of any two datasets ||;(S") — u(S7)|| > o for 4,5 = 0 to n and

i # j. It is easy to see the existence of such datasets, by considering the means of S%’s

in near orthogonal directions to that of S, which is possible when d is large enough.

Suppose the algorithm A has expected error a2 i.e. E[|A(S) — u(9)|]]° < a? with

2<n< a%p. Consider By (,u(S ), ﬁ), the d dimensional Euclidean ball centered at
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w1(S) of radius ﬁ From Markov’s inequality, we have that

2[AS) ¢ Ba (w(S), 77 )| < B[A4) # Ba ((5). 5)]
=P [IA(S) - w8 2 ]

_ E[IAGS) — u(S)III”
- (1/4)

< 402

, where in the first inequality, we used the assumption K < 2. Therefore, we have
P A(S) € By (1(S), i) | > 1 — 402
We now setup some additional notation. Let A; denote the set

By (M(Si), ﬁ) \ (U?:o,#in (M(Sj), ﬁ)) i.e. the region in the ball By(u(S?) which
is not contained in any of the other balls. Let B;; denote the region of intersec-
tion between By (M(Si),ﬁ) and By (,u(Sj),ﬁ) where ¢ # j and i and j go
from 0 to n. Note that set B;; is constituted of two spherical caps. By con-
struction the centers of the intersecting spheres are at least ﬁ apart. To study
the properties of such a set, we define cap as the region in a d dimensional
sphere of radius ﬁ which intersects with another sphere of the same radius
but with centers being apart by 1/2n. From known results [Chu9l], the volume
of cap is asymptotic to Vol (Bd (O,ﬁ)) (1 - (g)) as d — oo where P is
the cumulative distribution function of a standard normal random variable. We
therefore have that limg ., Vol(cap) ~ limg ., Vol (Bd (0, ﬁ)) (1 -0 (%)) =

0. Furthermore, using Assumption 3, we have P[A(S) € cap] < KVol(cap) ~

KVl (Ba 0, b)) (1= @ () < K (hn) (1= 2 () = (1-2 () ws

. —t2/2
d — o0. Since (1) = Pyopo1)[g < 1], we have that 1—®(t) = Pynon)lg > 1] < <4

where the last inequality follows from standard bounds on tails of normal distribution

(See Proposition 2.1.2 in [Ver18]). Therefore, we have P [A(S) € cap] = O <”6_;/;n2).
For constant € > 0, choosing d = Q (4n*In (n/e)) ensures that P[A(S) € cap] < &

for large enough n (to be specified later). Since B;; is made up of two conjoined caps,
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this gives us that for any j = 0 to n and ¢ # j, we have that P[A(S?) € B;;] <

Finally, we look at A;’s by removing the mass of all B;;’s, and using a union bound,

we get that

PA(S) € A] =P [A(Si) € B, ( (5%, K11 /d)] ~P[A(S") € Uy 4By

n ) 1
>1-40”— Y P[A(S) € By| > L —do® —e> o —do?
7=0,j#i
where the last inequality holds for € < % We now evaluate how large n we need for

7d/4n2 €
Vd - Qn\/ln (n/e)

We want the right hand side to be at most 5~ for ¢ < 1/2. Plugging in this worst-case

this regime of e: recall that we set d = Q (4n*In (n/¢)), this gives

value of €, we get the condition In (2n) > 1 which holds for any n > 1.4 and therefore
is valid by our assumption of n.
We now use the fact that Als are disjoint by construction. Therefore the
total measure of A(S) on union of Als is at most 1 ie P[A(S) € UL, A =
" PLA(S) € A;] < 1. Furthermore, since A(S) is p-TV stable, we have that
P[A(S) € A;] > P[A(SY) € A;] — p. Combining this with the previous analysis which
gives a lower bound on P [A(S?) € A;] yields

n (; 4o’ p) < znjp [A(S) € A] —p < zn:IP’[A(S) €A <1 (C.1)

We now proceed in two cases:
Case 1. Suppose 72 < n < %. The latter condition gives us that 4a? < %7
Using Eq. (C.1) gives us n(1/2—4a® —p) <1 <= 4a® > : — 1 —p. Upper bounding

402 by 1 gives us that 2 > 1 —p = n <

g /2 3 < 72 where in the last inequality

we used p < 1/4. This gives us a contradiction.

Case 2. Suppose % < n. We again start with Eq. (C.1) which gives us

n(1/2 -4 —p) <1 < p>1—-1_4a% We want to prove the right hand

side is at least — 2, which would give us that n > . Suppose this is not true i.e.
%—%—MQSW = st o Ly an(1—8a)<2(1+a2) = n<
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2(1+a?)

2(1+41/16) 17
a?(1-8a?)" <

Finally using the fact that a < - glves that n < EA A6 S Ta? which

yields a contradiction.
Hence, we see that with n > 72 samples and accuracy o, we have established that

n> > and so a > —L. O
on

ﬁ

C.10 Excess Population Risk Bounds

In this section, consider the error criterion as the population risk, denoted as L(w; D).
We assume that the edits requests are independent of the dataset, so that the resulting

current dataset is still independently and identically distributed.

C.10.1 Upper Bounds

In this section, we will bound the expected excess population risk by appealing to

connections between algorithmic stability and generalization [BE02].

Theorem 48 (Upper bound). There exists a p TV stable algorithm, such that for
any function f(-,z) which is H-smooth G-Lipschitz convex ¥ z and any dataset S of

n points, it outputs wg which satisfies the following.

GD 1 d
E[L(@s; D) — L(w": D) = O ( +GDm { f}) |
vn Vo' pn
Proof of Theorem /8. We use sub-sample-GD (Algorithm 19) and noisy-m-SGD (Al-
gorithm 21). From Lemma 3.2 in [BFTT19], we have that agaple(n) < % From
Proposition 3, we set 7 = min {ﬁ, GL\?T}’ and T = %. We therefore have the

uniform stability parameter qgpape(n) < QGIZ = G\]/DF)LT/L'B. Using the excess empirical

risk bound from Proposition 3, and the fact that p < 1, the excess population risk is

bounded as,

_GDyp  GD _GD  GD

E[L(@SQD)_L(U)*;D)] = \/— \/— \/— \/—
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For noisy-m-SGD, we need to balance the trade-offs more directly. In Proposition 7,

1

we arrived at that when using n < -,

the expected excess empirical risk is bounded by

nV?* + HD—TQ. Using the uniform stability bound of @, the expected excess population

risk is bounded as,

G2Tny D?
E [L(@s; D) — L(w*; D)] < 242 =

n

G*T D?
V? —
+ ) T

Define G2 = (% - V2), where V? = O (G* + 0%d) = O <G2 + %Tpd). Setting n =

HD*  GD
T VT
O <HD2 N GVTD N GD N GD\/T\/E>
T \/T\/ﬁ VT pn/T
HD? GD GD GDVd
+ + + .
T vn o T pn

Setting T = max {min {\/ﬁ, %} , % min {\/ﬁ, %}}, and combining the two

@)

results finishes the proof. O

C.10.2 Lower Bounds

In this section, we will prove a lower bound on excess population risk for any p-TV
stable algorithm. As before, we will consider the Lipschitz constant G and diameter
D to be both 1, as the bounds scale naturally with these constants. We first define
the following quantity, which denotes the lower bound on expected excess empirical

risk of p-TV-stable algorithm with n points.

a(n,p) =, fof Jup EAL(A(S); S) — L(ws; 5)

Theorem 49. For the problem of stochastic convex optimization, there exists a data
distribution D, such that any p-TV-stable algorithm A incurs expected excess population

risk, bounded as follows

LA(5):D) ~ L)) 2 max (12 (o)

E
S~Dn, A
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Proof of Theorem 49. The ﬁ term follows directly since it is the lower bound for any
algorithm, and so applies to p-TV stable algorithms as well. We now focus on the
second term a(n, p) The proof is based on a standard reduction argument: if there is
p-TV stable algorithm, which with n i.i.d. samples from any distribution, achieves
an expected excess population risk less than a(n,p), then there is an p-TV stable
algorithm which achieves an expected excess empirical risk less than a(n, p) on any
dataset of n samples. Since the latter contradicts the definition of a(n, p), this gives
us that the expected excess population risk is at least or equal to a(n, p). We now
focus on the proof of the reduction. Consider a dataset S of n points. Consider A
as the following algorithm: sample n i.i.d. samples from S, call this set S, and run
some p-TV algorithm A on S. For a fixed S, from TV-stable property of A, for any
neighbouring dataset S” with one point differing, we have that TV(A(S), A(S")) < p.
Furthermore, using the group property of TV-stability, for any dataset S/ , we have
TV(A(S), A(S") < A(S,S")p. Using the maximal coupling characterization of total

variation distance, we have that there exists a coupling 7 of random variables ./I(g )

and A(S") such that TV(A(S), A(S")) = E-1 {j(g) # .Zl(g’)} We now show that
the algorithm A is also TV-stable for dataset S.

Consider dataset S’ of n points which differs from S in the first sample. We
now generate S’ by drawing n i.i.d samples from S’. For this, consider the following
coupling: we draw n i.i.d samples from S, call it S. For every draw of the first sample,
replace it by the first sample of ', call it S’. It is easy to check the S and S’ are
i.i.d. samples from S and S’ respectively. We now proceed to show the A is p-TV
stable. We will use the fact the total variation distance is at most the probability
of disagreement under any coupling. The coupling m we consider is that we first
generate S and S’ using the aforementioned coupling, and then use the coupling 7

which achieves total variation distance for worst-case fixed neighbouring datasets S
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and S’. We have,

TV(A(S), A(S") < E-1{A(S) # A(S)} = E.1 {A(S) # A}

<E.supl {/T(g) + j(gl)} <E.A(S,8)p=p
5.5

where the last equality follows from direct computation of A(S, S"): number of differing
samples, under coupling 7.

We now proceed to the accuracy guarantee. From a straight-forward computation,
the excess population risk, under the sampling of S, is E(.[l(g), S) — E(wg; S) - this
is the excess empirical risk for dataset S. So if we have an upper bound on excess
population risk using algorithm A, we have an upper bound on excess empirical risk

for dataset S. This completes the reduction argument and hence the proof. O

C.11 Algorithms for Approximate Unlearning

We consider an approximate notion of unlearning, based on differential privacy, which
has appeared in the literature [NRSM21a, GGHVDM20]. With such a notion, we
show a simple black-box reduction to DP algorithm, to handle unlearning requests,
and show how to use group privacy to trade-off accuracy and runtime. For convex

ERM, this method performs competitively with existing works.

We first define the notion of approximate unlearning.

Definition 21 ((e, d)-approximate-unlearning). We say a procedure (A, U) satisfies
(€, 9)-approzimate-unlearning unlearning if for any S, S" C X* such that A(S,S") =1
and for any measurable event € € Range(U) N Range(A), with probability at least
1-9,

e P[U(A(S), S\SUS\S') € ] < P[A(S') € ] < e“P[U(A(S), S\S U S\S') € ]

We now define (g, €, §)-group differential privacy.
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Definition 22 ((g,¢€,0)-group differential privacy). An algorithm A satisfies (e,0)-
differential privacy if for any two datasets S and S’ such that A(S,S") < g, for any

measurable event £ € Range(A), it satisfies
P(A(S) € &) <eP(A(S) e &) +§

Remark 7. [DR* 1/] If an algorithm satisfies (€,0)-DP, then for any g € N, it satisfies

(g, ge, gel9~V8) -group differential privacy.

We now define privateCompute oracle which, basically is a differentially private

solver for the said task.

Definition 23 (privateCompute(S,¢,0) oracle). For a problem instance, given a
dataset S of n points, and privacy parameters € and 0, a privateCompute oracle

outputs a (e,0)-differentially private solution with accuracy private(n, €,0)

We now give a very simple algorithm (Algorithm 25) based on the observation

above using privateCompute oracle calls.

Algorithm 25 Approximate unlearning

Input: €0, p
1: 1+ 0
2: Wg < PrivateCompute (S, P, Beroup (BJ , POy, pﬁ))
3: // Observe k edit requests
4: whilet=1,2,...,k do

5. S < Update dataset(edit request)

6: 1+ =1

7. if i =[1| then

8: Wg, —PrivateCompute (St, P, Baroup (EJ , PO, pﬁ))
9: 140

10:  end if

11: end while

Theorem 50. Given a set of n data points to start with, and observing a stream of k

requests, at any time t in the stream, the following hold about Algorithm 25:
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1. 1t satisfies (€, 0)-approximate unlearning.

2. The unlearning runtime for k requests is at most 2pk privateCompute oracle

calls.
3. The accuracy is at most Qppivate (%, PE, O group (BJ ) PE, p5)>.

Proof of Theorem 50. Consider a point ¢ in the stream, and let j be such that j EJ <

t<(j+1) EJ Since the algorithm uses privateCompute with parameters pe and

dgroup (EJ , PE, pé), it satisfies (pe, dgroup (EJ ) PE, p6) differential privacy and hence

(EJ , 6)—group privacy. Therefore, for any such ¢, since the number of requests

after time j EJ is less that or equal to BJ, this implies it satisfies («, d)-approximate
unlearning. For the second part of the claim, note that for k£ updates, the number of

times the algorithm calls privateCompute is LTkJ Note that % >1,s0if 1< % < 2,

P

then BJ = 1, which gives that the update complexity is k£ < 2k. However, if % > 2,

1 1 4
2 P

both cases. For the third part of the claim, at time j BJ <t<(j+1) BJ, the private

we have that L—’fJ < ﬁ < 2kp, which gives the update complexity is at most 2pk in

estimator is computed with n (j EJ)) > 5, by assumption. Moreover the privacy
parameters of the algorithm are pe and dgroup (EJ , PE, pd) which gives the claimed

accuracy bound. O]

As an example, consider p = ﬁ, we first do privatecompute with parameters
(¢/VE, , Ogroup(€/Vk,8/VE, |Vk])). Since after | VE] edit requests, we would no longer
satisfy the unlearning guarantee, so we now need to do privateCompute again. However
note that we would only need to do privateCompute vk times which gives the update

computation cost.

Example: Convex ERM. For convex ERM, we can use [BST14] to instantiate

the oracle. In this case, accuracy Quprivate 1S the excepted excess empirical risk, which
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IS Qprivate (1, €,0) = Using Algorithm 25, given 0 < p < 1, at any

(GDf\ /log(1/6) )

point in the stream, we have,

E {E(@S; S) — E(wg; S)} < Qprivate <Z,pe, Ogroup (EJ , PE, p5>>
GV flog ((1/p5) exp (pe (|2] - 1))

npe

<olep (\/_1/log 1/p5 ))
BRING

€

<0 GD@\H/Zgu/pa))

where the last inequality holds when 7% < O(1), which usually is the case in
DP, and so is a reasonable regime. We now compare against [NRSM21a| - we ignore

G, D and log factor in both the bounds. To have the same runtime, we need pkTm =
(en)?
d

parameters for the DP convex ERM algorithm. Our accuracy bound is O (*f =

npe
2/5

@ (kf) which is smaller than that of [NRSM21a], when < (ﬁ> / — €<

\[nif < < Vdk3/T

kJ — kd
Tm e2n”’

En < p= where in the last equality we substituted Tm =

€
kvVd — \nke

37— Hence in regimes where the unlearning parameter € is small

enough, which corresponds to a stronger unlearning criterion, this algorithm is better

than that of [NRSM21a).

C.12 Experiments

We run experiments on MNIST [LeC98], a standard digit classification computer vision
dataset with 10 classes. We train a logistic regression model, which can be formulated
as a smooth convex risk minimization problem. Starting with a training dataset of
60k points, we simulate a stream of 300 deletions of randomly chosen points and 300
insertions of new points, randomly permuted. We use Algorithm 21 as the learning

algorithm, and the corresponding Algorithm 22 as the unlearning algorithm. We train
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for T' = 200 iterations, with mini-batch of size m = 50 with a constant learning rate
n = 0.05. We run experiments on a range of values of standard deviation o of Gaussian
noise, from 0 to 1.1 separated by the intervals of size 0.005. For every value of o, we
run 10 instances of the whole unlearning procedure and report average performance:
accuracy and number of unstable edits (i.e. number of times a recompute is triggered)
, and their standard deviations. Note that ¢ = 0 corresponds to standard mini-batch
SGD, and therefore the accuracy obtained is the accuracy for the standard training
method with the aforementioned setting of the hyperparameters. Moreover, the o = 0
setting also corresponds to Algorithm 19, and therefore the corresponding unlearning

algorithm Algorithm 20 handles edits for this case.

In Fig. C-2, we report the test accuracy (fraction of mis-classified samples in
the test set) and the number of unstable edits i.e the number of times a retrain is
triggered, as a function of 0. As expected, as o increases, we get less unstable edits.
Interestingly, for small values of o, for example 0.05, the degradation in accuracy: 88%
(vanilla SGD) to 87% (our method) is not as much as compared to decrease in the the
number of unstable edits: 520 to 210 i.e. a factor of two and a half. Apart from the
above improvement, there is an additional improvement from the fact that our method
triggers a partial retraining rather than full retraining i.e. only some of the iterations
of SGD are to be rerun. This behaviour is shown in Fig. C-3 - the orange line shows
the average number of iterations we need to do if we did full retraining on every
unstable edit, and the blue line shows the number of iterations for our method. For
o = 0.05, we see an advantage of a factor of two. Hence, our method with o = 0.05 has
accuracy comparable to retraining (87% vs 88%) but the computational advantage, in
terms of number of iterations rerun, over retraining, is about a factor of five. Similar
conclusions can be drawn by looking at different values of ¢ in the plots which show a

smooth trade off between accuracy and unlearning efficiency.
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Figure C-2. Accuracy and number of unstable edits as a function of variance of noise used.
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Appendix D

Appendix for Chapter 5

D.1 Auxiliary Results

We recall some concepts from differential privacy which will be useful in our algorithmic

techniques.

Definition 24. An algorithm A satisfies (o, e(«))-Rényi Differential Privacy (RDP),
if for any two datasets S and S' which differ in one data point (|[SAS'| = 1), the
a-Rényi Divergence between A(S) and A(S"), with probability densities ¢ sy and

dacsy, defined as follows:

Do (A(S)[A(S)) =

1
In / x)* n(z) %z
(0 ( [, o B @ 0o
is bounded as, Dy (A(S)]A(S")) < e(a).
RDP satisfies many desirable properties such as adaptive and parallel composi-

tion and amplification by sub-sampling [Mirl7, WBK19]. Furthermore, we give the

following lemma which relates TV stability to RDP.

Lemma 33 (RDP = TV-stability). If an algorithm satisfies (c, e())-RDP, then
1
it satisfies (1 - exp(—li?ll e(oz)>> -TV stability.

Proof of Lemma 33. From Theorem 4 in [VEH14], we have that hﬁlDa(PHQ) =
KL (P||@), where K L(-||-) denotes the Kullback-Leibler (KL) divergence between the
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two distributions. Finally, we relate the TV distance with the KL divergence using
Bretagnolle-Huber bound [BH79, Can22] which gives the claimed bound. ]

D.2 Unlearning for Linear Queries

A basic form of a query we consider is a linear query, defined as follows.

Definition 25. A query ¢ : W* x 2" — W is a linear query if q({w;},;S) =

Yjes P ({wi}, s z;) for some functions p; : W* x Z — W.

We consider the class of B-sensitive linear queries. We give the TV stable modified
learning procedure in Algorithm 26 which basically releases the linear queries perturbed

with Gaussian noise of appropriate variance.

Algorithm 26 LearnLinearQueries(wy,, to)

Input: Dataset S, initial iteration ty, steps T', query functions {¢(-)},.,, update
functions {U;(+)}, <4, selector function S(-), noise variance o -
1: Initialize model w,; € W
2: fort=tgtoT —1do
3:  Query the dataset u; = ¢ ({wi}i<t : S).
4:  Perturb: ry = u; + & where & ~ N(0,0%1y).
5. Update w1 = Ut({wi}igt Tt
6:  Save (ug, ry, wiq)
7: end for
Output: v =S8 ({wt}th)

Note that the underlying probability distribution that the above learning algorithm
samples from is a Markov chain. The corresponding unlearning procedure, described
in Algorithm 27, is based on constructing a coupling between the Markov chains for
the current dataset and the dataset without the to-be-deleted point. In particular, we
start from the first iteration, perform rejection sampling, if it results in acceptance,
then we proceed to the second iteration and so on. If some iteration results in rejection,

then we do the reflection step, and continue retraining from there on.
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Algorithm 27 Unlearning algorithm for linear queries

Input: Deleted point z;,

1: fort=1toT —1do

2: (ut, T, U)t) = Load ()

3. Compute u} = u; — p] <{wi}z‘§t : zj>
if Unif (0,1) < et op o

4. = ¢N(u;,0211)(”)

5: Save (uy)

6: else

7 ry = reflect(ry, ug, uy)

8: Wi = Uy <{wi}i§t : ri)

9: LearnLinearQueries(w;1,t + 1)
10: break

11:  end if

12: end for

The above is basically the same unlearning algorithm as that of [UMR21] but pre-
sented in the general context of linear queries. Therefore, it generalizes the framework
of [UMR™21] which was limited to the Stochastic Gradient Descent algorithm. We
also remark that linear queries can often be augmented with a sub-sampling operator
yielding amplified guarantees, as done in [UMR*21] . However, we omit this extension

for brevity. The main result of this section is as follows.

Theorem 51. The following are true for Algorithms 26 and 27,

1. The learning algorithm, Algorithm 26 with o? = i@fgz satisfies p-TV stability.

2. The unlearning algorithm, Algorithm 27, corresponding to Algorithm 26, satisfies

exact unlearning.

3. The relative unlearning complexity is O (p\/T)

Proof. This proof simply follows from the observation that the analysis of [UMR™21]
only uses the bounded sensitivity linear query structure of the stochastic gradient
method for their TV stability bound as well as correctness and runtime of the unlearning

procedure. O
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D.2.1 Applications

This generalization yields the following applications.

D.2.2 Federated Unlearning for Federated Averaging

In the federated learning setting, we have C' clients (which typically correspond to
user devices) with their own datasets and a parameter server (aggregator). A typical,
informal, goal is training a single globally shared model using all the dataset with
small communication between the clients and the server, and without moving any
private data (explicitly) to the server. Federated Averaging [KMY*16], described in

Algorithm 28, is a widely used method in federated learning. Note that in the every

round of the method, the client outputs, {wf}il, are aggregated using an averaging
operation:
Ly
Wy = — » W
C c=1

In Algorithm 28, ClientUpdate is a function which runs on the client’s data using
the current model w; and problem specific-parameter P (such as as number of steps,
learning rate of some optimization routine). For brevity, we do not instantiate the

ClientUpdate function, but usually some variant of stochastic gradient descent is used.

Algorithm 28 Federated Averaging (Server side)

Input: Number of clients C', number of rounds 7', client-specific parameters P
1: Initialize model w; € W
2: fort=1toT —1do
3: forc=1toC do

4 wi,, = ClientUpdate (¢, w;—1, P)
5:  end for

6: Wi = %chzl Wiy

7: end for

Output: w =38 ({wt}th)

Federated Unlearning: In the federated unlearning problem, after a model

is trained, one of the clients requests to remove themselves from the process. The
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parameter server then needs to update the model (and state) in such a way that it
is indistinguishable to the state if the client were absent. Hence, this is analogous
to the standard unlearning problem with the client playing the role of a data point.
This analogy also occurs with private federated learning wherein the widely-used
granularity of differential privacy is user-level differential privacy [MRTZ18]. In this
case, a client (potentially containing multiple data items) plays the role of a data item,

the presence/absence of which is used in the differential privacy definition.

TV-stable learning and unlearning: The model aggregation step (line 6 in
Algorithm 28) of the federated averaging method is a linear query over the clients.
Moreover, if the clients output models that are bounded in norm, then it is a bounded
sensitivity linear query (typically enforced by clipping the updates). Hence, this fits
into the template of linear query release method and thus can be modified, as in
Algorithm 26 to be TV stable. The corresponding unlearning method is the one given

in Algorithm 27.

D.2.3 Lloyd’s Algorithm for k-means Clustering

In this section, we briefly discuss how an algorithm for k-means clustering fits into
the linear query release framework. We remark that the prior work [GTS13]. gave
an unlearning method for this problem based on randomized quantization, which can
also be seen as a specific TV-stable algorithm followed by a coupling based unlearning
method.

Lloyd’s algorithm is a widely used method for k-means clustering. Herein, starting
with an arbitrary choice of centers, we construct a partition of the dataset, which
thereby gives a new set of centers. This process is repeated for a certain number of
rounds. The method is described as Algorithm 29.

We notice again that the updates for every cluster, line 7 in Algorithm 29, is a

linear query, hence it fits into the linear query release template and thus learning and
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unlearning algorithms based on linear queries readily follow.

Algorithm 29 Lloyd’s algorithm

Input: Number of clusters C', number of rounds 7', dataset S = {z;}!"_,.
1. Initialize centers {w.}_,
2: fort=1toT —1do
33 forc=1toC do

4 Compute S, = {zf, 25, ... zfsc|}, the set of data-points closest to w..
5:  end for

6: forc=1toC do

7: Update w, = \571| Zﬁcll 2§

8: end for

9: end for

Output: {w.}"

D.3 Missing Details from Section 5.4

In this section, we provide pseudo-code of the operations supported by the binary tree

data structure.

Algorithm 30 Append(u,o;T)

Input: Query response u, noise variance o, Tree T
1: Let s be the (binary representation of) first empty leaf.
2: Let ¢ be the index with the first 1 in s.
3: path = {s — - - -root} be the path from s to root consisting of at most ¢+ 1 nodes
from leaf.
4: UpdateTree(u, path, o; T)

Algorithm 31 UpdateTree(u, path,o;T)

Input: Query response u, Set of nodes path, noise variance o, Tree T
1: for b € path do
2 Uy =UpF+ U
3:  if bis a left child or b is a leaf then
4 &~ N(0,0%)
5: Ty = Up + f
6
7
8

break
end if
. end for
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Algorithm 32 GetPrefixSum(¢; 7))

Input: ¢t € N, Tree T,

1: Initialize g € R? to 0
s < leaf(t)
: Let path be the path from s to root.
while b # () do

if b is a leaf child or b is a leaf then
g=g+rmp

end if
end while
Output: ¢

D.4 Missing Proofs from Section 5.4

Proof of Theorem 25. The first part of the Theorem follows from Lemma 34 followed
by post-processing to argue that the same TV stability parameter holds for the final

iterate.

The second part, exact unlearning, follows from Lemma 37 wherein () denotes the
distribution of the algorithm’s output run on the dataset without the to-be-deleted
point.

For the third part, note that the unlearning algorithm 13 makes two queries if no
retraining is triggered. If a retraining is triggered, the number of queries it makes is
at most the query complexity of learning algorithm, 7" = n. Finally, the probability
of retraining, from Lemma 38 is at most log (n) p. Combining, this gives the stated

bound on relative unlearning complexity. O]

D.4.1 Lemmas for Unlearning

Additional notation: We first present some additional notation used in the statement
and proof of the following lemmas. Let S and S” be datasets before and after the
unlearning request. Let P and () denote the probability measures over the range of

tree data-structure, which is T = (Rd x R? x R x [n])n, induced by the output of
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learning algorithm on S and S’ respectively. We order the nodes of the binary tree
w.r.t. the post-order traversal of tree. Hence, given two nodes v and v’ or their binary
representations s and s, we use v < v or s < s w.r.t the above ordering. Given a
node b, let P, (-|7<p) denote the conditional distribution of the nodes given the prefix

nodes of the tree.

Let p be a permutation over [n] and p, denote the index on the b-th node, when
b is a leaf. Let p denote the probability, and conditional probability, depending on
context, of p and py, under the random permutation model. Specifically, we use u(p)
and (py|p<p) to denote the probability of the sequence p and conditional probability

of py given the previous values.

Let 7™ denote the initial binary tree i.e. the one constructed after the algorithm is
run on dataset S, and 7 be the binary tree constructed after unlearning. Let PP and

P denote the conditional distributions for P and () respectively given permutation p.

We factor the probability density of P as:

(7’(1)) H¢ ( 1)| (1)) HM (1) " (ul(;l)vrl(;l)7 1)| (1)>

beB beB Pb <

Fixing the permutation sequence p"), denote and factor the conditional distribution
as,

b (T =TL6 0 (u”r” O |TE))

beB P =
Finally, define response trees TD and T® which only contain the response

variables (r3),. Moreover, define distributions P, P,, PP, PP and Q, Qy, QP QF as

before.
We first show the the tree 7 produced by the learning algorithm is T'V-stable.

Lemma 34. Let 0 < p < 1,B > 0,n € N. For B-sensitive prefix sum queries, setting

0_2 64B2 log (n)

pe the response tree data structure T is p-TV stable.
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Proof. The proof of privacy of tree aggregation is classical in differential privacy, see
[GTS13] for example. The proof has three ingredients: Gaussian mechanism guarantee,
parallel composition (to argue that accounting along the height of the tree suffices)
and adaptive composition (for accounting along the height of the tree). Since the

noise is Gaussian and these composition properties also holds under RDP [Mirl7],

. 64a.B2
o2

therefore we can give an RDP guarantee of (o) < log*(n) ap?. Finally, using

Lemma 33 and a numerical simplification since p < 1 gives the claimed result. O]

Recall that j is the index of the data item (after permutation) which is deleted.
Without loss of generality, assume that the original index of the deleted data-point is

n. We first argue the following about the distribution of p and p®.

Lemma 35. For any set E C [n]" and any set E' C [n — 1]"7!, we have
Py (P € E) = pin(E)

Py (p(Q) € E’) = pn—1(E)

Proof. Since p® and p® are discrete distributions, it suffices to argue the above for

the atoms. Firstly, by construction, p®” ~ u, and hence the first part is done. For

n—1

the second part for any sequence h = (h;);_, where h; € [n — 1]. Let [h, j] denote the

concatenation of h and j (the deleted index). By symmetry, the probability
1 .
Py (h) = —<Ppor (10,5]) = ptoa ()
This completes the proof. n
We now show transport of the conditional distribution by the unlearning operation.

Lemma 36. For any measurable event E C Rd|T(2)|,

- ~p(?
P (7‘(2) c E\p(l),p(2)> = QP (E).
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Proof. The proof is based on induction on the nodes of 7® in the post-order traversal.
Let (vél))b and (v§2))bbe the nodes of the tree arranged in the post-order traversal
order. Given j, index of the item deleted, let s = leaf(j). Define prefix(s) and suffix(s),

as set of nodes before and after s respectively in the < order.

Given an event F C Rd|7~—(2>| and 7y, define E;;Sb as follows:
B ={ee€R': Fo € (x4R?) : (rpe,®) € B}

where x-;R? denote the Cartesian product of R%’s of upto > b but smaller than or

equal to "T(I)‘ elements. Similarly, define EZ3’ as,
ES = {e € (xszd) : (r<p, €) € E}
Finally, define E_; as
E_, = {e € (><<de) :Je € (beRd) . (e,®) € E}
We now factorize the probability below as,

P <7~’(2) c E|p(1) (2))

- NONS
- T F(em i ,rfz)x@(frs?ea;s @
)

(2))

beprefix(s

- TP (e E ) P (T € BT 05
beprefix(s)

T(l) T

= I & <Eb<”|p£1 T ) Tﬁ’ € BT, p, <2>)
beprefix(s)

_ E, <b (2) T cE" <s T 2)

H Q |pb yT<p >s >s | /<s 7p P

beprefix(s)

= Qs (E<s’p<sa7"<s> (7;3 € E (2)>

where the second equality follows since rgg = 7"(<22 and plg =p @ for all b < s by

construction. The third equality follows since rbl is distributed as P, conditionally
and fourth and final follows since conditioned on the permutation being the same, the

prefix is also distributed as ().
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We now start the induction: let I(induction variable) be I = s i.e the last item is
deleted. In this case, the unlearning algorithm simply removes the s-th node of the
tree and all we are left with is the tree with prefix(s) nodes, which as argued above is
distributed as Qs = Q.

For the case I = s+ 1: we simply focus on 7;(? = 7.2 =+ Note that r(V is
distributed as N (uM), ¢%I) and we want r(? distributed as A'(u(?), o). The operation
in the algorithm is basically a one step reflection coupling which from Lemma 1 in

[UMR™21] satisfies,

@) @)
P <T§2) c B'<s p(l),p@)) _ o ( S<s>

Therefore,
~ ~ @ [ r® ~5(2)
P(T® ¢ Blp",p?) = Qe (E<p?r2) Q2 (B ) = 07" ()

This finishes the base cases.

We now proceed to the induction step: suppose the following claim holds for nodes

upto I = k — for any event E, the marginal distribution

P(7 € B, p?) = Qu (EIp®)

For node k£ + 1, consider a few cases:

1. A: All rejection sampling steps prior to node k resulted in accepts:

(a) AP: Node k + 1 lies in the path from the s to root.

i. APA: The rejection sampling at this node succeeds.

ii. APR: The rejection sampling at this node fails i.e. a reflection step is

performed.
(b) AN: Node k + 1 doesn’t lie in the path from s root.
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2. R: Some rejection sampling step resulted in rejection.

For case R, we have that r,(jzl ~ @k+1(-|7~'§(?, p®)). For the case AN, note that the

- @ _ (M
random variable v/, = 7./, hence,

(2) &) (2) (1) (2 5 r& 2) 72)
Plri € Ekl1|AN»Tgk PP = P Ek;1|P >T§k
= C?kJrl ( k+1|P(2) T 2)>

where the last equality follows since the dependence of 7",(321 is only on data points
which are leaves of the sub-tree rooted at node k + 1. These, by assumption do not

contain the data point s, hence is identically distributed as Py .

For the event AP, we have,
B (r®, € B2 |AP,p®p®, 7)) — B (&), € E=t APAAP, p), p TS
i1 € B3 |AP, pVpY, =P |y € B3, AP, p!
(2) (2) 7(2)
+P|r € Ek+1,APR|AP p >T§k
N (@)
= Qi1 ( k+1’P(1) 7'(2)>

where the last step follows from Lemma 1 in [UMR21].

Hence, combining AP and AN cases,

- (2>
P <7”l(321 k+1|AN T<k 7p (2)> = Qit1 ( k+1 T< )

We now combine all the cases: let Qﬁ(SAk) ; ¢(§R,3 denote the conditional densities of '72(?

under events A and R respectively. Let T} = ’72(?‘ For any event F,
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=P (Tk+1 S Ek |A 7'<k S E<k=p( ) (2)> P <7-S(k S Ek+17A|p(1)7p )>
(2)
_ (2) < (2) (2) (A) ((2)
S (ml . m) (7 € Ba) (1(79 € A) o2 (72)
R (2 i~ +
#1 (780 € R) o () Yoo (HEAITED) aT80ar
+

2 2 -—(2 (2 2
— 1 ,Tﬁ(k)—&-l S E) ¢ (2) (T ) qf)éz(z) (TIE;-21|IT§(k)) d,Tg(k)dTlE;-gl
+1

RATk+1 (
(2)
= Q%1 (B)

where in the third equality, we use the induction hypothesis. This completes the

proof of the lemma. O

Lemma 37. For any measurable event E C T, P[T® € E] = Q(E).

Proof. This follows primarily from Lemma 36, and the fact that other elements in
nodes of 7, namely wu;, and wy are deterministic functions of the prefix vertices in the
tree T. Consider a decomposition of the event £ = FE, X E,. x E,, x E,. Now,
P[T® € E] = B, P (T® € E, x E, x B, x E.]p",p® € E.) P (p® € E.)
=E,nP (7’(2) c Er|p(1),p(2)) fin_1(E.)
=By @ (B;) - ()
By QP (Eu x By % E,) 1 (E)

=Q(E)

where the second and fourth equality follows since variables wj; and u; are deterministic

functions of the responses r<;. The second and third equality also uses Lemma 35

and Lemma 36 respectively. O
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Lemma 38. The probability of retraining is at most log (n) p.

Proof. A retraining is triggered only when a rejection sampling step fails. Note that a
rejection sampling step happens only when the node b belongs to the path from s to

root, say path. Let Accept be the event when all rejection sampling steps succeed.

1 1
¢§p(2) (TIS )|,T<(b))
P (Accept) = Er0) 7@ (4, IT 1jw=<— 1))
bepath (bﬁp@) (rb ’7‘<b )
b
(1) 7(1)
¢ép<2) (Tb ‘ <b )

=Bz pnpe 11 Plu< =g
bEpath ¢Igp<1) (Tb |T<b>
b

. 1) 4~(1 1) 4~(1 2
=Epmpe [ /Rd min <¢ébp<2> (7“1(7 )’7-<(b)) 7¢1~5bp<1> (7“1(7 )|7-<(b))> dry?

bepath

~02) =o() =
= Ep0) p@ H (1_TV< A <(1§)>>

bepath

= I (0=m)

bepath

>1— >

bepath

> 1 —log (n) max p,
>1—log(n)p

where the fourth equality follows from the definition of TV distance and in the
last equality, p, denotes the (conditional) TV distance of node b. The third to last
inequality follows from Lemma 39 and the second to last inequality follows from
Holder’s inequality. For the last inequality, we simply upper bound p, < p since the

algorithm is p-TV stable (Lemma 34). This completes the proof. O

Lemma 39. Let {ai}le be real numbers such that a; € (0,1) for alli and X% a; < 1.

Then, TIF_; (1 —a;) >1-3F  a;

Proof. We prove this via induction on k. The base case k = 1 is immediate. For the
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induction step k, we have

This completes the proof. O]

D.5 Missing Proofs from Section 5.5

D.5.1 Variance-reduced Frank Wolfe

Algorithm 33 Variance-reduced Frank Wolfe(tq; T)

Input: Dataset S, loss function (w, 2) — ¢(w, 2), steps T, o,{n.},
1. if ¢ty = 1 then Permute dataset, initialize T, set w;, = 0 end if
2: fort=1toT —1do
3w =20 ((i 4+ 1) Vel (wy; 2) — iVlw;_y; 2))

4; Append(ut, a;T)

5 = GetPrefixSum(t; ’T)

6: Vp = arg Miny,ecyy <w

7

8

9

Vi1
wyy1 = (1 —ne)wy + nevy
. Set(leaf(t), (ug, re, wy, 2¢) ;T
. end for
Output: w = wr

Proof of Theorem 26. For the accuracy guarantee, we follow the proof of Theorem 1

in [ZSMT20]. Let d; = From smoothness, we have

t+1
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QHDQ
< L(wy; D) + 1 (VL(wy; D) — dy, vy — wy) 4 {dy, v — wy) + o 5
QHD2
= L(wt, D) + U <VL(wt,D) — dt,'Ut — wt> + e <dt,w* — wt) + iU 5
\ \ n; HD?
< L(wg; D) + ny (VL(wy; D), w* — wy) 4+ my (dy — VL(wy), w* —vg) + 5
2D 2H D?
< (1=m) L{ws D) = neL(w": D) 4 =7 lde = VL(w: D) + 75

where the second inequality follows from the update and the fact that iterates
lie in the set of diameter D. The third inequality follows from the optimality of v,
in the update in Algorithm 33. Finally, the last inequality follows from convexity,
Cauchy-Schwarz inequality and by substituting the step-size. We now take expectation,

and use the bound on gradient estimation error in Lemma 40 to get,

E[L(wty1; D) — L(w*; D)]

< (1 =) E[L(wy; D) — L(w*; D)] + O ((HD +G)D <(t +11)3/2 i ff)?p))

N HD?
2(t+1)°

The above recursion gives us,

< (LwnsD) = L) [T (1= )
So(umran (i ) e ) T
R H;)Z +§O <<HD+G>D <(z'+11)”2 G ﬁ)p) (f{fj)) ;
SO((HD+G)D<\/1?+¥E> +Hz{?2>
S@((HD+G)D<\/1T+£>>
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where the second inequality follows from smoothness and substituting [T}, (1 — 1) =

%. Substituting number of iterations 7' = n completes the accuracy proof.

For the unlearning part, we start by showing that the algorithm falls into the
template of bounded sensitivity prefix-sum query release. Recall that the update
g = >o0_y (1 + 1) Vl(wy; z;) — iVl wi_1; 2)).

The sensitivity is then bounded as,

1((2 + 1) Vl(wg; 2) — iVl w;—1;2)) — ((1 + 1) Vl(wy; 2') — iV (wi_y1; 2"))|

where the first inequality follows from smoothness and Lipschitzness of the loss. The
second inequality follows from the update in Algorithm 33 and the last inequality
follows from the fact that the iterates remain in the set of diameter D. Hence the
correctness of the unlearning algorithm follows from Theorem 25. For runtime, the
training time, in terms of gradient computations is ©(n). Therefor, using the fact
that the relative unlearning complexity, from Theorem 25, is O(p), we have O(pn)

bound on expected unlearning runtime. O]
Lemma 40. The gradient estimation error 1is,

2 L 1 d
§0<(HD+G) (t+1+(m>2p2))

Proof. Note that d; := ;2 comprises of the original gradient estimate from [ZSM™20],

Tt
t+1

— VL(w; D)

d

say d; and the noise added by the binary tree mechanism, say &. Hence,

E|ld, — VL(w;D)|* = E |4, - VL(w: D) +E &

_ ((HD + G)2> s g2

<0 + >
- t+1 ; (t41)" p?

om0+ (2 i)
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where the first inequality follows from Lemma 2 in [ZSM*20] with oo = 1, and the fact
that in the binary tree mechanism we add noise of variance o at most log (n) times;
the factor 1/(¢ + 1)? comes because the gradient estimate is r;/(t + 1) and 7; is the

binary tree response. The final equality follows by plugging in the value of o. O]

D.5.2 Dual Averaging

Algorithm 34 Dual averaging(ty; T)

Input: Dataset S, loss function (w, z) — ¢(w, 2), steps T', {n:},,
1. if o = 1 then Permute dataset, initialize 7T, set w;, = 0 end if
2: fort=1toT —1do
30wy = St Vl(wy; z;)
4: Append(us,o;T)
5. 1y = GetPrefixSum(¢;T)
6: w1 = Iy (wo — nepr)
7. Set(leaf(t), (us, me, we, 2¢) ;T
8: end for
Output: @ = wr

Proof of Theorem 27. The accuracy guarantee directly follows from Theorem 5.1 in
[KMS+21], replacing €/log?(1/6)? therein by p. To elaborate, we set 0 = O (%) as
opposed to O (%‘;(1/5)), hence substituting it in the accuracy proof of Theorem 5.1

in [KMS*21] gives the claimed guarantee.

For the unlearning part, we start by showing that the algorithm falls into the

template of bounded sensitivity prefix query release.

Recall that the update u; = 3>_; VA(wy; 2;). The sensitivity is simply bounded by

Lipschitznes as,
IVl (wy; 2) — VE(wg; 2| < 2G

Hence the correctness of the unlearning algorithm follows from Theorem 25. For
runtime, the training time, in terms of gradient computations is ©(n). Therefor, using

the fact that the relative unlearning complexity, from Theorem 25, is 5(/)), we have
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O(pn) bound on expected unlearning runtime. ]

D.5.3 Convex GLMs with the JL method

Proof of Theorem 28. We start with the accuracy guarantee. Let o < 1 be a parameter
to be set later. From the JL property, with & = O (log (n/3) /a?), with probability at
least 1 — /3, the norm of all data-points in S, ||®z;|| < (1 + ) ||x|| < 2||X||. Hence,
conditioned on the above event, the GLM loss function function is G = 2G| X |-
Lipschitz and H = 4H ||X||>-smooth. Let ®D denote the push-forward measure of D

under the map (x,y) — (Px,y). With probability at least 1 — /3, the excess risk is,

E[L(w; D) — L(w"; D)]
= E[L(®"w; D) — L(®w*; ®D)] + E[L(Pw*; ®D) — L(w*; D)]
E[L(w; D) — L(®w"; ®D)] + E[g, ({Pw*, Px)) — ¢ ((w", z))]

@+ T ) ol (= + YE)) + 2 (0, @) — (o, )
< (Vﬁ np>> 2

1 VE\  Hlw|
H — )
0<( + H [[w]]) [l ||(ﬁ+np)+ i
B <(+wammw+ﬁmﬁﬂwwm+ﬁmmj

IA

Vn (np)*/?

where in the first inequality, we use the accuracy guarantee of VR-Frank Wolfe
(Theorem 26) and smoothness of ¢, together with the fact that w* is globally optimal.
The second inequality follows from JL property and the last inequality follows by the
setting of k.

For the in-expectation (over the JL matrix) bound, note that in the worst-case,
L(w; D) — L(w*; D) < G ||w — w*||. From boundedness of the range of (typical) JL
maps, ||w — w*|| = poly(n,d) w.p. 1. Hence, taking the failure probability S to be
small enough suffices to be give an expectation bound which is same as above upto

polylogarithmic factors.
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We now proceed to the unlearning guarantee. We first remark that the correctness
of the unlearning algorithm (see Lemma 36) holds as long as the learning algorithm
uses prefix-sum queries, even with unbounded sensitivity. Hence, the correctness
follows. We now proceed to bound the unlearning runtime. We first bound the TV
stability parameter of the learning algorithm using Lemma 41. The setting of noise
variance o in Algorithm 14 together with the stability guarantee of Theorem 26 ensures
that v(H,G) < 5. Hence the JL method satisfies p-TV stability. Now, Lemma 38
gives us that the probability of retraining is at most 6(p) Since the training time, in
terms of gradient computations is ©(n), we have O(pn) bound on expected unlearning

runtime. O

Proof of Theorem 29. We start with the accuracy guarantee; let o < 1 be a parameter
to be set later. From the JL property, with & = O (log (n/f3) /a?), with probability at
least 1 — 3, the norm of all data-points in S, ||Pxz;|| < (1 + «) ||x;|| < 2]|X||. Hence,
conditioned on the above event, the GLM loss function function is G = 2G || X||-
Lipschitz. Let ®D denote the push-forward measure of D under the map (x,y) —

(Pz,y). With probability at least 1 — 3, the excess risk is,

E[L(®; D) — L(w"; D)
= E[L(®T@; D) — L(dw*; ®D)] + E[L(Pw*; D) — L(w*; D))
= E[L(w; ©D) — L(®w"; D)] + E[¢, ({Qw*, Px)) — ¢y ({w”, )]

~ | = 1 k
<O|Glwll| o=+ ‘T{; + GE|(®z, dw*) — (z,w")]
<=, 1 VE G ||w*

<0G+ s )

where in the first inequality, we use the accuracy guarantee of Dual Averaging

IN

(Theorem 27) and Lipschitzness of ¢, together. The second inequality follows from JL
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property and the last inequality follows by the setting of k. As in Theorem 28, the
same bound as above for in-expectation (over the JL matrix) holds follows by taking

the failure probability S to be small enough.

The correctness and runtime of the unlearning algorithm follows as in the proof of

Theorem 28. O

Lemma 41. Suppose A is an algorithm which when run on H-smooth and G-Lipschitz
functions is v(H, G)-TV stable, then the JL method with with k = O (log (2n/7)) and A
as input, run on H-smooth and G-Lipschitz GLMs, satisfies 5+ (ZG X, 4H HXHZ)-
TV stability.

Proof. Given a dataset S let Gg be the uniform bound on Lipschitzness parameter
of the class of loss functions {w — £(w; 2)},.q. We define Hg similarly. Let a <1
be a parameter to be set later. From the JL property, with £ = O (log(n/f)),
with probability at least 1 — /3, the norm of all data-points in S, ||Px;|| < 2||X]|
- we denote this event as Ejp,. Since the loss function is a GLM, we have that
conditioned on FEj,, the Lipschitzness and smoothness parameters Gg and Hg are
bounded by 2G| X || and 2H || X||* respectively. We therefore get a stability parameter
7= (261X, 417 | X)),

We set 5 = p/2. We now incorporate the failure probability in the failure guarantee.
Let Py and Q¢ denote the probability distributions of the output on datasets S and

S’. By definition of TV distance,
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TV(Ps,Qs) = S%PPwNP (w € E) =Py g (w € E)
= sup (IF’WP (w € E|Ey,)P(Ej) + Pyp (w € E|Ey) P(E))
= Pung (w0 € E|Ey) P(En) — Pung (w € B|Ey) P(Ey))
< (sup Py~p (w € E|Ej) —Pyg (w € ElEJL)> P(EsL)
<sup Pyp (w € E|E}) — Pyug (w € E|E3L)> P(E)
<Supr~P w e E|Ey,) —Pyg(we E|EJL)> +p/2

+p/2

| /\

which completes the proof. O]

D.6 Missing Details from Section 5.6
In this section, we present additional details and proofs of results in Section 5.6.

D.6.1 Weak Unlearning

Proof of Theorem 30. The first claim, weak unlearning guarantee of the unlearning
algorithm, follows mainly from Lemma 36. Specifically, it shows that conditioned
on the permutation of the dataset (in this case, since the dataset is not permuted,
the permutation is simply identity), the distribution over the responses (r;), in the
tree after unlearning, is transported to the distribution of the output under S’. Since
the model output is a deterministic function of the responses, (weak unlearning)
correctness follows for one request. For the streaming setting, we simply apply the

above inductively over the requests.

The second claim follows since, at every time point, the executed algorithm is

indistinguishable from the base algorithm executed over the current dataset. Moreover,
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by assumption, the base algorithm, is anytime, i.e. no parameter is set which depends
on the size of the dataset. Hence, the accuracy guarantee follows. For the last claim
about the number of retraining, firstly, as motivated, by the assumption that the
algorithm is incremental, the insertions are handled in O(1) time. For the unlearning
requests, note that from p-TV stability at every point, using Lemma 38, we have a
O(p) probability of retraining. We now apply Proposition 8 from [UMR*21] which
converts this to a bound on the expected number of times a retraining is triggered.

For V unlearning requests, this gives us a é(pV) bound on the number of retraining

triggers. O

D.6.2 Exact Unlearning

Another way to extend the results for one unlearning request to dynamic streams is
to modify the definition of unlearning (Definition 11) to also hold for insertions, as is
done in [UMR™21]. This allows us to apply the same tree based unlearning technique
when handing insertions. Specifically, upon inserting a new point, we randomly choose
a leaf and replace the leaf with the inserted point, and then insert the chosen leaf as

the last leaf in the tree. We have the following guarantee for this method.

Theorem 52. In the dynamic streaming setting with R requests, using anytime

learning and unlearning algorithms, Algorithm 12 and 13, the following are true.

1. Ezact unlearning at every time point in the stream.

2. The accuracy of the output w; at time point i, with corresponding dataset S;, is

E[L(@;; D)] — min L(w; D) = a(p, [Si]; P)

3. The total number of times, a retraining is triggered, for R requests is at most

O(pR)
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Proof. The arguments are similar to that of the proof of Theorem 30. The first
part follows by applying the correctness of the unlearning algorithm, Theorem 25,
inductively over the stream. We remark that the handling the insertions in the
same way as deletions hardly changes anything in the proofs. The second claim
follows from the anytime nature of the algorithm and by assumption on the accuracy
guarantee. Finally, using the probability of retraining in Lemma 38 and Proposition 8

in [UMR™21] gives us the stated number of retraining triggers. O
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