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Abstract 

This thesis examines the use of computer-mediated communication for lie-detection and 

interpersonal deceit. The literature within the fields of lie-detection and mediated communication 

are reviewed and it is proposed that there is a lack of knowledge surrounding how people use 

CMC to deceive one another. Qualitative research was carried out in order to address this 

shortcoming, exploring the self-reported experiences of chat room users who have been 

exposed to online deceit. Reports were provided that describe the misrepresentation of age, 

gender, vocation, affection, and appearance. The importance of stereotypes in driving 

suspicions is also emphasised within the reports. lt is suggested that this key characteristic has 

more dominance in CMC than it would do face-to-face because of the occlusion of the 

traditional nonstrategic clues to deceit. Evidence for an alternative set of nonstrategic leakage 

clues was examined further by conducting a variant of the Guilty-Knowledge test within the 

context of a CMC based crime. lt was found that participants exhibited a response time 

inhibition effect when presented with 'guilty knowledge' and that this effect was detectable 

through a standard two-button mouse. The use of such nonstrategic cues to deceit was 

explored further in a study that examined how CMC might be used to add additional control to a 

Statement Validity Assessment truth-validation test. lt was found that the content analysis 

technique used by SVA was unable in its present form to correctly distinguish between truthful 

and fabricated statements of participants interviewed using a CMC chat program. In addition, it 

was found that the deletion-behaviours of participants fabricating a story within CMC provided 

no quantitative or qualitative evidence that they were lying. 
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Chapter 1: Introduction 

Chapter 1 

Introduction 

1.1 The Problem 

Over the past ten years, the enthusiasm behind the proliferation of computer-mediated chat 

rooms has been tempered with reports of online deceit. The Internet, once a haven for the 

vulnerable and marginalised, has become a realm where the prudent must guard themselves 

from the malicious attacks of opportunists. Law-enforcement personnel are faced with the 

difficult task of policing a vast domain in order to exhume the deceptive practices that underlie 

illegal activity. Similarly, the proprietors of online communities are forced to expend resources 

moderating and regulating their forums as the only way to preserve their reputability. At present, 

both these tasks are performed in the absence of any substantive empirical evidence 

concerning the behaviours of on line deceivers, and the clues that could be used to betray them. 

An investigation of the way people deceive using computer-mediated communication (CMC) 

has another application. The role of lie-detection in law-enforcement primarily involves 

assessing the veridicality of a testimony from an eyewitness or suspect. According to 

Undeutsch (1989), when judging crimes of child sexual abuse, the child's statement is often the 

pivotal piece of evidence that determines the outcome of the allegation. Therefore, the ability to 

assess the veridicality of this statement is also pivotal. Such judgments cannot and should not 

be based on 'intuitive' assessments and biases founded upon a misinformed interpretation of 

nonverbal behaviour. Contemporary techniques that employ lie-detection, examine the verbal 

characteristics of a statement alongside other nonverbal and physiological clues. The success 

of these techniques often hinge upon the appropriate unbiased extraction of a testimony, and 

the appropriate use of diagnostic clues to behaviour (Vrij, 2000). lt is suggested that the use of 

CMC, under some circumstances can provide a means of enhancing this control. Additionally it 

is believed that the use of CMC may provide a range of novel behavioural cues that reveal 

differences in the construction of both truthful and fabricated statements. 

Throughout this thesis, these two problems have been addressed through the adaptation and 

synthesis of CMC and lie-detection research. This introduction will begin with a presentation of 

these two distinct research areas before the precise aims of the research detailed within this 

thesis are stated. At the end of this introductory chapter, the structure of the thesis is outlined 

along with some notes concerning its presentation. 



Chapter 1: Introduction 

1.2 Computer=Mediated Communication 

Text-based CMC is a relatively new means by which humans can interact. The term can be 

used to refer to a variety of technologies such as email, mobile phone text-massaging, and 

computer-mediated chat. This form of communication is novel and affords many differences to 

traditional styles of collocution. The most salient of these, is the freedom from the body and an 

occlusion of the traditional nonverbal and paralinguistic cues to social interaction. In itself, this 

affordance has prompted the development of many online groups that are founded on the 

principles of anonymous interaction, and that are supposedly free from the shackles of 

stereotypes and marginalisation. However, this new form of anonymous communication comes 

hand-in-hand with the dangers of deceit. Such dangers stem from the relatively recent 

realisation that anonymous voices from an ethereal domain can have grave real world 

consequences, ranging from emotional hurt to the more sinister practices of paedophilic 

grooming. 

The mid-1970s saw the emergence of social research investigating the organisational utility of 

embryonic CMC-based groups. The early research in this field was initiated by technically 

minded researchers who were interested in applying CMC within the workplace. Over the years, 

these investigations have passed over to social scientists from a number of different disciplines 

and subsequently the nature of CMC research branched away from technological determinism 

towards a more constructivist and relational style of thinking. Contemporary CMC research 

characterises the medium as a domain of opportunities that collocutors can leverage in pursuit 

of their varied and complex motives. Interaction within the medium is affected by many factors 

unique to this mode of discourse. Conversations are structurally re-engineered, anonymity can 

give rise to de-individuation effects, and identities are re-explored. Interpersonal relationships 

once thought to be difficult to maintain within the domain have been found to flourish, and even 

to exceed the intimacy of their offline equivalents. 

1.3 Lie-Detection 

The illusory panacea of accurate lie-detection has long been established in the consciousness 

of society. Scientific research in the field has emerged more recently, dispelling myths 

surrounding the diagnostic ability of some nonverbal behaviours and ascribing to the polygraph 

the low amount of internal validity that had been wrought out of wishful thinking and 

complacency. Contemporary techniques have begun to emerge, driven by sound physiological 

and psychological evidence. These include techniques that can assess veracity through the 

identification of verbal characteristics. Modern lie-detection and truth-validation techniques have 

attained modest but nevertheless significant accuracy levels through the careful application of 

systematic research. Coupled with the existing research on the communication of deceit, this 

can now provide a more accurate account of the psychological underpinnings of deceptive 

behaviour. lt is this body of knowledge that allows the application of lie-detection research to the 

CMC domain. 

2 



Chapter 1: Introduction 

1.4 Research Questions 

The research detailed within this thesis investigates interpersonal deceit and lie-detection using 

computer-mediated communication (CMC). This field of inquiry is located within two distinct 

disciplines of study. These disciplines concern the most basic human practices of 

communication and deceit within the more contemporary contexts of technologically facilitated 

conversation and lie-detection. Within this thesis, these two fields will be synergised in a 

manner that is mutually beneficial to each, in order to answer two main questions. The first 

pertains to the exploration of naturalistic lie-detection. 

How do deceivers perform their interpersonal deception strategies whilst 

communicating through computer-based quasi-synchronous conversation? 

This question has been investigated through the following objectives: 

1. To build upon a theoretical synthesis between Interpersonal Deception Theory and 

CMC theory that was proposed by Burgoon et al. (2003), and to extend this 

application to the field of quasi-synchronous chat. 

2. To attain a broad range of qualitative accounts of online deceptive episodes in 

order to identify tactics used by deceivers, attitudes towards CMC deceit, and to 

research the key behaviours that underlie suspicion. 

The second broad question examined within this thesis concerns the novel use of CMC as a lie

detection tool. 

Is it possible to create a lie-detection technique that can distinguish deceptive 

behaviour reliably from the behaviour of truth-tellers in a controlled CMC-based 

setting? 

This question has been investigated through the following objectives: 

3. To investigate the ability to detect low-level response data, using standard 

computer equipment, in order to reveal guilty knowledge of a CMC-based 

disturbance. 

4. To investigate how CMC can be used to add more control to the process of 

attaining an eyewitness testimony for subsequent codification through a criteria

based truth-validation technique. 

5. To investigate the effectiveness of Criteria-based Content Analysis in distinguishing 

truthful and fabricated stories generated through CMC. 

6. To investigate the effectiveness of certain nonverbal lie-detection criteria (derived 

as part of Objective 1) in distinguishing truthful and fabricated stories generated 

over CMC. 

3 



Chapter 1: Introduction 

~ .5 Tlhlesis Overview 

The literature review for this thesis is contained within the next three chapters. Chapter 2 

explores the ways in which writers have conceptualised and categorised different types of lying 

and deceptive behaviour. This is coupled with a review of Interpersonal Deception Theory that 

describes the performance of deceptive episodes between collocutors. In Chapter 3, the 

scientific literature on lie-detection is reviewed, concentrating on those areas that are the most 

applicable to the domain of CMC. Chapter 4 then details the dominant theories of mediated 

communication that have been used within the field of CMC research along with a discussion of 

internet deception and the construction of the 'self' online. 

Chapter 5 begins with a theoretical account exploring the first two objectives set within this 

thesis. The theories of CMC, interpersonal deceit, and lie-detection are brought together in a 

manner that extends and expands upon the only other existing attempt to achieve this goal. To 

this end, the propositions of Interpersonal Deception Theory (Buller and Burgoon, 1996) and its 

recent adaptation to CMC (Burgoon et al., 2003) are re-explored, and expanded-upon in order 

to more fully encapsulate naturalistic deceptive behaviour. As a part of this exploration, a set of 

quasi-synchronous CMC-based nonstrategic leakage clues to deceit are proposed for the first 

time, derived from factors that influence similar behaviour in face-to-face encounters. 

The need for research exploring the strategic behaviours of deceivers is addressed in the latter 

part of Chapter 5. This empirical work was accomplished using a qualitative survey under a 

constructivist paradigm and examined how people reported their experiences of deceptive 

episodes. The survey was constructed as an interactive website and was made accessible to 

the public. The analysis of the questionnaire has uncovered some of the tactics and behaviours 

used by both deceivers and the deceived. 

The next three chapters pertain to the other objectives set within this thesis. Chapter 6 

describes research that applies a lie-detection technique based upon the 'guilty knowledge' 

approach. This experimental study is the first reported that successfully uses standard mouse

click response times as a dependant variable for detecting deceit. The scenario used within this 

study also explored whether such a technique could be used to detect a novel form of chat 

room based mock crime. This study provides further evidence to suggest that various other 

'nonverbal' CMC-based clues could await exploration. 

Chapters 7 and 8 concern the use of CMC for investigative interviewing within a popular truth

validation technique called Statement Validity Assessment (SVA). Two studies examined the 

effectiveness of using CMC as a means for interviewing eyewitnesses and judging the 

veridicality of their statements. Twenty-five truthful and twenty-five fabricated statements 

(generated using CMC) were tested using a content analysis technique for assessing veracity. 

In addition, low-level nonstrategic information about the behaviour of the participants was 

recorded. 
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Chapter 1: Introduction 

The evaluation of the research described within this thesis has been presented in Chapter 9. 

This evaluation focuses on issues of validity, realism, and reliability that were omitted from each 

individual research chapter. This final chapter is concluded with a discussion of how the 

research conducted within this thesis relates to the objectives posed within this introduction, 

before the opportunities for further exploration are discussed. 

More information relating to the four empirical studies described in Chapters 5, 6, 7, and 8 are 

found in the four respective appendices at the back of this thesis. 

1"6 Notes 

Within this thesis, unless otherwise indicated the term 'lie-detection' is taken to encompass both 

lie-detection and truth-validation techniques. The terms false-positive and false-negative have 

been used throughout, and the reader is alerted to the fact that the interpretation of these two 

terms will differ according to whether the discussion is referring to a lie-detection or a truth

validation technique. The use of the acronym CMC, unless otherwise indicated refers to text

based CMC. 
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Chapter 2 

Interpersonal Deception Theory and the 

Semantics of Deceit 

" ... and let's have no displays of indignation. You may not have known 

but you certainly had suspicions. If we've told lies, you've told half

lies, and a man who tells lies, like me, merely hides the truth, but a man 

who tells half-lies has forgotten where he put it. ,• 

The reliable and valid detection of deceit is a precarious practice. As the communicative skills of 

human beings surpassed those of the animal kingdom, so too did our abilities to fashion 

deceptive signals. Whereas an animal might use a deceptive signal to ward off predators or to 

trick prey, so too have humans adopted deceptive practices in order to facilitate their more 

varied, complex, and interpersonal motives. Deception, in all its forms has become prevalent in 

our society, and as new forms of communication develop, so too does the means by which we 

can become deceptively engaged. 

One of the main challenges for lie-detection, as with any other measuring or detection device, is 

the appropriate classification of the phenomena under scrutiny. The subjectivity surrounding the 

interpretation of 'untruths' in everyday life can make this a particularly difficult task. 

Nonetheless, it is absolutely essential for any detection tool to have a grasp of what it is that is 

being measured, and to be able to accurately distinguish that phenomenon from its neighbours. 

The purpose of this chapter is to provide a review of how scientists and philosophers have 

attempted to define and classify the phenomena of 'lying' and 'deceit'. This will provide a clearer 

framework for which to understand the use of these terms throughout this thesis. To support this 

grounding, the work on Interpersonal Deception Theory (lOT) is presented, a bold attempt to 

organise research describing the nature of deceptive interpersonal episodes. In sum, this 

chapter will not attempt to address the psychology of why people decide to lie, but will focus 

instead on how they go about it, and the type of information they attempt to lie about. 

Quote taken from the motion picture "Lawerence of Arabia" (Columbia Pictures, 1962). Here Lawerence is being 
informed of the British Government's intention to retain control of Arabia following the war, despite previous assurances 
to the contrary. 
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2.1 Searching for a Definition of a Lie 

Commonly used terms such as 'lying' and 'deceit' are wide-ranging semantic constructs that can 

encompass a variety of phenomena connected to a 'reversal of truth'. When attempting to 

provide their definitions, it is important not to nullify the utility of these terms by making them too 

broad. Barnes (1994) makes this criticism of Bailey's (1991) use of the word 'lying', suggesting 

that an over enthusiastic use of the term can render it an analytically blunt tool. The problematic 

everyday semantics of lying can itself serve as a vehicle to deceive. lt has been said that, 

"[s]uccess in telling lies depends in large part on exploiting the possibilities inherent in natural 

languages" (Barnes, 1994; p.115). Such possibilities are classically exemplified with the many 

formulations of the 'liar's paradox'. The statement 'This sentence is false' exemplifies where 

natural language can be ambiguous when describing logical notions of truth and falsity. 

Therefore, it is important to find a definition that is both narrow enough to be useful, and that is 

acute enough to encapsulate the essence of lying. 

The ways in which the definitions of 'lying' and 'deceit' are construed depends essentially on 

focus. For example, definitions can be driven by moral or religious concerns. A pious individual 

may redefine the term 'lie' in order to adhere to an impractical orthodoxy that would otherwise 

proscribe a variety of activities such as 'white lies' or ironic humour (Bok, 1999). Sissela Bok 

(1999) uses a wider definition in order to neutralise the troublesome morality concerns that have 

a tendency to be smuggled into narrower definitions. Bok defines a lie as "an intentionally 

deceptive message in the form of a statement" (p.15) and this provides a good starting point. 

Here the key characteristic of intentionality is stressed, and 'lying' has been disambiguated from 

the broader category of 'deceit' by classifying it as a deceptive statement. 

Bok acknowledges that this definition encompasses a broad spectrum of subtle variants of lying 

and subsequently focuses the rest of her book on 'clear-cut lies'. These are lies "where the 

intention to mislead is obvious, where the liar knows what he is communicating is not what he 

believes, and where he has not deluded himself into believing his own deceits" (Bok, 1999; 

p.16). The last clause excludes cases of self-deception. 

Bailey (1991) finds Bok's definition of the 'clear-cut lie' to lack utility from the standpoint of 

practical ethics. The definition seems to reply upon an understanding of "the inner workings of 

other peoples' minds" (p.9) and so the clear-cut lie becomes difficult to identify. Instead, Bailey 

utilises a broader category of 'untruths' as a term without moral standing. Untruths come in 

three forms, deceit, error and fiction. Lies would fall under the broad category of deceit (the 

analytically blunt tool discouraged by Barnes). 

Barnes (1994) adopts Bok's definition, but expands it to include self-deception 1• In addition, he 

stresses that the definition should ignore the success or the failure of the attempted deceit and 

that the classification should be based on intent. Furthermore, he agrees with Bok's distinction 

1 Barnes defines self-deceit as the "process whereby there is an inner dialogue in which one segment of a personality 
deceives another segment, and where the lying segment remains aware of the deceit" (Barnes, 1994; p.89). 
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between questions of morality and those of epistemology. lt is the liar's beliefs surrounding the 

truth that are important. 

Ekman (1985) chooses to use the terms lying and deceit interchangeably. He adopts the broad 

definition of "a deliberate choice to mislead a target without giving any notification of the intent 

to do so" (p.41 ). Here another important component of the semantic map is revealed, that of 

prior notification. Bok (1999) reveals that such prior notification can be signaled by both verbal 

and nonverbal cues, but the target must not be forewarned that they are going to be lied to (as 

would usually be the case in a stage performance such as a magic show). Ekman's definition 

provides the interpretation of 'deceit' that is used within this thesis. 

Vrij's (2000) definition of lying incorporates many of the components highlighted by these 

authors. He defines deceit as "a successful or unsuccessful deliberate attempt, without 

forewarning, to create in another a belief which the communicator considers to be untrue" (p.6). 

This is a better working definition, but there are still some interesting scenarios of deceit that it 

can incorporate, especially concerning the mechanisms the liar uses to attempt to instill the 

untrue belief. For example, a well-known liar may tell the truth expecting not to be believed and 

thus by attempting to instill an untrue belief, they could still be considered to be lying. Vrij's 

definition of deceit shall be used throughout this thesis as the definition of 'lying', with the 

modification that the 'attempt' must be a 'verbal attempt'. 

2.2 Categorising Lies 

The definitions used by Ekman and Vrij cover a wide variety of phenomena that are of interest 

to a lie-detection researcher. A full categorisation of deceit would be a challenging task, 

incorporating those techniques adopted by both animals and humans across a wide variety of 

signalling media. Here, the focus shall be on the attempts to categorise lying which itself has 

had a long history within the literature. 

2.2.1 Criteria of Categorisation 

Attempts to categorise lying phenomena have been founded upon the theoretical focus and the 

particular definitions used by their originators. These typologies usually involve one or more of 

the following dimensions. 

2.2. 1. 1 Lie Complexity 

Lies may be categorised according to their level of complexity. Complexity may be assessed for 

the lie per se, or for the larger deceit in which the lie is a component. A complex lie could 

involve sophisticated techniques such as the 'incorrect-inference dodge' (Ekman, 2001) 2
• In this 

scenario, the deceiver presents facts in such a way that the dupe is led into making false 

assumptions or inferences. This form of lying is complex because in order to be successful the 

2 This has also been referred to as a 'virtual' lie (Black, 1983) 
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deceiver is required to correctly judge exactly how to trick the dupe into making the false 

inference. Another example of a complex lie is what Barnes (1994) refers to as 'lying by proxy'. 

Here, a third party is tricked into relaying the deceitful information to the dupe whilst at the same 

time believing in the veridicality of the message. Connivance can also be seen as a complex 

form of lying, whereby a person gives no indication that they are aware that the statement 

addressed towards them is a lie. 

2.2.1.2 Outcome 

Lies may be categorised by the consequences that occur because of their action. For example, 

St Augustine classified lies into the following eight categories (Bok, 1999). 

1. lies that involve religion 

2. lies that injure someone unjustly 

3. lies that benefit someone whilst harming another (without 'physical defilement') 

4. lies told for the pleasure of deceiving 

5. lies told from a desire to please others in smooth discourse 

6. lies that harm no one and benefits some person 

7. lies that harm no one and benefits someone excluding where a judge is questioning 

8. lies that harm no one and benefits someone to the extent that it protects someone from 

physical defilement 

This categorisation deals primarily with who is harmed, the type of harm, and who benefits from 

the episode. Lies can also be evaluated as either high-stake or low-stake depending upon the 

severity of the repercussions if the lie is uncovered. This distinction (along with complexity 

classifications) is often used within lie-detection studies that are founded upon nonverbal clues 

(see Ekman, 2001 ). This is because it is sometimes easier to detect deceit under these criteria 

when the deceiver is placed under pressure (Ekman, 2001 ). 

2.2. 1.3 Moral Turpitude 

Barnes (1994) classifies lies as being either benevolent or malicious, and similarly Goffman 

(1975) refers to fabrications that are either benign or exploitative. Here, the motivation of the 

deceiver serves as the distinguishing criteria. Bailey refers to these motivations and the moral 

evaluations associated with them as the turpitude dimension of lying. Thomas Aquinas (cited in 

Bok, 1999) similarly classifies lies as being either 'officious', 'jocose', or 'mischievous'. However, 

he suggests that this classification may not preferable from a philosophical standpoint as "a 

division should be made according to that which pertains to a thing by reason of its nature [ ... ] 

the intention of the effect resulting from a moral act is something beside and accidental to the 

species of that act, so that an indefinite number of effects can result from one act" (Bok, 1999; 

p.255). This point is particularly relevant for the practice of lie-detection, where the intention of 

the deceiver within a moral context might very well be incidental to the mechanisms used to 

construct a lie and consequently incidental to the process of detecting it. 
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2.2. 1.4 Cultural Facfors 

Classifications based upon moral turpitude are naturally connected to the culture within which 

these systems reside. Barnes (1994) claims that, there is no cross-cultural uniformality of when 

lies are malevolent and when they are benign. For the Navajo, a lie only becomes deceitful the 

fourth time it is uttered. In Lebanon, villagers have been found to have quite a playful attitude to 

lying and in rural areas of Greece, cheating and deceiving within financial deals can be 

considered quite virtuous (Barnes, 1994). 

2.2.1.5 Lying Tactics 

Many authors have separated lies into categories that reflect the mechanisms used to induce 

the deceitful belief. A common distinction is between lies that relate false information, and those 

that omit information. Douglas (1976) refers to these as lies of commission and lies of omission 

respectively. Thomas Aquinas (cited in Bok, 1999) argued that this is the primary way that lies 

should be categorised. He segregates lies into 'boasting' (lies that go beyond truth) and 'irony' 

(lies that fall short of truth). Ekman (1991) also examines these two modes of deceit (referring to 

them as 'falsification' and 'concealment'), but also mentions 'misdirecting', 'telling the truth 

falsely', 'half concealment', and the 'incorrect inference dodge' mentioned earlier. DePaulo and 

her colleagues (1996a) have used the categories 'outright lies', 'exaggerations', and 'subtle lies' 

(subtle lies refer to 'literal truths designed to mislead'). These extra categories are beneficial 

where a broader definition of lying is used. The simpler categorisation looses its utility when 

dealing with statements that are both commisive and ommisive. 

2.2.1.6 Actors 

Lies may be classified according to the type of parties involved. For example, there are 

paternalistic lies by adults to children, lying to liars or enemies, or therapeutic lies to the sick 

(see chapters in Bok, 1999). Lies may also be separated according to the number of actors 

involved, distinguishing collusive lies (many-to-one), dyadic lies (one-to-one), basic lies (one-to

many), and self-deceit. There are also some who would wish to distinguish pathological lying 

(pseudologica fantastica) depending on the author's views towards the validity of the condition. 

Lies to people of a different authority are commonplace (Hartung, 1988 uses the terms 

'deceiving down' and 'deceiving up'). Bailey (1991) observes that in many cases, lies are 

'inextricably entangled with power' and he labels lies from authority as hegemonic lies 3
. Plato's 

'noble lie' is an example of hegemonic lie. Plato (Waterfield, 1998) argued that it was justifiable 

for leaders to lie to the populous if ultimately it was for their own benefit. 

3 Bailey makes some interesting comments concerning hegemonic lies. He asserts that many hegemonic lies are 
actually protected by those champions for truth in our society. For example, investigative journalists attack individuals 
but leave the system intact. This creates the illusion of an open society and of a governing class responsive to those 
below it (p.91), but nevertheless, these journalists still serve to maintain the hegemonic, basic lie by "preventing the 
build up of excessive friction" (p.82). 
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2.2. 1. 7 Motivation 

Lies can be characterised according to the specific motivations of the liar. Vrij (2000) provides 

some motivational categories. 

1. lying to make a positive impression 

2. lying in order to take advantage 

3. lying to avoid punishment 

4. lying for another's benefit 

5. lying for the sake of social relationships 

In some situations, a deceiver's motivations may be clear. In a forensic polygraph test for 

example, the primary motivation would seem to be to avoid punishment. However, other 

possible reasons for the lie might be to benefit another person or even to take advantage. Such 

complexities have meant that lie-detection investigators have tended to avoid detection 

strategies that are based upon these distinctions. 

2.2.2 Categorising the Lies of Children 

The study of children's lies is a pedagogical concern. The first issue of the journal Pedagogical 

Seminary 4 contained a categorisation of children's lies that were obtained through group 

discussions with three hundred children at Kindergartens across Boston (Hall, 1891 ). This 

categorisation is repeated here, and reflects many of the facets presented in the previous 

section. 

1. Pseudophobia 

2. The Lie Heroic 

3. Lies for Enemies 

4. Selfishness 

5. Imagination and Play 

6. Pseudomania 

7. Pantomimed Lies 

Pseudophobic lies are characterised by an incredible sense of fear associated with the 

deviation from veracity. In contrast, Pseudomania represents the very joy of lying, the 

exhilaration of deceit and is synonymous with pseudo/ogica fantastic. The Lie Heroic represents 

a form of self-sacrificial lying, such as lying in order to save a friends life. Pantomimed lies use 

expressions that palliate deceit and can involve inaudible and unspoken statements that further 

qualify or even contradict statements that are spoken aloud (Bok, 1999 refers to these as 

'mental reservations'). 

Modern classifications of the lies of children are based upon the developmental cognitive 

abilities that are necessary for lying in the first place; abilities that were poorly understood one 

4 Later renamed the Journal of Genetic Psychology 
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hundred years ago. Vasek (1986) defines three necessary capacities for lying including the 

ability to perceive intent, cognitive 'perspective-taking', and communication skills. Piaget (1932) 

found that the notions of 'lying' behaviour at a very early age were synonymous with the telling 

of a 'naughty word'. Between the ages of six and ten, the child would refine this notion with 

respect to the truth-value of the lie (considered as the telling of any statement that is fa/se). 

Piaget found that many children aged between six or seven would evaluate the severity of the 

lie according to a quantitative notion of falsity. Therefore, the severity of the lie was often 

measured "by the degree of its incredibility to adults" (p.147) and Piaget describes this 

perspective as being a form of moral realism. Only until the age of ten or eleven does the child 

begin to concern itself with notions of intentionality. The child is 'liberated' from moral realism as 

they progress towards a mutual form of respect. 

2.3 Interpersonal Deception Theory 

Interpersonal Deception Theory (IDT) is the attempt by David Buller and Judee Burgoon to 

produce a communication theory of deception. Their approach emphasised the interpersonal, 

mutualist nature of deception that had previously been neglected by researchers (Buller and 

Burgoon, 1996a). The theory was presented and critically appraised in a special issue of 

'Communication Theory' (August 1996) and the description that follows has largely been based 

upon the issues presented there. 

2.3.1 The Theory 

In 1981, Zuckerman, DePaulo, and Rosenthal published a seminal article that reviewed 

previous research on the verbal and nonverbal communication of deception (Zuckerman et al., 

1981 ). The authors understood that because deception was not an affective response, it was 

unlikely to be associated with any particular kind of nonverbal expression. Despite this 

observation, they presented four factors underlying behaviour that could correlate with 

deception. These included (1) the deceiver's attempts to control their behaviour, (2) autonomic 

physiological arousal, (3) affective responses from duping delight or detection apprehension, (4) 

and increases in cognitive load resulting from the complexity of constructing a lie. 

This perspective can be referred to as a 'leakage approach', whereby the clues betraying 

deceptive behaviour have somehow 'escaped' the control of the deceiver. The empirical 

research investigating these clues is often conducted within the laboratory. Typically, the 

participant is asked to tell a lie in front of a video camera, under different experimental 

conditions, whilst their responses are filmed for subsequent codification. Whilst this research is 

largely consistent with the phenomena predicted by the four-factor approach, it underplayed the 

importance of the mutual interpersonal processes that exist within everyday interaction. This 

shortcoming was addressed by Buller and Burgoon (1996a) in their tentative formulation of IDT. 
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The problem with previous research was that it eschewed (intentionally or otherwise) the 

processes of interpersonal interaction and their effects upon behaviour. In order to understand 

the behavioural displays of deceptive interpersonal activity, it is important to not only understand 

the non-strategic leakages predicted by the four factor approach, but also to understand the 

strategic ways that deceivers behave in order to appear convincing. Previous research had 

been conducted using relatively un-interactive scenarios and Buller and Burgoon predicted that 

as interaction increased this would affect changes in (1) the goals of the deceiver, (2) 

communication skills, (3) mutual influence, (4) the potential for feedback, (5) and the inherent 

dynamics of interpersonal communication. They surmised that within interactive contexts, the 

non-strategic leakage activity predicted by the four-factor approach would be mediated by the 

superordinate displays of the mutual and strategic activity predicted by IDT. 

Preintelddion T1 T2 T4 T5 TS J-··i Postintera:tion J 

Skills 

Figure 1.1: A Schematic of IDT (adapted from Buller and Burqoon. 1996a: p.211) 

Buller and Burgoon provided a schematic in order to clarify the processes of strategic activity by 

both a sender and a receiver during a deceptive exchange; this has been reproduced in Figure 

1.1 above. The sender and receiver both come to the interaction with certain behavioral norms 

and skills that typify their interaction. Additionally, they bring certain expectations, intentions, 

and knowledge to the interaction that act as a form of pre-interaction bias. For the sender these 

preconceptions will affect their initial apprehension at being detected, for the receiver they will 

affect initial suspicion. During the interaction, co-interactants display behaviors that will mutually 

lead to behavioural adjustment, including sender adjustment to receiver displays of suspicion. 

The process is iterative and functions may occur simultaneously (the time scale on the 

schematic is a simplification). Following the interaction, the sender will be left with a perception 

of deception success, and the receiver with a perception regarding the likelihood of deceit. 
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From certain assumptions regarding interpersonal and deceptive behaviour, IDT is founded 

upon a set of propositions from which testable hypothesis might be derived. These propositions 

are discussed briefly below 5
. 

2.3. 1. 1 The Propositions of IDT 

Deceptive displays vary according to the degree of interactivity and the nature of the existing 

interpersonal relationship between the sender and receiver. This is referred to as the 

interactivity principle of IDT. 

1. Sender and Receiver cognitions and behaviors vary systematically as 

deceptive communication contexts vary in (a) access to social cues, (b) 

immediacy, (c) relational engagement, (d) conversational demands, and (e) 

spontaneity. 

2. During deceptive interchanges, sender and receiver cognitions and behaviors 

vary systematically as relationships vary in (a) relational familiarity (including 

informational and behavioral familiarity) and (b) relational valence. 

Behaviour during a deceptive display is a product of both strategic and non-strategic action, and 

this is more prevalent than it would be during everyday veridical behaviour. 

3. Compared with truth tellers, deceivers (a) engage in greater strategic activity 

designed to manage information, behavior, and image and {b) display more 

non-strategic arousal cues, negative and dampened effect, non-involvement, 

and performance decrements. 

Receivers will have presumptions that will affect their initial level of suspicion. Such suspicion 

can be detected by senders and this will subsequently affect their early levels of 'detection 

apprehension'. Over time, senders will increase their strategic displays within interactive 

contexts dampening the activity of non-strategic leakage. 

4. Context lnteractivity moderates initial deception displays such that deception in 

increasingly interactive contexts results in (a) greater strategic activity 

(information, behavior, and image management) and (b) reduced non-strategic 

activity (arousal, negative or dampened affect, and performance decrements) 

over time relative to non interactive contexts. 

5. Sender and receiver initial expectations for honesty are positively related to 

degree of context interactivity and positivity of relationship between sender and 

receiver. 

6. Deceivers' initial detection apprehension and associated strategic activity are 

inversely related to expectations for honesty {which are themselves a function 

of context interactivity and relationship positivity). 

5 The propositions in italics have been reproduced as per (Buller and Burgeon, 1996). 

14 



Chapter 2: Interpersonal Deception Theory and the Semantics of Deceit 

Those senders who deceive in order to benefit themselves will adopt a deceptive pattern that is 

highly strategic in keeping with those goals. 

7. Goals and motivations moderate strategic and non-strategic behavior displays 

a) Senders deceiving for self-gain exhibit more strategic activity and non

strategic leakage than senders deceiving for other benefits. 

b) Receivers' initial behavior patterns are a function of (a) their priorities 

among instrumental, relational, and identity objectives and (b) their 

initial intent to uncover deceit. 

As a receiver becomes accustomed to the sender's communicative style, this will be detected 

by the sender who will subsequently feel that they have to work harder in order to be seen as 

non-deceptive. This will result in an increase in both strategic and non-strategic behaviours. 

Experienced deceivers will be able to minimise their non-strategic behaviour and engage in 

more strategic behaviour. For example, the nonverbal leakage of stress, exhibited through an 

increase in adaptors (nonverbal gestures that manipulate another part of the body) could be 

minimised through the strategic behaviour of appearing more expressive (and therefore more 

confident). 

8. As receivers' informational, behavioral, and relational familiarity increase, 

deceivers not only (a) experience more detection apprehension and (b) exhibit 

more strategic information behavior, and image management but also (c) more 

non-strategic leakage behavior. 

9. Skilled senders better convey a truthful demeanour by engaging in more 

strategic behavior and less non-strategic leakage than unskilled ones. 

Judgments concerning the veridicality of the sender are in many ways based on previously 

formed impressions and biases as well as the skills of the sender. Naturally, these influences 

can have the opposite affect on the accuracy of those judgments. A sender's deviation from 

their expected behavioural responses are thought to increase receiver suspicions, but also 

receiver detection accuracy as well. Suspicion is detectable by the deceiver, who will in turn try 

to adapt their behaviour to appear more credible 

10. Initial and ongoing receiver judgements of sender credibility are positively 

related to (a) receiver truth biases, (b) context interactivity, (c) and sender 

encoding skills; they are inversely related to (d) deviations of sender 

communication from expected patterns. 

11. Initial and ongoing receiver detection accuracy are inversely related to (a) 

receiver truth biases, (b) context interactivity, (c) and sender encoding skill; 

they are positively related to (d) informational and behavioral familiarity, (e) 

receiver decoding skills, and (f) deviations of sender communication from 

expected patterns. 
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12. Receiver suspicion is manifested through a combination of strategic and non

strategic behavior. 

13. Senders perceive suspicion when it is present. 

14. Deviations from expected receiver behavior increase perceptions of suspicion. 

15. Receiver behavior signalling disbelief, uncertainty, or the need for additional 

information increase sender perceptions of suspicion. 

16. Suspicion (perceived or actual) increases senders' (a) strategic and (b) non-

strategic behavior. 

Despite the presence of both strategic behaviours and non-strategic leakage, typical 

interpersonal behavioural dynamics are the superordinate processes in deceptive 

communication. 

17. Deception and suspicion displays change over time 

18. Reciprocity is the predominant interaction adaptation pattern between senders 

and receivers during interpersonal deception. 

Perceived impressions of deception or detection success following an interaction are subject to 

a latency effect. 

19. Receiver detection accuracy, bias, and judgements of sender credibility 

following an interaction are a function of (a) terminal receiver cognitions 

(suspicion, truth biases), (b) receiver decoding skill, and (c) terminal sender 

behavioral displays. 

20. Sender perceived deception success is a function of (a) terminal sender 

cognitions (perceived suspicion) and (b) terminal receiver behavioral displays. 

2.3.2 Critique 

IDT was presented in a special issue of 'Communication Theory' (August 1996). In the same 

issue, it was reviewed by some key researchers in the field of interpersonal deception including 

James Stiff, and Bella DePaulo and her colleagues. Their critique of IDT primarily surrounds the 

status of lOT as a practical theory of interpersonal deception and has been included here as 

being representative of the challenges facing lOT. 

Stiff (1996) is keen to point out the merits of Buller and Burgoon's work. He applauds the 

contributions of lOT to the literature as a careful description of the behavioural displays that can 

lead to successful deceit or its detection. lOT also draws attention to the importance of 

temporality, mutuality, and pre-interaction in deceptive interchanges. However, the status of lOT 

as a theory (formative or otherwise) is in dispute. lOT has been criticised for failing to present a 

central causal mechanism that can used to explain a wide variety of deceptive phenomena 

(Stiff, 1996; DePaulo et al., 1996b). Such a mechanism is necessary for any theory to have 
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predictive power, as OePaulo and her colleagues put it, there is no central, intriguing 'why' 

question in lOT. lOT is descriptive but not explanatory. 

Burgoon and Buller (1996) reply to this critique by suggesting that the propositions merely look 

more descriptive than explanatory because of their high level of abstraction. They suggest that 

explanatory mechanisms do reside within the propositions, assumptions and their relationships. 

"Among the primary explanatory mechanisms are the goals, skills, and 

communicative repertoire that lead actors to initiate certain behavioral patterns 

and eschew others; their enacted communication styles, which reflect 

deliberate (strategic) and inadvertent (non-strategic) activity; the inevitable 

sequencing and adaptation of behavior as goals are met or thwarted and 

interactants entrain to one another's communicative style; and the functional 

requirements and constraints of the communication situation itself" (Burgoon 

and Buller, 1996) 

The authors warn against an excessive reductionism that would interpret their causal 

mechanisms as merely descriptive as opposed to explanatory. Burgoon and Buller defend their 

theory further, by stating that the 'requirement' of a single unifying causal mechanism reflects a 

"very narrow understanding of what a theory should look like" (p.315) and suggest that multiple 

mechanisms should be looked for and often are in existing scientific theories. 

DePaulo and her colleagues (1996b) criticise IDT further by stating that many of the 

propositions are not falsifiable, and that they do not seem to be systematically related (a 

proposition may be added or removed with little consequence to the others). Burgoon and Buller 

(1996) address the falsifiability question by claiming that it is the specifically derived hypotheses 

and not the propositions themselves that are falsifiable. Further, they claim that the lOT 

propositions have not haphazardly been thrown into the theory, but instead represent the most 

relevant factors and relationships concerned with interpersonal deception. 

Stiff (1996) continues his critique by claiming that Buller and Burgoon are poorly conceptualising 

the nature of interpersonal communication in lOT. He claims that the theory seems to pertain 

more to the interactive component of communication than the interpersonal. He suggests that 

there are areas of communication that are not covered by the theory, mainly the less interactive 

'and' less interpersonal areas. This theoretical selectivity had arisen because of the poor 

definition of interpersonal communication that took face-to-face communication as the primary 

exemplar of the phenomenon. By narrowing their focus, Buller and Burgoon were limiting the 

explanatory scope of their theory. OePaulo and her colleagues (1996b) also question the 

superordinate role of strategic behaviours in deceptive displays. They do not believe that the 

strategic, self-reflexivity of co-interactants posited by lOT is actually as prevalent within 

interpersonal episodes as the theory assumes. 

Burgoon and Buller (1996) do accept that their work has primarily involved highly interactive 

face-to-face communication, but they still maintain that lOT can be applied more widely 
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(including to the domain of computer-mediated communication). Specifically they adopt a model 

of interactivity whereby different interpersonal communication episodes lie along a continuum of 

interactivity. 

Another question raised by Stiff (1996) was whether a new communication theory of deception 

was needed at all. Maybe the communication of deception can be sufficiently explained by 

existing theories (c. f. Stiff, 1995) and IDT does not have anything new to add. lt could be argued 

that the central goal of deception is persuasion, and that theories of persuasion and social 

influence can sufficiently encompass deceptive episodes. 

Broadly speaking, the main issues of IDT discussed in the special issue, surrounded the degree 

of abstraction in which a theory should lie in order to be predictively useful and whether there is 

a need for such a theory of interpersonal deception in the first place. Additionally, DePaulo and 

her colleagues attacked the empirical work used to exemplify IDT's utility (c.f. Burgoon et al., 

1996a; Buller et al., 1996; in the same issue), as being overly complex and heavily confounded 

(DePaulo et al., 1996b). lt is not disputed that Buller and Burgoon have provided a useful model 

with IDT; however back in 1996, it was unclear as to how much further the model could go. 

Subsequent empirical work has shown that IDT does indeed have more predictive and 

explorative power than was initially thought by its reviewers, and recently this approach has 

even been applied to the domain of computer-mediated communication. A discussion of the IDT 

research that examines CMC and the interactivity principle will be deferred until Chapter 5. 

2.3.3 Empirical Support for IDT 

The main experimental study 'showcased' by Buller and Burgoon in the 1996 issue was 

criticised heavily by DePaulo and her colleagues (1996b). lt was accused of being overly 

complicated and for containing confounds such as ordering effects and the underplaying of 

participant gender. In addition, the study included a vast number of experimental conditions (the 

authors counted ninety-six potential between-subject cells across only sixty-six participant 

dyads; DePaulo et al., 1996b). Burgoon and Buller (1996) responded to this critique by 

suggesting that the highly complex relationships investigated in their research was indicative of 

the complex nature of reality rather than a product of their design, and that not all of the results 

were published in the reports provided. Nonetheless, subsequent research has been far more 

focused with much clearer results. 

In another article that same year, Burgoon and her colleagues (1996b) produced an essay that 

further elaborated upon the different perspectives of the sender, receiver and the observer. 

From a pilot study, they observed a high correlation (with large effect sizes) of gestalt 

perceptions regarding the veracity of the exchange between each of these different parties. The 

poor abilities of observers and receivers to detect deceit has been reported elsewhere (c.f. 

Ekman, 2001 ), however the authors had further clarified that the reasons for this lay in the joint 

construction of reality between the sender and the receiver rather than solely as a result of poor 

lie-detection on the part of the receiver. 
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Some of the recent work testing IDT has focused on the effects of conversational involvement 

(Burgoon et al., 1999; White and Burgoon, 2001 ). In a study that involved 122 participants 

interacting in dyadic question-answer sessions, Burgoon found that deceivers (especially 

socially-skilled ones) were generally more involved in their interaction. Encoding skills were 

found to be more critical in ensuring deceptive success than decoding skills, as was the 

involvement of the sender. Finally, they tested the effects of feedback and found that uninvolved 

receivers actually caused the deceivers to heighten and even overcompensate their strategic 

activities (this finding has interesting implications tor lie-detection). White and Burgoon (2001) 

examined initial involvement in more detail with respect to Interaction Adaptation Theory (IAT; 

Burgoon et al., 1995). From IAT they categorise the three fundamental influences upon initial 

involvement as resulting from (in decreasing order of influence) requirements, expectations, and 

desires. Differences in the self-assessments of these factors will cause differences in the initial 

involvement patterns between truth-tellers and deceivers. For deceivers, the requirements to 

interact have associated negative effects and this can suppress initial involvement. The 

expectation to interact and the convention of social norms have a more expressive effect, as do 

desires pertaining to self-presentation. Contrastingly, the desire to control behaviour can act to 

suppress that behaviour. 

2.4 Summary 

This chapter has explored the semantics of deception and has chosen definitions tor lying and 

deceit that are used throughout this thesis. These definitions are broad enough to appropriately 

encapsulate a variety of deceptive phenomena but also narrow enough to distinguish deceit 

from phenomena such as mistakes, illusions, self-deceit, or the simple conveyance of false 

information. Various schemes for classifying lies were presented, and it was observed that 

these schemes are dependant upon the focus of the activity to which they are applied. lt would 

seem logical that the practice of lie-detection would require a classification scheme of its own, 

and the derivation of such a scheme has been deferred until Chapter 5. 

In addition, the central propositions of Interpersonal Deception Theory were presented. IDT 

provides a framework of how people experience and interact in everyday deceptive episodes 

both strategically and non-strategically. lt was shown that IDT may have some weaknesses in 

its theoretical status, but nonetheless has proven to be a useful framework for conceptualising 

everyday interpersonal deceptive encounters. 

However, the practice of lie-detection usually does not rely upon scrutinising everyday 

interpersonal deceptive encounters. In fact, the direct manipulation of the interpersonal context 

(sometimes even to minimise interaction) is a key mechanism by which deceivers are forced to 

lie in a particular manner that makes lie-detection simpler. Naturalistic lie-detection has often 

been found to be too difficult partially because of the superordinate interpersonal processes that 

eschew nonverbal leakage, and partially because of the difficulty of distinguishing between the 

truthful and deceptive components of a communicative episode. This is not too say that 
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naturalistic lie-detection is impossible, but it does mean that frameworks such as IDT are of little 

use when discussing most of the existing lie-detection research. In the next chapter, the verbal 

and physiological clues to deceit are discussed with reference to this research. A further 

examination of IDT and naturalistic deception is deferred until Chapter 6, where theories of 

CMC, deceit, and lie-detection are brought together and IDT is explored once again in order to 

provide some enlightenment towards uncovering the central mechanisms that drive computer

mediated deceptive encounters. 
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Chapteli" 3 

Detecting Deceit Through the Ana~ysis of Verbal 

and Physio~ogical Clues 

Lie-detection research can analyse diagnostic clues at a verbal, nonverbal, or physiological 

level of analysis. Of these channels, the verbal and physiological research is probably of the 

most use to the domain of text-based CMC (where nonverbal channels are elided1
). Verbal 

behaviour can be detected through the written word and physiological clues may be exhibited 

through low-level behavioural changes at the computer interface. A discussion of the 

physiological clues to deceit will be limited to a review of two of the most popular polygraph 

tests (the Guilty-Knowledge Test and the Control-Questions Test). These will be examined at 

the end of the chapter. The first part of this chapter concerns the verbal approach. 

lt has been suggested, that it is too difficult to detect lies through the verbal channel because of 

the ease at which a person can control their spoken behaviour (Ekman, 2001 ). After all, a 

person can control what they say far more easily than they can control certain automatic 

nonverbal behaviours. lt is perhaps this reason why so much of the lie-detection literature 

focuses solely on the underlying nonverbal behaviours that correlate with deceit. 

The significance of verbal control is certainly relevant when a person is required to provide a 

very short deceptive response, but it is less important during longer periods of interaction. 

Social perception research has been criticised for its focus on cognitive mechanisms whilst 

underplaying the importance of the actual perceptual material on which these mechanisms work 

(Zebrowitz, 1990). This distinction is fundamental to verbal lie-detection research whereby the 

important difference between the presentment of a truthful or fabricated statement, lies not in 

the mechanisms at work but in the details related. The difference between encoding and 

remembering a truth or a lie does not hinge upon the practically identical encoding and retrieval 

functions of memory, but on the perceptual details encoded in the first place (Johnson and 

Raye, 1981 ). In short, the question for verbal lie-detection research is not whether a person can 

control what they say, but whether or not they know what it is they are supposed to control. In 

fact, a deceiver's ignorance of the true verbal clues to veracity, and an independent observer's 

contrasting knowledge of these clues is the precondition for any effective verbal-lie detection 

technique. The reason why the verbal channel is such a promising route for lie-detection is that 

the verbal characteristics of truthful statements are largely unknown by people (Ekman, 2001) 

1 There is a form of 'textual paralanguage' that exists within CMC, although no research has yet examined the 
relationship between this 'nonverbal channel' and the performance of deceit. 
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and that these characteristics may be too numerous for an average deceiver to manipulate 

them all simultaneously. A selection of techniques is reviewed within this chapter that have 

attempted to identify the verbal clues to deceit and veracity. 

In the early literature, researchers investigated the relationship between verbal characteristics 

and the behavioural correlates of deception. Vrij (2000) identifies seven significant verbal 

characteristics that are present within this literature. Negative Statements may follow from 

negative emotions. For example, anxiety at the fear of being detected (detection apprehension) 

may cause a deceiver to respond with negative utterances such as denials or disparaging 

statements. The complexity involved in lying may cause an inexperienced liar to make 

implausible statements. The liar may provide excess irrelevant information in order to substitute 

for an abrupt answer, or to draw attention away from the item being lied about. Guilt can cause 

deceivers to try to disassociate themselves from their lies by either over-generalising or by 

avoiding the use of self-referencing words. Direct answers and short responses may also be 

symptomatic of the complexity of lying by economically restricting the amount of deceptive 

information that needs to be managed. 

Vrij (2000) provides a literature review of eighteen studies pre-1990 that examine these 

characteristics. The studies show a relatively high consistency suggesting that there could be a 

clear relationship between verbal behaviours and deception. At the moment, the foremost 

technique for verbal lie-detection is Statement Validity Assessment (SVA), a technique that 

uses a variety of verbal clues that are more sophisticated than those surveyed by Vrij (2000). 

SVA will be discussed in this chapter as well as Reality Monitoring (another content-based 

approach). Towards the end of the chapter, two less-common systems for the inspection of 

verbal clues will be presented including the commercial technique SCAN and the simple 

assessment of lexical diversity. 

3.1 Statement Validity Assessment 

Statement Validity Assessment is a three-part process that assesses the veracity of eyewitness 

statements within a forensic setting. In the sections that follow, the history of SVA is reviewed 

along with a description of the techniques and methods used within the SVA framework. The 

discussion then proceeds to methods used to research and evaluate SV A. 

3.1.1 History of SVA 

Statement Validity Assessment is a technique used to assess the veridicality of eyewitness 

accounts. lt was set forth as a refinement to its predecessor, Statement Reality Analysis (SRA) 

(Stellar, 1989). The technique's seminal proponent Udo Undeutsch has provided an account of 

the origins of SRA and this treatise serves as the foundation for this section (Undeutsch, 1989). 

SRA was developed to provide a more objective means by which a witness' statement could be 

assessed for its 'truthfulness'. Originally, the technique was intended to be used in the 
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assessment of a child's testimony in cases of sexual abuse. Stern (1902) found significant 

individual differences in the ability to report the details of an event in retrospect, and he found 

that perfect recall was rarely attained. Undeutsch highlighted that in cases of sexual abuse, the 

child's statement is often the pivotal piece of evidence that determines the outcome of the 

allegation. Early techniques for assessing the veridicality of statements were often ineffective 

because 'reasonable doubt' could usually be inferred about the witness' memory. Psychological 

assessments would often base findings upon early dogma concerning women and teenagers. 

The general inability of women to recollect accounts accurately was often cited, along with the 

supposed adolescent disposition whereby teenagers were liable to confuse reality with fantasy 

as a product of heightened sexual cognisance. Undeutsch (1989) reports that 90% of 

psychological assessments between 1900 and 1930 concluded reasonable doubt, often 

contrary to the experience of the court. 

Undeutsch warns of misguidedly assessing the credibility of a statement solely on the basis of a 

credible disposition. He suggests that a person with a good reputation may be strongly 

motivated to lie in order to protect that reputation, and warns against evaluating the veracity of a 

person as invariant. Clearly there was a need to develop a more objective measure of 

statement credibility. 

First of all, it is important to define credibility. Undeutsch defines credibility as having two 

dimensions, the cognitive (the ability to recount) and the motivational (the willingness to 

recount). Undeutsch (1989) states that the motivational element "is a pivotal one in virtually 

every criminal proceeding" (p.1 07). Therefore, any technique that assesses the credibility of a 

statement should focus upon this motivational element and should not hinge upon the 

remembrance of detail. 

In 1954, the West German Supreme Court assessed the utility of psychological assessments in 

the determination of child sexual abuse cases (Vrij, 2000). Undeutsch appeared at the hearing 

and subsequently a ruling was passed in 1955 that instructed investigators to carry out 

psychological interviews and credibility assessments in nearly all child sexual abuse cases. Vrij 

(2000) reports Arntzen's 1982 estimate that by that date 40,000 cases were subjected to this 

analysis. 

Undeutsch's Statement Reality Analysis aimed to assess the truthfulness of a statement rather 

than the disposed 'credibility' of a witness. SRA was composed of a structured interview 

followed by a content analysis. The content analysis consisted of sixteen categories (criteria) 

that were indicative of truthful statements and these have been reproduced below. 

I. Criteria Derived from Single Statements 

1. General, Fundamental Criteria 

a. Anchoring (embodiment) in time and place 

b. Concreteness {clarity and definiteness, specification, vividness) 

c. Wealth of reported details 
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d. Originality (individual depiction, more than cliches, trite and stereotyped 

phrases) 

e. Internal Consistency 

f. Mentioning of details, specific of the particular type of sex offence 

2. Special Manifestations of the Aforementioned Criteria 

a. Reference to details that exceed the probable capacity of the witness. 

b. Reporting of subjective experiences 

c. Mentioning of unexpected complications 

d. Spontaneous corrections, specifications, complements 

e. Self-disserving interspersions 

3. Negative or Control Criteria 

a. Lack of internal consistency 

b. Lack of consistency with the laws of nature or science 

c. Lack of external consistency (discrepancy with other incontrovertible facts) 

11. Criteria Derived From Sequences of Statements 

a. Lack of Persistence (stability, steadfastness) 

b. Prior inconsistent Statement 

Adapted from (Undeutsch, 1989) 

The content analysis was empirically grounded upon what was later to be coined the 

'Undeutsch Hypothesis', "that a statement derived from a memory of an actual experience 

differs in content and quality from a statement based on invention or fantasy" (Vrij, 2000; p.116). 

Subsequent development of the technique led to the emergence of Statement Validity 

Assessment. This adaptation by Stellar and Kohnken (1989) used nineteen criteria that 

comprised what is now called the 'Criteria-based Content Analysis' (CBCA). Steller and 

Kohnken provided a full procedure for assessing veridicality that incorporated an interview, 

CBCA, and also a set of questions (the Validity Checklist) that evaluated whether or not the 

procedure would be appropriate for the analysis of a particular statement (Stellar, 1989). SVA 

differed from SRA by drawing more attention to the interview characteristics (such as the 

potential for suggestibility) as well as other sources of influence (operationalised through the 

Validity Checklist). 

Since its original inception in Germany, SVA has only appeared in the UK and the US over the 

last fifteen years and its forensic application has been tentative. To date, it is not used in the UK 

courts and opinion about its utility varies in the US between states (Vrij, 2000). Researchers in 

these countries were surprised at the limited amount of existing scientific data examining the 

SVA technique (Vrij, 2000). Vrij (2000) reports the existence of only fifteen studies that 

examined CBCA comparing genuine and fabricated statements on the basis of the individual 

criteria. lt is perhaps this lack of empirical wealth that impedes SVA's forensic application in this 

country. 

24 



Chapter 3: Detecting Deceit Through the Analysis of Verbal and Physiological Clues 

Undeutsch (1989) himself sees little value in conducting laboratory work to test SVA because of 

the poor ecological validity that would be obtained by the results. He objects to the decisions of 

the UK and the US courts to not take up SVA in the same way as Germany had done. He 

speaks with reference to the ease with which a defense attorney can utilise (non-SRA) 

psychological evidence to cast doubt on a statement's validity. The reservations shown by the 

UK and the US mirrored those of Germany, and that it was only a matter of time until those 

countries adopted a standardised psychological assessment technique as well. 

Since Undeutsch made this remark, there have been a number of studies that suggest that SVA 

(at least in its current form) should be used with caution. These studies and their reservations 

will be discussed in a later section. Suffice it to say that the apparent success of the technique 

in Germany is not a sufficient measure of its internal validity. As will be discussed later in this 

chapter, the technique is prone to a truth bias that may simply correlate with the hitherto 

unknown 'ground truth' of the veracity of child abuse cases. Nonetheless, the technique still has 

a strong support from the laboratory studies that do exist, especially when the relative success 

of other 'truth validation' or 'lie-detection' techniques are considered. 

In summary, SVA was originally developed out of SRA as a technique for assessing the veracity 

of statements from alleged victims of child abuse. The technique was popularised in West 

Germany but has been slow on the uptake in the UK and the US. lt seems as though much 

more empirical work still needs to be undertaken in order to assess the validity of the technique. 

The technique is based upon the Undeutsch hypothesis that postulates qualitative and 

quantitative differences between experienced and fabricated accounts. The SVA procedure is 

comprised of three parts, the interview, the CBCA, and a Validity Checklist and these will be 

discussed further in the sections that follow. 

3.1.2 Overview of Methodology 

The SVA procedure begins with a carefully conducted interview. The transcript of this interview 

then needs to be consistently and reliably coded using CBCA. Raskin and Esplin (1991 a) 

suggest "a structured interview designed to maximize the amount of information provided by the 

child witness and to minimize contamination of its contents by the interviewer'' (p.273). A good 

way for the interviewer to start along these lines is by asking the eyewitness to describe their 

story from start to finish without interruption. This will hopefully elicit a free narrative that is 

uncontaminated by the interviewer. The structured interview must be conducted by a trained 

interviewer and should take between twenty and forty-five minutes. An open-ended style of 

questioning should be used that avoids leading the witness. The interviewer would need to be 

familiar with the case itself, and this preparation is a sine qua non of a successful interview as it 

would be almost impossible to conduct it otherwise. 

Central to the Raskin and Esplin interview technique involves the investigation of a set of 

alternative hypotheses that reflect other explanations for the allegation. The authors provide 

some examples of alternative hypotheses including alternative perpetrators, outside influence, 
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revenge, or fantasy. In order to evaluate these hypotheses, the interview should be scheduled 

such that this sort of information can be obtained in advance. 

Raskin and Esplin (1991 a) present four types of question that can be used during the interview, 

cue, probe, direct, and suggestive. Cue questions are open-ended questions that refer to 

something specific in the account. Probes are used to test the alternative hypotheses whereas 

direct questions aim to elicit a specific piece of information without suggesting a possible 

answer. Finally, suggestive questioning can be used at the end of the interview in order to test 

the overall suggestibility of the witness. This helps the investigator to rate the overall validity of 

the procedure. 

Much of the empirical work that surrounds SVA does not yet utilise a structured SVA 

interviewing procedure such as the one presented by Raskin and Esplin. Over the last few 

years, there has been an elevated interest in the cognitive interviewing technique and its role in 

deception detection. This will be described further in section 3.1.4.2. 

The Criteria-based Content Analysis is at the heart of the SVA technique. In its present 

incarnation, it consists of nineteen criteria that are used to rate a transcript. The full list of 

criteria was compiled by Steller and Kohnken (1989), but a number of other authors have used 

either a subset or a superset of a subset of these. Each criterion is evaluated on some form of 

discrete ordinal scale, usually comprising of three levels such as 'Absent', 'Present', or 'Strongly 

Present' (Steller, 1989). The final score usually represents some form of weighted or un

weighted totaling of all the criteria. Each criterion represents a typical characteristic of a genuine 

statement but an individual statement may or may not contain certain criteria. Certainly, the 

absence of any one criterion does not indicate fabrication as the technique is strictly concerned 

with truth validation. 

What follows is a description of each of the criteria. These descriptions are adapted from those 

provided by Vrij and have been included here primarily as a convenience for the reader, (see 

Vrij, 2000; pp. 116 to 122 for the original descriptions). 

I. General Characteristics 

The first three criteria refer to the statement in its entirety. 

1. Logical Structure 

The coherence and logical consistency of the statement. Genuine statements 

tend to Jack inconsistencies, contradictions, or other discrepancies. 

2. Unstructured Production 

Genuine statements are typically not characterised by a linear temporal 

structure. Vrij reports that unstructured accounts are common when people are 

distressed, but the effectiveness of the criterion can be mediated if the story 

has been told a number of times before. 
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3. Quantity of Details 

Genuine statements tend to incorporate a variety of details. This criterion 

assesses the richness of detail in the whole statement. 

11. Specific Contents 

The following criteria pertain to certain passages in the statement that are 

supposed to indicate 'concreteness' and 'vividness'. 

4. Contextual Embedding 

This criterion is present if the statement contains temporal and spatial markers 

and if actions are integrated into daily activities (i.e. situated in context). 

5. Descriptions of Interactions 

This criterion is present if there exists interactive elements between the witness 

and the perpetrator. 

6. Reproduction of Speech 

Genuine statements also contain instances of utterances that occurred during 

the alleged event. The criterion is only fulfilled if the utterances are in their 

original state and if the speakers can be clearly inferred. 

7. Unexpected Complications During the Incident 

This criterion is present if any complications are reported in the statement. 

8. Unusual Details 

This criterion denotes the existence of any unusual details contained in the 

statement. 

9. Superfluous Details 

This criterion rates the existence of details that are connected to the event but 

do not add weight to the allegation. 

10. Accurately Reports Details Misunderstood 

This criterion probably has a greater relevance for children than adults. lt is 

fulfilled if details are reported that indicate an action that lies outside the 

understanding of the witness. This could include a young child describing a 

sexual act, or possibly a witness describing a technical procedure where the 

function of that procedure is either unknown or misperceived. 

11. Related External Associations 

This criterion is fulfilled if the statement contains information, which, although 

not a specific detail of the event, is relevant to that event. 

12. Accounts of Subjective Mental State 

The inclusion of feelings and thoughts or cognitions at the time of the incident. 
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13. Attribution of perpetrators Mental State 

The inclusion of perceptions concerning the perpetrators feelings, thoughts and 

cognitions. This criterion is again dependent on there being a 'perpetrator' in 

the transcribed event. 

Ill. Motivation-related Contents 

The motivation-related contents are indicators of how the statement was 

constructed with regard to the goal of being truthful as opposed to being deceptive. 

They are related to the principle that a deceiver may wish to suppress those 

misperceived stereotypical behaviours associated with lying. 

14. Spontaneous Corrections 

This criterion is present if corrections or supplemental information are provided 

without any intervention by the interviewer. 

15. Admitting Lack of Memory 

Admissions of lack of memory, offered supplementally to an open question, 

fulfil this criterion. Simple, flat admissions, in response to closed questions are 

not included. 

16. Raising Doubts About Ones Own Testimony 

This criterion is present if concern is shown that a part of the statement may be 

incorrect or unbelievable. 

17. Self-deprecation 

This criterion is present if details are mentioned that are personally 

unfavourable, or that imply some fault on the part of the witness. 

18. Pardoning the Perpetrator 

Present if excuses or other details are provided that mediate the onus of guilt 

away from the perpetrator. lt is reasonable to assume that a deceiver 

interested in false incrimination would not desire to mediate, but to militate 

such a perception. 

IV. Offence Specific Elements 

19. Details Characteristic of the Offence 

This criterion is present if the statement describes a sequence of events that 

follow a format typical to that particular crime. Such a judgement would need to 

be made by experienced professionals who are aware of the typical modus 

operandi of certain types of crime. 

A popular set of guidelines for applying the content analysis was put forward by Stellar (1989). 

Stellar and his colleagues produced detailed descriptions and working sheets and decided upon 

the following three rules. 
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1. That any repetition in the statement does not increase the rating of a relevant 

criterion. 

2. Any passage in the statement can fulfil more than one criterion. 

3. Only content that is relevant shall be considered. 

Despite such efforts to standardise CBCA, the technique still requires the raters to apply a 

certain amount of subjective judgment. Official criterion definitions, rules, and procedures have 

helped to standardise the technique, but these procedures have yet to reach maturity. The 

CBCA provides a means of assessing the veridicality of a statement, but as the CBCA is not a 

standardised test (Vrij, 2000), there are a number of factors that govern how the CBCA score 

should be interpreted. Specifically, CBCA could only be considered a valid test under a certain 

set of circumstances. Stellar (1989) comprised an eleven-item list that defines those 

circumstances where a CBCA analysis is inappropriate. This is known as the Validity Checklist 

(VCL) and it comprises the third component of the SVA. The Validity Checklist has been 

adapted here for convenience (the reader is referred to Stellar, 1989 for the original definitions). 

I. Psychological Characteristics 

1. Witness used inappropriate language or demonstrated inappropriate 

knowledge that was beyond their capacity. 

2. Witness exhibited inappropriate affect with regard to the statement contents. 

3. Witness seemed susceptible to suggestion. 

11. Interview Characteristics 

4. Questions posed during the interview were suggestive, leading or coercive. 

5. Interview was inadequate in other aspects. 

Ill. Motivation 

6. There exists a questionable motive behind the witness coming to testify. 

7. The original disclosure or testimony was attained under questionable conditions. 

8. There exists outside pressures to deceive. 

IV. Investigative Questions 

9. The statement seems to run contrary to the 'laws of nature'. 

10. The statement seems inconsistent with other statements. 

11. The statement seems inconsistent with other evidence. 

If a particular case exhibits many of the items mentioned in the VCL, then the use of CBCA is 

probably inappropriate. For example, the characteristic described in item one could indicate that 

the witness has been tutored in a particular story by a third party. Even if the story itself is true 

(and it is important to reiterate that the VCL does not assess veracity), it will still be the case that 

a tutored eyewitness will not be providing the kind of naturally occurring statement upon which 

the empirically grounded CBCA technique depends. 
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3.1.3 Overview of Empirical Studies 

There has been a dearth of empirical studies that examine SVA and its flagship CBCA. 

Scientific studies that examine the procedure can be conducted in the field or in the laboratory. 

As would be expected, the perennial critiques of each of these methods can be debated at 

length. Field studies have been criticised for their inability to ensure the accuracy of ground

truth and laboratory studies have been criticised for their insufficient level of ecological validity. 

A fuller discussion of the relevant research issues pertinent to these studies has been deferred 

until the next section. In this section, some of the existing empirical work has been reviewed 

with regard to the overall success at detecting genuine and fabricated accounts. The purpose of 

this section is to describe a few of the principal field and laboratory studies that illustrate the 

typical modus operandi of SVA research. 

3. 1.3.1 The Experimental Approach 

Experiments that assess SVA or CBCA typically involve two parts; the generation of stimulus 

material and the codification of that material by trained CBCA raters. The stimulus material 

usually comprises videotapes or interview transcripts where the participant has been asked to 

tell the truth on one occasion (the control condition) and to lie on another. The power of the 

experimental approach is the ability to record the 'ground truth' (i.e. which story was the true 

one). Often the participant is asked to perform some sort of mock crime beforehand and this 

serves as the interview topic. The second part of the study involves the CBCA codification of the 

transcripts by a number of trained raters. As with many other experiments of this kind, university 

undergraduates are often used as participants. These experiments have typically reported the 

discriminatory power of CBCA, along with the prevalence of certain criteria over others. 

In 1992, Landry and Brigham published an experiment that demonstrated the effectiveness of 

CBCA training on the ability to detect deception (Landry and Brigham, 1992). The stimulus 

material was drawn from a pool of personal incidents related by participants. Each participant 

was filmed giving short descriptions of either experienced or fabricated events that were in 

some way traumatic, involved and that were characterised by feelings of loss of control. Half the 

videotapes were true accounts and half were fabrications that were written by the investigators. 

Sixty-four undergraduate raters were allocated to one of four conditions following a 2 

(Training:No Training) X 2 (Videotape:Transcript) experimental design. The trained raters used 

only fourteen of the CBCA criteria as some were deemed irrelevant in this scenario (c1 0, c18, 

and c19)2 and others were found to be too difficult to apply (c2 and c11 ). The results showed 

that trained raters performed significantly better overall (55.3%) than untrained raters (46.9%) 

but only slightly better than chance (50%). Nonetheless, this low overall CBCA accuracy rating 

represents a bias to truth detection such that the trained raters judged 75.4% of true stories 

correctly as opposed to 58.6% for the untrained raters. Surprisingly the accuracy rates were 

2 
For brevity, the individual CBCA criteria will be referred to by their number. 
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also higher for videotape ratings as opposed to transcript ratings. The authors suggest that the 

improved results may be the result of the raters using various nonverbal cues to help them with 

their judgments. However, this conclusion should be evaluated with caution considering the 

body of evidence on the falsely perceived nonverbal clues to deception (see Ekman, 2001 ). 

Zaparniuk, Yuille and Taylor (1995) published a laboratory study that, like the Landry and 

Brigham study three years earlier, was concerned with the application of CBCA to the 

statements of adults. To produce the stimulus material, forty undergraduates in a 2 (Truth: 

Fabrication) X 2 (Videotape:Verbal description) between-subjects design were used. The 

participants either were shown a videotape or were read a verbal description of a two-minute 

scenario. The participants in the fabrication condition undertook a stepwise interview whereby 

they were told to relate the story as though they had actually experienced the event. The CBCA 

rating was undertaken by two trained and one expert rater who were using two decision rules to 

supplement the codification procedure. 

• Decision Rule 1: Identify the presence of c1, c2, c3, cS, plus any remaining 

two criteria. 

• Decision Rule 2: Identify the presence of c1 , c2, c3, plus any remaining four 

criteria. 

The purpose of the decision rules was to assess whether or not they could be more effective at 

discriminating true and fabricated statements than simple criteria tallies. However, the danger of 

this type of strategy is that the use of specific decision rules could create a discriminatory bias 

towards a particular type of scenario. This is especially applicable in the case of the Zaparniuk 

et al. study, where a rather subtle form of deceit was being used in the fabrication condition. 

Interestingly, after codification c2 by itself had an 80% accuracy rate, and the two decision rule 

variants yielded 78% and 73% accuracy rates respectively. However, c2 also had a relatively 

lower inter-rater reliability and the authors suggest that the decision rule approach will probably 

be more reliable than using c2 by itself. 

Ruby and Brigham (1998) conducted the first study that examined ethnicity and its affect on 

CBCA scores. The stimulus material for the study comprised transcripts of six White 

(Eurocentric condition) and six Black (Afrocentric condition) participants giving statements of 

two personal events, one true and one fabricated. As with other studies, the participants were 

informed that the events should be characterised by a loss of control. The participants were 

given one or two days preparation time to rehearse their accounts. The study found that CBCA 

training did not enhance in the truth detection of White speakers over Black speakers, but five of 

the criteria (c3, c6, c12, c14, and c17) did in fact appear more in the statements of Black 

speakers than White speakers. The study also identified a strong truth bias in CBCA that led to 

a high amount of false-positive errors. A subsequent discriminant analysis was able to reduce 

such false-positives, but only at the expense of an increase in false-negatives. Like many other 

investigators, Ruby and Brigham concluded that it was too premature at that stage to use CBCA 

as a diagnostic tool to detect veracity. 

31 



Chapter 3: Detecting Deceit Through the Analysis of Verbal and Physiological Clues 

3.1.3.2 The Field Study Approach 

In comparison to the experimental approach, even less field studies have been conducted that 

involve SVA. This could be because of the difficulty in verifying the ground truth of each case 

under examination. However, the primary advantage of field analysis is ecological validity. The 

results from experimental studies are often criticised on the grounds that the participants were 

not sufficiently motivated to lie well, or that the subject matter did not have a sufficient degree of 

personal, contextual relevance. Field studies are usually conducted post-hoc using videotapes 

from actual police interviews and are coded in the same way as for experimental studies. 

Anson, Golding, and Gully conducted a study that used stimulus materials from actual child 

abuse cases in Utah (Anson et al., 1993). Twenty-three statements (with videotapes) were 

selected from a pool of 512 cases that were investigated between the years 1986 and 1989. In 

this instance, the two expert CBCA raters used the videotapes as stimulus material as opposed 

to the transcripts. The main purpose of the study was to assess inter-rater reliability between 

the two CBCA experts. The authors found that only nine of the criteria were scored with 

accurate reliability, and only four of these criteria were found to be present less than 10% or 

more than 90% of the time (suggesting that they had been clearly understood by the raters). 

The authors provide a number of reasons for this disappointing result, mainly focusing around 

training issues (such as the inadequacy of the criteria definitions) and the interview conditions 

that were more an artifact of the research method than of SVA itself. 

Another CBCA study conducted in a field setting was undertaken by Lamb and his colleagues 

(1997). The authors cite two previous field studies undertaken in the US, that of Boychuk, and 

Raskin and Esplin (Boychuk, 1991; Raskin and Esplin, 1991 b). The authors address the critique 

that these studies had struggled to establish the ground truth by some objective, independent 

measure by which to compare against CBCA scores. This study, conducted in Israel in the 

Hebrew language, used a multifaceted technique developed by the authors in order to 

determine the ground truth of the sample material. Ninety-eight cases were taken from a pool of 

1187 interviews. The CBCA ratings were conducted from transcripts by two native Hebrew 

speakers and utilised only fourteen of the criteria. The focus of the study was on validity rather 

than reliability, but raters were still trained to 90% inter-rater reliability levels. The authors found 

significant associations between case plausibility and CBCA ratings as well as a significant 

correlation between CBCA scores and victim age. Nonetheless the results were less dramatic 

than those presented by Boychuk (1991) and Raskin and Esplin (1991 b). The authors suggest 

that this difference results from a greater level of ecological validity, but they also acknowledge 

that the interviews were not conducted in a manner conducive to SVA (fewer open ended 

questions). The results also show significant heterogeneity in the classification power of the 

criteria (c1 was consistently rated as high across all of the conditions). Based on their results 

the authors conclude that overall, ''the level of precision clearly remains too poor to permit the 

designation of CBCA as a reliable and valid test suitable for use in the court room" (p.262). 
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3.1.4 Interviewing for SV A: Research Issues 

The transcript used for the CBCA is elicited by means of a structured interview. Interviews are 

subject to a variety of influences that dictate exactly what information is revealed. lt will be 

recalled that the Undeutsch Hypothesis posits both quantitative and qualitative differences 

between genuine and fabricated statements. Therefore, it is important that the SVA interview 

can provide a source of information that does not confound these differences through artifacts 

of the procedure. For example, hypnotic interviews have been criticised because they induce a 

highly suggestive affective state. This state increases the likelihood that the statement will be 

corrupted by the interviewer (Putnam, 1979). An interview transcript is simply an interpretation 

of the events as remembered by the interviewee. lt is essential that this interpretation does not 

create a bias that will lead either to false positives or to false negatives. Similarly, it is also 

essential that the interviewing process provides sufficient data for the CBCA to take place. This 

section reviews the findings that have been revealed using the investigative interviewing 

technique with respect to those issues pertinent to SV A. 

3.1.4.1 Principles Underlying the SVA Interview 

The SVA interview should be designed to minimise data corruption and to maximise both data 

quantity and quality. The style of questioning adopted and the interpersonal relationship 

between the interviewer and the eyewitness is central to these tenets. 

The question that is posed here, is what is the ideal interviewer-respondent relationship to 

maintain for SVA? As SV A has both forensic and empirical roots, the answer to this question 

may lie in the techniques that are employed by police to interview eyewitnesses. The cliches 

contained in old detective stories, that involve the suspect sweating under lamplight whilst 

simultaneously cowering in front of an aggressive interrogator, illustrate the worst violations of 

the validity checklist. The principle behind this type of interrogation is that if a suspect is guilty of 

a crime, then the weight of the whole procedure will eventually manage to 'break down' the 

far;ade of innocence. In Orwell's 1984 dystopia, the suspect through a similarly strenuous 

psychological procedure provides a false confession, and then finally ends-up believing in that 

confession (Orwell, 1984). To what extent do these two scenarios echo similar characteristics 

found in police interviews? 

lt is fair to say that in the UK (and indeed many other nations) the process of interrogation no 

longer relies upon extracting a confession but upon obtaining evidence (Milne and Bull, 1999). 

The reasons for this are partially to do with the danger of attaining Orwellian false confessions, 

and partially because this sort of confrontational approach runs contrary to the goal of 

maintaining an open relationship (Milne and Bull, 1999). Evidence against the confession-driven 

approach can also be found empirically. Baldwin (1993), in an analysis of six hundred 

audiotaped interviews found that in only nine cases was there a reversal of stance by the 

interviewee that was attributable to the persuasive skills of the interviewer. 

33 



Chapter 3: Detecting Deceit Through the Analysis of Verbal and Physiological Clues 

One problem of putting a witness under pressure is that it is likely to cause the witness to 

withdraw. This will in turn restrict the amount of information that can be made available for the 

CBCA. Similarly, as with modern day police interviews, the purpose of the SVA interview is to 

obtain information and not a confession and therefore it is not necessary to employ the kind of 

trickery that was suggested in the early literature (for example in the book produced by lnbau, 

Reid and Buckley, 1986). lt would seem that in order to extract as much information as possible 

from the eyewitness, the interviewer should maintain a non-accusatory relationship of trust. This 

may be helped by clarifying the purpose of the interview, and the credentials and identity of the 

interviewer from the outset (Milne and Bull, 1999). This might appear to have the negative effect 

of relaxing a deceiver and making them less likely to make mistakes, but the influence of this is 

limited because SVA is not affect-driven. 

In establishing this relationship, it is necessary to consider the power distribution between the 

interviewer and interviewee. A traditional structured interview requires the interviewer to drive 

the discourse along a predetermined schedule. The problem with this strategy is that the 

interviewee may be being forced to tell their account in a manner that does not reflect the way in 

which the information was encoded into memory and this is not conducive to good recollection 

(Tulving and Craik, 2000). lt should therefore be suggested to the eyewitness that it is their 

narrative and not the interviewer's questions that will determine the structure of the interview. 

An effective relationship can be maintained through the establishment and management of 

rapport. This can be achieved by using nonverbal skills and active listening. The interviewer 

must allow a sufficient amount of interpersonal space (proxemics) between them and the 

interviewee and should adopt an appropriate posture and paralinguistic style (Milne and Bull, 

1999). Milne and Bull also suggest that when framing their questions, the interviewer should 

use language that is similar to the words and expressions used by the interviewee. 

Experimental research has highlighted a halo effect that surrounds the 'general nonverbal 

expressiveness factor' (Riggio and Friedman, 1986; Friedman et al., 1988). This research has 

found that people who have a high level of nonverbal expressiveness are usually attributed 

more positive traits than are their less expressive equals. Highly expressive professionals are 

typically rated as being more competent and this can help to promote the relationship between 

the interviewer and interviewee. The flipside to high expressiveness lies in the observation that 

highly expressive people can have difficulties in showing neutrality. This would naturally have 

implications for a SVA interview where the interviewer must be careful not to convey their own 

opinions regarding the truthfulness of the account. 

The questioning techniques that promote maximum memory retrieval are generally those that 

are open-ended. Fisher, Geiselman and Raymond conducted a study that involved the analysis 

of a number of recorded police interviews (Fisher et al., 1987). These interviews usually begin 

with an open-ended request for a description of ''what happened?". On average, the interviewee 

was interrupted after only seven-and-a-half seconds. The authors suggest that these 

interruptions might cause the interviewee to infer that their responses are too lengthy and that 
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they must shorten their answers to future questions (as a form of conversational regulation). As 

uninterrupted free responses are usually rich in data, it would seem prudent to avoid such 

disturbances as much as possible. 

Aside from the free narrative, the use of open and closed questions can still be appropriate for 

investigative interviewing (Milne and Bull, 1999). Open questions can be used to probe for more 

information surrounding a feature contained in the free narrative. Closed questions can be used 

to obtain facts concerning particular items in the account, or to provide control over the direction 

of the interview. Milne and Bull (1999) state a preference for open ended questions, as the use 

of short-answer questions "causes the interviewees to be passive, decreases their 

concentration and therefore can result in less recall" (p.23). 

3. 1.4.2 The Cognitive Interview 

The cognitive interview (Cl) is a technique that incorporates many of the good practices outlined 

in previous sections. The Cl is a marriage between cognitive and social psychology, and 

between maximising memory retrieval and managing social communication (Memon and 

Higham, 1999). 

Cl was created by Fisher and Geiselman (1992) in response to "a pressing need for an 

investigative interviewing technique which was based on established psychological research" 

(Milne and Bull, 1999; p.33). Since its original incarnation the authors have produced an 

enhanced version of the technique (ECI) that provides a template for an interviewing schedule. 

This schedule has been reproduced below. 

1. Introduction 

Control eyewitness anxiety, develop rapport, tell eyewitness to actively 

volunteer information and not passively wait for interviewer to ask questions. 

Explicitly request detailed information. Tell eyewitness not to edit her thoughts. 

Tell eyewitness not to fabricate or make up answers. Convey that the 

interviewer expects the eyewitness to concentrate intensely. 

2. Open-ended Narration 

Recreate the general context. Request narrative description and do not 

interrupt. Provide a long pause after eyewitness stops speaking before asking 

the next question. Identify eyewitnesses images and develop a tentative 

probing strategy. 

3. Probing Memory Codes 

Re-emphasize the importance of eyewitness concentration. Recreate the 

context of a specific event and ask the eyewitness to close her eyes. Ask an 

open-ended, framed question. Request detailed description and do not 

interrupt eyewitnesses narration. Take detailed notes. Provide a long pause 
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after eyewitness stops speaking before asking follow-up questions. Exhaust 

image for information not included in narration. Probe remaining images and 

re-probe images activated earlier. 

4. Review 

Review for eyewitness from interviewer's memory or notes. Speak slowly and 

deliberately. Ask eyewitness to interrupt immediately if she remembers new 

information or if there are errors in interviewer's review. If any new leads 

develop then probe the relevant information. 

5. Close 

Collect background information. Remind eyewitness to call when she thinks of 

new information. Create a positive last impression. 

The Cognitive Interview is comprised of four primary techniques. First, the interviewee is 

instructed to report all details of the event in question, no matter how incidental or unimportant. 

Secondly, the interviewee is asked to try to recreate (but not fabricate) the event in their minds. 

By doing this, the interviewee is accessing the remembered physical and mental information of 

the event and subsequently activating any potential retrieval cues. After a short period, the 

interviewer then attempts to elicit the free narrative. During this period, the interviewer will be 

taking notes that will form the basis for later questioning. The third stage involves 'probing 

memory codes' which involves asking the eyewitness to recall and visualise the key 'images' 

that were revealed during the narration. This will be followed up with an open question that is 

intended to explore the image in greater depth. These questions can be supplemented with 

varied retrieval methods that aim to promote recollection. Such methods include asking the 

witness to relate events in a different temporal order or from a different perspective. The whole 

process concludes with a review of the eyewitness' statement before the interview is 

terminated. 

Some investigators have explicitly examined the benefits of using the cognitive interview as a 

part of SVA. Stellar and Wellershaus (1996) argued that as the cognitive interview enhanced 

memory it would subsequently affect the content and structure of eyewitness accounts. This 

would then confound CBCA, as the technique was derived empirically from statements that 

were elicited by other means. Kohnken and his colleagues (1995) believed that the effect of the 

Cl would be to enhance the quality of both truthful and fabricated statements, but that it would 

leave CBCA's discriminatory power intact. They devised a typical SVA-style experiment 

involving six participants that had no previous interviewing experience. The interviewers were 

either trained in Cl (two, two-hour sessions) or in another structured interviewing methodology 

and fifty-nine interviews contributed to the analysis. The authors found that there were 

significantly more correct details identified in the Cl condition, and no significant differences in 

incorrect details or accuracy across conditions. Nonetheless, they did find that under the Cl, 

interviewees did tend to confabulate more. The interviews in the Cl condition yielded 
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approximately 35% more correct information than those in the structured condition. With respect 

to CBCA, five criteria were found to rate significantly higher in the Cl condition (c8, c9, c1 0, c15, 

and c16). Even so, the authors found that the Cl based analyses were still able to discriminate 

successfully between truthful and fabricated accounts. 

3.1.5 CBCA and the Validation Checklist: Research Issues 

The previous section examined the SVA interview in greater depth. In this section, the other two 

elements of SVA will be addressed, the CBCA and the Validity Checklist. Researchers face a 

number of challenges when undertaking experimental or field research concerning SVA. Those 

challenges, relating to validity, reliability, and realism have been discussed below. 

3. 1.5. 1 Theoretical Support 

Theoretical reflections on CBCA go little beyond the Undeutsch hypothesis in positing 

qualitative differences between truthful and fabricated statements. This hypothesis has been 

elaborated into the assumption that somebody who has experienced an event is more likely to 

remember a broad range of criteria-relevant information. The most theoretically grounded 

criteria are the motivation-related criteria and these were developed on the basis that a truth

teller would not have the same motivation to appear veracious than the deceiver, and so is less 

likely to suppress those verbal behaviours commonly believed to indicate deceit or discomfort 

(Ruby and Brigham, 1997). The difficulty of an empirically driven research approach is that it 

makes it difficult to derive new criteria, or even to identify what are the most pertinent facets of 

the existing criteria. This has led some researchers to attempt to consolidate CBCA with existing 

psychological approaches based upon episodic memory (c.t. Sporer, 1997). 

3. 1.5.2 Training 

All studies that assess SVA must carefully consider the role and effect that rater training has 

upon CBCA scores. lt is difficult to support claims about the reliability of the method if raters 

have not been adequately trained tor the task. When considering this issue, a number of 

questions need to be raised including: 

• What is the minimum amount of training required for CBCA? 

• At what point does continued training make no significant difference to CBCA 

scores? 

• How can training be standardised in the research community? 

• How is training evaluated as being sufficient? 

Vrij (2000) reports that the German Psychology and Law Society are currently considering a 

means tor formalising a SV A training programme but at the moment no such programme exists. 

Training typically involves some form of explanation of the methodology, a practice rating 

session and some form of feedback or comparison process with a trained CBCA expert. 
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Training is usually deemed sufficient once a certain level of consistency has been obtained 

between the trainees and the expert. 

Due to the indeterminable effects of bias, researchers themselves are unable to perform the 

CBCA ratings in their studies (Stellar, 1989 criticises a field study by Michaelis-Arntzen, 1987 on 

precisely this point). This can mean that raters need to be trained from scratch and often the 

length and the form of the training session can be strongly influenced by practical concerns 

(such as the number of raters being trained). The extent to which such concerns are relevant 

seems unclear. Ruby and Brigham (1998) used a single forty-five minute training session for 

their 143 raters. They provided their raters with a list of criterion definitions and explanations 

and tested them for accuracy. Those raters who had correlated with an expert's assessment to 

a degree of 80% or more were included in the study. This relatively brief training session yielded 

accuracy results of 68%. In contrast, Sporer (1997) used only two raters. These raters 

participated in a seminar about CBCA and read a broad selection of literature on credibility 

assessment. The raters were also given a surprise memory test of the criteria (this has also 

been used elsewhere c.f. Landry and Brigham, 1992) and were made to rate and discuss forty 

practice stories. Sporer achieved similar accuracy levels of about 65%. 

Adequate criterion descriptions that include examples of the criteria and how they should be 

applied are an essential training material. A number of studies have yielded results which the 

authors suspect could have occurred due to confusion about how to apply certain criteria. For 

example, Landry and Brigham (1992) found in a pilot study that raters were unable to 

understand or apply consistently the 'Unstructured Production' and the 'Related External 

Associations' criteria. Consequently, they omitted these two criteria from their analysis. In fact, 

this may not have been entirely due to the descriptions themselves but also due to the short 

training time (a forty-five minute session). 

A training schedule that has been relatively popular is one that has been used by Kohnken et al. 

(1995) and Akehurst et al. (2001 ). In this system, the rater receives a booklet with detailed 

descriptions of the criteria along with examples. In a first training session, the trainee discusses 

the descriptions with an expert rater. In the second session, the trainee is taught to rate the 

criteria on a seven-point Likert scale. The training session is deemed complete when the trainee 

and the expert differ by no more than one point on the scale. This schedule seems promising as 

a potential technique to be used in future studies. However, this methodology will depend upon 

a high inter-rater agreement between experts if the technique is to become standardised. 

Ideally, a standard set of transcripts should be produced with detailed ratings that have been 

discussed and agreed upon by all the leading experts in the research community. This sort of 

manual remains unpublished but is no doubt the goal of the German Law and Psychological 

societies. 
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3. 1.5.3 Establishing the Ground Truth 

CBCA is intended to be a measure of the veracity of a statement. In order to configure CBCA 

correctly, the objective ground truth is needed as an independent point of reference. Stellar 

(1989) reports that in field validation research, establishing the ground truth against an 

independent measure is difficult. After all, if a perfect means existed then there would be little 

need for CBCA. Stellar cites a field study by Michaelis-Arntzen (1987) as typifying this sort of 

problem, where there was insufficient "clarification of the independent criteria used for 

classifying the testimonies into groups of 'actually truthful' and 'proven untruthful' statements" 

(p.149). 

Raskin and Esplin (1991 c; cited in Lamb et al., 1997) used polygraph examinations, medical 

evidence, eyewitness accounts and confessions in order to distinguish 'doubtful' and 'confirmed 

cases'. However, according to Lamb et al., not all of the doubtful cases "were supported by 

independent evidence that the allegation was false" (p.257). 

Lamb et al. (1997) subsequently developed "an elaborate multifaceted procedure" for 

establishing ground truth in their field study. This procedure involved using raters working in 

parallel to the CBCA raters to establish ground truth via 'Independent Case Fact Scales' (ICFS). 

The items in the ICFS were (1) medical reports, (2) witness statements, (3) physical or material 

evidence, (4) suspect statements, and (5) other miscellaneous information. Ratings used all 

available case evidence and rated these five dimensions on a scale of 'Very Likely', 'Quite 

Likely', 'Questionable', 'Quite Unlikely', 'Very Unlikely', 'Left No Judgment Possible', 'Was Not 

Relevant', or that the relevant information was 'Not Obtained'. Naturally, it is difficult to rate the 

success of the ICFS technique since that would also require another independent measure (and 

so on recursively). There was a correlation between ICFS and CBCA ratings but such a mutual 

validation is insufficient. 

Parker and Brown (2000) also attempted to classify true and 'unfounded' statements in a 

controlled manner. Again, other sources were used including medical evidence, admissions of 

deceit by the alleger, evidence of delusion, and legal corroboration. The authors remarked, "it is, 

of course, possible that incorrect classifications were made, but every care was taken to ensure 

accuracy and where there still was doubt cases were eliminated from the analysis" (p.241 ). 

Whilst this would seem to be an acceptable strategy, it would still lead to an inevitable sample 

bias. The authors also gave no indication of what percentage of their classifications might be 

expected to be incorrect. Unfortunately, it would seem that this sort of information cannot be 

obtained with any known degree of certainty and this is the underlying difficulty of using field 

studies to validate CBCA. 

Although experimental studies may champion a higher accuracy of ground truth, it cannot be 

assumed that this information will always be known. Participants may maliciously or 

inadvertently mix up when they should be telling the truth and when they are supposed to be 

fabricating. This is less likely to occur in scenarios where participants have to relate a scenario 
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that is known to the investigators as opposed to a scenario about personal events in which they 

have no knowledge. 

3.1.5.4 The Base Rate of Lying 

lt would be easier to assess the general level of ground truth to expect from field studies if the 

base rate of lying for particular type of allegation were known. The base rate of lying is the 

percentage of allegations 'in the field' that are actually fabrications. However, an assessment of 

the base rate of lying is dependent upon measures that are likely to involve some unknown 

degree of error. As an example, Parker and Brown (2000) observed significant variability in 

base rates of false allegations of rape. The authors state that such variability is "likely because 

of lack of a standard conceptualisation of the problem, variability in the quality of investigation 

and disparate crime classification used in recording rape" (p.238). 

Stellar (1989) also mentions the importance in understanding the base rate in field studies with 

relation to the truth bias effect of CBCA. CBCA as a truth validation tool has a tendency to make 

more false-positive errors than false-negatives. In other words, the technique seems to have a 

truth bias (Stellar, 1989; Vrij, 2000). Subsequently the apparent success of the technique in 

forensic applications in Germany must be viewed with caution. The success may simply be 

indicative of a high base rate compounded with a CBCA truth-bias. Additionally as Stellar points 

out ''there is no scientific literature discussing the (high) base rate of true allegations in cases of 

child sexual abuse in connection with the validity of the methods employed [ ... ] Practitioners 

who would follow the simple rule of assessing every child sex abuse allegation by children as 

credible would run only a small risk of false-positives [ ... ] by completely avoiding the risk of 

false-negatives" (p.142). 

3. 1.5.5 Reliability 

The reliability of CBCA (and of SVA as a whole) depends in part on the factors relating to 

external validity and training that were mentioned elsewhere in this section. Reliability is usually 

examined in terms of inter-rater and intra-rater agreement, but the ways in which such 

evaluations take place, as well as the interpretation of their significance, is dependent on how 

the process of SVA is conceptualised. This debate has been explicitly addressed in (Horowitz et 

al., 1997; Tully, 1998; and Horowitz, 1998) and will be examined here. 

Horowitz and his colleagues, conceptualise CBCA as a psychometric instrument 'in the making'. 

In their 1997 article, they argue for the need to increase the attention that is paid to reliability 

considerations in SVA studies (Horowitz et al., 1997). They explicitly examined inter-rater and 

intra-rater reliability under a psychometric paradigm. To this effect, three raters were used to 

evaluate one hundred transcripts and this evaluation occurred twice with no less than three 

months difference between the two sessions. In these sessions, the criteria were rated on a 

bipolar scale. They found no significant inter-rater or intra-rater differences in total scores, but 

further analysis revealed that there was a significant difference in reliability across individual 
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criteria. Subsequent analysis using a complementary calculation of Cohen's kappa and 

Maxwell's random error coefficient, showed that some criteria revealed very low, unacceptable 

reliability scores ('Lack of Memory', 'Superfluous Details', 'Spontaneous Corrections', 'External 

Associations', and 'Unusual Details') whereas many showed exceptional reliability scores 

('Raising doubts', 'Self Deprecation', 'Pardoning', 'Accurate Details Misunderstood', and "Logical 

Statements"). Overall, they evaluated the performance of CBCA to be satisfactory, but qualify 

this with a caution that the low scoring criteria should either be removed or redefined if further 

evidence contains similar reliability scores. 

A critique of this means of conceptualising CBCA psychometrically was made by Tully (1998). 

Tully views SVA as a protocol rather than a psychometric test. Tully suggests that the reliability 

measures reported by Horowitz et al. were as much reflective of the transcript 'quality' than of 

the methodology. Horowitz et al. had not graded their sample with regard to the expressive 

quality of the narrative. Tully suggests that certain criteria may appear to have a poor reliability 

because a certain 'threshold for criterion clarity' had not been attained by the sample (Tully, 

1998). lt would seem to be unwarranted to remove a criterion based upon such judgments. 

Similarly, the suggestion that some of the poorer scoring criteria should be redefined is also 

criticised. In fact, Tully even suggests giving raters broader latitude in their interpretations of the 

CBCA criteria. He compares SVA to a clinical examination in this regard; protocol not 

instrument. Under this conceptualisation, Tully states that, "[r]eliability arises from the valid 

principles which guide CBCA as part of SVA, and not from its procedural standardisation per se" 

(p.186). 

Horowitz (1998) replies to this critique in the same issue. In agreement with Tully, he concedes 

that the quality of the transcripts does affect reliability and that it was premature to suggest that 

some of the criteria be dropped. However, he suggests that transcript quality is only one of a 

number of untested facets of generalisation that were not scrutinised in the original study. The 

particular sample was selected in order to maintain homogeneity and all that was needed was 

for the study to be replicated. Nevertheless, Horowitz sees no reason to reappraise the 

psychometric goal of SVA, and warns that, "we should not sink to a blind and romantic defence 

of human, clinical decisions" (p.190). He concludes by saying: 

''That CBCA has not yet met the psychometric standards should spur us to more 

research. lt should not leave us to touting the method of authority for establishing 

the credibility of a statement" (p.190) 

The argument over whether or not CBCA should be psychometric instrument or part of a 

protocol reveals an uneasiness concerning the theoretical underpinnings of the technique. 

Reverting SVA towards the status of a protocol in many ways narrows its horizons and makes 

the technique easier to legitimise. Nonetheless, even if it does not attain psychometric 

standards at first, the reliability of CBCA can only be helped by pushing its development 

towards a more standardised approach. lt seems probable that the catalogue of criteria 
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provided by CBCA will need future modification and that this may prove difficult without a strong 

theoretical grounding on which criteria may be derived. 

3.1.5.6 Realism and Construct Validity 

The most pertinent critique of experimental SVA studies is that they lack mundane realism and 

that the 'lie' scenario does not appropriately match the scope of the phenomena of interest. A 

key concern is whether participants are lying when they are told to do so. In certain studies, 

participants are told to relate personal stories that are traumatic, involve loss of control, and 

involve negative emotions (Landry and Brigham, 1992; Ruby and Brigham, 1998). Similarly, 

Sporer (1997) asked for an event that was freely invented, not taken from a book or a friend, 

and that was not a mere modification of another event experienced by the participant. All of 

these authors acknowledge that it is difficult to verify whether or not participants were actually 

lying or indeed, whether they were each lying to the same degree. Ruby and Brigham (1998) 

concede that this is an inevitable drawback of this type of research. There is probably little 

reason for a significant number of participants to sabotage experiments in this manner, and so 

this risk to realism could be deemed acceptable. 

Some investigators have taken a different approach whereby the truth-status of the story is 

known already (K6hnken et al., 1995; Akehurst et al., 2001; Zaparniak et al., 1995; Vrij et al., 

2000). Participants are usually asked to either watch a videotape or listen to a verbal description 

that serves as the subject matter for a subsequent interview. Participants in the lying condition 

have to pretend that they were actually present at the event. This technique has the advantage 

of ensuring that all of the stories are similar in type. lt might be argued however that such lying 

behaviour is too subtle, embodying the 'story modification' approach guarded against by Sporer 

(1997). However, from the perspective of external validity this may not be a concern because 

real suspects may quite likely use televised material as a basis for their lies (Akehurst et al., 

2001 ). 

Another concern is that this approach lacks the personal relevance that is gained from the 

telling of traumatic personal experiences and so the participant will not be highly motivated to 

lie. In one study with nursing students (Vrij et al., 2000), motivation was enhanced by telling the 

students that being able to lie effectively was an essential part of their future careers. Personal 

relevance can also be increased by utilising a 'mock crime' scenario, typical in other types of lie

detection study. In the study by Porter and Yuille (1996), participants engaged in a mock crime 

under the experimental pretense of testing an in-house security contractor. This then served as 

the interview topic and the participants were informed that a reward of extra money would be 

given to them if they actually succeeded in 'fooling' the interviewer. 

The truth status of the transcripts is foremost amongst the construct validity concerns of field 

studies. Court rulings are fallible and are often subject to an innocence (truth) bias (Ekman, 

2001) and so they are not a sufficiently objective measure against which to configure CBCA. 

Sometimes only cases where a full confession has been made by the perpetrator are 
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considered (Anson et al., 1993; Parker and Brown, 2000) but even confessions can be 

unreliable. As mentioned earlier, this was addressed by Lamb and his colleagues (1997) who 

used ICFSs to provide a variety of information from which to assess the statements of allegedly 

abused children. 

3.1.5.7 External Validity 

SVA and CBCA were developed with children in mind. One of the issues concerning 

researchers is the extent to which CBCA is affected by the culture, gender and age of the 

witness. To what extent can the SVA technique be applied outside of the domain of child sexual 

abuse, and possibly outside the forensic domain altogether? SVA is grounded upon the 

Undeutsch hypothesis which itself is based around qualitative and quantitative distinctions 

between true and false statements. To what extent do the qualitative and quantitative 

distinctions across other individual differences overlap with these veracity distinctions? 

So far, there has been little evidence to support the hypothesis that gender confounds total 

CBCA scores (Lamb et al., 1997; Landry and Brigham, 1992; Sporer, 1997). Nonetheless, 

Sporer (1997) did find some univariate effects with individual criteria. For example female 

targets tended to make more references to psychological processes. 

There has been some evidence that shows a correlation between total CBCA scores and the 

age of preadolescents (Lamb et al., 1997; Anson et al., 1993). This effect has not been 

demonstrated for children above a certain age and is almost certainly correlated with a child's 

cognitive development. Anson et al. (1993) found a significant positive correlation between age 

and several of the criteria (c1, c4, c5, c6, c18, and c19). Parker and Brown (2000) found no 

significant influence of age on total CBCA scores but did mention that the patterns of scores 

were different. For example, they cite c1 0 ('Accurately Reported Details Misunderstood') as less 

likely to occur with adults who are more likely to understand details about the offence. This may 

be true in the particular case of sexual offences but also in other domains as well. For example, 

there are likely to be various bureaucratic and technical details that can be reported by some 

adults without a full understanding of the process that is occurring. 

There have been few studies that have examined the cross-cultural impact of CBCA. In fact, 

there has been little research performed outside of Germany, the UK, and the USA altogether. 

Lamb et al. (1997) performed their research with Israelis using the Hebrew language and 

managed to find a correlation with CBCA and truth status, but this was not a cross-cultural 

examination. Ruby and Brigham (1998) tested the relationship between CBCA scores and 

target ethnicity of Black (Afrocentric condition) and White (Eurocentric condition) participants. 

They observed that in the truthful transcripts, c3, c6, c12, c14, and c17 were rated more often 

for Black targets than they were for White targets. Additionally, when the results were combined 

for both true and false accounts, c1 and c4 occurred more often in the statements of White 

targets and criteria c2, c5, c6, c8, c9, c11, c12, c14, c15, and c16 occurred more often in the 

statements of Black targets. lt is too early to assess the impact of these results, but from an 
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explorative viewpoint, they do suggest that the extent of CBCA's cultural relevance needs to be 

investigated further. 

3. 1.5.8 Criteria Weighting and Configuration 

There exists a variation in the discriminatory power of individual criteria across studies. For 

example, c2 and c3 are often seen to be highly effective discriminators whereas c1 0 is not 3
. 

This has led some researchers to suggest that perhaps some criteria are more valid that others, 

or are at least more relevant in certain circumstances (Stellar and Kohnken, 1989). Weighting 

and configuration systems (such as the decision rules proposed by Zaparniak et al., 1995) have 

been proposed to boost the relevance of certain criteria. The relationship between the relevance 

of certain criteria over others and the recounting of particular types of episode remains a subject 

for future research. 

3.1.5.9 New Criteria 

lt seems almost inevitable that an empirically derived technique such as CBCA should become 

augmented with additional criteria once the theoretical foundations have been explored more 

fully. Kohnken's study examining the effect of the cognitive interview on CBCA investigated the 

following six additional criteria (Kohnken et al., 1995). These criteria were derived from an 

earlier unpublished study. 

1. Reporting Style {long winded vs. issue-related) 

2. Display of Insecurities 

3. Providing Reasons for Lack of Memory 

4. Cliches 

5. Repetitions 

6. Comments and Interpretations Regarding the Event 

All of the criteria were found to significantly discriminate between the truthful and fabricated 

accounts with the exception of criteria six. 'Reporting Style', 'Insecurities', and 'Reasons for 

Lack of Memory' were especially significant (p < 0.01 ). These last two are similar to the CBCA 

criteria of c15 and c16 ('Admission of lack of memory', 'Displaying doubt about testimony') and 

probably could be incorporated into the existing definitions, whereas the 'Reporting Style' 

criterion is novel. 

Given that CBCA is far from reaching extremely high levels of accuracy, there always remains 

the scope for expanding the technique. This could involve producing new verbal criteria or 

complementing the analysis with other approaches. There may be a natural ceiling for just how 

accurate CBCA can go by itself. If this is the case, then the evolution of this route to lie-

3 
C.f. mala-analyses of the effectiveness of individual criteria in (Vrij, 2000; Ruby and Brigham, 1997) 
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detection may ultimately hinge upon a multi-channel approach that also looks at nonverbal and 

physiological clues. 

3.2 Reality Monitoring 

The Reality Monitoring (RM) technique provides an alternative to CBCA rather than the entire 

SVA process. Like CBCA, it is a criteria-driven approach except that it has the advantage of 

being theoretically derived and relatively easy to teach to raters. The RM approach is still very 

much in its infancy but this section will discuss what advances have been made in developing 

the technique for truth-validation. 

3.2.1 Background 

If memory is conceptualised as both a constructive and reconstructive cognitive system, then it 

is reasonable to hypothesise that such reconstruction may lead to potentially distorted memory 

traces (Mitchell and Johnson, 2000). The Source Monitoring framework (Johnson et al., 1993) 

and the more specific Reality Monitoring model (Johnson and Raye, 1981) were developed in 

order to specify how this system might still remain functional, and how a person is able to 

attribute the origin or the source of their memories. 

lt has been said that memories that are false and those that are true are often products of the 

same underlying cognitive mechanisms (Johnson and Raye, 1998). Johnson and Raye (1998) 

envisioned a cognitive system that focused upon the contents of the memories themselves. 

They suggested that memories might be attributed to a particular source based upon two 

evaluation processes. Primarily, a low-level heuristic mechanism would base attribution on the 

degree to which a particular memory engram fitted a fuzzy set of characteristics identifying a 

particular source. A higher-level, slower process may then employ biases that attribute the 

engram to either the same or a different source. 

Johnson and Raye's (1981) RM model posits two sources of memory engram, those derived 

from external or 'real' perceptual information, and those derived from self generated information 

such as re-representation, eo-temporal thoughts, or fantasy. Attribution processes would then 

discriminate between these sources based upon four characteristics of the engram content. 

1. Spatial and Temporal Detail 

2. Sensory Attributes 

3. Semantic Detail 

4. Detail Regarding Cognitive Operations 

More specifically, externally generated memories would exhibit more of these characteristics 

than internally generated memories with the exception of the last criteria. As perception is for 

the most part an automatic process, it was hypothesised that less information would be 

available that contained references to cognitive operations in comparison to an internally 
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generated memory, where information concerning these autonomic processes would need to be 

made explicit. 

The role of AM in content analysis was to provide the missing theoretical basis for why the 

internally generated stories of a deceiver were qualitatively different from those externally 

generated by a truth-teller. 

3.2.2 'flhle Criteria 

One set of criteria that was based upon the AM model was defined by Sporer (1997). Sporer 

described how the development of a lie-detection technique based upon AM would require a 

research programme that was very different to that of existing AM research. Firstly, the aim was 

not to address how people made the reality distinction internally, as liars already know the 

reality status of their accounts, but whether outside judges could do the same using similar 

criteria. Secondly, the technique does not concern itself with memories, but the 

operationalisation of those memories through verbal descriptions (Sporer, 1997; Vrij, 2000). 

Sporer defines eight categories that are based upon the four criteria presented by Johnson and 

Raye (1981 ), and on previous studies in which Sporer was involved concerning the 'Judgments 

of Memory Characteristics Questionnaire' (Sporer and Kuepper, 1995; Sporer, et al., 1995). 

1. Clarity 

2. Sensory Experiences 

3. Spatia/Information 

4. Time Information 

5. Emotions and Feelings 

6. Re-constructability of the Story 

7. Realism 

8. Cognitive Operations 

The first seven of these criteria concern truth-validation whilst the eighth concerns lie-detection. 

3.2.3 Empirical Evidence 

Sporer (1997) undertook a study where forty undergraduate students were recorded telling both 

one truthful story and one complete fabrication. This yielded eighty transcripts that were coded 

by two reviewers trained in the RM scoring method. The overall accuracy of the technique was 

scored at 71.3% with a slight higher accuracy rate of 75% for the true stories. A further factor 

analysis was also performed with the scores yielded from CBCA ratings on the same 

transcripts. This analysis yielded five factors of (1) Logical Consistency and Realism, (2) 

Quantity of Details and Contextual Embedding, (3) Feelings and Thoughts, (4) Clarity, and (5) 

Verbal and Nonverbal Interactions. Sporer hoped that the identification of such common factors 

between CBCA and AM would lead to the emergence of an "integrative cognitive-social theory 

of the detection of deception" (p.392). 

46 



Chapter 3: Detecting Deceit Through the Analysis of Verbal and Physiological Clues 

Vrij and his colleagues (2000) have also investigated the effectiveness of the RM criteria, again 

comparing the results with CBCA. In their study, seventy-three nursing students were told to 

either lie or to tell the truth when asked questions about a videotape that they had viewed. 

Again, two raters were trained on the RM criteria. lt was found, in agreement with Sporer that it 

was easier to instruct the interviewees in the RM criteria as opposed to the CBCA criteria. This 

is a clear advantage of RM over CBCA, providing a higher level of inter-rater reliability. A 

modified set of criteria was used that incorporated the categories (1) Visual Perceptual 

Information, (2) Audio Perceptual Information, (3) Spatial Information, (4) Temporal Information, 

and (5) Affective Information. The category of 'Cognitive Operations' was dropped as it had 

yielded poor discriminatory power in previous research (c. f. Alonso-Quecuty 1992, 1996; Hater 

et al., 1996) and because it was a lie-detection and not a truth-validation criterion. The study 

yielded accuracy rates of 67.12% overall with 70.6% of truthful statements and 64.1% of 

fabricated statements classified correctly (CBCA scored 72.6% overall, 64.7% for true and 

79.5% for fabricated). 

3.3 Other Verbal Approaches 

To date, most of the contemporary research into the verbal discriminates of deception has 

focused upon SVA and Reality Monitoring. For completeness there are two other techniques 

that are also relevant. The first of these is a commercial technique called SCAN and the other 

examines the lexical diversity of a statement. 

3.3.1 SCAN 

Scientific Content Analysis (SCAN) is a technique that is developed commercially by 'The 

Laboratory for Scientific Interrogation, Inc.' (Sapir, 1987). This technique follows a similar format 

to RM and SVA, a data elicitation followed by a content analysis. However, the elicitation 

method involves getting the witness to write their statement first before it is subjected to 

analysis. LSI has also developed a special questionnaire to give to the witness (VIEW) that can 

be used in place of the written statement. The principles underlying SCAN are apparently based 

on a witness' written 'impression management' as apposed to the more impulsive, unrehearsed 

statement preferred by SV A. The developers of SCAN claim scientific validit~\cores of up to 

95% "supported by a validation survey conducted in a U.S. governmental agency'' 

[http://www.lsiscan.com/id17.htm]. Nonetheless, there has been little published material 

investigating these claims. 

One study that attempted this sort of validation was conducted by Porter and Yuille (1996). The 

study (a typical SVA-type scenario) compared CBCA and RM criteria along with type-token 

ratios (see the next section) and three computer-generated criteria taken from SCAN. These 

criteria were operationalised as: 

• Frequency of Unnecessary Connectors - For example, connectors that aim 

to 'pass-over' incriminating information such as 'the next thing I remember'. 
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o Frequency of Pronoun Usage Deviation - A tally of how many times the 

witness deviated from the first person and the past tense 

o Ratio of Component Elements - The ratio of introduction length to conclusion 

length, calculated in 'Number of Words' 

Porter and Yuille (1996) found no discriminatory power of these criteria in determining truthful 

statements and warn that, ''training programmes such as Sapir's may not be disseminating 

wholly accurate information to investigators" (p.453). Interestingly, out of all of the criteria 

analysed they only managed to find support for three (all CBCA). They mention that more work 

of this kind is needed before SCAN could be dismissed out of hand. This is especially the case 

given the small sample and potential construct validity pitfalls of how the SCAN variables were 

operationalised. Shuy (1998) defends SCAN further by highlighting the point that "in all fairness 

to SCAN, no claim is made that subjects whose statements are judged to have produced 

deceptive language are actually lying. [ ... ] SCAN uses such language as a guide to the 

interviewer about what to probe, when to challenge, and what to disbelieve in the follow-up 

interrogation" (p.1 05). This is not much of a defense, since it promotes an interrogative style 

based upon invalidated clues. This could lead to the trap of self-feeding misperceptions and 

Othello errors. Ekman (2001) begins his well-respected book Telling Lies stating his concern 

with so-called '"experts' who go unchallenged by public scrutiny and the carping critics of the 

scientific community''. In sum, there has been insufficient scientific analysis (probably due to 

commercial reasons) to ascribe SCAN's 'intuitively appealing' criteria (Porter and Yuille, 1996) 

any foundation of empirical validity. 

3.3.2 lexical Diversity 

Porter and Yuille (1996) also investigated the relationship between an eyewitness' lexical 

diversity and the veracity of their statements. Lexical diversity is commonly investigated using 

the type-token ratio (Porter and Yuille, 1995). This ratio compares the number of unique words 

against the total number of words in a statement. lt has been suggested that motivation to 

appear credible might reduce the range of vocabulary used by an eyewitness, making their 

speech more stereotypic (Hollien, 1990). Alternatively, it has also been demonstrated in a case 

study by Carpenter (1990) that the increased vigilance that a deceiver has over their responses 

might actually increase lexical diversity as statements are chosen more carefully. 

In the same study in which SCAN was investigated, Porter and Yuille (1996) compared the 

type-token ratios across all four of their experimental conditions. There was no more than a one 

percent difference between the average type-token ratios measured. Porter and Yuille guard 

against dismissing lexical diversity as a reliable indicator on the basis of this one study, and it is 

interesting to note that the study yielded very little discriminatory power for any of the other 

criteria used. In addition, a more recent study by Zhou et al. (2003) reports deceivers having a 

lower lexical diversity when communicating over email. Nonetheless, it seems likely that trying 
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to diagnose deceit based on type-token ratios alone is overly reductionist and is probably not a 

very promising route to lie-detection. 

3.4 The Polygraph 

The polygraph has been the subject of a great deal of controversy but nonetheless has still 

persisted as the most widely-used lie-detection technique. The polygraph is used by the courts 

in some US states, by personnel departments for the purposes of employee screening, and 

even by the hosts of talk-shows in order to 'detect' cases of infidelity for the viewing public. 

Companies exist that provide polygraph examinations, and polygraph examiners in the US have 

their own organisational body (the American Polygraph Association). Despite this popularity, the 

polygraph has received comparatively little scientific scrutiny. In this section, literature pertaining 

to two of the most popular polygraph tests, the Control Questions Test (CQT) and the Guilty 

Knowledge Test (GKT) will be discussed 4
. The principal proponents of each technique, David 

Raskin (CQT) and David Lykken (GKT) have taken adversary stances within the literature, such 

that the relative merits of the two methods have been debated at length. This debate will be 

presented here. 

3.4.1 The Control Questions Test 

A typical COT as used by law enforcement officers comprises of three stages 5
. Initially, the 

examiner must read up on the case-file for the crime in question and then a pretest interview is 

held with the suspect. The purpose of the interview is for the suspect to relate their side of the 

story to the examiner, and for the examiner to develop a series of 'yes or no' questions that will 

be used during the test. These questions are then discussed with the suspect so that they can 

understand them and are able to give a definite yes or no answer for each one. The examiner is 

then ready to administer the test. 

The COT comprises of three different types of question (relevant, irrelevant, and control). 

Relevant questions are directly related to the incident, such as 'Were you at the crime scene on 

the night in question?". Control questions are questions that are similar in nature to the 

relevants but that are unrelated to the crime. These questions are designed in a way that 

causes the examinee to become anxious about the morality of their past history, encouraging 

them to lie. An example of a control question would be something like "Have you ever stolen 

something from someone?" which, in its broadest sense, might be true of anyone. If the suspect 

responds in the affirmative, the examiner may then narrow the scope of the question, explicitly 

increasing the moral weighting until a suitable control question (i.e. a 'no' response) is found. 

For example, the previous question may be narrowed to the inquiry "But have you ever stolen 

something from someone who really trusted you?" Irrelevant questions are innocuous and do 

4 Literature concerning the older Comparison Question Technique and the Relevant-Irrelevant Test has been omitted 
from this review. 
5 The description given by (Ben-Shakhar, 2002) forms the basis for this account. 
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not relate to the incident in question. Usually they are used to absorb an initial orienting 

behaviour to the first question, and to provide a gap between the control-question I relevant

question pairs. An examination of the polygraph charts would typically compare control

responses against relevant-responses. The underlying theory behind the COT is that responses 

to control questions will be more pronounced than that of relevant questions for truthful 

examinees and vice versa for deceptive ones. 

There have been a few, limited attempts to scientifically examine the validity and reliability of the 

COT (see Ekman, 2001 ). Some of this effort has been driven by John Reid, the original creator 

of the COT (Reid, 1947; Reid and lnbau, 1977). In a 1971 article, Horvath and Reid attempted 

to demonstrate the effectiveness of the COT using data collected from actual investigations 

conducted by the second author. Ten examiners (employees of John E. Reid & Associates) 

examined forty polygraph tests without being given access to accompanying case files. The 

seven 'experienced' examiners attained accuracy levels of 91.4% and the three less 

experienced examiners achieved 79.1 %. These encouraging results are somewhat tempered by 

the selectivity of the sample. Other studies have only achieved similar accuracy levels when 

'inconclusive' results are omitted. Horvath, in a later study (1977) used law enforcement officials 

as 'blind' raters in the analysis of a stratified, random sample of 112 polygraph records. An 

overall accuracy level of 63.1% was achieved, with higher levels of accuracy for deceptive 

examinees than for truthful ones (Horvath and Reid found the opposite effect; 1971 ). 

Confessions were used as an indication of ground truth and Horvath acknowledges the 

possibility of a sample bias towards 'confessors' who may differ affectively from 'non

confessors'. Barland and Raskin (1975) attempted to test COT against a valid measure of 

ground truth by using a mock-crime scenario that involved participants stealing $10 from the 

drawer of a desk. Motivation was operationalised by promising the participants (undergraduate 

students) that they could keep the money if they passed the polygraph test. Only 53% accuracy 

levels were achieved by six examiners but this figure rose to 81% when the 'inconclusive' 

polygraph reports were removed from the sample. In another study by Raskin, accuracy levels 

of 88% were achieved with this rising to 96% when inconclusives were dropped from the 

analysis (see Podlesny and Raskin, 1977). David Raskin has become the leading advocate of 

the COT technique. 

The validity of the COT has come under considerable fire from David Lykken, an accomplished 

psychophysiologist (Lykken, 197 4, 1979). Lykken (1979) has stated that, "the theory of the lie 

test is so na'lve and implausible that one should demand especially strong empirical evidence 

before accepting claims of extremely high validity" (p.47). lt would seem that studies such as the 

ones mentioned so far, fail to live up to these expectations. Lykken suggests that even if 

'objective and consistent rules' for interpreting complex polygraph amplitude measures were 

available (the implication being that practically they are not), there is still a considerable difficulty 

in determining the nature of the responses to control questions. There is no way to validate 

whether a person is actually lying to these questions, or more specifically, believes that they are 

lying. Lykken suggests that the examinee might often interpret these questions in such a way so 
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that their responses are perceived as being truthful. For example, the question "Have you ever 

stolen something from someone?" may be interpreted as only referring to a criminal offense. 

Lykken challenges the status of control questions in providing a control "in the usual scientific 

sense of the term" (p.49). He also suggests that there is an inherent bias towards elevated 

autonomic responses to relevant questions, regardless of guilt status, because of the fact that 

they are indeed relevant "to the source of [the examinees] immediate jeopardy'' (p.49). 

Lykken also attacks the empirical support for the COT. He dismisses mock-crime studies on the 

grounds of poor psychological realism, and any study whereby examiner's judgments were not 

derived entirely from polygraph reports. More rigorous studies such as Horvath's (1977), with 

lower reported accuracy and a relatively high rate of false positives (39%) tended to show a 

more accurate picture of the effectiveness of the polygraph. Lykken goes on to speculate on the 

effectiveness of countermeasures. Lykken (1979) suggests that a COT might be beaten by an 

examinee flexing their toes, tensing their diaphragm, or biting their tongue at particular moments 

during the test. He lays down the challenge that he could train 'guilty' people to beat the COT: 

"I claim that I could train guilty suspects to successfully 'beat' the control question 

lie test[ ... ] let me train guilty suspects in Barland and Raskin's next field study, and 

I predict their false negative rate may approach what their false positive rate is right 

now'' (p.53). 

In a direct response to Lykken's critique, Raskin and Podlesny (1979) accuse Lykken of failing 

to understand "the simple, basic theory'' (p.54) concerning the evaluation of relevant and control 

responses. They claim that the purpose of the control items is not to provide a scientific control, 

but a stimulus that will identify innocent examinees by eliciting stronger autonomic responses. 

Further, they object to Lykken's dismissal of laboratory studies, emphasising the attempts made 

to ensure realism and proclaiming that such controlled approaches are central to scientific 

method. The results from the Horvath (1977) study are qualified on the grounds that the 

examiners were relatively inexperienced. Further, they present an analysis of five additional 

studies, performed with blind raters that demonstrate high levels of accuracy. With respect to 

countermeasures, Raskin and Podlesny refer to an earlier study, conducted by Lykken himself 

(1960) that showed the poor effectiveness of countermeasures with regard to the Guilty

Knowledge Test. 

Subsequent studies have attempted to address some of the criticisms leveled by Lykken 

concerning scientific COT research, with results that are less encouraging than those reported 

within Raskin and Podlesny's (1977) article. One field study that managed to attain ground truth 

within a realistic scenario was conducted on Israeli police officers by Ginton and colleagues 

(1982). Officers were given a test as part of a training course and then were allowed to correct 

their own answers. A chemical sheet, underlying the answer paper was used to record whether 

the answers were subsequently altered. Seven officers cheated out of a total of twenty-one. 

Some of these later confessed when suspicions were raised, but two of these (along with 
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thirteen others) agreed to take part in a COT. Initial evaluations correctly identified one of the 

two guilty officers, and seven of the thirteen innocent officers. 

Modern research and analysis has led to increasing support for Lykken's arguments against the 

COT. A full review of this literature is beyond the rather selective scope of this chapter. A 

modern summary of the flaws of the COT, undermining its scientific credibility has been 

presented by Ben-Shakhar (2002). 

1. There is a lack of equivalence between Relevant Questions and Controls and 

this systematic bias is liable to lead to increased false positives. 

2. The COT is not a standardised test. 

3. The COT does not rely on objective criteria for interpreting the polygraph charts. 

4. The COT is prone to contamination by subjective impressions formed by the 

examiner in reading the case literature 

5. lt has turned out that the COT is actually quite vulnerable to countermeasures. 

6. There is an absence of sound scientific research that lends support to either the 

COTs validity or reliability. 

The COT it would seem, may have utility in extracting confessions from suspects, however its 

claims to validity are currently very suspect (lacono and Lykken, 1999). 

3.4.2 The Guilty-Knowledge Test 

The Guilty Knowledge Test (Lykken 1959, 1960) is designed to establish whether a suspect has 

knowledge of a crime that they would not recognise if they were innocent. This sort of 

knowledge would be restricted to information that has not yet been reported in the media or 

otherwise become widely known. A hypothetical scenario can be assumed where the police 

have found a murder weapon at a crime scene (a particular type of pistol). The GKT test may 

involve showing the suspect a series of pictures of different types of handgun, and each time 

the suspect did not recognise the particular gun they were to press a button indicating 'no'. 

Similarly, the test may be conducted verbally, whereby the suspect is asked a series of 

questions such as 'Was the murder weapon a Colt .44 calibre?" to which the suspect would 

reply, "I don't know''. Within the series of pictures or verbal descriptions, the actual murder 

weapon would be inserted. The central hypothesis underlying the GKT is that a guilty suspect 

would autonomically recognise the murder weapon, and this brief recognition would then be 

distinguishable from the responses to other stimuli. The test would be repeated over a selection 

of different questions enhancing the probability that the recorded response was related to the 

attainment of 'guilty knowledge'. 

Lykken proposed that the GKT is the only scientifically grounded (and credible) polygraph test. 

The advantage of the GKT, is that the phenomenon under detection is a well-defined response 

that is well known to scientists. The 'recognition' response evoked during the test is known as 

the orienting reflex (Ben-Shakhar and Elaad, 2002). This is an automatic reflex that orients a 

perceiver to a novel change in stimuli (in this case the appearance of the murder weapon). The 
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nature of the orienting reflex (OR) requires that the stimulus types be chosen with great care so 

that it is clear that the OR has not been evoked because of some other feature of the stimuli. 

For example, it the murder weapon (a gun) was placed in amongst series of different knives, 

then an alternative hypothesis would suggest that the OR was evoked as a result of the novel 

stimulus of a 'gun' appearing amongst 'knives'. 

The GKT has received relatively strong support from empirical studies. In a recent review of 

fifteen mock-crime studies, accuracy levels were estimated overall at an 80.6% correct 

classification rate tor innocent suspects and 95.9% rate tor guilty suspects (Eiaad, 1998). In 

addition, only tour of these fifteen studies contained false-positive errors (innocent suspects 

diagnosed as guilty). Similarly, a review of ten laboratory studies by Ben-Shakhar and Furedy 

(1990) reported accuracy rates of 94.2% tor innocent suspects and 83.9% tor guilty suspects 

respectively. Therefore, it would seem that the GKT is a promising form of polygraph testing. 

Despite this, the GKT is limited to the scenarios in which it can be used. One of the key 

problems in the field is the construction of appropriate guilty-knowledge questions (Ben-Shakhar 

and Elaad, 2002). A successful GKT typically requires tour or more guilty knowledge questions 

to be used (Podlesny, 1993) with greater accuracy being attributed to tests with a larger number 

of questions (Ben-Shakhar and Furedy, 1990). Even so, an investigator must be careful to 

design the test so that a large number of repetitions do not cause a process of habituation that 

dampens the OR (see Siddle et al., 1983). 

As with the COT, traditional polygraph dependent measures may be susceptible to manipulation 

through countermeasures. However, because the GKT involves the detection of the OR, the 

electroencephalograph (EEG) can also be used. ORs are exhibited as P300 Event-Related 

Potentials (ERP) after the activation of a novel stimulus (Siddle and Packer, 1991 ). These ERPs 

are less susceptible to countermeasures than other polygraph measures. However, the P300 

trace is also produced by other reflexes as well as the OR, impressing the need tor careful 

experimental control. 

3.5 Summary 

In this chapter, the techniques of Statement Validity Assessment, Reality Monitoring, SCAN, 

and Lexical Diversity were presented as the verbal routes to lie-detection. SVA whilst being the 

most successful of these is still tar from being highly deterministic, and it would seem that the 

technique needs further development before it can be used with confidence within a forensic 

setting. The main hindrance to the development of SVA lies in its empirical grounding. 

Techniques such as Reality Monitoring have provided alternative, more theoretically derived 

coding systems that might be plugged into SVA in order to enhance its validity. The commercial 

technique SCAN, as with many other commercial lie-detection products appears to make claims 

unjustified within the academic community. The lexical diversity approach has yet to be shown 

to be highly successful and is in danger of straying to close to an inappropriate reductionism. In 

section 3.4, the two most popular polygraph tests were reviewed; the COT and the GKT. Of 
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these, the GKT has received the most credible scientific support, despite not being as widely 

applicable as the COT. 

lt may be possible that existing verbal techniques such as CBCA can be applied to statements 

attained using CMC. Physiological responses such as the orienting reflex may similarly be 

captured through the low-level analysis of keyboard and mouse behaviour. Nonetheless, 

communication through CMC differs both quantitatively and qualitatively from face-to-face 

communication. Any lie-detection strategy that uses these technologies must factor such 

differences into the technique. The research that has examined these differences has been 

provided in the next chapter and comprises the final part of this literature review. 
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Chapter 4 

Computer-Mediated Communication 

Over the last decade, the breadth of CMC research has grown steadily and it is now difficult to 

consider the discipline as a single field of inquiry. CMC technologies have been studied within a 

variety of contexts including psychotherapy, distance-learning, computer-supported cooperative 

work, and human-computer interaction. Online communities have been studied at length along 

various sociological dimensions, and investigators of qualitative research methodologies have 

used CMC to provide them with new tools and techniques. 

A selection of CMC research is presented within this chapter. This review will focus upon on 

those areas that are directly applicable to the study of interpersonal deceit. This treatment 

begins with a brief section presenting the history of CMC technology and research, in order to 

provide a necessary background to the domain and the theories presented throughout the rest 

of this chapter. The principal theoretical developments concerning mediated communication are 

then discussed, including Social Presence Theory, Hyperpersonality Theory, and emergent 

approaches such as the Gibsonian Ecological Perspective. The structure of one particular type 

of CMC (quasi-synchronous chat) is then examined at a lower level of abstraction, revealing the 

micro-level characteristics and affordances of this particular discursive form. Identity deception 

is one of the most prevalent forms of online deceit and therefore the construction of the online 

'self' will be considered towards the end of the chapter. Finally, the handful of studies that have 

explicitly examined deception or lie-detection within CMC will be reviewed. 

4.1 The Origins of CMC Technology and Research 

On the 241
h May 1844, a simple, encoded message is being transmitted sixty kilometers along a 

cable that lies between the US cities of Washington and Baltimore 1• The message, 'What hath 

God wrought!" is traveling along the world's first telegraph line and is signifying the birth of 

telecommunications. The telegram, a form of text-based communication, was not simply an 

electronic letter, but a medium that was associated with its own unique style of discourse. This 

style was born of both technological and sociological concerns. For example, senders would 

often abbreviate or omit words within telegrams in order to keep the messages shorter and 

therefore cheaper. Later, in 1876, Alexander Bell invented the telephone. This medium also 

brought with it a change of communicative style. Visual anonymity demanded an alternative 

form of conversational regulation that did not depend upon nonverbal cues. As it will be 

1 
Unless otherwise referenced, the historical information pertaining to the development of CMC technology has been 

sourced from (Moschovitiz et al., 1999). 
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demonstrated throughout this chapter, text-based CMC shares these socio-technological 

characteristics with the telegram and the telephone. 

The year 1958 sees the development of the first modem by Bell labs, and by 1969, the 

ARPAnet computer network (the precursor to the Internet) is connecting four research sites 

across the US. The 1970's see the birth of CMC. In 1971, Ray Tomlinson has produced the first 

em ail program and has conventionalised the use of the '@' symbol in em ail addresses. In 1973, 

David Wooley produces PLATO Notes, an early form of 'Bulletin-board Service' (BBS). This 

system allowed users to post emails to a central 'board' where they would be arranged in 

sequence according to a particular topic (thread). The first public BBS (the Computerised 

Bulletin Board Service) goes online in 1978, and provides the public with one of the earliest 

forms of online community. For the first time, public users can develop interpersonal 

relationships and discuss topics with other people that they have met solely through the CBBS 

system. 

Even as early as the late 1970s, researchers are already beginning to examine the possibilities 

afforded by email, BBS, and other 'computer-conferencing' systems. This early research was 

undertaken in a technologically deterministic style that focused primarily on task-oriented 

communication. Most notable is the research on the EIES system performed by Star-Roxanne 

Hiltz and Murray Turoff (an early CMC pioneer himself) summarised in their seminal book 'The 

Network Nation' (1978). Another early, but less well-known book 'Electronic Meetings: Technical 

Alternatives and Social Choices' by Johansen, Vallee, and Spangler (1979) also looked at the 

benefits (and weaknesses) of computer-conferencing. 

The late 1970s also saw the beginnings of Usenet, a BBS-style system whereby users could 

subscribe to different 'channels' that were hierarchically arranged by topic. People could then 

post to the channels and view all of the postings according to thread. Online communities within 

Usenet soon started to adopt various conventions from which many of the modern day Internet 

conventions are derived. For example 'smileys', the practice of typographically representing 

faces to depict emotion, was allegedly started by Kevin Mackenzie in 1979 from an idea 

gleaned from 'The Readers Digest' (Moschovitis et al., 1999). Nowadays, the use of smileys 

and other 'emoticons' are commonplace. The year 1979 also saw the creation of the first 'Multi

User Domain/Dungeon' (MUD) by Roy Trubshow and Richard Barthe, students at Essex 

University. MUDs represent the merger of text-based adventure gaming with real-time text

based chat, to produce a multi-player virtual environment in which people can create and 

explore a world depicted wholly through text. MUDs and their successors MOOs (MUD object

oriented) became increasingly popular throughout the 1980's. 

The 1980's saw the continued development of CMC technologies and communities based upon 

MUDS, BBSs, Usenet and Email systems. Researchers investigating the social-psychological 

aspects of these systems were beginning to conduct research under what was later to be called 

the 'filtered-cues' paradigm. Most famous of these researchers were the group based at 

Carnegie-Mellon University, who produced the seminal article, 'Social Psychological Aspects of 
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Computer-Mediated Communication' (Kiesler et al., 1984) and other related research on task

based group interaction within the medium (much of which is reviewed in the book 

'Connections' published by the same team; Sproull and Kiesler, 1991 ). Other researchers, 

adopting a qualitative style were starting to examine some of the newly flourishing online 

communities such as CompuServe, the Well, and Lucasfilm's Habitat. One popular account is 

provided by the author Howard Rheingold (1993) who describes his experiences in 'The Well' in 

the book 'The Virtual Community'. These accounts describe emergent phenomena that have 

seeded within these communities, including flaming (the act of posting abusive, aggressive 

emails), pseudonymity, textual conventions, and online identity exploration. So-called 

'cyberpunk' novels are appearing that explore the potential of online communities such as 

William Gibson's (1984) 'Neuromancer' in which the term 'cyberspace' first appears. In 1983, 

the Internet emerges out of ARPAnet. 

The 1990s have seen the popularisation of real-time text-based chat programs. Systems have 

emerged such as Internet Relay Chat (IRC), ICQ, and web-based chat programs. Modern-day 

virtual communities such as Active-Worlds have taken MUD-like universes and provided them 

with graphics, creating fully navigational three-dimensional environments. 

Research in the 1990s began to focus away from the filtered-cues paradigm and towards a 

relational approach. Postmodern research, inspired by the online community phenomenon has 

proliferated. The last few years have seen an increased focus on the methodology and the 

ethics of studying online communities. CMC research is now a very broad field covering a vast 

number of disciplines (however this breadth of research often comes at the sacrifice of depth). 

Similarly, the number of different types of CMC system has grown making it difficult to 

meaningfully refer to CMC research under a single banner title. As was stated in the 

introduction, the research reviewed throughout this chapter will not attempt to survey the entire 

breadth of this banner, but will instead focus on those areas most pertinent to the study of lies 

and deceit. This review will begin, back in the days of ARPAnet, a few years after Tomlinson 

delivered that first email message in 1971. 

4.2 Theoretical Approaches to CMC Research 

4.2.1 The Social Presence Approach 

The earliest theoretical approach applied to CMC was described by Short, Williams and Christie 

(1976) in their book 'The Social-Psychology of Telecommunications'. Their Social Presence 

approach has become something of a staple antithesis in contemporary CMC literature reviews. 

Although CMC is mentioned in passing (this was long before the technology had become 

widespread) the authors focused primarily on other telecommunications media such as the 

telephone. They were rather more tentative in their theorising than might initially be assumed 

from the CMC literature-base. This was the original theory under which CMC could be classified 

as an inherently impersonal, task-oriented, 'cold' medium. 
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lt was proposed by Morley and Stephenson (1969) that the two functions of communication, the 

interpersonal and the 'interparty', exist in a balance whereby the medium might facilitate one 

function at the expense of another. According to Short, Williams, and Christie (1976), a visually 

deprived medium such as the telephone might then facilitate the interparty function at the 

expense of the interpersonal. They define 'social presence' as a perceived quality of a 

telecommunications medium that reflects ''the degree of salience of the other person in the 

interaction, and the consequent salience of the interpersonal relationship" (p.65). Social 

presence affords a certain type of interaction to a particular user or type of user rather than 

being a solely objective quality of the medium itself. The individual is to some extent aware of 

the social presence of a particular medium and will preferentially select it based upon the 

degree to which they require interpersonal or task-oriented interaction. 

By this reasoning, a medium such as text-based CMC would typically score very low in terms of 

social presence and would be more desirable in circumstances where task-oriented interaction 

was key. In a world before virtual communities, where CMC was used predominantly in 

institutional, task-oriented settings, this hypothesis would have seemed a lot more reasonable. 

The concept of social presence was never really elaborated much beyond the 1976 formulation 

and has been a source of some confusion amongst researchers (Steinfield, 1986; Hiemstra, 

1982; Svenning and Ruchinskas, 1984; Walther, 1992). 

4.2.2 The Filtered~Cues Paradigm 

The Filtered-Cues paradigm is a general perspective that, like Social Presence theory, was 

derived from early ideas about the social 'bandwidth' of media. lt was hypothesised that a 

medium that allowed less channels of communication such as visual, verbal, tactile, or auditory 

channels would hinder the passage of relevant interpersonal information (Wiener and 

Mehrabian, 1968; Weston and Kristen, 1973)2
• For example, the telephone would be seen as a 

less interpersonal medium than face-to-face communication as the interpersonal functions 

carried out by nonverbal behaviours have been 'filtered' out. One of the earliest studies to 

examine this idea was conducted by Ryan (1976). Participants were asked to solve problems 

using one of three media to communicate (face-to-face, audio, and video conferencing). From 

self-ratings conducted by the participants after the tasks, it was observed that users rated the 

narrower-bandwidth media negatively and far less aesthetically pleasing. In an early book on 

computer-conferencing, Johansen, Vallee, and Spangler (1979) speculate as to some of the 

characteristics of CMC group-interaction that could result from filtered-social cues. These 

characteristics stem from the occlusion of nonverbal indicators and the imperceptibility of 

cultural, organisational, and motivational cues to behaviour. These characteristics could result in 

stereotyping, group polarisation, low levels of trust, and groupthink. Conversely, the removal of 

extraneous nonverbal cues would result in a more productive task-focused interaction, and the 

2 
What is not always made clear in several literature reviews is that the filtered-cues approach did not preclude the 

fostering of intimate relationships within CMC. lt was occasionally observed that users could adapt to the 'impersonal 
medium' such that their socio-emotional and relational needs were met. 
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removal of social protocols might actually promote intimacy. Zimmerman (1987) found that CMC 

discussions could even have therapeutic benefits, promoting communication between 

emotionally disturbed adolescents. Not all the effects of filtered social-cues need be negative. 

Hiltz and Turoff (1978) describe some of the other effects that can result from the occlusion of 

nonverbal information. In a pilot study using EIES, the investigators reported difficulties in 

behaviour coordination that possibly resulted from the absence of conversational turn taking 

cues. They describe the medium as "much less intimate and self-exposing" whereby users are 

more likely to feel detached and are less likely to find their social and emotional needs being 

met. However, Hiltz and Turoff also describe evidence of highly intimate relationships being built 

up. Users feel the need to compensate for the reduced social cues by making their affective 

states more explicitly known. In a subsequent pilot study (Hiltz, 1978), it was found that a group 

of EIES users did not actually view the media as impersonal or difficult. Similarly, in an analysis 

of the PLANET computer-conferencing system, Ferguson (1977) also found that despite initial 

discomfort, people soon exhibited enthusiasm for the medium once they had become 

accustomed to it. Subsequent qualitative work in CMC would then increasingly illustrate the 

interpersonal side of the medium, but the 'impersonal' filtered-cues approach still dominated 

experimental research throughout the 1980s, most notably through the efforts of the 

researchers at the Carnegie-Mellon College of Humanities and Social Sciences (Sproull and 

Kiesler, 1986; Kiesler et al., 1984; McGuire et al., 1987). 

In a seminal article, Sara Kiesler and her colleagues (1984) proposed a framework for studying 

CMC. Based loosely on filtered-cues ideas, the key influences of CMC involved the following six 

attributes. 

1. The temporal and information-processing pressures of instant messaging 

2. The absence of regulatory feedback 

3. The dramaturgical weakness of the medium 

4. The reduction of status and position cues 

5. Social anonymity 

6. Immature etiquette and the norms of CMC culture 

The authors report three experiments comparing group task performance across four settings 

including (1) face-to-face, (2) email, (3) anonymous computer-conferencing, and (4) non

anonymous computer-conferencing. They found that the CMC groups exhibited the same level 

of task-focus as the face-to-face groups (not a higher level as was speculated by other authors). 

They found that dominance by a single team member was less pronounced in the CMC groups 

and that behaviour was less inhibited. The authors speculated that these results could have 

arisen due to one of three factors; coordination difficulties, the absence of social influence cues, 

and depersonalisation. 

Outside of the laboratory, Sproull and Kiesler (1986) investigated further the effects of reduced 

social-context cues in the emails of a large office-equipment firm. Ninety-six employees agreed 

to maintain copies of all their emails over an eight-week period, and this data served as the 
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corpora tor a content analysis. In addition, the employees received a questionnaire and were 

interviewed concerning their behaviour across different media. In agreement with the studies 

reported in the 1984 article, it was found that "electronic mail reduced social context cues, 

provided information that was relatively self-absorbed, undifferentiated by status, uninhibited, 

and provided new information" (Sproull and Kiesler, 1986). They also found that people 

preferred the email medium tor sending 'bad news'. However, once again positive effects were 

found, including the existence of non-work related discourse that acted to heighten sociability. 

The Social-Identification and Deindividuation Model (SIDE) was developed as part of a 

collaboration between Martin Lea and Russell Spears (Spears and Lea, 1992). The authors had 

reviewed the work by the Carnegie-Mellon team under the Filtered-Cues paradigm, and had 

been especially interested in the observations that concerned the polarisation of online groups. 

They found the existing explanations for such effects to be problematic (Lea and Spears, 1991) 

and subsequently embarked upon a new explanation that evoked a contra-classical notion of 

deindividuation, coupled with a grounding in Self-Categorisation theory. They used this model 

as a basis for explaining processes of social influence within computer-mediated groups. 

Classical Deindividuation theory examines how a person's sense of individual identity is lowered 

within a social group. Deindividuated behaviour, in the classical sense, embodies those 

behaviours that are otherwise inhibited (Zimbardo, 1969) or that reflect the absence of a 

personal code of conduct. Such behaviour tends to be determined through external, 

environmental stimuli (Diener, 1979, 1980). Reicher (1984) argued that this approach adopted a 

classical dichotomous conceptualisation of the self as being in either an operative or an 

obscured state. In contrast to this model, Reicher adopted a theory of self based upon Self

Categorisation theory (Turner, 1987) in order to gain a new perspective of deindividuation. 

Self-Categorisation theory canters upon the 'social self-concept' (Turner, 1987). lt postulates a 

hierarchical classification of how the self is envisaged, a system with at least three layers of 

abstraction, the superordinate, the intermediate, and the subordinate. These correspond to a 

person's 'human', 'social', and 'personal' identities respectively. None of these layers has "any 

privileged status" in defining the self, and the salience of a self-concept in any one of these 

layers is situation specific. The various factors that contribute to enhancing the salience of a 

self-concept at one particular level, often act to reduce the salience of self-concepts that exist at 

the other levels. This creates a ''functional antagonism" between the different levels of 

abstraction. From such assumptions, Turner hypothesises that ''there tends to be an inverse 

relationship between the salience of the personal and social levels of self-categorisation" (p.49) 

and that the depersonalisation of self at the subordinate level is the driving force behind group 

phenomena. 

Reicher (1984; Reicher and Levine, 1994) theorised that under deindividuated conditions the 

degree to which an in-group member would conform to group norms depended upon the 
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demarcation salience between the in-group and the out-group. Reicher attempted to 

operationalise deindividuation as visual anonymity in a study that tested this hypothesis. In this 

experiment, participants were anonymised by dressing them up in loose fitting clothes and 

colour-coded facemasks. The results were disappointing and it was suggested that this might 

have been due to the poor construct validity of this anonymity manipulation. 

Visual anonymity is inherent to the CMC ecosphere and therefore the medium provides a more 

suitable vehicle for operationalising deindividuation. Spears et al. (1990) recognised this 

affordance, and subsequently reappraised Reicher's original ideas within a CMC-based 

scenario. Participants were engaged in group discussions through email and were not brought 

into visual contact with each other. Pseudonyms were numerical, and were prefixed by the 

phrase 'group member' or 'participant' to raise either social or personal salience depending 

upon the experimental condition. Attitudinal questionnaires provided the dependent measure for 

the study. Deindividuation seemed to result in greater group polarisation when group identity 

was made salient, but less polarisation when personal identity was made salient. This 

experiment seemed to confirm the ideas behind Reicher's Deindividuation theory, but could also 

provide a framework through which CMC might be understood as a medium. lt was this idea 

that fueled further research into the SIDE model and its application as a theory of computer

mediated communication. 

The investigators found difficulties with the explanations forwarded by the Carnegie-Mellon 

team in describing the group polarisation effects obtained in their experiments (Lea and Spears, 

1991; Spears and Lea, 1992). They refuted the filtered-cues hypothesis by demonstrating the 

social information that was carried within textual paralanguage and in keeping with their 1990 

findings, rejected classical deindividuation explanations for polarisation effects (Lea and Spears, 

1991 ). Lea and Spears have advocated the SIDE model as representing the driving force 

behind social group interaction using CMC (Spears and Lea, 1992). A schematic of the model 

has been provided in figure 4.1 . 

CMC can be characterised as having both visual anonymity and physical dislocation, which the 

authors conceptualise as deindividuating conditions. The affect of this deindividuation is then 

determined by whether or not personal or social identity has been made salient. In the absence 

of any other factors, deindividuation makes people conform to the norms of the salient identity. 

Therefore, within a chat room where the users do not feel themselves to be a part of a 

community, there will exist the more personally-oriented and less socially-oriented behaviour of 

the type observed by the Carnegie-Mellon team. Contrastingly, in a chat room where group 

identity is made salient then the reverse effect will occur. 

Recent studies have examined the predictions posited by SIDE (Lea et al., 2001; Douglas and 

McGarty, 2001; Postmes et al., 2001 ). Fifty-six participants took part in a study to test the 

mediating effect of identity salience on self-categorisation (Lea et al., 2001 ). Each participant 

joined a discussion with two other students (confederates of the experimenter) and then filled in 

a questionnaire. Discussions were held through a text-based CMC program that either was 
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(identifiable condition) or was not (anonymous condition) augmented with a silent video 

transmission of the other students. Local group salience was operationalised by assigning a 

group and group-member name to each participant. Nationality salience was enhanced by 

telling the participants that the confederates were either British or German nationals. lt was 

found that visual anonymity increased the self-categorisation at the group level (and 

subsequently group attraction) , but would not do the same at the national level. The authors 

explain that visual anonymity acts to promote the construction of "relatively transient 

identifications rather than by re inforcing preexisting identifications at the level of wider social 

categories" (p.536). 

Figure 4.1: The SIDE Model (adapted from Spears and Lea. 1992: p.53) 

A more explicit testing of the social influence processes underlying SIDE was reported in the 

same year (Postmes et al. , 2001 ). Seventy-five undergraduates were split into groups of three 

before undertaking three tasks. In the first task, the participants were primed with either 

'efficiency' or 'pro-social' behaviour using a scrambled-sentence exercise. In the second task, 

group salience was enhanced with a guessing game with the other group members. This game 

was manipulated to promote a sense of group cohesion. Finally, the participants took part in 

group discussions in either an anonymous condition (using text-based CMC) or an identifiable 

condition (using text-based CMC augmented with pictures of the other group members) . An 

analysis of the discussions showed that participants reflected the primed attitudes in the 

anonymous condition but not in the identifiability condition. A subsequent experiment was 

undertaken whereby a neutrally primed subgroup of two people underwent a discussion with a 

primed subgroup of two, again through either anonymous or identifiable conditions. The neutral 

subgroup showed conforming behaviour in the anonymous condition, illustrating more directly 

the social influencing effects of the SIDE model. 

The SIDE model is a useful way to contextualise the findings found under the Filtered-Cues 

paradigm. Nonetheless, this research , like that of previous research was main ly undertaken 
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using participants who had no prior knowledge of one another. The deindividuation effects 

posited by SIDE might be subordinate to higher-level relational processes that are probably of 

more importance when understanding naturalistic CMC interaction. This factor was addressed 

by Joseph Walther in his formulation of the Social Information Processing approach. 

4.2.4 The Social Information !Processing Paradigm 

The Social Information Processing (SIP) approach was developed by Joseph Walther (1992) in 

order to address an apparent incongruity of CMC research. He observed that early experimental 

studies conflicted with reports from field research by characterising CMC as an impersonal, 

task-oriented medium. Field research had contrastingly found examples of highly interpersonal 

CMC interaction, and Walther proposed that this conflict could be accounted for by a more 

relational perspective. 

The SIP approach is founded on group of basic assumptions about human behaviour, and an 

inferred list of propositions. These have been reproduced below (adapted from Walther, 1992): 

I. Assumptions 

1. Humans affiliate. They use communication to affect the ways they affiliate, and 

these messages constitute relational communication. 

2. The development of an interpersonal impression of another person is based on 

the information one gets via nonverbal or verbal-textual channels over the 

course of several interactions. 

3. Developmental change in relational communication will depend on forming an 

interpersonal impression of another interactant. 

4. Relational messages are transmitted (i.e. encoded and decoded) by nonverbal 

or verbal, linguistic, and textual manipulations. 

5. In computer-mediated communication (CMC), messages take longer to 

process than do those sent face-to-face. 

11. Propositions 

1. Based on Assumptions 2 and 5, the development of interpersonal impressions 

among previously unacquainted interactants requires more time in CMC than in 

face-to-face interactions, because CMC takes longer to exchange. 

2. Based on Assumptions 2 and 5, personalised communication (based on 

interpersonal knowledge of others) takes longer to emerge in CMC than in 

face-to-face interactions. 

3. Based on Assumptions 3 and 4, relational communication changes as the 

number of exchanges increases. 

4. Based on Assumptions 3 and 5 and Proposition 1, relational communication in 

initial interactions is different from that in later interactions. 
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5. Changes in relational communication will take longer to accrue in CMC than in 

face-to-face interactions. 

6. Based on Assumptions 1 through 5, given sufficient time and message 

exchanges for interpersonal impression formation and relational development 

to accrue, and all other things being equal, relational valences in later periods 

of CMC and face-to-face communication will be the same. 

The central thesis of the approach is that CMC users are social actors that can adapt whatever 

interpersonal cues are made available to them for the purpose of relational management. This 

process may take longer in a medium such as CMC, where there is reduced transmission speed 

and parallelism than there is face-to-face, however it will still occur given enough time. To 

paraphrase Walther (1992), the process itself is driven by relational motivators that prompt 

users to form impressions by decoding text-based cues, deriving psychological knowledge 

about their collocutors. Thus, they manage relational changes and encode relational messages. 

In terms of impression formation, Walther refers to ideas that underlie the development of an 

interpersonal epistemology. CMC users will use a variety of text-based probes in order to 

ascertain the relational function normally embodied through nonverbal behaviour. 

Walther (1996) states that although field studies had refuted earlier experimental work, they had 

failed to account for the impersonality findings, "in exorcising the external validity of the work, 

they have ignored the question of internal validity, throwing the empirical baby out with the 

theoretical bathwater and ignoring lessons that might yet be instructive" (p.9). The results 

obtained by the early experimental studies can be explained by SIP. 

The early experiments were often conducted with zero-history groups over a short period. In 

addition, the CMC conditions were often compared to face-to-face conditions over an equivalent 

period. Walther (1992) suggests that in these experiments interpersonality had sufficient time to 

develop in the face-to-face conditions but not in the CMC conditions. The results were being 

overgeneralised as a characteristic of the medium, but were in fact simply a function of the 

experimental conditions. Understanding these conditions of impersonality is relevant because in 

some scenarios (such as in group decision support systems), such strategic conditions may be 

of use in the democratisation of interaction. 

Walther and his colleagues have subsequently conducted empirical studies that support the SIP 

approach. In one study, Walther (1993) partially demonstrated the longitudinal effects of 

relational development in CMC. CMC and face-to-face conditions were each comprised of 

sixteen, zero-history, three-member groups that were set to work on three sequential tasks over 

a number of weeks. Intra-group contact was made solely within asynchronous CMC or within a 

private classroom (depending on the condition). Relationship development was measured upon 

completion of each task. In both conditions, impression development occurred over time. 

Although the levels in CMC did not quite manage to 'catch up' with the levels in the face-to-face 

condition, Walther suggested that this would have happened given longer time. Other studies 

have also found that the temporal dimensions of CMC communication (such as the frequency 
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and duration of postings) affect impression development (Liu et al., 2001 ). Walther and Tidwell 

(1995) examined the role of 'chronemics' (short-term temporal factors) within the context of 

email. Participants using asynchronous CMC might assess temporality along such cues as 

message timestamps, the interval between inbox checks, ordinal threading, or real-time 

notification (Walther and Tidwell, 1995). In their study, Walther and Tidwell (1995) examined the 

perceptual relevance of message timestamps. Experienced CMC users were asked to rate 

reprints of email dyads along scales of intimacy and dominance. The two main types of dyad 

were comprised of either task-oriented or socially-oriented discourse, posted during task

oriented or socially-oriented times of the day (relating to work hours), and at different 

frequencies between posts. Some hypotheses were validated (such as greater dominance 

being attributed to task-oriented emails sent outside of business hours), however a significant 

interaction effect led the authors to believe that the relationship between the factors investigated 

were more complex that was initially assumed. 

In another study, Walther (1994) identified that anticipated future interaction in CMC was also 

an important factor in relationship development, more so than it was face-to-face. This 

highlighted the significance of an implicity in the SIP approach (the nature of participant 

motivation). Utz (2000) examined this factor in a study that focused on the specific 

communicative processes (as opposed to simply the chronemics) by which impressional 

development took place. Utz surveyed one MUD community and found, somewhat expectedly, 

that skepticism towards MUDs tor the purpose of relational development affected that 

development. She also demonstrated the effectiveness of emoticons for transmitting relational 

information. The interpersonal power of textual paralanguage has also been reported 

elsewhere. lt has been surmised, in keeping with the filtered-cues approach, that flaming 

behaviour was often the product of the misinterpretation of postings resulting from the occlusion 

of nonverbal cues (Franco et al., 1995; Spitzer, 1986). Thompsen and Foulgar (1996) found that 

the use of pictographs actually helped to moderate the perception of flames in email. 

SIP can account for the impersonal and the interpersonal relationships demonstrated in 

previous studies. However, some field studies go further to suggest that in some cases, CMC 

interaction can actually exceed the intimacy that is gained through comparable face-to-face 

interaction. Walther (1996) addressed the case of hyperpersonal interaction in a later article. 

Walther proposes four means by which a researcher might examine hyperpersonal interaction, 

through the receiver, the sender, channel characteristics, and feedback. 

Walther (1996) suggests that under certain circumstances, the "receivers inflate the perceptions 

they form about their partners" (p.17). Walther compares this observation with the polarisation 

findings revealed by the SIDE model. In combination with this impression formation process, the 

sender is engaged in a process of highly selective impression management. This heightened 

impression management is afforded by the reduced cues and the channel characteristics of 

asynchronous CMC. These characteristics allow the sender to divert cognitive resource into 

message construction and away from nonverbal presentation. Asynchrony can also alleviate 
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temporal response pressure and turn taking competition. Walther refers to McGrath's concept of 

entrainment by which collocutors negotiate "conflicting temporal interests and requirements" 

(McGrath, 1991, p.162). Asynchrony mediates the conflict by providing people with as much 

time as they need. As the conflict is mediated, Walther observes that this also mediates the 

task-impeding affect of socially-oriented exchanges in group interaction. The whole process of 

heightened impression management and formation is then reciprocally fed back between 

collocutors, confirming impressions and militating the hyperpersonal effect. Therefore, it turns 

out that heightened levels of intimacy are prevalent within CMC because of its interpersonal 

nature. Hardey (2002) found that respondents using an Internet dating service managed to 

instigate relationships that could not have occurred offline. However, some of these 

relationships were not successfully brought offline due to those difficulties seemingly overcome 

by CMC (such as geographical separation). Inflated impressions of a person's appearance were 

also reported along with disappointment when the participants did eventually meet face-to-face. 

lt would seem that hyperpersonality in many cases can lead to negative as well as positive 

effects. 

The SIP approach provides a means of studying CMC in a way that is compatible with the body 

of empirical CMC findings. Walther (1996) mentions that in future work the intentionality of the 

user must be examined. For example, what happens when a user wishes to be malevolent or 

deceitful? Additionally, it is surmised that the approach may be somewhat elitist in the 

demographic sample to which it pertains. lt is a task for future research to see to what extent 

this really is the case. 

4.2.5 An Ecological Approach 

James Gibson's controversial book, 'The Ecological Approach to Visual Perception' was 

published in 1979. This was to become the last book written by Gibson and it represented a 

culmination of his life-long work on perception theory. Many of Gibson's previous ideas were 

reformulated in a treatise that challenged the prevalent approaches to the study of perception at 

that time. More relevantly, the heart of this treatise has promulgated to other areas of 

psychology and has recently been proposed as an investigative framework for the study of 

communicative technologies (Gibson, 1979; Hutch by, 2001 ). 

Hutch by (2001) identifies that much of the recent work pervading the 'sociology of technology' 

has attempted to eschew technological determinism by adopting some form of social 

constructivist position. Such positions fall either into the interactionist or into the socio-technical 

network approach. The focus of the interactionist approach centers upon the interplay of the 

technical and the social. The network approaches however, aim to break down the old analytic 

dichotomy between these elements, instead focusing on a network of actors that may be either 

social or technological. Hutchby cites Grint and Woolgar's (1997) critique that these approaches 

still contain a "residual technicism" whereby artifacts may exhibit qualities that are free from 

subjective interpretation. However, Hutchby rejects Grint and Woolgar's reversion to an even 
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more radical constructivism, suggesting that such subjectivisation takes the analytical locus 

away from the everyday common-sense knowledge that any one artifact may differ in the set of 

possible interpretations that is may support distinctly from another. This theoretic appraisal is 

much like Gibson's own appraisal of the state of the art in visual perception research. Gibson's 

concern was in removing the old dichotomy between the perceiver and the perceived without 

reverting to radically constructivist cognitivism. Like Gibson, Hutchby suggests a more functional 

perspective. This perspective focuses on the affordances of the actors and technology, a stance 

grounded in an unconventional subjecto-objectivism. 

Any object has a certain set of 'opportunities for action' that it can afford a particular organism. 

In Gibson's words, ''the affordances of the environment are what it offers the animal, what it 

provides or furnishes, either for good or ill" (Gibson, 1979, p.127). For example, a flat brick wall 

may afford a spider 'climb-on-ability' or may afford a human 'lean-on-ability'. The affordance 

refers to both the environment and the organism, and so the affordance of 'climb-on-ability' for a 

spider on a brick wall may not necessarily transfer to another organism, such as a human. 

Affordances represent a relation between the organism and the environment such that they 

cannot be described as distinct from those two elements. Thus, from a human perspective what 

is of interest is the discovery (and the construction) of a world of artifacts revealing affordances 

that specifically relate to human interests. 

Hutch by (2001) suggests that researchers should focus on the affordances of the mediating 

technology on the user, and to ask what opportunities for communicative action are relevant for 

that technology. For example, in CMC a researcher may wish to examine what affordances for 

communicative action exists within the textual medium or within the user interface itself. 

Hutchby is not the only author to suggest this application. Norman (1988) has also adapted 

affordance theory in his book 'The Psychology of Everyday Things'. However, Norman's 

adaptation seems to dispense with the relational mutualism of affordance theory, by making the 

affordance an attribute of the object alone. lt seems unclear as to what benefit this serves, as it 

draws attention away from the relevance of the object to a particular organism. lt is clear from 

Gibson's writings that this is precisely the interpretation that Gibson wished to discourage. 

Another approach to affordance theory in CMC can be derived from recent writings on the 

'socialisation of affordances'. Instead of looking at the affordances of the interface, a researcher 

might draw their attention to the affordances for social action between two organisms. This idea 

was suggested by Gibson, and later taken up in two seminal articles calling for a socialisation of 

the affordance approach (McArthur and Baron, 1983; Knowles and Smith 1982). So in face-to

face interaction, the researcher may attune to what meaning is perceived from social events; 

meaning that is communicated through nonverbal behaviours. This approach to impression 

formation can be similarly applied to the paralinguistic aspects of CMC. For example, does the 

user's posting speed (a paralinguistic cue) afford a certain type of social action for one type of 

user over another? The inchoate socialisation of Gibsonian theory is still debated in the 

literature, and has yet to be applied to CMC. However, it is an analytically relevant approach as 
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it focuses on the 'what' of social perception rather that the 'how' and this is a central distinction 

between the face-to-face and CMC domains. 

Finally, it should be noted that one of the central critiques to the affordance approach lies in the 

processes of attunement and culturisation (Schmitt, 1987). The approach says little of how one 

organism selects a particular affordance over another, and how this may be affected by cultural 

differences. lt seems as though it may not be possible to describe the socially negotiated value 

and meaning of the world solely in terms of physical stimuli. However, it can also be said that 

the approach does not need to set such all encompassing goals in order to be of analytical use 

and has complementary value to other theories such as SIP and SIDE. 

4.3 The Structura~ Features of Quasiasynchronous CMC 

A central question addressed in the field of CMC is whether textual discourse resembles other 

written or spoken forms of mediated communication, and whether this type communication 

could eventually change the ways people use language both online and offline (Baron, 1984). 

This question has led to the study of the structural features of CMC using applied conversation

analysis techniques that focus on the relational characteristics of textual discourse, particularly 

with regard to chat-room interaction. 

The style of discourse enacted within a chat room system like IRC is often referred to as being 

either synchronous or quasi-synchronous (Garcia and Jacobs, 1999). Synchronous written 

communication is a novel form of interaction, whereby collocutors need to be communicating 

simultaneously in order to facilitate successful discourse. Quasi-synchronicity recognises the 

affordance of many chat programs to allow utterances to be edited and revised before they are 

posted. Other synchronous, real-time styles of communication, such as natural conversation 

depend upon a wealth of nonverbal and paralinguistic cues in order to attain successful co

ordination. Early advocates of the filtered-cues hypothesis believed that the absence of these 

co-ordination mechanisms would lead to the break down of successful quasi-synchronous 

conversations. However, theories such as SIP predict that people are able to utilise the 

affordances of the medium to successfully manage their discourse. 

Central to successful conversation are the mechanisms underlying turn-taking and speaker 

roles (Sacks et al., 1974). In an article by Garcia and Jacobs (1999) the CMC environment is 

described as having a 'temporal multidimensionality' that is not present in face-to-face 

conversation. Collocutors do not share the passage of conversation in the same time frame; the 

speaker experiences the construction of the utterance before the hearer, and in fact, the 

listeners have no access to the utterance construction process at all. This feature is responsible 

for the reinterpretation of the transition-relevance place (TRP), the decomposition of 

conventional participant 'roles', and a nullification of conventional turn competition (Garcia and 

Jacobs, 1999; Hutchby, 2001; Herring, 1999). 

The TRP no longer deals with a transition of speaker, but represents an opportunity for any 

collocutor to begin constructing an utterance (Garcia and Jacobs, 1999). This means that there 
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is no clear 'next speaker' until that person has posted, and this provides multiple participants 

with the opportunity to self-select. This can result in the production of 'phantom adjacency pairs' 

that occur when two utterances are produced independently in response to previous utterance, 

but are posted at such a time that they appear like an adjacency pair themselves. For example, 

one speaker may be typing an answer to a previous question, whereby a second speaker is 

posing a new, different question. However when these two utterances are posted, the first 

speaker's 'answer' looks like a response to the second speakers question, simply because the 

second speaker had managed to post first. 

Experienced CMC users have found ways to adapt to the peculiarities of the TRP. Conventions 

such as 'one line, one turn' or post-fixing a '%' to indicate that a current speaker has yet to 

continue, are just some of the ways in which people make it clear about the transition of 

speakership (Herring, 1999). Other methods include explicitly naming the next speaker, referred 

to as 'addressivity' (Herring, 1999) or 'nominalisation' (Hutchby, 2001 ). 

Herring (1989) points out that the skewed form of turn taking that results from quasi 

synchronicity and the reinterpretation of the TRP, is in fact a more efficient form of turn taking. 

In the face-to-face scenario, it takes just as long to hear an utterance than it does to speak an 

utterance. However, this is not the case in CMC, where it is quicker to read than it is to type. 

Subsequently a number of people can be constructing their responses to an utterance at the 

same time (as opposed to sequentially), and this is an efficient parallelism that cannot be 

replicated offline. 

Garcia and Jacobs (1999) identify the following roles of collocutors in a QS-CMC conversation. 

lt is possible for any collocutor to actually be performing multiple roles at once. 

• Message Constructor - Participant is typing an utterance 

• Message Poster- Participant is sending the utterance to the other participants 

• Waiter- Participant is awaiting the receipt of an utterance 

• Reader- Participant is reading an utterance 

• Worker- Participant is performing some other task during a CMC session 

Garcia and Jacobs discuss the turn taking options that occur at the TRP. When the current 

speaker wishes to select another speaker to talk, there may be problems. The recipient may not 

be 'waiting' and instead may be reading, working, or constructing (in other words not 'listening'). 

Alternatively, the response may be interrupted by another speaker who has decided to self

select. These phenomena echo what was said earlier about quasi synchronicity, a reader 

"cannot rely on sequential organisation to locate referents of utterances" (Garcia and Jacobs 

1999, p.356). lt is not possible for the current speaker to select the next poster, merely a future 

poster. 

Drawing from studies that examined telephonic communication, Rintel and Pittam (1997) 

explored opening sequences in IRC. They derived a general opening sequence that described a 

user's introduction to an IRC session, starting with an automated 'announcement' by the IRC 
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program that acts in a similar manner to the telephone but with different affordances for action. 

The first part of this sequence, the Channel Entry Phase (CEP) was elaborated in a further 

paper and this has been outline below (Rintel, et al., 2001 ). 

1. Automated Joining Event 

The /RC system broadcasts a message indicating the entry of a new user (the 

Joining Announcement), and similarly confirms to that new user that they are 

now able to beginning chatting (the Joining Confirmation). 

2. Joining Initial Behaviour 

New user posts either a collectively or individually addressed utterance. 

Simultaneously, another user might post a Joining Initial Reaction. 

3. Responses to either the Joining Initial Behaviour or the Joining Initial Reaction. 

Each stage presents a number of different affordances for action and so there are several 

different paths through the sequence. The authors observe that there seems to be a 

considerable amount of ambiguity in the CEP concerning whether or not the AJE counts as an 

initial utterance by the new user. The existing members of the chat will either ignore the AJE or 

respond to it with a joining confirmation. As the authors remark, "one of the difficulties of 

ratification is that public IRC channels are forums more conducive to collectivity than dyadicy" 

(Rintel et al., 2001 ). Users may attempt to align to one another in these initial stages through 

considerable paralinguistic matching during greetings. Adornments involving capitalisation and 

non-alphanumeric characters are used in a similar way to nonverbal matching in face-to-face 

conversation. 

The conversation-analytic approach to the study of QS-CMC is still in its early stages. This type 

of research provides a great opportunity for understanding the adaptive methods by which 

people are able to communicate within novel media. One of its key uses will be to explore the 

nature of group conversations, ubiquitous within virtual communities. This area is often 

eschewed by communication researchers who model most of their theories on dyadic 

communication processes. 

4.4 The Self Online 

The social infrastructures supported by CMC provide new contexts within which users can 

continue the construction and maintenance of their 'selves'. The nature of the 'self' online has 

been the focus of a considerable proportion of CMC research and this is unsurprising. The self 

is in many ways dependant upon the interpersonal context in which it is situated and CMC

based communities represent a significant modal departure from interaction experienced in 

everyday life. 

Probably the most significant feature of a CMC-based context is the greater level of anonymity it 

affords the user. This in turn, provides the user with great control over their self-presentation to 

others, and ultimately, through self-fulfilling prophecy leads to a fashioning of their own self-
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perception. This has led to a number of postmodern writers postulating that within certain 

contexts the online personae constitutes a 'society of selves' (Turkle, 1996). Users who engage 

in role-playing within MUDs or BBSs may have a number of different identities according to the 

particular MUD they are in, or the particular mode of interaction they wish to encourage. For 

example, rooms may be created for users to come out of character (Myers, 1987), possibly to 

allow discourse of the more pragmatic aspects of society regulation to take place. Alternatively, 

users may adopt one pseudonym for close friends and another for when greater anonymity is 

sought (Waskull and Douglass, 1997). In a survey of lamdaMOO by Schiano (1997), it was 

found that about 25% of respondents changed their character within a two-week period, and 

that they usually maintained about three different identities on average. Despite this, most 

players spent most of their time using a single main identity. In a survey, conducted by Roberts 

and Parks (1999) gender switching was reported by 40% of members in social MOOs and 

56.7% of members in role-playing MOOs. In agreement with the Schiano survey, most of the 

members engaged in gender swapping for less than 10% of the time. The purpose of this 

behaviour was usually reported as some form of exploration of identity, and the reconstruction 

of the conventional dichotomous conceptualisation of gender. 

The concept of a user having multiple selves, both online and offline should be seen as 

metaphoric. There exists only one single psychological self that is exposed to a variety of 

integrated experiences (Baumeister, 1998). The entirety of self-knowledge is too great to be in 

awareness at any given moment, and the part of self-knowledge that is at the forefront of 

awareness has been referred to as the 'phenomenal self' (Jones and Gerard, 1967). The 

phenomenal self needs internal consistency, but can contradict that which lies outside of this 

currently primed knowledge (Baumeister, 1998). This is a useful way to conceptualise a 

person's shifting identity within the CMC domain. 

Self-presentation may be specific to the adopted identity in both content and form. One way in 

which the offline self is presented is through the body; a body occluded in the CMC domain. 

Users may choose whether to disclose their physical characteristics, lie about them, omit them 

completely, or reinvent them online. For some people, stigmatised because of their appearance 

or disability, this may represent an opportunity to explore the less salient facets of their identity 

with other people (Bowker and Tuffin, 2002). Bower and Tuffin (2002) report the case of a 

disabled lady who reported that her online interactions represented a 'mental break' from her 

impairment. In this case, reality was shifted away from a visual ontology and towards a linguistic 

one. The body may also be constructed online as has often been found in MUDs. This can 

range from the verbal description of certain bodily actions such as handshaking (Argyle and 

Shields, 1996) to constructions that are more elaborate. McRae (1997) reports one community 

where the users are represented by different types of animal in a social structure dictated by 

species. At first, it seems natural to distinguish such environments as simple role-play, but 

unlike role-play, there is no natural terminus. The interaction is ongoing and this can increase 

the power and significance of this ontology (Turkle, 1996). The online self may not exist in the 

same way (if at all) than the offline self does. Nonetheless, the social-constructivist perspective 
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has been put forward that a person's belief in such a separate on line self is what is important for 

researchers studying online communities (Waskull and Douglass, 1997). The body online has 

also been described by postmodernists as prosthetic to the offline body. The so-called cyborg 

identity (Haraway, 1991) defines a certain symbiotic, augmentative relationship between the 

user and their technological representation. This relationship has also been described as a form 

of transcendence of identity rather than a simple prosthesis (Wilbur, 1997). Waskull and 

Douglass (1997) use the term 'cyberself' to refer to the online identity, "a cyberself is the 

meaning of personhood (or experience of personal identity) emergent within dislocated and 

disembodied forms of electronic-computer-mediated interaction between persons and/or 

communication technologies" (p.386). The key parts of the definition are dislocation and 

disembodiment. Within the unitary approach to self, the cyberself actually represents that 

phenomenal self activated within a particular online context. 

Self-presentation is also evident through pseudonymity. Pseudonyms are often (but not always) 

chosen in order to make some sort of statement, explicitly hiding identity whilst revealing some 

other aspect of personality (Jaffe et al., 1999). A content analysis by Waskull and Douglass 

(1997) categorised pseudonyms into six main families; real-name variations, geographical 

references, interests, occupations, lifestyles, and motives. Pseudonyms provide a very efficient 

way of evoking a first impression, through use of stereotypical and culturally defined markers. 

The most common of these is that of gender, and gender deception is prevalent within romantic 

CMC chat-rooms (McRae, 1997). In some places, such as LamdaMOO (a long established 

virtual community) gender has been redefined altogether. In LamdaMOO, neutral gender 

pronouns are in frequent use, but genders are also far more configurable representing a 

freedom from the basic male-female dichotomy (McRae, 1997). 

Through the manipulation of the online identity, a user is explicitly engaged in a process of 

reflective image construction. This might involve the creation of more powerful and less inhibited 

identities that can provide a person with more perspicacious self-knowledge and self-exploration 

(Bromberg, 1996). This might or might not have therapeutic applications. Turkle (1996) 

describes two case studies exemplifying how interaction within a MUD can allow people to 

either work-through their problems, or simply act them out within a different domain. One 

resulting effect can be that users end up placing a higher value on their online identities than 

they do on their offline identities (Markham, 1998). 

In an analysis of the self-ratings of fifty-five participants, Matheson and Zanna (1988) found 

some preliminary evidence that showed that users in a simple conferencing system were more 

self-aware than other users engaged in face-to-face discussions. This could be a significant 

finding despite being mediated by weak construct validity and a temporally restricted scenario. 

People have been found to enjoy self-awareness in situations where they feel that they are 

superior to others, and self-awareness has been known to encourage behaviour that reflects a 

person's positive attitudes (Carver and Scheier, 1981 ). Sheier and Carver (1977) have 

observed that increased self-awareness can intensify emotional reactions. If CMC truly 
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heightened self-awareness, then this finding would provide more evidence reflecting Walther's 

(1996) ideas on hyperpersonality in CMC. Conversely, self-awareness has also been correlated 

with negative states such as anxiety, alcoholism, schizophrenia and depression (Greenberg and 

Pyszczynski, 1986; lngram, 1990). 

The CMC medium allows interaction with a vast amount of other people from a variety of 

communities that transcend those that are closely geographically located. This state of 'social 

saturation' (Gergen, 1991) can provide a means by which those people with identities 

marginalised within their local community can find like-minded others. McKenna and Bargh 

(1998) undertook a content analysis of both marginalised and mainstream newsgroup 

communities. They found some evidence to suggest that there was greater participant 

involvement in those newsgroups representing marginalised identities (identities 'concealable' in 

everyday life). This involvement may give rise to greater levels of self-esteem for the otherwise 

marginalised self, possibly encouraging a person to reveal that aspect of their identities within 

their offline community. 

Social roles define another important interpersonal aspect of self. Online communities present 

many opportunities to adopt a particular role within society. Examples in MUDs can include 

wizards, system administrators, 'vigilantes', 'murderers', and 'rapists' (lto, 1997; Dibbel, 1996). 

Myers (1987) identified three types of communication leader within a BBS set up over two 

months; system operators, system experts, and social experts. Virtual weddings are 

increasingly common as well as other types of familial relationships (Turkle, 1996; lto, 1985). 

The extent to which such roles affect the self has yet to be explored in any great depth, but are 

increasingly relevant when it comes to controversies concerning 'virtual infidelity' and 'virtual 

statutory rape' (Waskull and Douglass, 1997). 

4.5 Deception in CMC 

The anonymous and dislocated features of CMC provide users with various opportunities for 

deception. For example, within chat rooms it is almost 'common wisdom' that most women 

(especially promiscuous ones) are most likely to be men (Curtis, 1992). Sometimes this form of 

deceit may be benign or playful, but sometimes it is not. This section will examine some cases 

of Internet deception, and will review some very recent attempts to understand the 

phenomenon. This will lay the foundation for the following chapter, which will attempt to 

synergise the research on CMC and deception. 

4.5.1 Case Studies 

One of the classic readings of Internet deception is Lindsay Van Gelder's (1996) account of 

'The Strange Case of the Electronic Lover'. The story concerned a prominent psychiatrist, in his 

early fifties, that assumed the identity of a fictitious character Joan within one of the early 

CompuServe channels. Joan was a vivacious lively character who was a complement to the 

personality of the psychiatrist (referred to as Alex). The character Joan, was a victim of a horrific 
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car accident that had left her disfigured, crippled, and without speech. Alex had found, almost 

by accident that by adopting a female personae, he was able get other women to 'open up' to 

him, but the deceit extended far beyond the realms of professionalism. Joan engaged in 

numerous supportive and intimate relationships with other people, all of who were unaware of 

the masquerade. Alex admitted the deception after certain doubts were raised by the other 

channel members. People had observed contradictions in Joan's statements but most 

fundamental of all was Joan's inability to demonstrate an offline existence. This manipulation 

was successful for so long because of Joan's apparent immobility and the shame of her 

appearance. After the deceit was uncovered, many members continued their relationships with 

the newly emerged Alex (originally introduced to the group through 'Joan'). Many believed that 

within CMC, physicality was not an issue and that the soul of Joan and Alex were inseparable. 

This story, illustrates the diversity of feelings toward online deceit, the ways in which deceivers 

can be uncovered, and the means by which people may find themselves trapped and seduced 

into an ever-thickening mask of lies. 

Perhaps the most pressing, if not salient concern of chat room deception, is the potential for 

paedophiles to utilise the medium. There are an increasing number of reports that detail how 

paedophiles have lured and groomed victims via the mask of CMC. Children are also at risk 

from other adolescents as well. In a report published by the Home Office, it was thought that up 

to a third of all sex crimes are perpetrated by adolescents [Home Office, 1998]. A number of 

initiatives have been organised to better inform children, parents, and teachers of the dangers 

that prevail within chat rooms. Examples of these initiatives include the 'Chat Safe' programme 

in the UK (Thames Valley MET and the RAF), 'Innocent Images' in the US (FBI), and 

Chatdanger.com (Childnet International). 

Quayle and Taylor (2001 ), report a case study of man charged for down loading child 

pornography from the Internet. The man (Q.X) did not initially intend to groom and lure children 

over the Internet, but this progression occurred as he was increasingly drawn into the medium. 

Initially Q.X adopted a false persona, Joe, over a twelve-month period. The description of Joe's 

appearance was taken from what Q.X would have looked like when he was eleven. Q.X 

believes he was able to enhance his 'role-play' because of his interest in creative writing and his 

vocation as a schoolteacher. Initially, Q.X. was seeking a form of 'romantic companionship'; a 

motivation that echo's the FAQs that can be found on paedophile newsgroups. Interestingly, a 

couple of the young boys that Q.X. did start relationships with online turned out to be other 

paedophiles, and hypocritically this caused great offence to Q.X .. Initially Q.X. did not like 

associating with chat room members who were very blunt, demanding cybersex and offline 

meetings, but this was precisely the behaviour that Q.X started to adopt during a short period 

leading up to his arrest. 

There have been a number of incidences of other paedophile convictions reported in the press. 

Patrick Green was sentenced to five years in prison after having sexually abused a thirteen

year-old girl that he met in an Internet chat room [BBC 24/1 0/2000]. A BBC correspondent 
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reports talking to 'Georgie', a thirteen year old girl who befriended a fifteen year old boy over the 

internet. This boy turned out to be a forty-seven year old man who was arrested by police, but 

not convicted (at that time under UK law, no crime had yet been committed) [BBC 15/03/2001]. 

Katherine Tarbox (2001) relates her story in the book 'Katie.com' where she went to meet 'Mark' 

a forty-one year old man who had masqueraded as a twenty-three year old. He sexually 

assaulted her and was eventually convicted under the US Communications Decency Act. In the 

US, detective Rick White claimed to have encountered a potential pedophile within seconds of 

having entered a chat room. Detective White had masqueraded as a fifteen-year-old boy, and 

had found a 'twenty-seven year old women' who expressed desires to engage in cybersex, and 

who expressed a fondness tor pictures of eight-year-old girls [CNN 24/07/2000]. 

The last example illustrates the other side of the coin tor deception on the Internet. Identity 

deception can also be used by law enforcement officers to entrap paedophiles. ZDNet, the 

online technology news service, set up an investigation of Internet pedophiles, by going into 

certain Yahoo messenger chat rooms under the alias 'Tina_Bell' and recording the resulting 

conversations. Their investigation showed examples of phone sex otters, sexual role-play, and 

cybersex [ZDNET 20/11/2002]. 

4.5.2 Recent Research 

Only in the past five years, has there been any significant enquiry into the problems of online 

deceit. Some early survey evidence has suggested that there are gender differences in deceitful 

behaviour online. lt was found that men were more likely to lie in order to feel more open, 

whereas women and younger people were more likely to lie tor the sake of safety (Whitty, 2002; 

Whitty and Gavin, 2001 ). In another survey, it was found that people engaging in on line 

relationships were more likely to misrepresent themselves than people involved in face-to-face 

relationships would (Cornwall and Lundgren, 2001 ). This correlated with the attitudes of the 

respondents who saw their relationships as less serious and less committal. Such results are 

tentative at best and should at least be constrained to the particular type of relationship under 

analysis. For instance, Turkle (1995) identifies a typology of three classes of relationship, the 

real-life, the virtual with the real, and the virtual with the virtual. lt might be reasonable to 

conclude that people may not view their virtual-to-virtual relationships as particularly serious, but 

cases have been reported of relationships where someone who is disclosing themselves fully is 

involved with someone who is masquerading their identity (Turkle, 1995; Rheingold, 1993; Van 

Gelder, 1996). The effects that arise out of the revelation of such a masquerade are usually 

sufficient to suggest that some of the participants do not view their online relationships lightly. 

In her study of Usenet, Judith Donath (2001) applied a cost-related framework tor 

understanding online identity deception that is borrowed from the animal kingdom. Within a 

sender-receiver model of communication, she distinguishes between 'assessment' and 

'conventional' signals within the context of Zahavi's Handicap Principle (Zahavi, 1993). An 

assessment signal is the optimal signal, ''that best amplifies the asymmetry between an honest 
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signaler and a cheater'' (Donath, 2001 ). These signals are closely related to the trait being 

advertised, and are costly so that they are very difficult to fake. Therefore, an email signature 

with a link to a personal homepage within an institution is an assessment signal, and this 

contrasts with conventional signals such as responses to A/S/L requests within a chat-room. 

Within certain Usenet groups, trust is enhanced through the transmission of assessment signals 

of identity. Such signals are often sought when seeking advice from so-called 'experts' (one of 

the main functions of Usenet). Donath provides an example of people demanding to see 

pictures of a man claiming to be an expert bodybuilder when a difference of opinion arose. Such 

pictures were refused, subsequently undermining that person's credibility. 

As technology changes there is a shift in those signals that are considered as assessment and 

those that are considered as conventional. Donath (2001) states that the email 'From' field is an 

example of a signal that at one time could be considered an assessment signal, but now is 

considered a conventional signal due to ease at which modern software allows the user to 

manipulate such information. Donath identifies one form of category deception prevalent in 

newsgroups. Trolls are people who attempt to cause arguments and flame wars online for their 

own amusement. According to Donath (2001 ), ''the troll attempts to pass as a legitimate 

participant sharing the groups common interests and concerns". In many ways, the success of 

the troll depends on their knowledge of the groups identity cues, and their clever manipulation of 

conventional signals that may be perceived by other members as more reliable than should be 

the case. 

Another approach to the analysis and detection of CMC deception has very recently been 

developed by Judee Burgoon and her colleagues (Burgoon et al., 1999). This treatment 

involves the synthesis of Interpersonal Deception Theory, and to some extent, the relational 

ideas presented in SIP and the Gibsonian Ecological approach. These ideas are explored and 

expanded upon in the next chapter. 

4.6 Summary 

This chapter started with a review of the primary theoretical outlooks that have been adopted 

within CMC research. lt was demonstrated that the older characterisations of CMC as an 

inherently impersonal medium were poorly contextualised and that it is possible for highly 

intimate relationships to be developed using the medium. In fact, other processes exist that can 

cause hyperpersonal relationships to develop, and this bias has implications for the level of trust 

that participants may afford to potentially deceptive collocutors. CMC users have been able to 

overcome some of the discursive difficulties of coordination by reinterpreting the transition

relevance place and taking advantage of a new constitutive system of speaker roles. Social 

information can also be expressed via various 'paralinguistic' cues, the importance of which was 

underplayed by early research. The concept of the self is transformed when taken into the 

online context and the motivations underlying identity deceit are multiple and not always 
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intentional. There is a clear motivation for researching the nature of online deceit, as the 

repercussions of these episodes are usually not confined to the 'virtual' domain. 

This literature survey has focused on a variety of material and some correlates can be drawn 

between that research. Interpersonal Deception Theory as a communication theory has much in 

common with the contemporary theories of CMC in its attempt to focus on the interpersonal and 

its consideration of the importance of context. The verbal clues to lying presented in Chapter 3 

may also be applied to CMC discourse, although these techniques will have to be adapted to 

the qualitative and structural peculiarities of this mode of interaction. The affective factors 

driving the physiological clues to deceit (examined in the previous chapter) may be exhibited in 

different ways through a user's interaction with their computer. In addition, the sort of identity 

deception prevalent within CMC provides a novel type of lying in which the relevant clues have 

yet to be expounded. 

In the next chapter, the material explored within this literature review will be synergised and 

complemented with some pilot research. This treatise will hopefully provide a direction for 

researchers who wish to tackle the difficulties proposed by CMC deceit and who wish to explore 

further the possiblity of online lie-detection. 
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Chapter 5 

Exploring interpersonal Deceit, lye ... Detection9 

and CMC 

This chapter explores computer-mediated lying and deceit. These themes can be studied from two 

different perspectives. The first perspective aims to understand the processes and clues to interpersonal 

deceit within on line communities and forums. Lie-detection research that adopts this perspective will use 

passive techniques of observation and measurement in order to investigate and detect deception. The 

second perspective uses CMC as a lie-detection tool within controlled scenarios similar to a SVA 

interview or a polygraph test. This perspective is more active, and affords the investigator a greater level 

of power in manipulating the measurement software, hardware, and the deceptive context. These two 

perspectives are closely related and benefit from similar investigations. The focus within this chapter will 

be on the first perspective, but a great deal of this theorising is relevant to the second perspective as 

well. The chapter begins with a discussion of lie-detection from these two main approaches and a 

strategy for naturalistic lie-detection is outlined. The propositions of Interpersonal Deception Theory are 

applied to the domain and the non-strategic leakage clues, posited by this theory are expounded. This is 

followed by a discussion of strategic deceptive action. This treatment is supported with qualitative 

research exploring the types of CMC deceit, the techniques used by deceivers, and the clues that 

heighten suspicion. A categorisation scheme is presented that suits the concerns of naturalistic lie

detection. After a summary of the chapter, the need for future research is discussed with respect to the 

two perspectives, and this is related to the research provided throughout the rest of this thesis. 

5.1 lie-detection and CMC 

The evolution of human interpersonal communication has facilitated the development of quite 

sophisticated deceptive behaviours. As a relatively new form of communication medium, CMC 

chat systems represent both new problems and new opportunities for lie-detection research. 

The purpose of this chapter is to explore this next step in the evolution of deceptive 

interpersonal communication in greater depth. 

Lie-detection can be approached from two perspectives, that of altering a technique to suit a 

deceptive context (naturalistic lie-detection), or that of altering the context to suit a technique 

(controlled lie-detection). Naturalistic lie-detection is typically unobtrusive and observant, and 

represents the minority of research because of the intrinsic difficulties discussed in the previous 

chapters. Controlled lie-detection, such as polygraph tests, SVA procedures, and laboratory 

experiments represent the most common (and successful) form of research because they allow 

the investigator to constrain the ways in which the examinee is able to lie. Techniques differ 

according to the extent that they can be considered either controlled or naturalistic, and most lie 

along a continuum between these two poles. 
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Towards the pole of controlled lie-detection, quasi-synchronous CMC (QS-CMC) presents new 

opportunities to control the deceptive context. In Chapter 3, some of the desirable qualities of an 

SVA interview were presented including (1) the reduction of anxiety, (2) the minimisation of data 

contamination, and (3) the promotion of free-recall. A QS-CMC interview may reduce anxiety 

through dislocation, may minimise corruption through semi-automation, highly controlled 

questioning, and the removal of nonverbal cues, and may help promote recall through 

immersion. QS-CMC is also highly interactive and can keep many of the advantages of face-to

face interviewing wh ilst also eliminating the need for manual transcription. QS-CMC may 

provide opportunities, complementary or otherwise for existing controlled lie-detection 

techniques. In addition , the monitoring of computer-based control provides the opportunity to 

record a variety of low-level data that cou ld reveal useful diagnostic 'nonverbal' information that 

has hitherto remained unexplored. 

In Chapter 4, some examples of the harmful consequences of chat room deceit were discussed, 

revealing the motivation to explore ways that this form of deceit can be detected or otherwise 

prevented. There are, of course, places where lying through CMC is either innocuous or indeed 

prudent, and so it is important for researchers to establish what sort of lying is prevalent online, 

what is of the most concern, what is the peculiar nature of this form of lying, and what clues can 

be used to aid in its detection? 

So from the perspectives of controlled and natural istic lie-detection, two broad questions can be 

raised: 

1. What is the nature of online lying, and how could techniques be either created or 

adapted in order to detect it? 

2. How might QS-CMC be utilised in order to provide additional control and measurement 

within a contro lled lie-detection procedure? 

The exploration of these two questions forms the broad basis for the research contained within 

this thesis. The first question will be discussed within this chapter, and the second will be 

discussed in the three chapters that follow. 

This chapter attempts the following: 

• to set out a practical strategy by which naturalistic lie-detection can be 

undertaken 

• to explore the mechanics of lying by synthesising computer-mediated theory 

with Interpersonal Deception Theory 

• to expound the non-strategic behaviours that could provide clues for 

naturalistic lie-detection 

• to describe research that was carried out as part of this thesis, in order to 

explore the complexity of deceptive strategic behaviour in depth 

• to describe a categorisation system for classifying different types of lying 

behaviour performed in CMC 
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5.2 A Process for a Practitioner 

Lying and deceit are behaviours that can be promoted or discouraged according to the technical 

and social affordances available within an online community. In most online communities , 

certain types of lying will be acceptable and others will not be. The owner of the community 

must consider how they can design the online environment to support the desired types of 

behaviour. In addition, they must decide how and whether to police deception. The following 

questions should be considered by a community developer when creating their strategy towards 

online deception. 

1 . Is the purpose of the strategy predominantly regulative or investigative? 

2. What are the social characteristics of,the' conimunity? 

3. What affordances for deceptive action are present in the technology? 
1 

4. What types of lying are likely to be prevalent or particularly detrimental within this 

environment? 

5. What investigative detection techniques are the most suitable for the community (as 

characterised within steps one to four)? 

5.2.1 Regulation and Investigation 

A distinction can be drawn between investigating a particular individual based upon reports by a 

third party, and simply monitoring a community for the purpose of identifying deceit. In the 

former case, it is likely that the investigator is already aware of the type of lying being employed. 

Contrastingly, for the purposes of regulation the investigator must focus their effort according to 

the type of lying that is most prevalent or damaging to the community. 

5.2.2 Examination of the Social Context 

The investigator must examine the social characteristics of the online community with a special 

emphasis on deceit. Some questions are central to this examination, including: 

1. Are the majority of participants regulars or transients? 

2. What is the motivation for interacting within the group? 

3. How might a participant benefit from deceptive success? 

4. What are the demographic characterist,ics of the group? 

The answer to (1) might give an indication of the time and effort that the majority of participants 

have invested within the group. This would affect the interactive behaviours of deceivers who 

would need to operate either within or outside of established social networks. Understanding (2) 

and (3) would help to identify what some of those implications might be. The demographic 

characteristics of the group would affect the prevalent style of communication. Departures from 
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these patterns that seem 'out of character' might then provide a route towards regulative lie

detection. 

5.2.3 Examination of the Technological Context 

The investigator must define the nature of the particular CMC system under analysis . The vast 

array of features that can be implemented within CMC software reject anything but an inchoate 

classification . However, key characteristics that were identified in the previous chapter are: 

1. Is it a synchronous, quasi-synchronous, or asynchronous system? 

2. What level of anonymity is afforded by the system? 

3. What level of interaotivity is afforded by the medium for different types of user? 

4. What expressive structural affordances are present for different types of user? 

The synchronicity of the system (1) will indicate the extent to which a deceiver is pressured to 

manage conversational demands during the performance of their interpersonal deception 

strategy. Anonymity (2) is a key affordance for a deceiver who wishes to occlude their identity. 

The potential for asynchrony in the level of interactivity (3) afforded between different users can 

put deceivers at an advantage during their performances. Similarly, differences in the 

expressive functions can enhance the eloquence of some whilst putting others at a 

disadvantage. This is relevant because eloquence is a key rhetorical tool of the effective 

deceiver. 

5.2.4 The Prevalence of Innocuous or Detrimental Deceit 

When developing a lie detection strategy, it is important to focus on those types of lying that are 

of the most concern . Social lies, role-play, and identity exploration may be too innocuous to be 

of concern in many types of community. To challenge all instances of lying would be detrimental 

to the community, and so a technique should be designed such that it is easy to disambiguate 

everyday social lies from those identified as being particularly detrimental and hurtful. 

5.2.5 Selecting a Detection Strategy 

The questions posed in the previous steps provide a means of characterising the deceptive 

context. From these, a set of propositions may be derived, concerning potential deceptive 

behaviours that can guide the investigator in the selection or development of an appropriate 

detection strategy. Such a strategy may be unitary or composite (comprised of a selection of 

complementary techniques). A strategy can also be considered either active or passive. Passive 

strategies require the investigator to collect data, whereas active strategies require interaction 

with the target themselves. A strategy may involve holistic or specific techniques. Specific 

techniques can identify lying at a lower level of granularity than holistic techniques. Specific 
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techniques pinpoint lies whereas holistic techniques identify only the very existence of lying. A 

strategy can be overt or covert and can be invasive (such as through the use of surreptitious 

software) or non-invasive. Strategies can aim to identify individual liars (individual), or to gather 

a more high-level understanding of the prevalence of deceit within the online CMC context 

(social). 

5.2.6 IP'resent Diffi~ulties 

The process charted above is a framework for thinking, rather than a recipe for highly predictive 

lie-detection. The difficulty facing a practitioner is that an effective online lie-detection technique 

does not exist at present. However, the issue of prevalent deceit is current, and it is not helpful 

to delay constructive action pending the development of such a diagnostic tool. To this effect, 

investigators can still focus their efforts on limiting the affordances available to a deceiver over 

the other members of the community. Such decisions can be based upon an examination of the 

strategic behaviour of liars, and the ways they use technology to further their agendas. The role 

of strategic behaviours has been covered under the umbrella of Interpersonal Deception 

Theory. This theory also considers the role of the non-strategic leakage behaviours that may 

eventually provide a route towards the development of naturalistic CMC lie-detection 

techniques. lt would appear that the application of IDT to CMC is a strong basis upon which to 

set off in search of these techniques. The rest of this chapter works towards this goal. 

5.3 lhe Interpersonal Deceptive Process on CMC 

The propositions of Interpersonal Deception Theory were presented in Chapter 2. One of the 

key postulates of this theory is the principle of interactivity. This principle holds that deception as 

an interpersonal process can be affected by the degree of context interactivity afforded by a 

particular medium. Burgoon and her colleagues (2003) have recently attempted to examine this 

relationship further, through the explicit investigation of deceptive CMC interaction. The authors 

suggest that the reduction of visual cues (and subsequently social cues; c.f. Filtered Cues 

Theory) would imply that CMC has a relatively low degree of context interactivity. If that were 

the case, then IDT would posit subsequent reductions in trust and an increase in skepticism 

during deceptive episodes (ibid). As well as being beneficial to a receiver, a sender might also 

profit from lower context interactivity. These benefits include a reduction of the cognitive load 

away from the regulation of nonverbal channels, heightened impression management (c.f. 

Hyperpersonality Theory), and less channel discrepancies (ibid). In addition to this, they 

suggest that reductions in trust may be overridden by an adherence to group norms when group 

identity is made salient (c.f. SIDE Theory). In this manner, Burgoon and her colleagues (2003) 

suggest that the role of CMC in a deceptive interchange is paradoxical. They designed a zero

history group study in order to investigate whether participants demonstrated less involvement, 

mutuality, and lower attributions of trust and truth under the CMC condition. These hypotheses 

were not supported. The authors note that although context interactivity is affected by the 
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absence of visual cues, this is not the only factor affecting interactivity, and more research 

needs to be performed in establishing what technological aspects of communication media 

contribute to interactivity as well. 

Burgoon and her colleagues (2003) are careful to place their study in context, both in terms of 

the type of groups involved (zero-history) and the type of CMC system used. IDT and the 

investigation of context interactivity can be expanded further to more fully encapsulate 

naturalistic CMC deceptive episodes. The purpose of this section is to expand upon this 

discussion, which is cantered upon the following points: 

L ':[hatthe ccmceptualisation of CMC as art uninteractive medium in the filtered cues -. 

· tr~dition contradicts more. contemporary theories such as SIP. This has lead fo a . 

talse theoretical division between the skills of a sender, the temporality of interacti(:m ... 
'-, ., • . ' :J ' "'' ; . ~ - '... ' - > 

· :- ancfthEfintei'activityof the context. 

. ~:- / Thqt a greater degree of asynchrony exists within deceptive encounters :through~ 
• '~y; o~c th~n i~·pre~ent f~ce-to~face~ • .·I ' •. • 

\~; .. ·. ThatAhe dyadic model of interpersonal encounters can be· expanded into a gro];!p~ ..• 
-;: - - .. ~- _.. --- • ·"" • - ' - ' ' ~ t -

.basedmodel:. · 

.·::~t_ Thi:U the reconstruction ·of speaker roles. militate th~ superord(nate. effect~ •Of' · 
. interpefsonalorientation within a deceptive encounter. • · 

· ·· /5; .Thqt'th~.: role;of Aonstrategie leakage cues to deceptive behavio·ur ·withinCMQ. h~s · 
• V ' ', ' • • ' • ' • ,.. ' o • • ~ • 0 ' ? ' ,, o •' • ' " < • < 

y~t. to 9et4ilv inv~stigated. · .. • .. ··· 
-.' ~ "'•" . 

These points are expanded upon in the sections that follow. The following summary of context 

interactivity within IDT has been provided as an aid to the reader. 

The Components of 
Context lnteractivity 

o Access to social 
cues 

o Immediacy 

o Relational 
engagement 

o Conversational 
demands 

o Spontaneity 

The Affects of Low Context 
lnteractlvity 

o Lower Initial Strategic Behaviour 

o Lower Initial Expectations for 
Honesty 

o Lower Initial and Ongoing 
Judgments of Sender Credibility 

o Higher Initial and Ongoing 
detection accuracy 

o Higher Initial detection 
apprehension 

Other influences that work 
alongside context 

lnteractivlty 

o The Goals of the Sender 

o The Positivity of 
Relationship Between 
Sender and Receiver 

o Familiarity Over Time 

o The Skill of the Senders 

o Deviations of Sender 
Communication from 
Expected Patterns 

o Truth Biases 

o Receiver Decoding Skills 

o Expression of Disbelief 

e Reciprocity 

Table 5.1: Context lnteractivity and IDT (adapted from Buller and Burqoon. 1996) 
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Those hitherto unexplored intricacies that complete the relationship between context 

interactivity and CMC do not result solely from the utilisation of technological artifacts that 

inherently act to either promote or encumber interaction. SIP theory has implicated that 

interactivity is a function of two other components within CMC; the skills of the collocutors and 

the duration of their relationship (Walther, 1992). Similarly, ecological approaches define the 

interactive potential of an artifact in terms of the affordances of that artifact for a particular user 

or type of user (Gibson, 1979; Hutchby, 2001 ). Whilst IDT acknowledges the roles that these 

two components play within interpersonal deceptive episodes (e.g. postulates eight and nine), it 

separates them apart from the definition of context interactivity. For example, for a person who 

cannot speak, the telephone affords a lower level of context interactivity than an email system. 

The telephone's inherent 'context interactivity' does not act to concurrently mediate that 

advantage; it is simply the case that the telephone does not afford a greater level of context 

interactivity over CMC for a person who cannot talk. 

The counter argument to this claim, which has been leveled at many ecological approaches 

(see the discussion in Chapter 4), is that the relevant affordances of a particular medium are 

similar for a wide variety of people. If this is the case, then it will be easier to assume a stable 

level of context interactivity across a particular group or culture, than to worry about irrelevant 

individual differences. However, whilst there is some truth to this argument, the affordances 

available within CMC probably do differ within distinct social or demographic groups. People 

differ in their abilities to type, to operate computers, to express themselves verbally, to express 

themselves within the culture of the medium, and in the various software and hardware systems 

they use to interact within a CMC network. The access to social cues that is a key determinant 

of context interactivity is not simply lower in CMC, but is itself a function of the affordances of 

the medium for a particular user. Therefore, the social and technological skills of that user are 

partially expressed by the affordances that are available to them, and the ways in which those 

affordances are selected and managed. lt is a peculiarity of CMC interaction that context 

interactivity might actually be different for different actors within a deceptive episode and that 

this disparity is more likely to be greater on line than it is offline. 

So the context interactivity of the medium is partially determined by the access to social cues 

which itself is determined by the mutual affordances available to a user. Skill is then redefined 

as having both a social and technological element, which is related to how those affordances 

are used. However, the access to social cues is not the only component of context interactivity 

that is relevant when the deceptive context moves towards CMC. Whilst the other components 

of context interactivity may vary within the medium in their own right, some are particularly tied 

to CMC interaction over face-to-face interaction. For example, conversational demands within 

CMC are relatively higher and transmogrified forms of turn taking can increase the pressure for 

spontaneous interaction. Therefore, whilst CMC cannot not be defined as a context that reduces 

the access to social cues 'across the board', some systems might still be characterised by a low 
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level of context interactivity because of widespread effects on immediacy, relational 

engagement, conversational demands, or spontaneity. 

5.3.2 !Perceptual Asynchrony 

In a paper examining the sender, receiver, and observer's perceptions of reality during deceit, 

Burgoon and colleagues (1996b) surmised that senders and receivers jointly construct the 

reality of a deceptive episode and have similar perspectives concerning the perceived 

veridicality of the exchange. In Chapter 4, it was revealed that within online communities reality 

could be constructed either by groups of participants or by the individuals themselves. Consider 

Turkle's (1995) categorisations of online relationships as being either virtual with the virtual, 

virtual with the real, and the real with the real. Virtual-with-the-real relationships are common 

within CMC and can result in hurtful consequences. Online interaction can be known to result in 

relationships that are perceived by each actor as having a different level of seriousness. For 

example, a deceiver may not treat a particular relationship seriously and this attitude would 

affect their expenditure in the strategic activities that are central to the propositions posited by 

IDT. According to proposition seven, of IDT, this disparity in the perceived serious of the 

interaction will cause an asynchrony in the strategic displays of the sender and receiver. This 

will in turn affect subsequent interaction. The key role of CMC is to provide opportunities for this 

sort of asynchronicity to occur more frequently than it would in face-to-face interaction. 

Perceptual asynchrony may also occur because people use different types of software or 

computer setup to access an online community. Users can configure their chat software to 

remove features such as pretty-printing and may have different versions of the client programs. 

Such differences represent an asynchrony in the affordances available between senders and 

receivers, similarly constraining action and perception. Indeed a well-motivated liar may actually 

set out to attain the most recent or most functional version of the software to be at an advantage 

over the receivers. 

5.3.3 Multiplicity of Interaction 

IDT adopts dyadic face-to-face communication as its exemplar. However, interaction within a 

group is perhaps the more widespread context of online deceit. CMC chat rooms can be very 

public places where conversation can involve a large number of different speakers. Even dyadic 

communication within these forums has an audience to which a sender may need to respond. 

The eo-construction of a deceptive episode amongst a group of people has yet to be explored at 

the interpersonal level. The question remains how such encounters differ from the dyadic 

approach so that IDT might be socialised. 

The most basic group scenario is where there is only one deceiver (sender) and a multitude of 

receivers. As with the dyadic model, receivers will have suspicions that are displayed and that 

result in behavioural adaptation by the sender. However, receivers in a group are more likely to 

eo-construct and co-ordinate these displays. In accordance with SIDE, where group identity is 
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made salient, adherence to group norms will result in the eo-construction of suspicion displays. 

Where individual identity is made salient, suspicion displays will be more individualised. In these 

two different scenarios, it is unclear what the results may be. Each of these will now be 

discussed in turn. 

5.3.3. 1 Salient Group Identity 

Where group identity is made salient, adherence to group norms can promote a high level of 

consistency in the exhibition of suspicious behaviour. This agreement need not be made 

verbally, but is likely to be exhibited through behaviours that reflect high group cohesion. Such 

group displays of suspicion are likely to be driven by the more socially skilled members of the 

group. lt is likely that deceivers will similarly attribute most of this suspicion from the more 

socially skilled people. This attribution would occur because of the expressive salience of these 

people (a similar phenomenon is found with physically salient targets and has been dubbed the 

illusory causation effect; McArthur, 1980). Subsequently, deceivers may increase their strategic 

behaviours towards these people if they believe that they can rhetorically compete with them. 

However it seems more likely that the experienced deceiver would try to divert attention away 

from the socially-skilled people if they believe that they cannot compete with them or simply 

because it is easier for them to do so. 

The group to which the deceiver affiliates is also relevant. If the deceiver has previously been a 

part of the group, then suspicions may be mediated by the prevailing perception of in-group 

trust. Conversely, if the deceiver is a member of an out-group, suspicions may be militated by 

lower levels of trust. Campbell (1967) proposed that such intergroup stereotypes arise because 

they reflect a group member's actual experience. As out-group relations are external relations, 

they are naturally confronted with greater distrust (Brewer and Brown, 1998). 

5.3.3.2 Salient Individual Identity 

Where individual identity is made salient, people are more likely to conform to personal attitudes 

and perceptions. Therefore, there is likely to be an asymmetry in the degree of suspicion 

displays exhibited by different receivers under this condition. The deceiver may choose to 

interact more heavily with those receivers who display less suspicion so long as this does not 

conflict with the goals of the deceiver. As suspicion displays are related to the social skills 

exhibited within the medium, less skilled receivers (and less socially skilled people) are more 

vulnerable to deceit because they are less competent with the medium, and are less likely to 

exhibit suspicion. 

5.3.4 'fhe Reconstruction of Speaker and Listener Roles 

The peculiarities of QS-CMC mean that a person cannot construct an utterance whilst also 

observing the interaction around them (Garcia and Jacobs, 1999). During utterance 
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construction, it is possible that a collocutor will send a new posting that would alter the way that 

the partially built utterance would be interpreted. Similarly, the new posting may make the partial 

utterance redundant, requiring a reformulation of a response from scratch. If a sender decides 

that they wish to strategically alter their utterance, they are presented with a dilemma because 

editing takes time, and the speed of interaction is an important determiner of power. For a 

deceiver, the dilemma exists between two different types of strategic power, that of speed and 

that of content. In a forum where speed of response is contested, the deceiver may be at more 

of a disadvantage because of the less time spent reviewing utterances. 

5.3.5 Tlhe lack of Research into INon~strategi~ Leakage 

Non-strategic leakage within face-to-face contexts has been well researched under the four

factor paradigm (Zuckerman et al., 1981). IDT suggests that strategic behaviour often 

supercedes that of non-strategic behaviour, reducing its relevance in everyday deceptive 

encounters. However, the non-strategic leakage cues within the CMC context have yet to be 

researched to anywhere near the same extent. The suggestion that CMC allows fewer non

strategic cues could be premature, and to generalise that strategic cues within CMC have the 

same power as they do within the face-to-face context could also be premature. These cues are 

discussed further in the following section. 

5.4 The Non~strategoc Deceptive Behaviours of CMC 

The interpersonal deceptive process outlined in the previous section refers to both strategic and 

non-strategic displays. Non-strategic 'leakage' displays have been studied at length throughout 

deception research, and are driven by the four factors that were presented by Zuckerman and 

colleagues (1981 ). The non-strategic cues to deceit are usually considered as nonverbal, 

paralinguistic and physiological expressions of psychological states that correlate with deceit. 

The most consistent findings are found with indicators of concealed emotional expressions and 

autonomic arousal. Some of these findings include: 

• Facial asynchrony as autonomic muscular control of the face under certain emotions 

conflicts with the strategic control (Ekman, 1984) 

• Increased blinking when trying to suppress negative emotional affect (Gross and 

Levenson, 1993) 

o Exhibition of very short 'microexpressions' that reflect the true emotional affect before 

they are suppressed (Hagaard and lsaacs, 1966; Ekman, 1984; Ekman and Friesen, 

1984) 

g Latency effects of recognition under the orienting reflex (Farwe/1 and Donchin, 1991; 

Seymour et al., 2001) 

Within CMC, most of these cues are not promulgated through the medium. Nonverbal 

behaviours within CMC would seem to be constructed through purposeful action. The user 
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decides which font to use, the colours in which to display their text, the time they take to post, 

and degree to which they use pictographs. However, this does not mean that there are no non

strategic leakage clues within CMC because of two reasons. Firstly, verbal behaviours can have 

a non-strategic element (e.g. type-token ratios; see Chapter 4) and these automatic verbal 

exhibitions could hold the key to CMC lie-detection. Similarly, verbal lie-detection systems such 

as CBCA and RM propose that verbal behaviour when telling a story is dependant on the 

contents of episodic memory and as such may reflect the veridicality of the source. Secondly, 

nonverbal and physiological behaviours may affect a users control with a computer interface. lt 

is possible that such changes are significant enough so that they can be detected by software. 

When two participants are interacting through a mediated technology, a distinction can be 

drawn between those behaviours that never promulgate to the computer, those that only 

promulgate to the computer of the transmitter, and those that transitively cross the ether and are 

available to the collocutor (assuming that the CMC interfaces are essentially identical) . 

Promulgated behaviours are potential candidates for the transmission of leakage displays of 

deception and suspicion. Those that do not pass the ether are still available for detection by the 

software system itself, but do not participate in the mutualistic relational processes predicted by 

lOT. Some of the cues that can be recorded by a CMC system can be broken down into the 

following broad categories : 

I. Not promulgated 

1. Micro-level interface behaviour (e.g. keypress and mouse click times) 

2. Macro-level interface behaviour (e.g. scroll bar and window movements) 

3. Utterance construction behaviour (e.g. utterance initiation time, deletion 

behaviours) 

11. Promulgated 

4. Utilisation of ideographs 

5. Utilisation of pretty-print 

6. Utilisation of other textual paralanguage 

7. Verbal clues 

8. Time between postings 

These behaviours are exhibited both strategically and non-strategically. The purpose of this 

section is to speculate whether non-strategic leakage is passed on via these cues. This 

discussion will be structured around the four factors presented by Zuckerman and colleagues 

(1981) . 

5.4.1 Cognitive Load 

The cognitive perspective holds that because lying is more difficult than truth telling, valuable 

cognitive resources are diverted towards this activity and away from other areas. A deceiver 
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may need more time to plan what they are going to say, and this may lengthen the time it takes 

for them to start typing. Similarly, once an utterance has been constructed, more time might be 

spent in reading the utterance through, resulting in a longer time-to-post. lt is also fair to 

speculate that the difficulty of constructing a lie may result in more revisions to the utterance 

and this will increase the editing time. For a deceiver, these lag times are indicative of 

processes that are superordinate to the processes of (1) maintaining good spelling, (2) using 

pretty-print, (3) using textual paralanguage, and (4) having a high level of verbal 

expressiveness. When a deceiver is in a context that is characterised by a pressure to respond, 

cognitive economising will result in less concentration on the aforementioned factors in order to 

allow more time to be spent on strategic action (IDT postulate five). 

5.4.2 Affect: Duping Delight 

Some people may feel excitement when deceiving and this has been referred to as 'duping 

delight'. Such excitement comes from the rewards of deceit per se or from the rewards that are 

attained by using deception. The level of duping delight can vary between people and situations 

and Ekman (2001) provides three factors that may enhance this form of excitement. 

1 . If the lie is particularly difficult or challenging 

1 . If the receiver has a reputation of being difficult to dupe 

2. If there is an audience who are aware of the deceit 

These factors operate online in a similar fashion to how they might do offline (tor example, a 

MUD wizard may have a reputation as being difficult to dupe). However there are some relevant 

differences. A deceiver within CMC may be in the physical presence of others who are aware of 

the deceit and this might enhance the duping delight. However, in this scenario, there is no 

need for either the deceiver or the audience to control their auditory or bodily behaviour, and 

they are free to physically and verbally express delight and excitement. Normally, the feeling of 

suppressed excitement associated with duping delight may result in signs of stress (Vrij, 2001) 

including (most pertinently), an increase in body movements. However, as the deceiver is not 

under the same degree of physical suppression within CMC as they are face-to-face, it remains 

to be seen whether these stress signals are still present. lt might be the case that deceivers are 

more likely to become engrossed in the interaction when they do not have a eo-present 

audience and therefore are less likely to express themselves physically. So perhaps in CMC, 

the lack of an audience might make duping delight easier to detect. 

The cues of excitement that promulgate through the medium are closely linked to the cues of 

arousal discussed in section 5.4.4. In addition to these cues, excitement in general may act to 

speed up interaction, as the deceiver, like an addict, increasingly strives to attain the affective 

rewards of duping. This might then result in less sophistication and increasingly sloppy 

behaviour as the deceiver tries bigger and bigger lies in order to attain the same level of affect. 

Ekman (2001) tells a story of a man who stole books from a University bookshop. He 

increasingly stole larger and more difficult to conceal books until eventually his deceit became 
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so blatant that he was caught. Similarly, in the account provided by Quayle and Taylor (2001) in 

Chapter 4, the paedophile Q.x's behaviour became increasingly sloppier as he tried to attain 

the same level of arousal through ontological deceit. 

As with duping delight, under certain circumstances a deceiver will feel the fear of being caught 

(detection apprehension). Ekman (2001) states that detection apprehension will be highest 

where the reward for success is high, but the punishment for failure is also high. Within many 

CMC scenarios, it might be thought that there is very little scope for punishment because 

interaction is predominantly anonymous. However, it was shown in Chapter 4 that people could 

value their online self just as highly as their offline self and so punishment of that online self 

may be feared. Detection apprehension may also be high if the deceiver is engaging in illegal 

practices, such as paedophile-related activities. 

Fear can similarly result in exhibitions of stress and as such can result in arousal cues. Fear 

may also cause a deceiver to be more careful about what they say, resulting in inhibition effects 

similar to those that result from an increase in cognitive load. 

The general physiological arousal of a deceiver can be hypothesised to occur because of one of 

three reasons suggested by Davis (1961 ). Conditioned response theory suggests that arousal 

would result from the conditioning of a negative emotional response with the content of the lie. 

Conflict theory suggests that arousal results from the internal conflict between the tendency to 

tell the truth and the need to lie. Punishment theory attributes the arousal to the fear of 

punishment resulting from the uncovering of the lie. As well as these three approaches, there is 

also an arousal response resulting from guilty-knowledge. The primary question for the arousal 

perspective of CMC lie-detection is to what extent does heightened physiological arousal result 

in skeleto-muscular effects that affect typing characteristics and other levels of control with a 

computer interface. These effects may be detectable by themselves, or may result in further 

effects that are reflective of the deceiver's adaptation of, and compensation for these influences. 

However, most arousal clues are unlikely to promulgate through the ether. 

Deceiver's will generally attempt some form of strategic action in order to appear more credible. 

These attempts can concurrently result in the leakage of non-strategic information (the specific 

strategies that might be employed by deceivers are discussed in the next section). One typical 

response is to adjust behaviour according to the perceived behaviours of veracity or in 

opposition to the perceived behaviours of lying (Zuckerman et al., 1981 ). This control can result 

in behaviour that departs from natural veridical behaviour because it is based upon a personal 

'theory' of lying that is constructed on misinformation. The stereotypically perceived behaviours 
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of online deception were touched upon in Chapter 4, and are investigated further later in this 

chapter. Examples from the literature indicate that people are suspicious of 'a/s/1' requests, 

demands for cybersex, and controversial statements. Whilst attempted control can only indicate 

that the sender is attempting to look truthful (they may not necessarily be lying), this is one route 

by which deceit could be identified verbally. 

Another potential leakage clue that falls under the domain of attempted control might include the 

deletion behaviour of the deceiver. During the construction of their utterances, QS-CMC users 

can engage in editing that is occluded from the collocutor. Deceivers may reveal contradictory 

information in these deletions that are is easily recorded by software. Alternatively, due to the 

highly strategic nature of deceivers they may delete text more frequently, delete a larger chunk 

of the text, and rewrite utterances with a greater number of modifications. 

5.4.6 A Caution 

The point should be emphasised, that as with any nonverbal route to lie-detection, these non

strategic clues are not in themselves reliable indicators of lying. For example, behaviours 

associated with stress, cognitive load, or excitement can all result independent of whether or not 

a speaker is lying (Ekman, 2001 ). Therefore, the non-strategic route to lie-detection must 

involve a very careful observation of the deceptive context, and is likely to succeed only when 

non-strategic behaviours are observed that contradict the content of verbal behaviours and 

whereby the only explanation for this results from the presence of deceit. 

5.5 The Strategic Deceptive Behaviours of CMC 

The strategic behaviours employed by chat room deceivers have been the subject of a very 

limited amount of research. Chapter 4 examined some instances of online deceit and these can 

be split into the following examples (1) lying about identity, (2) highly selective and inventive 

impression management in online relationships, (3) trolling, and (4) faking expertise. This study 

aims to explore deceptive behaviour in more depth, to confirm the presence of these 

phenomena and to uncover others. 

The ideal method for such a research question is observation, however the observation of 

naturalistic deceptive behaviours is difficult because it requires knowledge of the ground truth. 

This can only be ascertained through intervention whereby the actions of the investigator could 

confound the phenomena under observation. Whilst ethnography into the deceptive practices 

within an online community would be a fruitful research topic, ethical considerations would 

probably preclude its implementation. Therefore, this study will seek to uncover the self-reports 

of chat room users who have experienced deceit. 

Self-reports concerning deceptive phenomena are best evaluated within a constructivist 

framework, despite the fact that lie-detection research typically lies in the realm of positivism. 

Deceptive realities are eo-constructed by both the deceiver and the deceived alike and whilst 
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these accounts are in many ways similar, qualitative differences do remain (Burgoon et al., 

1999). This is especially the case within CMC, due to the perceptual asynchronicity issues 

discussed earlier. Therefore, it is necessary to attain accounts from both deceivers and the 

deceived alike in order to attain a more balanced view of deceptive exchanges. 

In order to explore strategic behaviours in more depth, this study aims to answer the following 

research questions: 

o How do respondents who have been affected by chat room deceit, describe the way in 

which this event occurred, the ways in which they became suspicious, the actions they 

took, and the effect that this deceit had on them? 

o How do respondents who themselves have engaged in chat room deceit, describe the 

way in which the event occurred, the ways they tried to make themselves more 

convincing, the reasons why they might have detected suspicion, and the adaptations 

they made in response to this suspicion? 

5.5.1 Method 

Seventy respondents, all of whom had been exposed to chat room deceit, took an online 

questionnaire that explored these experiences in greater depth. The respondents were recruited 

through CMC-relevant newsgroups, bulletin boards, and mailing lists. The questionnaire was 

constructed as a website (see Appendix I for more details) and contained predominantly open

ended questions. The respondents completed the questionnaire anonymously. 

This design was chosen for the following reasons. As there has not yet been much published 

research on the activities of online deceivers, the purpose of this study was for qualitative 

exploration. To this end, the questionnaire was aimed at a very wide target population, in order 

to attain a broad selection of attitudes and perceptions from across the globe. In recent years, 

the World-Wide Web has become an increasingly popular tool for researchers interested in 

reaching a wide number of people without incurring the costs that come with conventional 

paper-based methods. 

A questionnaire-based design was chosen over other qualitative techniques such as 

interviewing or ethnography. Lies and deceit are issues that are morally weighted in society and 

so it was expected that it would be quite difficult to attain responses from deceivers using an 

identifiable setting. Questionnaires can easily be made anonymous and the online environment 

can enhance this effect. However, questionnaires are not the ideal vehicle for attaining depth, 

as the questions cannot be modified to suite an individual participant and follow-up questions 

cannot be asked. In addition, the need to type a lengthy response into the computer, for very 

little reward produces inertia against the attainment of depth. This was deemed an acceptable 

shortcoming for an initial explorative study that is focused primarily on the breadth of deceptive 

experiences. 
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The possibility exists that malicious respondents would themselves report concocted 

fabrications. The ironic attraction of this form of ruse is difficult to miss, especially within an 

anonymous setting whereby the respondent does not need to confront the investigator. 

However, it was believed that because the questionnaire required a considerable investment of 

time to complete with very little reward, then this high cost-to-benefit ratio would deter this form 

of malicious attack. 

The questionnaire was designed to be simple and easy to navigate. Due to the effort that a 

respondent would need to go to in order to complete the questionnaire, certain features were 

added to try to encourage responses. The participant was lead politely into the questionnaire 

with a clear set of short instructions that contained links to the questionnaire itself. Upon 

completion of the questionnaire, the participant would be taken to a page of interesting links to 

virtual communities and CMC-relevant sites as a simple 'thank-you'. 

The questionnaire itself was split into four sections, and all of the sections were optional. The 

first section pertained to demographic data. The second section asked whether the participant 

had believed that they themselves had been the target of chat room deceit using the following 

questions: 

04. What was the other person trying to deceive you about? 

05. - How did they try to accomplish this? _ 

<06. - Was there anything they said that m$-de'you suspicious>and if so what was it? 
. . . - ' 

: 0.7. - Was there anything else that made you suspicious? . . . . 

08. ·· What sort of impact would you say this gec~it h~d-(>A.you? . :' . . .. · 

aa. ·. 'Please describe the Kind of cnatroornthat you~r:~rh1atme time. 

,GHO. :Is~ this-a chat room that you,vlsit otten,:anefit~i>·f:i~~-dft~~?<' 
_:6~ t>Are there'ai1Y< other details:'abo~~: thi~- e~~~r,;enbei.t~~{y~u-. would like to add? If so 

-i 

plel;lse use the space below. 
·>'. 

In the third section, the respondent was asked whether they themselves had engaged in deceit, 

and the following questions were asked . 

. 012. What were you trying to be deceptive about? 

013. Did you use arw techniques to try and m:ak~ yourself s9und more convincing? If so, 

what were they? 

· 014. Was anyone suspicious of you? 

014a. If somebody was suspicious, ho~ did Y?U kriow that they were suspicious? 

. _014~. · If somebody was suspicious,-ho~ did you react?: ,. 

-bfs.· :Dldanyone"catchyouotJt"? .. • .. i ·-·- ·•· . . '-.:·'·· ._, , .. 

)r they did, what do you think gave yot.ra\Y~Y3:(: Qt5a . . ' , . ~ . 

016. ' 'Are there aliiyother COrTliT\ents_ aboufttais ~Xp~r;i~I)Ce that you .would l,ike to add? If 
' ·~· ::t:.:-~---

.so please use the spac·e below. . . . ' · 
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The perceived cues to deceit were examined in the fourth section but this data was omitted from 

the analysis 1 • 

5.5.2 Analysis 

A substantial amount of recruitment was needed in order to obtain a sufficient number of 

responses. The public, anonymous features of this design also made it susceptible to abuse, 

through the posting of malicious or offensive material. In total, seventy valid responses were 

received containing varying accounts of online deception. These accounts were grouped into 

categories of (1) Gender deception, (2) Age deception, (3) Relationship status, (4) Faked 

affection, (5) Invented vocation and skills, and (6) Faked origin or location. These themes will be 

discussed in the sections that follow. 

5.5.2. 1 Gender 

The performance of gender deceit within chat rooms can be displayed by both men and women 

over a variety of time-periods, and this was reflected throughout the responses. The few 

accounts provided by 'deceivers' described episodes of a short, 'harmless' nature carried out for 

light entertainment, as one male respondent writes "I made a friend look a fool by convincing 

him I was a girl". Another male respondent reports having 'gone undercover' in order to trick a 

friend (located in the same room) who was attempting to meet girls online. The respondent 

assumed the identity of one such 'girl' and ironically it turned out that their friend was also lying 

about their appearance. Certain stories reported by victims of gender deceit were not as 

innocuous and one involved an attempt at suicide. 

One respondent (Martina2
) tells a story that occurred in a close-knit, online community of adults 

in their twenties and thirties. Within this community, people often met in real life, exchanged 

phone numbers, and knew extensive information about each others offline lives. At the time of 

the incident, Martina was using the chat room for between four and ten hours a day, five or six 

days per week. One of these community members was named Chris (alias 'Thunder'). Martina 

and Chris became quite close as friends and exchanged intimate information between one 

another including 'provocative photographs'. lt was normal for people within the community to 

meet offline but Chris always seemed to have an excuse that prevented him from meeting 

Martina, despite living relatively close. Eventually, Martina became suspicious, especially when 

watching how Chris was acting within the chat room. 

"He would often chat up the other young ladies in the room, flirting with them 

openly and in general, acted like a "guy"[ ... ] My suspicions were piqued when 

every so often, during open cybersex in a room "he" was in with a young woman, 

1 This section contained quantitative scales that assessed the degree to which respondents believed certain behaviours 
to be indicative of deceit or veracity. The unexpectedly small number of respondents precluded the statistical use of this 
data. 
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Thunder kept referring to his genitals as his 'package'. He refererred to female 

genitalia in very gentle terms ... there was just something about the technique that 

made me think he was a bit feminine." 

Martina had Chris' home address (they had exchanged letters) and decided to pay him a 

surprise visit. As Martina writes, "Thunder turned out to be a 250 pound lesbian". The outcome 

of the deceit was to fragment the community, many of whom no longer speak to one another. 

Martina speaks further about the effect on one of Thunder's online 'lovers': 

"She literally left her husband and kids, to move to be with 'him' ... to have a future 

with the person she believed was the MAN she loved. She tried to commit suicide 

shortly after the deception was revealed to her... Thankfully, her attempt fell short 

of success." 

As with the story of Alex, reported in Chapter 4 by Van Gelder (1983), Thunder attempted to 

maintain relationships after the deceit had been unveiled, justifying this by downplaying the 

importance of physicality. For Martina, however, this was unacceptable and the moral weighting 

she ascribes to this action is clear from her response: 

"She failed to see the reasoning that the foundation of our friendship was built on a 

lie. That her deceptions ran so deep, that there was NOTHING left to salvage. She 

refused to see beyond that. .. / felt I could not continue to keep this person in my life. 

In a strange way, it felt like a death. My "brother" Chris was gone, only to be 

replaced with this heinous human being who could not understand the concept of 

truth." 

Other victims of gender deception also reported being suspicious of language-use that was 

either stereotypical or atypical for the gender portrayed by the sender. One respondent reported 

that the 'thirty-year-old woman' they were speaking to seemed to be obsessed by sex but 

demonstrated a lack of any real practical understanding of sex itself. Stereotypical behaviour 

was often referred to as 'trying too hard'. There was some reporting of other simple heuristics 

being used to detect deceivers. Refusals to send pictures, to provide real world information, or 

through 'making excuses' as to why a relationship cannot be taken offline also induced 

suspicion. 

In one chat room focusing on transsexual issues, a participant reported the prevailing distrust of 

newcomers using the NS/L opening sequence. Such requests were seen as being indicative of 

what the respondent calls a snert, "someone who is in an inappropriate chat room or /M with 

intent to harrass, receive sexual gratification, threaten, and otherwise cause harm through 

deception". As is the case with trolls, so called 'snerts' are generally ignored within the group. 

Little information was provided by 'deceivers' as to their tactics or behaviours but some of these 

were reported by the targets. As with the accounts of paedophilic deception reviewed in Chapter 

2 Names and pseudonyms of people referred to within this analysis have been changed. 
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4 (and the story of Thunder), deceivers often used photographs of friends, family, or celebrities 

in order to add credence to their masquerade. One respondent reported being deceived by a 

man who used a picture of his girlfriend to support the false information provided in his profile. 

A unique quality of CMC is that a single faked identity can be managed in real time by more 

than one person. A situation was reported of two men who jointly participated in the creation of 

a single female identity whilst at an Internet cafe. lt can be speculated that this form of 

cooperative deceit can help alleviate the cognitive difficulties in managing a fabricated personae 

leading to a more effective performance. Another person reported easing these difficulties 

through the adoption of a close friend's identity. One man reported 'successfully' participating in 

a lesbian chat room under the assumed identity of a woman, constructed by amalgamating the 

traits of two female friends. 

5.5.2.2 Age 

Age is another characteristic that is performed verbally. One respondent reported having talked 

to a 'teenage mother' who was apparently only fifteen-years-old and had two children. This in 

itself raised suspicion with the respondent, despite such a situation being perfectly plausible. 

This raises an interesting point relating to the diversity of people met online. Receivers are 

exposed to a wide variety of different people, from different cultures and social groups, 

especially considering the attraction of CMC for demarginalisation. However, receivers may still 

maintain locally derived perceptions concerning the cues to deceit and these may include 

behaviour that they consider atypical. This may be one of the main contributing factors to 

distrust within the medium. This was not the only factor used by the respondent however. 

Whenever the girl sent pictures of herself, no children were present, and when one of her 

offspring was reported to have died "she didn't seem too upset". 

Another respondent suspected that a person she was speaking to within a chat group for people 

in their twenties was not as young as he appeared to be. The respondent believed the man was 

attempting to appear fifteen years younger that he was. The respondent became suspicious 

when the man did not have very much to say from his time at school, something that a twenty 

year old would have a better memory of and a more contemporary story to report. As is quite 

common throughout the transcripts, the man sent a 'picture' of himself to the respondent, and 

as she writes, 'The picture was very nice and he looked like he should have been a model, not 

talking to a stranger at 2 am". 

These two examples concerned people trying to appear younger. Where people were 

attempting to act older, as with instances of gender deception, receivers were made suspicious 

by 'overcompensation' and 'trying to hard'. One instance of this puzzled a respondent who said 

that they were offended that the other person did not reveal their age, as they did not really care 

what age they were. Other respondents became suspicious when apparently mature adults 

revert to teenage slang or 'immature' language. 
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One respondent mentioned being lied to by a thirty-year-old journalist who was claiming to be 

only nineteen. The journalist apparently was fairly convincing because of the way she interlaced 

facts with lies. The revelation followed a refusal by the respondent to engage in cybersex, 

whereby the journalist confessed the following day. Although they still maintained their 

friendships for a few weeks, the respondent felt disappointed and eventually they lost contact. 

5.5.2.3 Relationship Status and Affection 

Some of the targets in the study related stories of having built up close relationships in chat 

rooms only to find out that their online intimates were already in relationships in the offline 

world. Sometimes these involved simple lies of omission, providing hints using the incorrect 

inference dodge (Ekman, 2001 ). One participant recalls being led to believe that the person 

they were talking to had broken up with her boyfriend, "She did not "say" this, but rather gave 

vague hints and seemed to want me to make my own assumtion". The respondent became 

suspicious when he noticed that 'her story' was inconsistent, and various different versions of 

events were being told. Additionally, he reported a suspicion of the manner in which the woman 

asked him to address emails, "I had to use her name in the subject line of any emails I sent her 

- it was obvious that she had set up outlook to dump those emails in her account so her b'f did 

not see them".3 Whilst such behaviour might be completely innocent way of sharing or 

managing an email account, it would seem as though this request provoked suspicion because 

of the affordances that it presented the woman. 

Another respondent reported an instance of betrayal by their online male partner with another 

woman online: 

"he said he loved only me (online of course) {. .. ] by very detailed chatting, 

romantic emails, constant tries to make me think he only chatted romantically with 

me, not others" 

The fac;ade was broken when the respondent saw the way in which the man acted with another 

woman in the chat room. The respondent also thought that the man seemed to try 'too hard' to 

please her, obviously with some success: 

"i know how silly it may sound but you become VERY CLOSE to someone when 

chatting with them over long periods of time, day after day. true intimacy does 

develop and lying when you have a relationship of that depth hurts, just as it does 

outside of chat". 

Many other victims of similar episodes reported that these sort of incidents was destructive on 

their willingness to trust people through the medium, making them somewhat disappointed and 

jaded, as one respondent writes "it is bad when there is no where a person can go to where 

someone could be honest, we stay on the net cause we have[ ... ] been wore out by all the lies 

from people in the real world". 
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5.5.2.4 Vocation and Skills 

Lying about having an interesting job or a set of skills may be appealing due to the positive 

feedback received by the listener. Such a process may be critical to the construction of a 

'perfect identity' whereby a person may initially be freed from their 'shortcomings' and briefly 

experience the sort of admiration that they perceive others to have. 

In MUDs, this sort of identity reconstruction is common, and indeed part of the reason for 

participating in the first place. One MUD implementer recalls meeting a person who he 

describes as a pathological liar. This person seemed to be telling somewhat far-fetched stories 

about their abilities in the martial arts, having apparently spending years training with masters in 

Japan. This person related a story surrounding having 'killed someone' whilst training, as the 

respondent reports: 

"He attempted to convince me that he killed somebody using martial arts mostly by 

expressing remorse that it had happened, [ .. ] I was not convinced and said so, and 

he mocked me in a somewhat smug, patronizing way, saying that he didn't expect 

me to fully understand what he was talking about because of my "western" way of 

thinking - saying, in effect, that my disbelief was possibly related to my not-as

expanded mental faculties.[ ... ] There was not necessarily one phrase or pattern of 

words [ ... ]- it was mostly the story itself, the un-believable-ness of the content of 

this story." 

What makes this interesting is the presence to handle an accusation by attacking a listener's 

fundamental belief set, instead of by addressing the specific incident, performed to diminish the 

credibility of the listener and make them doubt their own perceptions. Another respondent 

conjectures as to the reasons people lie about their abilities online: 

"people seem to want to parade thier lives in front of you I have found that they are 

usualy 'offering up to market' and by that I mean tempting you with stories that if 

you do not give them 'credit' for then they will raise the stakes and try to impress 

you more" 

MUD administrators sometimes play down their abilities and assume a false identity in order to 

covertly roam their own MUD. One administrator described some techniques that he used: 

''pretended to be _very_ gullible, believing things which 1- in reality- saw through in 

an instant. I also made deliberate typos and grammar mistakes, and even used 

different emoticons than I usually do." 

This latter remark, concerning emoticons implies that this is something to which the 

administrator believed that other users might be sensitive. The administrator chose to use the 

smiley :) as opposed to the more contemporary alternative:-). 

3 Microsoft Outlook™ is a popular emailing client. 
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One respondent reports having been lied to by a man who was apparently a Chemical 

Engineer. The respondent became suspicious upon talking to friends who really were chemical 

engineers and who discredited some of the claims provided by the man. Sometimes such 

vocational deceptions are far more blatant, one respondent reports a man telling him he was an 

'educator', but the man's poor spelling evoked suspicion. 

5.5.2.5 Appearance 

Respondents that had lied about their appearance tended to have more defensive rather than 

aggressive motives. One respondent who describes herself as 'large and awkward' had initial 

reservations about disclosing her appearance and lied about this when she started to talk to 

people online. When she was asked for a picture she would send one of a family member (who 

actually looked quite similar to herself) as she explains: 

"lt was a ridiculous notion ... to this date, I do not understand why I did that. 

suppose the notion of being able to create a "new" me sound appealing " 

She was surprised to find that when she did eventually post a real photo of herself the other 

people in then chat room were actually quite complimentary, more so than she would have 

thought in the beginning. 

Another respondent mentions a tactic they used that played on the perception of the prevalence 

of online deceit, "when first asked what /looked like, I said I was fat and ugly, then said I was 

joking and gave them the description I wanted them to believe". 

5.5.3 Evaluation 

As with face-to-face encounters, there exists a diversity of deceptive phenomena within CMC 

and a varied subjectivity concerning the morality of that behaviour. The playful deceiving of 

complete strangers seems to be an acceptable and justifiable activity for some, heralded under 

the slogan of freedom from the body and emphasising that chat room users should be 

responsible for their own prudence. The responses revealed that the deceiver and the deceived 

often have very different impressions as to the moral weighting of the deceit. As has been 

mentioned throughout this chapter, perceptual and other forms of asymmetry (c. f. Turkle, 1983) 

seems to be an influencing factor within deceptive episodes. 

lt also seems as though sender deviations from 'typical' behaviour is a key determinant 

underlying suspicion, whilst stereotypic behaviour is also mistrusted. This can erode the 

perception of trust within CMC in general, where interaction can occur with a wide variety of 

different people adopting a diverse range of behavioural norms and stereotypes. This is 

militated by the finding that under some circumstances, behaviour within CMC has a tendency 

to be highly stereotypic (c. f. SIDE). 
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Some techniques have been uncovered that deceivers use in order to appear more convincing. 

These include the joint production of online personae, playing upon stereotypes, sending 

photographs of other people, and telling receivers 'what they want to hear'. 

This study has explored a few of the ways in which deceptive episodes have been carried out 

online and is one of only a handful of studies to attempt this explicitly. This study is limited by its 

exploratory nature, low sample size and breadth of focus 4
. However, important themes have 

been uncovered and one area for future research stands out. lt would seem as though the role 

of stereotyping is a key factor in strategic deceptive encounters online and the examination of 

this interplay is likely to be a critical component driving a potential naturalistic lie-detection 

technique. 

5.6 A Semantic Scheme for QS-CMC lie-detection 

In Chapter 2, it was suggested that any categorisation scheme for lying and deceptive 

behaviour would primarily reflect the priorities of the classifier. The investigator interested in 

CMC-based lie-detection is best served by adopting a scheme that is appropriate to that 

particular endeavour. This system will reflect the types of deceit that are common within CMC, 

but also the ways in which lie-detection studies are conducted. A proposal for such a semantic 

scheme is presented here. 

lt is useful to think of an interpersonal deceptive strategy as encapsulating a deceivers strategic 

agenda. The lying behaviour within that strategy is comprised of a sequence of interlaced 

utterances that are either perceived truths or lies, both of which need to be scrutinised for the 

purposes of lie-detection. Lying behaviour can be classified according to five pertinent 

dimensions of content, perceived stake, temporality, elidity, and relationship. The stake of the 

behaviour is a binary classification representing whether the deceiver has much to loose 

resulting from the revelation of their deceit. As has been shown in previous chapters, stake is 

usually indicative of the affective pressures to which that the deceiver is exposed. The 

temporality of the behaviour can be classified as either single event, multiple event, or as an 

ongoing exchange. The research presented in Chapter 5, showed the significance of temporal 

factors and how they effect interaction within CMC. The elidity of lying behaviour refers to 

whether the strategies employed are predominantly commisive or ommisive. Finally, the 

relationship between the deceiver and the deceived is also an important factor in assessing the 

how the deceptive episode is constructed by the collocutors. 

Lies can be split into four content categories (Ontological, Epistemic, Episodic, Affective) that 

reflect the predominant type of information that is being lied about. Ontological lies are those 

that mask identity or being. They are exemplified by the sort of identity reconstruction reviewed 

in the previous chapter. People can lie about their physicality, personality, socio-cultural 

4 A more comprehensive evaluation of this and other research described within this thesis has been provided in Chapter 
9. 
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characteristics or any other aspects of their being. Conventional techniques, such as polygraph 

tests, have been used to detect ontological lies, but no unique theoretical distinction has yet 

been made that identifies this form of lying as being grounded in its own unique psychological 

process. This distinction would be useful because of the ambient presence of ontological lying 

within online communities. Epistemic lies are those that claim knowledge where no such claim is 

justified, or that provide false knowledge that does not fall under any of the other content 

categories. Episodic lies are those that involve the fabrication of events (episodes), and are the 

focus of techniques such as Reality Monitoring. A person may use episodic lies to provide a 

history that is consistent with the ontological aspects of their deceptive strategy. Affective lies 

conventionally examined nonverbally or physiologically, are those lies that mask or masquerade 

emotion. As was shown earlier, this form of lying represents a particular challenge to the CMC 

domain where conventional nonverbal cues are elided. 

5. 7 Summary and Discussion 

This chapter began with a list of five objectives. Firstly, a practical process for considering lie

detection within an online community was outlined, and it was explained that lie-detection in this 

form was embryonic and so the community developed must restrict their activities to limiting 

those socio-technical opportunities that their CMC systems affords deceivers. Then, in order to 

address some of these shortcomings, the application of IDT to the domain was revisited and 

key issues were highlighted that expanded upon the adaptation recently suggested by Burgoon 

and colleagues (2003). Further to this discussion, some non-strategic cues to CMC deception 

were put forward by considering the relationship between user-interface control and behaviours 

that correlate with deceit. Research considering the strategic behaviours of deceivers was 

performed in order to provide more information about this unexplored area of CMC research. lt 

was proposed from these findings, that stereotypical behaviour in CMC (partially driven by the 

de-individuation effects posited by SIDE) could be a key factor affecting suspicion and 

deceptive displays. Finally, a semantic scheme was designed, inspired by the existing lie

detection literature and the research carried out on strategic cues, in order to be a system 

suitable for discussions of CMC lie-detection. 

This chapter has highlighted a number of issues concerning naturalistic lie-detection within 

CMC, and as was proposed earlier, much of this research is relevant to the field of controlled 

lie-detection. This thesis addresses controlled lie-detection in the next three chapters. In 

Chapter 6, CMC deceit is investigated from two perspectives. One non-strategic route towards 

controlled lie-detection is proposed and tested by examining whether a particular 

psychophysiological effect (the orienting reflex) can be detected through response-time 

changes at a conventional computer keyboard. Secondly, it is investigated whether or not 

knowledge of a CMC-based crime is salient enough to be detected by such a technique. In 

Chapter 7, it is assessed whether or not an investigative interview can be carried out entirely 

through CMC and the advantages of doing so are proposed. In Chapter 8, this interview is 
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modified and used as a part of a larger CMC-based Statement Validity Assessment, testing the 

applicability of content criteria and investigating some of the non-strategic leakage clues 

proposed in this section. 
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Chapter 6 

Response Time Measures to Assess 'Guilty 

Knowledge' within a CMC Scenario. 

The effect of guilty-knowledge on mouse-button response-times is assessed using a variation of the 

'odd ball scenario' described by Farwell and Donchin (1991 ). Participants were asked to conduct a novel 

form of mock-crime within a computer-mediated chat room. Within the chat-room they were asked to cause 

a disruption to a group task that was being undertaken by five other volunteers. The chat room was only a 

simulation but post-hoc interviews revealed that this manipulation was convincing. The participants were 

asked to complete two lie-detection tests , a guilty test and an innocent test that assessed their guilty

knowledge of information that was relevant to the mock-crime. Each test required the participant to click the 

left mouse-button if they recognised a 'target' word-pair (learnt specifically for the test), and to click the right 

mouse-button for any other word-pair. The participants were told that they must click the appropriate mouse 

button within one-second of being presented with the stimulus. In amongst the irrelevant word-pairs within 

the guilty test were mixed six items that related to the mock-crime. During the guilty test, the participants 

were approximately 100ms slower in their responses to these crime-relevant items than to the other 

irrelevant items. This difference was not found for the innocent test. The results were similar to those 

reported by Farwell and Donchin (1991) but considerably more conservative than those found by Seymour 

et al. (2001) . The results provide evidence that low-level reflex actions that correspond to guilty-knowledge 

can be detected using standard, everyday PC apparatus. This could mean that physiological leakage clues 

might propagate themselves through the medium and this could provide channel for CMC lie-detection. 

Additionally, the investigation demonstrates that similar CMC-based 'crimes' are salient enough to be 

assessed using conventional lie-detection techniques such as GKTs. 

6.1 Background 

Little is known about the relationship between deceptive behaviour and human-computer 

interaction. However, research has revealed that there are a number of behaviours indirectly 

associated with deceit that are the product of motivational, affective, autonomic, or cognitive 

factors (Zuckerman et al., 1981 ). These behaviours can be expressed either nonverbally or 

physiologically. A central question for the field of CMC lie-detection is whether these factors 

express themselves in ways that have yet to be explored, ways that could include the disruption 

of a deceiver's low-level motor control at a computer. 

The adaptation of an existing physiological lie-detection technique to a computer-mediated 

environment might serve as a first step towards identifying these behaviours. This adaptation 

would need to be based on the assumption that some form of overt limbic affect results from 

one or more of the psychophysiological correlates of deceit. One such correlate results from the 

response-time latency effect of the orienting reflex (OR) within a Guilty-Knowledge test. This 
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phenomenon is of particular interest because investigators have observed overt limbic 

behaviours after the elicitation of an OR. 

Farwell and Donchin (1991) developed a variant of the GKT that used an 'oddball paradigm' to 

detect the guilty-knowledge of a crime. The test involves a categorisation task that requires a 

participant to classify a series of two-word phrases into two groups. The phrases (stimuli) would 

appear to the participant in a randomised sequence and the participant would press one of two 

buttons depending on the category membership. One set of phrases, the 'target' phrases were 

learnt before the test and occurred less frequently than the second set of 'irrelevant' phrases. 

When a participant saw a target phrase they were to press one button, and when they saw any 

other 'irrelevant' phrase they were to press the other button. As the familiar target phrases occur 

less frequently than the irrelevant phrases, they are likely to elicit a P300 event-related potential 

(ERP) on an electroencephalogram (EEG), unlike the irrelevant items. The guilty-knowledge 

component of the test involved adding certain crime-relevant phrases (the 'probes') into the 

group of irrelevant phrases. The central thesis of the technique is that a participant who was 

aware of the crime is more likely to elicit a P300 for the probe items because they are able to 

distinguish these items as a third, less frequent subcategory. 

Farwell and Donchin conducted an experiment using this technique. Twenty university students 

carried out an espionage-styled mock-crime. There were two different scenarios available and 

each participant was only aware of one of them. However they received the test twice, once for 

each scenario and these formed the Guilty and Innocent within-subject conditions for the 

experiment. The participants were made to remember six pertinent pieces of information that 

related to the 'crime' they were going to commit. The next day, they were then sent to meet a 

person at a predetermined location, exchange a password and receive a 'secret' file. The 

participants were tested following the successful completion of this task. 

As predicted, the participant ERPs for probe items in the Guilty condition resembled that of the 

target items, whereas the ERPs for the probe items in the Innocent condition resembled that of 

the irrelevant items. Farwell and Donchin also recorded the response times (RTs) for each 

participant and found that the mean RTs of the probe items were generally slower than the 

irrelevant items in the Guilty condition but not in the Innocent condition. lt is this RT latency 

effect that is central to the current study. 

Skeleto-muscular effects have been associated with the elicitation of the OR since its discovery. 

The attempts of Pavlov's students to demonstrate a conditioned response to their Professor 

were often frustrated by the dog's physical orientation to Pavlov himself (Lynn, 1966). Other 

than a physical orientation of the senses to the novel stimulus, the OR may also cause a 

number of other mechanical effects, "ongoing reactions are temporarily arrested and general 

muscle tonus rises, increasing readiness for activity in the skeletal muscles" (Lynn, 1966; p.3). lt 

is not entirely clear what this effect could have on RTs themselves. The inhibition perspective 

suggests that the orientation of perceptual apparatus will mutually confound motor responses 

(Routtenberg, 1971; cited in Spinks and Siddle, 1983). A study by van Olst (1971) showed that 
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RTs slowed down when an OR was evoked using an auditory stimulus (a change in tonal 

frequency). Conversely, the facilitation perspective suggests a speeding up of RTs. Blackman 

(1966) found some evidence to support this claim although initially he found an inhibitory effect. 

The RT data in Farwell and Donchin's study would also seem to support the inhibition 

perspective. lt would seem as though the elicitation of the OR resulted in a momentary arrest 

that slowed the participant's button presses. Despite this finding, the authors voiced a 

reservation about using the RT as a dependent measure for guilty-knowledge as it susceptible 

to manipulation (countermeasures) by the participant. 

This reservation has been challenged by Seymour et al. (2000) who cite research examining the 

participant manipulation of RTs. They refer to an experiment by Ratcliff and McKoon (1981) that 

investigated Posner and Snyder's (1975) two-factor theory of recognition. Ratcliff and McKoon 

had investigated the effects of the automatic and strategic components of word priming using an 

experimental setup that involved recording RTs through key presses. They found that the 

strategic function of facilitation (whereby participants were given information in advance about 

the relationship between the priming word and the potential target word) took longer than 700 

ms. Seymour et al. stated that this provided some evidence that strategic control of responses 

under 800 ms was too difficult and that Farwell and Donchin's reservation would be 

unwarranted as long as the participants were encouraged to make quick decisions. 

Seymour et al. (2000) replicated Farwell and Donchin's experiment in order to examine the 

effectiveness of RTs is more depth. They conducted three experiments using a similar 

procedure and the exact same set of stimuli. The first experiment involved a mock 'computer

crime' thaJ was designed to be a bit more realistic than the somewhat theatrical Farwell and 

Donchin espionage scenario. The participants were then tested in a similar manner, but only 

RTs were recorded. The second and third experiments mimicked the first but were designed in 

order to address Farwell and Donchin's reservation concerning countermeasures. In the second 
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Figure 6.1 : Experimental Conditions used in (Farwell and Donchin. 1991) 

105 



Chapter 6: Response Time Measures to Assess 'Guilty Knowledge' in a CMC Scenario 

experiment, the participants were explained the purpose of the probe, target, and irrelevant 

items, and in the third they were informed of the expected pattern of results (i.e. slower RTs for 

the probes). In the first experiment, a repeated measures ANOVA (Condition X Item) revealed a 

main effect of guilt where probe item RTs were on average 300ms slower in the Guilty condition 

than in the Innocent one 1. Similar effects were found in the other two experiments although the 

differences were slightly smaller. This effect (larger than that observed by Farwell and Donchin) 

would seem to suggest the potential of RTs to be used as fairly reliable dependant measure of 

guilty knowledge. A discriminant function analysis yielded an overall discrimination accuracy of 

95% in the first experiment and the results were resistant to the countermeasures that were 

tested in the second and third experiments. Like Farwell and Donchin, the investigators 

summarised RTs for each participant according to the mean RT for each stimulus type. The 

consequent ANOVAs were then conducted on these values and no information was reported 

concerning the intra-subject distribution of RTs that contributed to these means. 

An RT measure, reliably inhibited by the OR and detectable through a mouse or keyboard 

would provide one doorway into a field of real-time CMC lie detection. However, the reliability 

and validity of the RT is far from proven, and it is important to recognise that although Seymour 

et al. identified an average difference in RT of around 300 ms, the results of Farwell and 

Donchin are considerable more conservative (79 ms). 

6.2 Hypotheses 

The purpose of this study is to re-examine the oddball paradigm using a crime scenario that is 

more realistic and more relevant to the CMC domain. In addition, the attempt will be made to 

record response times through a standard computer mouse as opposed the more artificial 

experimental setup used in previous studies. The success of the technique may then provide 

justification for further investigations into the detection of the reflex responses at the computer

interface and how those reflexes could be used to detect deceit. 

This study tests the hypothesis that participants will be significantly slower in probe item RTs 

when they have guilty knowledge of a crime than when they are innocent of a crime (H1). As 

well as looking at an effect across participants, the analysis aims to determine whether such a 

difference can be used to determine guilt for a single participant, using only their 'Innocent' test 

as a reference (H2). 

6.3 Method 

The experimental procedure was based on the protocols described by Farwell and Donchin 

(1991) and Seymour et al. (2000). This oddball paradigm involves the participants undertaking a 

mock crime, and then being tested for the guilty knowledge of that crime and another scenario 

1 
This comparison required the selection of a set of innocent probe items that were chosen at random. The same set 

was used across all participants. 
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with which they had no knowledge. This experiment involved a novel crime scenario whereby 

the participant created a disturbance within a computer-mediated chat room. The test was 

conducted at a standard desktop computer terminal using a standard two-button mouse to 

record response times. 

6.3.1 Participants 

Thirty participants (17 male, 13 female, mean age = 21 years, SD approx. 1 year, 4 months) 

were recruited for the study. The participants self-selected through an advertisement posted 

throughout the University. Eighteen of the participants were undergraduates and two were 

postgraduates. They were paid £5 on conclusion of the procedure that took approximately one 

hour. 

Five postgraduate volunteers also took part in an activity to generate the simulated chat 

transcript (described in the next section). 

6.3.2 Design and Protocol 

The experimental protocol for each participant followed of a sequence of phases that are 

described below. A fuller description of the main laboratory, software, and preliminary 

development has been provided in section 6.3.3. 

6.3.2. 1 Arrival 

The participants were greeted on arrival and shown to the main laboratory. On route to the 

laboratory, the investigator indicated that the experiment was being coordinated with another 

group of volunteers who were participating in a concurrent study to investigate group interaction 

in CMC. This false claim was made in order to reinforce the mock crime scenario. 

6.3.2.2 Briefing 

On arrival in the laboratory, the participants were briefed and provided with the 'Participant 

Information Sheet 1' (see Appendix 11). In the briefing, the participants were informed that the 

purpose of the study was to conduct a 'simple lie-detector test' using a standard home 

computer. 

They were told that in another part of the building, five volunteers, involved in a concurrent 

study, were about to begin a task to solve a puzzle (a three-dimensional cube that had been 

broken into six distinct pieces). Each team member had one piece of the puzzle and the 

purpose of task was to reassemble the cube using only a computer-mediated chat program to 

communicate and describe the solution. The participant was told that the team members were 

expecting a sixth person to join the group, and that they were going to join in as the sixth 

member. However, unlike the other team members, the participant was told that they were to be 

given a different objective to the others. lt was their objective to disrupt the team's discourse in 
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a particular manner to be described by the investigator. This disruption had been designed to 

cause sufficient confusion that the team would fail in their task. 

They then signed a consent form for the study. 

6.3.2.3 Mock Crime 

The participant was then presented with information they needed in order to commit the 

disruption (see Appendix 11). They were told that they needed to learn the information, as it 

would not be provided during the chat session. The crime involved the participant logging into 

the chat system. After login, they were to tell the other team members about 'their piece' of the 

puzzle, a fabricated piece that was not a part of the final solution. Following this, the participant 

had to continuously query another member of the chat room with clarification requests, so as to 

distract them from the task at hand. They were then to type the phrase "BROKEN MOUSE" into 

the chat room program repeatedly until it filled up the history screen, thus making it difficult for 

the other team members to follow the conversation. They were told that they would be given 

eight minutes to complete the task, at which point they were asked to logout of the chat room 

system. 

The participant was then told that they were to be given five minutes to learn the information 

needed to commit the disturbance, and that software had been provided to help them to do this. 

The software (described later) provided three learn-test cycles of six pertinent 'crime' items 

(their chat room pseudonym, password, the puzzle type, fabricated puzzle piece, team member 

to query, the phrase 'Broken Mouse'). The investigator left the room whilst the participant learnt 

the information. The reason given for this departure was to apparently check with the eo

investigator that the other team was ready to start the exercise. Again, this fabrication was 

added in order to enhance credibility. 

After five minutes had elapsed, the investigator rejoined the participant. The participant was 

informed that the other team had started early, but that this was not a problem since they were 

going to be doing the task for half and hour. This 'unexpected undesired event' was added so 

as to reinforce the perception that the other (hitherto unseen) chat room members actually 

existed. The participant was then shown a screenshot of the chat software and then described 

its operation. The chat software was put into initialisation mode and the participant information 

sheet was retrieved. The participant was further advised that they were allowed to converse 

lightly with the other team members. However, there were advised not to participate in any 

extended discussions in order to reduce the risk of entering into an aggressive conflict with the 

other team members. The real reason for this directive was to try to restrict the participant's 

interaction with the system. This was necessary because extensive interaction could draw 

attention to the limitations of the simulation. After being asked if they had any further questions, 

the investigator left the room for eight minutes. During that period, the chat-room program 

provided a simulation of the team exercise that was 'pre-recorded' in a preparatory study 

(described in section 6.3.3). 
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After eight minutes had elapsed, the investigator rejoined the participant and asked them how 

the session went. One purpose of this debrief was for the investigator to probe the effectiveness 

of the simulation. 

6.3.2.4 Distracter task 

The distracter task was designed to prevent rehearsal of the crime information. Computer 

games are well know for their ability to immerse and engage players, and a simple game written 

by the investigator was presented to the participant. The game was designed to occupy the 

participant for ten minutes. 

6.3.2.5 Testing Phase 

Each participant was tested twice (corresponding to the Guilty and Innocent conditions 

respectively). The order in which the tests were presented was counterbalanced across 

participants. For each test, the participant was asked to memorise a set of six target items with 

the help of the same piece of training software that was used to remember details of the mock

crime. During the test, these target items were presented to the participant, intermingled with a 

set of irrelevant items. When the participant identified one of the target items, they were to click 

the left mouse button. For all other items they were to click the right mouse button. 

Each test comprised of target, probe, and irrelevant items. Six target items, six probe items, and 

twenty-four irrelevant items (four for each of the probe items) were repeated three times and 

presented to the participant in a random order. The full list of all the items used has been 

provided in the Appendix. For the Guilty condition, the probe items corresponded to the six 

items learnt for the mock crime (the 'guilty' knowledge). For the Innocent condition, the probe 

items comprised of six items that were different, but of a similar type to the crime items. Half the 

participants took the 'innocent' test first, and the other half took the 'guilty' test first. Before the 

tests, the participant was shown the software and was given a short practice test. The 

participant was then given five minutes to learn the target phrases before each test. 

6.3.2.6 Debrief 

Following the final test, the investigator re-entered the lab and asked the participant for 

feedback about the session. The experimental deception was then revealed. Firstly, the 

investigator asked the participant how they felt about the chat session. Then the revelation was 

presented in the following manner. 

"lt [the chat session] was a very strange situation wasn't it? First of all, you were 

unable to interact with the other members from the start of task, and also I gave 

you very specific instructions on what you were allowed to do in the chat room, 

essentially 'binding your hands' with respect to how you could interact with the 

others. There was a reason I did this. If I had let you interact, as you would have 
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done normally, then very, very quickly you would have realised that, that was not a 

real chat room program, and that was in fact, a simulation. There are no 'five 

people' in another part of the building, because I needed to chat room situation to 

be exactly the same for everyone taking part in the experiment. Is that okay, how 

do you feel about that?" 

This revelation was designed to reinforce the idea that the participant was not deceived 

because of any gullibility on their part. Following this, the investigator explained a little more 

about the purpose of each task performed throughout the session. The investigator then 

answered any further questions about the study and asked the participant if there were any 

ways in which the chat simulation could be made more convincing. The point was reiterated that 

the participant was still free to withdraw and this was followed by payment. 

6.3.3 Preliminary Work and Apparatus 

The procedure reported in section 6.3.2 demanded the production of four pieces of bespoke 

software and the production of a chat transcript to be played back during the simulation. These 

were all developed by the author and are described here in more detail. Screenshots of all the 

software described in this section have been provided in Appendix 11. 

6.3.3.1 The Training Program 

The training software was designed to provide the participant with an iterative learn-test cycle to 

help them commit the mock-crime and target items to memory. The system was written to work 

under the Java 2 Runtime Environment through Windows 2000. The software would first 

present the participant with instructions about how to navigate through the test. Upon selecting 

to proceed, the participant would be presented with the six items that were to be remembered. 

After the participant had read through the items, they were then presented with a new page with 

blank fields corresponding to each of the items. Once the participant had completed the fields, 

the system highlighted any errors and then repeated the learn-test cycle a further two times. 

6.3.3.2 The Chat Room Simulation 

The chat room simulation was designed in order to provide a convincing, typical chat-room 

interface. The system was written to work under the Java 2 Runtime Environment through 

Windows 2000. The key function of the system was the ability to replay a pre-recorded chat 

transcript in the history window that would create the impression that the participant was 

actually involved in a chat room. 

On loading the system, the chat system remains in the initialisation state until the participant 

selects to proceed. At this point, the full interface is presented to the participant and the system 

begins to play back the chat transcript at one-and-a-half times the speed that it was recorded 

(see section 6.3.3.6 for a justification of this factor). The participant's 'chat entry' text field 
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remains disabled until they login by selecting the respective button. The login dialogue prompts 

the participant for a case-sensitive username and password. If these details are correctly 

entered the chat entry field is enabled and the username is added to the 'active user' frame. 

The participant is then free to conduct the disturbance within the simulation. Utterances can be 

posted to the chat system using the 'chat entry' field in a similar manner that is used within a 

typical quasi-synchronous chat program. In order to enhance the perception of interactivity, the 

system also performed some simple pattern-matching tests on the participant's postings. Upon 

the entry of any of the crime-specific keywords (such as the piece type, or the expression 

'Broken Mouse') the system would insert some pre-fabricated responses. The pre-fabricated 

responses were posted in intervals of ten seconds after the relevant pattern was identified, until 

they either ran out, or the next pattern was identified. For example, one of the pre-fabricated 

responses to the case-insensitive entry of either of the words 'Broken' or 'Mouse' was the chat

room member Jane's casual response of "Call your investigator bloke person". The responses 

were designed to be informal and included common spelling errors and colloquial language. 

Naturally, the inserted pre-fabricated responses would momentarily suppress the utterances 

from the respective team member in the chat transcript (otherwise two utterances might be 

posted too closely together to create an impression of a sensible typing speed). 

Upon conclusion of the mock crime the participant could then select the logout button. At this 

point, the transcript of the session was saved to disk and the program terminated. 

6.3.3.3 The Distracter Task 

The distracter task was designed as a 'non-immersive'2 virtual-reality computer game. The 

system was developed using the rapid game development environment 'Dark Basic'. The goal 

of the game was to try and identify the location of five cubic signs hidden around a three

dimensional tropical island. The participant was allowed free-movement around the island and 

was asked to write down (1) what was written on each sign and (2) the rough co-ordinates of 

where they had found the sign. The participant was informed that there were a number of 

cheetahs that were also on the island running about and trying to catch them. If the cheetahs 

managed to do this then the task (which was being timed) would be over. In actual fact the 

cheetahs simply ran about at random and the task would never terminate until the allotted time 

limit of ten minutes had been exceeded. The presence of the cheetahs was employed in order 

to keep the participant concentrating on the game. In case the participant finished the task 

early, they were asked to try and determine how many cheetahs existed on the island. The 

game incorporated ambient sound effects so as to enhance immersion and help prevent the 

rehearsal of crime-relevant information. 

2 
This expression is commonly used to describe the virtual environment as being interacted with through a monitor and 

keyboard, as apposed to suggesting that the participants did not find the task cognitively engaging. 

111 



Chapter 6: Response Time Measures to Assess 'Guilty Knowledge' in a CMC Scenario 

6.3.3.4 The Testing Software 

The testing software was developed to run under the Java 2 Runtime Environment through 

Windows 2000. Upon initialisation, the testing software read-in the relevant item list and then 

sat in a wait state until the user clicked the left mouse button. The items were presented on the 

screen one after the other in intervals randomly varying between 800 and 1200 milliseconds. 

This randomisation was used in order to prevent rhythmic responses. After an item had been 

presented to the participant, the system waited for a mouse button click. Upon the click, the next 

item was presented after the randomised interval period had elapsed. If the participant took 

longer than one second to respond, the system displayed the message 'Too Slow' before the 

next item was displayed. Upon conclusion of the test, the system saved all logged mouse

events to file. 

lt should be noted that the functioning of this testing software mirrors the relevant functions of 

the COGS VS system described in (Ratcliff and Layton, 1981 ). Unlike COGS VS, the system was 

designed specifically for the requirements of this study and was not a hard real-time system. 

The implications of this latter drawback was deemed acceptable since the predicted error 

margin of mouse event timestamps would cause minimal noise for an effect size of the order of 

100 milliseconds. 

6.3.3.5 The Laboratory and Hardware 

The laboratory contained a desk, two chairs, a standard Windows 2000 desktop PC (1.2 GHz 

Athlon, 128 Mb SDRAM), and a 17" Monitor (resolution 1 024x768, 75Hz, 32 bit colour) with a 

two-button mouse and keyboard. Headphones were provided for audio during the distracter 

task. Earmuffs were provided for the learning sessions. The participant was also provided with a 

clay model of the complete block puzzle (illustrated in Figure 6.2). 

6.3.3.6 Generation of the Chat Transcript 

In order to generate a convincing transcript for use with the simulation, the investigator actually 

conducted the block puzzle exercise with five volunteer postgraduates. Each volunteer was 

given a piece of the block puzzle shown below. 

The volunteers were asked to see if they could assemble the block puzzle verbally, using a chat 

room program as their only means of communication (see Appendix 11 for instructions given to 

volunteers along with a sample of the final recorded transcript). The chat room software used 

was the same one developed by the author for the studies described in the next two chapters. 

This program recorded the entire transcript of the exercise along with the timing information of 

when each utterance was posted. The transcript could then be given directly to the chat room 

simulator after all the pseudonyms used by the volunteers were replaced by fictitious names. In 

addition, the initial introductions were stripped from the transcript so that the simulation could 

start from the middle of the exercise. 
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Figure 6.2: The Block Puzzle 

In pretests, it was found that this recorded simulation was too slow for the participant to feel 

involved. This could have been because the participant was not fully immersed in solving the 

puzzle. A sense of interactivity was deemed a necessary requirement of the simulation in order 

to enhance realism. lt was found that by speeding the playback of the transcript by one and a 

half times, this sense of interactivity was enhanced. 

6.4 Results 

The debrief revealed that the experimental deception had been successful. Only one participant 

indicated some suspicion concerning whether or not the other 'members' were collaborating 

with the investigator. Reports varied in the degree of interactivity that participants felt that they 

experienced. Interestingly, more experienced chat room users perceived more interaction from 

the other members than the less experienced users. This is consistent with the predictions of 

SIP whereby more experienced CMC users are more likely to have heightened impressions of 

interactivity based upon their experience with this mode of communication. 

All participants were able to successfully learn and execute the crime scenario. None of the 

participants withdrew or showed discomfort at the experimental deception. Unless stated 

otherwise, all statistical tests are reported with a = 0.05. 

6.4.1 Accuracy 

The accuracy of the responses has been provided in Table 6.1. Accuracy was assessed as the 

percentage of correct mouse button clicks. From Table 6.1, it can be seen that the guilty probes 

have a lower accuracy and a greater spread than the innocent probes, resembling the target 

items. A 2 (Guilty:lnnocent) X 2 (Probe:lrrelevant) repeated measures ANOVA was conducted 

on the data and this revealed a significant main effect of guilt (F1,29 = 16.25, p < 0.001), a main 
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effect of stimulus type (F1 ,29 = 17.33, p < 0.001 ), and a guilt by stimulus type interaction (F1 ,29 = 

20.06, p < 0.001 ). The chart in Figure 6.3 shows that these effects are heavily influenced by the 

comparatively low accuracy of the guilty probe responses. The probe items are also less 

accurate than the irrelevant items within the guilty test, but the reverse is true within the 

innocent test (however the difference is not very large). 

Condition Stimulus Mean(%) Std. Deviation 

Guilty Target 79 12 

Probe 90 12 

Irrelevant 99 1 

Innocent Target 82 11 

Probe 99 2 

Irrelevant 99 1 

Table 6.1: Accurac;i (%) of Re§Qonses Across Partici12ants (N = 30) 

- 95 ~ 0 ->- - Guilty u e - Innocent :I 
u u 90 cc 

Probe Irrelevant 

Stimulus 

Figure 6. 3: Accurac;i (%) of Resoonses 

The lower accuracy of the guilty probe items has a further implication for the assessment of 

guilty knowledge. lt could be surmised that the reduced accuracy of probe items within the guilty 

condition is in itself an indicator of guilt and this finding is discussed further in section 6.5. 

6.4.2 Overall Comparison of RTs 

In order to assess the overall hypothesis that probe items were significantly slower that 

irrelevant items within the guilty condition, a repeated-measures ANOVA was conducted across 

all of the participant's mean response times for each stimulus type. The means for each 

participant have been provided in Table 6.3. The ANOVA revealed a significant main effect of 
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guilt {F1,29 = 66.93, p < 0.0001 ), a main effect of stimulus type {F1 ,29 = 42.97, p < 0.0001 ), and a 

guilt by stimulus type interaction {F1 ,29 = 46.48, p < 0.0001 ). 

Condition Stimulus Mean (ms) Std. Deviation 

Guilty Probe 612 96 

Irrelevant 519 63 

Innocent Probe 481 69 

Irrelevant 479 54 

Table 6.2: Correct-Resoonse Times (msl Across Participants (N=30) 
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Figure 6.4: Correct-Response Times (msl 

lt can be seen from Figure 6.4 that there is an interaction that would suggest that probe items 

are significantly slower than irrelevant items in the guilty condition, but not so in the innocent 

condition. However, there is also a main effect for guilt that is not entirely attributable to the 

guilty probes. Guilty irrelevant responses were significantly slower than those responses 

attained by innocent irrelevant responses and box plots of these two RT have been provided in 

Figure 6.5. The box plots indicate that although there is a significant difference, the magnitude 

of this difference is not very large {38ms between means), and the distributions between the 

innocent and guilty irrelevant items are similar. 
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Figure 6.5: Box-Plots and Distributions of RTs 

6.4.3 Individual Comparison of RTs 

• 620! 

Seymour et al. (2000) employed a technique that could be used to assess the guilt status of an 

individual participant. The technique assessed whether the guilty probe responses are from the 

same population as the guilty-irrelevant, innocent-probe, and innocent-irrelevant RTs. These 

comprised of three tests whereby a low significance on any specific test would indicate that the 

two response blocks are from a different population, signifying guilt. The three tests include: 
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1. A Fisher exact (2X2) test with a one-tailed hypothesis predicting a higher guilty

probe error rate 

2. A Kolmogorov-Smirnov two-sample test with a one-tailed hypothesis predicting 

a longer distribution for the guilty-probes 

3. An F-test for variances with a one-tailed hypothesis predicting a higher 

variance for the guilty-probes. 

The Fisher exact test compares the guilty-probe error rate against the innocent-probe error rate. 

The other tests compare the guilty-probe RTs with the pooled RTs from the guilty-irrelevant, 

innocent-probe, and innocent-irrelevant responses. The significance results from these tests 

have been presented in Table 6.4, and the mean RTs have been presented in Table 6.3. 

Probe Pool Probe Pool Probe Pool 

M so M so M so M so M so M so 
1 738 180 609 176 11 556 230 411 105 21 744 279 608 223 

2 577 123 514 105 12 558 124 457 117 22 566 222 463 131 

3 639 154 489 121 13 772 262 510 142 23 726 205 452 264 

4 659 273 487 151 14 613 201 506 148 24 629 116 447 118 

5 631 334 480 136 15 444 143 387 121 25 582 165 478 146 

6 519 188 453 125 16 571 195 538 139 26 513 128 451 128 

7 710 172 510 136 17 463 106 523 135 27 561 181 500 98 

8 719 240 523 146 18 528 272 493 220 28 499 106 419 92 

9 765 136 573 106 19 581 94 547 165 29 755 202 601 184 

10 495 106 471 116 20 674 310 520 200 30 558 166 466 131 

Table 6.3: Mean Resoonse Times 

Fisher K&S F Fisher K&S F Fisher K&S F 

1 1.000 0.004 0.407 11 0.500 0.008 < 0.001 21 0.146 0.007 0.104 

2 0.114 0.086 0.176 12 1.000 < 0.001 0.335 22 0.243 0.044 0.001 

3 0.500 < 0.001 0.073 13 0.01 0 < 0.001 < 0.001 23 0.004 < 0.001 * 

4 0.243 0.001 < 0.001 14 1.000 0.003 0.027 24 0.243 < 0.001 * 

5 0.243 0.031 < 0.001 15 0.243 0.087 0.152 25 1.000 0.002 0.216 

6 0.500 0.058 0.005 16 0.243 0.480 0.022 26 0.500 0.073 * 

7 0.008 < 0.001 0.117 n' 1.000 * * 27 1.000 0.137 < 0.001 

8 0.500 < 0.001 0.001 1Sl 0.052 * 0.113 28 0.514 0.002 0.176 

9 0.023 < 0.001 0.087 19) 1.000 0.060 * 29 1.000 < 0.001 0.268 

1(JJ 1.000 0.265 * 20 * 0.038 0.002 30 1.000 0.014 0.071 

• Indicates an effect that acts contrary to the tailed-hypothesis 

Table 6.4: A Comparison between Guiltv Probes and Pooled Data 
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According to the scheme proposed by Seymour et al. (2000) the guilty tests were correctly 

classified 76.7% of the time at a= 0.05, and 73.3% of the time at a= 0.01. The false-negatives 

consisted of the guilty tests for participants 2, 10, 15, 17, 18, 19, and 26. The only test that 

showed a guilty-probe mean that was quicker than the pooled items was the test conducted with 

participant 17. 

An estimation of the false-positive rate was calculated by conducting the Kolmogorov-Smirnov 

two-sample test and the F-Test for variances on the innocent-probe items against the pooled 

innocent-irrelevant and guilty-irrelevant items3
. Guilty-probe RTs were omitted from this test and 

so no Fisher (2X2) test was conducted, however, this did not affect the results, as the innocent

probes were all highly accurate. These results are shown in Table 6.5. 

K&S F K&S F K&S F 

1 * * 11 * * 21 0.064 0.1606 

2 0.0065 * ~2 * < 0.001 22 * * 

3 " * 13 * * 23 * * 

4 0.4695 * 14 * * 24 0.288 * 

5 * * ~5 * 0.002 25 0.172 * 

6 " 0.4773 16 0.33 * 26 * 0.288 

7 " * 17 0.101 * 27 * * 

2 0.001 * 18 * * 218l * 0.009 

9 * * 19 * 29 * * 

10 0.35 * 20 0.053 * 30 * * 

* Indicates an effect that acts contrary to the tailed-hypothesis 

Table 6.5: A Comparison between Innocent Probes and Pooled Data 

The table indicates that approximately 83.3% of innocent tests were classified correctly at a = 

0.05 and a = 0.01, leaving only an estimated 16.7% false-positive rate. The false-positives 

consisted of the guilty tests for participants 2, 8, 12, 15, and 28. 

6.5 Summary and Discussion 

The results confirm the hypothesis that participants RTs are slower when they react to guilty 

knowledge items within the test. Further it was found that these results could be obtained with a 

standard two-button mouse using a standard PC. Seymour et al.'s (2000) analysis technique 

correctly assessed 76.7% of the guilty tests at the 95% chance level and 83.3% of the innocent 

tests. Nonetheless, key differences were found between the data obtained in this experiment 

and that obtained by Seymour et al. (2000). 

3 
Seymour et al. (2000) only considered innocent-irrelevant items when assessing their false-positive rate. 

118 



Chapter 6: Response Time Measures to Assess 'Guilty Knowledge' in a CMC Scenario 

The responses recorded in this study were on the whole more accurate than they were in the 

three experiments reported by Seymour et al. (2000). Responses for the innocent items and the 

guilty-irrelevant items had an accuracy level of approximately 99%, and guilty-probes were 

rated at 90%. Seymour et al. (2000) reported a high of 87% for the irrelevant items and 81% for 

the guilty probes. More significantly, their accuracy ratings for the innocent probes show values 

of 96%, 99%, and 99% for each of their three experiments. This means that there was a much 

larger difference between the accuracy of the guilty and innocent probes in the Seymour et al. 

study than there was in the current study. This is an important difference because it would affect 

the outcome of the Fisher (2X2) test. Seymour et al. (2000) report the correct classification of 

the guilty tests at 98% at the 95% chance level, as opposed to the more conservative 76.7% 

attained by this study. lt is possible that the lower level of accuracy attained by the guilty-probes 

in the Seymour et al. study contributed significantly to this difference. 

Response-times were also considerably faster. Seymour et al. (2000) report the mean RTs for 

guilty-probes in their first experiment as exceeding 900ms, in this study they were reported at 

612ms. Their Innocent items were also recorded at around 600ms, which again are slower than 

the 480ms figure that was attained for this study. The difference in RTs between the guilty and 

innocent items was also more conservative. In the Seymour et al. study, the guilty RTs were 

approximately 300ms slower than the innocent RTs and the results achieved here suggest a 

figure less than half that size (roughly a difference of just over one standard deviation). 

There was also an unexpected interaction for guilt with the irrelevant items, which showed 

slower RTs in the guilty condition. lt seems probable that the presence of the guilty-probes 

acted to make the participants more cautious, resulting in slower button presses. This 

interaction mean that the between-subjects analysis used above, and employed by Seymour et 

al. could in fact be too conservative (although not to the extent where the RT difference 

approaches 300ms). In addition it means that it may be inappropriate to pool guilty-irrelevant 

RTs with the innocent data in the individual analysis as these come from essentially different 

populations. lt might then be more appropriate to conduct the three tests between the guilty and 

innocent blocks of an individual examinee. 

The results reported in the current study are considerably more conservative than those 

reported by Seymour et al. (2000) and are consistent with the difference in RTs observed by 

Farwell and Donchin (1991) in their original experiment. Nonetheless the experiment did reveal 

that reflex actions that reveal guilty knowledge could be detected using standard two-button 

mouse on an ordinary PC. However, it is possible that use of the mouse allowed responses that 

were too fast and that this mediated the guilty knowledge effect. In addition, it was found that 

the use of a novel form of realistic computer crime could be achieved through an effective 

simulation, and that participants that conduct this form of online episode are also susceptible to 

conventional lie-detection techniques. 

lt seems as though there is now some evidence to suggest that physiological leakage cues are 

detectable at a low-level through the computer interface. However, the extraction of such cues 
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is likely to be restricted to situations where interface control is relatively uninhibited and 

continuous. This level of interaction is typical of a user's behaviour when typing at a keyboard, 

particularly if they are deeply immersed within a chat room. A keystroke analysis of this 

behaviour might reveal affective clues that correlate with deceit. Orienting behaviour may be 

detectable as well, possibly being less controlled behind the veil of CMC. Such behaviours 

could result in intermittent pauses at certain points within the discourse or longer latency 

periods between keystrokes. This sort of application may be useful for naturalistic lie-detection, 

but it is probably of more use within the context of a CMC-based investigative interview where 

the discourse is kept under a greater level of control. In this situation, such an analysis could 

accompany a CBCA or RM rating. The GKT could indeed be conducted entirely using a piece of 

CMC chat software or could be incorporated as part of a wider interview. These are possibilities 

for future research. 
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Chapter 7 

Investigative Interviewing with QS ... CMC 

A strategy for CMC-based investigative interviewing, based upon the Enhanced Cognitive Interview (ECI) is 

presented. The technique was evaluated by using discourse-analytic techniques within a quasi

experimental scenario. Participants were shown a video clip and the adapted ECI was used to interview 

them about what they could remember. The interview was conducted over a QS-CMC chat program that 

was written by the author. The transcripts were analysed in a qualitative and explorative fashion that 

focused upon conversation management during the interviews. Evidence was found that the adapted ECI 

could be used for SVA because it resulted in detailed statements with low amounts of confabulation. Whilst 

these results are carefully qualified, it was also found that the discourse within the interviews did not suffer 

the detrimental effects posited by early CMC theorists, and that the adaptive processes posited by 

contemporary theories, facilitated the interaction. Further suggestions were made that could improve the 

adapted ECI in preparation for the study described in Chapter 8. 

7.1 Background 

Lie-detection is difficult. The literature reviewed in Chapter 2 showed that the very concepts of 

deceit and lying are fluid and subjective, motivations are difficult to ascertain, and the distinction 

between intent and mistake are rarely clear-cut. That is why many lie-detection techniques are 

incumbent on not only defining a deceptive context but on actually manipulating that context 

directly. Controlled lie-detection forces a deceiver to have to lie in a particular manner; a 

manner that facilitates detection. This form of lie-detection is freed from the difficulties of 

scrutinising naturalistic lying, where lies and truth are interwoven, and interpersonal reciprocity 

would seem to modify behaviour over and above deceptive clues (c.f. Interpersonal Deception 

Theory). 

As with an experiment, the greater degree of contextual control, the more validity can be 

ascribed to the results. Within SVA, the context is manipulated by means of the investigative 

interview. In some SVA studies, the interviews have not imposed sufficient control, and in some 

others they have controlled in the wrong way. 'Control' within the context of SVA concerns the 

effective elicitation of an appropriate level of unconstrained and uncontaminated narrative. 

Controlling the context does not imply the strict regulation of action, as would be the case in a 

polygraph test, and so perhaps it is more appropriate to refer to focusing on context. If the 

interviewing style is out of focus, then the cues to deceit or veracity will be inappropriate. The 

Validity Checklist is a way of assessing contextual focus, whilst techniques such as the 

Cognitive Interview are a means of attaining that focus. Contextual focus within SVA may be 

lost in a number of ways and one way might result from the effect of nonverbal contagion. The 
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degree of focus variability is a key factor in determining an appropriate deceptive context for a 

lie-detection technique. Therefore by carrying-out a CMC-based interview within SVA, variability 

could be reduced by occluding nonverbal cues and by focusing the interviewee on the content 

of their statements. Such a modification may represent a significant qualitative departure from 

the face-to-face domain and so CBCA might need to be modified according to the peculiarities 

of the medium. Practically, the technique could not be used with eyewitnesses who have a low 

level of computer literacy. However, at some expense of applicability the CMC method could 

evolve as a particular flavour of SVA that affords a high level of contextual focus and therefore a 

greater probability of validity. 

This chapter explores how a CMC-based investigative interview might be constructed along the 

framework of the Enhanced Cognitive Interview. To this effect, a set of guidelines for the 

interviewing style has been derived from the existing literature and a quasi-experiment 

conducted for the purposes of evaluating and refining the technique. Much of the relevant 

literature on the principles of effective SVA interviewing and the structural nature of QS-CMC 

was covered in Chapters 3 and 4. This will be supplemented by a review of the research that 

examines CMC interviewing as a research tool. This literature will form the basis of the 

derivation provided in section 7 .2. 

7. ~ .1 ~nterv~ewing through CMC 

To date, very few studies have evaluated the merits of synchronous or quasi-synchronous CMC 

interviewing. In fact, there has been very little empirical work that has even employed the 

techniques. Although this probably reflects the novelty of the technique rather than anything 

else, the method's application and scope still awaits a more substantive analysis. This section 

will review what little information can be gleaned from previous studies under the headings of 

(1) interaction management, (2) questioning, (3) interview length, (4) anxiety, and (5) technical 

facilitation. In addition, this section will begin with the presentation of a checklist for task

oriented online interaction that was produced by Mann and Stewart (2000). 

7. 1. 1. 1 A Checklist 

In a 1995 article, Nancy Baym proposed five variables that represent the main sources of 

influence on task-oriented online interaction. In a chapter on 'Online Interviewing', Mann and 

Stewart (2000) derived a CMC interviewing checklist from these five variables. This checklist is 

comprised of the following questions: 

1. What is the purpose of the interaction? 

2. What is the temporal structure of the research? 

3. What possibilities and limitations for interaction are built into the software? 

4. What are the characteristics of the interviewer and the participant? 

5. What is the external context of the research? 
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The purpose of the interaction within an SVA interview is the elicitation of episodic memory and 

the external context of the research is forensic lie-detection. The temporal structure of the 

interaction is that of a single quasi-synchronous interview, and so the focal point of this study 

will be on the third and fourth items in this checklist. Under the ecological paradigm, it is 

impossible to refer to the affordances of technology without referring to the individual actors that 

use the technology. Therefore within this study, the goal will be to explore the affordances 

available to an interviewer and an interviewee within a standard CMC chat-system. This study 

will also explore the affordances that might be made available if the software was enhanced or 

otherwise modified. 

7. 1. 1.2 Interaction Management and Rapport 

CMC Interviewers have reported that the management of even the most basic interactional 

elements of their interviews can be difficult. Annette Markham (1998) carried-out a number of 

interviews with pseudononymous participants over the Internet. She writes that at first: 

"I found it difficult to manage the basic elements of conversation, such as taking 

turns at the appropriate time, nodding, or mm-hmming to imply 'Go on, I'm 

listening' " 

These difficulties highlight the important role of nonverbal cues in the coordination of 

conversation. Markham mentions a few consequences of the occlusion of these cues including 

a tendency to race ahead and not allowing enough time for the interviewee to answer properly. 

She also found herself interrupting the interviewee often, feeling "compelled to fill the blank, 

black void with more green writing". Contrastingly, Chen and Hinton (1999) report that the online 

interviewer seems less able to interrupt and that this subsequently limits their control. O'Connor 

and Madge (2001) conjecture that because CMC represents a 'freedom from the body' and 

because interaction is carefully managed through words, then this can result in a more sociable 

and friendly discourse. However, their evidence for this was surmised from interviews with new

mothers whereby rapport was augmented with external non-CMC based interaction (such as 

through personal web pages). 

Mann and Stewart (2000) wonder to what extent it is actually possible to establish this mental 

and emotional connection with the interviewee. They mention that listening skills need to be 

reengineered within the CMC environment and that "online listening needs to be expressed as 

words, not silence". Such expressions may include prompt replies to the interviewee as well as 

the frequent delivery of verbal assurances. 

lt seems as though the occlusion of conventional co-ordination cues may confound the 

constitutive management of structured interaction. The extent to which this occurs remains 

unclear and this alone would not prevent the successful establishment of rapport so long as 

speakers were able to sufficiently adapt to the medium (c.f. SIP). In addition, the correct 
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interpretation of nonverbal cues within any form of interaction is precarious at best, and may be 

a source of impressional confound, as well as a source of regulatory feedback and control. 

7. 1. 1.3 Questioning 

The principal goal of a question is to receive a full answer, but some authors report that the 

CMC environment promotes a quick paced interaction that could run contrary to this aim. 

O'Connor and Madge (2001) conducted sixteen interviews in which they noticed that power 

relations were in some part decided by typing speed and the use of textual paralanguage. In an 

interview where power is contested, this could lead to a reduction in answer length and quality. 

Chen and Hinton (1999) report that in their study ''the interviewees felt rushed to respond" and 

they attribute this to a lack of reassurance of the interviewer's attentiveness. Chen and Hinton 

also report that their interviewees felt compelled to type before they thought, but that they still 

managed to produce structured and ordered transcripts. 

Language use in questioning still remains an important issue in CMC. Uniquely, the use of 

ideographs and other similar forms of textual paralanguage need to be used with care. Mann 

and Stewart (2001) suggest that some participants may not see this as professional research 

conduct, and this is naturally a feature to be considered under item four of their checklist. 

O'Connor and Madge (2001) also found that they could run into difficulties when wording 

responses. 

"There were occasions when we were 'lost for words', taking some time to decide 

on our appropriate response, because we felt like our written comments sounded 

banal or our questions too direct and leading" 

Naturally, leading questions would be a detriment to the ECI. This could be minimised by 

constructing a repository of question stems that could be copied into the CMC program and 

fashioned into the discussion (Chen and Hinton, 1999). 

7. 1. 1.4 Interview Length 

Authors have reported that online interviews can take longer than offline ones (Chen and 

Hinton, 1999; Markham, 1998). This is not surprising because it takes longer for someone to 

type than it does to talk. Markham points-out that the online interviewer needs to have patience, 

and should be concerned about responding too quickly (at one point she reports sitting on her 

hands in order to prevent herself from typing). 

The effects of a longer interview length may be tempered by the reports that CMC interviews 

are easier to keep on track. Specifically, O'Connor and Madge (2001) report that it was easier 

for them to adhere to a schedule and to ignore sidetracking effectively in the CMC environment 

although the reason for this was not addressed. 
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7. 1. 1.5 Anxiety 

Chen and Hinton (1999) report that their interviewees felt less nervous about the interviewing 

process when they were sat in front of a computer. They also report that the interviewees felt 

physically and emotionally distant and that some even had suspicions of being under 

surveillance. From the interviewer's perspective, Markham (1998) reports her anxiety 

surrounding the receipt or attention to her questions and remarks. 

7.1.1.6 Technical Facilitation 

Computer-based interviewing allows the leverage of a wide variety of software to help in the 

interviewing process, remedying those difficulties presented by the medium and augmented the 

process beyond that which can be achieved face-to-face. Apart from tools that help in the 

analysis of the interview transcripts (including the ability to record the transcript automatically), 

Chen and Hinton (1999) mention the usefulness of question-management software. These 

utilities provide sample questions or question-stems that can be copied into a chat client, 

reducing the amount of time the interviewer spends constructing their utterances, economising 

cognitive load and subsequently increasing the interviewer's control. 

7.1.1.7 Summary 

An effective CMC-based investigative interview is central to the adaptation of SV A proposed 

within this chapter. In this study, the enhanced cognitive interview has been chosen as the 

model on which to base such a technique. The findings reviewed in this section can be 

summarised as follows: 

1. Interruptions can occur accidentally due to misalignment. 

2. The interviewee may find interrupting the interviewer difficult because of the 

problems of quickly asserting control. 

3. Online listening needs to be performed verbally. 

4. Interviewees may feel rushed to respond. 

5. Paralanguage may not be suitable, depending upon the interviewee. 

6. The interviewees may feel anxious about using the software. 

7. Online interviews are longer but easier to schedule. 

B. Interviewer utterance construction can be difficult because extra effort is 

needed to prevent sounding banal or blunt. 

9. Specialist software can be used that facilitates the interview process and 

reduces the pressure on the interviewer 
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7.2 Aims of the Study 

These findings may all be relevant to the adaptation of the ECI, however the relevance of these 

factors within the context of an investigative interview has yet to be determined. The key 

objectives of this study are: 

1. To derive an interviewing strategy that is based upon the ECI and that can be 

used within a CMC environment. To state some key topics for further 

exploration. 

2. To pilot this interviewing strategy and to explore these topics, suggesting ways 

in which the technique might be adapted 

3. To evaluate the technique's sufficiency as an appropriate interviewing strategy 

for the purposes of a CMC-based SVA. 

7.3 Deriving an Interviewing Strategy 

The following guidelines and comments have been derived from the literature presented in the 

previous section and in earlier chapters. As part of this derivation, a number of key themes have 

been selected upon which the analysis will be based. These explorative themes have been 

listed in section 7.3.8 following a description of each of the phases used in the adapted ECI. 

7.3.1 Phase 1: Greeting and Rapport Building 

The initial greeting shall be carried-out offline. This has a practical advantage given the nature 

of the protocol, but it also has a theoretical one. Participant anxiety can affect memory retrieval, 

can stifle successful interaction and can consequently lead to an increase in false-negatives. 

Anxiety can occur due to technological, procedural, and aptitudinal factors. 

Although the participants will have a basic familiarity with CMC, they may still feel some anxiety 

about the bespoke system developed specifically for this study. Jacob Nielsen (1993), an expert 

in Usability Engineering, has reported that in some software usability tests, participants have 

even been known to break down and cry in response to a tremendous internal pressure to 

perform. Therefore, in order to lessen any worries that the participant could have, the 

interviewer should adopt the following guidelines. 

• Inform the interviewee that they are not being tested with regard to their IT 

competence and make the purpose of the study clear. 

• Reduce the formidability of the interviewee's environment and computer. 

• Explain the automatic transcription facility. 

• Explain about security and confidentiality. 

• Explain that the software may fail from time to time given its experimental 

nature and that the interviewee must not be concerned if this happens. 
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e Explain that the computer is resilient to the user and cannot be damaged 

permanently (barring malicious attack). 

• Ensure all of the interviewee's questions are addressed, and that the 

participant feels at ease to ask those questions. 

Adapted from recommendations in (Nielsen, 1993) 

The software developed for this study was tested so that it would be as robust as was deemed 

necessary. Nonetheless the interviewee shall not be misled with regard to the security aspects 

of the system, especially since the experimenter will have to concede that the software may fail 

from time-to-time. As the interview material will not be personally identifying and the interviewee 

is represented solely by pseudonym, this level of security should prove acceptable. 

Anxiety can also occur in response to the procedure itself. This is sometimes the case in 

experimental and quasi-experimental studies where the setting is unnatural and strange. 

Similarly aptitudinal anxiety may arise out of the perception that the interviewee is in some way 

being tested. Bringing the initial greeting and introduction offline will help to humanise the 

procedure and make it seem less like the interviewee is coldly being subjected to a set of 

dehumanising tasks. The introduction will be performed more efficiently offline and will provide 

some initial impression information concerning the affective state of the interviewee. This 

information will be a useful indication of the degree to which the interviewee will need further 

reassurance. This offline meeting could result in salient first-impression biases, and the 

interviewer should be aware of this. 

The rapport building process (the second part of Phase 1) is a quintessential aspect of the ECI, 

but also is the most troublesome when adapting the technique for CMC. Three specific topics 

will be examined in subsequent analyses including the principle of synchrony, the nature of 

interruption, and the use of continuers. 

The principle of synchrony (Matarazzo and Wiens, 1985) is related to the phenomenon of 

emotional contagion whereby collocutors mirror one-another's behaviour over time. The 

interviewer, wishing to maintain a calm and casual rapport with an interviewee may then 

regulate their nonverbal behaviour in order to 'transfer' the desired affective state. An important 

research question for this study is how could the benefits of such tactics be reproduced through 

CMC, where many of the conventional nonverbal behaviours are masked or transformed? 

Interruption is an easy trap to fall into, as was illustrated by Annette Markham's ethnography. 

The interviewer can become anxious waiting for the interviewee to respond or can change the 

topic prematurely. Anticipation of the transition-relevance place, strengthened by the interview 

structure per se, is also weakened by the concealment of nonverbal signals. Additionally, 

nonverbal continuers may need to be replaced by verbal ones, which itself can cause an 

interruption, possibly promoting a conversational norm of interruption. Conversely however, it is 

impossible for the interviewer to interrupt the interviewee mid-utterance, as all the parts of the 

utterance are posted at the same time-index and cannot be subsequently broken up. An 

important question is how can the interviewer avoid the disruption of rapport through the 
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reduction of interruptions, whilst still providing the increased number of verbal continuers that 

are needed in order to 'listen through words'? 

lt is also important to explore how the interviewer can tell when the interviewee has completed 

what they were going to say, and what continuers and other similar conversation devices 

provide the impression that more information is sought, rather than the impression that a 

subsequent utterance is about to be delivered (i.e. to avoid a situation where both speakers are 

waiting for the other to respond). 

The following guidelines are suggested: 

o Demonstrate patience and wait for a response before prompting. 

o Do not use newsmarks that are ambiguous without vocal paralinguistic 

markers, unless they are coupled with punctuation that provides insight to the 

intended speech act. 

o If two utterances are posted simultaneously then they may act in competition. 

In such a competition, the interviewer must try to explicitly withdraw (although 

this might prove difficult if the interviewee has started to consider the new 

utterance). 

This phase is conducted face-to-face before the rapport building stage of phase one. The need 

to build rapport whilst online dictates that this should be the case. As with a standard ECI, the 

interviewee will be asked to report everything they can remember and the interviewer will need 

to promote focused retrieval. Additionally, the interviewer must stress that the interviewee 

should be in control of the interview, and that the interviewer is merely a facilitator in the role of 

eliciting memory (Fisher and Geiselman, 1992). These points will be reiterated at the beginning 

of both the free narrative and the questioning phases. 

Context Reinstatement involves a momentary detachment of the interviewee from the 

interviewer. This detachment could result in a greater feeling of isolation through CMC than it 

would face-to-face. In effect, this detachment means that the interviewee has to disconnect 

themselves entirely from their sole means of communication with the interviewer. This 

disconnection represents a momentary change of context, and this transition needs to be 

managed carefully so as to minimise the disruption to rapport. This management becomes 

difficult if the communicative detachment between the two eo-speakers has enlarged. Further 

investigation needs to be carried out into the verbal techniques that could be employed to 

provide a smooth transition both into and out of mental reinstatement without any detrimental 

effects to rapport. 
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If the interviewee does not receive sufficient information of how long they are to spend mentally 

reinstating the problem, then they might speed up the process in order to re-establish contact 

with the interviewer. Alternatively, monitoring the CMC software to ensure that no subsequent 

utterances have been posted may distract them. The extent to which this monitoring actually 

occurs is a subject for further investigation and it is recommended that the interviewer suggest a 

suitable period of time to spend on the reconstruction activity. 

After the interviewee has spent some time reinstating the context, it is then necessary for the 

interviewer to attempt to elicit a lengthy free narrative. For the CMC interviewer to obtain this 

without interruption is particularly difficult. The free form, uninhibited, conversational state of the 

interviewee needs to be maintained, and so it is not desirable for them to simply word-process a 

statement into the computer. Within any QS-CMC interaction there will always be the potential 

for some degree of editing that will be masked from the interviewer. However, in a full-length 

narrative this process of revision could restrict the naturalistic flow of recollection. Typing speed 

may also impede this flow, and so wherever possible it is important for the interviewer to 

promote an uninhibited flow of discourse. 

During a face-to-face narrative, once an utterance has been spoken, it cannot then be changed. 

In CMC an utterance can be changed right up to the point at which it is posted and it is fair to 

assume that the longer the utterance, the more modifications may occur. lt is possible that as 

the account grows, the interviewee may become aware of the unstructured sequence of their 

earlier statements and this could result in excessive editing. Such a freedom from imposed form 

is necessary for CBCA to be successful and is therefore an important norm to promote within 

the phase. Encouraging the interviewee to post more often can reduce the average utterance 

length. However this would also increase the number of turns and consequently the number of 

transition-relevance places. This form of interaction then starts to look similar to typical CMC 

conversation, and the difficulty may be that the interviewee slips into this discursive style. In 

such cases the interviewee may not continue their utterance until some response (such as a 

continuer) is received from the interviewer. However it is difficult to judge when such a response 

is desired, or when the interviewee is simply thinking or typing. The overall problem is that the 

interviewer may get drawn into the narrative, resulting in an undesired level of interference. 

7.3.4 Phase 4: Questioning 

Many of the questioning principles employed within the ECI can be applied through CMC. The 

guidelines concerning open and closed questions and regarding activating and probing a mental 

image remain. However, the persistence of the uttered question in CMC gives it a permanence 

that is of a very different nature than the spoken utterance. This persistency provides the 

interviewee with an up-to-date history of all they have said and this can have a number of 

implications for the method per se, as well as its inclusion as a key part of SV A. For example, 

an accessible history might reduce inconsistencies for a deceiver and thus improve their CBCA 
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score. Alternatively, the very persistence of a written record may reinforce and strengthen the 

perception of an only vaguely remembered but incorrect piece of information. 

When an interviewer poses a question, it is important for that interviewer to assess at that 

moment whether or not the question has been understood. Cues to the perception of 

misunderstanding may be verbal or nonverbal. Upon the perception of such cues, the 

interviewer may reformulate, exemplify or take some other form of action, such that the 

misunderstanding is quickly resolved and rapport is maintained. 

Within CMC, nonverbal signals of miscomprehension are all but lost. Verbal signals come in two 

forms, the explicit response to restate the question and an answer to a misperceived question. 

The latter form of response is where difficulties can arise. The difference is again due to the way 

in which QS-CMC utterances are formulated whereby the listener does not have access to the 

construction of the utterance. This means that the miscomprehension goes undetected until the 

entire response has been formulated. The problem for the interviewer is how to respond to this 

utterance. Simply ignoring it and asking the interviewee to reply differently may cause 

embarrassment. Additionally, if the interviewee has spent time thoughtfully constructing the 

response then it should not be disregarded out of hand. This could indicate that the interviewer 

is not interested in the new information or possibly that the participant has not provided the 

'correct' answer that was expected by the interviewer. Such actions may increase the 

participant's vigilance over their responses, damaging the free flow of discourse. 

Within QS-CMC, the interviewee has access to an accurate transcript, composed in real-time 

and displayed in a history frame. This transcript is useful for the interviewee to review, and see 

if anything has been omitted from their account. However from the perspective of CBCA, it will 

aid in the memory of what has already been said, thus reducing the relevance of the 'Logical 

Consistency' criterion. The ways in which the message history may be used to help or hinder 

the ECI is an important topic to be explored within this phase. 

7.3.5 Phase 5: Varied and Extensive Retrieval 

lt seems possible that the interviewer can use the same types of varied retrieval strategies in 

CMC as they would in a face-to-face setting. Two strategies of varied retrieval will be attempted 

in this study. Interviewees will be asked to report details in a reverse order of time and to report 

details from another's perspective. 

7.3.6 Phase 6: Summary 

The summary stage of the ECI is a peculiar one to be conducted over CMC. The message 

history already provides the interviewee with a full record of the interview. However this is not a 

summarised account and it may still be useful for the interviewer to provide a recap. In the CMC 

environment, this could be fashioned as a single large utterance by the interviewer, posted at a 

single time interval for inspection by the interviewee. This could cause a number of difficulties 
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as well as resulting in a detachment with the interviewer for a prolonged period. For example, 

the interviewee may feel pressured to read the summary as quickly as possible and this 

becomes a problem if the interviewee needs to critique the whole of the summation at the end, 

as opposed to interjecting intermittently. They simply might forget their comments concerning 

the earlier parts of the summation, or may focus solely on one particular error or image. 

The summation might also be achieved by asking the interviewee to review the message 

history. lt remains to be seen how effective this task will be, as once again this draws the 

interviewee away from the interviewer and there will be a pressure for the interviewee to 

reconnect. This might also be quite a complex task, considering that the interview is neither 

edited nor summarised. lt remains to be investigated how the summation can be presented to 

the interviewee in such a way as to promote the addition and clarification of information. The 

solution to this problem could be technical, perhaps through the highlighting of relevant 

passages in the interviewees chat history frame. 

7.3.7 Phase 7: Closure 

Interview closure will occur both offline and online and this stage of the ECI blends in with the 

debriefing phase of the research protocol. A smooth transition from the online environment, 

back to the face-to-face environment is necessary in order to maintain the fluidity of the 

interaction. The interviewer will need to use termination sequences that are very definite. This 

will be helped by the software, which will inform the participant, after the termination sequence, 

that the interviewer has disconnected from the system. 

7.3.8 A Summary of the Explorative Themes 

Eleven key themes for exploration were outlined in this section. These themes are considered in 

the following analysis and are summarised as follows: 

1. How effective is the Free-Narrative Phase? 

2. Can paralinguistic techniques be employed within CMC that convey empathy and listening? 

3. Can the interviewer avoid interruption whilst still providing a sufficient number of prompts 

such as continuers and newsmarks? 

4. Are the aims of the interview and phase instructions expressed effectively? 

5. How can the transition in and out of mental reinstatement be managed? 

6. How much time is spent reinstating the context? 

7. How effective is the questioning process? 

8. How are misunderstandings resolved? 

9. How is the message history used? 

10. How effective are the varied retrieval methods? 

11. How effective is the Summation Phase? 
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7.4 Method 

The adapted ECI was examined by conducting a theory-driven discourse analysis on the 

interview transcripts. Nine participants were selected as an opportunity sample of experienced 

computer users that were familiar with CMC. Initially, participants were greeted and provided 

with the participant information sheet (see Appendix Ill) before signing a consent form for the 

study. The protocol was comprised of three stages that involved the participant watching a 

videotape of a short sequence 1, and then being tested for knowledge of that sequence through 

a CMC based ECI. Upon conclusion of the ECI, a short unstructured interview was carried out 

with the participants to explore their experience of the process. 

The author wrote a simple QS-CMC chat-system in order to conduct the ECI. The system was 

provided with a facility that recorded the entire transcript of the conversation along with 

timestamps for when each utterance was posted. A screenshot of the interface to this system 

has been provided in the Appendix. The system comprised of a server process that managed 

the promulgation of messages from distributed client processes that adhered to a standard 

protocol. Only one, basic type of client was developed for this study and was used by both the 

interviewer and interviewee alike. 

7.5 Analysis 

The transcripts were analysed in discourse-analytic and qualitative manner. The transcripts 

were analysed phase-by-phase examining the general operation of the ECI and by examining 

the explorative topics stated in section 7.3.8. 

7 .5.1 Free Narrative 

At the beginning of the free-narrative phase, the interviewee was asked to spend a few minutes 

visualising the video clip in their mind. They were told to signal the interviewer once a sufficient 

period of time had elapsed. lt was hoped that this would allow the interviewee to spend the 

appropriate amount of time reinstating the context without feeling pressured to finish too quickly 

or feeling the need to pay attention to any utterances posted by the interviewer. The chat

software recorded the time spent on this activity. On average, the interviewees spent about 34 

seconds (SD 22) between receiving the request and signaling that they had finished thinking 

about the clip. lt would seem then, that the participants did not spend the necessary time 

required in order to fully reinstate the context. The reason for this could lie in the unease caused 

by that momentary disconnection of the interviewee from their sole means of contact with the 

interviewer. 

1 This sequence was taken from the motion picture 'The Spanish Prisoner' (Sweetland Films, 1998). 
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Following the context reinstatement, the participants were asked to relate the details from the 

video clip from start to finish. Typically, the participant would break this narrative into a series of 

postings as is shown in the following example. 

56 EIW Then the next scene is in a CCTV room 

57 INT The younger exec is asking about CCTV procedure, and is told 
all tapes are stored in case of insurance idsputes 

58 EIW Distputes 

59 INT good so far 

60 EIW Then he is coming back from town with a new suit in a car, and 
gets out and talks to a woman 

61 EIW Who is at least superficially very bubbly and friendly to him 

62 EIW They meet again while he is walking along the shore for a 
second time 

63 EIW A flying boat lands in the background 

64 INT what else? 

65 EIW She says something about the Caribbean being the main tourists 
destination of Japanese honeymooners 

-
66 EIW "Strage considering the distant" says bloke 

67 EIW "Must be cos it's so romantic" flirts' the bird 

68 INT :) 

This example illustrates the three main types of continuers used by the interviewer within the 

free-narrative sections, appraisals (line 59), information requests (line 64), and smileys (line 68). 

The post-hoc interviews indicated that by using verbal continuers, the interviewer did manage to 

enhance the perception of 'listening'. Nonetheless, appraisals can also enhance the perceived 

accuracy that an interviewee attributes to a memory and so should always be used with caution. 

Similarly, information-requests may act to rush the interviewee causing them to skip-over 

important details. Smileys can also express an emotional reaction to the information recollected 

and can have the same effect as appraisals. Whilst the interviewees indicated that they had not 

evaluated these continuers in any depth, other more neutral forms of continuation mechanism 

may be more suitable. 

One participant departed from the multiple-post method and provided their entire narrative 

within a single posting. A post-hoc interview with the participant (who did not have any 

experience with chat room software) revealed that they had found the process to be rather un

interactive, likening it to a rigid 'question and answer' session. They also reported the 

temptation to 'skip-over' details and to mention only the main points from each scene. lt might 

be the case that the multiple-post method has distinct advantages over the single-post strategy. 

These could include: 

1. Breaking up the narrative to discourage extensive editing and enhance 

spontaneity. 
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2. Reducing tedium through the enhancement of interactivity. 

3. Breaking up the text to lessen the perceived effort of writing the narrative, 

splitting one big task into many small tasks. 

Interviewees would typically end their narrative with some sort of exclamation 'that's all I can 

remember'' or a more definite 'the end". The second exclamation reflected the story-like 

scenario that was used as the stimulus material. At the end of the narrative, the interviewer 

asked whether or not there was anything else that the interviewee could remember. Usually, no 

more information was presented until subsequent phases. The second phase began with a 

short appraisal, "okay that was good" before instructions for the next phase were provided (all in 

the same post). One interviewee mentioned that this appraisal seemed like it was "cut-and

pasted-in" and this was a correct observation. The appraisal was placed into the same 

utterance as the questioning phase instructions in order to self-select and bridge the two phases 

together. lt may have been better to break this utterance into two parts, allowing the interviewee 

to respond in-between. So for example, a short question asking the interviewee how they felt 

could follow the utterance "okay that was good". The instructions for the next phase could then 

be sent in the following post. This might then improve the sense of interactivity by making the 

situation less artificial, whilst still maintaining control of phase transition and clearly indicating 

the direction of the interview. 

Six of the interviewees used the present tense when describing their accounts (this can be seen 

in the example above). Use of the present tense might indicate that the interviewee is deeply 

involved in the recollection process, describing what they are seeing in their mind as they see it. 

Alternatively, the use of the present tense might in some way be related to the stimulus type, a 

videotape as opposed to a real-life experience. 

Post-hoc interviews revealed that despite finding the experience to be a bit strange, the 

interviewees did eventually become accustomed to the narration process. One interviewee 

reported becoming quite engrossed in the construction of the narrative. Another participant 

mentioned having too many "balls to juggle" because they needed to concentrate and type at 

the same time. Typing and reading is typically a more conscious process than speaking and 

hearing and so there is a danger of cognitive resources being diverted away from remembering 

and into the mechanisms of utterance construction and interpretation instead. lt might be 

surmised that this would only become a problem if the interviewee felt pressured to respond and 

it was found that this was the case for some. 

lt seems as though the low level of interactivity and the nature of feedback is an important 

consideration during the free-narrative stage. Although comprehensive free-narratives were 

obtained in each of the interviews, it seems as though this process might be helped if more 

perceptual affordances were provided within the chat room. Such affordances may help to 

assure the interviewee that someone was listening to them and could provide feedback as to 

the appropriate level of detail to relate. 
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7.5.2 Questioning 

The transcripts indicate that the interviewees understood the instructions given to them at the 

beginning of the questioning phase. The interaction within the questioning phase typically 

followed a question-answer format, and only rarely did the interviewee interrupt with new 

information that did not pertain to the immediate question. A standard question-answer 

sequence is easier to manage within CMC than a more colloquial sequence that can include 

interruptions. This latter type of sequence is promoted within face-to-face interviews where the 

interviewee in not forced to speak about specific topics at certain times in such a way that any 

spontaneously remembered details are then forgotten. However the informal sequence 

mentioned above is not as easy to manage through CMC as is the question-answer sequence, 

and therefore cognitive resources are taken away from the mechanics of memory retrieval and 

diverted into the process of conversational management and repair. Interruptions for example, 

can cause more disruption within CMC because the repair processes are starved of the real

time feedback that they need in order to make informed behavioural adaptations. These 

processes are either slowed, or can be further confounded if the pressure to respond is great, 

and subsequently repair behaviour is rushed with choices based upon insufficient feedback. 

Questions were successful in obtaining a moderate amount of new information, especially 

relating to the appearance of characters or the details of locations. The following example 

illustrates a questioning sequence concerning one of the characters in the clip. 

97 INT okay then, I would now like you to describe the women on the 
beach, what was she wearing, what did she look like? 

98 EIW she was wearing a hat 1920's style har 
~ 
99 EIW red floral outfit i think 
I 
100 INT 1920's style? 

,101 EIW you see women in old black and white photos wearing them -> 

L__ 
for example the queen mum 

102 INT okay, what else do you remember about her appearance? 

103 EIW she was shorter than him dark hair 

104 INT anything else? What sort of things did she sayt to him? 

105 EIW well there was the quizzing about the meeting he just had and 
she seemed very interested in him 

'106 INT Why do you say that? 

' 107 EIW well she made a comment about how romantic the carribean 
was and when he didn't even smile she looked dissapointed 

108 INT Good, is there anything more? 

,109 EIW hmmm 

;110 EIW I no it's slipped 
-

111 INT that's okay 
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In this example, the questioning brought out new information about the woman's hat, hair 

colour, and height. Further probing revealed additional features of the spoken exchange 

between the women and the man on the beach (lines 105, 1 07). The questioning sequence for 

this image ended in a manner that is similar to that found in spoken interviews. After a period of 

about forty-five seconds, the interviewer posts a final probe for more information (line 1 08) . After 

a thinking period of about twenty-three seconds, the interviewee seems to 'buy more time' by 

posting their utterance on line 109. The expression 'hmmm' performs the act of informing the 

interviewer that the interviewee is both aware of the question and needs more time to consider 

a response. The final response is then given fifteen seconds later on line 11 0. The presence of 

the utterance on line 1 09 functions to maintain contact with the interviewer and to promote 

interactivity. This is performed through the verbal expression of a commonly known vocal 

behaviour for 'pondering'. Another interviewee used a similar turn-reservation device during the 

free narrative: 

87 INT 

88 E/W 
~ 
89 INT 
! 
90 E/W 
I 

yep, I understand 

Anyhow, hmm ... 

anything else? 
-

She says something, no Idea about what she says 

Some interviewees heightened the sense of interactivity by answering questions on multiple 

lines. Where lots of information was placed within a single utterance, it was often written in a 

very tight form without many connecting words or phrases such as in the following example. 

57 INT 

58 E/W 

You mentioned the younger man, who featured throughout the clip. 

Try and picture him in your mind. I would like you to describe him for 

me in terms of his appearance, his manner etc. Try to give me the 

most detailed description that you can. 

Medium height, slimish build. Brown hair, slightly curly, often ruffled 

by the sea breeze when outdoors. White or very pale cream shirt, 

with (darker not tan) brown trousers and jacket. Darkish tie, 

presumably matching suit in some way. Often carried his jacket 

over one shoulder. I think maybe wore glasses. 

Confabulations occurred infrequently throughout the questioning phases. In the example above, 

the younger man's trousers were grey, not brown and the tie had red stripes and was not 

particularly dark. Similar errors were made regarding colour throughout the clip. Two of the 

interviewees recalled a boat at the end of the clip as being coloured white when it was orange. 

The way in which one of the interviewees expressed this is noteworthy because it gives an 

indication of where the misperception arose. 
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145 INT Can you describe the boat? 

146 EIW small power boat- white, I think (everything seems to be white!) 

7.5.3 Varied Retrieval 

The two methods of varied retrieval used within the interviews involved asking for details about 

the sequence in reverse order and asking the interviewee to tell the story from the perspective 

of a character within the clip. These varied retrieval questions were not particularly successful in 

generating new information but they did not result in greater confabulation either. In particular 

when participants retold a sequence in reverse order, they mirrored what had been written 

before in the free narrative as in the following example. 

61 E1W 

i62 E1W 
I 

63 EIW 

64 EIW 
I 

I 

I 

I 
I 

6S ~EIWEIW~ ~ 
66 

67 EIW 

68 EIW 

;69 INT 

i1o EIW 

!~~ r 

Free Narrative 

Then she makes a 
general comment on the 
carribean, this confirms 
the location of the film. 

she states that its the 
number one holiday 
location for young 
japanese. 

~ 

157 E1W 

1 
I I 

p 5a~ rEIW 
I 
I 

he states that its a bit far. 159 EIW 

I 
I 
J 

Moving towards the j160 EIW 
beach _ ~ 

oh and a boat (more like a 161 INT 
dingy) being moured. 

she takes her camera and 162 EIW 
takes two photo's of Jo 

he then takes his camera 163 INT 
out 

~ 

offering to take her 164 EIW 
picture, and finally doing 
so 

good so far ~ !1 ~~ 1EIW 

meanwhile the people In j 
the boat seem to be 
disembarking 

she moved away back to 1 

the typically colonial 
building (hotel) __._L 

Varied Retrieval 

The brunette walks back to the 
hotel 

Jo takes a picture of the brunette 

1 the picture is of here in front of the 
beach and the sea, quite possibly 
with the mouring boat and the 
man in the background 

The brunette takes 2 photo's of Jo 
by the Sea ~~ 

' good ... please continue like that 

I 
I 
~ 

I 
I 
I 
I 
1_ 

Jo and the Brunette talk on the 
beach 

talk about what? 

they mention the carribean and 
how it is the most visited holiday 
destination for young japanese 

-
Jo mentions how this is really far 

This could be indicative of the interviewee simply scrolling back to see what they had previously 

said and retelling the same information. This is consistent with reports in post-hoc interviews 

that revealed that the interviewees were becoming tired at this stage (in the final two interviews, 
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the varied retrieval questions were intermingled within the questioning phase and this seemed 

to lessen the interviewees aversion to the task) . This style of retrieval did generate missing 

dialogue with two of the interviewees and resulted in the telling of a 'missing scene' by another. 

7 .5.4 Summation and Closure 

The participants were asked to review the message history upon conclusion of the interview and 

to fill in or correct information. On average they spent about 49 seconds (SD 24) on this activity, 

a similar length of time to the time spent during context reinstatement. Four of the participants 

did not add or correct anything, but the other five did have new information to add. Given the 

length of the transcripts between the start of the free narrative and the point of closure, it seems 

unlikely that the interviewees did not actually read through the transcript. At this stage of the 

interview, the interviewees may have been relatively tired and might not have invested the effort 

required to thoroughly review the transcript. This effort could be reduced by a number of 

methods. A function could be implemented within the chat system that allows the interviewee to 

view only the statements that they themselves have authored. A highlighting function could be 

used so that the interviewer could highlight certain areas of the transcript revealing the pertinent 

information in the transcript and occluding less relevant information. Alternatively, the 

interviewer could simply cut-and-paste a summary of the facts into a window and that 

information could be shared with the interviewee during the summation phase or during the 

interview (as a shared white board). 

Post-hoc interviews also revealed that the interviewees perceived that the session had passed 

much quicker than it actually did. This is some indication that the interviewees were relatively 

engrossed in the session. 

7.5.5 Misalignment and Repair 

There were five instances of conversation misalignment throughout all of the transcripts and this 

was much lower than was expected. lt is possible that the orientation to the question-answer 

structure was responsible for this. Misalignment, when it did occur, was usually resolved fairly 

rapidly. The most disjointed instance of misalignment is provided below. 

1

18 t.NT . I Now we are going to begin to talk abOUt -the clip. T 10.99 
-----. -........ - --. -----+--- ~~ 

19 liNT I 
l20 EJYi - r ok ~-~ ~ ---~-·--· ~ ~ - - ~_- ~~-

i21 INT 1 Sorly, last the second half of that (may have sounded a 

bit brash!) 
- .:..:....-····· ..2.......;~ 

22 INT lost rather 
-- ~-- -
23 INT What I'd like you to remember throughout the rest of the 

interview is that *you're* in control! At any point if you 

remember something "out of the blue• then just cut in 
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l_ I : and tell ~e! _ 

~
4 EIW . no it didn't 

5 1EJW l right - will ~o -· " ~~ ~ _ ~ 
26 INT J good, thanks! 

'27 f.NT f what I wOUld Hke you to CiO,- is to try to visualise the 

video clip that you've just seen. Try and recreate the clip 

In your mind, scene by scene. Take a few minutes to do 

this and send me a message when you've had time to 

reflect. 

·28 EJW , right 

l 
- 2.471 
10.381 

0 

1o.J 
I 

33.94 
I 
' 

In line 18, the interviewer has accidentally posted their utterance before it was completed; in line 

19 the blank response was another mistake. The interviewee has interpreted a TRP at this 

point, replying with a newsmark. In line 21, the interviewer apologies for the error and 

subsequently makes another spelling mistake (indicative of the heightened pressure to ensure 

that the interviewee was not offended by a seemingly blunt response). The interviewee 

responds to the utterance in line 21 by line 24 by which the interviewer has already provided a 

self-repair (line 22) and the second part of the utterance begun in line 18 (line 23). A phantom 

adjacency pair occurs in lines 25 and 26 but this does not cause any difficulty and by line 27 the 

misalignment has been corrected. This sequence demonstrates that both the interviewer and 

the interviewee are trying to orient to one another. The norms of adjacency mean that the 

interviewee's performance in line 24 has the potential interpretation as a response to line 23, 

and subsequently a quick separate confirmation is provided that functions to both to 

acknowledge the utterance in line 23 by means of a newsmark, and also to re-contextualise the 

utterance in line 22. This performance assumes that the interviewer will be able to deduce from 

the timing of the postings and their content which response matches up with which statement. 

The interviewer's utterance in line 22 illustrates the principal type of repair employed within the 

interviews whereby a misspelling is clarified by simply repeating the corrected word, sometimes 

with a short word or phrase that performs the function of making the error explicit. The 

interviewees made nine instances of this type of repair and some of these are repeated below. 

44 EIW MeanWhile . a flying · bot comes over the island and into land While l 
they watch. As the man and woman? come ashore from the boat Joe 
and WOf!lati_are·standing on beach. ·-

45 EIW flying boat even :) 
.. 

138 EIW Hrnm ... @ _sure. Just got that impression. Like he just appeared 
out of noWhere ••. perhaps it was the way the director cut straight to 
his face, without including his approach to the younger guy. 

+-··+'- ......... ~ ~~ ~ ,...;.:.,.,.:.:...~. . .-- ~~ ...:..:; _______ -.:.;.... ... _ 

139 EIW sly - stealthy. · 
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f5"d' ii&W i The younger exec~-is asking_~ut CCTV procedure, and is told all 
: 1 !tapes are stored in case of insurance idsputes 
,__ __ -- .· ~-------~-· ----.-------~------'----:-----.-----:----------~---';------'-"------- ----------· ----;------------ ·---- . ------------------

155® Jr&W 1 Distputes _ · 
t ____ _L__ _____ _! _________ • _ _: _ __:_~_-._. ___ _: __ ~_ ------- _______ .:_____ _ _:______.. __ 

lt seems as though conversational misalignment and repair, thought to be highly haphazard 

within some CMC contexts, might not be problematic within a dyadic investigative interview. 

This section is comprised of three parts. Firstly, the main findings of the study have been 

summarised in section 7.6.1 with respect to the explorative topics presented earlier. The 

discussion then progresses to an evaluation of whether the adapted ECI provides a sufficient 

framework to be used as part of a CMC-based SVA in either its current or improved form. The 

discussion is concluded by suggesting several improvements to the interviewing technique. 

These changes will then be incorporated in order to ensure that the technique can be used as a 

part of the Statement Validity Procedure detailed in the next study. 

The free-narrative phases were successful for each interviewee. The interviewees found this 

style of discourse unusual at first because it did not resemble the way in which CMC is normally 

used. Narratives were more detailed when posted on multiple lines and it would seem that the 

interviewees should be encouraged to do this. Some interviewees used the present tense when 

providing their descriptions and this could be indicative of concentration. Interviewees were able 

to successfully indicate when they had finished their descriptions. Some interviewees expressed 

the difficuHy of both remembering and typing at the same time. 

7.6.1.2 Paralanguage, Empathy and Listening 

A sufficient number of verbal prompts were employed to enhance the perception of listening 

although some interviewees still felt that the interviewer was not listening. Paraphrasing the 

interviewee during the questioning phase was effective, but sometimes simply paraphrasing 

with a question mark makes it unclear whether the interviewee is seeking further clarification, or 

does not understand the utterance. Verbal newsmarks and continuers can easily be construed 

as evaluative and should be prepared beforehand. Some, less evaluative newsmarks, if not 

'banal' may not be understood. This type of misunderstanding might be reduced if the 

interviewer describes some of the newsmarks that will be used before the interview begins and 

explains that this is the convention that will be used to indicate the receipt of an utterance. 
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7.6.1.3 Avoiding Interruptions 

Interruptions rarely occurred. When misalignment did occur it was quickly dealt with. 

7.6. 1.4 Expressing the Interview Aims and Phase Instructions 

The interviewees did not find any difficulty with the instructions. Sometimes further clarification 

as to how much detail to provide in the free-narrative stage was needed. Initially, varied retrieval 

instructions pertaining to assuming a character's perspective were misunderstood. These were 

clarified and subsequent interviewees understood these modified instructions. Cut-and-pasted 

instructions were sometimes perceived as such and this damaged the perception of listening. 

There is an advantage of cutting and pasting questions and perhaps this process should be 

made clear to the interviewee. 

7.6. 1.5 The Transition into Mental Reinstatement 

The transition into and out of mental reinstatement was effective. Some interviewees required 

further clarification as to how they were to signal to the interviewer once they were ready. 

7.6.1.6 How Much Time is Spent Reinstating the Context? 

Insufficient time was spent reinstating the context. lt might not be suitable to conduct this portion 

of the phase online. The adapted ECI might work best when offline phases and online phases 

are combined. However, the interviewee is likely to feel less embarrassed, closing their eyes 

and visualising the context when they are alone, than when they are in front of the interviewer, 

and so perhaps the interviewee should be given a fixed time to reinstate the context. The 

interviewee may then need to do some 'clock-watching' but this still may promote a longer 

period of context reinstatement. 

7.6.1.7 How Effective is the Questioning Phase? 

Questioning was effective and answers were usually posted as a single utterance or using 

multiple utterances. lt is possible that the second method is better, resulting in a good balance 

between reducing over-editing whilst still promoting uninhibited recall. The questioning resulted 

in only a minor number of confabulations and these were predominantly cantered upon the 

colour of objects. Questioning was typified by an orientation to 'question-answer' sequence. 

This structure has the potential to facilitate rather than impede recall by reducing the effort 

required to locally manage conversation. 

7.6.1.8 Resolution of Misunderstanding 

Misunderstandings were infrequent and repair processes were effective. Where such 

misunderstandings did occur, there was evidence to suggest that repair processes could be 

performed by both the interviewee and the interviewer. Interviewees would often use verbal 
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signals to indicate they were thinking, and this acted to prevent misunderstandings with the 

interviewer. 

7.6. 1.9 How is the Message History Used? 

There was some indication that the message history was potentially hindering the effectiveness 

of the varied retrieval phases. lt would also seem that the history was not being sufficiently 

perused upon conclusion of the interview. 

7.6.1.10 How Successful were the Varied Retrieval Methods? 

Varied retrieval methods were largely ineffective, but importantly did not lead to confabulation. lt 

could be surmised that these methods are less effective in scenarios where the interviewee is 

not fully immersed in the event. 

7.6. 1.11 How Effective is the Summation Phase? 

The summation stage was effective in some cases even though it would seem that interviewees 

did not look over the entire message history. 

The version of the ECI developed within this study seems appropriate to be used with SV A. This 

is primarily because all of the interviewees yielded detailed narratives, with little confabulation 

and responded to effective, non-leading questioning. In addition, fears of potential misalignment 

and misunderstanding would seem to be unwarranted. The CMC-based technique has the 

advantage of reducing the negative effects of nonverbal behaviour whilst effectively 

compensating the drawbacks through the orientation to semi-structured sequences. In addition, 

the careful use of technological aids helped the interviewer to schedule and to overcome the 

difficulties of utterance construction. 

This study was a quasi-experimental study that used a small sample size and only a single 

interviewer. In this regard, the study is limited to the finding that such interviews are possible, for 

a particular interviewer and for a particular set of interviewees (predominantly postgraduate, 

computer-literate participants). However, this qualitative study has succeeded in its exploratory 

aims by describing some of the performances that occur within the CMC-based ECI procedure. 

Such information is valuable to provide both an interviewing framework, and a selection of 

factors to explore within subsequent large-scale studies. These studies could examine how the 

interview might be automated further (or even entirely) and how interviewees might respond in 

different ways to the process. 

This study has revealed a number of issues that will need to be altered before the technique is 

used in the SVA procedure in the next study. In addition, the experience of interviewing has 

revealed some ways in which the technology might be adapted to facilitate the process. These 

changes are discussed next. 
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The purpose of this study was to theoretically derive a CMC-based ECI, and to empirically 

investigate ways in which this technique could be improved. This would ensure that an ECI 

interview would generate transcripts of a sufficient quality to be used in the SVA procedure 

reported in Chapter 8. The main findings that have been found from the discourse analysis have 

been outlined in the previous sections. Within this section, these findings are used to describe 

certain key changes that will be made to the ECI procedure in preparation for the next study. 

These changes have been made in response to the findings examined under the themes in 

section 7.6.1 and in response to other observations by the investigator. 

Themes 1 and 2 revealed that the interviewee is unsure as to whether or not they are being 

listened to, especially during the free narrative phase. lt is suggested that: 

At the beginning of the interview, it should be e){plained to the interviewee 

that it is quite normal to feel that they are not being listened to, and that this 

is due to the lack of nonverbal feedback. They also should be told that 

despite this feeling, the interviewer is highly focused upon their narrative and 

responses but sometimes make take a while to respond in order to spend the 

appropriate amount of time reflecting upon them. 

Theme 4 revealed that interviewees are aware of pre-fabricated question stems that appear to 

be cut-and-pasted into the chat entry box. This technique helps the interviewer but could 

damage rapport by displaying poor active listening skills. lt is suggested that: 

At the beginning of the interview, it should be e){plained to the interviewee 

that question stems will be cut-and-pasted into the chat entry system. lt 

should be further explained to the interviewee that the purpose of this is to 

minimise the waiting time for the interviewee, and that not all of the 

questions will be copied in this fashion. 

Theme 2 revealed some difficulties in comprehending newsmarks and continuers. lt is 

suggested that: 

The interviewer should not use the paraphrasing technique that simply re

quotes with a question-mark suffix as this can cause confusion. In general 

the interviewer should try to use non-evaluative newsmarks such as "okay" 

and "I see". However, when the interviewee tells a joke or mentions 

something adverse, the appropriate level of empathy should be conveyed 

using simple comments or emoticons. 

Themes five, six, and eleven revealed further ways in which the context reinstatement and 

summation might be accomplished. 
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The interviewer must provide the interviewee with a fixed time period in 

which to reinstate the context and to review the summary. The interviewer 

should re-establish contact with the interviewee once the required period has 

elapsed. 

Themes four, nine, and ten suggest the limited value of certain varied retrieval phases within the 

CMC-based ECI. lt is suggested that: 

The interviewer does not asked the interviewee to recount their story in 

reverse order of events as this narrative can be corrupted by the message 

history. The instructions used to instruct the interviewee to assume the 

perspective of another character should be clarified by adding the instruction 

"telling me the story as if you were X". 

Finally, it is suggested that pressure should be taken off of the interviewer by providing them 

with additional software. This software should provide facilities for note taking, utilising question 

stems, and for keeping time of each phase of the interview. 

All of these changes will be made to the CMC-based ECI in order to increase its effectiveness 

and appropriateness to be used as part of a Statement Validity Assessment. This study has 

shown that this technique provides an effective first component of the SVA truth-validation 

procedure. Subsequently, the improved version of the ECI will be used in the study described in 

the next chapter. 
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Chaptew 8 

A Statement VaUdnty Assessment wnthin CMC 

A Statement Validity Assessment was carried out using a CMC-based interviewing technique. Twenty

five participants were asked to report one truthful and one fabricated story of a day trip. The transcripts 

were coded by two blind raters using the Criteria-based Content Analysis (CBCA) technique. In addition, 

the CMC software recorded information regarding what the interviewee had deleted from the chat-entry 

box. lt was found that truthful statements were correctly identified by one rater 76% of the time and by a 

second rater 80% of the time (using a subjective total measure). However, a more thorough analysis of 

criteria frequency showed that CBCA demonstrated no significant univariate or multivariate 

discriminatory power in evaluating the truthful statements from the fabricated statements. Many of the 

participants managed to use countermeasures that attacked some of the specific criteria used by CBCA. 

In addition, no significant differences were found in the deletion behaviours of truth-tellers and 

fabricators. lt is suggested that CBCA in its present incarnation is ineffective at discriminating against 

truthful and fabricated statements generated through QS-CMC. Considering the moderate support 

CBCA has received in the face-to-face domain, this chapter is concluded by suggesting some possible 

explanations for the refutation of the hypotheses within this context. 

8.1 Background 

Effective nonverbal skills would seem an indispensable part of the investigative interviewer's 

repertoire. Through the careful regulation of nonverbal behaviours, the interviewer can maintain 

good rapport with the interviewee, control their affective state, and promote recall using active 

listening techniques (Milne and Bull, 1999). By attending to nonverbal signals, an interviewer 

can regulate their behaviour to convey empathy, and monitor the interviewee's affective state in 

order to provide them with reassurance. Nonverbal processes are central to the regulatory, 

reciprocal, and adaptive functions of everyday communication and therefore their presence 

within an investigative interview would seem essential. However, the research into mediated 

communication shows that the conveyance of nonverbal cues is not a necessary mechanism for 

the accomplishment of good rapport, active listening, and successful interaction. This is an 

important finding because it has the potential to unshackle the SVA procedure from the face-to

face domain, allowing the interviewer to leverage the opportunities presented by mediated 

forms of communication. 

The extent to which interviewers differ in their ability to obtain an eyewitness statement is a 

central concern for SVA research and practice. Any qualitative differences between transcripts 

that have systematically arisen from a particular interviewer's style have the potential to 

confound CBCA or RM. There are many such dangers that can transpire from the 
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misapplication of nonverbal skills. The stress on the interviewee can be heightened resulting 

from a poor application of proxemics, the interviewee responses can be corrupted by the 

semaphoring of appraisal, and rapport can be damaged through a poor understanding of 

cultural differences in turn-taking and the misinterpretation of paralanguage (Milne and Bull 

1999). SVA research has attempted to reduce the potential for such variability by devoting effort 

to standardised training programs. However, the use of nonverbal behaviours is not an exact 

science, and it is difficult for training programs to completely eliminate the diversity that exists 

between the basic expressiveness and social skills of different interviewers (factors that heavily 

influence impression formation; Riggio and Friedman, 1986; Friedman et al., 1988). In addition, 

the physical presence of the interviewer can make the interviewee more conscious of their 

nonverbal self-presentation, especially if they are suspected of committing a crime. Witnesses 

who are particularly shy or withdrawn may find it difficult to confront an interviewer face-to-face 

and this would be detrimental to effective recall. 

lt is suggested here that whilst the appropriate training of SVA interviewers is an essential 

prerequisite that promotes standardisation, in some circumstances the presence of nonverbal 

cues and the presence of the interviewer can be detrimental to the SVA process. By creating a 

systematic variability of the quality of transcripts attained by different interviewers, studies that 

evaluate CBCA and RM can become difficult to compare. Moreover, it is suggested that the 

removal of these cues will make interviewer training simpler and will increase standardisation. 

Nonverbal cues are not essential for good rapport, and these can be compensated for within 

CMC by all but the most egregious interviewer. In addition, a medium such a CMC has a 

number of advantages over face-to-face communication. Specifically, the removal of nonverbal 

cues and copresence can make a withdrawn or shy interviewee more forthcoming by removing 

the emphasis on difficult physical self-presentation, and by focusing the interviewee on the 

contents of their narrative and responses. lt is speculated that difficulties resulting from cultural 

differences in turn taking and paralanguage will be quashed due to the superordinate 

conversational regulation processes of CMC. lt is suggested that a CMC-based SVA might be a 

useful adaptation of the technique for co-operative and computer literate witnesses as well as 

being a useful alternative to be used with shy or withdrawn witnesses. 

The investigation of a CMC-based SVA also has another purpose. Little is known about the 

content of deceptive encounters within CMC. Whilst it may be fair to assume that qualitative 

differences exist between the contents of face-to-face and CMC exchanges, it is interesting to 

investigate whether this confuses the differences posited by CBCA and RM. Whilst these coding 

strategies are not appropriate for naturalistic face-to-face lie-detection, this might not 

necessarily be the case with naturalistic CMC lie-detection. This study is a useful step towards 

such an ambitious goal because under some circumstances naturalistic behaviour within CMC 

can be far more stereotypical than it is face-to-face. Even if this stretches the applicability of 

content analysis too far by breaching the constraints of the validity checklist and delving too far 

into positivism, it is still important to examine what the effect of such a transposition may have 

on the CBCA and RM criteria. 
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This study is concerned with the transposition of SVA using transcripts generated from CMC 

interviews. This transposition will be discussed further in the remainder of this section before the 

hypotheses posed by the study are stated. The adaptation of the SVA interview was the subject 

of the previous chapter and these findings will be summarised next. Then the content criteria 

will be re-examined with regard to how they might be affected by the CMC medium. This section 

will conclude by hypothesising what nonstrategic leakage cues might be used to complement 

the content criteria. 

8.1.1 The Interview 

The technique of CMC investigative interviewing was explored in the previous chapter. Some 

pertinent critiques of the methodology adopted within that study were: 

• Questions that have been copied-in can reduce the perception of interviewer 

attentiveness. 

• Interviewees can feel that they are not being listened to. 

• Interviewees did not spend sufficient time reinstating the context or reviewing 

the summary. 

o Pressure on the interviewer can result in misalignment and errors, especially 

with respect to the evaluative nature of verbal newsmarks and continuers 

The following broad changes to the technique are suggested in order to address these 

shortcomings. 

• That the interviewee is explained that some standard questions will be copied

in, and that the reason for this is so the interviewer can spend more time 

understanding and reading their responses. 

• Interviewees are told that it is normal to feel unsure as to whether the 

interviewer has listened to you and that it can take some time for the 

interviewer to respond. 

• Interviewees will be given a fixed time to reinstate the context and summarise. 

The interviewer will contact them after this time period has elapsed. 

• Pressure will be taken off of the interviewer by modifying their client to easily 

facilitate the copying of prefabricated question stems, note taking, and time

keeping for each phase. 

The specific interviewing schedule to be used in this study will be outlined in the methodology 

section. 
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8.1.2 The Content Criteria 

The content analysis technique of CBCA works on the transcripts generated within an interview. 

Within CMC, these transcripts are recorded by the software, but there also exists an opportunity 

to examine something that is not possible face-to-face; the deleted text. lt is difficult to assess 

how to treat the utterance segments that the interviewee has chosen to delete and possibly 

retype before a posting is sent to the interviewer. On the one hand, this information may reveal 

contradictions and different versions of a deceiver's fabrication. On the other hand, even truth

tellers may use the input box in order to 'think aloud'. Coding this information can be tricky as 

well. For example, does a deleted contradictory piece of evidence indicate deception, or a 

spontaneous correction indicative of veracity? The suggestion here is that at present the 

deleted information should not be considered during the content coding process, but a separate 

form of analysis will be undertaken in this study to examine this information in more depth. 

Many of the CBCA criteria would seem to be applicable to the CMC domain as well as to the 

face-to-face domain. However, there are four of the CBCA criteria that could be affected by the 

peculiarities of the CMC interviewing technique; Logical Structure, Spontaneous Corrections, 

Unstructured Production, and Details Characteristic of the Offence. 

The history pane provides the interviewee with a form of enhanced memory. This could make 

the telling of a complex fabrication easier, because it will be easier for a deceiver to track the 

flow of their story. This affordance is also available to a truth-teller, but because truthful stories 

are more likely to be near the ceiling of total logical consistency, it seems as though this 

criterion might lose its discriminatory power. This effect could be reduced if the interaction is fast 

paced, whereby the interviewee has little time to review the history between utterances. 

However, fast-paced interaction puts both the interviewer and the interviewee under pressure, 

perhaps causing them to orient to a formalised turn-taking protocol. This can aggravate a 

situation where the interviewee already finds it difficult to interrupt. The presence of 

spontaneous corrections is also linked to the interviewees ability to 'interrupt'. As was shown in 

the previous study, this can be difficult within CMC and may lessen the discriminatory power of 

this criterion as well. 

Text-based communication shares some characteristics with other written forms. One of these 

norms is linearity. Business documents, novels, essays written at school, all aim to follow a 

linear, well-structured style, and it is possible that this norm will transfer to the CMC interview. lt 

is possible that this effect will lessen the discriminatory power of the Unstructured Production 

criterion. 

The nineteenth CBCA criterion refers to characteristic of the account that resembles a particular 

crime. CMC based crimes are not the topic of this study, but for the content analysis to be used 

in this way it will be necessary to develop a profile of certain types of CMC crime, such as 

ontological deceit within the context of paedophilic behaviour. 
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8. ~ .3 The INonstrategi~ Leakage CriteriaJ 

In Chapter 5, some of the nonstrategic cues of interpersonal deceit within CMC were 

hypothesised. These included the way in which deletions were made during the construction of 

a fabricated account. When a user is fabricating an account, they may modify their utterances 

considerably before they are posted. This would be reflected in the content of the deleted 

utterances and the amount of deletions made. 

The content of the deleted utterances can be coded according the number of corrections that 

were made to the actual content of the utterance. These would include name changes or 

different descriptions (as opposed to simple spelling corrections for example). The quantity of 

deletions can be assessed by examining: 

1. The ratio of 'backspace' key presses to the total number of key presses, Ratio b:total 

2. The average length of successive 'backspace' strings 

3. The ratio of 'backspace' strings to the total number of key presses, Ratio bstrlng:total 

In this context, a 'backspace' string is a sequential, uninterrupted sequence of presses of the 

backspace key. 

This information can all be recorded covertly by chat software, however as with all lie-detection 

cues they are only effective if they are resistant to countermeasures. CBCA is successful 

because it is supposedly too difficult for most deceivers to construct accounts that appear 

veracious. The Guilty Knowledge test is successful because deceivers are pressured to 

respond quickly. Both these elements suggest the possible success of the aforementioned cues 

and these will be explored further in the current study. 

8.2 Hypotheses 

This study tests the following hypotheses: 

1. Truthful accounts generated through a CMC-based interview will achieve significantly higher 

CBCA scores than fabricated accounts. 

2. The CBCA criteria of Unstructured Production, Logical Consistency, and Spontaneous 

Corrections will have a relatively lower discriminatory power within this scenario. 

3. Deceivers undertaking a CMC-based interview will exhibit greater deletion behaviour that 

truth-tellers. 

4. Deceivers undertaking a CMC-based interview will exhibit a greater number of content 

corrections in their deleted text than truth-tellers. 

149 



Chapter 8: Statement Validity Assessment within CMC 

This study involves an experimental scenario whereby participants were interviewed about two 

day trips that they had experienced. The participants were each told to tell one true story and 

one fabricated story, and these formed the two repeated-measures conditions for the 

experiment. The transcripts were coded using two raters that were blind to the ground-truth of 

the transcripts. 

8.3. ~ Participants 

Twenty-five students (15 male, 10 female, mean age = 21 years 4 months, SD approx. 2 years 

5 months) were recruited for the study. The participants self-selected through an advertisement 

posted throughout the University. They were paid £6 on conclusion of the procedure that took 

approximately one-and-a-half hours. 

8.3.2 Design and Protocol 

8.3.2. 1 Brief 

Upon arrival, the participant was greeted by the interviewer and shown to the briefing room. 

Here, the participant was given a verbal explanation of the aims of the study, the protocol, 

confidentiality and anonymity, and payment. The participant was then provided with a written 

information sheet and a consent form (these have been provided in Appendix IV). 

The participant was told that they were going to be interviewed about two day trips that they had 

experienced. For one of the day trips, the participant was to tell the truth, as best they could 

remember, but they were to completely fabricate the other account. The order in which the 

stories were to be told was left to the participant, and they were asked not to reveal which story 

was which until the study had been concluded. The participant was asked to make their 

fabricated account as believable as possible, and that they were not allowed to simply re-tell 

stories with simple modifications (such as by the substitution of dates and times). The 

participants were told that the interviewing software was recording the transcript, as well as 

some other data, but participants were not told that the software was recording data on the 

nonstrategic leakage cues until the end of the study. Upon answering any further queries, the 

interviewer then showed the participant to the interview room. 

The interview room utilised a PC of the same configuration as was used in the previous study. 

The interview software had been modified for the study and these changes are discussed in the 

next section. The participant was introduced to this system, and asked to enter a name (these 

were later replaced by unique participant codes before the transcripts were coded). Once the 

participant seemed comfortable with the system, the interviewer went to a PC in the adjacent 

room. 
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8.3.2.2 The Interviewing Software 

The interviewing software used in the previous study was modified to reflect the requirements of 

the protocol and to facilitate the task of the interviewer. The software comprised of two client 

programs, one for the interviewee and another for the interviewer. 

The Interviewee client was altered to ask the interviewee which story was true and which was 

fabricated. Upon selecting the Exit button at the top of the main chat window, the participant 

was shown a dialogue as presented below. The participant would then select which of their 

stories was the true one by pressing the appropriate button. The client would then save this 

information to file before presenting the Save Data dialogue (see Figure 8.1) and sending a 

signal to the interviewers chat window indicating that the selection had been made. 

The Save Data dialogue provided the interviewee with a list of which data was to be saved. This 

data was recorded automatically by the client and was grouped into three distinct types; 

transcript, keyboard, and scroll bar movement. This facility was provided so that if the 

interviewee was unhappy about the recording of covert data then they could chose not to have 

this particular data saved as opposed to pulling out of the study altogether. 

The Save Data Dialogue The Ground Truth Dialogue 

Figure 8.1 : The Save Data and Ground Truth Dialogues 

The interviewers client was modified to provide an 'Interviewer Assistant' in a separate window. 

This assistant provided the facility to (1) time each phase of the interview, (2) quickly copy 

question-stems into the chat client, and (3) provide an area for note taking. The interviewer 

assistant is shown in Figure 8.2 below. 
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Figure 8.2: The Interviewer Assistant 

The scheduler is found at the top of the window. Upon clicking the 'Next' button, the scheduler 

will jump to the next phase in the interviewing schedule and will provide a count down (in 

seconds) of the allocated time for this phase. Upon counting down to zero, the scheduler will 

remain there until the next button is pressed again. Thus, the emphasis is on keeping each 

phase to its allocated time and to prevent the interviewer from inadvertently 'making-up' time by 

shortening other phases. 

Question stems are chosen selecting a label from the pull down list at the bottom of the page 

(these stems are provided in the Interview Schedule). Upon selection of the question label, the 

question stem is copied straight into the chat entry box of the client waiting final editing by the 

interviewer before it is posted. Notes can be taken in the central portion of the Interviewer 

Assistant. 

8.3.2.3 The Interview Schedule 

Some key alterations were made to the interviewing schedule used in the previous chapter. 

These changes resulted from the suggestions made in section 8.1.1 and the time constraints of 

the study. The rapport stage was merged with the study brief and was therefore taken offline. In 

contrast to the procedure adopted in the previous study, interviewees were explained that it was 

natural to feel a bit anxious about being 'heard'. In addition they were told that the interviewer 

would be using a cut-and-paste facility, so that the interviewee would not have to wait too long 

to be given a question. This also meant that the interviewer could post questions more quickly, 

thus increasing the efficiency of the procedure without exhibiting poor listening skills. The entire 

interview schedule has been reproduced below. 
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Phase Description Duration 

Offline Greeting 

Offllne E)(pJanation of Explanation that it is normal to feel a bit 
Temporal Features of anxious about whether or not collocutor has 
Chat Rooms read the message that has been posted. 

Transition to Online Interviewee is brought to Conference Room 
Conte)(t and instructed in the use of the software. Told 

that the Interviewer will make first contact 
through the system. 

Online Greeting Interviewer greets the interviewee informally 
with the dialogue. 

"Hi there, can you read this?" 

<response> 

"Are you comfortable?" 

<response> 

Loop Twice 

Prepa~ration Time The Interviewee is given five minutes to 5 Minutes 
prepare their first account: 

"Okay then, I would now like you to spend five 
minutes thinking about your first day trip. I will 
contact you through the system when the five 
minutes are up." 

The second account will read. 

"Great, now I'd like you to think about the 
second day trip. Again, I will give you five 
minutes to do this and will contact you once 
those five minutes are up." 

Initial Question "Okay then, so what trip would you like to talk 
about [first of all]/[now]" 

I Contedualisation An Initial question that acts to put the event in 5 Minutes 
Question about context. For example "So why did you decide to 
preceding events go Brighton that weekend?" 

Request for an E)(tended "Okay, so tell me about the whole trip from start 10 Minutes 
Narrative to finish. Remember, I know nothing about the 

experience so I want you to take control of the 
conversation. If at any point you wish to add 
something then feel free to cut in. Additionally 
I'd like you to remember as much as you 
possibly can about the experience. Okay! So 
with that in mind, tell me about what 
happened?" 

Questioning about three The extended narrative will make reference to 10 Minutes 
selected Images. people, places and events that are to be 

probed further in this section. Three such items 
will be focused on, and will be probed by first 
asking the interviewee to concentrate on the 
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Varied Retrieval on 
fourth image 
(perspective of another 
person) 

Summary 

Online closure 

Offline Rendezvous 

remembered image, then by asking an initial 
open question about the image which will be 
followed by a sequence of short answer 
questions. 

Another image from the narrative should be 
selected that involved another person. The 
interviewee is then asked to relate the image 
from the perspective of that person (i.e. to role 

la . 

The interviewee is asked to review the chat 
programs history window for amendments or 
additions. 

"Now I'd like you to look over the transcript in 
the history window. Is there anything of interest 
that you'd like to correct or add about the trip." 

The interview is terminated with the following 
dialogue. 

''Well that was great, thanks a lot! The interview 
is now at an end and I will join you from next 
door. Before then, however I'd like you to click 
on the 'Exit' button at the top of the chat 
window and inform the computer about which 
story was the true one. " 

The interviewer rejoins the interviewee 

5 Minutes 

The full ECI procedure was conducted twice, once for each of the two stories. The interviewees 

were referred to by name and not by pseudonym in order to promote personalisation. The 

questioning phase was fixed at the elicitation of only three images and there was to be one 

attempt at varied retrieval. This restriction aimed to increase standardisation across the 

interviews at the cost of constricting the interviewer. The lesser time spent on varied retrieval 

reflected its lower efficiency in generating new information in comparison to the time it took to 

conduct. Whilst it is premature to conclude that the varied retrieval phase is too difficult to carry 

out online, the time constraints posed by this protocol (thirty minutes for each loop of the ECI) 

required that more focus be placed on the questioning phase that had demonstrated its 

fruitfulness in the previous study. 

8.3.2.4 Debrief 

At the end of the interview, the interviewer rejoined the participant in the interview room. The 

software then presented a checklist that included each major category of data that could be 

saved. The participant was then asked which data they would permit to be stored and 

subsequently signed a second consent form to that effect. 

Following this, the participant was shown back into the briefing room and was reminded not to 

reveal which story was true and which one was false. The participant was then asked about 
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how they felt about the experiment and if they had any more questions. Finally, they were 

reminded of their right to withdraw and were paid the sum of £6. 

8.3.3 Transcript Coding 

The CBCA was conducted by two independent raters who were unaware of the truth status of 

the transcripts. The raters were trained1 by a British CBCA expert and read all of the major 

published papers on CBCA. Following tuition on CBCA scoring, the expert and the raters scored 

several example transcripts from a separate study (where the raters were ignorant of the 

experimental conditions2
). The results from these transcripts were then compared and feedback 

was given to the raters. 

The transcripts were stripped of all personally identifying material. Only the first fifteen of the 

CBCA criteria were used in the analysis. The criteria c1 0, c17, c18, and c19 were not used, as 

they were oriented specifically towards sexual abuse crimes. Each criterion was rated on a five

point scale that ranged from 'Absent' to 'Strongly Present'. In addition, each criterion (except c1 

and c2) was scored for frequency. A more subjective scale was also used for the rater to 

express a judgment concerning the overall veracity of the transcript. This bipolar five-point scale 

ranged from 'Completely False' to 'Completely True'. The raters also reported their confidence 

of this judgment on a five-point scale that ranged from 'Not at all Confident' to 'Completely 

Confident'. 

8.4 Results 

8.4.1 Tactics of Deceit 

During the debrief, the participants were asked about the tactics they had used in order to make 

themselves seem more convincing. A list of these has been provided below. 

1 . When asked about people they imagined other people and drew from these 

descriptions. 

2. Put in as many facts as possible. 

3. Put in details that were mundane or 'by-the-by'. 

4. Attempted to keep a consistent style (pace and grammar) between the truthful 

and fabricated stories. 

5. Guessed what close friends would say or do. 

6. Used an outstanding event. 

7. Mentioned talk and situations as opposed to mere actions. 

8. Drew from collated and merged experiences. 

9. Drew from books. 

1 Raters were trained and provided by the Psychology Department of Portsmouth University. This description of the 
rater-training programme was provided by Dr. Lucy Akehurst (2003: personal correspondence). 
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10. Were wary of scrolling behaviour. 

11. Tried to maintain the same level of detail between the truthful and fabricated 

stories. 

12. Mentioned affect as opposed to mere events. 

13. Gave spontaneous details at the end. 

14. Used verbal signs of thinking (e.g. Umm). 

15. Tried to be consistent and to refer back to previous details. 

16. Tried not to be too definite or confident. 

17. Admitted lack of memory. 

What is striking about many of these tactics is that they attack many of the CBCA criteria. For 

example, tactics 2 and 3 confound the 'Quantity of Details' criterion, tactics 16 and 17 confound 

the 'Admissions of Lack of Memory' criterion, and tactic 7 confounds the 'Reproduction of 

Speech' criterion. The most common tactic was to draw from real-life experiences and this 

would result in fabrications that were not strictly 'bare-faced lies'. However, this tactic is likely to 

be used in naturalistic scenarios and so it is important that CBCA should be resistant to such 

strategies. However, participants never reported using more than two or three of these tactics at 

once, and so CBCA's holistic approach may yet be robust to such countermeasures. 

8.4.2 CBCA Scores 

8.4.2.1 Overall Judgements of Veracity 

The subjective ratings of veracity were assessed for each of the two raters. Rater 1 achieved a 

total accuracy rate of 66% with 76% of the truthful and 56% of the fabricated stories being 

correctly rated as such. From a truth-validation perspective this lead to a false-positive rate of 

22% and a false-negative rate of 12%. Rater 2 showed a lower total accuracy of 48%, resulting 

from a significant truth-bias. Here 80% of the truthful stories were correctly identified, but only 

16% of the fabricated stories (leading to a large false-positive rate of 42% and a false-negative 

rate of 1 0%). 

Raters agreed in only 66% of their judgments and there did not seem to be a relationship 

between agreement and ground-truth (45% of the agreed transcripts were fabricated and 55% 

were truthful). Only 60% of the agreed transcripts yielded accurate ratings by the raters. The 

low-level of inter-rater reliability exhibited in the overall judgments was also reflected in the 

strength of presence ratings of each of the individual criteria. This is discussed further in the 

next section. 

Alongside their overall veracity judgments for each transcript, raters were also asked to assess 

the confidence of their decisions, along with the degree to which they believed that the 

2 The raters were aware that some of the transcripts would be truthful and some would be fabricated. 

156 



Chapter 8: Statement Validity Assessment within CMC 

statement was either completely true or completely false. The means of these ratings for each 

rater across the truthful and fabricated transcripts are shown in Table 8.1 and Figure 8.3. 

Rat er Transcript Average Total Average Correct Average Incorrect 

Deg. Cont. Deg. Cont. Deg. Cont. 

M SD M SD M SD M SD M SD M SD 

~ Truthful 3.32 0.69 2.88 0.83 3.58 0.51 2.84 0.83 2.50 0.55 3.00 0.89 

Fabrlceted 3.16 0.85 2.76 0.78 2.42 0.51 2.75 0.87 3.85 0.38 2.77 0.73 

2 Truthful 3.75 0.74 3.00 0.98 3.95 0.60 2.70 0.73 2.75 0.50 4.50 0.58 

Fabricated 3.64 0.49 3.20 0.96 3.00 0.00 4.00 0.00 3.70 0.47 3.13 0.97 

Table 8.1: Degree of Veracitv and Confidence Ratings 

The plot in Figure 8.3 illustrates important features of this data. Firstly, a truth-bias is 

represented by the clustering of total degree scores in the truthful partition. Secondly, it can be 

seen that either rater rarely scored a transcript at the extreme poles of the confidence or degree 

scales. Thirdly, Rater 2 showed considerably more confidence than Rater 1 in their decisions 

over the fabricated transcripts and this difference contrasts with the similar scores attained for 

the truthful transcripts. 

Degree 

1 
Completely False 

2 

Confidence 

3 

Figure 8.3: Plot of Degree Against Confidence 

8.4.2.2 lnterarater Reliability 

4 

Rater 1 + 
Rater 2 x 

Total 
Correct 

Incorrect 

1!!1 
D 
D 

5 
Completely True 

lnter-rater reliability was calculated for both the frequency scores and the more subjective 

scores for criteria presence. The latter of these are presented in Table 8.2 below. The 
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percentages designated as 'Strict' represent the number of times across the fifty transcripts that 

the two raters gave the same score for a particular criteria. The results showed a poor level of 

inter-rater reliability across all of the criteria. 

c1 c2 c3 c4 cS c6 cl c8 c9 c10 c11 c12 c13 c14 c15 

Strict 26 38 38 60 24 84 38 48 88 28 62 60 76 44 78 

IRecoded 72 48 64 76 56 94 74 60 98 36 64 66 98 52 100 

Weak 90 86 92 100 68 100 80 92 100 80 98 100 100 94 100 

Table 8.2: lnter-rater Reliabilit~ 

The table shows that under the strict classification only four of the criteria managed to attain a 

reliability score of 70% and none achieved greater than 90%. lt was hypothesised that these 

poor figures could be explained by a difficulty in conducting a subjective assessment along a 

five-point scale. The scores were subsequently recoded along a three-point scale whereby 

scores of 1 and 2 were amalgamated, as were scores of 4 and 5. The new inter-rater reliability 

scores have been presented under the 'Recoded' classification in Table 8.2. The recoding 

procedure yielded some improvement in reliability scores but this improvement still did not yield 

acceptable results. Furthermore, the criteria that did receive high reliability scores were those 

that were usually rated as 'Absent' across all of the transcripts (see section 8.4.2.3). 

Further analysis of the data revealed that the differences between rater judgments were usually 

no more than a single point on the scale. Nonetheless, many of these judgments crossed the 

boundaries of the recoded three-point scale and so this recoding scheme may not actually have 

been appropriate (also this scheme has a bias towards bipolar scales). lnter-rater reliability was 

then re-scored using a 'Weak' classification scheme that allowed differences of no more than 

one point on the scale. These results are presented in the final row of Table 8.2. lt can be seen 

that the results are significantly improved under the weak classification scheme, implying that 

although raters did not agree often, when they disagreed it was usually by no more than a 

single point on a rather subjective scale. In the next section, multivariate analyses are reported 

that utilise the subjective scores of the eleven criteria that satisfied 90% reliability levels on the 

weak classification scheme. The scores for both raters were combined to form mean values. 

A cursory glance of the frequencies scored by both raters showed a very poor level of inter-rater 

reliability under a strict classification. As these scores were supposed to be indicative of a more 

objective quantity, it did not seem appropriate to attempt to combine the scores of each rater 

into a mean value (it is unclear what such a score would represent). To investigate the results in 

more depth, a multivariate analysis was conducted on the frequency scores of each rater 

independently under the assumption that any effect would only at best lend very limited support 

to Hypotheses 1 and 2. 
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8.4.2.3 Multivariate Analysis of Individual Criteria 

Three separate multivariate analyses were conducted to assess the effectiveness of the criteria 

in distinguishing between truthful and fabricated transcripts. Each analysis concerned one of the 

three variables groups mentioned in the previous section, (1) the mean subjective criteria

presence scores, (2) the frequency scores for Rater 1, and (3) the frequency scores for Rater 2. 

A MANOVA was conducted on the mean subjective criteria presence scores with ground-truth 

as a factor. Eleven criteria were used in the analysis (c1, c3, c4, c6, c8, c9, c11, c12, c13, c14, 

c15) and no significant effect was found, F(1 1,38l = 0.72, p = 0.712. The univariate effects are 

shown in Table 8.3 for each of the individual criteria. 

c1 c3 c4 c6 c8 c9 c11 c12 c13 c14 c15 

Truth 3.92 4.00 3.56 1.50 2.06 1.12 2.90 2.68 1.26 2.74 1.16 

(0.59) (0.80) (0.63) (0.69) (0.49) (0.30) (0.74) (0.78) (1.41) (0.79) (0.24) 

Fabrication 4.20 3.90 3.56 1.30 1.94 1.20 2.86 2.68 1.14 2.64 1.06 

(0.38) (0.87) (0.56) (0.50) (0.60) (0.54) (0.73) (0.85) (0.27) (0.62) (0.17) 

F(1,4B) 3.97 0.18 0.00 1.37 0.60 0.42 0.04 0.00 1.48 0.25 2.97 

p 0.05 0.67 1.00 0.25 0.44 0.52 0.85 1.00 0.23 0.62 0.09 

Figures in the first two rows report mean values with standard deviations in brackets. 

Table 8.3: Univariate effects of the Subjective Criteria-Presence Scores 

Two other MANOVAs using ground-truth as a factor were conducted on the frequency scores of 

each of the two raters. Frequency data was not coded for c1 and c2 as these criteria pertain to 

the transcript as a whole. No significant multivariate effects were found for either Rater 1 (F(1 3,36l 

= 1.557, p = 0.145) or Rater 2 (F<13,36l = 0.581, p = 0.843). The univariate data for both raters 

have been included in Tables 8.5 and 8.6 below. 

c3 c4 c5 c6 cl c8 c9 c10 c11 c12 c13 c14 c15 

T 184.00 21.44 3.56 0.76 2.12 2.12 0.12 3.40 5.56 4.16 0.36 8.92 0.32 

(41.11) (6.08) (1.83) (1.23) (1.59) (1.30) (0.44) (1.76) (4.32) (3.64) (0.70) (6.84) (0.48) 

F 179.72 20.92 3.16 0.44 1.40 1.72 0.16 5.52 5.32 3.72 0.16 7.28 0.16 

(47.92) (6.22) (1.11) (0.96) (0.96) (1.43) (0.47) (2.66) (3.36) (3.17) (0.47) (4.10) (0.47) 

F(1,4Bl 0.11 0.09 0.88 1.05 3.76 1.07 0.10 11.04 0.05 0.21 1.40 1.06 1.42 

p 0.74 0.77 0.35 0.31 0.06 0.31 0.76 0.002 0.83 0.65 0.24 0.31 0.24 

Figures in the first two rows report mean values with standard deviations in brackets. 

Table 8.4: Univariate Analysis of the Frequency Scores for Rater 1 
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c3 c4 c5 c6 cl cB c9 c10 c11 c12 c13 c14 c15 

T 199.12 21.40 0.60 0.92 0.64 1.48 0.16 2.28 6.36 6.16 0.40 5.40 0.00 

(51.71) (8.08) (0.76) (1.35) (0.86) (1.09) (0.37) (1.79) (3.96) (3.91) (0.91) (4.66) (0.00) 

F 189.32 20.72 0.48 0.52 0.36 1.24 0.24 2.84 5.92 5.72 0.20 4.52 0.00 

(55.50) (7.19) (1.16) (1.01) (0.57) (1.05) (0.66) (1.93) (3.44) (4.16) (0.50) (3.16) (0.00) 

F(1 .48) 0.42 0.10 0.19 1.41 1.84 0.63 0.28 1.13 0.18 0.15 0.92 0.61 

p 0.52 0.76 0.67 0.24 0.18 0.43 0.60 0.29 0.68 0.70 0.34 0.44 

Figures in the first two rows report mean values with standard deviations in brackets. 
* No statistic generated 

Table 8.5: Univariate Anal~ses of the Freguenc~ Scores for Rater 2 

The only univariate effect of p<0.01 was that of c1 0 for Rater 1. However, a comparison of the 

means shows an effect contrary to the directional hypothesis that truthful statements will show a 

greater frequency of criteria than fabricated ones. 

These results tend to confirm the null hypothesis for Hypothesis 1 . This conclusion may be 

qualified by taking in consideration the poor inter-rater reliability, but nonetheless little support 

has been provided that demonstrates a higher presence of CBCA criteria in truthful statements 

within this scenario. A fuller examination of why this might be the case is provided in section 

8.5. 

8.4.3 Deletions 

Deletion data was examined for twenty-four of the participants (one participant accidentally 

selected not to have their data saved). A two-tailed matched pairs t-test revealed no significant 

differences in Ratio b:total (t = -0.425, df = 23, p = 0.675), Ratio bstring:total (t = -0.085, df = 23, p = 
0.933), or average backspace string length (t = -0.405, df = 23, p = 0.690) between truthful and 

fabricated accounts across the sample. Similarly, the one-tailed prediction that deceivers would 

exhibit greater deletion behaviour failed to reach significant levels (Hypothesis 3). The individual 

deletion statistics are given in Appendix IV. 

An examination of the contents of deleted fragments also revealed no significant qualitative 

difference between truthful and fabricated accounts, failing to support Hypothesis 4. 

8.5 Summary and Discussion 

This study has rejected four alternative hypotheses regarding the behaviours of truth-tellers and 

deceivers within CMC. lt was found that SVA in its current form was unable to distinguish 

between truthful and deceptive statements generated through a computer-mediated ECI. lt is 

important to explore why the scenario failed to reject each of the null hypotheses and this is the 

purpose of this discussion. As with the previous studies reported within this thesis, a more 

thorough evaluation of the modus operandi of the research will be deferred until Chapter 9. 
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Hypothesis 1 and 2 required the use of CBCA to rate the transcripts for veracity. The CBCA 

used three different types of dependant variable in order to score the criteria; subjective total 

scores, frequency, and criteria presence scores. Two striking features of the data was the very 

low level of inter-rater reliability coupled with the low discriminatory power of each of these 

dependants. These two features are naturally related. The low-level of inter-rater reliability may 

reflect ambiguity in how the raters interpreted features of the transcript. This difficulty may have 

resulted in a sufficient amount of noise that interfered with the discriminatory effects of veracity. 

From this it may be surmised that the training system currently used for raters in the face-to

face domain would need considerable adaptation in order to be effective in the CMC domain. 

An alternative explanation for the failure to reject the null hypothesis may stem from the 

structural features of the CMC interview itself. The transcripts were obtained within a fixed time 

frame and it is possible that this constraint will have stifled the transcript in such a way that 

certain criteria (primarily c2) lost their discriminatory power. 

A third explanation might stem from the tactics used by deceivers. lt was mentioned that many 

of the tactics discovered would undoubtedly lessen the effectiveness of certain CBCA criteria. 

The tactics used by deceivers is rarely explored within CBCA and SVA studies, and it would 

seem that this might be an important area for investigation if the technique is to be used with 

adults. 

it might be the case that it is too difficult to adapt SVA to CMC in this manner, although more 

research would be needed to confirm that. lt may be the case that the technique might be more 

effective if used with children. At the start of Chapter 3, Paul Ekman was quoted as suggesting 

that it is too difficult to detect lies through the verbal channel because of the ease at which a 

person can control what they say. Whilst this statement may not be justifiable in spontaneous 

face-to-face interaction, perhaps in CMC it carries an extra weight. Within CMC, the heightened 

impression management processes may enhance a deceiver's ability to employ 

countermeasures, tactics at which adults may have a considerable advantage over children. 

lt would seem as though interviewees do not alter their usage of the backspace key when they 

are fabricating as opposed to when they are telling the truth (Hypothesis 3). In this scenario, 

deletions rarely changed the content of the utterances in either the truthful or the fabricated 

statements (Hypothesis 4). One reason for this may stem from the temporal pressures of the 

online interview, such that the interviewees feel that they do not have much time to edit their 

responses and compose them mentally before writing them down. 

lt may also be the case that the textual construction of utterances in QS-CMC does not actually 

occur as frequently as was first hypothesised. In conversation, little time is spent over mentally 

revising utterances, and even though the QS-CMC environment may put the interviewees under 

more pressure to respond quickly (because the interaction has been slowed) it does not seem 

as though interviewees feel the need to 'think aloud' by using the chat-entry box. 
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The heightened cognitive effort that was expected to result in more deletions (such as spelling 

corrections) during deceit also did not occur. lt may be that this type of lie was not as difficult for 

the interviewees as might first have been assumed. 

Finally, it is important to note that the external validity of this study may be restricted. The 

scenario of using a day trip as the subject matter is in many ways different to the scenarios that 

are often used when testing CBCA. However, this study has shown that within this particular 

scenario the technique has failed to distinguish between truthful and fabricated eyewitness 

accounts. This finding highlights important limits to the robustness and range of deceptive 

phenomena that could be assessed by a CMC-based SV A. 
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This thesis set out to examine interpersonal deceit within CMC and to take a first step towards 

the development of lie-detection techniques that use the medium. To this effect, the literature 

survey in Chapters 2, 3, and 4 reviewed the work that has been conducted in the areas of 

interpersonal deceit, lie-detection, and CMC. These research fields were then synergised in 

Chapter 5, where Interpersonal Deception Theory was applied to the mediated domain and 

qualitative research revealed some of the strategic behaviours to which this theory refers. The 

experiments reported in Chapters 6, 7, and 8 tested hypotheses that cantered upon the 

application of existing lie-detection techniques to the CMC context. In Chapter 6, some 

evidence was found that non-strategic leakage clues to deceit were indeed detectable by 

examining mouse-click response times. The small effect size however limits the applicability of 

this finding. In Chapter 7, interviewing for the purposes of truth-validation was examined, and it 

was found that it was possible to conduct a non-corruptive and detailed interview using QS

CMC. In Chapter 8, the technique of Statement Validity Assessment was conducted using 

transcripts obtained through CMC. lt was found that applying the technique to the domain would 

need more adaptation that was previously thought, as the CBCA was unable to distinguish the 

truthful from the fabricated statements above the level of chance. lt was also found that the 

deletion behaviours of deceivers within this scenario matched those of truth-tellers to the extent 

that no discriminatory power (either quantitatively or qualitatively) could be unearthed. 

This chapter now procedes to evaluate the novel research described within this thesis. Each 

study is examined separately in terms of the validity, realism, and reliability criteria that are 

deemed most appropriate for each relevant methodological approach. The role that each study 

contributed towards advancing the field of CMC-oriented lie-detection and related areas will be 

discussed, and the chapter is concluded with an outlook of what future research might be 

undertaken based upon the findings from these results. 

The empirical work detailed throughout this thesis, is comprised of a variety of different 

methodologies and the evaluation frameworks used here reflect this diversity. In Chapters 6, 7 

and 8, the experimental method was employed using statistical analysis to confirm or reject 

hypotheses. The results gleaned from these studies have been assessed for reliability, internal 

validity, external validity, construct validity, mundane realism, psychological realism, and 

experimental realism (see Aronsen et al., 1999 for a description of each of these under the 

experimental paradigm). 
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In Chapter 5, a web-based variant of the questionnaire method was used for the purposes of 

attaining qualitative data. This piece of qualitative research will be assessed according to 

construct validity, content validity, and reliability. 

9.1 Interpersonal Deceit within CMC: A Survey (Chapter 5) 

The primary critique that can be leveled against the validity of the online survey relates to 

response veridicality. lt was speculated in Chapter 5 that there could have existed the 

temptation for some respondents to fabricate their account of online deception. Whilst this is a 

weakness of any method that relies upon self-reports, this study would seem to be particularly 

vulnerable because of respondent anonymity and the nature of the subject matter. Even so, this 

type of deceit would yield very little observable feedback or reward in comparison with the 

amount of effort required to fill-out the survey. Whilst response veridicality cannot be 

guaranteed, it would seem reasonable to suggest that the most of the respondents were 

answering truthfully. 

As with any method that relies upon self-reports, validity can also be affected by the ability of 

the respondent to recall their experiences. For example, it may have been difficult for some 

respondents to remember or even understand why they might have become suspicious of a 

deceit. lt is possible that the need to provide an answer to this question would then result in 

confabulation. However, in many of the accounts respondents seemed happy to keep the 

answer to this question quite broad, sometimes limiting their answer to a general feeling or 

intuition. Where the clues to deceit were provided in more detail, these were exemplified with 

specific instances of behaviour and so it would seem unlikely that the answers were being 

invented. The responses indicated that questions were interpreted correctly and that there was 

little evidence of misunderstanding. 

Whilst the responses generally exhibited a high level of content validity, extended elaborations 

were only given by a handful of respondents. Despite this, the survey did attain a broad range of 

accounts although there was a sample bias towards the 'victims' rather than the 'perpetrators' of 

deceit. 

Within the context of an interview or an open-ended questionnaire of this kind, reliability refers 

to whether the respondent would provide the same information if asked within another time or 

setting. There was no longitudinal element to this study, partially because the anonymity of the 

scenario would have made this difficult. However, the web-based setting allowed the 

respondents to fill-out the survey in their own time, which may have alleviated some of the 

pressure to complete quickly. 

9.2 RT Measures to Assess Guilty-Knowledge (Chapter 6) 

The Guilty-Knowledge test attained a strong degree of internal validity. There did not appear to 

be any other systematic variance that could have resulted in the cause-effect relationship that 
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was observed between Guilt and ATs. The same experimenter was used for every participant, 

using the same scenario, and the same replayed transcript. There was a slight variation in how 

the mock-crime was realised by each participant but no systematic difference was found. Any 

individual differences in reflex-time were compensated for by the repeated-measures 

manipulation of the study. The order in which participants took the two tests was 

counterbalanced between participants. A two-tailed t-test revealed no significant main effects for 

order or gender across the guilty probe, guilty irrelevant and pooled innocent irrelevant items for 

both ATs and Accuracy (see Table 9.1 ). 

Gender Order 

AT Accuracy AT Accuracy 

Guilty Probe t=2.437, p=0.21 t=-1.135, p=0.266 t=0.675, p=0.505 t=-0.928, p=0.361 

Guilty Irrelevant t=1.931, p=0.064 t=0.414, p=0.682 t=0.084, p=0.933 t=-0.678, p=0.503 

Innocent Irrelevant t=1.039, p=0.308 t=-0.667, p=0.510 t=-0.714, p=0.481 t=1.577, p=0.126 

a = 0.05, df = 28. 

Table 9.1: Ordering and Gender Effects 

The primary threat to internal validity came from an error in the experimental protocol. Ideally, 

the stimuli set used for the guilty condition and the set used for the innocent condition would 

have been swapped over for half of the participants. This would have allowed a test to see if 

any between-subject effects resulted from the use of a particular stimuli set. An error in the 

protocol meant that the same set was always used for the guilty and innocent tests (and 

subsequently the mock crime). Nonetheless, care was taken in the production of the two sets of 

stimuli, and it is difficult to see any relevant difference between the two sets that might have 

resulted in a systematic difference. 

The primary threat to the external validity of this study might result from the use of 

undergraduate students. Much faster response-times were attained in this study than in the 

studies by Farwell and Donchin (1991) and Seymour et al. (2000). lt was suggested in Chapter 

6, that this difference could have been a result of the apparatus, but it is also possible that the 

above-average skills of the participants will have resulted in quicker ATs. This overall effect may 

have reduced the difference in ATs between guilty probe and irrelevant items. lt is possible that 

the skill of the participant is a factor that can either enhance or diminish the main AT effect of 

Guilt. Another lesser concern is that the scenario did not involve a punishment or reward 

element for successful deceit. However, as the guilty-knowledge paradigm does not 

theoretically depend upon such a device, this limitation was deemed acceptable. 

Care was taken with the construction of the stimulus set (the independent variable) so that no 

systematic differences would result across the different stimuli categories. This enhanced 

construct validity by ensuring that the irrelevant items were actually irrelevant. For each probe 

item of a particular 'type' there were four other irrelevant items of a similar type. This reduced 
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the salience of the probe items against the irrelevant items. Selection of irrelevant stimuli is a 

recognised challenge of the Guilty-Knowledge test (Ben-Shakhar and Elaad, 2002), and it can 

be difficult to select irrelevant items that have no personal relevance to the participant but are 

still similar to the crime items. lt was believed that the between-measures manipulation of the 

study compensated for any individual differences in the perceived salience of irrelevant items. 

The protocol attained a high degree of experimental realism. The mock crime had to be 

performed under pressure and required participant interaction rather than mere observation. 

The participants indicated in post hoc interviews that they found the mock crime to be involving 

and that they believed in the experimental deception. The test itself required a high level of 

concentration and this was reflected in the high accuracy levels reported in the results. 

lt is likely that the task being undertaken during the mock crime would have had low mundane 

realism for the participants. This would have been mediated to some degree if the participants 

were familiar with chat room systems. Nonetheless, it cannot be assumed what degree of 

experience the participants may have had with chat room deception, and the test itself was a 

highly artificial scenario. However, as a controlled lie-detection technique in many ways 

depends upon the scenario being highly controlled and artificial, the low mundane realism 

attained by the study was not a concern over-and-above the sample biases already addressed 

under external validity. 

The key psychological realism issue concerned the degree to which the main effect for Guilt 

was in fact related to the elicitation of the orienting reflex. As no event-related potentials were 

recorded within this study, no conclusions can be made as to the effectiveness of eliciting this 

response. However, a main latency effect was found and so it is evident that some sort of 

recognition reflex must have caused the inhibition of motor control. The most likely candidate for 

this would seem to be the OR. 

The false-negative rate attained by this study gives some indication of the reliability of the 

latency effect phenomena. Despite showing significant discriminatory power for 76.7% of guilty 

suspects, it must also be remembered that six of the participants showed no significant latency 

effects, and one participant actually showed quicker guilty probe RTs. A closer scrutiny of the 

data for this participant failed to reveal any characteristics that could account for this. 

Considering the level of control employed throughout the study, the reasons for the low 

discriminatory power for these participants is most likely to be attributed to countermeasures. 

Despite the finding by Seymour et al. (2000) that countermeasures did not seem to work, it must 

be remembered that these investigators also found longer latency effects. lt could be possible 

that shorter overall response times result in lower discriminatory power and the higher potency 

of countermeasures within this version of the technique. Whether or not this is actually the case 

remains a question for further investigation. 
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9.3 A CMCoBased SVA (Chapters 1 and 8) 

lt is important to draw the distinction between an evaluation of the effectiveness of CMC-based 

SVA and the evaluation of the two studies that have sought to determine that effectiveness. The 

latter of these two questions will be addressed within this section 1. 

With respect to construct validity, it is possible to identify two main types of construct, the 

independent (ground truth of the transcripts) and the dependant (the CBCA scores and deletion 

metrics). As with the study reported in Chapter 5, there is no real way of ensuring that the 

participants were in fact lying when they were told to do so. lt was hoped that the absence of 

any tangible reward for deceit would deter this form of malicious action. More pertinently, the 

use of countermeasures by the participant may have blurred a division between truthful and 

deceptive transcripts in a way that confounds CBCA. However, this is not a fault of the 

experimental scenario insomuch as it is a very pertinent issue relating to the external validity of 

the technique. 

The main issue of external validity relates to the extent to which the results detailed in Chapters 

7 and 8 can be generalised to interviews conducted by other interviewers, possibly using 

different methodologies or technologies. The results are likely to be restricted to three key 

features of the domain. The participants were university-educated adults, the interviews were 

carried out using QS-CMC, and the enhanced cognitive interview formed the basis of the 

methodology. lt is plausible that an alteration to any one of these features may enhance the 

discriminatory power of the dependants. 

Internal validity was ensured by allowing the participants to choose the order in which they told 

either the truthful or the fabricated story. This reduced the possibility of interviewer effects that 

would favour one type of statement over another. The within-subject manipulation ensured that 

the sample from which the fabricated statements were generated was identical to that of the 

truthful statements. 

With regard to psychological realism, the most salient concerns surrounded countermeasures 

(mentioned previously) and the relationship between the cognitive load and the deceptive 

scenario. The hypotheses that related to deletion behaviours were founded upon the 

assumption that the performance of deceit would result in an increase in cognitive load. 

Cognitive load was not measured independently in this study (as is rarely the case in lie

detection experiments) and so it is difficult to assess whether the participants were finding the 

fabricating task more difficult than telling the truth. lt could even be suggested that fabrication 

would require less effort within this scenario than remembering a day trip from a time in the 

past. As with the guilty-knowledge test attempted in Chapter 6, there was no fear of punishment 

to the deceiver within this scenario. Whilst the inchoate theoretical grounding of CBCA makes it 

difficult to evaluate what effect this detection apprehension would have on CBCA scores, it 

1 The former question was covered in the discussion sections of Chapters 7 and 8. 
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nonetheless represents a valid distinction between experimental scenarios such as this one, 

and the empirical roots of SV A. 

Two questions can be posed that relate to mundane realism; to what extent does the CMC

based investigative scenario match that of real life interrogations, and to what extent does the 

adapted ECI engage the participant in a manner that resembles typical CMC discourse. The 

first question bears little relevance within this evaluation because the technique being proposed 

by the study is intended to be novel. For the second question, it was shown by the pilot study in 

Chapter 7 that the style of discourse departed substantially from that of natural CMC 

collocution. More specifically, the turn-taking system exhibits a more formalised orientation and 

it is rare that a CMC user would find themselves being asked to provide a free narrative. 

Therefore, there may exist the possibility that it is inappropriate to generalise the findings from 

other types of CMC discourse to the ECI scenario. 

The interviewees in both the pilot and main SVA study seemed to be engaged in the task. The 

post-hoc interviews with the participants used in the SVA study, alongside the 'perceived 

duration' estimates obtained in the pilot would suggest that the participants exhibited a 

comparable degree of immersion in the activity as is typical in other forms of QS-CMC 

discourse. In this manner, it would seem as though the studies achieved a high level of 

experimental realism. 

The poor inter-rater reliability results were already discussed in Chapter 8, and this highlights 

the need for a training programme to be developed that attempts to more carefully fashion the 

CBCA technique to the CMC domain. The reliability of the deletion data was high and the 

participants rarely deviated from a certain level of deletion behaviour, regardless of the nature of 

the story that they were telling. lt remains a problem for future research to ascertain to what 

extent this artifact of behaviour is indicative of the interactive mode (i.e. an enhanced cognitive 

mode) rather than the level of veracity involved. 

9.4 Revisiting the Research Questions 

In Chapter 1, two broad research aims were presented. The research presented within this 

thesis has met the objectives that realise these aims. These are now discussed in turn. 

How do deceivers perform their interpersonal deception strategies whilst 

communicating through computer-based quasi-synchronous conversation? 

In Chapter 5, the role of context interactivity in IDT was revised and a theoretical application of 

Interpersonal Deception Theory to the realm of CMC was presented. Qualitative research was 

also undertaken that described a set of different categories of online deceit and revealed the 

importance of stereotyping in driving suspicion. 

The modest latency effects revealed by the Guilty-Knowledge test and the findings concerning 

the diagnostic power of deletion behaviours, temper the hypothesis that there are any significant 

non-strategic deceptive displays that promulgate within the CMC medium. lt seems reasonable 
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to propose that there is a dearth of non-strategic information revealed through CMC and that 

future research should be conducted under this assumption. This proposal is strengthened by 

the findings of SIP and the observations made in Chapter 7 regarding interpersonal reciprocity. 

If collocutors are working to orient to one another's behaviour and to attain relational 

information, then this would militate the superordinate effect of interpersonal reciprocity (posited 

by IDT) and subsequently lessen the significance of non-strategic displays. 

However, it might also be proposed that collocutors will use verbal cues (stereotypical or 

otherwise) instead of nonverbal cues to detect non-strategic behaviour. Again, this might occur 

because collocutors are driven by relational goals and are trying to seek out social information. 

The findings of SIP would suggest that over time collocutors would become more adept at using 

these cues, thus increasing the availability of this type of non-strategic information. This is 

interesting because IDT suggests that the role of non-strategic cues will lessen over time, but if 

collocutors are utilising verbal cues instead then the opposite might be true. 

The victims of deceit surveyed in Chapter 5 revealed that their suspicions were largely based 

upon the observation of deviations from stereotypical behaviour by the sender. Whilst such 

strategies have been reported within the face-to-face domain, it is suggested here that within 

CMC, receivers have a greater dependency on these social schemas due to the absence of any 

other non-strategic information. When the findings of the SIDE model are considered, then the 

interrelationship between the receiver and a sender within a deceptive episode can become 

quite complex. Essentially there are at least four main dimensions to this relationship; group 

membership (ingroup or outgroup), identity salience, context interactivity (see the discussion in 

Chapter 5), and role (sender or receiver). For example, where individual identity is made salient, 

and the sender is from an outgroup, then an ingroup receiver becomes predisposed to a greater 

level of suspicion because: 

1. SIDE predicts that the receiver will orient to behaviour that is more personally

relevant. 

2. This will increase the receiver's perception of the sender as belonging to an 

outgroup, resulting in a stereotypical impression. 

3. As the sender is also orienting to personally relevant behaviour then they are 

likely to deviate from stereotypes held by the receiver. 

4. This will then result in greater suspicion by the receiver as the sender's 

behaviour deviates from expected norms. 

Contrastingly, suspicion is likely to be considerably lower when both the sender and receiver 

are from the ingroup and group identity is made salient. The orientation to group stereotypes 

within CMC will then act to mediate the utility of a receiver's primary cue to suspicion (that of 

atypical behaviour). This could mean that children could be more at risk from paedophiles 

engaging in ontological deceit in chat rooms where group salience is high (such as a fan

oriented site), where paedophiles engaging in deceit (based upon stereotypical notions of 
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childlike behaviour) are perceived as being less suspicious by the other users. Fortunately, a 

moderator (another receiver) would not be as prone to these effects as they would exist outside 

of the ingroup and are likely to have an enhanced level of context interactivity. The complex 

relationship between these four dimensions needs further analysis to establish to whether these 

factors operate subordinate or superordinate to the interpersonal reciprocity dimensions 

mentioned earlier. 

The second research question posed in this thesis referred to the development of a potential 

CMC lie-detection technique. 

Is it possible to create a lie-detection technique that can distinguish 

deceptive behaviour reliably from the behaviour of truth-tellers in a 

controlled CMC-based setting? 

A guilty-knowledge test was successfully conducted using a standard PC. However, the effect 

size attained in this experiment suggested that detecting deceit at this level might be too 

vulnerable to countermeasures. The examination of another non-strategic behaviour, deletion 

behaviours also did not provide a very promising route to lie-detection. 

A modified SVA procedure was unable to discriminate between truthful and fabricated account 

using verbal clues. lt was found that participants were able to use some countermeasures that 

would affect the CBCA scores (although only affecting three of the criteria at most). A SVA 

procedure, driven through CMC might require a more substantial adaptation than was initially 

thought. lt is suggested that the reliability and validity of SVA might be improved by: 

1 . Promoting a less structured form of expression through CMC. 

2. Refining the content analysis techniques to the peculiarities of CMC. 

3. Augmenting the technique by using nonverbal information that is not passed 

through the computer interface. 

The CMC-based investigative interviews detailed in Chapters 7 and 8 seemed to be quite 

successful. Now, more research needs to be undertaken to increase the external validity of the 

technique, using forensic-style scenarios and a wider variety of interviewers and participants. 

Ways need to be found to promote a little more freedom from form. lt has been suggested that 

the use of props (in child abuse cases) can be corruptive and maybe this is the case for 

computer-assisted props. However, with adults this might not always be the case, and to a 

limited extent technological props may provide a free-form means of expression that can 

complement the form of the CMC structured interview. lt is suggested here that the CMC-based 

investigative interview enhances the reliability and validity of statements obtained for use with 

SV A because it removes many of the interviewer effects that can impede their elicitation. lt also 

helps to add more control to the procedure with subsequently helps to standardise the CBCA 

technique by more carefully constraining the scope of phenomena used under the analysis. 

170 



Chapter 9: Evaluation 

1 . The dislocation and occlusion of nonverbal cues within CMC requires that 

interviewees have to adapt to the medium, orienting to a more formal style of 

discourse. This can remove the elements of spontaneity that are critical to the 

successful investigative interview. 

2. This may be helped by augmenting the technique with different means of 

communicating and expressing ideas online. Such as through the use of virtual 

whiteboards, or three-dimensional models of the crime scene. 

The key point behind any of the devices that are developed is that they enhance 

expressiveness without imposing a structure on the narrative that could lead to confabulation. 

The studies in Chapters 6 and 8 examined the potential for using promulgated nonstrategic 

cues for lie-detection. The results in these scenarios suggest that such techniques might be 

vulnerable to countermeasures. However, within a controlled setting, the investigator is not 

bound to only measuring those behaviours that can be recorded through the CMC system. lt 

has been suggested that the use of nonverbal cues can compliment a procedure such as SV A. 

However, according to IDT the process of interpersonal reciprocity would seem to eschew many 

of the nonverbal leakage cues to deceit. lt is suggested that: 

3. Nonverbal clues to behaviours that correlate with deceit are likely to have a 

higher discriminatory power when using CMC than using face-to-face because: 

a. The occlusion of the collocutor lessens the superordinate effects of 

nonverbal reciprocity posited by IDT. 

b. The eyewitness' attention will be focused on their task and away from 

their nonverbal impression management. 

Because CMC communication occludes nonverbal behaviour, the superordinate effect of 

nonverbal reciprocity loses its power. As the eyewitness becomes less concerned about their 

nonverbal impression management, heightened by their absorption into the task at hand. This 

might increase the degree to which they exhibit nonverbal leakage cues through the face and 

other parts of the body. This information can be analysed in coordination with the interviewers 

questions in order to discover any behaviours that correlate with deceit. 

The answers to the research questions posed within this thesis, suggest new directions for 

future research. These will now be discussed in the next section. 

9.5 Future Research 

Two broad investigative questions guided the research that was presented in this thesis. The 

first of these examined the realm of online deceit and the second aimed to see whether CMC 

could be used as a lie-detection tool. In this section, the knowledge attained through this 

research is used to suggest directions in which these questions can continue to be investigated. 

Qualitative research needs to examine two of the most prominent and damaging types of online 

deceit that were revealed in Chapter 5 (Ontological and Affective). A variation of the Undeutsch 
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hypothesis may be posed for these two different forms of deceit, that qualitative differences 

exist between truthful and fabricated performances of self or state of affection. Such differences 

could be investigated in two ways possibly with the goal of creating a set of criteria similar to 

that of CBCA or RM. Research might be conducted within a quasi-experimental field setting 

using discursive techniques or by using in-depth interviews. 

The former of these two approaches might be conducted using a social pragmatist approach to 

discourse analysis (Turnbull, 2003). This recently constructed approach adopts the best 

traditions of discursive psychology, conversation analysis, and quasi-experimental research to 

discover conversational performances that are recurrent within certain types of behavioural 

display (such as deception). An experimental scenario may be construed where dyads are 

comprised of a deceiver and a receiver and the transcripts analysed to identify any techniques 

that are used by ontological deceivers through the CMC medium. 

In-depth interviews could be conducted face-to-face, but a respondent may feel inhibited due to 

the identifiability of the setting (especially if they are the 'deceiver'). Online interviews would 

seem to offer such a solution, whereby the respondent could be invited to use an anonymous 

email address or bulletin board system to interact with the investigator. However, the process of 

anonymising the interview can be paradoxical. Anonymous interaction may act to distance the 

interviewer and interviewee at the early stages of interaction, and this would weaken the 

relationship and act to lessen any interpersonal benefit that the interviewee would glean from 

the exchange. Conversely, anonymous communication may eventually lead to more frank and 

open discourse (under certain conditions). Whereas the discursive approach may be able to 

describe how ontological and affective episodes are performed, interviews may link these 

behaviours to the underlying motives and tactics that drive them. 

The research detailed within this thesis has demonstrated that a SVA procedure, driven through 

CMC might require a more substantial adaptation than was initially thought. lt is suggested that 

the reliability and validity of online SVA might be improved by adapting CBCA in light of what 

conclusions would be found from the aforementioned research. In addition, it is probably better 

to focus the efforts of a CMC based SVA back towards the testimonies of children as adults are 

more adept at using countermeasures that confound CBCA. 

9.6 Conc~usion 

This thesis has taken the first step towards the development of naturalistic and controlled CMC 

lie-detection techniques. The research detailed within the last four chapters has initiated an 

investigation that could eventually lead to the development of detection tools for a variety of 

deceptive phenomena. Such phenomena could relate to the activities of paedophiles, corporate 

deception, and the betrayal of intimacy. From the perspective of controlled lie-detection, it has 

been shown that the CMC-based investigative interview could have the potential to be a very 

effective means of eliciting testimony from children or taciturn witnesses. This could increase 

the validity of testimony that might have otherwise been discounted due to potential interviewer 
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effects. lt has also been shown that the development of verbal detection methods has yet to 

reach maturity, but that the stereotypic behaviours of deception through CMC do not preclude 

the development of such techniques. 

lt is important that research conducted along these lines consider two central questions 

pertaining to how lie-detection might be used in practice. Firstly, it is important to consider the 

likelihood that CMC-based lie-detection techniques will only ever attain high levels of accuracy 

gradually, whereby techniques are continuously refined and the deceptive context is understood 

in greater depth. This implies that for a time, society will have access to lie-detection systems 

that have accuracy levels that are only moderately successful (say between 70 and 80 percent). 

The question needs to be asked as to the circumstances under which these techniques should 

be employed (if at all) and to what extent the results should be contextualised. This question is 

related to another pertinent issue that even if we did have access to a lie detector that was 

highly accurate when should this actually be used. As Sissela Bok (1999) has made clear, not 

all lies are negative, and in fact, many are a very important part of social life. 

To illustrate these issues it is worth exploring the case of online paedophilic deception. Let us 

assume a technique was available that could detect older men masquerading as young girls or 

boys within a public chat forum. Here it is important to separate two key components of 

investigation, the lie-detection tools that indicate deception, and how that deception is 

interpreted and followed up. lt is imperative that the constraints of the former guide the latter. If 

the lie-detection tool has an accuracy rate of only 75%, then the investigators must be aware 

that ontological lying in itself is not a criminal activity, and that an over reliance on the tool may 

divert their attention away from the other 25% of cases. Similarly, even if a tool were 100% 

accurate, the investigators would need to determine how best to use that tool. lt needs to be 

established to what extent 'non-active' paedophiles that utilise CMC deceit, have become 

'active' as a result of the relative safety of the medium, acting as a stepping stone to criminal 

activity. If this is the case, then the existence of a highly accurate lie-detection technique should 

be heavily publicised, ensuring that the medium is made inhospitable to paedophilic uses. If, 

however, these paedophiles are simply using the online medium as a bridge to a real world 

activity they would have engaged in anyway, then the police must be careful not to render their 

best means of paedophile detection as useless because perpetrators have simply moved their 

activities elsewhere. 

In online intimate relationships, the benefits of lie-detection are also ambiguous. William Slake 

wrote in his poem, Auguries of Innocence that, "a truth that's told with bad intent beats all the 

lies you can invent". Never is this more the case than in intimate relationships. Relationships in 

our society involve the gradual build up of trust and disclosure. The enforced levels of veracity 

that online lie-detection could bring into the early stages of a relationship may impose a culture 

to which people are unaccustomed. 

As of yet, lie-detection techniques have yet to achieve levels of accuracy and reliability that 

warrant their use in all but the most advisory of settings. This might actually be a fortunate 
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occurrence, as in many ways the development of these tools should be a subordinate goal to 

developing our understanding of the intricacies of truth, lies, and deceit in everyday life. People 

rarely 'just lie' but mix lies of commission and omission with believed truths and self-delusions. 

Until such processes are more fully understood, both psychologically and morally, the tool of 

accurate lie detection, even if it were available, should probably not be used. 
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Appendix I 

Addendum for Chapter 5 

The questionnaire described in Chapter 5 was constructed as a website. In this Appendix, the 

questions and instructions posted on the website have been reproduced. The website was 

comprised of five main pages that could be navigated through a menu on the left hand side. 

These pages consisted of an introduction (Figure 1-iii), an instruction page (Figure 1-iv), the 

questionnaire itself (Figure 1-v), an exit page (Figure 1-vii), and a page introducing the 

investigator (Figure 1-vi). The instructions and questions that were contained in the 

questionnaire have been reproduced in Figure 1-i and Figure 1-ii. Section 4 of the questionnaire 

was not used in the analysis and so has not been reproduced here. 

The Questionnaire 

This Questionnaire has been split up into four sections. You may leave out a section if you wish, but please try to answer all of 
the questions in each section that you do choose to complete. 

This questionnaire has been designed to investigate the ways in which people intentionally withhold the truth from one another 
when speaking in chat rooms. The questionnaire is anonymous and you are asked to not include any information that may be 
personally identifying (to you or others) in any way. If you do include any such information by accident, then this will be 
isolated and stripped out after you have submitted the questionnaire. 

Most importantly thank you for your help! 

Section 1: Please complete this section if you wish to include some basic demographic details 

01. Could you please tell me your age? 12 years or under 

02. What gender are you? Male 
Female 
Unspecified 

13-17 years 
18+ years 
Unspecified 

03. Roughly how much time do you spend using chat rooms per week? 

(Optional) Please enter your nationality. 

Up to 1 hour 
1-5 hours 
5+ hours 

Figure 1-i: Questions and Instructions Used in the Analysis (Section 1 ). 

175 



Appendix 1: Addendum for Chapter 5 

Section 2: Please complete this section if you can remember a time when you thought that a person you were talking to in a 
chat room was intentionally trying to deceive you. Try to include as much information as you can for each question. Please 
read through all the different parts of the question before you answer. Thanks! 

Q4. What was the other person trying to deceive you about? 

QS. How did they try to accomplish this? 

Q6. Was there anything they said that made you suspicious, and if so what was it? 

Q7. Was there anything else that made you suspicious? 

Q8. What sort of impact would you say this deceit had on you? 

Q9. Please describe the kind of chat room that you were in at the time. 

QIO. Is this a chat room that you visit often, and if so how often? 

Q 11. Are there any other details about this experience that you would like to add? If so please use the space below. 

Thanks for completing this section! If you want to you can now have a look at sections 3 and 4. If not, you can submit the 
questionnaire by clicking on the "Submit" button at the bottom of the page. 

Section 3: Please complete this section if you can recollect a time when you have intentionally tried to deceive someone in a 
chat room. Try to include as much information as you can for each question. Please read through all the different parts of 
the question before you answer. Thanks! 

Ql2. What were you trying to be deceptive about? 

Ql3. Did you use any techniques to try and make yourself sound more convincing? If so, what were they? 

Ql4. Was anyone suspicious of you? 

Q 14a. If somebody was suspicious, how did you know that they were suspicious? 

Ql4b. If somebody was suspicious, how did you react? 

QIS. Did anyone "catch you out"? 

Ql5a. If they did, what do you think gave you away? 

Ql6. Are there any other comments about this experience that you would like to add? If so please use the space below. 

Thanks for completing section 3. If you want to, you can now complete section 4, but if not then you can submit the 
questionnaire by clicking on the "Submit" button at the bottom of the page. 

Figure 1- ii: Questions and Instructions Used in the Analysis (Sections 2 and 3). 
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Deception on the 
Internet 

A Survey 

Figure 1-iii: The Introduction Page 

Hello! Thank you for IIIS!bng my onbne quesbo=e 
The purpose ofth!s survey" to find out about your 
experiences of decepbon Wtthin Internet chatrooms 
Imtructions have been provided on the next page. (You 
can also navigm through the site V!a the buttons on the 
left). 

Thank you for your parbcrpab.on l If you bave any more 
quenes about the survey please contact me by emaU _ 

On to lh•lruinlctionsl 

Instructions 
TIU.< >'UY<)" tS being <oncluctccl , a> p:ut of a bo<ly of PhD •••e:udJ, m mtlc1 to fuul out 
~!>out yom cxpeneuccs of dcccpbou m Iutemet chab oom<. When I 1 etc1 to "chab·ooms", I 
a<I\Jally mc:u1 any fonu of chat facility ot instant message scnicc (IC'Q fo1 example) , uut 
uot cwail The SIUYey is completely auou)lUOns ami you rue athi~ed uot to iudude auy 
pcrsoonll)·•dcnhl)lll{!; mfonnnbou (nbout yourselt or otlws) m yo1u- noswer, . Any 
personal iufonnatiou, (fo1 e:trunplc names 01 pscudon)llts) '"ill be shl)lped out (sec 
bottom of page). 

Plc••• uote that infonnatiou in d1e qnestioUJiaJre i.< <ent unen<J~1ltcrl TIU.< me:m' thot 11 
m•y be poss.ble for ou cxpe11cuced h~cker to "catd•" dais data ou route Please consider 
this fact when complchug the <JiltStiounairc and do be <:u·cfulnot to iuclnde any 
>clcutil)lllg mfonuation 

The questions ou the follo\\iug page arc deliberately opeu ended. Primanly I am mtt~cstcd 
m your experiences as told 111 yotu· own WOJ ds, so feel f:. ec to write as much 01 as little as 
you hke! You do not lmn to complete all of the scchoJL< 

Most uuportnntly, d1nuk you for your tune nud prullc1pnbon! 

• There i.5 one ezctption whereby co:ofi.dmtielity cmnot be msured. Tlus is whro m illegal pre.ctice hu been disclosed 
thal refeu to idnlt.iliabie sowcts. Naturally in such ci:rcumriancu, I uttlagdy bound to pus the m.eller onlo the 
wthonhts 

Figure 1- iv: The Instruction Page 
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The Questionnaire 

Tlus Questiollll:UJ'e l12s be eo spht up into fo•u sectious You may le aYe out a section tf you wtsh. but plea~• by to 
ausweo all of Ute quesbotL~ iu each section that you do choose to complete 

Tlus questiotwau e llas been designed to wnsltgate the way> in wlucb people intentionally \\llhhold the t1111h fi om one 
auothet wheu speaking in chat rooms. The qucsliollllau~c IS auouymous and you aoc asked to uot mch1de auy 
ulfonuabou that may be pco sou.~- odeultf}ul!: (to you 01 othco sI n1 any way U you do wdude any such mfonualtoo by 
accodeot. then tlu< v;tll be 1<olaterl aurl <lnpperl out afteo you ha,·e <ubnutted the que<bmuuue 

!llost UlljlOttautly thauk you fot your help! 

S...-ciou 1 : Please cowplete dus sutlou tf you \~uh to inchule some basic derno""at•luc tletads 

Ql Could vou pl••n teD me ,-ow 
iiiJf'') 

Q2 . \\lhat :endtr :u-. yon1 

Ql Rou~- how 11\ttrh rime do you 
J"Pf'lld uriu.a chat rooms p•r w••k? 

(Opnoool) He as• ont.,- )'llttr 

ualiouAhty 

Figure 1-v: The Questionnaire Page 

!unspecified :::J 
I Unspecified :±J 
!unspecified :::J 

About the Investigator 

Figure 1-vi: The About Page 

Hi there! My name is Sunon Pla<:lu, a Ph.D research student at the 
Universlly oflAlrbam (UK). My research mlerests concern the social aspects 
of human interaction over the Internet. More specifically, I am Ullerested in 
decepbon 

People have nw•y different VIewpoints, attitudes and experience• concerning 
decepnon withm Internet chslrOO!DS rm Ullerested m Whal.)<>U thlnk, perhaps 
you SUDPIY have ao opu:uoo on the subject, or maybe you have a story to teU. 

The results gathered from !Ius survey Will fonn a part of my doctoral TheSIS, 
wbich I intend to complete sometime next year. Most importantly, thank you 
for talung part If you have any further quenes about the st>Jdy then I can be 
contacted at s 1 placlu@dudlam ac uk 

On w tlre Qsustionnaitv 
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Thank You! 

Th~uks lor wmplelln# the queslio1U1aire! I ban proYided a few links below that I hope you'lllin<l interestmg lyon <an 
ae<ess this page directly from the FRL abo,·e. witlaout needing to recomplete the questionnaire). 

Regnnls 

Simon Pl~<ks 

Figure 1-vii: The Exit Page 

Acbve Wodds 

The Vu-rual Community 

The Open Dtary 

The WeD 

The MUD Connector 

The Psychology of 
CybeJspace 

TI1e _,o_pp 

A chat-based community that exists in a fully navigatable 3D 
world 

Howard Rheingold's excellent onbne book about Internet 
Communities 

A sire that allows people to write public diaries 

One of the most well known online communities 

A Resource site for MUD enthusiasts 

John Sulcr's extensive online book on the psychological aspects 
oflnlemet Communities 

The Amenciiil Polygraph Association 
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Appendix 11 

Addendum for Chapter 6 

The set of stimulus word pairs used for the Guilty-knowledge Test have been provided in Table 

11-i. The information sheets given to the participants have been provided in Figures 1-i, 1-ii, 1-iii, 

and 1-iv. Screenshots of the software used in this study have been provided in Figures 1-v (the 

distracter task), 1-vi (the testing software), 1-vii (the training software), and 1-viii (the chat 

software). A sample of the replayed transcript has been provided in Figure 1-ix and the 

instructions given to the five volunteers who participated in the block-puzzle exercise has been 

given in Figure 1-x. 

Doug_Wolf James_Cow 

Mark_Deer Rich_Horse 

Bob 

Rook_12 Pawn_17 iAce_11 Jack_15 Queen_19 
I 

Bishop_13 ! Joker_12 

Queen_22 King_20 

10 

Card Puzzle Picture Puzzle ;crossword Puzzle Logic Puzzle Jigsaw Puzzle 

Domino Puzzle Word Puzzle 

Number Puzzle Coin Puzzle 

Marble Puzzle 

Kath_Sun Kate_Comet :Beck_Mars Rose_Earth Jean_ Saturn 

June_Meteor Pat_ Venus 

Anne_Pianet Ruth_Mercury 

Blue Square Green Triangle ;Red Cube Green Sphere Blue Tube 

Pink Line Pink Pyramid 

Yellow Spiral Yellow Coil 

Oval Cone 

roken Mouse Broken Keys Broken Screen Broken Button Broken Switch Broken Knob 

Broken Disk Broken Handle 

Broken Memory Broken Plug 

Broken Port 

Table 11-i: Stimulus Word-Pairs used for the Guilty-Knowledge Test. 
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Participa8'1lt lnformaticm Sheet 

(You will be given 5 minutes to peruse this sheet) 

1. Learning Task 

You are now asked to learn the details of the chat room disturbance that you are to commit. The training 

software will allow you to do this. The main details that need to be learnt are: 

1. The username that you will be known by 

2. The password that you will use to log yourself into the system 

3. The precise means by which you will disrupt the conversation 

The participants have each been given one piece of a 3-dlmenslonal BLOCK PUZZLE. Their aim Is to solve 

the puzzle verbally, using only the chat room program to communicate. 

You will be using the username GREG_CAT. 

Your password will be CASTLE_14. 

You will tell the others that your piece of the puzzle forms a GREEN CROSS made up of 5 

cubes (the solution to the puzzle has no such piece!). 

You will then act to disrupt the conversation further by disturbing one of the other 

members, alias JANE_STAR. You will tell Jane_Star at least 6 times, that you do not 

understand what she is saying. You might go about this by using some of the following 

sentences: 

"JANE_STAR, I don't understand how you came to that" 

"JANE_STAR, I still don't get what your saying" 

"JANE_STAR, what you're saying is not at all clear to me" 

You should Ignore her responses and space out your questions In 30-second Intervals 

Remember, your aim Is to be as convincing as possible. You should try not to annoy the other members, or 

make them suspicious In such a way that they end up ignoring you. 

Finally, after 5 minutes have elapsed, you are to type the word BROKEN MOUSE repeatedly, about 10 or more 

times, to disrupt the general flow of conversation (they should be nearing the end of their task at this point). 

After 6 minutes have elapsed you should logout by clicking on the "Exit Chat" button. 

Now the computer will test you (3 times over) on the above Information. 

After this has ended, you will not be reminded of the Information, so you must make an effort to learn the 

details provided by the software. 

Figure 11-i: Participant Information Sheet (Part 1 ). 
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2. The DistlUirbance 

Now you will begin the disturbance. The software in front of you shows the gateway to the 

chat program. There is a single button in the centre of the page; the button is labelled "Enter 

Chat Room". 

In a moment you will be asked to click on the button (at this point the chat room will be 

revealed). The chat program is very similar to ones that you may have used in the past. The 

main frame shows the chat "history" of all the posted messages. Underneath, is the chat 

entry box where you can type your own messages. Messages can be sent to the others by 

either clicking on the send button or by hitting the ENTER key. 

Before you enter the chat room, you must LOGIN with the username and password. This 

username is added to any messages that you send to the chat room. You will be using the 

LOG IN details that you learnt earlier. 

The first thing that you must do after you click the "Enter Chat Room" button, is to login using 

the EXACT same username and password that you have learnt. You may do this by clicking 

on the button labelled "LOGIN". 

After you have logged in, the chat entry box will be enabled and you will be able to commit 

the disturbance. Remember there are 3 things that you will need to do. 

Upon completion of your task you must click on the "Exit Chat" button and meet with the 

investigator who will be waiting outside. 

If the software appears to break, or if you are unable to remember the username or 

password, then do not worry. Simply tell the investigator and the problem will be remedied. 

Now the investigator will show you a screenshot of the software that you will use and 

discuss any questions that you might have. 

Figure 11-ii: Participant Information Sheet (Part 2). 
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Participant Information Sheet 

3. The Questionnaire 

Congratulations on completing the task! Now you will be presented with a piece of software 

that controls your navigation through a 3-Dimensional 'island'. Your movement can be 

controlled with the arrow keys on the keyboard. 

The purpose of the exercise is to explore the island and locate a number of signs. There are 

five in total each placed at a specific location. For each sign, I would like you to write down 

on the answer paper exactly what is written on the sign. Additionally, I would like you to write 

down the co-ordinates where you discovered it (they can be approximate). The co-ordinates 

of where you are standing are displayed in the top left of the screen. 

Throughout the island lives a certain breed of virtual cheetah. You must avoid these 

cheetahs at all cost because if they touch you, the game is over! 

You will be given 10 minutes for this exercise. Good Luck! 

Figure 11-iii: Participant Information Sheet (Part 3). 
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Participant Information Sheet 

4. The Test 

Now you will be asked to learn some new phrases, six in total. In a moment, the computer 

will help you to remember them in a similar way to how it did at the beginning of the 

experiment. 

Following this, you will be shown a piece of software that will list about 100 items, one after 

the other, in about one-second intervals. 

If you see any of the 6 new phrases that you have learnt then you must click the LEFT 

MOUSE BUTTON 

If you DO NOT see these phrases, then you must click the RIGHT MOUSE BUTTON 

You must respond as quickly and as accurately as you can (under a second). If you spend 

longer than a second on each response, the message ''Too Slow'' will appear before the next 

item in the list. 

You will repeat this Learn- Test procedure twice with different phrases each time. 

GOOD LUCK 

You will now begin the learning procedure. 

Figure 11-iv: Participant Information Sheet (Part 4). 
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Figure 11-v: The Distracter Task. 

Figure 11-vi: The Tester Software 
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Training Program 

Vvelcome to the Tralrlng Program. The pu-pose of this exercise wil be 
to assist you in cornmtlng certain key p!Yases to memory. You can 
navigate lhrou91 each section via the buttons at the bottom of lho page. 

In the pages that folow. you wil be preserted wilh the phrases to leam. 
You will then be tested on the p!Yases and told or yo.x perfomnance. 
This process will be repeated tiYee times. 

You can now begin by pressing on the txtton in the bottom corner of the 
sereen. 

r Bt~gin Ses:r.ion l 

Test 

Rll in the p!Yase on the right hand side that corresponds to 
the information on the left . Remember to use the correct 
case. 

-~,;, ._,", I 
,-------

"'" ·T··· I 
[-----,.,, ~·-- I 
,-------... ., .. ,. I 
,--------". , I 
,-------

-. I 

I ~"""'" "I 

The End 

Key Phrases 

Below are the key ~ems of Information to be remembered. 
Teke e rrint.Ce or so to peruse the Information and press the 
txtton v.flen you wish to begin the lest. 

Phr!tW Two ROClk_l2 

f-'lvauFM! K..th_S~.n 

Result 

Below are the reds of the lest. Correct &.n>WefS are 
displayed In IJ"On. Where you answered incorrectly, 
the correct answer has beon cisplayed in red. 

"""·"~ 

"'~ ·~~ ;.., 

"' tr;;e ¥ ... 
' f~:)JW 

'E~ 
,.,. 

"' 
,...3:;>- . 

r , .. .I 

The Training Program has now been completed . 

Figure 11-vii: The Training Software. 
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~ Rwwser hllp 1/www dur ac uk/s 1 plac kslchal him r::l~ [!'! 

----=---~ 
-~---

;::_; 

E"'!Uha Chat Room 

~Brow ser htlp 1/www dur ac uk/s 1 placks/chal him ~ - ~ _ E]~ [!} 

. ~ "~- ~· . ~. 

~~ou·lic~~r!_. 
[Jane_Star] Think I better deocribe lline again. 
[Parson_S] Ky base is covered in yellow sticke:rs rest is of aixed colout:s 

[Jonny_G] I think that stickers on the inside when put together aatch up. I also 
think that one face aay be coapletely g:reen (and one side red ???? ?) 

[Jonny_G] Pa:rson_S I think that that is significant 

[Sunny) Would Jane_Star 1 fit with Jonny_Gs to aake a base? 

[Jane_Star] I 1 ve got a base of 5 cubes, with 3 cubes in a line, and 2 cubes next to 

thea. 
[Jonny_G] what do others think about ay idea of the colour: stickei:s matching up? 

[Jane_Star] Mine will fit with So_phias to aake the base, and then have one cube 

sticking up into the second layer in the cornet. 

[Paroon_S] could be rubix cube? 

I've got agreen cro~s sh~ 

Figure 11-viii: The Chat Room Simulator 
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Jane Star Lets get the cube together first :-) 
Jane Star Think I better describe mine again. 
Parson S My base is covered in yellow stickers rest is of mixed colours 
Jonny_G I think that stickers on the inside when put together match up. I also think that one face may be completely 

green (and one side red?????) 
Jonny_ G Parson S I think that that is significant 

Sunny Would Jane Star' fit with Jonny_ Gs to make a base? 
Jane Star I've got a base of 5 cubes, with 3 cubes in a line, and 2 cubes next to them. 
Jonny_ G what do others think about my idea of the colour stickers matching up? 

Jane_Star Mine will fit with So_phias to make the base, and then have one cube sticking up into the second layer in 
the corner. 

Parson S could be rubix cube? 

Sunny could be, I've got one side of my three all red 
Jonny_ G ah - Jane Star that makes more sense 

Sunny_ the other sides are a mix of colours 
So_phia I have my one cube with all external sides yellow so it could be a corner bit 

Jonny_ G ok - Sunny I ours may be together. 
Parson S ok to describe the shape I have again a 2 * 2 *2 L 
Jane Star Alternatively, mine could be the base with Jonny_ Gs up the side? 
Parson S Jonny the base of my shape is yellow so could that somehow fit with yours? 

Sunny mine is three cubes in a row 

So _phia so Sunny has a central row then ? 
Jonny_G Sunny have you got a green sticker that when slotted into my hole will produce a green sticker on the 

underside? 
Jonny_G Sunny is one of your ends green 

Jonny" G ? 
Jonny_ G So _phia • yes 

Jane_Star I don't think the pattern of dots is significant. Reading the question implies that each side is going to have a 
different pattern 

Sunny I've got two green stickers (one on each end) and a line 

So _phia so Jonny_ G is top or bottom ? 
Jonny_G right· so that must slot into mine either way. This will mean that certainly one side is all green -the opposite 

side will be mixed I green 
Jonny_ G lets say the bottom 

Sunny If we put mine and Jonny_Gs bit together we get a solid base and a column two high 

Sunny in the middle 
Jonny_ G excellent 

Jane Star Ok. If you put mine to as a side, then So _phias could be another side. 
Jonny_ G yes 
So_phia yep I think so 

Parson S mine has got to be a corner piece 
Jane Star Getting hard to visualise this! 
Jonny_ G Jane Star is one of your sides all red? 

Sunny Does that all fit? 

Jane Star All my sides have different colours 
Jane Star i.e. more than one colour _l)_er side 
Jonny_ G ok 
So_phia so if we have used mine, Jane_Star, Jonny_Gs and Sunnys that leaves Parson_ Ss to slot on the top 

somehow 
Jane Star Is anyone making a note of what it looks like so far? 
Jonny_ G Jane Star do any of your sides have the pattern blue-yellow-blue or blue-green-blue? 
Parson S I think mine might slot over the column of two high 
So_phia I need pen and paper I 
So _phia I have Red Red Green on one of my 'lono' sides 

Parson S the column of two high being the shape produced by Sunny and Jonny G's shapes 

Jane Star Jonny_ G-potentially. lve got a row with a blue dot and a yellow dot. 
So _phia rioht I have pen & paper now shall we try again from the bottom ? 
Jonny_ G Parson S • I understand, so does it oo round the column (rather than on top 
Parson S If you imaoine the L upside down then it could wrap round the column that way? 
Jonny_G So_phia ·good idea. There is mine with Sunnys going though making a base of 3x3 with a column of 2 on 

top in the canter 

Figure 11-ix: Sample of the Transcript used in the Simulation. 
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~ nstructions 

This is a group activity in which you will be asked to communicate with your team 

members solely through a computer-mediated chat program. When you are told to 

begin, you should open the box that has been presented to you. Inside you will find a 

piece of a puzzle. YOU MUST NOT §HOW THK§ JPKJECE TO ANY OF THE 

OTHER. TlEAM MEMBJER§. The solution to the puzzle is a 3 X 3 X 3 cube as 

shown below. 

Using the chat program as your sole means of communication, you are to solve this 

puzzle with your other teammates. You will be given 30 minutes to: 

1. Describe how each piece fits together in order to produce a cube. Your 

final solution should be entered into the chat program after the solution 

has been found, prefixed with the text "FINAL SOLUTION". 

2. Each individual member must then describe the pattern of dots that fall 

on a particular face. No two team members are allowed to describe the 

same face. A team member can enter only one description, prefixed 

with the text "FACE" 

You will be paid £3 pounds for this activity. A bonus of £3 will be paid if all parts of the 

exercise have been completed for the team as a whole. 

Figure 11-x: Instructions for the Block Puzzle Task. 
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Appendix Ill 

Addendum for Chapter 7 

Screenshots of the Chat Client used to conduct the interviews are presented in Figures 111-i and 

111-ii. The Participant Information Sheet for this study has been provided in Figure 111-iii. 

~lntervu•wer' s chat wmdow -- -- -·-

Chat (Release 1) 

Interviewer has joined the chat room 
(Interviewer] This Is an example utterance 

This is emothet on 

Figure 111-i: The Chat Client. 

F.~-!1 . 
~Enter User Name -

What is your name? 

Enter 

Figure 111-ii: The Login Dialogue. 
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Participant Information Sheet 

Hello, thank you for volunteering to take part in the study! The purpose of this investigation 

is to learn how an interview might be carried out within a software-based "chat room". The 

study is being undertaken as part of a Ph.D. with the Department of Computer Science and 

if you have any queries upon its conclusion you should direct them to: 

"Mr Simon J. Placks s.j.placks@durham.ac.uk" 

Department of Computer Science 

Science Site, University of Durham 

Your participation is voluntary, and you are free to pull out at any time during or after the 

study without any need to provide a reason. If you do wish to pull out, then all record of the 

interview will be destroyed. The whole process should take about an hour and a half. 

In a moment, you will be asked to watch a short clip from a motion picture. Try to remember 

as much as you can about the clip because this will be the topic of the interview. After you 

have watched the clip, the investigator (Simon) will introduce you to the chat software. After 

a brief familiarisation session, the interview will take place. In the interview, you will be 

asked to recall as much as you can from the video clip, but this is not a memory test and 

you will not be scored on the number of details remembered! The purpose of this interview 

is to assess the technique of interviewing through the software. During the interview, the 

investigator will be in an adjoining room. After the main interview, you will be reunited with 

the investigator and then informally interviewed about your perceptions of the process. 

During the interview, you will be referred to by a pseudonym, generated automatically by the 

investigator. You should be careful not to disclose information that is personally identifying 

in any way. Similarly, the interview will solely concern the chat software and the film clip. 

The transcript of the interview will be recorded by the chat software and will be privately 

stored by the investigator until the research has been completed. A booklet that connects 

your real name to the pseudonym will also be kept, so that if you wish to pull out of the 

study later, the relevant data can be identified and destroyed. 

This study is exploratory and I would be very interested to hear your opinions about the 

whole process at the end of the interview. If you have any questions please feel free to ask. 

In case of technical difficulty (i.e. the computer starts behaving strangely or crashes) then 

do not worry at all. The software is experimental and may occasionally break down for no 

apparent reason. Simply contact me in the following room. Similarly, I will contact you if for 

some reason I also have problems! 

Finally, thanks again for your participation. If you have any further questions, please ask! 

Figure 111-iii: Participant Information Sheet. 
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Appendix IV 

Addendum for Chapter 8 

The statistics regarding deletion behaviours have been provided in Tables IV-i and IV-ii below. 

The Participant Information Sheet is provided in Figures IV-i and IV-ii. 

p Condition Total Total Total Ratio b:total Ratio bstring:total Mean S.D. 

Keys BKeys Backspace % % BString 

Strings Length 

ruthful 5026 437 233 8.69 4.64 1.88 1.62 

Fabricated 4776 265 164 5.55 3.43 1.62 0.97 

2 ruthful 6982 449 174 6.43 2.49 2.58 3.16 

Fabricated 7677 641 232 8.35 3.02 2.76 3.14 

3 ruthful 8009 409 102 5.11 1.27 4.01 5.47 

Fabricated 7447 556 113 7.47 1.52 4.92 7.89 

4 ruthful 6447 670 252 10.39 3.91 2.66 3.13 

Fabricated 5980 615 235 10.28 3.93 2.62 3.17 

5 ruthful 6299 1053 210 16.72 3.33 5.01 6.55 

Fabricated 5752 1175 204 20.43 3.55 5.76 7.83 

6 ruthful 4355 391 106 8.98 2.43 3.69 6.62 

Fabricated 4292 466 120 10.86 2.80 3.88 8.11 

7 ruthful 7723 347 206 4.49 2.67 1.68 0.88 

Fabricated 8156 314 184 3.85 2.26 1.71 1.08 

8 ruthful 5563 154 66 2.77 1.19 2.33 2.56 

Fabricated 4868 102 44 2.10 0.90 2.32 2.15 

9 ruthful 5925 779 248 13.15 4.19 3.14 3.40 

Fabricated 6440 741 293 11.51 4.55 2.53 2.95 

10 ruthful 3738 249 71 6.66 1.90 3.51 4.76 

Fabricated 3894 229 70 5.88 1.80 3.27 5.27 

11 ruthful 6510 674 173 10.35 2.66 3.90 7.87 

Fabricated 7106 493 216 6.94 3.04 2.28 2.38 

Table IV-i: Deletion Statistics (Part 1). 
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p Condition Total Total Total Ratio b:total Ratio bstring:total Mean s.o. 
Keys BKeys Backspace % % BString 

Strings Length 

12 ruthful 4152 280 127 6.74 3.06 2.20 2.12 

Fabricated 6351 372 194 5.86 3.05 1.92 1.87 

13 ruthful 6086 584 201 9.60 3.30 2.91 5.44 

Fabricated 4932 596 147 12.08 2.98 4.05 9.95 

14 ruthful 5373 456 129 8.49 2.40 3.53 6.64 

Fabricated 5195 586 142 11.28 2.73 4.13 9.22 

15 ruthful 5458 566 96 10.37 1.76 5.90 9.09 

Fabricated 5231 776 102 14.83 1.95 7.61 10.84 

16 ruthful 8239 543 143 6.59 1.74 3.80 5.36 

Fabricated 7249 461 116 6.36 1.60 3.97 5.22 

17 ruthful 4975 388 140 7.80 2.81 2.77 5.44 

Fabricated 4126 203 77 4.92 1.87 2.64 3.06 

18 ruthful 5340 177 66 3.31 1.24 2.68 2.64 

Fabricated 5720 398 103 6.96 1.80 3.86 5.43 

19 ruthful 5761 475 208 8.25 3.61 2.28 1.91 

Fabricated 6404 569 250 8.89 3.90 2.28 2.11 

20 ruthful 4642 249 94 5.36 2.02 2.38 1.98 

Fabricated 4361 376 115 8.62 2.64 3.27 4.48 

21 ruthful 6147 549 99 8.93 1.61 5.43 12.12 

284 102 5.88 2.11 2.78 3.83 

22 ruthful 4415 639 145 14.47 3.28 4.10 7.92 

379 114 8.50 2.56 3.32 4.99 

23 ruthful 3575 333 121 9.31 3.38 2.75 3.59 

476 127 12.30 3.28 3.75 8.52 

24 ruthful 8099 496 169 6.12 2.09 2.93 3.33 

Fabricated 5896 300 113 5.09 1.92 2.65 2.65 

Table IV-ii: Deletion Statistics (Part 2). 
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Participant ~nformatuon Sheet 

Hello! Thank you for volunteering to take part in the study. The purpose of this study is to 

investigate the ways in which people talk about fictitious events when using chat room 

software. Specifically, the study is looking at how the telling of a fictitious event can differ 

from the telling of an actually experienced event. The whole process should take about an 

hour and a half. 

In a moment, you will be interviewed through a computer chat program. During the 

interview, I will ask you about two day trips that you have been on, one after the other. What 

I would like you to do, is to completely fabricate one of these accounts. The other account 

should be related as accurately as you remember. lt is up to you to decide whether to tell the 

true story first or second, but most importantly do not reveal to me (at any point) which story 

was true, and which was fabricated (this question will be asked by the software system). 

You will be provided with an equal amount of preparation time for both stories. The stories 

should be picked to avoid any experiences that you found emotionally distressing and 

should refer to at least one other person. 

The Interview will be conducted through a chat room program, probably similar to ones that 

you have used in the past. The chat room program is a private system, which can only be 

accessed by you and me. This is an unusual scenario, and it is possible that the software 

will fail on occasion. If this does occur then do not worry, the interviewer will be able to easily 

restart the system. 

For the "made up" day trip, I would like you to fabricate a significant part of the story (so for 

example don't simply fabricate dates and times). In this respect, the fabrication is similar to 

that used by actors and actresses when performing. lt is essential that you try to make this 

account as convincing as possible. 

The chat room program we will be using has a number of features unique to this study. 

During the session, the program will be recording information about the interview, such as 

the transcript as well as other data. At the end of the interview, NONE of this data will be 

saved automatically. Instead, the software will ask which data should be saved to disk. At 

this point, you will be asked again which data you permit to be stored. This decision is 

entirely up to you. The interviewer, will strip out any personal information from the transcript 

before it is used in analysis (for example, all names will be substituted). 

Figure IV-i: Participant Information Sheet (Part 1 ). 
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Participant ~nformatlon Sheet 

(COnt."" 

The role of volunteers like you in this study is vital; it could not take place otherwise. The 

study is being conducted as part of a body of Ph.D. research at the Computer Science 

Department of Durham University. My contact details are provided below. The study is 

entirely voluntary, and you are free to pull out at any time. If at any time you decide to 

withdraw, then simply contact me at my address below, and you will be sent confirmation 

upon deletion of the data. 

My contact details are: 

Mr Simon J. Placks 

Postgraduate 

Department of Computer Science 

Science Site 

University of Durham, 

Em ail: s.j.placks @dur.ac.uk 

Once again, thank you for your help! If you have any more questions about the study then 

feel free to ask! 

Figure IV-ii: Participant Information Sheet (Part 2). 
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Glossary 

AIS/L 

Affordance 

AJE 

BBS 

CBBS 

CBCA 

CEP 

Cl 

CMC 

Cognitive Load 

Commonly used acronym within CMC to request the age, sex, and 

location of the collocutor. 

A term coined by Gibson (1979) to refer to an opportunity for action that 

a particular artefact represents for a particular organism. 

Automated Joining Event. A term coined by Rintel et al. (2001) to refer to 

the announcement made by a chat system when a new user joins the 

room. 

Bulletin Board Service 

Computerized Bulletin Board Service. One of the first BBS systems. 

Criteria-based Content Analysis. The content analysis technique that 

used with transcripts generated as part of a Statement Validity 

Assessment procedure. 

Channel Entry Phase. A term coined by Rintel et al. (2001) to refer to the 

opening stages of discursive interaction following an Automated Joining 

Event. 

Cognitive Interview. A semi-structured investigative interviewing 

technique developed by Fisher and Geiselman (1992). 

Computer-Mediated Communication. Any form of computer-based 

communication that facilitates human interpersonal discourse. Within this 

thesis, the term CMC is used to refer to text-based CMC systems. 

The level of cognitive activity that is being undertaken by the brain. 
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Glossary 

Context 

lnteractivity 

Context 

Reinstatement 

Continuer 

Controlled Lie

Detection 

CQT 

Duping Delight 

ECI 

EEG 

EIES 

Emoticons 

ERP 

GKT 

Ground Truth 

A term used within Interpersonal Deception Theory to describe the 

inherent level of interactivity of a communicative socio-technical context. 

A stage of the Cognitive Interview whereby the interviewee is asked to 

mentally reflect upon a particular remembered event. 

A term used in Conversation Analysis to describe a short verbal device 

that prompts a speaker to continue their discourse. 

Lie-detection that requires careful control of the manner in which a 

potential deceiver would need to lie. 

Control Questions Test. A polygraph test developed by Reid and lnbau 

(1977). 

Term coined by Ekman (2001) to describe the experience of exhilaration 

that accompanies a successful deceit. 

Enhanced Cognitive Interview. An improved form of the Cognitive 

Interview that provides a precisely defined interviewing schedule. 

Electroencephalograph. A device used to record Event Related 

Potentials within the brain. 

Electronic Information Exchange System. An early CMC system. 

Ideographs that represent emotional reactions and that are depicted 

using textual characters. 

Event-related Potential. A specific waveform recorded by an EEG in 

response to a specific stimulus or 'event'. 

Guilty Knowledge Test. A polygraph test developed by Lykken 

(1959,1960). 

The objective reality (in a realist sense) that defines a state of the world 

that is considered to be the truth, and that can be compared against a 

particular statement in order to test its consistency with that truth. 
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Glossary 

Hyperpersonal 

ICFS 

ICQ 

IDT 

lnteractivity 

Principle 

/RC 

Latency Effect 

Leakage 

A term coined by Walther (1996) to describe the inflated levels of 

intimate interpersonal interaction that can occur within CMC contexts. 

Independent Case Fact Scales. A term coined by Lamb et al. (1997) to 

describe a portfolio of evidence that could represent the ground truth 

within field-based lie-detection studies. 

A modern CMC system that facilitates quasi-synchronous, synchronous, 

and asynchronous discourse. 

Interpersonal Deception Theory. A theory developed by Buller and 

Burgoon (1996) that describes interpersonal deceptive encounters. 

A principle defined within Interpersonal Deception Theory that describes 

the relationship between the level of interactivity afforded by a medium, 

and the subsequent levels of suspicion and deceptive success perceived 

within a deceptive encounter. 

Internet Relay Chat. A popular text-based CMC system. 

Slowed reaction times during a task. 

The clues to deception that escape the suppressive control of the 

deceiver. 

Lexical Diversity The range of vocabulary used by a speaker. Lexical diversity is often 

assessed by calculating the type-token ratio. 

LSI Laboratory for Scientific Investigations. The commercial company that 

developed SCAN. 

Mock Crime An experimental procedure in which a participant is engaged in 

committing a make-believe crime that can later serve as the subject for a 

lie-detection test. 

MOO MUD Object-Oriented. An extension to the basic MUD framework that 

allows a greater power in creating and manipulating objects within the 

text-based universe. 
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Glossary 

MUD 

MUD Wizard 

Naturalistic Lie

Detection 

Newsmark 

OR 

Multi-User Domain. A virtual environment that allows users to interact 

with one another within a world defined through text. 

A MUD user who is afforded special privileges, usually relating to system 

administration, member support, and disciplinary functions. 

Lie-detection whereby the technique is adapted so that can be robust 

enough to detect a variety of lies without directly manipulating the 

deceptive context. 

A term used within Conversation Analysis to refer to a short verbal 

device that informs the speaker that the listener has understood their 

previous utterance. 

Orienting Reflex. The reflex response that is triggered upon elicitation of 

a novel stimulus. 

Phantom A pair of utterances, one from each collocutor, that seem to directly refer 

Adjacency Pairs to one another but that were not intended to be connected in this manner 

by either speaker. Such occurrences are usually found during 

misalignment. 

Pseudonymity 

QS-CMC 

RM 

RT 

SCAN 

Communication by which each speaker is referred to solely by 

pseudonym. 

Quasi-synchronous CMC. A term coined by Garcia and Jacobs (1999) to 

describe text-based CMC that allows a speaker to edit their utterance 

before it is posted to a listener during a real-time conversation. 

Reality Monitoring. A content analysis technique that assesses 

veridicality. 

Response Time. The time taken for a participant to click a button 

following the elicitation of a stimulus. 

Scientific Content Analysis. A commercial lie-detection technique 

developed by LSI. 
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Glossary 

SIDE 

SIP 

SRA 

SVA 

TRP 

Social Identification and Deindividuation Effects. A model developed by 

Spears and Lea (1992) to describe the relationship between identity 

salience and deindividuation effects. 

Social Information Processing. A theoretical approach to CMC that was 

presented by Walther (1992) and that emphasised the adaptive abilities 

of collocutors to attain social and relational information through 

communication media. 

Statement Reality Analysis. An early form of Statement Validity 

Assessment. 

Statement Validity Assessment. A three-part truth-validation technique 

consisting of an investigative interview, content analysis, and validity 

checklist. 

Transition-Relevance Place. A term used within Conversation Analysis 

to describe the period in which participants in a conversation perceive an 

opportunity for turn transition. 

Type-token Ratio The ratio of the total number of words to the total number of unique 

words. 

Undeutsch 

Hypothesis 

VCL 

The hypothesis coined by Udo Undeutsch that predicts quantitative and 

qualitative differences between statements produced by deceivers and 

truth-tellers. 

Validity Checklist. The part of SVA that assess the level of certainty that 

can be ascribed to CBCA scores. 
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