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ABSTRACT

This paper introduces the formulation of the transmit-waveform-shaped noise
jammer (TWS-NJ) as an electronic attack (EA) or noise interference method into
space-time adaptive processing (STAP). Monte Carlo simulation reveals a substantial
impact on target detection, particularly when the TWS-NIJ is co-located with the target in
the same spatial cell. Comparative analyses against conventional noise interference like
the broadband noise jammer (BB-NJ) underline the superior performance of the TWS-NJ
in degrading target detection, especially in the absence of electronic protection (EP)
implementation. The study highlights the significance of considering both waveform
characteristics and spatial locations of noise interferences when assessing their impact on
detection performance. Moreover, the study demonstrates that with electronic support
(ES) and an accurate noise interference covariance matrix estimate, the generalized
matched filter (GMF) emerges as a highly effective STAP EP technique for mitigating

adaptive shaped interference.
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CHAPTER 1:
Introduction

Modern defense systems have undergone a paradigm shift, transforming the nature of battles
from face-to-face confrontations on open seas to more complex scenarios. In this evolving
landscape, aircraft are equipped with advanced radar technologies and play a crucial role
for target surveillance, tracking, and targeting. One such technology illustrated in Fig. 1.1
is the moving target indicator (MTI) radar, which leverages space-time adaptive processing
(STAP) to integrate joint temporal and spatial filtering and enhances detection capabilities.
In the illustration, k(¢, #) is a unit vector pointing normal to the plane wave, ¢ and 8 denotes
the azimuth and depression angles [1].

Figure 1.1. MTI radar leverages on STAP to compute clutter returns. Source:

[1]
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In tandem with the rapid evolution of radar and sensing technologies, adversaries are
strategically advancing their electronic warfare (EW) capabilities to exploit vulnerabilities
and evade detection. This perpetual cat-and-mouse game is unfolding in the expansive and
dynamic battleground of the electromagnetic spectrum, as depicted in Fig. 1.2 [2]. This
spectrum serves as the arena where modern military operations are intricately interwoven

with electronic activities.

The Electromagnetic Spectrum
Visible
Radio Spectrum Spectrum
Vo I IIIIIIIINS i
. . Microwaves i !
b
ELF{VLF LF | MF | HF |VHFiUHF SHF EHF| IR | { UV | X-Rays Gg;"y’ga
-
Legend
EHF extremely high frequency LF low frequency uv ultraviolet
ELF  extremely low frequency MF medium frequency VHF  very high frequency
HF high frequency SHF  super-high frequency VLF  very low frequency
IR infrared UHF ultrahigh frequency

Figure 1.2. Electromagnetic spectrum overview. Source: [2]

Simultaneously, the complexity of this electronic battlefield is further illustrated in Fig. 1.3
[3], emphasizing the multifaceted nature of EW operations. As new sensors and radar
systems push the boundaries of detection and precision, adversaries employ sophisticated
tactics within the electromagnetic spectrum to disrupt and deceive. The interplay between
technological advancements and adversarial EW strategies underscores the critical need for
cutting-edge solutions, such as advanced signal processing techniques to maintain a robust

defense against evolving threats.
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Figure 1.3. EW in Modern Warfare. Source: [3]

Within this EW landscape, strategies are traditionally categorized into three pillars: elec-
tronic attack (EA), electronic support (ES), and electronic protection (EP) [4]. EA involves
deliberate interference to disrupt adversary systems, ES focuses on gathering intelligence
through signal interception, and EP employs countermeasures to safeguard friendly systems

against attacks.

As adversaries employ increasingly sophisticated EW tactics, it is imperative to comprehend

how such interferences impact the performance of the radar systems.
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Against this introductory backdrop, the subsequent section will delve deeper into the mo-
tivations driving this research, exploring the specific reasons behind the evaluation of
degradation effects on detection performance caused by different types of interference on
STAP radar.

1.1 Motivation

This research is driven by the need to evaluate the impact of advanced noise interference on a
STAP receiver, specifically comparing it against conventional broadband noise interference,
which is characterized by having a flat power spectral density within the operating frequency
range of interest. Our focus extends beyond the theoretical understanding of interference
types to practical solutions involving detection performance. By closely examining the
vulnerabilities introduced by these advanced noise interferences, we aim to establish insights

to enhance detection resilience within the evolving EW landscape.

1.2 Prior Research and Key Results

1.2.1 STAP

In conventional non-moving radars, spatial processing plays a central role in target detec-
tion and clutter suppression by distinguishing between echoes from stationary objects and
moving targets. However, the challenge arises in moving airborne MTI radar systems, where
traditional one-dimensional spatial processing is insufficient due to Doppler shifts caused
by the motion of the radar platform. This leads to difficulties in distinguishing between

ground clutter and potential target signals accurately.

Key Features of STAP

STAP is a well-established signal processing technique and is an excellent choice in en-
hancing target detection probability, particularly in environments where clutter undergoes
Doppler shifts due to the motion of the radar platform [5]. STAP utilizes both temporal
and spatial information and integrates them together to provide an effective solution for de-
tecting targets amidst sea clutter. It is particularly effective in scenarios where conventional

spatial processing proves insufficient.
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Prior Research on STAP

In other research, STAP has been proven to effectively suppress dense false target interfer-
ence with bi-phase random coded waveform by selecting the appropriate adaptive matched
filter, thereby achieving a signal-to-interference plus noise-ratio (SINR) gain of above
20 dB [6]. STAP technique is also applied successfully to suppress sea clutter and strong
interference signals to detect slow moving targets effectively using sample matrix inversion
method and dimension-reduced ) A-STAP, which utilize both sum- and delta-channels to

nullify clutter and interference achieving close to optimal processing [7].

1.2.2 EA

EA, a key focus of this research, employs both coherent and noncoherent interference to
degrade the adversary radar detection capabilities. In most studies, as in [5], [6] and [8],
noise interference is commonly assumed to be conventional additive white Gaussian noise
(AWGN) and STAP has proven to be highly capable to spatially suppress and null these
interferences and clutter when leveraging on techniques such as bi-phase random coding

waveform and match filtering.

Coherent Interference

Coherent interference which is implemented by a digital RF memory (DRFM) device,
involves manipulating the phase relationship between interference and radar signals. This
strategic approach complicates the task of distinguishing genuine target echoes from noise,
with advanced techniques like partially coherent noise interference, effectively degrading

radar detection while conserving jamming power [9].

Non-coherent Interference

In contrast, non-coherent interference techniques, such as broadband noise interference, aim
to decrease the receiver signal-to-noise ratio (SNR) by transmitting a high-energy level of
noise. This intentional degradation of radar sensitivity increases the false alarm probability,

presenting additional challenges in maintaining effective detection capabilities.
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Transmit waveform shaped noise interference or jammer (TWS-NJ)

Beyond AWGN, an advanced type of interference is the transmit waveform shaped noise
interference or jammer (TWS-NJ) [10]. The TWS-NJ is a highly effective noise interference
designed to exploit specific vulnerabilities in the radar signal by intentionally mimicking
the frequency characteristics of the radar transmitted waveform, creating confusion and

increasing the difficulty of detecting target signals from interference.

It is important to note that TWS-NJ is not the same as a coherent interference [10]. While
both coherent interference and TWS-NJ are employed in EA, they differ in their approach to
interference, the timing of their transmissions and the complexity of their designs. Coherent
interference typically responds to the radar transmission and becomes active when it detects
the radar signal and attempts to interfere with the radar signal processing during the reception

of the echoes.

Note that TWS-NJ may be implemented in a partially coherent manner by timing its
transmission in relation to a target return. However, it does not necessarily wait for radar
transmission but instead, it can proactively send noise vectors to disrupt the radar reception
by creating false targets and flooding the radar receiver with noise. In general, designing and
implementing a coherent interference can be more complex and require a good understand-
ing of the radar signal characteristics, potentially making coherent interference systems
more sophisticated and costlier. TWS-NJ design is less dependent on precise timing with

radar transmission, allowing more flexibility in its implementation.

1.23 EP

To mitigate such advanced interference, modern radars are equipped with ES systems that
use knowledge-based techniques about the electromagnetic spectrum to eftfectively avoid or
filter out such interference [11]. These systems deploy EP methods or electronic counter-

countermeasures (ECCM) techniques to preserve detection capability.

Research efforts are continuously invested to improve and ensure that the EP implementation
is able to keep up with the advancement of EA. As mentioned in previous paragraphs, while
the >} A-STAP can suppress sea clutter, it encounters performance limitations when the

antenna scanning angle is larger than 4° [7].
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Generalized Matched Filter

Another example of EP is the use of the generalized matched filter (GMF). The GMF is an
adaptive filtering method used in radar signal processing and is designed to optimize the
detection of signals in the presence of noise and interference when an accurate estimate of the
interference covariance matrix is available by adjusting its filter characteristics adaptively
[12].

The GMF is known for its adaptability to different signal environments. It adjusts its
filtering characteristics based on the specific statistical properties of the received signals,
hence making it well-suited for scenarios where the signal characteristics may vary. In
addition, it exploits the knowledge about the statistical properties of the interference signal,
enabling the filter to suppress the unwanted components effectively and focus on the desired

signals to maximize the SINR.

In this research, we evaluated the performance of the GMF in the presence of various types
of interference and how the GMF can be used to mitigate the impact of these interference

and contribute to robust radar performance.

1.3 Research Question

In this research, we seek to analyze the impact of TWS-NJ on a STAP receiver and compare
it to the conventional broadband noise interference or jammer (BB-NJ). Given the recent
introduction of the TWS-NJ [10], the impact on detection performance and its effects on
STAP is largely unexplored. The study aims to bridge this gap by building an understanding

of its effects on signal detection performance within the cluttered environment.

Furthermore, we study the efficacy of the GMF as an EP measure against the TWS-NJ and
analyze its effectiveness across various interference scenarios. These investigations are vital
to establish a deeper understanding of radar signal processing and EW strategies in modern

warfare.
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1.4 Thesis Outline

This thesis consists of five chapters. In chapter 2, we establish the foundational understanding
of STAP, clutter formation and detection theory. In chapter 3, we discuss the formulation of
TWS-NIJ and the EA and EP approaches on STAP. In chapter 4, we perform an empirical
analysis to examine the effects of TWS-NJ on detection performance and evaluate the EP
measures against it. The final chapter, chapter 5, consolidates key findings and identify areas

for future exploration.
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CHAPTER 2:
Background

In this chapter, we review and discuss key concepts to gain necessary background knowledge
to contextualize the research conducted in this thesis. The primary focus on this chapter is
to establish a foundational understanding of clutter and interference formation as well as

detection theory, all of which are integral to understanding STAP radar systems.

2.1 Clutter Formation

Consider a side-looking airborne radar moving in the x-direction illustrated in Fig. 2.1. The
radar is equipped with equally-spaced N antenna elements aligned with the direction of
motion. Each antenna is separated by a distance d = %, where A is the operating wavelength
corresponding to the carrier frequency. The radar, traveling at velocity v, transmits a series
of M coherent pulses and the resulting echo returns are collected by the antennas. Note that
the radar beam width is primarily determined by the number of antenna elements and is not

inherently linked to the dimensions of the clutter patches.

N element Linear Array antenna

Clutter patch

X- direction

= =0=0-) ——

Target signal

Jammer signal

Figure 2.1. Illustration of MTI Radar.
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To better understand clutter formation, we focus on practical scenarios where small depres-
sion angles 6, and curved Earth effects can be safely ignored while the radar platform is
in motion. This simplification allows us to gain an understanding on the concept of clutter
ridges, which emerge due to Doppler shifts induced by the radar platform’s motion or the
movement of objects within the radar beam. The ground clutter energy is distributed along
a line, which forms what is commonly known as the clutter ridge [5] as shown in Fig. 2.2.
This spatial variation in clutter introduces a challenge, particularly when the target and in-
terference signals align within the same clutter angle. This alignment significantly impedes
the radar receiver’s ability to detect the desired signal while simultaneously suppressing the

interference signal.

z,
. ion  ___—70
-\ clutter distARUIOS %,
\-Dspate o %,
E anill _ B - ", . E:,E’
P — 711 {I pul }"f“'f?‘g’"e:r
> _ — ' J “lImpulse)ii . %,
E u -1 ﬁr x“.\\'\ﬁl‘h \d‘\?}d& .
E - i k md “\.\I -.Ii . ] f}ﬂ
=1 i %
g 1
a et il
g |
i‘—n" ] -.::.'
E H
EE 1 i i '|_' H
.ui#*‘#
. rTarget
sidelo be .
ompetin@ S 0.5

_."}’."‘-tf’f-* 0
Normalized angle

Figure 2.2. lllustration of Clutter Ridge. Source: [5]
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2.2 Clutter Covariance Matrix Derivation

The clutter covariance matrix is a crucial component as it captures the statistical properties
of clutter returns in the radar system. It is computed as the expected value of the outer product
of the clutter steering vector v.. This matrix helps us understand how clutter signals are
distributed across different spatial and temporal dimensions, providing a crucial foundation

for clutter suppression techniques.

As illustrated in Fig. 1.1, to quantify the total clutter return given an iso-range, the clutter

covariance matrix R, is given by:
R, = E{v.v/'}, (2.1)

where v, represents the clutter steering vector, E is the expected value operator, and H is
the Hermitian operator [5]. The signal vector in each clutter angle is represented by the
Kronecker product of the Doppler and spatial steering vectors b; and a; respectively, By
letting M be the number of pulses and N be the number of antenna elements, v; is the

N M x1 space-time steering vector for the ith spatial-Doppler cell. Thus,

V; = bl' ® a;, (22)
where b; and a; are of the form
_ T
a; = [1 oJ2 s .. eﬂﬂ(N—l)fs] , 2.3)
_ _ T
b; = [1 ef2nfa. .. eﬂn(M—l)fd] , (2.4)

where T is the transpose operator, ?S and fd denote the normalized spatial and Doppler

frequencies respectively [5].

2.3 Interference Covariance Matrix Derivation
The interference covariance matrix characterizes the interference noise in the radar system
and plays a vital role towards understanding and then mitigating the impact of interference

on radar performance.

11
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In the derivation of the interference covariance matrix, a common assumption is a single
sample per pulse, where the interference is considered to be uncorrelated from pulse-to-
pulse. Hence, the off-diagonal sub-covariance blocks are null matrices. In other words,
the NMXNM single pulse interference covariance matrix R; exhibits the following block

diagonal form:

jzsjs’j %)
2 ’ :

oSS :

R/ =| s , (2.5)

2¢ ..
@ O'jS]SJ_

where 0'12 is the interference noise variance. The vector s; serves as the interference steering
vector associated with a plane wave angle of arrival, representing the direction from which
the interference signal impinges upon an antenna array with N equally spaced elements [5].
This vector consists of complex weights assigned to each antenna element, shaping the

spatial characteristics of the interference signal across the array.

2.4 Conventional STAP Covariance Matrix Derivation

The STAP covariance matrix R combines information from clutter, interference and thermal
noise sources. The matrix is fundamental in the development of STAP algorithms, enabling
a radar system to differentiate between desired signals and unwanted noise components.
In the derivation of the conventional STAP covariance matrix, we begin by assuming the
receiver noise to be AWGN and statistically independent of the clutter and interference
noise. Assuming zero-mean interference processes and letting R, and R; be the clutter and
interference covariance matrices respectively, the conventional overall STAP covariance

matrix, R, therefore has the form
R =R, +R; + Iy, (2.6)

where o2 is the thermal noise sample variance and Iy, is the NMXNM identity matrix.
The dimension of the conventional STAP covariance matrix is therefore NMXNM. It is
crucial to recall that the conventional STAP receiver formulation assumes only one sample
of received signal (consisting of the target signal, clutter, thermal and interference noises)

per pulse.
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2.5 Detection Theory

A quick detection theory review is in order to understand conventional STAP detection and
to set the stage subsequently to understand both EA effects and EP mitigation of TWS-NJ on
STAP in latter chapters. In conventional STAP, there are two hypotheses, Hy and H; [12],
which are defined as:

Hy : X[n] = w,,
" 2.7)
Hy :X[n] =8, + W,
where X is the received complex signal vector. The hypothesis H; denotes the presence of
the known target signal vector §,, and w,, is the colored noise vector consisting of clutter,
interference and thermal noise. The null hypothesis Hy denotes presence of w,, only. The

likelihood ratio test to decide H; is given by:

p(X;Hy)

Y o S Bl v 2.8
(%) (& Ho) > YL, (2.8)

where 7y is the likelihood ratio threshold. The probability density functions for detection
are:

p(%: H) = exp | -(% - 9)"R (% -9)) .

1
rNdet(R) (2.9)

p(X; Hp) = exp [—iHR‘li] ,

1
rNdet(R)
where § is the known target steering vector, “det" is the determinant operator and R refers to

the conventional STAP covariance matrix with NM XN M dimension as previously outlined
in (2.6).
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CHAPTER 3:

Implementation

This chapter is dedicated to introducing the TWS-NJ signal and examining its impact
on STAP detection. In contrast to common literature assumptions [5], [6] and [8] that
often consider interference signals to be AWGN, TWS-NIJ, as a shaped interference, is
inherently correlated (colored). Additionally, it is common for the interference noise to
be considered as single sample per pulse, thus making the standard formulation in (2.6)
inadequate in capturing TWS-NJ characteristics which should have multiple samples per
pulse in order to capture the correlated nature of this interference. The chapter will also
discuss EP implementation using GMF as a mitigation technique to the noise interference
and highlight the significance of having an accurate estimation of the interference covariance

matrix to augment the overall STAP covariance matrix for enhanced detection capabilities.

3.1 TWS-NJ Covariance Matrix

As previously discussed, the TWS-NJ differs significantly from broadband noise interfer-
ence as it leverages on the spectral characteristics of the radar waveform to construct the
interference. Notably, the noise samples within each pulse exhibit correlation. This renders
the one-sample-per-pulse signal model, which is common in typical STAP formulations to
be insufficient for accurate signal modeling in the case of TWS-NJ. To effectively represent
TWS-NIJ interference and enable STAP EP implementation, multiple samples per pulse are

necessary for pulse shaping, enabling the formation of a larger covariance matrix.

Consider the parameter K, representing the number of samples in a single pulse. If we let
s to be a unit-energy transmit waveform, then a convolution matrix H; is formed. From the

convolution matrix, the resulting auto-correlation matrix is then expressed as:
H
R, = H{ Hj, (3.1)

where Ry, is clearly a KXK matrix. This covariance matrix helps shape the interference

noise realization using the transmit waveform characteristics.
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Recall that in a typical one-sample per pulse STAP formulation, the covariance matrix for
the interference in (2.5) has a matrix rank of one. In the case of (3.1), Rj, can be of rank K.
However, just like in conventional STAP, it is still reasonable to assume that the interference
noise is independent from one pulse to the next despite the correlation within a single pulse.
Let R;; denote the correlation matrix derived by using only the spatial steering vector via
(2.3) for a given noise interference. By taking the Kronecker product of R;, with each entry
of R;;, then an expanded single pulse TWS-NJ covariance matrix R, corresponding to K

samples and N antenna elements is formed by:
Ri(1,D) [Ry] -+ Ry (LN [Ry]

Rjs = | | : : (3.2)

_Rjj(N,'l) [Rh] R, (N, N) [Rh]_

where R, is the single-pulse TWS-NJ covariance matrix with NKxNK dimension from a

particular angular direction.

As an example of illustrating the correlated multiple samples in a single Hamming-shaped
pulse, the 2-D image (intensity) map of TWS-NJ covariance matrix as discussed in (3.2) is

illustrated in Fig. 3.1 and its 3-D (magnitude) map is illustrated in Fig. 3.2.
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Figure 3.1. 2-D image (intensity) map of a Hamming-shaped TWS-NJ co-
variance ma trix.
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Figure 3.2. 3-D (magnitude) map of a Hamming-shaped TWS-NJ covariance
matrix.

The final step in incorporating multiple pulses M into the TWS-NJ covariance matrix is
achieved by performing another Kronecker product of R, shown in (3.2), with an identity
matrix of dimension M. This operation results in the formation of M multiple-pulse TWS-NJ

covariance matrix, denoted as Ry, given by:

Riys = ' (3.3)

: vy

Here, R;ys is the multiple-pulse TWS-NJ covariance matrix with the dimensionof NMKXNMK.
It is noteworthy that in contrast to the conventional STAP covariance matrix described in
(2.6), which has the dimension of NMXN M, the final STAP covariance matrix is clearly
larger (NMKXNMK).
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This size increase is due to the incorporation of pulse shaping which is inherent in TWS-
NIJ. The covariance matrix Ry, captures the spatial and temporal characteristics of the
interference. For accurate EP implementation, a precise estimate of this covariance matrix
is essential and details on the use of this covariance matrix for detection will be covered in

the subsequent section.

3.2 Implementing the EA Effects of TWS-NJ on STAP

Pulse-shaping of the TWS-NIJ significantly impacts the overall STAP covariance matrix.
With the increased in dimension by K samples, the contribution of the TWS-NIJ covariance
matrix Ry,; becomes pivotal. The overall STAP covariance matrix from (2.6) is augmented

into the following form:
Rslap = Rc,lws + Ryyws + O-ZINMKa (34)

where Ry, and R, are the enlarged overall STAP covariance matrix and clutter co-
variance matrix respectively with the dimension of NMKXNMK as compared to (2.6).
Therefore, this highlights the specific impact of TWS-NJ pulse-shaping on the covariance

matrix dimensions and the importance of R;,,s in STAP.

In this implementation, two shaped interference — Hamming and rectangular pulse — are
generated, and their impact is compared against the BB-NJ. Various scenarios, including
different TWS-NJ placements relative to the target signal within clutter, are examined to

assess STAP detection performance comprehensively.

3.3 EP Implementation Using GMF

In response to the EA effect induced by TWS-NJ, we proceed with the EP implementation
using the GMF. The GMF is a natural choice in EP implementation given its versatile
performance as an optimum detector in correlated noise such as that induced from the
TWS-NIJ. As in any adaptive matched filter approach, an ES receiver support is assumed
and hence, an accurate temporal covariance matrix corresponding to the TWS-NJ is available

to be incorporated into the overall STAP covariance matrix described in (3.4).
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Using (2.9), H; can be determined if

T (Xsap) = Re(8,, Rt Kstap) > 7, (3.5)

where y represents the detection threshold that defines the decision boundary between the
presence or absence of a target. Note that X, Ssrqp are also augmented to represent the

enlarged dimension of NMKx1 as compared to its NMx1 versions in (2.7). R;! is the

stap

inverse of the overall STAP covariance matrix. R}

stap 18 crucial to compute the adaptive

weights for both antenna elements and temporal taps to enhance the contribution of signals
of interest while simultaneously suppressing clutter and the TWS-NJ. As illustrated in
R—l

Fig. 3.3, we first note that Zy,), = X stap

stap
since it is a linear transformation of the complex Gaussian random vector X4, [12]. Then

Xstap 18 @ complex Gaussian random variable

it can be shown that

E(Zstap;HO) =0

E(Zstap;Hl) = igapRs_tlapismp (3.6)

= . _ 5 . _oH -1 =z
Var(zsmp, HO) = Var(zstapa Hl) = XsmpRsmpxstap,

therefore 7'(Xy4p) can be expressed as

N, X 1 Rran/2 under Hy,
T ) ~ | FoapRiapSar /2 ’ (3.7)

H
N( stap stapxsmp’ stapRstapXSlaP/z) under Hj,

where N denotes a normal (Gaussian) distribution. Under the null hypothesis Hy, the

test statistic 7'(Xy4p) follows a normal distribution with a mean of 0 and variance of

1 R-!

stapRitapXstap/2. Conversely under the alternative hypothesis Hj, the mean shifts to

H

4 R R » While the variance remains X}, pRgtla pism »/2.

stap*\stap
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Figure 3.3. GMF for complex data. Source [12]

Therefore, the detection threshold vy is given by:

¥ = SR a0 1207 (Pra). (3.8)

which is well-established in [12] and Pr4 is the probability of false alarm. The probability

of detection performance is thus:

Pp = 0(Q7 (Pra) = 2% (38, 5k Suap)). (3.9)

where Q(-) is the Q-function of the standard Gaussian distribution.

3.4 Monte Carlo Simulation

Monte Carlo (MC) simulation is a powerful computational technique in statistical modeling
and random sampling to analyze the behavior of complex systems under uncertainty. In
radar signal processing, MC simulation proves to comprehensively assess the performance

and robustness of signal implementations such as the proposed TWS-NJ in STAP.

In MC simulation, multiple random samples, each representing a distinct set of system
parameters are generated. In the context of this study, MC simulation facilitates the ex-
amination of diverse scenarios, encompassing variations in clutter conditions, TWS-NJ
placements, and waveform characteristics. This detailed analysis provides a better under-
standing of how the integration of the proposed TWS-NJ in STAP along with the subsequent

EP implementation, responds to fluctuations in the simulated environment.
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CHAPTER 4

Performance Results and Analysis

This chapter presents the simulation results assessing the impact of TWS-NJ on STAP for
target detection. Covariance matrices for TWS-NJ and BB-NIJ are generated, with intensity
maps illustrated in subsequent section. Analysis focuses on detection performance in clutter
scenarios, with and without Electronic Protection (EP) implementation. The chapter also
examines scenarios where the target and noise interference signals are spatially separated.
The effectiveness of the Generalized Matched Filter (GMF) as a STAP EP technique is
assessed, providing insights into its capability to counter challenges posed by TWS-NJ.

4.1 Simulation Setup

The system for our simulation contains a 12-element uniform linear array, transmitting a
16-pulse coherent processing interval (CPI) and receiving 10 samples within each pulse.
For realistic conditions, we set clutter-to-noise ratio (CNR) at 40 dB following established

examples [5] and we explore jammer-to-noise ratio (JNR) values ranging from 5-10 dB.

To generate the clutter covariance matrix, a clutter power spectral density (PSD) is used.
In our simulation, the clutter environment is divided into 32 clutter patches given an iso-
range to yield a well-represented clutter covariance matrix. The spatial or angular cells,

corresponding to the number of antenna elements N, are indexed from 1-12.

To analyze the impact on detection performance, Monte Carlo simulations of 10,000 trials
are conducted per received SNR value. The required Pry4 is set at 107* and the thermal

noise variance is set to unity for computational convenience.

We generate two TWS-NJs: one Hamming-shaped TWS-NJ and the other a rectangular-
shaped TWS-NJ, using the methodology established in the preceding chapter. The TWS-NJs
are then specifically matched with their corresponding target signals to simulate noise

interference.
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As a baseline for comparison against the TWS-NJ, we use BB-NJ which as previously
mentioned, is the broadband noise interference characterized by having a flat power spectral
density within the operating frequency range of interest. This investigation allows us to

assess the performance of both the EA interference and the EP mitigation against it.

4.2 Results

Using (3.3), we create the 1920x1920 TWS-NJ and BB-NJ covariance matrices. As an
example, the TWS-NJ (Hamming) and BB-NJ covariance matrix intensity maps are illus-
trated in Fig. 4.1 and Fig. 4.2. Of note, the BB-NJ covariance matrix would have been only
192x192 in conventional STAP where only one sample is used and the interference sub-
covariance would simply be rank one. For TWS-NJ, the subcovariance matrix for a single

pulse is clearly full rank.
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Figure 4.1. 2-D image (intensity) map of the TWS-NJ (Hamming) covariance
matrix.

25

NAVAL POSTGRADUATE SCHOOL | MONTEREY, CALIFORNIA | WWW.NPS.EDU



200

400

600

800

1000

1200

1400

1600

1800

200 400 600 800 1000 1200 1400 1600 1800

Figure 4.2. 2-D image (intensity) map of the BB-NJ covariance matrix.

The resulting Pp vs SNR detection performance curves depicted in subsequent figures

reflect a few of the target and interference configurations.

4.2.1 Detection Performance for Target and Noise Interference Signals
in the same Spatial Cell

Without EP Implementation

In this scenario, we evaluate the STAP receiver detection performance under EA without
the implementation of EP. Notably, both the target and noise interference are placed in cell 9
of the spatial dimension. The target and noise interference are strategically placed together
to realistically simulate a scenario whereby the target is equipped with self-protection
jammer aimed to avoid detection by the MTI radar. The absence of EP allows for a focused
examination of the noise interference capabilities of TWS-NJs and their effects on STAP

detection performance.

26

NAVAL POSTGRADUATE SCHOOL | MONTEREY, CALIFORNIA | WWW.NPS.EDU



A few observations are in order when the noise interference and the target are located in
the same spatial or angular cell. First, for the radar under EA from the noise interference
(i.e., without EP implementation yet), it is evident in the detection curves in Fig. 4.3 and
Fig. 4.4 that the TWS-NIJ proves to be a superior noise interference compared to the BB-NJ
in terms of degrading Pp at high SNR.
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Figure 4.3. Pp vs SNR detection performance curves under EA w/o EP yet.
JNR = 5 dB. Both target and noise interference signals are co-located in
spatial cell 9.
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Figure 4.4. Pp vs SNR detection performance curves under EA w/o EP yet.
JNR = 10 dB. Both target and noise interference signals are co-located in
spatial cell 9.

The performance disparity between the TWS-NJs and the BB-NJ also widens as the JNR
value increases from 5 dB in Fig. 4.3 to 10 dB in Fig. 4.4. This implies that the specific
waveform shaping employed by the TWS-NJ, in conjunction with its strategic placement,
resulted in a more pronounced interference thereby making target detection more chal-
lenging for the STAP algorithm. In addition, the design of the TWS-NIJ features reduced
sidelobes, enabling it to concentrate its energy into a more defined main beam to outperform
the BB-NJ in terms of noise interference effectiveness. As comparison, the energy spectral
density (ESD) of the two TWS-NIJs are illustrated in Fig. 4.5 showing the reduced sidelobes.
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Figure 4.5. ESDs for TWS-NJ (rect) and (hamm).

Lastly, based on the observations in Fig. 4.3 and Fig. 4.4, it is evident that the Hamming
transmit waveform and TWS-NJ (hamm) pair demonstrates superior noise performance over
the rectangular transmit waveform and TWS-NIJ (rect) pair. However, a different picture
emerges upon further simulations involving different angular cells. In most cases, the
TWS-NJ (rect) in fact, surpasses the TWS-NJ (hamm) when both the target and noise
interference are positioned at other angles, as illustrated in Fig. 4.6 where the target and

interference signal are co-located in spatial cell 8.
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Figure 4.6. TWS-NJ (rect) outperforms TWS-NJ (hamm) when target and
interference at other angles. Both target and interference signals are co-
located in spatial cell 8.

This performance discrepancy underscores the significance of pulse shape in directing noise
interference energy effectively. Recall in Fig. 4.5, the inherent characteristics of TWS-NJ
(rect) contributes to a more precise concentration of energy in a narrower main beam
(although the side lobes are higher), enhancing its ability to better disrupt target detection.
Therefore, this further observed trend suggests that the choice of noise interference shape
in TWS-NIJs plays a pivotal role, with a more precise concentration of noise energy in the

main beam leading to better interference effectiveness.
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With EP Implementation

For the implementation of EP on the STAP receiver, we leverage on the GMF which is
known for its robustness in handling correlated noise as discussed in the previous chapter.
As we explore the results in the subsequent figures, it becomes apparent how the GMF

excels in suppressing the noise interference while optimizing SINR.

From Fig. 4.7 to Fig. 4.9 where both the target signal and interference signals are co-located
in spatial cell 9, it is evident that the detection performance remained closely aligned with
the theoretically calculated values. This alignment proves the robustness of the EP strategy
implemented using the GMF. The effectiveness of GMF becomes particularly pronounced

considering that the noise interference is co-located with the target in the same spatial cell.

As mentioned, the success of the GMF to achieve optimal SINR while concurrently sup-
pressing noise interference is realised through the incorporation of the estimated interference
covariance matrix in the inverse STAP covariance matrix operation as described in (3.4).
The inclusion of the interference covariance matrix empowers the GMF to precisely nullify

the noise interference and preserve the detection performance of the STAP receiver.

In addition, the efficacy of the GMF to mitigate noise interference span across all JNR
values investigated, underlining its versatility and applicability in diverse EA scenarios. The
consistent alignment between observed performance and theoretical calculations highlights
the reliability of the EP implementation using GMF, offering a substantial solution to

mitigate advanced noise interferences in STAP radar.
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Figure 4.7. Pp vs SNR detection performance curves under EA by TWS-NJ
(hamm) with EP implemented. (a) JNR =5 dB and (b) JNR = 10 dB. Both
target and noise interference signals are co-located in spatial cell 9.
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Figure 4.8. Pp vs SNR detection performance curves under EA by TWS-NJ
(rect) with EP implemented. (a) JNR = 5dB and (b) JNR = 10 dB. Both
target and noise interference signals are co-located in spatial cell 9.

32

NAVAL POSTGRADUATE SCHOOL | MONTEREY, CALIFORNIA | WWW.NPS.EDU



)
\

hS

o
©

N
o
©

N
~

~—
-~

o
o
T
o
o

Probability of Detection (Pd
o o o
w S (4]
Probability of Detection (Pd)
o
o

o o
w ES

o
N
N\
o
N
A
N

Hamm signal w/o jamming 4 3
Hamm signal with EP againstBB-NJ ~
L

"

Hamm signal w/o jamming -+
Hamm signal with EP against BB-NJ

|\
-\

-

o
|

|

0 5 10 15 20 0 5 10 15 20
SNR (dB) SNR (dB)

(a) (b)

Figure 4.9. Pp vs SNR detection performance curves under EA by BB-NJ
with EP implemented. (a) JNR = 5 dB and (b) JNR = 10 dB. Both target
and noise interference signals are co-located in spatial cell 9.

4.2.2 Detection Performance for Target and Noise Interference Signals
NOT in the same Spatial Cell

Without EP Implementation

In the example illustrated in Fig. 4.10, the target and interference signals are located in
spatial cells 9 and 10 respectively. In this case, one can expect that the jamming effect
without EP implementation to be reduced when the noise interference is placed away from
the target considering the resulting probability of detection curves. It can also be observed
that the BB-NJ and TWS-NJ (hamm) have lower impact to degrade detection performance
with the JNR value of 5 dB as the Pp curves are relatively close to the performance of the
signal not undergoing EA. In Fig. 4.11, a larger JNR value is utilized in order to induce a

more pronounced degradation in detection performance.

33

NAVAL POSTGRADUATE SCHOOL | MONTEREY, CALIFORNIA | WWW.NPS.EDU



o
w
T

o
oo

o
-,l
T

o
(=]
T

o
-9
T

o

[

\
\

Probability of Detection (Pd)
o
(4]

o
2
T

Signal w/o jamming 1
Signalwith TWS-NJ (hamm)

0.1 Signal with TWS-NJ (rect) | -
Signal with EB-NJ
ﬂ 1 1
0 5 10 15 20

SNR (dB)

Figure 4.10. Pp vs SNR detection performance curves under EA without EP
implemented. JNR = 5 dB. Target and interference signals are located in
spatial cells 9 and 10, respectively.
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Figure 4.11. Pp vs SNR detection performance curves under EA with EP
implemented. JNR = 10 dB. Target and interference signals are located in
spatial cells 9 and 10, respectively.

To create the scenario where the noise interference is positioned farther from the target
signal, the noise interference is moved farther away to spatial cell 11 while the target signal
remained at spatial cell 9. The increase in the spatial distance between the target and the
noise interference signal correlates with a diminishing impact on detection performance as
illustrated in Fig. 4.12. The observation suggests that to achieve a comparable level of noise
interference effectiveness as depicted in Fig. 4.3, a higher JNR of 10 dB is necessary, as
illustrated in Fig. 4.13.
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This proximity induced amplification highlights the considerations when positioning the
noise interference in close proximity to the target, particularly when leveraging the noise

interference as a self-protection jammer to assist the target in evading detection.

©c o o 9
o N o ©
T T T T

Probability of Detection (Pd)
o
(6)]

Signal w/ec jamming
Signal with TWS-NJ (hamm)
Signal with TWS-NJ (rect) | -
Signal with BB-NJ
0 1 1

0 5 10 15 20

SNR (dB)

Figure 4.12. Pp vs SNR detection performance curves under EA without EP
implemented. JNR = 5 dB. Target and interference signals are located in
spatial cells 9 and 11, respectively.
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Figure 4.13. Pp vs SNR detection performance curves under EA with EP
implemented. JNR = 10 dB. Target and interference signals are located in
spatial cells 9 and 11, respectively.

As similarly observed, in terms of EA performance effectiveness, the TWS-NJs are more
effective and consistently outperform the BB-NJ in most cases leading to worse degradation

of Pp across all JNR values.

With EP Implementation

In line with the previous cases, the implementation of EP consistently yields improvements
in detection performance for both the TWS-NJ and the BB-NJ across all JNR values, as
illustrated in Fig. 4.14 to Fig. 4.16.
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This sustained improvement in detection performance highlights the effectiveness of the
GMF in countering the clutter and the TWS-NJs. The GMF achieves this through the
adjustments of filter weights, leveraging on the inverse of the overall STAP covariance
matrix. By nullifying and suppressing unwanted signals, the GMF ensures that the STAP
radar system maintains detection performance very close to the theoretically calculated

values.

The adaptability of the GMF not only demonstrates its effectiveness against mitigating
TWS-NJs and preserving detection performance. The close alignment between the achieved
detection performance and theoretically calculated values highlights the reliability of the
GMF as EP for the STAP radar receiver, regardless of the relative proximity of the noise

interference to the target signal.
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Figure 4.14. Pp vs SNR detection performance curves under EA by TWS-
NJ (hamm) with EP implemented. (a) JNR = 5 dB and (b) JNR = 10
dB. Target and interference signals are located in spatial cells 9 and 11,
respectively.
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Figure 4.16. Pp vs SNR detection performance curves under EA by BB-NJ

with EP implemented. (a) JNR =

5 dB and (b) JNR = 10 dB. Target and

interference signals are located in spatial cells 9 and 11, respectively.
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CHAPTER 5:

Conclusion

In this research, we introduced the formulation of the TWS-NIJ as an EA into the STAP de-
tection problem and demonstrated its significant impact on target detection, especially when
co-located with the target in the same angular cell. The TWS-NJ outperforms the BB-NJ
in degrading target detection in most cases when the system is without EP implementation.
The observed disparity in interference performance highlights the importance of consider-
ing both the waveform characteristics and spatial location of the noise interferences when
evaluating their impact on detection performance. We also evaluated that given the required
ES support and an accurate estimate of the noise interference covariance matrix, the GMF
1s a highly effective STAP EP technique to mitigate such adaptive shaped interference.

5.1 Key Findings

5.1.1 Performance of TWS-NJ Against Conventional BB-NJ

As discussed in Chapter 4, it was evident that the TWS-NJ consistently outperforms the
conventional BB-NJ in most of the cases, especially at higher JNR values. In addition,
along with strategic placement of co-locating the target signal in the same spatial cell, the
TWS-NJ is a more effective noise interference, making target detection more challenging

for STAP radar receiver.

The superiority of the TWS-NJ over the conventional BB-NJ can be attributed to its wave-
form shaping technique aimed to exploit the vulnerabilities of the radar signal, creating a
more effective interference. By mimicking the frequency characteristics of the radar trans-
mitted waveform, the TWS-NIJ posed a greater challenge for the STAP radar receiver without
EP implementation to detect signal from noise. This finding underscores the importance of
evolving EW tactics and echoes similar findings in [10], which showed the potency of the
TWS-NJ in EA.
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5.1.2 Impact of Noise Interference Shape in TWS-NJ

The comparison between the TWS-NJ (hamm) and TWS-NIJ (rect) reveals subtle perfor-
mance difference based on angular location. While TWS-NJ (hamm) demonstrates superior
noise interference performance in specific spatial cells as observed in Fig. 4.4, the TWS-NJ
(rect) otherwise, outperforms the TWS-NJ (hamm) in simulations involving different angles

as illustrated in Fig 4.6.

This performance variation highlights the significance of the pulse shape in directing noise
interference energy effectively, and to tailor the noise interference characteristics to specific
operational scenarios. In scenarios where the target and noise interference are positioned
at different angles, the TWS-NIJ (rect) might prove to be more effective to disrupt target
detection, as it facilitates a more precise concentration of energy in a narrower main beam.
This finding therefore underscores the need for a comprehensive understanding of how
different noise interference shapes interact with varying angular configurations, guiding the

selection of optimal noise interference strategies for specific EW scenarios.

5.1.3 Impact of Spatial Separation of Noise Interference and Target

The simulation results indicate that the impact of noise interference on detection perfor-
mance diminishes when the target and interference signals are spatially separated. As a
result, higher JNR values are required to compensate in order to achieve the same jamming

effects.

The observed impact of spatial separation highlights the need for strategic positioning of
noise interference sources. When noise interference sources are positioned too far away
from the target, the radar system exhibits reduced vulnerability to jamming effects. This
finding therefore underscores the importance of considering spatial configurations in EW
scenarios, where the tactical positioning of the noise interference becomes essential to

maximize interference effectiveness or minimize the risk of detection.
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5.1.4 Effectiveness of EP using GMF

The implementation of EP using GMF proves to be highly effective in mitigating interference
effects caused by both TWS-NJ and conventional BB-NJ. The adaptability of the GMF to
adjust the filter weights via the inverse of the interference covariance matrix contributes to

preserving the STAP radar receiver capabilities.

This success has proven the effectiveness of the GMF as an adaptive receiver by leveraging
an accurate estimate of the noise interference covariance matrix. Through this approach,
the GMF is able to nullify unwanted signals to achieve optimal SINR and thus, significantly
enhances detection capabilities. This finding emphasizes the importance of incorporating

sopisticated EP methods such as GMF to counter advanced noise interferences.

5.2 Future Research

5.2.1 Optimizing TWS-NJ for Specific Scenarios

One of the future research areas is the optimization of TWS-NJ effect. This can involve
a detailed exploration of various transmit waveform shapes and their impact on clutter. In
addition, given the observed impact of spatial separation and choice of TWS-NJ wave-
form shape on detection performance, future research may concentrate on developing a
better understanding and exploiting spatial dynamics in radar systems. This involves inves-
tigating optimal spatial configurations for noise interference placement to either maximize

interference effectiveness or minimize the risk of detection.

5.2.2 Sidelobe Susceptibility to TWS-NJ

Another critical aspect of radar system performance is the behavior of antenna sidelobes
when subjected to TWS-NIJ effect. Future studies can investigate the vulnerability of antenna
sidelobes to noise jamming, and to examine how different TWS-NJ waveform shapes can
affect the sidelobe levels. By understanding these effects, research can guide the design
of more robust antenna patterns and adaptive filtering techniques to mitigate the adverse

impact of TWS-NIJ on overall detection capability of a radar receiver.
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5.2.3 Real-World Validation and Experimentation

To bridge the gap and validate simulation results and theoretical findings, future research
should include real-world experimentation and validation in operational environments.
Conducting field trials with actual radar systems under various EW scenarios can provide
valuable insights to the proposed interference mitigation techniques thus ensuring the effec-

tiveness and reliability of developed strategies in authentic electronic warfare conditions.
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