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Abstract

This paper examines the secrecy performance of reconfigurable intelligent surface aided wireless communication systems. Specifically, we
derive the secrecy outage probability (SOP), intercept probability, probability of non-zero secrecy capacity, and ergodic secrecy capacity (ESC)
expressions over Nakagami-m fading channels. We further evaluate the asymptotic SOP expressions to get some insights into the secrecy
diversity order under two scenarios of interest; (1) when the signal-to-noise ratio approaches infinity, and (2) when the main-to-eavesdropper
ratio tends to infinity. Also, we analytically show the effect of reflecting element density on the ESC performance. The numerical and
simulation studies verify our analytical findings.
© 2022 The Author(s). Published by Elsevier B.V. on behalf of The Korean Institute of Communications and Information Sciences. This is an open
access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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1. Introduction

Wireless communications have made realizing the dream of
a truly digitally connected world possible, but the random and
uncontrollable nature of the wireless channels is the ultimate
barrier in achieving the reliable and secure communications.
Reconfigurable intelligent surfaces (RISs) can help in achiev-
ing these requirements, as they have an ability to alter the
propagation of waves impinging on them by adjusting the
reflection amplitude, phase shift, and angle of departure [1,2].
However, for pervasive wireless networks and Internet-of-
Things (IoT) use-cases, the security concerns (e.g., jamming,
spoofing, and eavesdropping) are of paramount importance. To
deal with, physical layer security (PHY-security) has emerged
as a promising solution which exploits the random channel
behavior and device specific irregularities [3,4].

The performance of various wireless communication sys-
tems by exploiting the RISs has been examined in recent
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works (see [5–9] and related references) but without con-
sidering PHY-security aspects. Nowadays, the emergence of
RIS technology has further provided a new horizon for PHY-
security solution deployments. The secrecy performance of
wireless networks has been investigated mainly for two use-
cases of RIS; viz., i) when RIS acts as a relay between
transmitter and receiver, and (ii) when RIS acts as an access
point, as proposed in [10]. To this end, PHY-security in
wireless systems for first use-case has been widely studied in
[11–15]. The authors in [11] have studied the secrecy perfor-
mance of RIS-assisted systems with direct links. The beam-
forming schemes for an RIS-assisted wireless system have
been analyzed in [12]. The authors in [13] have studied the
secrecy rate performance of an RIS-aided downlink system un-
der multi-antenna eavesdropper. PHY-security in RIS-assisted
systems with randomly deployed users and a multi-antenna
eavesdropper has been studied in [14]. The RIS-assisted jam-
ming technique for wireless systems has been studied in [15].

Of particular interest is the wireless communication sys-
tems under the scenario where an access point is config-
ured with RIS. The secrecy performance investigation under
this scenario is very scarce [16–18]. The authors in [16]
have studied the performance of RIS-based IoT networks over
Korean Institute of Communications and Information Sciences. This is an
/licenses/by-nc-nd/4.0/).
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eneralized fading channels but without considering PHY-
ecurity. The ergodic secrecy capacity (ESC) performance
f RIS-enabled vehicular networks has been analyzed over
ouble-Rayleigh fading in [17]. PHY-security performance
f RIS-aided wireless networks has been studied in terms
f secrecy outage probability (SOP) and ESC over Fisher-
nedecor composite fading [18]. However, there is a lack of
erformance evaluation measures, viz., asymptotic SOP, inter-
ept probability (IP), probability of non-zero secrecy capacity
PNZSC), and impact of reflecting element density on the
SC, under such system setup.

With above motivation, we deduce the SOP, IP, PNZSC,
nd ESC expressions of an RIS-enabled secure communica-
ion system under Nakagami-m fading channels. We further
erform the asymptotic SOP analysis for two scenarios of
nterest; (1) when signal-to-noise ratio (SNR) goes to infinity,
nd (2) when main-to-eavesdropper ratio (MER)1 approaches

infinity. From which, we reveal that the system’s secrecy
diversity order tends to zero when SNR approaches infinity,
and m D NS when MER goes to infinity, where m D is the fading
severity parameter of the main channel (between source and
destination), and NS is the number of reflecting elements.
We then show that the ergodic capacities for the main link
and the wiretap link (between source and eavesdropper) vary
logarithmically when NS grows large and are independent of
fading severity parameters.

2. System and channel models

We consider a Wyner’s wiretap model, where an access
point S (configured with RIS having NS number of passive
reflecting elements) transmits its confidential information to
a single-antenna legitimate destination D, in the presence of
a passive eavesdropper E . The RIS configuration supports
transmission from S via wired connections, without any radio
frequency processing [10]. The perfect instantaneous channel
state information (CSI) of D is considered at S, but it can only
obtain the statistical CSI2 of E , since E is passive in nature
and does not reveal its identity [11], [14], [17–19].

For this system, the received signal at node i , for i ∈

{D, E}, can be given as yi =
√

PS

[∑NS
ℓ=1 hi,ℓϵℓ

]
xS +ni , where

PS is the transmit power at S, xS is the transmit signal with
unit energy, and ni is the additive white Gaussian noise at
node i with zero mean and N0 variance. ϵℓ = ϕℓ(φℓ)e jφℓ is the
eflection coefficient produced by the ℓth reflector element of
he RIS, where ϕℓ(φℓ) = 1, for ℓ = 1, 2, . . . , NS , under ideal
hase shifts. We denote the channel gains hD,ℓ and hE,ℓ as

hD,ℓ = gD,ℓd−α/2
D e− jθD,ℓ and hE,ℓ = gE,ℓd−α/2

E e− jθE,ℓ , where
D and dE are the distances between S − D and S − E , α is

1 MER is the ratio of average channel gains from source to destination
to that from source to eavesdropper.

2 The statistical CSI of E’s channel can be obtained under the scenario
where E is part of a system and becomes an active trusted member in the
system during alternate time slots. Accordingly, E feeds back its CSI to S
during the serving period. With this information, the statistical knowledge
of E’s channel during the non-serving period can be obtained. Also, with
the known statistical CSI of E at S, one can get the information about the

osition of E .
453
he path-loss exponent, and gD,ℓ and gE,ℓ are the amplitudes
f the channel gains and follow independent and identically
istributed (i.i.d.) Nakagami-m fading.

Assuming the optimal phase shifting for RIS,3 the instan-
aneous SNR at D and E can be expressed as

γD = ρd−α
D

NS∑
ℓ=1

|gD,ℓ|
2 and γE = ρd−α

E

NS∑
ℓ=1

|gE,ℓ|
2, (1)

where ρ ≜ PS
N0

is the transmit SNR. The capacity for S → i
link, for i ∈ {D, E}, is given as Ci = log2(1 + γi ), and hence
the secrecy capacity Csec = max{CD − CE , 0}.

.1. Preliminaries

Under Nakagami-m fading, the channel gain |gi,ℓ|
2, for

∈ {D, E} is Gamma distributed [20], whose cumulative
istribution function (CDF) and probability density function
PDF) can be expressed as F

|gi,ℓ|
2 (x) =

1
Γ (mi )Υ

(
mi ,

mi x
Ωi

)
,

and f
|gi,ℓ|

2 (x) =
1

Γ (mi )

( mi
Ωi

)mi xmi −1e−
mi
Ωi

x . Further, the CDF
nd PDF of sum of NS i.i.d. Gamma RVs, Λi , which can

be defined as [20] Λi =
∑NS

ℓ=1 |gi,ℓ|
2, are given as FΛi (x) =

1
Γ (NSmi )Υ

(
NSmi ,

mi x
Ωi

)
, and fΛi (x) =

1
Γ (NSmi )

( mi
Ωi

)NSmi x NSmi −1

e−
mi x
Ωi , for i ∈ {D, E}, where Γ (x) and Υ (n, x) denote the

omplete Gamma and lower incomplete Gamma functions
21, eq. (8.350)].

. Secrecy performance analysis

.1. Exact SOP analysis

The SOP can be mathematically expressed as PSOP =

r
[
max{CD − CE , 0} < Rs

]
, where Rs (in bps/Hz) is the

redefined secrecy target rate. Note that when CD ≤ CE ,
SOP = 1. Hence, the SOP is evaluated for CD > CE as

SOP = Pr
[
CD − CE < Rs

]
= Pr

[
1 + γD

1 + γE
< Λth

]
=

∫
∞

0
FγD ((Λth − 1) + Λth y) fγE (y)dy, (2)

here Λth = 2Rs is the secrecy threshold. FγD (x) and fγE (x)
re the CDF of γD and the PDF of γE . Now, the exact SOP
xpression is presented as per Theorem 1.

heorem 1. The exact SOP for the considered system under
akagami-m fading channels can be obtained as

SOP(Λth) = 1 −

( m E
ρd−α

E

)m E NS e
−

m D
ρd−α

D
(Λth−1)

Γ (m E NS)

m D NS−1∑
n=0

n∑
k=0

(n
k

)
n!

Λk
th

( m D
ρd−α

D

)n

(Λth − 1)k−n

(
ρ

dα
E m E + dα

Dm DΛth

)k+m E NS

Γ (k + m E NS). (3)

3 In this work, we assume the worst-case scenario by considering the
optimal phase shift design for E . The investigation under the assumption of
random phase shift for E will be carried out in future.
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roof. The proof is given in the Appendix. ■

Remark 1. The expression in (3) consists of finite summations
with elementary functions, and as such, it can readily be
computed and makes it practical to use.

3.2. Asymptotic SOP analysis

To obtain some insights about the secrecy diversity order,4

he asymptotic SOP analysis is presented for two cases of
nterest; (i) Case 1: when SNR goes to infinity, i.e., ρ → ∞,
nd (ii) Case 2: when MER tends to infinity, i.e., λ =

ΩD
ΩE

→

, where ΩD and ΩE are the average channel gains of S →

D and S → E links, respectively, and can be equivalently
epresented as ΩD ≜ d−α

D and ΩE ≜ d−α
E under path-loss

hannel modeling.
Case 1: For the case when ρ → ∞, we can obtain the

symptotic SOP according to the below proposition.

roposition 1. The asymptotic SOP under Case 1 (ρ → ∞)
over Nakagami-m fading can be obtained as

asy, case 1
SOP (Λth) = 1 −

1
Γ (m E NS)

( m E

d−α
E

)m E NS
m D NS−1∑

n=0

1
n!(Λthm D

d−α
D

)n( 1
dα

E m E + dα
Dm DΛth

)n+m E NS
Γ (n + m E NS). (4)

roof. When ρ → ∞, we can have Pasy, case 1
SOP (Λth) ≈

r
[
𭟋D
𭟋E

< Λth

]
=

∫
∞

0 F𭟋D (Λth y) f𭟋E (y)dy, where 𭟋i =

−α
i

∑NS
ℓ=1 |gi,ℓ|

2, for i ∈ {D, E}. Now, invoking the CDF
f 𭟋D and the PDF of 𭟋E via relation Υ (β, z) = (β −

)!
[
1− e−z ∑β−1

r=0
zr

r !

]
[21, eq. (8.352.6)], and then simplifying

the resultant integrals by using [21, eq. (3.351.3)], with some
involved manipulations, we can get the asymptotic SOP for
Case 1, as given in (4). ■

emark 2. We can infer from (4) that the asymptotic SOP
xpression is independent of ρ, and thus the secrecy di-
ersity order goes to zero. This is due to the simultaneous
mprovement in SNR at both D and E .

Case 2: When MER λ =
ΩD
ΩE

→ ∞, the asymptotic SOP
expression can be evaluated as per Proposition 2.

Proposition 2. The asymptotic SOP for the Case 2 (λ → ∞)
under Nakagami-m fading can be given by

asy, case 2
SOP (Λth) =

[
1

(m D NS)!

( m D
ρd−α

E

)m D NS

Γ (m E NS)

m D NS∑
n=0

(
m D NS

n

)
(Λth − 1)m D NS−n

( m E

Λthρd−α
E

)−n
Γ (n + m E NS)

]
1

λm D NS
. (5)

4 It is defined as the asymptotic ratio of the logarithmic SOP to the
logarithmic SNR (or MER), and can be mathematically expressed as Ddiv =

lim log(PSOP) , where χ ∈ {SNR, MER}

χ→∞ log(χ ) C

454
Proof. By applying the approximation of Υ (β, x) ≃
xβ

β
for

small value of |x |, we can be obtain FγD (x) ≃
1

Γ (m D NS+1)( m D x
ρd−α

D

)m D NS . Invoking this alongwith the PDF of γE into (2),
and simplifying the resultant integral via binomial expansion
and [21, eq. (3.351.3)], the asymptotic SOP can be obtained,
as given in (5). ■

Remark 3. From (5), we can infer that the system can achieve
the secrecy diversity order of m D NS .

3.3. IP analysis

The IP estimates the probability that the eavesdropper is
able to intercept the information, and can be given as

PIP = Pr[CD < CE ] = Pr[γD < γE ]

=

∫
∞

0
FγD (x) fγE (x)dx . (6)

By inserting FγD (x) and fγE (x) by using the identity [21,
q. (8.352.6)] into (6), and computing the integral by the aid
f [21, eq. (3.351.3)], we can get the IP as

IP =1 −

( m E
d−α

E

)m E NS

Γ (m E NS)

m D NS−1∑
n=0

1
n!

( m D
d−α

D

)n
Γ (n + m E NS)(

dα
E m E + dα

Dm D

)n+m E NS
. (7)

emark 4. From (7), we can infer that when m D = m E = 1
nd NS = 1, the IP is a function of relative locations of the

odes, i.e., PIP =

[
1 +

dα
E

dα
D

]−1
. From which, we can reveal

that (a) when dD = dE , PIP = 0.5, (b) when dD ≫ dE , PIP
approaches to 1, which implies that E can perfectly intercept
the S’s information, and (c) when dD ≪ dE , PIP approaches
o 0, which indicates that no information is intercepted by E .

.4. PNZSC analysis

The PNZSC highlights the reliability level of the main
hannel and measures the existence of positive secrecy capac-
ty with a probability

nzsc = Pr[CD > CE ] = Pr[γD > γE ]

= 1 − PIP. (8)

ubstituting (7) into (8), the PNZSC is expressed as

nzsc =

( m E
d−α

E

)m E NS

Γ (m E NS)

m D NS−1∑
n=0

1
n!

( m D
d−α

D

)n
Γ (n + m E NS)(

dα
E m E + dα

Dm D

)n+m E NS
. (9)

emark 5. The expression in (9) consists of elementary
unctions, and as such, it can easily be evaluated.

. ESC analysis

.1. Conditional ESC analysis

The ESC is given by averaging the secrecy capacity Csec =

− C = log
( 1+γD

)
, if γ > γ , and 0 if γ ≤ γ , over
D E 2 1+γE D E D E
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he distributions of γD and γE as

Csec =

{
CD − CE , if γD > γE

0, if γD ≤ γE ,
(10)

where CD = E[log2(1 + γD)] and CE = E[log2(1 + γE )] are
he ergodic capacities of the main and wiretap links.

First, we evaluate the ergodic capacity (EC) at D as

CD = E[log2(1 + γD)] =

∫
∞

0 ln(1 + x) fγD (x)dx
ln(2)

. (11)

ow, invoking the PDF fγD (x) into (11), we can obtain

=
1

ln(2)

( m D
ρd−α

D

)m D NS

Γ (m D NS)

∫
∞

0
ln(1 + x)xm D NS−1e

−
m D

ρd−α
D

x
dx, (12)

hich can be then simplified by applying the fact
∫

∞

0 ln(1 +

)tn−1e−µt dt = (n − 1)!eµ
∑n

k=1
Γ (−n+k,µ)

µk , as

CD =
1

ln(2)
e

m D
ρd−α

D

m D NS∑
k=1

Γ
(
−m D NS + k,

m D
ρd−α

D

)
( m D

ρd−α
D

)k−m D NS
. (13)

Likewise, following the same steps as used to obtain (13),
e can express the EC at E as

CE =
1

ln(2)
e

m E
ρd−α

E

m E NS∑
k=1

Γ
(
−m E NS + k,

m E
ρd−α

E

)
( m E

ρd−α
E

)k−m E NS
. (14)

Finally, invoking (13) and (14) into (10), we can obtain the
ESC under Nakagami-m fading channels.

4.2. Impact of reflecting element density on ESC

Here, we reveal the effect of a large number of reflective
elements on the ESC performance. For this, by applying the
455
Fig. 2. The SOP vs. MER for various m D, m E , and NS .

pproximation ln(1 + x) ≈
x→∞

ln(x) along with the PDF of γD

into (11), and simplifying the required integral with the aid
of [21, eq. (4.352.1)], we can get

CD =
1

ln(2)

[
Ψ (m D NS) − ln

( m D

ρd−α
D

)]
, (15)

here Ψ (·) is the digamma function [21, eq. (8.365.4)]. Now,
onsidering Ψ (x) ≈

x→∞
ln(x) [22, eq. (6.3.18)] for a large

umber of NS , the main link’s EC is given as

CD =
1

ln(ρd−α
D NS). (16)
ln(2)
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Fig. 3. Impact of NS , m D , m E , and dD on the IP performance.
lso, we can express the EC of the wiretap link as

CE =
1

ln(2)
ln(ρd−α

E NS). (17)

emark 6. Based on (16) and (17), we can observe that i)
or sufficiently large NS , the ECs of the main and wiretap
inks increase logarithmically with NS , and are independent of
ading severity parameters, and (ii) the ESC follows the scaling
aw Θ

(
ln

( dα
E

dα
D

))
, and therefore depends on the relative locations

of the nodes D and E .

. Numerical results and discussion

We verify our analytical results via numerical and simula-
ion studies. We set α = 4, dE = 1 m, dD = 0.75dE , and
Rs = 1 bps/Hz, unless otherwise stated.

Fig. 1 depicts the SOP versus SNR (ρ) curves for different
values of m D, m E , and NS . Fig. 1 reveals that the analytical
results in (3) are well matched with the simulation ones over
the entire range of SNR, and the asymptotic results in (4)
match well with the exact ones for medium-to-high SNR
regime. Moreover, it can be seen that the SOP performance
improves when m D > m E , and deteriorates when m D <

E . Further, the SOP performance improves as NS increases.
However, there exists a secrecy error floor in the high SNR
regime, which is due to the improvement in the SNR at both
D and E by the same factor, as also shown analytically in (4).

Fig. 2 plots the SOP versus MER (λ) for different values of
m D, m E , and NS . The curves reveal that the SOP performance
improves when m D > m E and vice versa, irrespective of
NS . Also, the SOP performance significantly enhances as NS

increases, regardless of m D and m E . From the SOP plots, the

ystem’s secrecy diversity order, m D NS , can be verified for

456
various values of m D and NS in terms of MER, as proved
analytically in (5).

In Fig. 3, we show the effect of NS , m D, m E , and dD

(i.e., distance between S and D) on the IP performance. It is
observed that the IP decreases as NS increases, since more
number of NS strengthen the main channel’s quality. Also,
when m E > m D , the IP significantly increases, for all NS . It is
further seen that the IP approaches to 1 as dD > dE , whereas
the IP tends to 0 as dD < dE . Further, it equals to 0.5 when
dD = dE . We also depicted these analytically in Section 3.3.

Fig. 4 illustrates the PNZSC performance for different
numbers of NS , m D , m E , and dD . Fig. 4(a) depicts that the
PNZSC increases as NS increases, irrespective of m D and m E .
Further, the PNZSC increases for m D > m E and vice versa.
From Fig. 4(b), it can be observed that the PNZSC decreases
as dD and NS increase. However, it should be noted that when
dD < dE , the PNZSC is slightly higher for higher values of
NS than the lower values of NS , and vice versa.

Fig. 5 studies the effects of m D and m E on the ESC
performance. The ESC performance improves when m D > m E

for all ρ. Moreover, the performance enhances as ρ increases,
however, the curves saturate for large ρ, since ρ at both D and
E are increased by the same factor.

Fig. 6(a) shows the impact NS on the ESC performance,
for various values of m D and m E , when ρ = 5 dB. It is
revealed that the ESC performance improves with increased
NS , but saturates for higher values of NS , since ESC vary
logarithmically with NS , irrespective of m D and m E . Further,
Fig. 6(b) shows the ESC versus the ratio dE

dD
, for dD = 1m,

m D = 2, m E = 1, and NS = 5. We can see that the
ESC depends on the relative locations of the nodes. Also, the
ESC performance improves as α increases. These are shown
analytically in Section 4.2.
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Fig. 5. Impact of fading severity parameters on the ESC.

6. Conclusions

This paper investigated the secrecy performance of a RIS-
aided secure communication system. Specifically, we deduced
the closed-form expressions for the SOP, IP, PNZSC, and
ESC over Nakagami-m fading channels. Moreover, we derived
the asymptotic SOP expressions in the high SNR and MER
regimes. Based on this, we demonstrated that the system’s
secrecy diversity order becomes zero under the high SNR, and
m D NS under high MER regime. Further, under the impact of
a large number of NS , we showed that the ESC (i) varies loga-
rithmically with NS , and (ii) depends on the relative locations
of the nodes. Lastly, we verified our theoretical results with
numerical and simulation studies.
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Appendix

By substituting FγD (x) and fγE (x) via the identity [21, eq.
8.352.6)] into (2), we can express the exact SOP as

SOP(Λth) =

( m E
ρd−α

E

)m E NS

Γ (m E NS)

∫
∞

0
ym E NS−1e

−
m E

ρd−α
E

y
dy

−
1

Γ (m E NS)

( m E

ρd−α
E

)m E NS
m D NS−1∑

n=0

1
n!

( m D

ρd−α
D

)n
e
−

m D
ρd−α

D
(Λth−1)

∫
∞

0
e
−

(
m DΛth
ρd−α

D
+

m E
ρd−α

E

)
y
((Λth − 1) + Λth y)n ym E NS−1dy. (18)

The first integral (say I1) in (18) can be computed via [21,

q. (3.351.3)] as I1 = Γ (m E NS)
(

m E
ρd−α

E

)−m E NS
.

The second integral (say I2) in (18) is simplified by using
he binomial expansion and [21, eq. (3.351.3)] as

2 =

n∑
k=0

(
n
k

)
(Λth − 1)n−kΛk

th

(m DΛth

ρd−α
D

+
m E

ρd−α
E

)−(k+m E NS )

× Γ (k + m E NS). (19)

Invoking I1 and I2 into (18), and after some manipulations,
we can obtain the SOP expression of (3).
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Fig. 6. ESC vs. NS for various m D and m E .
ppendix B. Supplementary data

Supplementary material related to this article can be found
nline at https://doi.org/10.1016/j.icte.2022.04.003.
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