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Abstract— People are increasingly sharing their personal information online 

as internet usage grows. As a result, fraudsters have access to a massive amount 

of personal information and financial activities. In recent years, phishing assaults 

have become one of the most common threats faced by internet users, govern-

ments, and service providers. The attacker(s) uses falsified emails or bogus web-

sites to obtain the client's sensitive data (i.e., user account login details, 

credit/debit card numbers, etc.) in a phishing assault. Studies have classed phish-

ing attacks based on fundamental phishing mechanisms and defenses, ignoring 

the importance of the phishing lifecycle from beginning to conclusion. This study 

also provides a new thorough taxonomy of phishing assaults, including attack 

phases, attacker types, vulnerabilities, threats, targets, attack media, and attacking 

strategies. Furthermore, the proposed anatomy will help readers comprehend the 

full lifecycle of a phishing attack, which will raise awareness of these phishing 

attacks and the strategies utilized; it will also aid in the development of a com-

prehensive anti-phishing system. In addition, various preventative precautions 

are being investigated. 

Keywords—Cybersecurity, Phishing Attacks, Internet security, Information se-

curity, Phishing Attack Taxonomy. 

1 Introduction  

The world of technology continues to grow and develop, as are hackers who have 

depended on the unlawful use of digital data, especially private data, to cause harm to 

people. 'Identity theft' is arguably the most dangerous crime for anyone who uses the 

Internet, as it involves a criminal impersonating a person with the goal to steal and use 

their private information (i.e., financial data, their social security number, or credit card 

details, etc.) for the assailant's personal gain as well as for stealing money but also for 

committing other crimes [1]. 

Cyber Security refers to the process of defending cyberspace from threats  [2]. Cyber 

security is all about safeguarding, preventing, and recovering all internet-connected re-

sources from cyber-attacks[3]. The complexity of the cybersecurity domain grows by 

the day, making recognizing, assessing, and controlling important risk events difficult. 
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Cyberattacks are malicious digital attempts to steal, destroy, or infiltrate personal or 

corporate secret data[4]. 

Phishing is a method of fraudulently acquiring sensitive information. Phishing is a 

combination of social engineering and technical exploitations that is intended to compel 

a victim to divulge personal information. The majority of phishing attempts are carried 

out via bogus emails containing an unified resource locator (URL). When activated, 

such a URL leads to a phony harmful Web site [5][6]. Phishing is currently one of the 

most severe Internet security problems. In this attack, the user submits sensitive cre-

dentials such as credit card information, passwords, etc., on a website that appears to 

be genuine but is actually fraudulent [7]. Figure 1 presents the growth of phishing at-

tacks during the period from the fourth quarter of 2021 into the third quarter of the year 

2022. 

 

Fig. 1. depicts the increase in phishing attacks through the third quarter of 2022 [8]. 

The increase in Q3 2022 is due in part to an increase in the number of attacks re-

ported against a variety of specific targets. These targets were subjected to a consider-

able number of phishing attacks[8]. 

 

2 Phishing Life Cycle 

When an end user hits the fraudulent webpage and inputs their own private data, the 

attacker has the ability to access the aforementioned data. Furthermore, the assailants 

exploit this data for both private and monetary advantage [9][10]. Figure 2 displays the 

entire life cycle following a phishing attack. A phishing assault consists of the follow-

ing stages: 
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Initially, the hacker creates a bogus website that resembles a legitimate one. To de-

ceive users, the scammer attempts to maintain the apparent resemblance between the 

fake website and the genuine website when constructing the bogus website. Second, the 

scammer sends the selected victim an email with an URL link to the fraudulent website. 

Third, when the target reads the sent message as well as interacts with the fraudulent 

link, he is transported to the fraudulent website, and there he has to give his private 

data. For example, if the scammer has set up a phishing website that purports to be that 

of a bank, the person being targeted will be asked to input the details of their bank 

account. Fourth, the scammer acquires the necessary information promptly when the 

targeted individual enters their personal details on the fraudulent website. This infor-

mation may be used for financial or other gains by the phisher. 

 

 

Fig. 2. phishing life cycle cited from [11]. 

3 Related Works 

According to [12], this study provides a novel method to distinguish phishing as-

saults through the examination of URLs in the HTML coding of a web page. The sug-

gested technique divides hyperlink-specific properties into twelve distinct groups and 

utilizes these attributes to teaching machine learning techniques. Compared to other 

methods, the suggested solution has a comparatively high detection rate for phishing 

websites, as its logistic regression classifier obtained over 98.4% accuracy. This ap-

proach uses logistic regression (LR) as a supervised machine learning algorithm. 

According to [13],the objective of this project is to construct a machine learning-

based phishing detection system that allows users to assess the authenticity and mali-

ciousness of a URL in the shortest time possible. By developing a method capable of 

extracting feature vectors from the URL every time a user visits that URL. Then, the 

feature vectors are preprocessed and sent to a number of machine learning algorithms 

to check if a URL is real.  

According to [14], Using binary visualization and machine learning, the authors of 

this research offer a novel method for preventing phishing assaults. In contrast to prior 

research in this sector, their method employs a computerized identification procedure 
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and does not need any additional input from the client. Hence enabling a faster and 

more accurate detection process. Combining scamming with machine learning and 

recognition of pictures enables clients to enter previously obscure dubious web pages 

as well as obtain a deeper grasp of potential menace in a faster manner. The primary 

aspect of this research is the automatic detection of websites that are phishing automat-

ically. Since the method doesn't require verification from more than one user, the black-

listing process can be done faster, making it easier for potential targets to get to the 

URL web page.  

According to [9], They have suggested a novel method for preventing phishing at-

tempts using an automatically-updated whitelist of authorized sites that the user can 

view. A whitelist is a collection of authorized domains or URLs. A white list is com-

prised of the sites that the user intends to access and are legitimate. A black list, on the 

other hand, provides information about sites that the user does not desire to access since 

they are fraudulent. In addition, the white-list data is smaller and more accurate than 

the black-list data. Listed below are the key contributions of their method: 

• A viable and real-time solution for protecting users from phishing assaults 

on client sites is proposed. 

• Discovering scams by examining a single significant feature (i.e., links lo-

cated on the website) 

• Discovering zero-hour scamming with no training required. 

• DNS assaults are also detected by matching the potential attacker's web-

site's IP address to Google Open DNS. 

According to [15], They've suggested a novel ensemble approach for detecting 

phishing assaults via websites. A scamming web pages dataset containing 30 attributes 

is used to build the approach, and 10-fold cross-validation is performed to assess effi-

ciency. They employ an innovative ensemble approach to identify phishing assaults on 

the web page since ensemble approaches have historically demonstrated superior per-

formance. They've utilized a voting model to combine two RFC-based classifiers with 

ANN, KNN, and C4.5 classification algorithms. All methods are implemented with a 

maximum number of batches of 100, and 10-fold cross-validation is performed to de-

termine the classifier's efficacy. 

 

According to [16], the article introduces a novel technique for detecting phishing 

webpages regardless of their language. While many current anti-phishing approaches 

are limited to identifying fraudulent English-language webpages, this new method uses 

a search engine-based approach that employs a lightweight and language-independent 

query to assess the legitimacy of suspicious URLs. The proposed technique also incor-

porates five heuristics to improve detection accuracy, particularly for newly established 

legitimate sites that may not yet be indexed by search engines. According to the evalu-

ation results, the proposed method significantly outperforms existing search-based ap-

proaches, exhibiting a 98.15% true positive rate and a mere 0.05% false positive rate. 

According to [17] This article discusses the problem of phishing attacks on social net-

works, particularly Twitter, and the limitations of current detection methods that use 

machine learning. The authors propose a three-step approach to improve the detection 
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and analysis of phishing attacks on Twitter, which can be extended to other social net-

works. The first step involves searching a "Blacklist" database for suspicious URLs, 

followed by a URL analysis step that uses machine learning techniques and introduces 

new features. Three classifiers (Regression Logistics, SVM, and Random Forest) are 

used in this step. The third step involves analyzing Twitter accounts using user-related 

features to detect malicious users responsible for the phishing attacks. The authors test 

their system on real data and develop an application for end-users. 

4 Taxonomy of Phishing Attacks 

Phishing schemes can be perpetrated through technical deception and social engi-

neering. "Spoofed" emails are used by social engineering techniques to direct consum-

ers to bogus websites [18]. Phishing URLs can also be disseminated via Internet Relay 

Chat (IRC), instant messaging (IM), forums, and blogs, among other channels. The 

scammers send the same email to tens of thousands of people, requesting personal in-

formation [9]. Some of the most prevalent phishing attacks designed to deceive Internet 

users are described in Figure 3: 

 

 

Fig. 3. depicts the increase in phishing attacks through 
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4.1 Social Engineering Phishing Attack 

This type of phishing attack is based on the manipulation of human vulnerabilities 

to achieve a malicious objective. Therefore, it is complex because they utilize vulnera-

bilities in people that cannot be readily secured automatically [19]. These types of at-

tacks can be used in a variety of methods to trick individuals into divulging their infor-

mation. It employs social engineering techniques and cleverly arranged tactics to entice 

users into providing data. The lure can be sent via text message, phone, or forged email. 

Phishers post fraudulent emails to millions of internet users in the hopes that at least a 

few will fall for them. People are the most vulnerable component of an organization, 

so social engineering is highly effective [20]. There are two famous types of phishing 

attacks that can be categorized as:  

• Website phishing (fake / spoofing): This is also known as websites spoof-

ing, in which phishers create a website that appears authentic and resembles 

a reputable website[21]. Unsuspecting users are directed to this website af-

ter clicking a hyperlink inside a mail message, advertising, or other 

sources (clickjacking). If the client continues to connect with the counter-

feit website, the phisher will divulge and harvest sensitive infor-

mation[22][23]. 

• Email phishing: A scam or counterfeit email is a fraudulent email distrib-

uted at random to thousands of recipients from an untrustworthy provider. 

Spear phishing refers to phishing emails that are more coordinated and that 

target a specific group of individuals inside the same organization. This re-

mains the most prevalent form of phishing to this day [24][25]. This type 

of phishing attack can be classified into two types: 

❖ Spear phishing: Although equivalent to "phishing," spear phish-

ing is a strategy that fraudulently acquires private information by 

delivering highly personalized emails to a small number of end 

users[26]. It is the primary distinction between phishing assaults 

and spear phishing attacks, since spear phishing efforts rely on 

sending out large quantities of generic emails with the assump-

tion that only a small number of recipients will react. In contrast, 

spear phishing emails necessitate further research on the part of 

the attacker in order to "trick" the target[27]. 

❖ Whaling  phishing: Finding for information and data pertaining 

to senior positions using emails or websites disguised as court 

notifications, consumer complaints, or other business-related dif-

ficulties[28][29]. 

4.2 Technical Subterfuge Phishing Attack 

This type of phishing attack deceives victims into divulging confidential data by 

installing harmful software inside the target's machine [25]. This type of phishing attack 

can be categorized into nine types: 
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• Search engine phishing: at this scamming strategy, the scammer establishes 

fraudulent websites with enticing offers and uses Search Engine Optimiza-

tion (SEO) techniques to have them ranked lawfully so that they appear 

when a user searches for a product[16]. A search through a search engine 

leads people to these fraudulent websites, where they may provide personal 

information while assuming they are on a legitimate site[16]. There are 

black-hat search engine optimization packages available that can rapidly 

boost the search engine rankings of a fraudulent website. However, due to 

the time lag between when a website is established and when it is accessed, 

this is often used to send consumers to harmful websites [30]. 

• DNS poisoning: In this type of phishing attack, the phisher uses a spoof 

DNS server to redirect Internet traffic away from the legitimate website and 

towards malicious sites. As a consequence, the attacker takes control of the 

DNS server and modifies the DNS cache [31]. When a cache is tainted, the 

data is transferred to the spoof URL. The phisher lures the client into com-

municating with it, and once the victim connects, he or she is redirected to 

malicious websites, or malware may be installed on their systems [32]. 

• Compromised web server: In this type of phishing attack, the attackers seek 

weak servers and install a backdoor or secret exit that allows them to gain 

access to a compromised web server via an encrypted backdoor. The victim 

downloads phishing websites, which then begin to receive traffic and pro-

vide access to malicious content [18]. 

• URL/SLL: this 

• Host file poisoning: This kind of phishing attack involves injecting new 

entries for webpages into a machine's host file, thereby redirecting the web-

sites to a different location. When an end-user provides a URL, it gets con-

verted into an IP address before sending it through the Internet; fraudsters 

have falsified addresses transmitted by altering host files and redirecting 

the end user to a fake web page where private data is required [18][33]. 

• Session hijacking: this kind of phishing attack is a prevalent and grave issue 

in WLAN. This is also known as hijacking data. DoS attacks are used to 

take the session key in order to steal the user's identity and gain unauthor-

ized access to the system's resources. The assailant forces the mobile station 

to disconnect from a specific access point [34]. 

• The Man in The Middle phishing attack (MITM): This type of scamming 

occurs when the scammers introduce communications between both parties 

(i.e., the client and the legal website) and attempt to intercept the victim's 

communications in order to obtain information from both parties. In this 

form of phishing attack, the phishers intervene between the target and the 

genuine website. The perpetrator receives the data submitted to the legiti-

mate website, which may include credit card information or other personal 

data. Therefore, the user's transaction is not compromised[35][25]. 

• Content-Injection phishing: this type of attack, which happens when insert-

ing fraudulent content into a legitimate website, is referred to as phishing. 

This malicious content might misdirect a client to false websites, resulting 
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in the disclosure of sensitive information to the hacker, or it could result in 

the user's device being infected with malware [31][25]. The most famous 

type of this attack is: 

❖ Cross site scripting: these types of assaults are a particularly prev-

alent security flaw in up-to-date web-based applications, consti-

tuting a plague for these programs. XSS assaults allow the assail-

ant to initiate scripts that are malicious on the prey's web page 

browser, leading to a variety of side consequences such as data 

hack, pilfering of cookies, passwords, credit card information 

theft, and so on [36]. 

4.3 Wireless Phishing  

Wireless phishing, additionally referred to as an evil twin assault, is a kind of scam 

that employs wireless networks as an assault mechanism. The scammer places himself 

among the victim and the genuine entrance point. This is performed through the utili-

zation of a bogus access point with the exact same SSID as well as frequency as the 

legal network [37]. This type of phishing attack can be categorized into two famous 

categories: 

• Wi-Fi: it has grown to be an integral part of modern life and, as a result, an 

attractive target for cybercriminals. In general, clients do not verify the ac-

cess point from which they are currently communicating, and it is simple 

for an adversary to establish a fake accessing point using a Service Set 

Identifier (SSID) that resembles the legitimate one. Consequently, Wi-Fi 

Phishing happens when cybercriminals construct an illegal Wi-Fi access 

point that resembles or is identical to a legal Wi-Fi access point [35]. An 

evil twin attack occurs when an attacker creates a bogus Wi-Fi access point 

in the hopes that clients will join to it instead of the real one. Whenever 

users interact to this access point, all of the information they share with the 

network flows through a server under the control of the attacker[38][39]. 

• Bluetooth: is an additional kind of wireless phishing scam that occurs when 

the assailant connects via a Bluetooth-enabled device and has the ability to 

access data on the target's smartphone including contacts and call logs. As 

a result, mobile phone users should be safeguarded against a variety of 

phishing attacks. A warning sign must be shown when accessing a dubious 

website. As a result, Bluetooth-enabled smartphones are considered less 

authentic due to the assailant obtaining direct access to apps like the con-

tacts database, calendar, to-do list, and call logs. Messages are being sent 

from the targeted user's smartphone to any other receiver. The assailant has 

the power to send any type of data to any Bluetooth-enabled device within 

range [40]. 
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4.4 Social Media (Online social network) Phishing  

Social networking is currently one of the most popular digital activities on a global 

scale. This is why many cybercriminals attempt to exploit social media networks such 

as Facebook, Instagram, and Twitter[41]. This led to the creation of the idea of "Angler 

Phishing." This is a new fraud tactic in which cybercriminals pose as customer service 

personnel on social media sites and accounts. The objective is to deceive disgruntled 

customers into divulging their personal information[42][43]. Therefore, social media 

has become the preferred platform for cybercriminals to launch phishing attacks. Due 

to the possibility of accessing a vast quantity of personal information disclosed by 

online social network users themselves, online social media can introduce new threats 

for their users. These threats include account hijacking, impersonation attacks, scams, 

and malware distribution.  Due to the fact that social media resides outside of the net-

work's boundaries, discovering and mitigating these hazards takes longer than conven-

tional detection approaches [25][31]. Nation-state threat actors, for example, undertook 

an intense series of social media attacks against Microsoft in 2014. These attacks 

hacked numerous accounts on Twitter, exposing the passwords and email addresses of 

hundreds of Microsoft employees. Social media has grown into the favored venue for 

scammers to perpetrate phishing scams. Account takeovers, impersonation attacks, 

scams, and malware propagation are all examples of social media hazards [44]. Ac-

cording to Kaspersky Lab, over 3.7 million phishing attempts were made to visit fraud-

ulent social network pages in the first quarter of 2018, with 60% of those efforts at-

tempting to reach phony Facebook pages [45]. The most famous types of these phishing 

attacks can be found below:  

• Linkedin: Actually, one of the biggest and most widespread LinkedIn 

phishing efforts occurs when an individual accepts a connection invitation 

from a fraudulent user. These demands can take various distinct forms. In 

rare cases, scammers may claim to be romantically interested in the person 

being scammed. As an example, LinkedIn-based phishing attempts de-

tected tend to resemble LinkedIn's corporate style,' using headlines that will 

appear recognizable to any habitual client of the platform [46]. 

• Facebook: Due to people's lack of security consciousness, regarding the 

way Facebook is utilized, online phishers have begun conducting phishing 

assaults on Facebook, posing as friends and using phony or compromised 

accounts to confuse their targets. Some users of Facebook derive pleasure 

from social browsing, learning more about other people, and growing their 

social networks. To discover others and be found, users can customize their 

privacy settings and profile information to reach a broader audience. 

Through doing so, these users provide more data to the scamming perpe-

trators and expose themselves as potential victims [47]. 

• Twitter: Twitter has grown into a popular platform for phishers to spread 

infections of phishing because of its large amount of data dissemination and 

difficulty in being discovered, as opposed to email [48]. Spammers on 

Twitter tweet for a variety of reasons, including spreading advertisements, 
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disseminating pornography, spreading viruses, phishing, or simply under-

mining a system's image. Several reported instances demonstrate the threat 

posed by spammers on social media platforms online. A number of Nat-

West bank customers, for example, were the targets of a Twitter-based 

scamming assault that utilized spam tweets that appeared to be from the 

official NatWest customer support account[49]. 

• Tiktok: Due to the popular use of TikTok, the propagation of scamming has 

grown more diverse, rendering conventional phishing detection techniques, 

which began with emails, ineffective in preventing phishing. Because the 

majority of phishing assaults direct victims to fraudulent websites, recog-

nizing fraudulent websites as an entrance point has grown into an increas-

ingly practical method of scamming defense [50]. The scammers take use 

of TikTok's flaws to automate the contact uploading and synchronization 

process on a wide scale in order to develop a database for sparse phishing 

[51].  

• Instagram: Instagram has grown to be a particularly common victim for 

scammers among media-sharing websites, with over 1 billion active users. 

Similarly, scammers seek to gain the trust of users by impersonating friends 

or followers in order to distribute harmful content.  Criminals impersonat-

ing Instagram distribute fraudulent emails to victims, claiming to activate 

their verified insignia, followed by a phony website asking for the target's 

Instagram login details, email address, and passwords [52]. 

• Youtube: YouTube has grown in popularity among users. Because of 

YouTube's popularity, it has become a venue for spammers to transmit 

spam via YouTube comments. This is an issue since spam can lead to a 

phishing assault, with the target being any person who clicks on a bad link. 

Spam causes numerous issues, including squandering the user's time and 

memory, as well as utilizing network bandwidth. Because of the threat of 

spam, organizations, and clients may suffer financial losses. Some scam-

mers utilize the YouTube comment section for advertising purposes, 

whereas other individuals are responsible for delivering computer viruses, 

and other spam messages meant to steal personal data and financial iden-

tity. The most worrisome spam risks include harmful spam that directs con-

sumers to phish websites once they click the link and malware spreading 

[53]. 

• Impersonation: Users enjoy following renowned people on social media 

platforms and joining their interest-based groups. There currently exists no 

technique for validating the legitimacy of a virtual profile. The phisher 

takes advantage of this by posing as a renowned person and posting mali-

cious links to sales or offers that, when clicked, request personal infor-

mation or download malware [54]. 

• fake communities: To carry out the scam, the scammer may establish a 

phony group with an alias of a well-known organization and join some in-

dividuals who are actually members of the real organization but in fact, they 

are phishers attached to the fake group. They send group requests to other 
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participants in the organization, who join the group after seeing that their 

coworkers are also members. The phisher then obtains private data from 

their conversations and uses it for his personal benefit [35]. 

• Posting malicious links: Assailants employ harmful links to reroute the cli-

ent to an outside malicious webpage controlled by the assailant. It is possi-

ble for fake accounts to publish the links. Within 24 hours of an attacker 

posting a malicious URL, nearly 90 % of visits occur. When a link looks to 

be a promising link, the redirection can be accomplished using social engi-

neering. The rerouted website could include deceptive information, such as 

malicious software, a sham registration page, or advertisements for coun-

terfeit goods [31]. 

• fake profiles: The assailant is able to distribute friend invitations to clients 

while posing as an old acquaintance. The phisher gains access to the user's 

confidential information that he shares with acquaintances, relatives, and 

coworkers after being added to the friend list. For more details, the scam-

mer may contact the user via email or phone [55]. 

4.5 Mobile Phishing Techniques  

Phishing attacks based on mobile are often categorized according to mobile applica-

tions, mobile malware, and other phishing attacks based on mobile. Some varieties of 

mobile phone phishing attacks will be discussed below. 

• Mobile applications: On mobile devices, app-based phishing assaults are a 

significant issue.  an internet user could become a victim of phishing at-

tempts while browsing or downloading an application. When malicious 

apps infiltrate the mobile, they gather private data from the end-user, such 

as login ids and passwords, and send it to the assailant. The assailant might 

set up a backdoor as well as other applications that breach the user's privacy 

[56]. The following section discusses various phishing attack tactics on mo-

bile applications:  

❖ Similarity attack: The phishing application attempts to convince 

legitimate users that a phishing website is legitimate by using a 

website or registration interface with the identical name, User in-

terface (UI), and icon as the legitimate website. The phishing per-

petrators create websites with a high degree of similarity to the 

content of their intended pages, which is essentially manifested by 

the logo, Favicon, CSS architecture, page layout, and overall vis-

uals. As a result, the phisher prompts the user to install a phishing 

application and enter credentials in a phishing Login User Inter-

face (LUI) rather than a legitimate one [57]. 

❖ Forwarding attacks: In this phishing assault, an assailant's website 

invites clients to share their activities on social networking sites, 

such as their high score in a game, and asks that a social media 

application be launched. Whenever the client clicks the link to 

start the social media appl, a scamming login page is displayed 
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instead. To gain entry to the account, the phishing page requests 

login information. Forwarding attacks of this nature are challeng-

ing to detect [35]. 

❖ Background attacks: Occasionally phishing applications operate 

in the backend and utilize Android's Activity Manager to maintain 

track of various apps operating on the mobile phone. When the 

client launches a legitimate target app, the scamming application 

appears in the forefront and displays the phishing screen [58]. 

❖ Notification attacks: The phisher may display an erroneous notifi-

cation requesting the client for confidential information. The 

phisher can modify the notification window to appear identically 

to an authentic notification window [59]. 

❖ Floating attacks: The phisher takes advantage of an Android de-

vice feature that allows an app to draw a certain action on the sur-

face of another app in the forefront. A phishing app with the 

SYSTEM ALERT WINDOW privilege can display a transparent 

input area on top of the authentic application's login id and pass-

word input fields. The legitimate application's Login User Inter-

face is visible to the end user, however, the covered input area is 

not. The phishing application receives credentials whenever the 

user enters them in the input area [60]. 

• Mobile malware: Lack of awareness and security culture among users, as 

well as weaknesses in some applications that can be controlled through con-

tinuous updates. below are the famous types of this phishing attacks but not 

limited to: 

❖ Trojans: is a type of malware that disguises itself as a benign ap-

plication in order to entice users to acquire and install malware. 

With such kinds of malicious software, attackers get the ability to 

remotely access for stealing information as well as finances, re-

move and alter files, generate malicious versions, monitor user 

activities such as monitoring screens and logs, and so on [58]. 

❖ Worms: is a piece of code that can replicate and spread across 

networks of computers from machine to machine without the 

need for human involvement. Worms are capable of carrying 

"payloads" to harm devices that host them as well as hosting net-

works via consuming traffic and generating website congestion. 

Payloads typically pilfer client information, erase system files, 

and establish botnets. Opening an infected email attachment can 

propagate worms [58]. 

❖ Mobile ransomware: is a form of malware that does not allow 

hardware and software to be released until the target pays a ran-

som. Ransomware locks the computer, restricting access, en-

crypts data, and displays messages requiring users to pay money. 

Following payment, ransomware software will be removed from 

the system [61]. 
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❖ Key / screen loggers: Loggers are a type of malicious software 

used by phishers that are downloaded and installed on the victim's 

computer via Trojan horse email attachments or direct download. 

Before transmitting the information to the phisher, this program 

checks data and logs user keystrokes [62]. The Phisher uses 

keyloggers to gather private data about the clients, including their 

names, addresses, passwords, as well as other confidential infor-

mation. Key loggers are additionally useful for non-phishing pur-

poses, such as monitoring a child's Internet usage [40]. Key log-

gers may additionally be employed in various ways, including 

recognizing changes in URLs and logging information as a 

Browser Helper Object (BHO) which permits the hacker to influ-

ence the attributes of all Internet Explorers, observing keyboard 

and mouse input as a driver for the device, and observing client's 

input and show as a screen logger [18][63]. 

❖ Botnets: A mobile botnet is a collection of smartphone and tablet 

computers corrupted by a malicious program. An attacker known 

as the Botmaster commands a mobile botnet to conduct illegal 

operations such as eavesdropping, transmitting malicious codes 

via SMS, DDoS attacks, and stealing sensitive information [64]. 

❖ Spyware: The attacker uses freely available online spyware to 

gain control of the victim's mobile phone, allowing them to con-

trol SMS, emails, listen to phone conversations, and monitor the 

victim's location using GPS. Spyware utilizes hidden channels in 

the smartphone to provide the information for the assailant. When 

an app requires sending information to outside parties for reasons 

that are legitimate, the settings of permissions existing on 

smartphones are not sufficient to prevent similar approval from 

being misused for any other purpose [35]. 

❖ Rootkits: is a form of malware that gains remote access and con-

trol of a device in order to exploit users. To perform harmful ac-

tions, rootkits include a dropper, a loader, and the rootkit itself. It 

gets administrative access in order to install various malicious ac-

tivities such as stealing information, disrupting system routines, 

making changes in the system, causing system configuration to be 

altered, and so on. When a rootkit is installed on a computer, it 

starts at boot time. The rootkit can be challenging to identify and 

eliminate from the system due to its covert operations. Because 

the rootkit employed obfuscation to conceal its existence, it re-

mains on the system for a long time [58]. 

• Other mobile phishing: this type 

❖ Smishing (SMS): is a type of phishing attack that focuses on send-

ing SMS messages. Smishing functions almost identically to email 

phishing attempts. Using SMS to phone numbers that are ran-

domly accessible to the public, hackers send messages to victims 
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holding crucial information or instructions that must be executed 

promptly[65]. This Smishing attack is dangerous since it is more 

personalized and so renders the victim less vigilant[66][67]. The 

objective of a social engineering attack is to obtain sensitive infor-

mation using a variety of human interaction techniques. Certain 

tactics involve sending a victim a malicious SMS and convincing 

the victim to make a security error by clicking a malicious link or 

providing confidential information. Due to the lack of cyber secu-

rity awareness among users, the number of SMS spam messages 

continues to rise over time [68]. 

❖ Vishing (VoIP): is a kind of phishing that targets telephone com-

munication channels. Without the user's knowledge, hackers em-

ploy Vishing to fool clients into divulging confidential data that 

involves PINs, One-Time Passwords, and so on. Hackers employ 

a variety of psychological strategies, such as threats, worry, and 

good news, to prevent victims from recognizing they are not being 

scammed[29][69]. 

❖ Data theft: is the unauthorized accessing and obtaining of confi-

dential information belonging to an organization or an individual. 

An email that is phishing and that leads to the download of mali-

cious software onto a user's computer and then directly captures 

confidential information stored on that computer can be used to 

commit data theft [70]. Phishers could directly or indirectly sell 

information that was stolen such as usernames and passwords so-

cial security numbers, credit card numbers, confidential emails, 

and other personally identifiable data [25]. 

❖ System reconfiguration: In a system reconfiguration attack, the at-

tacker sends a message to the user requesting them to reconfigure 

their computer settings. That message could originate from a web 

address that looks to be trustworthy[71]. As a result, the phisher 

modifies the settings on a user's computer for malevolent pur-

poses, compromising the data on this PC. Reconfiguring the oper-

ating system and changing the user's DNS server address are two 

ways for changing system configurations. The wireless evil twin 

assault is an instance of a network reconfiguring assault whereby 

a hostile wireless Access Point monitors the entire user network 

traffic [18]. 

5 Conclusion 

Phishing attacks continue to pose a serious threat to both individuals and businesses. 

This is largely due to the fact that these attacks exploit human vulnerabilities and weak-

nesses, alongside technological weaknesses. This review paper examines various strat-

egies, challenges, and trends in detecting phishing attacks, providing valuable insights 
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for researchers in this field. Unfortunately, preventing phishing attacks remains a com-

plex task in the realm of system security. Effective detection systems must be able to 

identify these attacks with few false positives. Moreover, phishing attempts have 

evolved from traditional email scams to social media-based attacks, which require up-

dated detection methods. As attackers constantly refine their tactics, there is often a 

time lag between new phishing schemes and available defensive measures. Therefore, 

future defense strategies should be comprehensive, addressing both the technical and 

human factors involved in these attacks. Overall, this article offers a wealth of infor-

mation on current phishing threats and countermeasures, with a precise classification 

system that illuminates the entire phishing life cycle. 
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