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[OPTION] := [ [option_name] = [value] <space> ]x*

[MODE] := [A|ACICI|IEIHIIIOIPISITI]

Linux i bash ckpurnTi [03BO/SIIOTE HaM [y)Ke BAaj0 KOMOiHYBaTH [esiki
KOMaHZY,1[00 OTPUMAaTH [y)Ke 3DYYHUIN BUBIJI JAHUX 3 3aCTOCYBaHHSM [0 HHUX,
ofjpasy X, eBHUX MoxJuBocTeil Metasploit./]ns npukiaay,Bukopucraemo MSFcli,
Nmap ta awk [3]:

for ip in “nmap -v -T5 -p[PORT] [HOST] | awk -F\ '/[PORTI\/[tcpl|udp]

on/ { print $6 }'~; do msfcli [MODULE] RHOST=$ip E; done

Takoxx mo makery yrtumit Metasploit Bxomste msfconsole, msfpayload,
meterpreter Tomo. Bayxiueumu yTwitiTamy bash Ha etami ekcrtyararii B miporeci
TIEHTECTY € TakoK arpspoof, macchanger, tcpdump, ettercap, sslyze, w3af, arachni,
sqlmap, john-the-ripper i smtpwalk.

BucHoBku

B TenepimHix ymoBaX, Mu 6auMMO, fIK I[OAIEHHO BUSIB/ISIFOTBCS HOBI
Bpa3/IMBOCTI Y BCECBITHbO BifJlOMMX i LIMPOKO BUKODUCTOBYBaHUX MPOTOKOIAX I
cucremax (Bash shellshock, SSL heartbleed etc.). Otox 3apa3 bash Ta ckpunTvHr
B3araji € K/IFOUOBUMHM IHCTpyMeHTaMH [jisi 37ilicCHeHHsI e(eKTHBHUX TeCTiB Ha
TIPOHUKHEHHS Ta [/ BUSIBJIEHHS HOBUX BPAa3/MBOCTEH, a/pke BOHM [IO3BOJISIOTh
3arTMOUTHCh B HAUAPIOHILT ZieTasti meBHUX MPOTOKOJIB.
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Ansible - IT automation engine for configuration management and cloud
provisiong
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Automatic provisioning of infrastructure as well as deployment is a cornerstone of
DevOps. It brings the benefits of version control, reproducibility, and a central place
to consolidate (executable) knowledge about infrastructure setups. Best known
provisioning systems are Chef and Puppet. A newcomer to this game is Ansible with
goal are foremost those of simplicity and maximum ease of use and with strong
focus on security and reliability, featuring a minimum of moving parts.

Ansible is an radically simple IT automation engine was that released in 2012
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by Michael DeHaan, a developer who has been working with configuration
management and infrastructure orchestration in one form or another for many
years. He has worked with Puppet, Chef, Cfengine, server deployment (Capistrano,
Fabric,) and ad-hoc task execution (Func, plain SSH), and wanted to see if there
was a better way. Ansible wraps up all three of these features into one tool, and
does it in a way that’s actually simpler and more consistent than any of the other
task-specific tools.

Ansible is a automation and provisioning tool that makes it easy to configure
systems with the needed software, configuration options and even content. It is a
command line tool, written in Python, that uses SSH connections to run these
actions. This means that all you need to do is have a SSH connection to a machine
and Ansible will run any actions you want to run.

Using Ansible it’s easy to deploy — and most importantly, it uses a very
simple language (YAML, in the form of Ansible Playbooks) that allow you to
describe your automation jobs in a way that approaches plain English.

Cfengine, Chef and Puppet are fantastic and can be used to manage extremely
large infrastructures but there is no denying that they have a large learning curve
and can be difficult to setup and configure. Ansible aims to be simpler and easier to
understand while still maintaining the efficiency and power of others tools.

References:
e Jeff Geerling , 2014, “Ansible for DevOps ”
*  http://docs.ansible.com/

Ipoepamne 3a6e3neuenns IT-komnaHii
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Software development company is a factory for the production of IT products. Like
any factory, this company has complex structure and big set of processes with a lot
of the necessary tools. All these tools are special applications for software
development. This article describes a simple software landscape of modern IT
company and explains major functionality of components. Particular attention is
paid to free software.

CyuacHa IT xommnasisi — 11e (pabpuka 3 BUIYCKy MPOrpaMHUX MPOAYKTiB. K i
KOoKHa (pabpuKa, Taka KOMIaHisi Ma€ CBOK CTPYKTYPY Ta HaJaro[pKeHUH CKIaJHUM
BUPOOHMYHME TIPOLIEC 3 BEIHKOIO Ki/IbKICTIO HEOOXigHWX iHCTpymeHTiB. B poii
iHCTPYMEHTIB BUCTYIAKOTh TMPOTPAaMHI TPOAYKTU TPU3HAUeHi [y pO3poOKU Ha
BCiX MOro eTarax rporpamHoro 3abe3mnedeHHs], a OCKI/IbKM TakKHX eTariB € Oararo,
TO i ITepeJiiK MPOAYKTIB € Jy’Ke LIMPOKUM.

Cnpobyemo knacudikyBaTy nporpamHe 3abe3rnedeHHs [Jis1 po3po6OKu:

1. JHCTpyMeHTH [POrpamMHol apXiTeKTypH Ta aHa/IiTUKU [pYU3HavYeHi JJ1s1
Bi3yasti3auil i/jel mporpaMHOro MpoeKTy Ta Bi3yasti3ailii 6710K-CXeMU Ta OCHOBHUX
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