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OIIHKA ICHYIOUMX PU3UKIB XMAPHUX CEPBICIB

S.A. Lupenko, Dr., Prof., Y.Y. Plaskonis
ESTIMATION OF THE RISKS OF CLOUD SERVICES

Yac, xosin KopUCTyBaui 30epiraroTh yci JOKyMEeHTH, GoTorpadii 1 My3UKy Ha KOMII'IO-
Tepi 1 )KOPCTKOMY JIMCKY OCTYNOBO Jo0irae KiHis. ChOroHi XMapHi CXOBHILA JJOIIOMAararoTh
BUPIIINUTH 3aBAAaHHS 30UIbIIEHHS MIcCLs Jjs 30epiraHHs yciel He JIMIIe NepCOHANbHOI, aje 1
KopropaTuBHOi 1H(poBoi BiaacHOocTl. OAHAK, OJHIEIO 3 OCHOBHHUX HEBUPILIEHUX MpoOIeM
XMapHUX CEPBICIB € MUTAHHS O€3MEKH.

Cnin 3a3HaunTH, Mo H(OpMaIiiiHI aKTUBU HE OOMEXYIOThes 1H(MOpMalieo abo ma-
HuMu. [Iporpamu 1 npoiiecu MOXYThb JIETKO BUSIBUTUCS TaKUMHM K KUTTEBO BAKIMBUMH, SIK
cama iHpopmarlis. Y 6aratbox cdepax, HaIpHUKIaa TaKUX SIK aHATITUKA 1 (piHAHCH, BUKOPHC-
TOBYBaHi AIFOPUTMH i HPOTPAMH YACTO € BIACHICTIO i CTPOro CEKPETHUMH JUIs OpraHizanii. Ix
PO3KPUTTS MOXKE CIIPUUMHUTH KaTacTpo(dIuH1 BTpaTH AJIs Oprasizarii.

Cnia 3a3HaYUTH HACTYINHI Ba)KJIMB1I MOMEHTH O€3MeKH MpU BUKOPUCTAHHI XMapHUX

CEPBICIB:

. [Taposi MoxyTh OyTu 31mamani. lle He o3Hauae, MmO Maposii He € OE3MEUYHUMH,
11e 0O3HAauae, 10 BOHU ypasJuBi 10 aTak, Hanpukiaz dictionary abo brute force attacks.

. Jlani MOXxyTh OyTH 3axoIuieHi B 10po3i (en route). [ yHUKHEHHS LbOro Oi-

JBUIICTH cepBiciB 30epiraHHs MWUQPYIOTh JaHl, MOKU BOHM NEPENAIOThCSA TYAM 1 Hazal, IO
pOOHUTH HEMOKJIMBUM iX YMTAHHS, HaBITHh SIKIIO XTOCh 3axoruitoe (aitn. Hampukiaz, sKImo
XMapHe CXOBHILE MpAIoe Yepe3 BeO-70/1aTOK, TO BUKOPUCTOBYeThesi nmpotokoa HTTPS 3a-
micte HTTP.

. Opniero 3 HAUOLTBIIMX 3arpo3 OE3IEKH € CoIllaTbHA IHXEHEPIs: CTBOPEHHS J0-
BIpM MDK XaKepoM 1 KIHLIEBUM KOPUCTYBaueM, [0 IPUMYIIY€e KIHIIEBOTO KOPUCTYBaya 3 paii-
CTIO IiepefaTi ocoducty iHpopmanito. Hanpukiaz, 3710BMUCHUK MOXe BUaaBaTu cebe 3a da-
XIBIISL TEXHIYHOT MATPHUMKH.

. Xakepu 3 METOI0 OTPUMaHHS MAaKCHUMAaJIbHO1 KUIBKOCTI 1H(popMalii 3a3Bu4aii
aTaKyIOTh CaM€ CEpBEPHU XMAPHOTO CEPBICY 30epiraHHs, a He HOTO OKPEMHUX KOPHUCTYBAYIB.
. JlaH1 He 3aBXAM HEAOCTYITHI JIJIs MOUIYKY 1 3aXOIUIEHHS! MICLIEBUMH OpraHaMu

Brnaau. Y CLIA, nanpukinan, Bia Oyab-aKo1 KOMIaHIT XMapHOTo 30epiraHHsg MOXYTh 3a)a/ia-
TH BIIKPUTHU JJaH1 CBOIX KJIIEHTIB JJIs I€P>KABHOI EPEBIPKHU.

Po3yminHs TOro, sIKMH PIBEHb PU3UKY € JONYCTHUMHM, 3aJI€KHUTh BiJ] OLIHKA BUMOT
KOHKpeTHOi ocobu abo oprasizauii 10 6€31eKu 1 HACKUIbKH 1[1HH1 iH(OpMalliliH1 aKTUBH - J1a-
H1, Iporpamu 1 npoiecu. Ilicas oiHKK TOMYCTUMOTO PU3UKY MOKHA MpUHMaTH 0OIpyHTOBa-
HE PILLIEHHS PO Te, sIKI MOJEI1 PO3TOPTAHHA 1 MOJIEN1 HaJlaHHS MOCIYT BIAMOBIIAIOTh MOTpPE-
06aM 1 JOIyCTUMOMY PU3HUKY.

Jlisg BUpIIIeHHS] MUTAHHS O€3MeKH BUKOPHUCTAHHS XMapHUX CEPBICIB MPOMOHYETHCSA
LUTICHA CTPYKTypa Oe3neku 3abe3nedyeHHs 30epiranas TaHuxX B IMyOiuHii xmapi 0e3 1eMoH-
CTpallii 3MICTY JaHUX MOCTayaJIbHUKAMU MOCIYr XMapH, TOOTO 3aCHOBaHAa Ha BUKOPHCTaHHI
mupyBaHHS JaHUX.
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