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Abstract

Technological advancements have paved the wayagir €asy and relatively cheap collec-
tion, aggregation and analysis of large volumedat& by organisations, with little or some-
times, no human interventions. Such technologidahacements have also made it increas-
ingly possible for organisations to; electronicafigtablish the social connections of many
people, provide location independent services a&aangess flow of information. The World
Economic Forum has even projected that by the 28ab, about 1 trillion devices will be
connected to the Internet worldwide. Such a phemaingevelopment is given credence by
effective exchanges of personal identity inform@atisince many commercial transactions and
social interactions require some degree of persoriatmation disclosure. Thus, personal

identity information has become an integral pannaidern business models.

However, the risk of not realizing such value ofsamal information is evident in many in-
stances, given the height of societal concernstadeurity and privacy, and the diminishing
level of trust in transacting parties. Such sotietacerns also have governance implications
in many countries. Policy makers therefore trymplement identity policies with the view of
curtailing identity abuses, promote the seamless 6f business transactions, and to provide
citizens the ability to exercise informational seédtermination. Identity policies are usually
also associated with implementation of identity agement systems.

Previously, the design of such systems has lafgelysed on stringent security requirements
with minimal attention focus on citizens and th@ncerns (citizen-centric). Various identity

related research initiatives have thus, been chowg in OECD member countries, aimed at
designing and developing identity management systémat is user centric and privacy en-

hancing.

Many of the proposed privacy enhancing solutionglicitly assume availability of internet
connectivity, user awareness and exposure, andlégt of literacy. Ironically, developing
countries are characterised by many infrastructcinallenges, low literacy level and thus,
hampering effective uses of identity managemernesys. Moreover, implementation of such
systems unduly emphasize on silo identity managesystems and on physical verification
of credentials with its propensity to limit the ledits that can be derived from such invest-

ments.

This PhD study adapts the Delone and Mclean’s t8ess model to analyse the factors that
affect effective uses of national identity managetsystems, using a qualitative case study

research approach. Empirical data were gatherdgdhana through a combination of quasi
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statistical survey and problem structuring methodg! The choice of Ghana as case country
was due to the fact that the dynamics typify trentdication challenges in many developing

countries. The study has shown that effective oefentity management systems depend on
efficient civil registration systems, user involvemh and institutional cooperation. It has also
shown that, for effective uses of identity manageinsgstems, policy makers must ensure the
attainment of the threshold level of trust. Thighe level where privacy concern is low and

trust is high enough to encourage institutionalpssation and secondary uses of personal

information.

The study contributes to the identity managemeatdture by enriching our current under-
standing of the key factors that are essentialther successful implementation of national
identity management systems, and also providesljoés for developers and policy makers

for establishing future ecosystem of trusted ide#i
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Resume

Teknologiske fremskridt har banet vejen for, atamigationer hurtigt, nemt og relativt billigt

kan indsamle, aggregere og analysere store datagezgemdte uden menneskelig medvirken.
Sadanne teknologiske fremskridt har ogsa i stiggmde gjort det muligt elektronisk at etab-
lere omfattende sociale netveerk, levere lokatioifsaagige tjenester og muligggre uhindret
informationsudveksling. World Economic Forum forigds, at omkring 1 billion enheder vil

veere forbundet til Internettet pa verdensplan i22@n sa faenomenal udvikling vil bl.a. kree-
ve en effektiv udveksling af personlig identitefermation, fordi mange kommercielle trans-
aktioner og sociale interaktioner indebeerer, atfdgives personlig information. Personlige

oplysninger er saledes blevet en integreret delaferne forretningsmodeller.

Men risikoen for ikke at udnytte vaerdien af perggmbplysninger er abenbar, set i lyset af de
samfundsmaessige beteenkeligheder omkring sikkergpgutivatlivets fred og den manglende
tillid mellem de involverede parter ved transakéopa Internettet. SAdanne samfundsmaessi-
ge hensyn har ogsa reguleringsmaessige konsekviemserge lande. Politikerne ma derfor
forsgge at indfare regler for handtering af idemtit med henblik pa at begreense identitets-
misbrug, filerne hindringer for forretningstransakter og give borgerne mulighed for at ud-
gve kontrol og selvbestemmelse over deres data.

Sadanne identitetspolitikker er som regel ogsatkhyil implementering af identity manage-
ment-systemer. Tidligere har design af sadannemssti vid udstraekning fokuseret pa de
strenge sikkerhedskrav og kun i ringe omfang p&édrme og deres bekymringer, hvad angar
personlige data. Et antal identitetsrelateredekfongsinitiativer er derfor blevet gennemfart i
forskellige OECD-lande med henblik pa at designedgjkle identity management-systemer,

der er mere brugercentrerede og privatlivsfremmende

Desveerre bygger mange af de foreslaede lgsniddmeskyttelse af persondata pa implicitte
antagelser om tilgeengeligheden af internet-addgangernes bevagenhed og et hgijt niveau af
leesefeerdigheder. Ironisk nok er udviklingslandegatsaf manglende infrastruktur og analfa-
betisme, og dette vanskeligger effektive anvendelsédentity management-systemer. End-
videre har den hidtidige implementering af sadasystemer haft karakter af “siloer” med
fokus pa fysisk verifikation af identitetsbevishvjlket har fart til begraensninger af de forde-
le, der kan opnas.

| dette ph.d.-projekt anvendes og udbygges Delan®colLean’s succesmodel for informati-
onssystemer til at analysere de faktorer, der elengige for en effektiv anvendelse af natio-
nale identity management-systemer med en kvalitase study-orienteret forskningstilgang.
De empiriske data blev indsamlet i Ghana gennerkoembination af quasi-statistisk under-
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sggelse og problemstruktureret metodik. Valgetlzird som case understgttes af, at de iden-
tifikationsmaessige problemer og udfordringer kaseansom veerende typiske for mange ud-
viklingslande. Projektet har vist, at effektiv andelse af identity management-systemer er
afhaengig af velfungerende cpr-systemer, brugeragklse og samarbejde pa tvaers af institu-
tioner. Det har ogsa vist, at for at sikre en saeffektiv anvendelse ma de politiske beslut-
ningstagere forst etablere de forngdne rammeratotilliden mellem de involverede parter
kan veere til stede. Der kraeves et vist teerskeloiMeeor bekymringen om beskyttelse af pri-
vatlivet er tilstraekkeligt lav, og tilliden er titsekkeligt hgj til at fremme institutionelt samar-

bejde og sekundaere anvendelser af personlige apiyanf.eks. til kommercielt brug.

Projektet bidrager til identity management-litteran med en gget forstaelse af de ngglefak-
torer, der er vaesentlige for en vellykket impleneenig af nationale identity management-
systemer og med anbefalinger til udviklere og padie om etablering af et fremtidigt gkosy-

stem for trusted identities.
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Chapter 1: Introduction

This chapter provides an overview of the reseamidacted during the entire PhD project
spanning February 2010 to January 2013. It begitisam initial observation of the research
gap in trusted identity management system (IDM8hsgquently, it continues logically with

a presentation of the theoretical rationale ofgtuly by touching on the need for guidelines
for trusted national identities policy formulatiomithin the context of developing countries

This background provides the basis for specifyimg phenomenon of interest, defining the
research questions and objectives, and the pasitjasf the research within the domain of
identity management. A summary of the philosophpaakdigm, research methodology and
findings are then presented. The chapter conchladtbsan outline of the structure of the the-

Sis.

1.1 Background & Purpose

The overarching purpose of this research efforb isxamine the ensuing phenomenon when
government agencies implement identity managemgateisis with the aim of enabling effec-
tive interactions, identity verification, provisiasf access to government services, and to fa-
cilitate electronic commerce transactions, paréidyl“secondary usésof personal identity

informatior?.

Technological advancements have paved the wayagir €asy and relatively cheap collec-
tion, aggregation and analysis of large volumedaté by organizations, with little or some-
times, no involvement of the originator and/or tiata subjeét(France Bélanger & Crossler,
2011; Malhotra, Kim, & Agarwal, 2004). Presentlyetd are about 6 billion mobile phone
subscriptions in the world, and on a daily basisbillion text messages are exchanged, and 1
billion entries are posted on blogs or social neksovorldwide (World Economic Forum,
2012a). It is even becoming increasingly possiblsee the social connections of many peo-

'A developing country is a country with relativetyt standard of living, undeveloped industrial basederate
to low Human Development Index relative to otheurttoies and dependent on low value added sectays, e
agriculture, mining, etc. For the purpose of thisdg countries in the lower middle income group also re-
garded as developing countries.

2 Secondary use of personal information is the ctile and storage of information for purposes ottten
originally intended, whether legitimate or othersvis

¢ See section 2.4. Privacy and Personal identityrinétion for detailed explaination

“Data subject is an individual to whom personal delates.
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ple on the Internet. Intertwined with such stagggriechnological advancement is also the
increasing relevance of cloud computing with itsque characteristics of on-demand self-
service, resource pooling that is independent cdition, ubiquitous network access, flexibil-
ity, and thoughtful service, all of which are gehteward a seamless flow of information and
transactions. In fact, it is estimated that by 201 %rillion devices will be connected to the

Internet worldwide (World Economic Forum, 2012a).

At the core of these phenomenal developments isahemoditisation of personal identity
information, which has become a key component adeno business models. Thus, the effec-
tive use of personal information can drive innomatiinvestment and sustainable economic
growth, and greatly improve social security anduség services (World Economic Forum,
2012a)

However, the risk of not realizing such value ofsomal information is evident given the
height of societal concerns about security andaggy and the diminishing level of trust be-
tween transacting parties. Yet parties in busimessactions and social interactions usually
rely on the issue of claims, and disclosure of ueigttributes and credentfafer proofs of
identity. Governments in many countries have redpdrto the challenge and the uncertain-
ties by implementing various forms of electronientity management systems as a critical
enabler of government to citizens’ interactionsjlf@ting business transactions and citizens’

access to social services (J. K. Adjei, 2012).

Ironically, implementation of IDMS and adoption biyizens usually present complex issues,
for the key stakeholders, given that identity pekcusually transcend technological, security,
institutional, and economic barriers and also brdm issues of information privacy and
trust (J. K. Adjei & Olesen, 2012). The complexsgyoften compounded by the rate at which
standards and technological solutions become diesaed the increased link-ability of in-
formation to the data subject, with its tendencyaise privacy concerns (M. Culnan, 1993).
Governments therefore find it difficult to justifuch investments, and thus often leads to
discomfort (Seltsikas & O’Keefe, 2010; E. A. Whitl& Hosein, 2010). Thus the concept of
privacy, user-centricity, trusted identities andntty assurance have taken centre-stage in the

IDMS discussions, even beyond the architecturalesslike identity federation and silos

® Commoditisation is used interchangeably with comifization to describe the process of making comitiexiout of any thing that did
not used to be available for trade previously

*Credential is a generic term that can apply to hather documents like Passports or Birth Certéisaand

non-paper based objects such as smartcards andakbas.
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(Camenisch et al., 2011; Crosby, 2008a; Evry, 2@r@nt, 2011a; E. Whitley & Kanellopou-
lou, 2010a). Various privacy enhancing IDMSs armdeiloted in many OECDcountries
(Camenisch, 2012; IBM, 2010; Microsoft, 2011).

In developing countriesdentification challenges continue to persisthaligh various forms

of credentials and tokens have been issued taep#izThere is also an undue emphasis on
physical verification of credentials, with many the IDMS being in silos, yet many of the
structural identification challenges persist. Ina@4, for instance, several different IDMS
have been implemented leading to the issue of wariorms of credentials. National Identifi-
cation Cards, Birth Certificates, National Healtisurance Cards, Biometric Passports, Bio-
metric Driver's Licenses, Biometric Voter's ldept€ards and Tax Identification Numbers
(TIN) are some of the widely used credentials atahiifiers. Many of the source documents
required for the issue of credentials are usuailgliable and takes longer time to verify. For
example the civil registration coverage is curneitl% according to UNICEF 2012 statistics
(UNICEF, 2012), implying that birth certificatesudd not be the only reliable source docu-
ment for acquisition of identity credentials. Thsisuation hinders the reliability of identity
credentials and tokens for proofs of identity aod decondary uses by businesses and gov-

ernment agencies.

Existing IDMSs are primarily used by the credeni&guers or (identity providersgas a
means of fulfilling their primary functions — expters’ identity card is for electoral purposes.
Changes to citizens personal data (addressesaetchiandled by each of the credential issu-
ers separately resulting in various errors and datheffort duplications. Moreover, Internet
applications of IDMS are not given the requisiteetion and thus identification systems typ-
ically focus on physical credential examinationttbannot be verified electronically by the
other institutions that depend on it. Thus, seryice/iders have no legal process of verifying
and authenticating credentials in real-time, résglin each service provider devising their

own specific means of identity verification. In @piof its use being lower than expected,

" The Organisation for Economic Co-operation anddbgyment (OECD) is currently made up of 34 coustrie
including European Union member countries, Austrdianada, Chile, Japan, Korea, Israel, Mezico, Kea
land, Turkey and USA.

8 An identifier is a name that identifies or labis identity of a person or entity. An identifieaynbe a word,
number, letter, symbol, or any combination of those

° Credential issuers or (identity providers) ardiinons that issue credentials which can be dsegroofs of

identity.
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identity management can play a central role, iffdwtors that affect its takeoff are properly

addressed as it is evidenced in recent statisti€urope (TNS Opinion & Social, 2011). For

instance a recent euro-barometer survey reveabtb29% of users better understand how to
protect their identity in offline transactions ugidata minimization techniques, whilst 86%

trust public institutions and 73% banks (TNS Opmé& Social, 2011).

Contrarily, the 2012 global information technologgport (Dutta & Bilbao-Osorio, 2012)

rated Ghana and many African countries at the loweall the indices. Ghana was ranked
97" out of the 142 countries covered whilst the topp@8itions were all occupied by either

European or OECD countries. In the United Statesstéd identities ecosystems have been
found to be very critical to the success of digithlS (Grant, 2011a). This study focuses on
understanding the stakeholder concerns on idemtégagement and offering design guide-
lines for developers and policy makers in craftingsted identity management systems that
ensure citizens’ trust and information privacy melyag the collection, storage, use, and dis-

semination of personal identity information (Bertir@&Raab, 2003a).

1.2  Theoretical Rationale of the Study

"How can a person just DECIDE what he's going tokth Doesn't he have to think FIRST, and then try
to discover what it is that he's THOUGHT?"
- Lucy and Linus, "Peanuts" byafles Schulz, April 1961

The central theme of this study is positioned witthie Information Systems (IS) broad sub-
ject. Thus, a digital identity management system tigpe of information system whereas citi-
zen-centric digital identity management falls witlthe broad theme of digital identity man-

agement systems as depicted in Figure 1.

Since DelLone and McLean developed their seminatpaf Success model in 1992, several
studies on IS success or effectiveness have ensuib@ past twenty years. A preliminary

analysis of IS success studies by juxtaposing IBt@ies revealed a paucity of literature on
the key factors that influence the success or e¥fEress of national identity management
system (NIDMS). Even more pronounced were IS sigcstigdies that deal with stakeholder
involvement, or with privacy and trust issue. Moreq research has mainly focused on as-

sessing success from either organizational or peepectives (Petter, DeLone, & McLean,

19 Charles Monroe Schulz (November 26, 1922 — Feprfiar 2000) was an American cartoonist, best known

for the comic strip Peanuts.
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2012). Since NIDMS has societal implications, €@ess must be measured by taking into

consideration, the impact on society.

Ironically, in their recent study on the past, prasand the future IS of success, Petter et al.,
(2012) posited that “in the current generation ydtems and in future eras, we must go be-
yond the undue focus on developers, users, andgeehand find other key stakeholders,

including customers, employees, suppliers, stoddrs| vendors, and governments” (Petter
et al., 2012). Such calls sum up the need for [®ess study that takes a multi-stakeholder

perspective.

Secondly, existing IDMS research discourse revoaresind IDMS technologies, and design
and solutions that claim to address minimum disg®sssues like touch2id, U-prove, idemix,
etc. (Evry, 2010; IBM, 2010; Microsoft, 2011; Redon & Reed, 2006) and also address the
fine-grained concerns of stakeholders. Digital tdgrmanagement must however strike a
balance between usability, security, and privacsr{iBo, Paci, Ferrini, & Shang, 2009; Ber-
tino & Takahashi, 2010; Rahaman & Sasse, 2010)jdstancehow to make personal identi-
fication information available, only to the appragie individuals or servicedow to build
trust between parties involved in identity trangaics; and how to reduce the abuse of per-
sonal identity informatior{fBaldwin, Casassa Mont, Beres, & Shiu, 2010). Sucondition

requires clear understanding of the consequendeaslobf trust.

Information Systems

Digital Identity
Management Systems

Citizen Centric
Identity
Management
System

Digital Identity
Management Syste

Information Systems

Figure 1 Research Focus.

In particular, factors that contribute to lack nfdt in national IDMS and the relationship be-

tween trust and citizens' concerns regarding sexgnases of personal identity information.
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How to build trusting relationships within the idiy ecosystem are major concerns that re-
search must address. Lack of trust or otherwises ao¢ exclusively originate from techno-
logical factors but rather many of such factors hmhige shrouded in contextual colours. A
critical analysis of trusted identity managemerstems literature manifested the need for
guidelines on its effective uses, especially froemadoping countries' perspectives, given that
much of the existing research and initiatives felanticipate the contextual issues in such an

important constituency.

There is therefore the need to draw from informmasgstems success literature to find an-
swers to such questions. DelLone & McLean’s IS ssgerodel (Delone & McLean, 2003;
DelLone & McLean, 1992; Petter, DeLone, & McLeanQ&0Petter et al., 2012), technology
acceptance model (TAM) (F. D. Davis, 1989) and useslvement theory (B. Ives & Olson,
1984) could be beneficial lenses for addressing csecern in order to ensure effectiveness
of identity management systems. In particular tBesdiccess model is used in accessing the
overall benefits that can be derived from the imm@atation of IS. Although several varia-
tions of it have been introduced (V. Venkatesh, fidorDavis, & Davis, 2003), TAM has
been predominantly used to explain consumer behaib respect to technology acceptance
and user satisfaction. IS success model also emsmsstency in success measures and the
clarification of an important dependent variablel$hsuccess research (Delone & McLean,
2003; DeLone & McLean, 1992; Petter et al., 2008).

Additionally, many innovative privacy enhancing IDMS technolagimitiatives assume a
certain baseline of user awareness and literacyenMer, the high illiteracy level in many
developing countries is obvious, as Figure 2 inggaln Ghana for instance, the literacy per-
centage from age fifteen (15) upwards is on ave6d§é based on the most recent UNESCO
report as shown in Figure (@ NESCO, 2010). Clearly, this implies that 33% lo¢ {popula-
tion are illiterate. Thus the relevance of privamyhancing principles and guidelines that
seeks to give users control over their personalrmétion use, minimal data disclosure, and
justifiable consent (K. Cameron & Jones, 2007; OEC#80, 2011a) will be in doubt in this
context, given that many of the citizens cannotlyead even those who do might not have
the necessary exposure to invoke these principlass, such principles assume an informed
and exposed users who are capable of reading afatmang basic tasks on computers and
the Internet.

Similarly, trusted and user-centric identity managaet literature take for granted credible
source document (e.g. Birth Certificate) integthtgt could be used to support the acquisition

of primary credentials. Regrettably, civil registpa systems in developing countries and
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Ghana in particular remain a challenge, with creggjistration coverage at 71% (UNESCO,
2010).

On average, 63% of the adult population is literate in the region (71% of male adults and 54% of female adults). This varies
from 29% in Niger to 94% in Equatorial Guinea.

Adult literacy rates per country and gender, 2005-2010
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Figure 2 Adult Literacy rate in Sub Sahara Africa (Source: (UNESCO, 2010)).

Another phenomenon driving the theoretical analg$iks success measures is the generation
of customized experiences and personalisation micgs as a result of the increased rele-
vance of the internet in commercial transactiond social interactions. Primarily, Google,
Facebook, and Yahoo! customize search results baisadser location, browser used, and
other user account settings in a way that two @iffeindividuals, using the same keywords
in Google, would get different outcomes for the2aich results (Pariser, 2011). The IS suc-
cess model is adapted in this study to addresalibge issues that remain to be addressed

since it has never been applied specifically in &ibbntext.

Empirical data for this study were collected fronsexies of interviews, stakeholder work-
shops and focus group discussions in Ghana, irtiaddb a quasi statistical analysis and
media content analysis. This study highlights theartant role of trust and information pri-
vacy in [dMS success. The study contributes tadeatity management literature by enrich-
ing our current understanding of the key factoet #ifect successful implementation national
IdMS and also provides guidelines for policy makansl developers. All the existing initia-
tives on effective means of identity verificationdaauthentication depends on the context.
For instance Internet connectivity and the speenhtefnet connectivity is taken for granted

in many of such initiatives.

Page | 7



Population that has attained at least tertiary education
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Figure 3 Adult Literacy rate in OECD countries (Saurce: (OECD, 2011b)).

1.2.1  Opportunities for Theoretical Contributions

Sarker and Wells, (2003) have posited that mergdyantiating an existing theory in a new
context can undermine the peculiar contextual s¢8arker & Wells, 2003). This study re-
frains from such a practice by taking cognisancthefcontextual issues in the application of

theory.

The issues raised in the previous section highligattheoretical gaps and also provide the
following opportunities for theoretical contributie to IS success and ldentity management
literature and practice. In the foremost, effeate®s of IdMS in a societal context transcend
technical architecture and perceived informatioaligyy Thus the criteria used by organisa-
tions to measure success are not sufficient imteasurement of IdMS quality, given that the
latter must address effectiveness from a multiedtalder perspective. In essence, IdMS ef-
fectiveness or success will also depend on thd t#ueser involvement and how relying par-
ties are able to collaborate in the use of theesydbr authorized secondary purposes. This
study addresses such theoretical gaps in the neasat of IdMS effectiveness and legiti-

mate secondary uses of personal information.

Secondly, “use” of IIMS may not be a good indicaibiS success, given that governments
in many countries possess coercive powers in tfereament of its policies (Turner, 2009, p.
47). The exercise of such coercive powers can rttakéuse” of IIMS mandatory. In such a
situation user satisfaction is what explains IdMS effecte®s Trust in government and in
technology is essential in ensuring user satissactnd thus a necessary precondition for the
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diffusion of such technology, especially, in secanydand commercial uses of identity cre-
dentials and attributes. This study explains tHe of trust in moderating the behaviour of
citizens with respect to effective uses of IdMSu3hthe inclusion of trust dimension presents

a major opportunity for theoretical contribution.

Thirdly, in the physical world (face to face traosans and interactions) identity management
(IdM) is critical in dealing with the associategks, by helping to increase the confidence
between parties to such transactions. IdM has blees touted as a critical enabler of gov-
ernment to citizen interaction and the provisiorao€ess to social services (OECD, 2011c).
In online interaction and transactions howeverk laca demonstrable link between a physi-
cal person and a “digital identif}”” can create additional uncertainties that do nést ex-
fline'?. There has been a clarion call for the developnoéreffective and efficient digital
identity management strategies in order to hartiessconomic and social potential of the
Internet and unleashing innovation to create thasted digital services (OECD, 2011c). It is
interesting to learn how and in what ways the ¢bations to economic development are de-
rived in an economy and what factors can hindeh faemefits in developing countries. This
study can contribute new theoretical understandingut what factors must be considered in

the introduction of IDMS in a developing country.

Moreover, effective uses of IDMS thrive on a highdl of privacy protection that technology
enables, and an appropriate level of assurancé [@u@cy protection and assurance are also
critical to further developing the market for odiand in particular high value services. Ironi-
cally, many of the privacy principles fail to anpiate the possibility of educationally and
technologically un-empowered users (de VilliersD20 a phenomenon common in many
developing countries. For instance, user contrdluaser consent as in the laws of identity (K.
Cameron & Jones, 2007); and collection limitatiansgl use limitation principles, specified in
the OECD guidelines (OECD, 1980, 2002, 2011a). ltipking these weaknesses in the ex-
isting privacy principles will strengthen the gealesability in their application and thus pre-

sent a good opportunity to contribute to theory.

In summation, identification of the key factorstticantribute to trusted IdMS from a devel-
oping country perspective, requires a critical gsial of the phenomenon within the context

of its application and interacting with key stakieleos.

“ Digital identity is an electronic or digital regentation of a physical entity (person or object)

2 Face to face transactions or transactions that doginvolve the internet as a medium
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1.3 Phenomena of Interest, Research Questions andjectives

Researchers using deductive approaches often #ngti@ researcher must specify research
questions prior to embarking on the inquiry. Otheo&l contrary views by arguing that prior
specification of research questions are not satabkexploratory and inductive research and
thus hold in preference, the definition of the phraenon of interest since the exploratory
process can lead to the discovery of pertinenttopres (M. W. Lewis & Grimes, 1999; Lin-
coln, Lynham, & Guba, 2011; Modell, 2010).

Ideally, this study should follow the second approach byetgdocusing on the specification
of the phenomena since this study takes the irggver exploratory route. However, | do
acknowledge the extreme importance of researchtiqnedor establishing focus in explora-
tory studies. Thus | first specify the phenomenbmterest in this section and then present
the three interrelated research questions in tkesaetion. All the questions largely fall with-
in the bounds of the phenomenon as presented ioditection of papers that make up the

thesis

Taking a cue from the research background andheerétical rationale, an outline of the
phenomenon of interest which acts as a guide ithalphases of the study , which is also in
line with the title of the study is as followSyrusted and citizen-centric national identity

management systemThus, attention is given to understanding whatsttutes I[dMS suc-

cess, the role of privacy concern and trust inefiiisy IdMS effectiveness within the identity
ecosysteri?. In the quest to understand the phenomenon, deareher attempts to situate
him/herself in the place occupied by the subjethiwithe context in order to appreciate the

situation on the ground (Bourdieu, 1996).

A combination of quasi statistics, open ended unsvs, problem structuring methods using
stakeholder workshop (Papamichail, Alves, Frencing(! & Snowdon, 2007; Sinkko et al.,
2008) and focus group discussions (Kitzinger, 19%Gaeger & Casey, 2009) will be em-
ployed in the acquisition of general comprehensibthe context and social conditions. This
approach gives the researcher a degree of contenltbe reality and the social mechanisms

which exert their effects on the circumstances (Biew, 1996). Secondly, the phenomenon

3 |dentity ecosystem is a trusted identity environmehere individuals and organizations boundedtagdards
and policies for identifying and authenticatingithdigital identities, can transact and interacthaéonfidence
that the other party is not impersonating anottegsgn or taking undue advantange of the persoforinmation

exchange.
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of interest focuses on shaping the behaviour okéyeactors within the identity ecosystem by
acknowledging the existence of different roles eacior can play to inculcate trust and con-
fidence.

1.3.1 Research Questions

The number of rational hypotheses that cate@xpny given phenomenon is infinite
Robert M. Pirsig

In spite of the extensive research on IdM, facadfscting citizen-centric IDMS implementa-
tion have not been adequately addressed (G. Aizbhdl Straul3, 2009; Dass & Pal, 2009).
For instancegovernments in many countries have invested intiyepolicies but identity
abuses and lack of trust in government and teclyyalemains a challenge, especially in de-
veloping countries. Ironically several innovatiwztinologies professing to address many of
such concerns have been implemented — touch2IDy(E2610; Touch2ID, 2012), Priva-
cyABC (Sabouri, Krontiris, & Rannenberg, 2012),.dtgs therefore interesting to understand
the major factors that affect the effectivenes$DiS, and effective guidelines for address-

ing such fine-grained concerns will be very useful.

Formulating a research question is an intellecfuetlallenging and time consuming under-
taking (Saunders & Lewis, 1997). Yet the reseanadstions act as a useful guide in shaping
the research and as a tool for evaluation. | ametbee conscious of comprehensiveness and
parsimony (Reay & Whetten, 2011; Whetten, 1989).

Question 1: The first research question focuses on understgndentity formation and the
factors that contribute to its effectiveness orcess. The ensuing question then is:

What are the major factors that influence (or cdmite to) an effective or suc-
cessful national identity management systeégi®en the developing countries’
perspective, it is also important to examine thetors that influence identity
management system's effectiveness in developingrigsu Various sections of

papers one, two and three addressed this reseaeshiaqn.

Question 2: The second question is in line with the secondareseobjective and is as fol-

lows:

By Robert M. Pirsig in his book ‘Zen and the Aft\dotorcycle Maintenance’
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How does trust and information privacy concern eiftbe effectiveness of nation-

al identity management systems?

There is therefore the need to investigate thectsffef citizens’ concerns on the effectiveness
of identity management systems. Addressing thistiue also involves an analysis of the
nature of the relationship between trust and infdrom privacy concern. Question two is ad-

dressed in papers two, four and five.

Question 3: The third research question is also in line with tihird research objective and

is as follows:

What measures must be put in placensure a trusted and citizen-centric identi-
ty ecosystem?

This question is based on the notion that givenntinéti-stakeholder perspective of national
identity policies, it is important to define thensmon rules of engagement and the necessary

assurances that can help in addressing the majatstlder concerns.

1.3.2 Statement of Objectives

The trouble with not having a goal is that you spend your life running

up and down the field and never scoring. — Bill Elamd”

The ambition of this inquiry is in threefold, toarine the trusted and user centric identity
management systems that are privacy enhancing,rstadd the factors that contribute to
IDMS effectiveness and to propose guidelines fatilimg trusted identity ecosystem from a
developing country’s perspective. It is importamtalso know more about the formation of
identity and their implication on the effectivenegsDMS.

According to (Rojon & Saunders, 2012), in orderofmerationalise research questions, re-
search objectives must demonstrate a “fit-for-pagipand must be; comprehensible, specif-
ic, relevant, coherent, answerable and measurébiobjectives must thus be clearly linked
to the study as a whole. Thus, the broad aim isléd/into the following three specific objec-

tives:

1. Identify the key factors that contribute to theefiveness of identity management sys-

tems.A detailed analysis of the various factors thatdatne the success or effective-

!5 Bill Copeland was an Australian Test Cricket rhdtimpire
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ness of IDMS is critical for a better understandaiglesign and identity policy con-

siderations. The first research question is spetifo address this research objective.

2. Understand how and in what ways trust and privacgoern affect or contribute to
the effectiveness of the IDMSovernments implement national identity management
systems and identity policies in order to facibtatteraction, business transaction and
to address information security challenges. Trust aformation privacy concern
have become a major subject in contemporary digit@htity management discus-
sions. Thus, a clear understanding of the roleust tand information privacy concern
will ensure IDMS effectiveness. This will be anargsting addition to future identity

policies and design guidelines.

3. Propose guidelines for ensuring trusted and citizentric identity management sys-
tem that is privacy enhancin@he trusted identity management system depends on
carefully crafted guidelines that address truggulatory and interoperability frame-
works (Grant, 2011a), which takes into consideratibe context and the major con-
cerns of all the key stakeholders within the idesgiecosystem. Such an environment
encourages legitimate secondary and commercialafgesrsonal information and the

reliability of credentials and identity attributes.

1.4. Research Methodology

A summary of the research design which is an atlaptaf (Crotty, 1998) is depicted in Fig-
ure 4. This study takes an interpretivist stanc @&iblend of pragmatic trajectory in under-
standing the factors that contribute to trusted @hgen centric identity management. Such a
scientific paradigm enables the researcher to heyend his horizon of understanding to see
what is out there. This worldview is also signifitaince it reinforces the key attributes of the
case study research strategy being adopted irstilndly. Thus, it opens an avenue for the re-
searcher to gather evidence from multiple sour¥es 008a, 2011a).

This study has been categorised into three intednalhases of inquiry — Phase 1, Phase 2 and
Phase 3. Each of the phases entails a certainaleffeeldwork and desk research. The pre-
liminary study, phase 1 involved gathering of engair data using a combination of inter-
views and quasi statistics on citizens' percept@md how identity credentials are used in
developing countries. The interviews and the pdropsurvey took place in Ghana. A com-
bination of interviews and stakeholder workshopuifo) was used to gather empirical data
during phase 2. The aim of this phase of the rekeaas to investigate how personal infor-
mation could be used for legitimate secondary psgpoThis study was also an opportunity
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to identify the major stakeholders and the effdctrast and privacy concerns on effective
uses of IdMS. Phase 3, data validations exercrgajled the use of interviews, focus groups
and a follow-up stakeholder workshop. The objectwas to develop a guideline for crafting a
trusted identity ecosystem. Thus | needed partidgdaccount of their experiences in using
the various credentials and how it has affected tives and interactions and business trans-
actions. | employed Interpretive Phenomenologicablgsis (IPA) (Creswell, 2007a; J. A.

Smith, 2004; Thorpe & Holt, 2007) as a means offag and attaching meanings to what
participants said. A detailed account of this iptetation approach is in chapter 4. Figure 4

provides a snapshot of the philosophical paradigththe methods adopted in this study.

Constructivism

Theoretical Perspectives
(Ontology) Interpretivism
Phenomenology

Qualitative
I [[r— Case Study
MethOdS Quasi.—Statistics
Sources of Evidence Interview

Focus Group
Stakeholder workshop

Figure 4 Research Paradigm & Methods. Adapted fron{Crotty, 1998).

1.5.  Summary of Findings

The findings of this thesis are already publishethree peer-reviewed academic conference
and three peer reviewed academic journal papetseTh summaries the various research
guestions, objectives, and the findings of eacthefsix papers published during the course of
the study. The table also indicates names of ceasitwhere there was a joint publication

and the nature of the co-author contributions.

Paper | Author | Title Research Objectives | Research Question Summary of Find-
Addressed ings
1 Adjei & | Identification Explore the factors | What underlying Connectivity, taxation
Tobbin | Systems in Afri- | IDMS uses in devel- | factors motivate or | and political motives
ca; The Case of | oping countries inhibit IDMS im- are key factors that
Ghana plementations can affect effective
uses of IDMS
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Paper | Author | Title Research Objectives | Research Question Summary of Find-
Addressed ings
2 Adjei & | Analysis of Pri- | To understand the What are the major | - Perceptions of pri-
Olesen | vacy-Enhancing | relationship between | issues involved in vacy and trust are
Identity Man- individuals’ intentions| the design of priva- | major factors that
agement Systemsto disclose personal | cy-enhancing IDMS.| affect acceptance of
information, their What design princi- | IDMS.
actual personal infor-| ples must be ob- -Country specific
mation disclosure served? nature of privacy
behaviours. laws limits their abil-
ity to address digital
identity issues giving
the ubiquity of the
internet.
3 Adjei & | Keeping Identity | To understand the What design princi- | Many of the privacy
Olesen | Private; Estab- | major issues involved ples must be ob- initiatives does not
lishing Trustin | in the design of priva- served in the design| address privacy issues
the Physical and | cy-enhancing IDMS | of privacy- in face to face trans-
Digital World for | and contribute to enhancing IDMS? | actions which is a
Identity Man- improved framework major focus IDMSs
agement System| and design principles. in developing coun-
tries.
4 Adjei & | Secondary Uses| To provide a means ¢f What constitute Efficient civic regis-
Olesen | of Personal Iden- communicating iden- | personal information| tration system, user
tity Information: | tity-related concepts | and what are the collaboration and
Policies, Tech- | to policy-makers, major user concerns| regulatory framework:
nologies and users and technolo- | in relation to sec- encourage effective
Regulatory gists. ondary uses of per- | secondary uses.
Framework sonal information?
5 Adjei & | Building Trusted | To understand the ke] How should stake- | To ensure trusted
Olesen @ National Identity = stakeholder concerns| holder concerns be | identity ecosystem
Management regarding the collec- | addressed in a trust- governments must
Systems — Pre- | tion, storage and use | ed identity manage- | strenghten civil regis-
senting Privacy- | of personal infor- ment system? trations which is the
Concern Trust mation and how such key source document
Curve concerns should be for identity for-
addressed to ensure mation. Policy mak-
trusted identities. ers must also strive to
attain the trust
threshold.
6 Joseph | Towards a Trust-| To identify the key What are the key Institutional coopera-
K. ed National Iden- requirements for requirements for tion and user empow:
Adjei tities Framework | crafting a trusted crafting a trusted erment are critical in
identities ecosystem | identities ecosystem? a trusted identities
environment
Table 1 Summary of Findings
1.6.  Outline of the Thesis

The thesis has been logically categorised into Bmations as follows; 1) Introduction and
Research Context; and it is followed by 2) ThecstFramework and Research Methodolo-

gy; 3) Findings, Discussion and Conclusions furtiverk; and 4) Appendixes, showing the
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paper publications during the study. An outlinetlod various chapters of the thesis are as

follows:

— Chapter 1 — Introduction. This chapter providdmekground to the study and the theoreti-
cal rationale. An outline of the phenomenon ofriese is provided in addition to the research
question, the objectives, a summary of the researethodology and findings. The chapter

concludes with a summary of the structure of thesith

— Chapter 2 — The research context and the steteeedrt: This chapter provides an overview
of the concepts necessary to the understandingetfaentric identity management systems,
the contextual issues in Ghana and the Danishragiktration system. An overview of exist-

ing IdMS technologies, and the concepts of trustiaformation privacy are presented in this
chapter.

— Chapter 3 — Theoretical Framework: this chapégyirs with a discussion of IS success and
then introduces the various theories in relatiosuocess and effectiveness. An overview of
the DeLone and McLean IS success model is presemtaddition to the implications of its
application in the measurement of IDMS success.

— Chapter 4 — Research Approach and Methodologis diapter explains the philosophical

paradigms, research philosophy and the method@bgansiderations of the study. The re-
search design, sources of evidence and data iatation principles are also presented in this
chapter.

— Chapter 5 — Findings and Contributions: This ¢&ajs an integrative summary of the find-
ings, contributions and the lessons learnt fronhexddhe papers written in the course of the
study. The chapter also explains the researchibatitns organised according to the selected
publications.

— Chapter 6 — Discussion and Research Limitatidn&flection on the work presented in the
thesis is presented. We discuss the most impoctamitibutions and the main problems en-
countered in the course of the thesis. Furthermeeepresent some challenges and problems
in the area of user-centric service composition@gltvery. Following the discussions is a list
of papers published in the course of the PhD study.

— Chapter 7 — Conclusions and Research Limitatidhss chapter presents the conclusions
drawn from the study and the research limitatid®spies of the publications are in the ap-
pendix.
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Chapter 2: State-of-the-Art and Research Context

Webster and Watson (2002) have posited that amcteféeliterature review creates a solid
foundation for advancing knowledge and also undagethose areas in need of more re-
search (Webster & Watson, 2002). This Chapter amaper 3 provide such a review and,
thus, offer a theoretical basis for the researtie dhapter begins with an analysis of the con-
cepts of identity, digital identity, and identityamagement, and their implication on personal
information exchanges in citizens interactions &adsactions. It continues with a review of
literature on trust and privacy and the develops@nOECD in that regard. An overview of
the civil registration system in Denmark and thésgxg identity management situation in

Ghana then follows.

2.1 Identity, Identification and Identity Managemert

2.1.1  Identity

Identity and identification have been used intengfegably by researchers and in conversa-
tions, but recognising the distinctions is of relege to the study of identity management.
The concept of identity has over the years beecudged from the perspective of technical
scientists, psychologists, sociologists, etc. Feomathematical perspective, Leibnitz defined
identity on the basis of whether two things candisinguished from each other (Feldman,
1970; Wilton, 2008a). Thus, two objects sharingilsimcharacteristics like shape, extent,
position in time and space, could be deemed to lbavehare the relationship of identity
(Feldman, 1970). Similarly, in his narrative of mii¢y, Ricoeur (1991), described the the no-
tion of “identity” as involving two opposing reaés (Ricoeur, 1991) — the identity “self-
hood” (in Latin ipse), which refers to those atiitids that makes a person unique; and the
identity sameness (in Latin idem) referring to #igibutes that will persist and thus keep a
person the same. Crompton (2004), simplified sue$cdptions by positing that, identity is
the relationship between something and itself (Grimm, 2004).

In relationships, people usually resort to eithedf glentity or sameness as a means of recog-
nizing people or differentiating them from othef$is notion of identity is vital in the for-
mation of better knowledge of people which is e8aém building trust, a necessary founda-
tion in governance, commerce and social interastign person's identity is regarded as a
reflection of those things, which are generally wnoabout them by the people with whom
they interact (Wilton, 2008a). Identity in inforn@t systems therefore consists of traits, at-
tributes, and preferences, based on which an ki may receive personalized services

either online, on mobile devices, at work, or innpather places (Liberty, 2004). In essence,
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identity is the chain of events from enrolment amddential issue through to credential
presentation and thus, information about an ethigy is sufficient to identify that entity in a

particular context (Bertino, 2012).

Identifiers & Attributes

1
1
Identities/ i w
Partial Identities :
1
1
T -
1
1
1

Person and/or

__________

Figure 5 Entity, Identity, Identifiers and Attributes

2.1.2  Digital Identity

In our day-to-day physical interactions and onltiternet, we leave our footprmin the form

of pieces of information about ourselves, whichratein various ways over a period of time.
These footprints (also referred to as Partial idierats illustrated in Figure 6) are the trails
from e-mails, visiting websites, purchasing itenmstioe internet, postings and comments on
Facebook and other social networks, text messamesinformation in various databases.
Such a phenomenon implies that, a person or atye@h have many different persotfas

depending on the context, which fundamentally ne@ethe notion of identity.

Digital identity is therefore a set of claims mddeone digital subject about itself or another
digital subject. In the the words of Turkle, digiidentity refers to “the sameness between an
entity and its persona” (Turkle, 1997). It is athe essential and unique characteristics of an

entity that is used to identify it (Abelson & Legsil998). Thus, Digital identity is the digital

16 persona is a model of an individual's public peasity based on data and maintained by transagtimms

intended for use as a proxy for the individual (RoGlarke, 1994)
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representation of the information known about acsjeindividual, group or organization.
Such information encompasses not only the attubutiformation (i.e. social security num-
ber, date of birth, and country of origin), butaalsometrics data (i.e. iris or fingerprint fea-
tures), and information about user activities, udohg Web searches and e-shopping transac-
tions. Such definitions have widened the concepteitity to include identifiers (Figure 5)
such as login names and pseudonyms. Heheespecific sets of identity attributes and iden-
tifiers used to carry on a specific transactiortyberspace can vary considerably and there-
fore digital or electronic identity is now seenaas electronic representation of a real world

entity or, an online equivalent of an individuab{igsos, Peterson, & Patel, 2003).

Digital identity thus removes the requirement fartges to be present during transactions and
interactions. This is what Rahaman & Sasse, (204fe)y to asdisembodiment of identifica-
tion processe$Rahaman & Sasse, 2010). Digital identity in effenisures a lack of confine-
ment to a particular location or network and thasuging wider, distribution of personal in-
formation (Camp, 2003}t is therefore important that such factors are alddressed in iden-
tity policy to cater for the resultant differendestween digital and physical identity (Taylor
& Lips, 2008).

Person Partial Identity Verification Digital Identity
and Profiling

Preferences
- Favorite Books
- Taste

- Hobby

‘ - Political Views

Acquired
Attributes . Digital Identity:

What does s/he

- Address Aggregate of all
 todiea) History digitally available
- Marital Status data about an

individual,
irrespective of its
degree of validity,

Inherent its form or its
Characteristics Where does s/he accessibility
- Date of birth come from
- Place of birth
- Gender

- Nationality

Physiological
Traits Who is this
- Colour person
- Fingure prints

- Iris recognition

Figure 6Digital Identity.
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2.1.3 Identification

Due to the complexity of modern business transastiand social interactions, each party
would like to ascertain, with a certain degreeaifaence, the assurance of the credibility of
the people with whom they are dealing. Such a ddeira more sophisticated knowledge of
transacting parties has increasingly become negeggaen that the Internet was built
without a way to know who and what one is conngctio (Kim Cameron, 2005).
Interestingly, this concern was as captured in @31®artoon as in Figure 7, which appeared
in a New Yorker magazine aspri the internet nobody knows that you are a”d&jeiner,
1993).

Identification is therefore a process of estabtigithe identity of; or recognizing or treating a
thing as identical with another; or establishingpasg a particular person or entitggncise
Oxford Dictionary. It is also the act of making, representing tpdreregarding or treating a
thing or entity as the same or identical. Thus hundentification is the association of data
with a particular human being (R. Clarke, 1994§ fhvocess of linking information with a
particular person, or action of being identifiedrd@pton, 2004). In effect, identifying an
individual requires a clear focus on the distinetoharacteristics or attributes of the individu-
al (i.e. Names, date of birth, address and idemsiflike driver’s license number). The person
must be able to demonstrate knowledge of sometfsomething you know — e.g. a pass-
word); possession of a token or credential (somgtlgpu have — e.g. driver’s license); or by
means of physiological characteristics or featszsnething you are — e.g. gender, facial

features, signature, fingerprint) (Crompton, 2004).

If identification is a process, then the integwotythe identification process and its usefulness
will depend on: the reliability of the registration enrolment processes, how difficult it is to
duplicate or alter credentials; and the ease dfieation of the link between the issued cre-
dentials themselves and the person presentingiiefficient identification must observe the

following:

» The issuer of assertion must be unequivocally itiebte from the token.
e The data subject of an assertion should be alsastakably identifiable. Thus, it
should be difficult for someone to reuse stoleretek

* Tokens must be tamper resistant, or difficult tayéoor vary after it is made or issued.

To meet such identification criteria, an efficisystem for managing identities will be neces-

sary.
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On the internet, nobody knows you’re a dog

Figure 7 On the internet nobody knows you are aaj.

Developing the identity metasystem concepts ast@giated framework to support different
identification technologies and identity platforinsa standardised manner Cameron, (2005)
proposed what he called the laws of identity whechkeen as a very good foundation for con-

structing the identity layer. An outline of the lawf identity are summarised in Table 2.

PRINCIPLE BRIEF DESCRIPTION

User Control and = Technical identity systems must only reveal infolioraidentifying a
Consent user with the user's consent

Minimal Disclo- The solution that discloses the least amount oftitleng information
sure for a Con- and best limits its use is the most stable longteolution Digital iden-
strained Use tity systems must be designed so the disclosuideotifying infor-

mation is limited to parties having a necessaryjastifiable place in a
given identity relationship.

Justifiable Parties | Digital identity systems must be designed so tlseldsure of identify-
ing information is limited to parties having a nesary and justifiable
place in a given identity relationship.

Directed Identity | A universal identity system must support both "ominectional” iden-
tifiers for use by public entities and "unidirectad” identifiers for use
by private entities, thus facilitating discoveryilglpreventing unnec-
essary release of correlation handles

Pluralism of Op- | A universal identity system must channel and entitdenter-working
erators and of multiple identity technologies run by multipkgentity providers.

7 |dentity provider is an organisation responsildiethe process of enroling and issuance of crealertt indi-

viduals which can be used as proof of identity.

Page | 21



PRINCIPLE BRIEF DESCRIPTION
Technologies

Human Integra- | The universal identity metasystem must define thrdm user to be a

tion component of the distributed system integratedutiinaunambiguous
human-machine communication mechanisms offerintgpton
against identity attacks

Consistent Expe- | The unifying identity metasystem must guaranteeseys a simple,
rience Across consistent experience while enabling separatiaoofexts through
Contexts multiple operators and technologies.

Table 2  The Laws of Identity (Kim Cameron, 200b.

The aim of these identity management design priesigs to give users control and allow
them to make decisions that reflect their prefeesnsuch as being able to understand and
agree to the uses that the organisation makeswofgérsonal information. It does not howev-
er, consider the reasons why an individual mightdbectant to provide certain information to

certain parties.

2.1.4 Identity Management Systems

Regardless of who makes the identity claim, im@artant that the claims are packaged in a
transportable token such that the data subjedierdentity service provider will not always
need to be available in real time. An efficientteys is therefore needed to manage such re-
quirements. Throughout history, different variasoof Identity management systems were
used to establish the basis for trade and goveenagicmeans of tokens and technologies,

seals, coded messages, signatures, jewellery3&cAmericas, 2009).

Due to increased modernization and trend in tecuichl development towards online trans-
actions and interactions and via single sign-onQ5&>. Aichholzer & Strauf3, 2009), the
need for efficient and effective user identity mge@ent systems have become imperative.
Digital identity management aims at transcribinghe digital world, models of interaction
which have been used for centuries in direct faete communication schemes in order to

enable trusted remote interactions.

Van Thuan (2007), described electronic identity aggament a&he processes, policies and
technologies used to manage the complete Lifeofaser identities across a system and to
control user access to the system resources byciasisgy their rights and restrictions”In
effect, Identity management systems, consist optlbeesses and all underlying technologies
for the creation, management and usage of ident#el their attributes. Invariably, the ob-
jective of electronic IdM is to ensure consistensibess rules and practices; tightening of

control over user-to-applications; automation o$ibhass processes in order to minimize op-
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erational costs; enhanced security; improved priddtic (Lips & Pang, 2011have therefore

suggested a shift in focus towards analyses ofmMider societal implications of IdMS and

related social design issues.

Figure 8illustrates identity formation process and a sumynedmwhich is as follows:

)

ii)

Enrolment or Registration - Individuals must gootigh an initial registration or
enrolment processes where their biographical fautpbiometric footprint or a
combination of both are captured into the systehe dutcome of the enrolment
process is the issue of credentials or identifierthose registered. In effect, en-
rolment is the process by which an individual isught within the identity policy
and the resulting systems and the eventual issaeedéntials and identifiers. The
birth of a child or the arrival of a qualified foga national will usually trigger the
enrolment process in a national IDMS.

Authorisation — upon registration, permission antileges to access the re-
sources and services are assigned to an indivicis&ld on a predefined identifica-
tion policy.

Authentication — This is the process of establighwith a certain degree of confi-
dence in the user’s identity or a process thatlt®# a person being accepted as
authorized to engage in or perform some activityAEWhitley, 2009). Thus, au-
thentication is the process of verifying that arusewvho he/she claims to be. To
gain access to services and resources, the individakes a verifiable identity
claim by either logging into a system with a giva@adential, knowledge of certain
information, or based on biometric data. Therermamy authentication methods
with different levels of assurances, also refeteds authentication factors, such
as: something the user knows (i.e. Password); $ongethe user has (i.e. Smart
card or passport) and or something the user isBianetrics) (van Thuan, 2007).
Access Control — Authentication process resultthenaccess contrgdrocessin
which a check is made by the system to see if dividual has a valid authorisa-
tion to access the resource;

Revocation — on the expiry of individuals' rightswehen a person is no more as-
sociated with the system, a revocatmnocess is triggered resulting in the creden-
tials and associated rights being rescinded. Suchmstances include the death
of a citizen completion of school or travelling outside a caourfor more than a

specified period.
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Enrolment Authorisation

Revocation Authentication

Access

Control
Figure 8 Identity Management Life Cycle.

2.1.5 Identity Verification

Verification is the means by which an identity aetial presented by an individual is
checked by either identity issuers or relying @atiAt its simplest, this might simply involve
looking at a card and accepting it if it appearsuyee. Alternatively, various checks on the
validity of the credential may be undertaken. Theme include a consideration of specialised
security markings on the credential or contactingdentity assurance agency to check that
the credential is still valid and not listed aslemoor expired. In some cases, the verification
process may be against information held on theerral; in other cases, the check may be
against data held by the identity service providére verification process require efficient
and effective user identification and authentigatimaking IdM a crucial challenge in e-

government.

2.1.6  Biometric Authentication

Biometrics are measurable physiological and behaslocharacteristics which can be used
for identity authentication and verification. Van® forms of biometrics can be digitised and
used to automate human recognition. However, duerit@cy, technical, legal and many
other challenges, certain biometrics are not contynesed. For instance, Jain et al., (1999)
identified universality, uniqueness, measurabiligrformance, acceptability and circumven-

tion as the key factors in assessing the suitglofitany trait of characteristics to be used for
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biometric authentication (A. Jain & Aggarwal, 201&; K. Jain, Bolle, & Pankanti, 1999;
Wayman, Jain, Maltoni, & Maio, 2005).

Biometrics which are commonly used in practicel&tv purposes include fingerprint, voice
recognition, facial recognition, finger and palmng(Gutwirth, 2012). Biometrics authenti-
cation usually does not depend on the possessian pifysical credentials or tokens, and
memorisation of certain identifiers (i.e. user namaad password), and thus offer attractive

options for strong authentications.

However, it can be vulnerable if the threshold @ set properly. Such vulnerability can be
avoided when biometrics are used in conjunctioin wiher credentials, including additional
types of biometric or multiple biometrics. Thus gteength of biometrics is increased when it
Is augmented with multiple factofgan Thuan, 2007).

Given the sensitivity of biometric data, its frequ@se online requires a consideration of the
rights of individuals, the identity providers arelying parties and the responsibilities of law
enforcement agencies. On the part of data subjeagimum control could permeate from
limiting uses of biometrics to situations where tie¢a subjects is in control, such as storage

of encrypted format of the biometric on deviceshi@ possession of data subjects.

Biometric systems can be applied in either a va&&ifon mode or an identification mode de-
pending on the context. The application of biontesiystems in a verification mode implies
that, the system will validate the identity of argmn by comparing the captured biometric
data with an already stored biometric templaténefgerson (A. K. Jain, Flynn, & Ross, 2010;
Li & Jain, 2011).

Its application in identification mode on the otl@nd is where the system attempts to recog-
nise an individual by conducting a one-to-many deand comparisons through the tem-
plates of all the users who are registered in ttalzhse for a matching template. The objec-
tive of identification mode of biometric applicatids to establish a person’s identity and thus
preventing her from using multiple identities. Aldige of the system to match implies that,
the data subject has been registered. Such a monditvery critical in negative recognition
situations, where there is the need to establisétiven a person is who he/she (implicitly or
explicitly) denies to be (A. K. Jain et al., 2010& Jain, 2011).

Figure 9 is a biometric block diagram illustratiagoiometric authentication system in both
verification and identification modes. In the verdtion mode, the system performs a one-to-
one comparison of captured biometric data with ecig template that is stored in a bio-

metric database in order to verify an individuamliso he/she claims to be. The following
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three steps are observed; in the first place neéerenodelsfor all the users are generated and

stored in the model database.

Secondly, sample data is matched with the inforonaitn the reference model to generate the
valid and invalid acceptance and rejection threghorlhe final stage, which is the testing of
validity using various forms of credentials andritigers (i.e. smart card, user name, identifi-

cation number, etc.), to indicate the templategabed for comparison.

In the identification mode, a person is first el@dlin the biometric system where biometric
data is captured and stored. Subsequently, biatriaformation is detected when the person
attempts to use the system and the data is cothpatle the information stored during en-

rolment.

In Figure 9 the sensor which is usually an imagguesition system is the interface between
the real world and the system, the next block,queré all pre-processing activities like re-
moval of background noise in order to obtain a radized data. In the third blockecessary
features are extracted. Feature extractor is Hygeswhere correct features are extracted in an
optimal manner in order to create a template. Aplate is a synthesis of the relevant charac-
teristics extracted from the source. Elements eftiiometric measurement that are not used
in the comparison algorithm are discarded in tingplate to reduce the file size and to protect
the identity of the person. During enrolmeghte template or a card is stored in a database and
Is used as the benchmark for matching by parsiadeimplate to the matcher for comparison

based on the predefined algorithim.

Biometrics are very useful in the identificationdaremoval of duplicate names and attributes

from an existing IdM database.
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Figure 9 Biometric System.

2.2 Models of Identity Management Systems

Various forms of digital identity management syssemave been implemented using various
technical and architectural model. This sectiorcuises some of the popular identity man-

agement models — silos, centralised, federatedisedcentric identity management models.

2.2.1  Silo Identity Systems

The soiled identity management system is an IdM8ehdhat is usually designed and oper-
ated independently by an organisation, mainly tbl fitls primary objectives, such as active
directory. Such an IdMS usually does not allow @mtions with other IdMSs and thus the
identity provider also takes the role of serviceyuer (SP), such that it manages the name
space and authentication tokens for all its usein® SP also authenticates users based on
their identifier-token pairs during service accddsers can be allowed to define their own
identifiers, as long as they are unique withinrthene space. A major benefit of the silo mod-
el is unlinkability. Given that the system is nohaected to any other system, user attributes
in one system cannot be easily linked to diffelieientifiers of the same users in other do-
mains (Donohue & Carblanc, 2008).

Additionally, a security breach in one silo does not compromeseirgy in other systems.
Silo systems are however very rigid in that theyndbafford users the convenience of linka-
bility where necessary, resulting in the use oftiplicity of credentials and identifiers de-
pending on the context. Such multiple user accoudentifiers and credentials are usually
very difficult to manage and thus users resorhi®use of similar identifiers across different

silos with its propensity to vulnerability of thegsstems. Another disadvantage of the Silo

Page | 27



model is waste of resources, because of resouteféort duplication. For instance, a per-
son’s details are stored in each of the identifyssalthough this could be avoided if infor-

mation were to be shared.

Although there may be genuine reasons for keemlagtity information in silos, the organi-
sation in any sense, wastes resources and dupéffarés in trying to separate user profiles
(Donohue & Carblanc, 2008).

SILO IDMS MODEL

ID /Service Provider 1 ID /Service Provider 2

Store Personal Store Personal

Information Information

'

Data Subject

ID/ Service Provider 3 ID /Service Provider 4

Store Personal Store Personal

Information Information

Figure 10 Silo Identity Management Model.

2.2.2  Centralised identity systems

The centralized IdMS model is an early attemptettify the inherent limitations of silo sys-
tems by centralising the independent databasesaisiogle system. Thus in the centralised
model, user data are kept independent of the v&ramplication silos, and data are made
available to service providers from the centrabbase. Due to the centralised nature of the
systemseach user can use the same credentials and identifi access different services,
whilst all the providers authenticate the clientotigh the same certificate before granting
access to their services. Centralised IdMS havévestonith time given the increasing need
to share and reuse identity information. CentrdlitdMS is a very common model for storing
and managing digital identities (Donohue & Carb|e2@08).
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Service Provider 2
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Data Subject
Figure 11 Centralised IDMS Model.

Central Identity
Provider who
also acts as
claim privider

2.2.3 Federated Identity Systems

Federated identity management model seeks to $intpk account management problems
pertaining to silo model. Instead, service provéd#n not aggregate their account information
as in the case of centralised models. Ratbervice providers establish a central “identity
provider” which manages user identifiers by linkiigntifiers based on sets of predefined

rules of engagement among federation of SPs whe previously unlinked.

Federated IdMS started as a response to trust awacy issues of the centralised 1dMS
(Donohue & Carblanc, 2008). Users belonging to tideederation can access services by
authenticating to the central identity provider,dpwing a user to obtain seamless access to
services from all the service providers belongiaghe federation. Thus in federated IdMS

model, the identity provider could also be a sexr\poovider.

In a federated IdMS environment, users do not neehibit various identifiers and remem-
ber different user names and passwords, becausgla authentication event at the primary
account also gives them access to multiple sepriceiders. Similarlymembers of a federa-
tion do not need to create multiple accounts farsiprior to offering services. The identity
provider is able to facilitate seamless data skydbgtween two or more accounts of the same
user because it knows which identifiers corresptinthe same user, and thus making the
identity provider a trusted third party.

Federation can be more convenient for users aiaegff for the organisations managing the
accounts, but it also gives rise to new challenges.example, it may not be easy to enable
information sharing between organisations that alohave a pre-established relationstpt
from whom an individual would like coordinated seevdelivery. This problem has recently
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been addressed using contractual and policy medelspplement the technology in order to

help mediate relationships between unknown parties.

However, if the identity provider chooses not ttablsh a federation relationship with users’
preferred service providers, users may be unableséotheir federated accounts to access
those service providers. Another challenge relaigbe problem of determining liability for
these complex business relationships and proteatiamst theft and errors. The main vulner-
abilities stem from the fact that the identity por knows which identifiers correspond to a
given user. Thus, such knowledge places the igeptibvider in a position where it could

impersonate the user or enable others to do so.

Some of the popular browser-based federated igeintttatives focusing on single sign-tn
(SSO) include: the OASIS Security Assertion Markamguage (SAML) 2.0 (OASIS, 2012),
the Liberty Alliance project (OASIS, 2004), Micrdso Passport or windows Live ID (Mi-
crosoft, 2013; Westfall, 2011), the Shibbolethi&tive (Shibboleth, 2013), and OpenID (EI-
don, 2009).

FEDERATED IDMS MODEL

Service & Claim Provider Service & Claim Provider

Keep Some ID Keep Some ID

Data Data

Provider
of
Identifiers

Service & Claim Provider Service & Claim Provider

Keep Some 1D Keep Some ID

Data Sybject

Figure 12 Federated IDMS Model.

Data Data

18 Single Sign-on is a federated identity solutioatthllow clients to perform a single log in opegatito an
identity provider, and are yet able to access messuoffered by a variety of service providers (Ando et al.,
2012).

Page | 30



2.2.4  User-centric identity systems

User-centric identity system is an attempt to gigers maximum control over their personal
information (Kim Cameron, 2005; Cavoukian, 2012hu$, User-centric IDMS seek to offer
users the flexibility to choose identity providénslependent of service provideend do not
necessarily need to provide personal informatiompdtential service providers in order to
obtain access to services and resources. In soaidel, the roles of Identity providers is that
of a trusted third party who store user account@odile information and authenticate users,
and service providers accept assertions or claboatausers from the identity providers.

User-centric model are also designed to ensureideatity providers operate in the interest
of the users rather than in the interest of theisemproviders. In a user centric model, service
providers do not necessarily form part of an idgrfgderation. Thus service providers mere-
ly become “relying parties” with users being abtechoose what information to disclose

when dealing with service providers in particulansaction.

USER-CENTRIC IDMS MODEL

Claims Provider:
Stores Partial ID
Information

Service Service
Provider Provider

Claims Provider: Claims Provider:
Stores Partial ID Stores Partial ID

Claims Provider:
Stores Partial ID
Information

Service
Provider

Information Service Information

Provider

Figure 13 User-Centric ldentity Management Model.

Similarly, although service providers require uspessonal information to process a transac-
tion, individuals use different identity providerand different identity attributes, and thus
information is not stored in one location. The rofeidentity providers becomes that of a
trusted third-party, since users will usually tradbroker they can control; whilst relying par-
ties will not trust a broker if the claims assertae actually self-vouched by the user
(Donohue & Carblanc, 2008; Jgsang & Pope, 2005).
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Various innovative user-centric IdMS solutions hdeen tested with appropriate steps to

address the concerns of both the user and thecegxoviders as described in section 2.2.5.

Table 3 provides a summary of the key attributethefidMS models described in this section

Process Silo Centralised Federated User-Centric Teied Identity
Ecosystem

Method of Users must authenticatl Authentication is to a | Users authenticate | Users authenticate| Various authen-

Authentication to identity providers centralised account. | to one identity to identity provid- | titcation schemes
who are also service provider and access ers, and service available depending
providers in each services across the | providers have to | on the assurance
transaction. federation. rely on that authen{ required

tication
Location of Information is stored Identity information is | Identity information | Identity infor- Identity information

Identity Infor-

mation

by each Identity Pro-
vider.

stored in a central
Identity directory.

held by each partic-
ipant of the federa-
tion with whom a
user enrolled.
Access to services i
based on federa-
tion’s agreements.

mation is stored by
identity providers
chosen by the user
Service providers
rely on identity
providers.

is stored by users
preferred identity
providers including
social networks

The method of
linking accounts/
learning if they
belong to the
same person

Accounts are kept
separate and are not
linked.

All identity attributes
and detail of identifi-
ers stored in a central
register. Thus linking
is not necessary

Each identity pro-
vider determines
which of user
attributes and
identifier should be
linked to other
federation mem-
bers’ accounts

Uses of cryptog-
raphy can prevent
linkages between a
user’s different
digital identities,
leaving the user in
control.

User involvement
in identity policy
and uses of cryp-
tography to give
users maximum
control control over
personal identity
information.

Trust / Privacy
Implications.
Nature of de-

pendency

User relies on each
service provider to
protect personal infor-
mation. Absence of
information sharing is &
privacy advantage.

The user is reliant on

the service provider to

maintain the privacy
and security of all of
his or her data.

Users have rights

from contracts, but
they may be unfa-
miliar with options.
The federation has
leverage as itis in
possession of the

user’s information.

Users can keep
accounts separate
and still allow
information to
flow, but bear
greater responsibil-

ity.

Various trust
frameworks and
institutional coop-
eration schemes
available

Convenience

Silo accounts are

This arrangement is

Other members of

Users may be ill

Interoperability at

inconvenient for users | easy for the user sincq the federation avoid| equipped to man- | all levels
and service providers | he or she only has to | the burden of cre- | age their own data
due to multiple authen-| deal with one creden-| dential manage- (also a vulnerabil-
tications, redundant tial to call up the ment. Businesses | ity) and may need
entry of information, account and since he | that provide ser- training and
and lack of data flow. | or she has to authenti{ vices to a user can | awareness raising.
cate just once. coordinate service
delivery.
Vulnerabilities Silo systems offer the | Risk of single point of | Users have little Concentration in Trust threshold

advantage of having
limited data on hand,
thus creating less of an
incentive to attack.
They also have a bette
defined and stronger
security boundary to
keep attackers out and
limit exposure from
failures.

failure as ID provision
from a central loca-
tion. The the central
register is susceptible
to attack given that
entire user profile is
stored in one location
and other entities are
unable to check for
validity.

input into the busi-
ness-partner agree-
ments. Some servic
providers will set up
federation systems
to exploit users.
Currently there is nc
way to safeguard
data after it has
been shared.

the market for
identity providers
could leave them
with much power.
Currently there is
no way to safe-
guard data after it
has been shared.

ensures that certain
level of privacy
maintain at all
times

Table 3 Summary of IDM Models: Adapted from (Donohte & Carblanc, 2008).

2.2.5 Privacy-Enhancing Technologies
In a user-centric IDMS, the issue of distrust betwéhe user and the relying party is ad-

dressed, because the identity provider acts asstett third-party broker. Individuals can
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have several different identity providers, and tloat matter, their information may not be

stored in one place.

U-Prove (Microsoft, 2011), IDEMIX (IBM, 2010), OpHn (Recordon & Reed, 2006) and
OAuth (Hammer-Lahav, 2009) are some of the majar wentric and privacy enhancing
IdMS technologies and frameworks that seek to tasinsacting and interacting parties to
manage claims and attributes so that the relyinggsaare assured that the information is
correct before engaging with the user, althoughdkatity of the user might not be revealed.
These approaches ensure minimum disclosure obmparehformation and fine-grained dele-
gation of authorization between service providérs.overview of the technologies is provid-

ed in this section.

U-Prove —Developed based aan advanced cryptographic technology and concepBrove

is an attempt to overcome the age old dilemma hlextweentity assurance and privacy as
discussed in (Donohue & Carblanc, 2008; Microsd@l1). The dilemma is addressed by
enabling minimal disclosure of identity informatian electronic transactions and communi-
cations. U-prove is a technology that Microsofe ttevelopers, believes could assist in their
promotion of an open identity and access modeinividuals, businesses, and governments
agencies. Thus the concept of U-prove is rootethénprinciples prescribed in the identity
metasystem (K. Cameron & Jones, 2007; Kim Came2005). For instance to satisfy the
minimum and selective disclosure principles, th@idve agent software acts as an interme-
diary between websites and thus, allowing usehtoe data in a manner that protects their
privacy. U-Prove also provides the mechanism fqassting the protocol for information
retrieval from trusted third parties from the pmits guiding the release of this information
to the destination site (J. Adjei & Olesen, 201Bffectively, the issuer of the information is
prevented from tracking the time and destinatiomédrmation and its use and the destina-

tion site is equally prevented from linking users.

Identity Mixer (idemix) — IDEMIX which was developed by IBM Research atsdpartners

Is an anonymous credential system that enablesgsidentity authentication and information
privacy. IDEMIX seek to guarantee information payaby solving the privacy dilemma and
thus, facilitating effective secondary uses of peas identity information within the identity

life cycle Figure 8 by identity service providersdarelying parties without trust erosion.
IDEMIX emulates the concepts of Privacy by Desi@ayoukian, 2012) due to its ability to
ensure minimum disclosure and ensuring that sgasitiformation is not revealed. This at-
tributes of IDEMIX help in masking sensitive perabmformation in online transactions and

thus fulfilling the principle of data minimizatian the the seven laws of identity (Kim Cam-
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eron, 2005; Cavoukian & Carter, 2006). Althoughdemtials are fundamental concepts in
IDEMIX implementation, it seeks to address the éspm traditional face to face presentation
of ldentity credentials such as passports andmdgilicense which could result in the disclo-
sure of other vital information to third parties Wiytue of such information being on the cre-
dential. IDEMIX in essence, focus on the objecti@dentials as providing a means to estab-
lish a claimed identity, roles, or attributes abantindividual with an entity which is usually
a critical part of access-control policies. IDEMBb&sed identity credentials thus provide a
means of establishing the age or age predicatgefson without revealing the actual date of
birth or age of that person. In essence such anoagroredentials, provides users the flexibil-
ity of selectively revealing on aspects of thegntlty attributes required in a transaction or a
predicate of which making it possible to avoid wadsale disclosure of personal information.
IDEMIX thus largely removes the possibility of limg users identity attributes by identity
providers and relying parties. IDEMIX users inityabbtain anonymous digital credential or
voucher indicating the information the issuer isgared to reveal from a trusted third party
such as a bank, insurance company, or governmencggSubsequently users can authenti-
cate themselves with service providers by issuirgaan or a statement using IDEMIX to
securely transform the issued credential. Suchstoamed credentials will only contain the
subset of the attested information that the useilisg to disclose. Although IDEMIX users
can apply this transformation on many instanceserad the credentials can linked.

IDEMIX in effect, seeks to limit the need for unddisclosure of personal details in online
transactions such as downloading music and moviesilascribing to online newsletters. In
such transactions users leave traces and piecesooiation such as size, frequency, and
source of online purchases that can be traced toaitie user. IDEMIX applications seeks to
eliminate such trails with an artificial identitpformation, known as pseudonyms, making
user online transactions anonymous. IDEMIX thus a@iéow users to transact without reveal-
ing their payment information which can easily Isediin predicting users spending habits or
provide proof of age without disclosing users actlse of birth. IDEMIX based systems in
effect provide the technology for protecting usprvacy by sharing only pseudonyms, so
that real identity information can never be intgteel or exposed (Camenisch, 2012; Came-
nisch et al., 2011).

OpenlD — OpenlD is an open standard that describes tlasngy which users can achieve a
decentralized authentication which eliminate thduereliance on service providers for au-
thentication. Thus the application of OpenlID allaygers to consolidate their digital identities

by creating accounts with their preferred OpenliBniity providers, and then use those ac-
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counts as the basis for signing on to any webkié @penlID authentications (Recordon &
Reed, 2006). In effect OpenlID standard providesjihadlcommunication framework between
the identity provider and the OpenlID acceptor (itedying party") to ensure privacy and in-
formation security OpenlD Attribute Exchange pra@sda means of transferring user attrib-
utes, (i.e. Name and gender) from the OpenlD itieptiovider to the relying party (Hardt,
Bufu, & Hoyt, 2007; Recordon & Reed, 2006). Thisame that the OpenlID protocol does not
rely on a central authority to neither does it iegja specific means by which to authenticate
users. Thus, OpenID allows various forms of auibations including passwords, smart
cards and biometrics. Organisations such as Go¥glego!, Facebook, PayPal, BBC, AOL,
MySpace, IBM, VeriSign, etc., provides various afions of OpenlD authentication solu-
tions (Eldon, 2009).

Open Authorisation (OAuth) — OAuth is an open standard for data authorizatiah make

it possible for users to grant limited access &iih scope and in duration) to third-parties to
access their resources without sharing their passy@. J. Connolly, 2010; Hammer-Lahav,
2009; Mangiuc, 2012). In that way OAuth users dnle & share their private resources (e.g.,
photos, videos, contact lists, bank accounts) dtorea particular location with another web-
site although their credentials like username asbyword are not disclosed. Effectively the
underlining philosophy of OAuth is similar to thalet key metaphor of cars. Thus, third par-
ties can only have controlled or limited accesthéocar [40]. To make a scheme like the valet
key metaphor possible, websites are given onlyrimemum information required to accom-
plish the task that user has requested. In effedtdrd users the ability to to hand out to third
parties tokens (instead of credentials) to theta deosted by a given service provider. Such
tokens might include granting priatcesgo photos without sharing username and password.
OAuth 2.0 also provide specific authorization floves internat and desktop applications,
mobile phones, and internet of things (P. J. Cdgn@bD10; Hammer-Lahav, 2009; Mangiuc,
2012).

Touch2id —Touch2id is a biometric and Near Field Communica(idFC) technology based
identity verification technology which apply thenmepts of minimum disclosure and data
minimization principles in making the applicatiorsew-centric and privacy-enhancing
(Touch2ID, 2012). Touch2id is currently in use irtain parts of the United Kingdom to
provide identity verification services, such asgir@f—age for young adults in public places
using NFC service or mobile phone ‘sticker’. Thelagtion of data minimisation and mini-
mum disclosure principles implies that the identigrification technology does not need to

store the personal information of users such asendate—of—birth, gender or address. Thus,
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the technology can function efficiently without theed for central database as is the case of
many identity management systems. Similarly it doeescapture and store a fingerprint at
enrolment or during authentication since it usegdrprint sensor instead of a picture to con-
firm the claim that a person is 18 or over. In aesse Touch2id provides a form of zero—
knowledge proof for the claim that an individuabed (i.e. | am over 18) since it does not
reveal anything other than the veracity of thainclaHence the relying party (i.e. a bar at-
tendant) can check the identity of a potential @ungr with sufficient level of assurance with-
out having (or needing) to know the individual'ssmnal information and without generating
an archival record of who visited which bars wheouch2ID technology achieve this feat by
harnessing multi-spectral fingerprint sensors thatapable of reading various fingerprints
thus addressing common performance failures dubrtty or damaged fingerprints) and the
emerging use of contactless smart—card technoogy NFC—enabled smart phones. In effect
the applications non reliance on database forrggarnique code created from the fingerprint,
using a process known as minutiae mapping wherértgerprint itself is never captured and
the approach therefore minimises the risks of wkable biometrics (Ratha, Chikkerur,
Connell, & Bolle, 2007; E. Whitley, 2013).

The major features of the technology include:

* No personally identifying information is releasedlymg parties since no name, age or
photo appears on (or is stored on) the card andehesers movements and transac-

tions cannot be easily profiled by merchants (Kiem@ron, 2010).

* There is no central database assembled that certtanfingerprints of innocent peo-
ple whilst the fingerprint templates on the cards @igitally signed and can't be tam-

pered with

* The fingerprint template remains the property of grerson with the fingerprint —
there is no privacy issue or security honeypot tinud credentials cannot be shared

with friends and family since their finger wouldtrmoatch the fingerprint template.

* Misplaced or stolen touch2id based credentials @@ reused since it will not work

any more thus able to eradicate fake Identity aredis

2.2.6  Identity Assurance

Conducting efficient and effective commercial amdgrnment businesses thrives on the abil-
ity to demonstrate the identity of all transactpagties beyond their immediate circle of trust.
Identity assurance is a user-centric concept thaktsto allow data subjects to prove or pro-

vide informational representation during a chaireeénts that can define who they are with-
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out the need for them being physically present $8yp 2008a). It aims at user satisfaction
and thus focus on providing visibility into how kssassociated with identity information are
being managed. Such identity management solutiiea deal with the storage, processing,

disclosure and disposal of users’ identities, theafiles and related sensitive information.

To ensure user satisfaction, identity assurance brig key of an element of IdMS since it
offers mutual benefits to identity providers andvge providers, and to citizens. An identity
assurance scheme can address issues such as tinet amd type of data stored and the de-
gree to which this information is shared. In idgnassurance systems, the context and the
nature of events define what prove or informatiaegiresentation will be necessary and the
kind of entittement. For instance, clients of hleahsurance agencies might need to prove
their status as unemployed, retired, etc.

Protection of personal data integrity is a majanagyn for all customers although, they may
vary in their demand for privacy protection. Idéntssurance schemes must therefore pro-
vide the options that will enable data subjectsiike such informed choices. Identity assur-
ance therefore differs from Identity managementthi@ sense that IdMs are primarily de-

signed in the interest of the identity provider wdas identity assurance focuses on bringing
benefits to the data subject. Yet the technologpleyed to achieve Identity assurance and

management may be similar.

Kantara Initiative, a collaborative research orgation focuses on requirement gathering for
the development and operation of Trust Framewoskw/&l as verification of actors within
Trust Framework ecosystems aiming at identity aswe schemeg&rror! Reference source

not found. illustrates identity assurance protocol, the insge and its client both have a bro-
ker they can trust. The identity of the client Iiscsaassured, given that they do not need to re-

veal sensitive information to the service provider.
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Figure 14 Typical Trust Framework.

2.3 Citizen'® (National) Identification Systems

Governments in many countries implement IdMS aseans of establishing a reliable data-
base of citizens and residents of the country. finient citizens identification system should
assist government agencies in the provision ofetadyservices, improving governance and

collection of taxes.

Technically, such citizen (national) identificatisgstems follows the concept of trust man-
agement systems (Blaze et al. 2003) and might lysale a central database and ‘identity
cards’ that are issued to citizens. The variatemesusually in relation to the location and con-
tent of the databases, and the underlying techgo{egy. Smart card or biometrics), the
communication architecture, etc. In such systemegjentials issued to citizens give them the

right to access services.

Thus the overarching objective of many citizen tdemation systems is tanprove the assur-
ance of citizen’s identity in their dealings witbwggrnment agencies (Cofta, 200B).effect,
national identification systems unduly focus on thedential issuer and thus have negative
implications on citizens’ trust, due to its equatif secrecy to privacy protection. However

the undue focus on citizens' interactions withdtste sometimes diminishes the benefits that

¥ The term ‘citizen’ refers to all individuals whare participate in the system, such as legal difmitf citizens

and all indivduals who have lawful residents statafigees, etc.
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could be derived from the system, and particuldibcounting the rich experiences that citi-
zens already enjoy with their identities on thesiinet. For instance, many of such systems
fail to cater for group identity or the identity ehyone other than the individual (Cofta,
2008).

Furthermore, many countries also differ in theilligbto realize the potential social benefits
of a citizen identification system, including eféncy improvement in service delivery, re-
duction in cost of doing business, effective bordantrol and improved government to citi-
zen interaction, due to the risks associated witproper design or operation. Violation of
citizens’ privacy and other personal rights is doententional information sharing by those
in possession of such sensitive information or bgat attack on the system making such
systems a risky proposition from an informationusyg perspective (D. J. Solove, 2002).
This is part of the objective of the study, by Highting the key issues needed to be ad-

dressed in order to make such systems effective.

2.4.  Privacy and Personal identity information

Personal information is has become central to ttenless models of the digital age; admnis-
tring government services and; and in citizensratiions. Various strategies are adopted by
business organizations in personalising serviceel®l to customers, using customer prefer-
ences (Alatalo & Siponen, 2001; Norberg, Horne, &k, 2007; X. Wang & Xue, 2012).
Although such practices offer customers convenieard personalized services, which can
contribute to repeat purchases, it inherently negucollection of pieces of customers' person-
al data or attributes. Thus, the need for a ctiticak at what constitutes personal identity
information (Andrade, Kaltcheva, & Weitz, 2002).

Any information that can specifically identify andividual (e.g. name, telephone number, e-
mail address, or account number) is described esopal identity information. It can also
include a person’s location or activities like axsiag a website. In his Onion Model (Wilton,
2008a), Wilton has illustrated this using his thgelrs of an onion to categorise personal in-
formation into three layers. These include thescomer layer and the outer layer. Thus, in-
formation that can uniquely identify an individwald does not change over time, (e.g. Name,
date of birth) was placed at the core. Informatibthe core is known as a Basic ldentifier Set
(Wilton, 2008a). The inner layer consists of infation that is capable of being used for
identification but susceptible to change over tiswgh as address, height, etc. The outer layer
consists of information that cannot uniquely idBna person, except when combined with
any other information or aggregated over time, sagl person's transaction history and sec-

tor specific information like blood group and héadtatus. In effect, personal information is
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any information describing a natural person orrimfation that describes an identifiable indi-
vidual (Trubow, 1992).

2.4.1. Secondary uses of Personal Information

Information must generally be used for the purpafsprotecting, promoting, or meeting the
physical needs of an individual or to enable thdtvidual to participate in social interactions
or benefit from services. Such information usagesragarded as the primary purposes of
collecting personal information. For instance, phienary purpose of a Voter ID card is for an
individual to vote in an election and that of ag@st is to facilitate border control. Many of
the data protection regulations mandate that patsaformation gathered for one purpose
may not be used for any other purpose without pleeific, informed consent of the data sub-
ject (Trubow, 1992). However, in order to condugsibess such as opening a bank account,
banks sometimes require tokens like a passportpasdad of identity. Such a requirement by

the bank is secondary to the original intentiopa$sports and voter IDs.

Secondary uses of personal information was conaégéd in Culnan (1993) as having two
dimensions: (1) The information processing actiyégquisition, use, or transfer), and (2) The
relationship between the consumer and the firmzirtg the information (existing customer

or prospect) (M. J. Culnan & Armstrong, 1999; M.lt&n, 1993). Thus, secondary uses of
personal information refers to the collection atatage of information for purposes other
than originally intended by the issuer of the cra@#, whether legitimate or otherwise. Ob-

taining access to and enventual uses of persofairation in principle results in a number

of complex challenges. In essence, the legitimdcgeocondary use of personal information
hinges on an "implied social contract” (tacit opksit consent by service providers to protect
the interest of data subjects) between serviceigeoy and users (Milne & Gordon, 1993).

Perceptions of abuses of personal identity infolomaperception results in issues of privacy
and confidentiality, with it attendant effect orettrusting relationship that should exist be-
tween service providers and data subjects (D. $0@2006, 2013). Such perceptions and their
effects are amplified by that technologies that enalich abuses and breaches difficult to no-
tice, and thus posing technological, policy ancufaigry concerns in relation with the ability
to collect, store, aggregate, link, and transmispeal information for legitimate purposes.
Such challenges have generally been researchedfamnmiation systems under information

privacy.
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2.4.2 Information Privacy Concerns

The concept of privacy has been studied in marferdiht ways, given that it has many di-
mensions (H. J. Smith, Dinev, & Xu, 2011; H. J. 8mMilberg, & Burke, 1996). Privacy has
been described as a condition or a state in whcin@ividual can be more or less inaccessi-
ble to others, either in the spatial, psychologarainformational plane (E. Whitley & Kanel-
lopoulou, 2010a). In psychology literature privasyescribed as the ability of individuals to
control the terms under which personal informaigacquired and used (Westin, 1967). Sim-
ilarly privacy has been described in sociologyréitare as individuals' ability to independent-
ly dispose of their roles according to their rightself-determination, and then to have confi-
dence that third parties respect the intended agparof their roles (Biskup & Briggeman,
1988).

Clarke (1999) on the otherhand defined privacyndsvidual's personal space, and provided a
four dimensional categorization of individuals’ penal space agrivacy of the person (con-
cerned with the integrity of the Individual's bodgjivacy of personal behaviour, personal

communications, and privacy of personal data (Rwkd, 1999; Roger Clarke, 1999)

Contemporary research have merged personal comatiamcand data privacy into what is
now referred to as information privacy, given the tncreased digitalization of information
and communications (France Bélanger & Crossler12Bavlou, 2011a). Hence, information
privacy refers to the claims of individuals thaeithpersonal data should generally not be
available to others, and that, where data are psedeby another party, the individual must
be able to exercise a substantial degree of coowe the data and their use (France Bélanger
& Crossler, 2011)

Information privacy concerns are related to factffecting a person's willingness to render
personal information (Dinev, Xu, Smith, & Hart, Z)1engage in online transaction activity
(Pavlou, Liang, & Xue, 2007), and the attitude to¥gagovernment regulation (Milberg,
Smith, & Burke, 2000). Although individuals exprgasvacy concerns, many are willing to
trade-in their privacy for convenience. This sdadlprivacy paradox (J. Adjei & Olesen,
2011; Norberg et al., 2007; D. Solove, 2013; ZaloA010) also reaffirms the need for a

more measured treatment of personal information.

Thus, information privacy is not about secrecy,chhis an intentional concealment of infor-
mation and (or) a disposition towards the sharifigpatentially inaccurate information
(Trubow, 1992). OECD guidelines (OECD, 1980), atlleo national data protection laws
address various aspects of information privacy eor; such as; (1) The existence of record

systems cannot be kept secret; (2) an individuatrbe able to "find out what information
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about him is in a record and how it is used"; a)daf individual must be able to "correct or

amend a record of personally identifiable inforroat{D. Solove, 2006).

(France Bélanger & Crossler, 2011) observed thatldpment of privacy tools and technol-
ogies is usually done in isolation of the actuarasand for that mattetheir input is not re-
flected in the systems design. The research appradapted in this study is to address such
concerns and to ensure active user involvemeneaorslary uses of their personal infor-

mation.

Information Information Privacy
Privacv Concerns

Willingness to

Personal Give D Date

Communication

Privacy of a

Person

Privacy

Transaction

DIMENSIONS Activity

OF PRIVACY

Personal
Behaviour
Privacy

Data Privacy Government

Regulatiol

v

Figure 15 Dimensions of Privacy

Figure 15 outlines the dimensions of privacy. Ination privacy concerns issues of personal
communication privacy and data privacy. Such camcemanates from and are associated
with data collection, data processing and dataedhsation. Information privacy concerns
therefore can influence and affect individualslimgness to provide information, their trans-
action activities and responses to the identitycpes of government agencies.

2.5 The Concept of Trust

Three things are needed for government: weagood, and trust. If a ruler can’t hold on to altek, he
should give up weapons and food and hold on ta: thwithout trust we cannot stand” Confucius.

Historically, human beings have lived in smaller communities elinde-knit societies and
have had the confidence assurance that the namenember identifies him in the communi-
ty. In such communities there were not many infdromasecrecy and thus, a person’s name
carried a great deal of information. Interestingty,contemporary society, we interact with
people (entities) that we barely know and sometim&gt never meet. Such a phenomenon

has brought the concept of trust to its currenepmdsition in identity management discus-
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sions. Thus, failure to do such due diligence @mult in serious business and social implica-
tions.

The concept of trust has been studied from diffepemnspectives such as sociology, psychol-
ogy, economics and political sciences but a williegs to take risks may be one of the few
characteristics common to all trust situations (ga& Murphy, 2012; Johnson-George &

Swap, 1982; R. C. Mayer, Davis, & Schoorman, 199%).the context of personal identity

information use, parties are expected to act aadt millingly. In essence, trust is a firm be-

lief in a firm belief in the reliability, honesty, veragijystice, good faith, in the intent of an-

other party to conduct a deal, transaction, pledgentract, etc. in accordance with agreed

principles, rules, laws, expectations, undertakjreis(Slone, 2004)

Trust is not transitive (cannot be passed from @rer® person); distributive (cannot be
shared); associative (cannot be linked to anottust br added together); symmetric (I trust

‘you does not equalou trust me); self-declared (trust me — why?)

This is in line with the definition of trust as &hwillingness of a party to be vulnerable to the
actions of another partypased on the expectation that the other will perfa particular ac-
tion important to the trustor, irrespective of tality to monitor or control that other party”
(R. C. Mayer et al., 1995). This presupposes thaheé identity management process, data
subjects are perceived to be in a vulnerable posdéind trust is what will induce parties to
engage in transactions irrespective of the vulnbtalevels. Thus, trust is the probability
that a party to a transaction will act in a wayttisdbeneficial or at least not detrimental to the
interest of the other party for the latter to caape (Gambetta, 2000). The above definitions
make the differences between predictability andttunclear and hence the need to situate
trust in its proper context. Although the two arenaans of reducing uncertainty, trust goes
beyond predictability and hence reduction of uraieties. Otherwisethose who can consist-
ently ignore the desires and intentions of trustomd act in their own self-interest can be
deemed to be trusted, because of their prediatafi®ti. C. Mayer et al., 1995).

2.5.1 Trustworthiness

The relationships between the actors in trustingusting relationships is a major source of
reference in explaining the concept of Trustworss The key actors in trusting relation-
ships include the; trustor, trustee and contexa#er, 1999)Trustorsin the context of this
study includes citizens (or virtual citizens, sirtogst can also be a matter between virtual
persons (Cofta, 2008). On the otherhtmdteesare the credential issuers and relying parties
and thecontextis the identification scheme. Trustworthiness isdahon the attributes exhib-

ited by the trustees within the context. Mayerle(¥095) identified three important charac-
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teristics that help in building the foundation fbe development of a trust framework (R. C.
Mayer et al., 1995). Ability, integrity and benegnte have been identified as the key charac-
teristics of trustees in the trust development @ssc Ability signifies competences, perceived
expertise, business acumen and judgement thatestfablirustee to have influence within a
particular domain. Benevolence on the other hamates the extent to which the trustee can

be assured of going beyond the profit motive toeséne interest of the trustor.

Essentially, benevolence suggests that the trugtebehave in a desirable manner towards a
set objective, irrespective of their personal piefees (Rosen & Jerdee, 1977). Integrity is
premised on the trustor having a positive perceptimt the trustee will adhere to a set of
acceptable principles. Thus adherence to a seadlmprinciples accepted by the trustor de-
fines personal integrity. The concept of trust amtworthiness thus has multidimensional
constructs of ability, integrity and benevolencedily is characterised by competence or
perceived expertise; integrity signifying consistgnfairness and reliability; whereas loyalty,

openness and availability describe benevolencadjei & Olesen, 2011; R. C. Mayer et al.,

1995). Therefore a trust relationship can be neggtiaffected when the trustee consistently
provides wrong information, refuses to provide efags in the delivery of personal infor-

mation to a legitimate recipient, or provides lggédte information to the wrong persons.

Hence, users’ perception of trust towards an itemianagement system (IdMS) is an im-
portant determinant of its success as they cawtéafie usage behaviour of the systems.

2.5.2  Dimensions of CitizensTrust

Using Hattori & Lapidus (2004) concepts of truskatienships, Srivastava & Teo, (2008)
created a trust grid to model the level of citizensst in e-government technology (Hattori &
Lapidus, 2004; Teo, Srivastava, & Jiang, 2008). Naee adapted the framework for access-
ing the role of trust in IdMS success. Perceptibtmust can be either due to the technology or
the institutions (S. C. Srivastava & Teo, 2009; Be¢a@l., 2008). A low citizens’ trust in cre-
dential issuers and a low citizen’s trust in IdM8l Wwe a major disincentive to accept the
IdMS since there is a lack of identity assuranceo$By, 2008a). Such lack of trust on both
dimensions can lead to unfavourable outcomes waiehnot suitable for the success of the
IdMS. Likewise a low trust in credential issuers coupled with ghhirust in the technology
leads to a situation where citizens might use teldgy as a competitive tool against the un-
predictable and sporadic results. In such a sagntére IdMS will be viewed with suspicion
and cynicism by the citizens (S. C. Srivastava &,T72009; Teo et al., 2008).
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Figure 16 Dimensions of Trust (Hattori & Lapidus,2004; Teo, Srivastava, & Jiang, 2008a).

A low level of citizens’ trust in IdMS, coupled wita low level of trust in credential issuers
could breed distrust in the identity ecosystemilegdo suspicion and cynicism. Similarly, a
low level of trust in credential issuers and a Higlel of trust in IdMS can lead to a situation

where the patronage of the IdMS is merely a meépssitive defiance.

When the identity issuer is trustworthy, citizeregin to cooperate even when trust in [dMS
is low. A high level of trust in credential issteupled with a high level of trust in IdMS will

result in synergy between the government agenc\ceizeéns. Citizens begin to feel that their
identity is assured in transactions involving exxeof personal information. It also encour-
ages institutional cooperation, effective secondasgs of personal identity information, in-

teroperability. This is the desired conditionstiusted identity ecosystem.

2.6. The Identity Ecosystem in Ghana

An Identity Ecosystem is an environment where imtlials, businesses, and other organiza-
tions enjoy greater trust, privacy and securitytheesy conduct sensitive transactions and in-
teractions (Grant, 2011a). It is thus a user-cemtleéntity environment governed by a set of
technologies, policies, and agreed upon standaatssecurely supports transactions ranging
from anonymous to fully authenticated and from ltwhigh value transactions (Bertino,
2012; Grant, 2011a).

In Ghana, several IDMS have been implemented wattiious forms of credentials issued to
citizens. The major credential issuers as in Figutenclude; National Identification Cards,
Birth Certificates, National Health Insurance Caf®metric Passports, Biometric Driver's

Licenses, Biometric Voter's Identity Cards and Taentification Numbers (TIN) are some of
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the widely used credentials. The birth certificateich should be the primary source docu-
ment for acquiring identity credentials has mangliemges. Currentlythe civil registration
coverage in Ghana is 71% based on UNICEF 201Z8tatiUNICEF, 2012) implying that
out of the population of 24.66 million (UNICEF, 22), 29% (7.15 million) are not regis-
tered. Besides, there are other challenges wittentgo the registration system, ranging from

multiple registration, multiple name changes, etc.

Existing IDMSs are all in silos and each of thesérg IdMS are primarily used by the cre-
dential issuers as a means of fulfilling their flimgs. Many of the citizengegistrations are
unduly influenced politically, resulting in the redment of unqualified personnel and its

effect on trust.

The technology being used to manage identity casaprof manual systems, computerised
systems and different variations of biometric tedbgy. All the identification systems are for
face to face verification and thus Internet appites of IdMSs are not given the requisite
attention. Many of the commercial banks in Ghasaes various customised cards and visa
cards to their customers that is used for ATM widlwebls and various forms of electronic
banking transactions. Currently, none of such argdis can be used for proof of identity,

although customers have a comparatively high lgust in the financial institutions.
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Figure 17 Institutions that Issue Credentials in Glana.

Changes to citizehgpersonal data is handled by each of the credaasiaérs independently.
Thus, service providers have no legal process ofyusy and authenticating credentials in
real-time via the internet or mobile platforms. §hinders the effective uses of the systems
beyond the primary purposes. In spite of its usegwer than expected, identity manage-
ment can play a central role, if the factors tHétc its takeoff are properly addressed as is

evidenced in recent statistics in Europe.

This next section provides an overview of civil istgtion system, voter identification sys-
tem and the National Identification Card. Passpattsers’ license, and other credentials
issued by government agencies and private ingtitatare not discussed in detail. In the case
of passports and drivers’ licenses, although threysame of the generally accepted creden-
tials for proofs of identity, the information in Bi@ 4 indicates their limited circulation, given
that majority of Ghanaian residents do have drilieesxse and passports. Similarly, tax iden-
tification number (TIN) and social security carde aot commonly used for either authenti-

cation or identity verifications beside their pripaise.
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TYPE OF IDMS/CREDENTIAL NATURE OF CREDENTIAL LEGAL REQUIREMENTS

National Health Insurance Card Plastic Card, valid for 5 years and renewable eyesar. Accepted for Optional
proof of identity

Voters Identity Card Biometric database and laneidgtaper card. Accepted for proof pfMandatory for all voters.
identity
Passport Biometric based passport. Accepted for proof offity Mandatory for international
travel
Drivers License Biometric database and a Plastid,Galid for 6 years and renewableMandatory for all drivers

every 2 years. Accepted for proof of identity

National Identity Card Biometric database. Plastic card based on 2 dimeakibar code| Mandatory for all citizens and
Many of the cards not yet issued residents

Social Security Card Laminated paper card. Notpteckfor proof of identity Mandatory for all empkss

Tax Identification Number (TIN) The TIN is issued by the Ghana Revenue Authooifyegistered Mandatory for businesses and
businesses and employees. No credential is issued. the employed

Birth Certificates Paper based form. Used as podadfientity for acquisition of othel Issued at birth or when a person
credentials. registers

Baptismal Certificates Paper based card issued by churches. Sometimesfarspdoof of | Optional

identity for acquisition of other credentials.

Credentials Issued by banks and educaVisa/Master/proprietary cards (e.g. Students ideitird). Not ac- Optional
tional institutions cepted for proofs of identity

Table 4 Types of Credentials in Ghana.

2.6.1. Civil Registration in Ghana

Vital registration in Ghana began in 1888 whendhdiest known vital registration law, the
cemetery ordinance was passed. This law was thetedl to the registration of deaths, most-
ly expatriate workers of the then colonial governindét was not until 1912 that the registra-
tion of births was introduced. The civil registoatisystem has gone through a series of trans-
formation with the aim of improving the system amdening the coverage. For instance, the
cemetery ordinance of 1888, was then amended ifh 488 in 1912, at which time it became
Births, Deaths and Burials Ordinance. The law wasraded again in 1926 until it was finally
replaced with the Registration of Births and Dealt 301 of 1965, which is the legislation

currently in force.

The Births and Deaths Registry is under the MigisfrLocal Government and Rural Devel-
opment, and is responsible for developing and magathe births and deaths registration
system in Ghana. Its operations are co-ordinatath the Central Registry Office, in Accra,
the capital of Ghana and operates in all local adstrative districts each of which is manned

by a District Registration Officer and a RegistatAssistant.

The Registration Assistant submits monthly, allisggtion forms, numbered serially to the
District Registration Office, which in turn forwasdhem to the Regional Office for further
processing and onward transmission to the Centeglidty Office, where national data is
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compiled. Statistics of registered events are k@l three levels. Presently, information in

the CRS databases is not used by any of the otbéermtial issuers for their operations.

2.6.2. Voter Identification Card

The Electoral Commission (EC) is the institutioegensible for the management of elections
in Ghana (GNA, 2003). The existing commission wstsidished in 1993 by Act 451. It was
set up purposely to manage the conduct of all puddéctions and to handle all matters direct-
ly relating to the conduct of elections in the coynits functions include supervision of all
public elections and referenda, compilation andsiem of voter register; demarcation of

electoral boundaries and provision of civic edwratoncerning the electoral process.

Elections in Ghana are conducted using a manutmysvhereby voting, counting and colla-
tion are all done manually. In the year 2012, tikedecided to implement biometric systems
for voter registrations and identity verificatiomrthg elections. A new voter register was
compiled by capturing ten fingerprints and photbalbapplicants resulting in the issue of a

laminated paper based voter identity card.

Biometric verification devices were also procureddll the 25,000 polling centres across the
country to be used on the Election Day. Accordmghe chairman of the EC, the voting sys-
tem remains manual and the biometric verificati@vices were only meant to check the
identity of the voter by their fingerprint (Afariy@n, 2012).

Although the nation invested USD82,326,497 on floenketric based registration (Table 5), it
could not prevent the perennial issue of electisputes. Ratheit compounded the problem
since for the first time in history of the existidgspensation, the first round of voting took
two days. The main opposition did not accept tisellte of the presidential election and thus
proceeded to the supreme court citing; multiplengytover voting were 620,443; voting
without verification 456,933; same serial numbensdifferent stations with total irregulari-
ties of 1,340,018 votes.

Such issues which are common phenomena in Afritectiens (Bratton, 1998; Evrensel,
2010; GhanaReporters, 2012; McDermott, 2012) ateations of the growing perception of
lack of trust in the institutions and also cleammestations of the need to address the funda-
mental issues in citizen identity identificationemte in developing countries, solution to
identification issues does not lie in the acqusitof sophisticated technology since biometric
voter registration (as is the case of many IT agpions) only counters the symptoms without

addressing the causes which is in this case e&dtorgularities (Bhalla, 2012)
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Year @ Type of registration Costin US$ | No of Appli- Cost per Applicant

cants in US$
2002 Revision 918,000 480,000 1.91
2004 | Full registration 12,437,000 10,355,000 1.20
2006 | Revision 2,430,000 632,000 3.85
2008 | Revision 19,792,000 1,835,000 10.79
2012  Full Biometric Registra-  82,326,497.0C 14,031,793 5.86

tion®

Table 5 Voter Registration Statistics.

2.6.3. National Identity Card (Ghana Card)

Citizens identification in Ghana began in 1972 dgrihe administration of the second prime
Minister through the implementation of the identitgrds decree (NRCD129). This law re-
quired Ghanaian citizens aged sixteen years andeaioobe issued with identity cards which
were to be accepted as evidence of the identitig@holder in cases where the identity of the
holder is in dispute. Recruitment for all kindseshployment were to be based on the ability
of the applicant to produce an identity card aslevce eligibility. Public and private employ-
ers would be required to enter the identity carchber of each employee in the personal rec-
ords of that employee, and each person resporfsibkocial security scheme was to use the
allocated identity number instead of the schemebaiin 1973, national identity cards were
issued to citizens in five border regions of thardoy. The project was however discontinued
three years later, due to lack of financial anddtical support.

In 1987, the government, through the then Nati@@hmission for Democracy, established
a technical implementation committee, to examing @rmpose a unique numbering system,
an appropriate computerised system, the cost iedpland the possible sources of funding.
This project was again put on hold.

The government again decided in the year 2001 veldp a comprehensive biometric based
national identification system. Act 655 was enad¢tedmend a section of the Electoral Com-
mission Act of 1993 (Act 451) and to repeal the lat gave the commission the right to
issue civil identities (GNA, 2003). This was remddy the NIA law, ACT 707 to reflect the

2 The actual cost of the biometric registration @nolvisional exhibition was G#i156,420,344.00, which was

converted to US dollars at an exchange rate of Le8$1
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real position on the issuance of a national alppse identity card. It also generated a major
debate in parliament on the necessity of setting m@w institution instead of allowing the
Electoral commission to issue National IdentitydsarThe major contention was whether it
was prudent in spending the budgeted 400 billi@haadis on a new institution or give the
Electoral Commission the needed 100 billion oldiedédr a new voter's registration. The EC
was seen as an organisation with a secure tendreradibility. The then government decid-
ed to establish a new organisation to undertaklk anexercise whilst the Electoral Commis-
sion concentrated on elections. When the legisiagioabling the compulsory gathering and
storage of biometric data was finally pushed thto@&grliament in 2006&he decision was
unanimous, with the government and the main opiposlauding the identity project as an
‘important step forward’ and ‘crucial tool’ of nathal development

The decision was to give the contract to a compeitty the requisite experience and capacity
to implement and then transfer a national infragtme for identity registration to the gov-
ernment as a two-year project. The project entditeddesign and development of a large
Automated Fingerprint Identification System (AFE8at will store fingerprint details submit-
ted for authentication purposes. Citizens and ezggl enrollment program were to be em-
barked on nationwide using a thousand mobile negieh stations, a fingerprint and bio-
graphical data capturing equipment. Each participas to be issued a card to be manufac-
tured by a card manufacturing company in Ghana. i$seed plastic cards would store en-

crypted fingerprint details of holders using twoneénsional barcode.

The contract was awarded to Sagéofiowing a tendering process that saw Sagem, Egwl
Packard/Printrak, NIKUV from Israel, Marpless a sortium from South Africa. After
Sagem had been granted the tender, the officidlseaNational Identification Agency began
to discuss the implementation of the new systerh giivernment departments and political
constituencies. A major issue that confronted tfiials was the state of the Births and
Deaths Registry, the division responsible for pmdg the documents that Ghanaians need to
prove their identities. The identity card campaigncollaboration with UNICEF, injected
new urgency and significance into the infrastruetaf vital registration in Ghana in 2004
resulting in an increase in civil registration caage of from less than 30 to nearly 50 per cent

of estimated births.

Another problem is in relation to the boundary lareund their population: a workable test of
citizenship in the context of fluid boundaries amahturies of migration. In Ghana’s case, the
issues were compounded by the large numbers afyforationals claiming dual citizenship.

NIA’s initial discussions with Births and Deathsd®ary officials revealed that only a small
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percentage of Ghanaian citizens had birth certdi¢hat could be used to prove their citizen-
ship. Thus, the need for alternative arrangememsiving lawyers and political scientists to

outline a clear definition of who a Ghanaian is.

In the endthe government relied on relatives and opiniomées to vouch for those whose
identity was in doubt (NIA, 2007). This resultedlamg queues during the enrolment process-
es and thus, stringent checks were not carriedhouiany registration centres. In the national
political debate about the introduction of the itlgncard there was warm consensus be-
tween the two main political parties about the dgwment and political benefits that would
follow from the introduction of identity cards. CQantly, the project has stalled again due to

funding with many of the credentials not being es$to citizens.
Ghana Health Insurance Systems

In the year 2000, the then President Kuffour gowemnt set-up a ministerial health financing
task force to design a national health insuranberse. The work of the task force resulted in
a legislation that was submitted to parliamentdpproval into law. After a lengthy debate
the then government had its way and the ensuing A&\ (650) establishing Ghana’s Na-
tional Health Insurance Scheme was passed. A gonebody, the National Health Insurance
Authority was set up and tasked with the respolisitof implementing the national health
insurance scheme. Three types of schemes werelpbfor the District wide Mutual Health
Insurance Scheme (DMHIS); the Private Mutual Hell8urance Scheme (PMHIS) and the
Private Commercial Health Insurance Scheme (PCHISg DMHIS is a state-issued or
sponsored health insurance program and receivesdsegfrom the government for payment
of claims and reinsurance in case of distress.rm&jer sources of funding include 2.5% VAT
on goods and services or the health insurance 2%y SSNIT contribution of formal sector
workers; the premium for informal sector workerssastments, donations, budgetary alloca-
tions, and other funding from donor partners. Evggyson residing in Ghana other than the
Armed Forces of Ghana and the Ghana Police Seaveeeequired to register with a recog-

nized health insurance scheme.

The cards issued to registered members are magstgpe cards carrying a unique serial
number which in future could be verified by theteys during user authentication. The cards
have the following security features; NHIS hologrdpcture-in-picture; and a watermark of
NHIS logo and Ghana Coat of Arms. It also showspiceure of the bearer on a white back-

ground.

Membership is subject to yearly renewal accordmthe dates at the back of the card. A se-

curity sticker is affixed onto the appropriate séaich year when membership is renewed. A
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card can be replaced before the five (5) year Wglkriod if lost or damaged, at a fee. Cur-
rently, there are 13,943,414 card bearing membemesenting 59.50% of the country’s
population (NHIS, 2010).

2.7. The Danish Civil Registration System

Denmark is rated among the front-runners Infornmat8ociety development and has been
ranked among the top 10 members of OECD countrfppeance statistics in internet pene-
tration and standard of living. Nationwide regititta of people residing in Denmark started
in 1924 with the manual registration on index carmdermation concerning members of each
Danish family. This was followed by regular contius update of the index cards database
by local and municipal registration offices commpoméferred to as Borger Service. The
manual database was replaced in 1968 with an etectversion called Danish Civil Regis-
tration System (CRS). A detailed description of CiRE been published previously (C. B.
Pedersen, Ggtzsche, Mgller, & Mortensen, 2006;.@dglersen, 2011). Individuals living in
Denmark were registered for administrative purpdigescollection of taxes and filing of tax
returns by Danish residents. All newborn babies #wode who have been given permanent
residential status were also registered. The cagistration was extended to include those
living in Greenland in 1972. The Danish civil regidion system contains about 8,284,477 of
which 65.8% of the population are estimated toiaad in Denmark and 26.6% not alive. (C.
B. Pedersen et al., 2006; C. B. Pedersen, 201¥) systems also give clear indication of all
Danish residents living abroad. Thus due to theicoaus update of the register, there is a
clear indication of persons alive and resident enark, (including Greenland), and those
who are dead and the dates of their occurence.eTiwbsse residence status is in doubt are

also known to the Danish authorities.

In Denmark, all registered persons in the centrgistration system are assigned a “Centrale
Person Register” (CPR) number which is a uniqusqel identification number. The CPR
number is used in all interactions with governmagéncies and many business transactions
and thus allows accurate linkage between all natioegisters. The Danish CPR-number is
made up of 10 digit code with a logic built into Ror instance, a person’s date of birth is
used as the first six characters or digits presemtelay of birth, month and year of birth (i.e.
DDMMYY). The following three characters (characfsitions 7,8,9) are serial number to
distinguish between persons born on the same dajigML996; C. B. Pedersen, 2011). The
last four characters is also an indication of taetary within which a person is born. For in-
stance the 7th to 10th digit is less than 500Gwaéns the person was born in this century, else

the person was born in the previous century (Mdlgf6). The tenth digit indicates the gen-
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der of the person, with odd numbers indicating denaad an even number indicating a fe-
male. The tenth number is also used as a conteakcto minimise recording errors (Malig,
1996; C. B. Pedersen, 2011).

Thus, a female born on $8une 1971 will have a CPR number similar to 1664362. The
same principles are followed in the case of persams were not born in Denmark, but ar-
rived from another country. Every new entrant frother countries must register at central
registry or the Borger Service and are issued witbPR number following the same logic.
On few occasions where individuals have been asdigm incorrect number (i.e. wrong date
of birth or gender), a new CPR number is issuethéoperson and the previous number is
never reassigned. Another interesting aspect obdmash CRS is its ability to clearly estab-
lish a clear parental linkage of a person basetheriegal relationship. In the Danish CRS
systemsthere is no ambiguity about the identity of a paraad thus no possibility for confu-
sion where two or more people share a similar iteattributes, making it possible for pub-
lic authorities to administer precise rules conoejrritizens. This includes payment of the
right amount of social security benefits, etc.thte right person and likewise collection of the
right amount of taxes. This level of accuracy matkesCRS vital to government to citizens
interactions once the major privacy concerns atkemsed (Blume, 1989; Malig, 1996; C. B.
Pedersen, 2011).

Single identification number

In Denmark, all residents have a single identifamanumber. The CPR number is issued by
the Danish Ministry of the Interior to every Danisitizen, and other ordinary residents who
have the right to remain in the country. All pubfiathorities and organisations can use the
system for unequivocal identification of a persanas a file nhumber, which is a common

practice.

However, information on the CPR may be passed antther public authority only if it is
allowed under the Danish Processing of Personal Bat. Private persons may use the num-
ber mainly if they are entitled by law or by redidas laid down by law, with the consent of

the registered person or if it is to be used sdiaiscientific or statistical purposes.

The CPR number also takes precedent over all diti@rment numbers and thus many of the
important credentials also bears the holder's CBRber. The National identity cards, Pass-
ports, Social security or health insurance cardiifiy licenses, Tax statements and notifica-
tions, documents for enrolling children in schoobhbthe university, Bank Accounts, etc., are

all official credentials and documents bearing@RR number as shown in Figure 18.
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Compared to Sweden and Finland, two other Scan@dnaountries, the Danish CPR num-
bers are widely used. In Ghana however, none obffi@al documents display the birth cer-
tificate number.

Documents and Credential

Denmark Sweden Finland Ghana
National identity cards v v v N/A
Passports v v v N/A
Social security or health insurance cards v v N/A
Driving license v v v N/A
Tax statements and notifications v v v N/A
Voter Register (Voter ID)| v v v N/A
Documents for enrolling children in school or at university v v v N/A
Other — e.g. Bank Accounts Vv N/A

Figure 18 Documents Bearing the Unique Identificdon Number.
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Chapter 3 Theoretical Perspectives

An overview of identity, identification, the staté-the-art on IdM and of trust, privacy and

information privacy was presented in Chapter 2. dbatextual issues were also presented in
Chapter 2 by highlighting the existing IdM issultss this background that set the stage for
analysis of related literature that predict, déser explain cutting-edge privacy-enhancing
IDMS proposals Thus it seems appropriate in this chapter, to éxarthe theories and re-

search perspectives in relation to successful impigation of trusted identity management
systems. The selection of literature was baseth@miaterials’ usefulness to understanding of
or critique of existing beliefs, central to shapkmpwledge of the phenomena, the research
objective and the related research questions asedein various sections in Chapter 1. Such
initial understanding fomented an intentionally stvacted theoretical basis of the research

phenomenon, and also acted as a frame of refefenoey research methodology.

3.1 The Streams of Research

The theoretical underpinning of this study drawarfrmultivariate sources, given that the

concepts of identity and identity management hafferdnt domains of relevance. The selec-
tion of relevant scholarly literatures was baseditsrorientations towards information sys-

tems success, and stakeholder analysis. This cttisgcperspective seems natural in a na-
tional identity management research and it is aldme with Weiser’'s concept ofcycle of

cross-disciplinary fertilisation and learniflj (Weiser, 1993).

This study takes the position that although somasmes of system's effectiveness (ease of
use, usefulness, relative advantage, etc.) are cohynused, it is important to recognise the
contextual factors. This view is in line with Sarlend Wells, (2003) position that merely
instantiating existing theories in a new conteryld potentially ignore unique issues associ-
ated with the context (Sarker & Wells, 2003). Werefore offer a framework that seeks to
integrate the contextual issues associated witktaduidentities environment especially in

developing countries.

L We can make much progress both in evaluatingemhmologies and in choosing our next steps. A ey qf
this evaluation is using the analysis of psychahgantropolisgist, application writers, artist, rketers and
customers. We believe they will find some featunesk well and know they will find some features dot

work. Thus we will begin again in the cycle of galsciplinary fertilization and learning.
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3.1.1 IS Success in Context

Information Systems have significantly changed goaece and the cost of doing business
since the inception of commercial computers in ¢hdy 1950’s. Such developments have
been attributed to the increasing power of compspstems and the comparable reduction in
cost due to the Moore’s Law effect (Schaller, 19%0ch growing complexity of information
systems can also be seen in the growing complexitile evaluation of its effectiveness or
success (Petter et al., 2012). Perhaps there isetbek to draw from information systerssc-
cess literature to find answers to such questi@esveral quantitative and financial based
models for measuring Information Systems (IS) ss&ckas been proposed (Delone &
McLean, 2003; Petter et al., 2008). Other non-fanafactors are also known to contribute to
IS success (Kaplan & Duchon, 1988). Petter etRettér et al., 2008, 2012) qualitatively
examined IS success at both individual and orgénizal levels of analysis and found the
D&M IS success model a useful instrument for meagulS success both at the individual
and organizational levels of analysis. They howgaeited that some of the dimensions may
no longer be relevant or may need to be measuftsatitly from other types of IS. In their
analysis, they also observed that IS success torpence measurement has seen little im-
provement over the past decade with the tendencgsafarchers focusing on single dimen-
sions of IS success instead of showing the overelure. They further contended that valid
and reliable measures have yet to be developdmhuglh they admitted that the model is still
relevant to contemporary IS success measurementevs, researchers must take a step
further and apply rigorous success measurementoaietio create comprehensive, replicable,

and informative measures of IS success.

TAM & User
DelLone & MclLean Involvement
ccess Model Th

Stakeholder Theory

Figure 19 Summary of Theoretical Perspectives.

Page | 57



3.1.2 Technology Acceptance Model

Factors affecting technology adoption have beeeresitely studied in Information Systems
literature. Technology adoption models have traddily attempted to predict technology
usage. (Morris & Dillon, 1997) posits that user ggm@nce is “the demonstrable willingness
within a user group to employ information techngldgr the tasks it is designed to support”.
Notable research on adoption and diffusion of tetyy includes Innovation Diffusion The-
ory (Rogers, 1983), TAM (F. D. Davis, 1989) and timfied theory of acceptance and use of
technology (UTAUT) (Viswanath Venkatesh, Morris g & Davis, 2003). In (F. D. Dauvis,
1989), perceived usefulness and perceived easseoivare theorized to be fundamental de-
terminants of behavioural intentions to accept geat information technology. Perceived
usefulness essentially describes the degree tchveherson believes that an innovation will
boost their performance (F. D. Davis, Bagozzi, &rg¥iaw, 1989) Perceived ease of use on
the other hand describes the degree to which ampdislieves that adopting an innovation
will be free of effort. In effect, users are moilely to adopt systems, which are easier to use
and offer some benefits, since these two factansafi@ct the behavioural intention to consid-
er using it and actually using the innovation. Tiigory is therefore relevant to the study of
trusted IDMS.

3.1.3  User Involvement in IS Success (Blake Ives@lson, 1984)

User involvement and user participation have oftezen used interchangeably, although
the two terms do not have the same meaning andhé&atvo should be clearly distinguished.
Ives and Olson (Blake Ives & Olson, 1984) performadie year review of IS success litera-
ture on the importance of user involvement in teeedlopment of information systems. Three
levels of user involvements were identified; prignasers of the system, secondary users and
top management. Barki & Hartwick, (1989) have dediruser participation as "a set of op-
erations and activities performed by users"irdusystem development and reserve the
term user involvement for a "subjective psycholagstate" which influences user percep-
tions of the system and thus affects systeccess (H. Barki & Hartwick, 1989; Henri
Barki & Hartwick, 1994). The working definition afser involvement in this study wéihe
participation in the systems development procesgesentatives of the target user group”
They also observed that studies on user involverdeaw from research on organisational
behavior, in which participatory decision is usedeasively. Thus that active user involve-
ment develops realistic expectations of the sysfaavides grounds for conflict resolution

between the development team and the users, desrassr resistance, and increases system
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ownership by the users, which, in turn, commitsraige the system (Blake Ives & Olson,

1984). User participation in decision making ireeff

* Provides accurate requirements analysis (Cavags; McKeen & Guimaraes, 1997;
Robey & Farrow, 1982);

« Avoids unacceptable or unimportant features (McK&d&buimaraes, 1997; Robey &
Farrow, 1982);

e Improves user understanding and increases thertepdier users to own the system
(Lucas Jr, 1974).

REFERENCES EXISTING SUCCESS MEARSURES
(Blake Ives & Olson, 1984) User performance, User satisfaction

(DeLone & McLean, 1992) @ System quality, Information quality, System usedividual
impact, Organisational impact.

(Delone & McLean, 2003) System Quality, Information quality, Service Qualitnten-
tion to use, Use, User satisfaction, Net Benefits.

(Sabherwal, Jeyaraj, & Context: Senior management support, IS facilitating condi-
Chowa, 2006) tions, Quality of IS team
User related factors:User IS experienced. User attitude, Us-
er participation
System successSystem quality, Perceived usefulness, User
satisfaction, System usage

Table 6: Classifications of IS Success Measures.

3.1.4 DelLone & McLean IS Success Model (DeLone & Nlean, 1992)

A number of models have been applied in the paskpdain what constitute IS success. For
instance Davis’s (1989) Technology Acceptance Md@@aM) (F. D. Davis, 1989), the The-
ory of Reasoned Action (Ajzen & Fishbein, 1977;HBisin & Ajzen, 1975) and Theory of
Planned Behavior (Ajzen, 1991) have sought to arpthe factors that make users accept
Information systems. However in the study of thBrimation system success, it has been
established that technology acceptance is not abpnt/to technology success or effective-
ness, although it can be a necessary preconddiorfdrmation systems success (Petter et al.,
2008). Due to its complexity, and multi-dimensionature of IS success, there were no pre-
cisely defined IS success constructs in the pdst. driginal Delone & McLean IS Success
Model was a major attempt to synthesize previousu&ess literature into a more coherent
body of knowledge that will serve as a guide fdufa research (DeLone & McLean, 1992).
Basically, the model proposes that System Quahty iaformation Quality individually and

in tandem affect both System Use and User Satisfact
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Moreover, the degree and quantum of System Usealsarpositively or negatively affect the
degree of User Satisfaction. The degree of Usasf3ation also affects System Use, whilst
System Use and User Satisfaction are direct aneetedf Individual Impact. The impact on
individual performance should eventually have sdampact on the organizational perfor-
mance. The model drew extensively from informaiitfftuence theory (Mason, 1986), math-
ematical theory of information (Shannon & Weaved49), published IS success research
literature from 1981 to 1987 (DelLone & McLean, 19%2tter et al., 2008). The original
model was made of six interdependent variablegesygjuality, information quality, use,
user satisfaction, individual impact, and organaral impact (DeLone & McLean, 1992).
The model attracted various reviews and criticissulting in several recommendations by IS
researchers for modifications of the constructs #uedrelationships (Rai, Lang, & Welker,
2002; Seddon, Staples, Patnayakuni, & Bowtell, 1$&@idon, 1997).

System Qual-
) Use
ity
“ - - - -
Individual Organisation-
Impact | al Impact
A 4
Information User Satis-
Quality faction

Figure 20 Delone & McLean IS Success Model (DeLer& McLean, 1992).

3.1.5 Seddon’s Critique of Delone & McLean IS Sucss Model

Among the various critiques of the original IS s&x model was Seddon, (Seddon et al.,
1999; Seddon, 1997). Seddon observed thatJdezonstructs is most suitable for voluntary
systems, whereas usefulness is a better measi8esatcess in a situation where usage of a
system is mandatory (Seddon, 1997). Hence theyested) more focus on usefulness, as in
TAM (F. D. Davis, 1989). He posited that “the urlgigrg success construct that researchers
have been trying to tap is Usefulness rather thsei' ds it is in the original model because of
the ambiguity of the concept of use (Petter et281Q8; Seddon, 1997). To prove that asser-
tion, three different potential meanings of the aeastruct were derived. Seddon’s sugges-
tions for further modifications would however, hanade the IS success model complicated,

given that the D&M IS success model was intenddaetoomplete and parsimonious.
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3.1.6  The updated DeLone & McLean IS Success Model

The original DeLone & McLean IS success model heenbwidely applied by various IS re-
searchers to the understanding and measuremehé d6tsuccess dimensions. The updated
DelLone & McLean IS success model was presentedespanse to the calls for revision and
validation of the model by researchers and alserdafframework for organizing IS success
measurements (Delone & McLean, 2003). After abentyears of review and constructive
criticisms, DeLone and McLean evaluated the debateslenged some of the criticisms, and
introduced what they termed, an updated D&M IS sasanodel. For instance on the issue of
replacinguseversususefulnessas suggested by Seddon (Seddon et al., 1999; 8etie@7),
DeLone and McLean, (2003) posited thavén in mandatory systems, there can still be con-
siderable variability of use and therefore Use asaaiable must be retaine@Delone &
McLean, 2003; Petter et al., 2008)

In effect the clarification of the use constructs in theatpd model has further enhanced the
model. The authors offered the following explanasiovith respect to “use” and “usefulness”:
“Use must precede “user satisfaction” in a procesnse, but positive experience with
“Use” will lead to greater “user satisfaction’in a causal senseand ‘increased user satis-
faction will lead to a higher intention to use, whiwill subsequently affect Us€éDelone &
McLean, 2003; Petter et al., 2008; Sabherwal e2806; Urbach & Mdller, 2012)'he up-
dated model also introduces Service Quality asvadimension following suggestions from
researchers with e-commerce orientation and ad@ERNVQUAL, an instrument used most-
ly in marketing, as an instrument for service gyateasurement (Jiang, Klein, & Discenza,
2002; Petter et al., 2008; Pitt, Watson, & Kava®9g). Another well-known modification to
the D&M model is the changes offered by (Seddor§7)9Again the model also clarified
Seddon, (1997) argument that the D&M model in tiginal form was confusing, because
both process and variance models were combinednwitie same framework and hence, a
shortcoming of the model. They responded with arctaat it was rather one of its strengths,
since the insights provided respectively, by thecpss and variance models was richer (De-
lone & McLean, 2003). In addressing the criticidmttan information system can affect lev-
els other than individual and organizational lev@lse IS success affects work-groups, in-
dustries, and even societies (Myers, 1997); Sedtlah, 1999), D&M replaced the variables,
individual impact and organizational impact, witét lenefits, thereby accounting for bene-
fits at multiple levels of analysis (Delone & Mclea2003; Petter et al., 2008; Urbach &
Miiller, 2012). In effect the revised model now makepossible for it to be applied in various
levels of analysis that are appropriate to theake$eer. The table below provides a brief de-
scription of the six dimensions of the updatedu&cgess model:
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System quality

Information
quality

Service quality

System use

User satisfac-
tion

Net benefits

The desirable characteristics of amformation system (F. D. Davis,
1989; Delone & McLean, 2003; Petter et al., 2008Key measures of
system quality construct include: ease of use, sgsh flexibility, system
reliability, and ease of learning, as well as systefeatures of intuitive-
ness, sophistication, flexibility, and response tigs.

The desirable characteristics of the system outputh as; management
reports and credentials, etc. (Delone & McLean,2@xtter et al., 2008);
Key measures of system quality construct includeeviance, understanda-
bility, accuracy, conciseness, completeness, cayreimeliness, and usa-
bility.

The quality of support that the users of the systeaeive. For example:
responsiveness, accuracy, reliability, technicahpetence, and empathy of
the personnel staff. SERVQUAL measures the sergicaity of IT de-
partments, as opposed to individual IT applicatiomg measuring and
comparing user expectations and their perceptidrnthen IT department.
Pitt et al. (1995) evaluated the instrument from%uperspective and sug-
gested that the construct of service quality beeddd the D&M mode
(Petter et al., 2012; Pitt et al., 1995).

The degree and manner at which customers utilieecttpabilities of an
information system (Delone & McLean, 2003; Petteale 2008). Some cof
the measures of use construct include: amount ef fusquency of use,
nature of use, appropriateness of use, extentepfamsl purpose of use.

Users’ level of satisfaction with the system's omitfi.e. Reports, Web
sites), and support services. Some of the measiingser satisfaction con-
struct include: adequacy, effectiveness and effye(Helail Almutairi &
Subramanian, 2005; Blake Ives & Olson, 1984; Sedetoal., 1999), en-
joyment, system satisfaction, overall system satighn (H. Almutairi &
Subramanian, 2005; Gable, Sedera, & Chan, 2008]dpedt al., 1999;
Urbach & Miller, 2012) the most widely used multiFidute instrument
for measuring user information satisfaction carfdaend in (Helail AlImu-
tairi & Subramanian, 2005; Blake Ives & Olson, 1984ddon et al., 1999;
Urbach & Mdller, 2012).

The extent to which IS are contributing to the ssscof the different
stakeholders (Urbach & Miller, 2012). Some of theasures of Net Bene-
fit include: improved decision-making, improved guativity, increased
sales, cost reductions, improved profits, markétiehcy, consumer wel-
fare, creation of jobs, and economic developmenttéP et al., 2008; Ur-
bach & Miiller, 2012).

Table 7 Dimensions of Updated Delone and McLean ISuccess Model.
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Quality

Figure 21 Updated Delone & McLean IS Success Mod@elone & McLean, 2003; Petter et al., 2008).

Petter et al. (2008) posited that the practicalieafion of the D&M model naturally depends
on organizational context. Thus researchers must Aaclear understanding of the contextual
details and the type of IS under study as an aitthenchoice of measures. The selection of
success dimensions and specific metrics also depertie nature and purpose of the sys-
tem(s) being evaluated. Petter et al (2008) obsetivat information system that is managed
by a vendor will measure the service quality of ¥keedor, rather than of the IS department.
Similarly there might be a commonality in the metrused for measuring the service quality
of electronic business applications whilst diffdrereasures might be used depending on the
contextual circumstances. Seddon et al. (1999)ldpgd a context matrix that is a valuable
reference for the selection of success measuresl lmas stakeholders and level of analysis.
Petter et al. (2008) posited that the D&M modehgplicable in a variety of contexts (Petter
et al., 2008). This study adopts and adapts thateddd&M model in the context of trusted

identities from a developing country perspective.

3.2. IS Success and Trusted Identity Management Sgsns

The conceptualization and measurement of IS sudeespractical context remains complex

(Gable et al., 2008). Petter et al., (2012) inrtheview of the past, present and the future of
IS success (Petter et al., 2012) observed thanhidgfiand measuring “success” has been a
challenge for the IS field, and chronicled the demin the measures of IS success from both
research and practice. In the study question, plosyted that in evaluating the success of an
information system, definition of the context basedthe type of IS and its stakeholders are

paramount (Petter et al., 2012).

The D&M IS success model has been applied in tlzduation of various private sector IS
projects both at the individual and organisatideakl analysis. Wang & Liao (2008) have

empirically validated the D&M IS success model lire tontext of G2C e-Government sys-
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tems (Wang & Liao, 2008). Teo et al (2008) alsal&d the relationship between trust and e-
Government (Teo et al., 2008) whereas Connolly €G&L0) recently evaluated the impact of
e-government Service Quality and transparency {Béer & Connolly, 2011a, 2011b; R.
Connolly, Bannister, & Kearney, 2010). The goalgedbovernment are to improve; the quali-
ty of service to citizens, efficiency of adminigive processes, and to enable effective citi-
zens’ participation and engagement in the proviwbrgovernment services (Gronlund &
Horan, 2004; Helbig, Ramoén Gil-Garcia, & Ferro, 200Hence national identity manage-
ment initiatives are implemented under the broantbs of e-government (G. Aichholzer &
Straul3, 2009; Georg Aichholzer & Straul3, 2009). dig&al age of attribute based assertions
has maximised the potential for individuals to reegersonalised services, customised expe-
riences, and personalised services based on thiy &bbiseamlessly recognise unique attrib-
utes. Thus, two different individuals, using thensakeywords in Google, would receive dif-
ferent outcomes for their search results. Unfortelgaempirical studies and theories on the
application of IS success model for national digidlentity management projects are almost
indiscernible. Yet governments implement digitantty policies with the aim of improving
citizens’ interactions, policy coordination, natgrsecurity, etc. This complicates efficient
measurement of system's effectiveness since systaras create value for all stakeholders
concurrently, making effectiveness a relative cphck is therefore imperative that scholarly
encouragement to focus on developing models fduatiag and effective privacy enhancing
trusted identity management systems. This will helgxtending our understanding of the
essential requirements for information system ssgeehich also address the issues of trust

and privacy.

3.2.2 Stakeholder Analysis

Freeman, (1994) defined stakeholders as “any gooupdividuals who can be or are affected
by, the achievement of an organizational goal” (€r& Ruebottom, 2012; Freeman, Harri-
son, & Wicks, 2007; Freeman, 1994). Broadly, staka#drs could be subdivided into two:

* The primary stakeholders — those with formal orcadf contractual relationships with the
company, such as clients, suppliers, employeesglsbl@ers, among others;
e The secondary stakeholders — those without suctramis, such as government authori-

ties or the local community.

Stakeholder theory has been discussed from thrae peaspectives — descriptive, normative,
and instrumental approaches (Crane & Ruebottom2;2Dtbnaldson & Preston, 1995; Jones
& Wicks, 1999). The descriptive stakeholder thefmguses on the characteristics and behav-
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iour of stakeholders and how an organization imtsravith them (Crane & Ruebottom, 2012).

This viewpoint has been criticized for its lackotéar objectives (Trevifio & Weaver, 1999).

The normative perspective on the other hand isetbot business ethics and corporate social
responsibility literature (Clarkson & others, 19%8eeman et al., 2007), and focuses on prin-
ciples of fairness and of common good that orgaioiss must observe, (Harrison, Bosse, &
Phillips, 2009; Phillips, Freeman, & Wicks, 2008he normative stakeholder theory has also
received many criticisms from pro-business reseaschn the basis that the responsibility of
businesses is to increase its profits and that tihginess of business is business and that
businesses do not set social policy but rather gpko the government for social policy
(Clarkson & others, 1998; Friedman & Miles, 200208).

Lastly, proponents of the instrumental stakehotdeory assert that policies that are based on
a comprehensive analysis of stakeholder priorieas to broader consensus (Scott, Golden,
& Hughes, 2004). Instrumental stakeholder analystsis on organizational consequences
considering the interest stakeholders in managewhesision making by examining the con-
nections between the practice of stakeholder manageand the attainment of various cor-
porate governance goals (Clarkson & others, 199&)ording to (Flak & Rose, 2005, p. 657)
“clear understanding of stakeholders in e-governmeambined with an understanding of e-
government’s potential effects, enables policynmkterdevelop e-government in ways that
are likely to benefit the majority of stakeholderBigital identity policies are types of elec-
tronic governanceand for that matteit is very important to involve all the interesbgps to
achieve the desired goals. Stakeholder theoryss bEginning to gain acceptance in e-
government research (Chan & Pan, 2008; Estevess&plp 2008). Democratic societies en-
join leaders to carry out the will of the peopl@r Ehat matter, stakeholders with divergent
views must be considered in e-government initigtihang et al. (2005) in their descriptive
stakeholder study identified four subgroups of ekaitders in an e-government initiative:
Government agencies, local governments, nonprafarozations, and private companies and
suggested the need to reconcile their divergentergent opinions on the implementation of
e-government initiatives. (A. O. Laplume, Sonpar.i&, 2008) detected a paucity of studies
on stakeholder perspectives in addition to the pulogical gaps worth addressing. For in-
stance it was observed that qualitative methods have hewterused, even though these
methods offer an advantage for their “ability t@lselarifications and confirmation of evi-
dence by cross-validating data. Qualitative researinteresting and can provide memorable
examples of important management issues and candegit enrich the field” (A. Laplume,
Sonpar, & Litz, 2008, p. 1175).
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Stakeholder Approach Theoretical Under- | Main Criticism
pinnings

Descriptive: Understanding the Organisational behav: Unfocused: aims of descrip-

relationship between an organi- | iour tive stakeholder theory are

zation and its stakeholders unclear, what is it trying to
prove or disprove?

Normative: organizations should | Corporate social re- | “Business of business is busi-
take all stakeholders into consid- | sponsibility; ness” businesses are not chari-
eration, as a moral responsibility | Common good theory ties, but profit making entities.

Instrumental: Organizations Business and man- | Stakeholder involvement is
should take key stakeholders into agement not feasible and/or is not al-
consideration as this leads to suc ways linked to organizational
cess and competitive advantage. success.

Table 8 Summary of stakeholder theory.

3.2.3 Adapted DelLone & McLean IS Success Model

Petter et al., (2012) observed that the undue focuthe classic IS tripartite model, where
there are only three primary actors or stakehol@dselopers, users, and managers) tend to
diminish the value of IS success literature to aese with macro perspective. They therefore
posited thatto be valuable, IS success measures must captlod the stakeholders, and yet
be reasonably parsimonious in order to be usefuth® researcher and to the practition-
er’(Petter et al., 2012).

The updated D&M IS success model is therefore adapt this study from a societal per-
spective. This type of study is new to both IS ggscand identity management literature giv-
en that none of the recent IS success researchfbensed on IdMS as shown in Table 10.
The study highlights the important role of trustlanformation privacy, described in Chapter
2, in effective IdMS. Many user-centric and trustdtS models and initiatives have been
proposed (Grant, 2011a; 2010; Microsoft, 2011).

A key requirement of a trusted and citizen-centitentity management systems is to ensure
the cooperation of all stakeholders within the tdgrecosystem (Grant, 2011a). We propose
a conceptual model for a trusted identity framewaked on the Delone and McLean IS suc-
cess model. Since national identity transcendsviddal and organisational level of analysis
to become a societal issue, we adapted the modekdyining the definition of the dimen-
sions and excluded those that are not applicaldettasted identity framework within a soci-

etal context. The adapted constructs are explamé&dble 7.
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System quality

Information quali-
ty

Service quality

User empower-
ment

Institutional coop-
eration

Citizens do not only consider performance chargties, functionali-
ty, and ease of use of the system but also thé skilof the people,
availability of documentation and the reliability the processes. This
is in line with the definition of information systes, which is the com-
bination of technology, people, procedures and gsses (O'Brien &
Marakas, 2010). For instance, if the system haghallattributes as
described in success (Delone & McLean, 2003; Del&nécLean,
1992; Petter et al., 2008, 2012; Urbach & Miill€r12) with no skilled
personnel to run it or ineffective processes, tiidgpmance of the sys-
tem can be affected as well as the trustee’s oglslip with the trustor.

Information quality is the degree to which the mf@ation produced by
IdMS is accurate, relevant, complete and in thetrigrmat (Schaupp,
Fan, & Belanger, 2006). Information is said to bgaod quality when
it is useful, timely, cost effective, reliable andderstandable. These
are critical factors in identity management systeamsl plays a promi-
nent role in affecting how all the stakeholdergha identities ecosys-
tem trust the system and each other (Petter 2@)8; Schaupp et al.,
2006).

Service quality is used to measure the overall sigpat users receive
from service providers. Key aspects of service iggakesponsiveness,
reliability, empathy, competence (Delone & McLea@03; DelLone &
McLean, 1992; Petter et al., 2008, 2012; Urbach éll&f, 2012).

User empowerment is the extent of user participatiodecision mak-
ing, the users’ ability to exercise a degree oftcmrover their personell
information or their informational self-determirati and to have con-
fidence that third parties respect their privacyskBp & Briggeman,

1988). Previous research found that individuals Wwhbeve they can
exert more control over events, such as the secpnd® of personell
information, are less likely to perceive that theirvacy is being in-

vaded (Tolchinsky et al., 1981). When users arelued and empow-
ered they are more likely to have positive attisitievard secondary
information use and hence will also have a lowarceon for privacy.

Deci et al (1989) have posited that self-determimeldviduals experi-

ence a sense of freedom to do what is interegpiexgonally important,
and vitalizing (Deci, Connell, & Ryan, 1989a). Usanpowerment
therefore leads to state of belief in individudlattthey can influence
the system of which they are an integral part.

This describes the aspects of key stakeholdersimgtkgether to en-
sure interoperable laws, technologies, systemstamdiards. This type
of collaboration also leads to effective communaraand compliance
with standards with the identities ecosystem.
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Use, user satisfac-  In many countries the use of government providest@ntials are

tion mandatory due to the coercive power of governmedtfar that matter
user satisfaction will be the best measure of theeess. The trusted
identities framework describes how stakeholdethénidentity ecosys-
tem trust each other and not necessarily the usbeotredentials or
services by the service provider's systems. Hameaise and user sat-
isfaction dimensions are merged as one constracest is the satis-
faction that give the user confidence for repeatipases. (Delone &
McLean, 2003; DeLone & McLean, 1992; Petter et 2008, 2012;
Urbach & Miiller, 2012). User satisfaction is aclable in a situation
where stakeholders trust each other and privacgeranis low. The
relationship between privacy concern and trustlustrated in Figure
23.

Net benefits Net Benefit describes the extent to which IS praadhe interest of
the different stakeholders (Urbach & Miiller, 2012). a trusted iden-
tities environment, the ultimate success will beevehthe threshold
point of privacy concern trust is met. Net Bendfitthis regards is
measured by the level of institutional cooperati@thnology, policy
regulatory framework interoperability, opportungtifor secondary
uses of personal information, attribute based cregaletechnologies
etc.

Table 9 Dimensions of Adapted DeLone & McLean IS Sicess Model.

Where there is a positive perception of trust amebpy among the stakeholders in an identity
ecosystem, and the services they provide, it cgerater collaborative environment and more

innovative use of personal information for secoggamrposes.

Institutional Co-op:
- Interoperable Regulations

- Interoperable Technologies

- Compliance with Standar¢

System Quality:
- Perceived Usefulness

- Ease of Use .
- Reliable Team /Documentation Trustworthiness
Ability, Integrity,
Benevolence

Information Quality: 4 Trusted ldentities
- Timeliness, Cost-Effective Privacy Concern — Trust
- Understandable Equilibrium

- Accuracy

Perceived Privacy
User Control, User Consent,
Minimum Disclosure

User Empowerment:
- Information Sharing

- Assurance & Involvement

- Informational Self-determination

Service Quality:

- Competent Personnel

- Responsiveness, Compliancg
- Empathy and Flexibility, etc.

Figure 22 Trusted Identities Framework.
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Figure 22 describes the trusted identities fram&wimstitutional cooperation has a positive
influence on trustworthiness. Interoperable lawshnhologies, policies and standard are typi-
cal examples of institutional cooperation. Alsaicstenforcement of regulation and the abil-
ity to seek redress are also signs of instituti@oalperation. Systems' quality and information
quality have also a positive relationship with twsrthiness. Usefulness and ease of use (F.
D. Davis, 1989; Delone & McLean, 2003) skilled amtlable credential issuers signify their
abilities whilst information signifies integrity otme part of the identity and relying parties.
These are the attributes of trustworthiness (R&eMayer, Davis, & Schoorman, 1995a).
User empowerment, information quality and servigealigy have the potential of minimizing
societal privacy concerns. Positive societal pyvaancerns are signs that identity and ser-
vice providers are benevolent — which is an attabuaf trustworthiness. Trustworthiness and

positive privacy concerns result in a trusted idexst ecosystem.

Research Focus Authors

Data warehouse Nelson et al. (2005), Wixom and Todd (2005)
e-Commerce system Wang (2008)

Enterprise system Lin et al. (2006), Qian and Bock (2005), Seder®@0

Finance and accounting system| livari (2005)
Health information system Yusof et al. (2006)

Intranet Hussein et al. (2008), Masrek et al. (2007), Trkraad
Trkman (2009)

Knowledge management systen Clay et al. (2005), Halawi et al. (2007), Jennea @t-
man (2003), Kulkarni et al. (2007), Velasquez et al
(2009), Wu and Wang (2006)

Learning system Lin (2007), (2012), (Alsabawy, Cater-Steel, &80
2012; Lin & Wang, 2012)

Online communities Lin and Lee (2006)

Picture archiving and commu- | Pare et al. (2005) Portal Urbach et al. (2009abadh et

nications system al. (2010), Yang et al. (2005)

Web-based system Garrity et al. (2005)

Web sites Schaupp et al. (2006)

Payment Systems (Serebg & Fuglseth, 2012)

Underground Pipeline Systems | (Cheng, 2012)

Table 10 Recent Applications of IS Success Model.
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3.2.4 Privacy Concern-Trust Curve

Generally, societal interactions and businessioglships begin from a low level of trust (dis-
trust) and high privacy concern. With the disclesaf more information, strong institutional
cooperation, stakeholder involvement and awareaerpgssure to the technology, they begin
to exercise some degree of user control over fhaisonal information. Such informational
self-determination results in the establishmena afertain level of trust. Thus, citizens be-
come more empowered and revise their negative pgocs about the IdMS and identity
service providers. This establishment of trust ceduthe initial privacy concerns. In princi-
ple, a low level of trust is associated with a hpglvacy concern, whereas a high level of trust
is associated with low or reduction in privacy cemms. Thus, the mediating and moderating
effect of trust can result in either a negativgaositive societal attitude change towards IdMS.

The qualitative relationship between trust and gowconcern is shown iRigure 23 A cer-

tain threshold level of trust must be overcomepteethe citizens are ready to open up for
interaction. The figure also shows that absoluisttor zero privacy concern is not possible
within a trusted identities environment, and hetigecurve can only asymptotically approach
the two axes. The purpose of the trust framewoseketiore is for society to establish the
framework that can overcome the trust threshold/oBd this level, trust and privacy is ade-
guate to encourage more collaboration, creationes¥ identity-based services, institutional

collaboration, etc.

Privacy
Concern

High

Trust Threshold

Low

Trust
Low High

Figure 23 Privacy-Concern-Trust Curve.

Page | 70



3.3  Summary of Theoretical Perspectives

This chapter has demonstrated how relevant litezattawn from different domain was inte-
grated in constructing a framework for evaluatintizen-centric trusted identities environ-
ment. This study has carefully addressed the cdliaatresearchers should not merely apply
existing theories in a new context as this may ma#y hinder the discovery of aspects
unique to the artifact under study (Sarker & Wel803). The updated DeLone and McLean
IS Success model form the core of the discussidrithsi expanded and modified based on
the findings from Ives, (1984) user involvementaitye stakeholder theory, trust and infor-
mation privacy. This approach to research has gasstiong methodological support and op-
portunity for scholarly manifest and acceptance\(¥nkatesh & Davis, 2000) among IS suc-
cess researchers. As it has been suggested bgr esatiiolars, the relevancy and applicability
of approaches can be developed by adopting ideds@mstructs from research which are
either consumption, process or socially orientedosg as there is a clear understanding of
the motivations and contextual issues (P. E. Pede)03). This is the approach adopted in

this study.
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Chapter 4 Research Methodology, Approach and Design

4.1 Introduction

The absence of evidence is not evidence of absenceThere are no “knowns”. There are things wevkiioat
we know. We also know there are known unknownsg;ithto say, we know there are some things we noowk

we do not know. But there are also unknown unknowtige ones we don't know we don't know.

So when we do the best we can and we pull allitfilsmation together, and we then say well that'si¢ally
what we see as the situation, that is really dméyknown knowns and the known unknowns. And eaah, yee

discover a few more of those unknown unknatfns

Donald H. Rumsfeld

Confused as they may seem, the above quotaticecteflne importance of scientific inquiry
and the need for systematic due diligence and phelprobes in all scientific inquisitions,
although the obvious is simply missing in the gtiotg “the knowledge we do not want to
know” (Daase & Kessler, 200.7These are things we could know but rather decitetm
know by either discounting it as irrelevant or siyngepressing their relevance. Hence it is the
appreciation of what we do not know, what we calkmow and what we do not like to know;

and our ability to address the relevance paradaixdétermines our cognitive frame.

The world-view, knowledge and assumptions thataret®ers bring to bear on a particular
study can immensely impact on the research par&digmtological and epistemological as-
sumptions, conclusions drawn and lessons learmukt,a¢és0 contributes to the evaluation of
theory construction (Walsham, 1995, 2006). | preses research philosophy, methodology,
the research design and methods in this chapteh Gviews are greatly influenced by the
philosophical paradigm underpinning the study ang omtological and epistemological
views. | also present the limitations of my relatim the research design and the approach
including the methodological contributions ider&diin this study.

22 US Defense Secretary, Press Conference at NATCdddeaters, Brussels, Belgium, June 06, 2002.
http://www.defense.gov/transcripts/transcript.asma®scriptid=3490

2 A paradigm is a worldview, or a way of thinkingattreflects fundamental beliefs and assumptionsitate
nature of phenomena. An ontology, ultimately, isvhime sees and views the world and reality. Inisagreed
upon theory, world view, or methodology embodiedhie beliefs, practices and products of a grougca@ntists

(A. Tashakkori & Teddlie, 2010, p. 85)
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This chapter is a logical progression of the pheewdti, research objective and rationale of
the study as presented in Chapter 1, the statieeséitt and context in Chapter 2 and then the
theoretical framework in Chapter 3.

4.2 Research Philosophy
Philosophy,'the love of wisdon{Cavalier, 2003; Gregory, 201#nds to be viewed as the

business of philosophers (Ruona & Lynham, 2004hoalgh it has a very practical purpose
and intent, coupled with its utility to inspire leang. Rouna & Lynham, (2004) observed
that; “how we think about the world shapes and directa/lvee act in the world; and how we
act in the world, in turn, reflects and influendesw we think about and consequently see the
world”. Therefore the declaration of one’s philosophicahse is vital to the critical evalua-
tion of the research, since many researchers aare at different conclusions given their
varied world view, in dealing with similar researphhenomena, questions or hypothesis
(Pring, 2000). Thus researchers must clearly eafdithe philosophical assumptions and their

axiological, ontological, epistemological and metblogical concepts.

Generally, philosophical discourse is concerneth Wit issues of; being (ontology), knowing
(epistemology) and acting (axiology) (Denzin & Lahe, 2000, 2011; Fielding, 1999; Ruona
& Lynham, 2004). To explicate the trajectory betwehese philosophical stances, | deem it

necessary to elaborate on the philosophical stances

Ontology focuses on the assumptions about the nature oiophena, thus the nature of reali-
ty and nature of human beings as they are in thlewerld (Gioia and Pitre 1990). It focuses
on basic questions and assumptions about whatligyfe As in Rouna & Lynham, (2004),
the following are some ontological questioWhat is ‘there’ and what do we mean by
‘there’?, what is the world made of?, Is realitydered in any way?, is reality ‘out there’ or

‘inside us’ or a combination of both?, what arenlans?(Ruona & Lynham, 2004)

Epistemology Epistemology (also described as the theory of kedge) is the component of
philosophy that raises questions about the nathilgm@vledge and reasonable belief (Bry-
man, 2012). It focuses on the nature of and scbpaawledge, and the relationship between
the inquirer, the knower and/or the known (DenzirLi&coln, 2011). Thus, epistemology
makes fundamental assumptions about the naturemflkdge about a phenomena (Denzin
& Lincoln, 2011; Gioia & Pitre, 1990, p. 585; Ruo&alLynham, 2004). In so doing, it ad-

24 Any incident deserving of inquiry and investigatj@ny event that is observable or any observattiareence
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dresses questions likehat is knowledge?, how does knowledge differ frareropinion or
belief?, How is knowledge acquiretfYother words should the social world be studileel in
natural sciences, following the same principlescpdures and ethics or otherwise? Hence
epistemological inquiry is about how the subjectared objective relationship between the
researcher, the phenomena of interest and whagdies $0 know about it. In essence, episte-

mology is about how we know and think about thelekor

Axiology play a vital role in adhering to the standards esglirements of acceptable meth-
odology and methods in research and practice (R&dnmham, 2004; Abbas Tashakkori &
Teddlie, 2010). Axiology is also described as ethircscientific inquiry and focuses on what
is good, what ought to be done, how a researchaulédhact, and the extent to which re-
searchers’ actions are in congruence with the ogicdl and epistemological ideals (Ruona
& Lynham, 2004; Abbas Tashakkori & Teddlie, 201@ddlie & Tashakkori, 2012).

Methodology —Philosophical questions and assumptions are usekitydated in the light of
the systematic organization of the research, ththade employed, and in the manner in
which the findings and conclusions are presentegthbtiology is the means by which com-
prehension of a research phenomena is generatetti(D& Lincoln, 2011; Abbas Tashak-
kori & Teddlie, 2010). Thus methodological questiaseal with how the inquirer can set
forth to find out what they believe exist and cankmown or otherwise (Denzin & Lincoln,
2011; Abbas Tashakkori & Teddlie, 2010).

4.2.1  Philosophical Paradigm

Kuhn’s (1996) observed in hgdructure of scientific revolutio(Bird, 2012; Kuhn, 1996) that
the paradigmatic manifestation of the work of aegsher is a reflection of the sets of his/her
congruent assumptions and worldview. Thus, Gubalancbln (1994), and in their recent
study, Guba et al., (2011), identified five undemtyparadigms for research: positivism, post-
positivism, constructivism/interpretivism, criticalnd participatory (Lincoln et al., 2011,
2011). The findings from the work of Orlikowski aBéroudi’s (1991) showed a majority of
IS publications had a positivist anchoring followey interpretivism. This study discusses
only the first three since they are relevant eiihetheir application or for comparison. Post-
positivism and constructivism are considered ralevar my study as it is also consistent
with Chen & Hirschheim, (2004) paradigmatic braakgtof IS research (Chen & Hirsch-
heim, 2004).
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4.2.2  Positivism
Positivism is an epistemological position that argues for dpelication of natural science
research methods to the study of social realityrfizm, 2012). In his book, social research

methods, Bryman catalogued the positivism prinsi@se: the purpose of theory is to generate hy-

potheses that can be tested in order to explairs leductivism principles); Knowledge is the outearhgath-
ering of facts that provides the basis of laws (ictdve principle); Science must be conducted irohjective

manner; and that scientific statements are the ttamain of scientists and must be distinguisheth fnorma-

tive statements’Similarly, Lee, (1991), describes positivism #se*manipulation of theoretical
propositions using the rules of formal and hypatieetieductive logic, so that the theoretical
propositions satisfy the four requirements of fability, logical consistency, relative ex-
planatory power, and survivafA. S. Lee, 1991). Thus Positivist studies an dbjecworld,
measures physical and social phenomena in ordenamcterise them and predict their be-
haviour. In an attempt to increase predictive usideiding of phenomena, positivist studies
usually serve primarily to test theory. In essepositivist researchers tend to believe in
achieving a ‘scientific’ ideal by objectively beidgtached from the phenomena under inves-
tigation. This is in contrast with post-positivigisearch as it is grounded on the centrality of

meaning (and often language) to human affairs (Segal., 2011).

4.2.3  Post-Positivism

Post-positivism, seen as a mild form of positivissnpften described as the “natural-science
model” of social science (A. S. Lee, 1991). Whitesipivists believe that the researcher and
the researched person are independent of each, @ibstipositivists accept that theories,
background, knowledge and values of the researmaremfluence what is observed.[1] How-
ever, like positivists, postpositivists pursue chjaty by recognizing the possible effects of
biases. Post-positivists believes that the soca@ldvs sought and explained under assump-
tions and with procedures and evaluation critenmmailar to those of the natural sciences.
Thus, post-positivists focus on examining how pmeeoa are understood by relevant actors,
and how these different understandings and vallssqut in research. Ontologically, post-
positivists are pitched against critical realismd aelief in a ‘real’ reality — a reality ‘out
there’. Moreover post-positivists maintain the &msology of objective and detached stance
both in relation to the phenomenon being investidaind to the knowledge which can be
derived from it. Hence post-positivist conductsaadl analysis of data in a mental problem
space by constructing deductive arguments of candeeffect” (Boland & Day, 1989, p.
353). The methodological principles applied by gossitivists for obtaining knowledge
about phenomena focus on the verification or faksifon of the hypothesis using statistical
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inferences, structural equation modeling, matherabhtinalysis and experimental and quasi-
experimental test designs (A. S. Lee, 1991; Linatlal., 2011).

4.2.4  Interpretivism (Constructivism)

Interpretivism is an alternative or the contrastapgstemology of positivism (Bryman, 2012;
Chen & Hirschheim, 2004; Lincoln et al., 2011; Thkel& Tashakkori, 2012). Interpretivism

is predicated on the premise that the differeneta/den people and natural science objects
must be respected and thus there is the need $p tra subjective meaning of social action
(Bryman, 2012). Interpretivists world view theredasf phenomena — people and institutions,
is different from that of positivists. Intrepretsis see the distinctiveness of human behaviour
and try to understand such behaviour as opposexptaining human behaviour based on
natural logic which is in the realm of positiviséccording to Henning et al (2004), the in-
terpretive paradigm places emphasis on experiemténderpretation which is concerned with
meaning. Thus, it seeks to unearth the way a gbeerety understand a particular phenome-
na. Intrepretive inquires, in essence, are aboaadywing descriptive analysis with the inten-

tion of highlighting deep understanding of the phraena.

Hence the ontological world view of interpretivisathat social phenomena and their mean-
ings are continually being constructed (Construstiy by social actors and thus is in a con-
stant state of revision (Bryman, 2012). Thus orgidally, reality is seen as actively, locally
and socially constructed and specific to actorgroups of actors (Lincoln et al., 2011). This
state of constant revision implies that researcbehg present specific version of social reali-
ty and definitive reality which is their construani of the social reality. Hence in constructiv-
ism, there is a thin line between ontology andtepi®logy given that knowledge is seen as
very subjective and indeterminate (Bryman, 201Zn@r 1967). In effect knowledge acquisi-
tion straddle between subjective and intersubjectivaracters resulting from the interaction
between the inquirer and the knower/agent. Phenology, interpretive case studies and

ethnography methodologies conform to interpretiveamstructivism paradigm.

4.3 Methodological Considerations & Justification

This study adopts interpretive ontology and episteqgy in forming my understanding of
citizen centric trusted identity management phen@an&uch a stance is what influenced my
empirical data collection, since interpretationttod world and reality construction is a com-

mon occurrence in many spheres of human ended8bils & Finch, 1949).
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4.3.1  Methodological Considerations

Klein & Myers, (1999) have described IS researcintepretive on the assumption that“our
knowledge of reality is gained only through so@ahstruction such as language, social con-
sciousness, shared meanings, documents and aftif@ven that the study of information
systems entails both computer science and its Ggtjan in various shades of management
and society, by implication, information systemsearch falls within social science research.
Hence it focuses on the understanding that is basedality since information system is not
only concerned with technological systems desigh @evelopment but also it is concerned
with core aspects of planning, management, impléatien, evaluation and maintenance.
According to Schutz, (1954) and recently in (Bulp#911; Weber, Shils, Finch, & Antonio,
2011) the primary goal of social science is to wbtaganised knowledge of social reality —
“what the actor "means” in his action, in contrtasthe meaning which this action has for

the actor's partner or a neutral observer” (Scrifs4).

Axiological considerations: My axiological position is that ethos and values aafluence
the learning process and what should be legitimatgorted. Thus in questioning it is im-
portant to respect the privacy of respondents si@hwhat is reported does not expose cer-

tain vital respondents information or lead to pcyatrusion.

Ontological Considerations: National identity management systems are not seansagjle
identity management system by a particular institubut the entire identity management
policies of a nation. Hence there are various $takiers in the identity ecosystem compris-
ing; policy makers, credential issuers, relyingtiear standard agencies, citizens and busi-
nesses whose core activities are offering servicesither credential issuers or the relying
parties. The idea of citizen centric trusted idesgiis that individuals have the liberty to pre-
sent claims that can be verified and also depenalintipe context certain information will be
revealed. However the requirement for user contith respect to the identity presuppose a

literate society, exposed to modern technology.

Additionally, civil registration systems are usyalhe prime source for issuing trusted cre-
dentials but in many developing countries, civijistration systems are not reliable, giving
room to various forms of identity abuses. The tgadi that in a developing country like Gha-
na, there is a high rate of illiteracy and lackegposure to modern technology. Also due to a
lack of universal means of identification, therethe tendency of using certain credentials
issued for a particular purpose (e.g. Driver'sime, voter ID card) as proof of identity. Inter-

net connectivity remains a challenge, due to coatpesly high cost to citizens and lack of
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adequate infrastructure that hinder access to mdmgh in the end hinders online identity

verification and identity service provision.

In effect the reality (ontology) is that trusted identitiexjuire the cooperation of the key

stakeholders and policy makers who understand endagpable of addressing the contextual
issues in order to achieve success. This meanseittatology is not the panacea in national
identity policy but must only act as a medium fddeessing the contextual identity manage-

ment issues.

Epistemological considerationsGiven that the reality of the context affects theda of
learning and the knowledge acquired, it is thuslimapthat the acquired knowledge will not
conclusively pass objectivity test. It is therefamgortant to emphasize that objectivity is a
positivist epistemological stance. Interpretive ds#s are usually subjective and inter-
subjective, as it is in the case of this studyhi@ $ense that selection of key stakeholders in-
volves some level of subjectivity. | maintain a o position between the foundationalist
and the critical epistemologies since it offers aceess to the local realities constructed by
people that interact with the credentials in tlagly to day transactions and interactions. Such
a world view is thus of a subjective (Lincoln et, @011) character where findings are con-
structed and reconstructed interpretively basedhupeory and the data the inquirer gathered
from credential issuers and citizens. From thigtjwos it is acknowledged that more or less
context specific ideas and meanings can exist wihpeculiar circumstance. | do not aim to
present a pure and unencumbered first personlévst- subjective understanding (Ver-
steheR®) (Boland & Day, 1989; A. S. Lee, 1991). | ratiparticipate in the discussion with
the aim of focusing the discussion towards addngsperceived understanding (Denzin &
Lincoln, 2000; Lincoln et al., 2011).

Cultural orientation and human cognition can be/weibjective, and has the tendency of giv-
ing meaning to perceptions and interpretation ah&m actions within a particular context.
Such human behaviours reveal inter-subjectivithwinan understanding which is pertinent
in this study. In this study, | strive to understahe underlining factors that influence citi-

zens’ centered, trusted identity management sysammslso how identity information can be

% Verstehen describes the process of understantimgiriderlying meanings of individual
and social behaviour. Thus it differentiates theiaoworld from the natural world (Lee,
1991).
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used for legitimate secondary purposes, and imessié is important to examine their inter-
pretive meanings and social reality. This is mareigce it offers me the opportunity to have
a clear understanding of the context and the coumfleences of the stakeholders on identity
management systems and vice versa (Walsham, 1006).2This world view does not run in
consonance with positivist and post-positivist eesk approaches in that we do not prove or

disprove hypothesis within a controlled environtn@ryman, 2012; Lincoln et al., 2011).

Thus, the choice of interpretivist approach ana a&king cognizance of Klein & Myers,
(1999) set of principles for conducting and evahginterpretive field studies in IS (Klein &
Myers, 1999). The ontological and epistemologicainfdations of the interpretivist world
view provided the basis of understanding of the lssyies for theory development in this
study. In conducting this study, | was careful tiobase my analysis of IdMS and IS success
solely on the existing formulations and concepaaions. Rather, evidence were understood
and analysed within their context of emergencegnakito consideration, the shared views,
experiences and perceptions of the subjects, ami@djly the philosophical assumptions of

IS Success Model.

4.3.2  Methodological Justification

This study adopts an interpretivist stance, with subsequent reasons accounting for the
choice of paradigm. In the first place, to underdtthe factors that lead to a trusted identities
ecosystem in a nation, it was important that Irexté with the key stakeholders to understand
the issues from their perspectives and for theestalklers to discuss their individual differ-
ences. It is however not possible and also undssirthat | can unravel all intimate detalil
through the interactions since adherence to eteiggire that the subjects require space and

certain questions needed to be avoided.

Secondly, in order to be sensitive to the contdXaciors and the resulting impact of associ-
ated changes, delimiting the phenomena of intdrest the context (as it is in the case of
positivist research) would have been incorrect myitreat citizen centric trusted identities are
societal issues rather than a specific organisafitius, the phenomena cut across various
segments of society. This requires an experiektialvledge which is different from what is
acquired in a controlled environment. It is thickground that has shaped my axiological,
ontological, epistemological and methodologicalipmss. It is however worth noting that,
how | approached the study of the phenomena ofastethe related research questions were

the direct results of the research design.
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Thirdly, due to the dearth of literature on the mweas of IdMS effectiveness from develop-
ing country perspective, this study began withrahal exploration of ldentity management
subject matter and the contextual issues.

Moreover secondary research on identity managepwrentrates on technical and techno-
logical specifications and hence existing theohase not been tested or applied within the
context of national electronic identity managemeithough the concept of identity is not
new, the digital representation of a real persatiilsa new research area and hence, | believe
the reality is constantly changing with the unfalglinteractions and deeper interpretive in-

sights emerging over time.

Positivist Paradigm Interpretivist Paradigm

Basic beliefs and The world is external and objective | The world is socially constructed and sub-

world view jective
Observer is independent Observer is part of whatiored
Science is value-free Science is driven by human interests
Research Design Quantitative Qualitative
Research Approach | Deductive Inductive
The researcher Focus on facts Focus on meanings
should

Look for causality and fundamental | Try to understand what is happening
laws

Reduce phenomenon to simplest ele{ Look at the totality of each situation
ments

Formulate hypotheses and then test | Develop ideas through induction from data
them

Preferred methods | Operationalising concepts so that theyUsing multiple methods to establish differ-

include can be measured ent views of phenomena
Taking large samples Small samples investigated in depth or over
time
Table 11 Summary of Interpretive Versus Positivisparadigms.

4.4  Qualitative Research Design

The real purpose of scientific methodology is tewee that nature hasn’t led you to believe
that you know something you don'’t really know. Ruabd. Pirsigf®

%6 Quotation from ”"Zen & the Art of Motorcycle Maintance An Inquiry into Values” by Robert M. Pirsig
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Quantitative research is concerned with the cabecind analysis of data in numeric form by
assigning numbers to perceived qualities or vaembh the description of a phenomena
(Henning, Van Rensburg, & Smit, 2004). Stauss aabi@ (1998) on the otherhand has de-
scribed Qualitative research as a type of resehathproduces findings not arrived at by sta-

tistical procedures or other means of quantificatio

Based on my interpretive research world view, gdamed previously, there was the need to
adopt a research design that offers the opportaaitynravel all the tenets of reality and the
comprehensive knowledge acquisition using varicas a@ollection methods. A Qualitative
research approach is adopted in this study. MyE397), in drawing a distinction between
qualitative and quantitative research describeditqtise research as “a subjective approach
which includes examining and reflecting on percapiin order to gain understanding of
social and human activity” (Myers, 1997). Qualiatiresearch strategy is used in social sci-
ences to enable the researcher to inquire aboig-soltural phenomena often within a given
context. Case study, ethnography and action rdsesne some of the common qualitative
research strategies. In qualitative research, #tgemsources of evidence include observation,
interviews, questionnaires, documents and textdjding the researcher’s impressions of the
phenomena and the context (Myers, 1997). Quasstitat (Becker, 1970; Maxwell, 2010)
were also used in a survey to identify citizensha@rns on national identification systems
and also to specify contextual issues. Quasi #tatigenerally, refer to the use of simple nu-
merical results that can be readily derived from dlata. Quasi-statistics allow the researcher
to support inherently quantitative claims, and émaasy assessment of the amount of evi-
dence in data bearing on a particular conclusiare.-how many different sources they were
obtained (Becker, 1970; Maxwell, 2010).
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Commencement of Study
| commenced the study in February 2010 with
a thorough positivists orientation. This is
probably the result of my quantitative
background based on my previous career in
accounting and finance.

Realisation of Wrong Orientation

| realized that such posturing was contrary to
the nature evidence | was seeking in a study
involving a multiplicity of stakeholder
interests. Many of the evidence are
experiencial and thus tacit knowledge could
not be generated from quantitative mind set.
Problem structuring methods were mare
appropriate.

The Quest for a Philosophiphical Position
Based on extensive review of existing

literature, discourse with my supervisor and
other academics, and participation in various
PhD courses, | realized that doctoral research
must be grounded in a relevant philosophical
world view.

Worldview
This study delved into the main tenets |of
Positivism, Construstivism and Critical

Realism, and resolved that the nature of the
study resides in Constructionist tradition.

Persuing Options to Collect Evidence
The nature of the study and its effect on

multiple stakeholders meant that Problem
Structuring Methods was more suitable. Thus
the combination of Interviews, Stakeholder
Workshop and Focus Group Discussions in
the gathering of evidence.

INTELLECTUAL RESEARCH

PROCESS

Trusted ldentity Framework.
Interpretive analysis were used to establish
relationships between the major findings
which formed the bases for development of
the trust identity framework.

Translating Findinds into IdMS Policy
Guidelines

The use of narratives in the reporting of
findings gives the reader an incite into the
contextual issues. It is also very appropriate
in qualitative research approach as
researchers are encouraged to be creative in
the reporting of findings. This approach
gave me the flexibility to reflect critically

at all times on the research process.

Evidence Interpretation

My constructivst world view influenced the

interpretation of evidence, whereby texts
were read and reflected on and looking for
Hermeneutical  consistency  (coherent
explanation). Thus the application of
interpretive phenomenological analysis in
some of the papepublishec

Figure 24 Intellectual Research Process.

4.4.1  Case Study
According to (John W Creswell, 2007a) a case stadgarch involves the study of a phe-

nomena explored through one or more cases witlsietteng/context (cases) or multiple set-
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tings (cases). It also involves a detailed in dejatta collection from multiple sources of data
(e.g. Observations, interviews, audiovisual mateaad documents and reports) (Creswell,
2007b). A case study was deemed most appropriat@ube, it is considered a very good
strategy in finding answers to how and why questiamhich is within the remit of my in-
quiry. Again a case study is most appropriate in situationf stsscwhere the inquirer does
not have control or cannot exercise significaniuece on the behavioural outcomes of con-

temporary events (Yin, 2008a).

Hence the inquirer is faced with reality, a majequirement in the interpretivist paradigm.
Gillham (2000) also advocates triangulation as #hote of validating the research, as does
Yin (1994:91), stating that, “a major strength lbé tcase study data collection is the oppor-
tunity to use many different sources of eviden@eiangulation, often derived from naviga-
tion, pertains to the goal of seeking three or nveags of verifying or corroborating a partic-
ular event, description, or fact being reportedabgtudy with the aim of strengthening the
validity of a study (Yin, 2011a). Each of the datalection methods used in this research
project could be considered part of an overall aggn to improving the quality and validity
of the research data through an approach knowraagjtilation.

Darkeet al. (1998), for example, advocated the use of triariguiao avoid bias on the part
of the researcher, either in terms of the influeti@eresearcher has on the behaviour of par-
ticipants or in terms of the bias the researchgsrhimself into the conduct of the research.
Triangulation is an approach intended to increagequality and validity of the qualitative
research methods and in minimising the potentiatcas of bias (Darket al.,1998; Myers,
1997; Patton, 2002; Stake, 1995; Yin, 1994). Stdi@95:114) said that triangulation in-
cludes, “data triangulation (from other sourcesyestigator triangulation (use of observers),
methodological triangulation (using multiple sampypes and sources).” The strategy has

been categorized into three phases as follows:

1. Phase 1 — Explore Identification systems in Ghawh @mparing the systems with
the existing situation in OECD countries.

2. Phase 2 — Explore the causes of identificationlehgés in developing countries with
Ghana as a case study.

3. Phase 3 — Explains the reasons for the challenggg@pose guidelines for trusted
identities policy formulation
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SOURCES OF Ly
RESEARCH
Feb 2010 | Aug 2010 | Feb 2011 Aug 2011 | Feb 2012 Aug 2012 Nov 2012
LEAKV]NG € ug el ug el ug INOV PHASES
Jul 2010 | Jan 2011 | Jul 2011 Jan 2012 Jul 2012 Oct 2012 Jan 2013
PhD Courses RELEVANT PHD COURSES
Conceptual Study LITERATURE REVIEW LEL
PHASES
Publications and Reviews PAPER WRITING, PARTICIPATION CONFERENCE AND REVIEW OF PAPERS
Fieldwork 1 SURVEY | INTERVIEWS PHASE 1
Fieldwork 2 WORKSHOP
PHASE 2
Fieldwork 3 INTERVIEWS | WORKSHOP &
FOCUS GROUP
Integration DISCUSSION OF FINDINGS
PHASE 3
] ' ' THESIS
Final Thesis Preparation PREPARATION
; Final Thesis
RESULTS 1% Study | Final Study ) .
Plan Plan Paper 1 &2 Paper 3 30ECTS Papers4,5& 6 Shbmsaon

Figure 25 Research Design.

Phase 11 approached this phase of the study by explategidentification systems in Gha-
na, and two OECD countries; Denmark and the Unitedydom, through literature review
and my real life experiences of staying in thosantwes. The choice of exploratory case
study at this initial stage of my study is in comance with Yin, (2011), thus studying the
phenomenon in its real life context, especially iehere is an unclear boundary differences
between the phenomenon and context (Yin, 201Xa@n8fic research on user-centric identi-
ty and trusted identity management within the ceinté a nation are in the trial stages (Ber-
tino, 2012; Grant, 2011a; IBM, 2010; Microsoft, 201

Moreover the choice of exploratory case study wexy mecessary since it is the most appro-
priate strategy for resolving a “what” question was case and hence a justifiable rationale
for conducting an exploratory study. Literature almtument review, interviews and quasi

statistics method in the form of citizens’ perceptsurvey were the means adopted for data

collection.
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PHYSICAL RESEARCH PROCESSES

Problem Identification Literature Review
| became interested in Identity management a$ a An initial exploration of the concepts in identfyrmation
result of my previous experiences dealing with uger resulted in my interest in identity management ectbj

profiles and an initial discussion with my PhB&— ma4er An extensive review of literature ensuedecog

supervisor on personalization. | became intereste . . . - . .
the processes of identity formation and its effet identity, identification, identity management, trusnd

citizens trust in IdM. privacy.
A
\ 4 \ 4
The Study Plan Formulation of Research Questions
Based on the preliminaly literature review, thedgtuplan was The extensive literature review and initial
prepared for initial approval. Further literatureviews and my [« discussions with key stakeholder result¢d
participation in PhD courses aided _the finalizatadrthe 11 months in the formulation of my research
study plan. After effecting the required changée, $tudy plan was .
h questions.
accepted in 201

Detailed Literature Review
Lessons learnt from the preliminary literature eswji research questions and the proposals in thy glan triggered a
further review of literature concerning the progbsesearch strategy and evidence generation.

A
A 4

Quasi Statistical Survey Gathering of Qualitative Evidence

As part of evidence gathering, IdM Given the nature of the study, qualitative approaeis employed. In

perception survey was conducted in Ghal total 45 open ended interviews were conductednigshetween 45

using questionnaire. Additional statistic4 mlnutgs to 1 ho_ur on average. Tv_vo stakeholder vinys  were

information were gathered based d prgan_|zed and five focus group dlscsu35|ons werlgl. hall the
L interviews, workshop and focus group discussionsewepe recorded

Eurobarometer survey, OECP digitg and subsequently transcribed.

economy papers, etc. These evidence glso | A summary of the transcriptions, together with tfield notes,

=H
[

S

influenced the selection of interview ang documents supplied by informants and informatiamir the internet
discussion themes. and stakeholders’ websites formed the primary tigera
\ 4

Identification of stakeholders

The stakeholders were identified based on theactlinvolvement in identity policy and in-depth kdledge of IdMS. Those
who by virtue of their responsibility and vestetenest in ensuring successful outcome of natiatettity policy were also
considered as key stakeholders. Using a combinafidineoretical and purposive sampling, informamése identified and
approached to participate in the study.

Managing and analysing the evidence
Computerized application was used to manage thlieree and its categorization into themes. Botlexiek interpretation
and heameunitical techniques were used to faeilita interpretation of the evidence.

Findings

The findings from the studies in the form of sixbpcations were reshaped based on constructivigegitat conferences
reviewers comments, new incite drawn through Ilitem review. The narrative incorporates detailedcdption of the
drivers of IDMS success, and is substantiated sitely by reference to statements made by the rimdots. Further
reflection on the narrative led to a juxtapositarthe findings into an IdMS implementation guidels

Confirmation of findings
The findings were discussed with various practiisnand researchers at 2012 World e-ID congresatavatious seminars

The follow-up interviews also entailed confirmirtetresearch approach. Such important input ledeadfinement of the
findings and the identification of major requirertefor effective Identity ecosystem.

Figure 26 Actual Research Audit Trail.
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Phase 2was an attempt to identify the causes of the ifleation challenges as revealed in

the findings from Phase 1. The strategy adoptedhisrinquiry is the explanatory case study
of identity management systems in Ghana usinggukation as a research strategy. Explana-
tory case study strategy is very useful when tlogliiner seeks explanation using “how and
why” research questions (Yin, 2011a). Such quest@m® necessary in dealing with opera-
tional links that need to be traced over time (2008a) The major sources of data collection

at this stage were; interviews, focus group disonsand the stakeholder workshop/seminar.

Phase 3The strategy adopted for the final phase of theysia a confirmatory case study

which integrates the result from the first and secphase of the study in addition to further
evidence from stakeholder workshop, focus groupudision and a series of interviews. The
selection of stakeholders was based on the prediyistudy of stakeholder theory and analy-
sis (Crane & Ruebottom, 2012; Edward Freeman, 284@pecified in Chapter 3. Stakehold-
er theory is concerned with who has input in decisnaking as well as the beneficiaries from

the outcomes of such decisions (Phillips et a0 @. 487).

Thus the stakeholders were categorised as direciralirect. The direct stakeholders com-
prised of institutions that are directly involvedl the issue of identity credentials, and en-
forcement identity policies in Ghana as shown ibl&al. The indirect stakeholders include

institutions that rely on the identity credentitddacilitate business transactions.

INTERVIEW

Informs
Choice of Influences Selection of

Interview Participants

QOuestions

SURVEY & QUASI g Validates Quas FOCUS GROUP
STATISTICS Statistical Data & WORKSHOP

Figure 27 Triangulation of Evidence.

4.4.2  Unit of Analysis

The study focused on national identity managemgstems and how they can be trusted and
citizens centered. The unit of analysis are theeass and the key actors who have a stake in
the crafting of national identity policies. Thelstholder analysis gave me a broader perspec-

tive on how identity management can be trustedaiizens centered given that these stake-
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holders can give meaning to their perception arddéhmeanings actually influence their prac-
tice. The nature of my research questions givedetree to the nature of research strategy and
is key to finding the best approach to craftingsted and citizen centered identity manage-

ment systems.

4.4.3 Sources of evidence

Qualitative research using a case study as a msstaategy thrives on the rich source of evi-
dential knowledge that is provided from multiplaiszes, where the complexity of the unit is
studied intensively (Yin, 2011a). In compliancewsuch requirementshe goal was to ob-
tain a rich set of data surrounding the researgbhctibe and the related research questions
and to capture all the contextual realities and merities (Benbasat, Goldstein, & Mead,

1987; Cavaye, 2008). The key sources of evidence agfollows:
Focus Group

The focus group method is a qualitative data gatgdechnique where focus group sessions
involve a group of participants assembled for apéml discussion to explore a specific topic
of interest to researchers in a permissive, nogatlening environment (Krueger & Casey,
2009). Focus groups are an organized discussiompgiftat capitalizes on communication
between participants in order to gather as thrahghgroup interaction (Gibbs, 1997; Kitz-
inger, 1995a, p. 311). The focus group researclhodebenefits from the interaction among
participants, which can reveal shared ideas, m@astiand opinions on the topic of the study.

The unit of analysis of a focus group is not thaemhers but the group.

Focus groups provide the opportunity for the inguito collect in detail, qualitative data
about a particular product, concept or innovatioram interactive manner in order to reveal
differing viewpoints and perspectives among theigpants (Jamieson & Williams, 2003). It
is thus, a powerful and flexible means to gathealitptive evidence by exploring partici-
pants’ opinions, ideas or attitudes especially whgoup interaction is sometimes the ability
to revise individuals’ initial perceptions and ojpims (Gibbs, 1997; Kitzinger, 1995a, p. 311).
These structured process of interaction aid thendtion of perceptions and attitudes, in a
sequential series of one—on—one interviews with dhme individuals (Krueger & Casey,
2009). Moreover, the objective of a focus grouphis group interaction and not for group
decision making, consensus building or to provielsommendations as is the case of group
participatory methods like Delphi method (Kitzing@®95b). Thus, a focus group facilitator
must create a permissive environment that nurtdifésrent perceptions and points of view
without needing to reach consensus. The extengemtre on focus groups recommends

that groups should be composed of at least sixcpgahts, with most authors proposing be-

Page | 87



tween five and twelve participants as the ideal oesm(Morgan, 1997). Very large focus
groups can be unproductive as it may be diffiauiihclude contributions from all participants
and there may be a tendency for the discussiomagprfent and a series of mini—conversations
to emerge (Krueger & Casey, 2009). Very small fogumups are unlikely to reveal signifi-
cant insights from the group process as they clactefely become a series of individual in-

terviews.

Characteristics =~ Academic/ Financial @ Media @ Technology Identity Policy Security Other Total
Research Institution Providers | Makers = Agencies
Number of 7 3 5 5 10 7 3 5 45
Participants
Female 1 0 1 1 1 1 1 2 8
Participants
Male 6 3 4 = 9 6 2 3 37
Participants
Focus Group 1 1 1 1 1 2 2 1 1 10
Focus Group 2 1 1 1 1 2 1 1 1 9
Focus Group 3 1 1 1 1 2 1 1 a | 9
Focus Group 4 2 0 1 1 2 1 0 1 8
Focus Group 5 2 0 2| 1 2 2 0 1| 9
Figure 28 Characteristics of Focus Group Participats.
Interviews

A series of interviews were conducted during adl three phases of the study. | adopted serial
interview (Murray et al., 2009) with open endecemtew questions that usually give room
for further discussions (Yin, 2008a). Each intewiasted between one hour and one and a
half hours. Interviewees were chosen in a purgosianner, rather than randomly, in order
to assure extensiveness and diversity of opinigarding the use of identity management
systems and national identity policies. This stfienterviewing has the added advantage of
revealing certain important facts about the inemges and the context such as languages,
social cues, opinions, attitudes, beliefs and megsli(Yin, 2008a).

It also offered interviewees the opportunity toriffasome of the points raised during the
workshop to solicit for further information. Inteewees included the officials of identity is-
suers, policy makers, journalists, private busiegssvolved in identity verification, and
identity card manufacturers. This activity is atswery good way of establishing a good rela-
tionship with key stakeholders which acted as anwmed identifying other important stake-
holders that | might not have included in my iditiat of interviewees. The following issues

were considered during the interviews:
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- Interviewees are given a brief explanation aboatgbrpose and format of the inter-
view to be conducted.

- Participants were given prior information about léregth of the interviews. The dura-
tion of all the interviews were between forty-firenutes to one hour.

- Where appropriatehe interviews were captured on a digital voiceorder with use
being made of hand-written notes either as a camghé to the recorder or as an al-
ternative.

- Permission was sought from interviewees prior t® ¥bice recording of the inter-
views and assurances were given regarding confadiynt

- Interviews were tracked by keeping a log of where &when the interviews took place

and who took part in the interviews.

Stakeholder Workshop

Problem Structuring Method (PSM) have suitable mthractor situations, and their charac-
teristic mode of operation is the workshop, in whiepresentatives of stakeholding groups
interact. In such an environment, commonly fragreeénhformation and knowledge could be
organised and synthesised through a carefully ftatad discussion questions. The organis-
ers and the facilitator of the PSM must providesamironment in which this can happen ef-
fectively. Thus, how the workshop is established & processes managed can be crucial to

the success of the engagement.

To achieve the desired goal, the facilitator mssinge the positon of a disinterested facilita-
tor, and allow participants to have their voicearde This involves managing the disparate
contributions and making the participants feel safexpressing their views as fully and
openly as possible. Thus skilful communicator isthe key requirement, but rathegnsitivi-

ty to potential fears and anxieties of participaatsl to the power relations which may inhibit
free expressio(Phillips and Phillips, 1993; Ackermann, 1996; Venri996.)

A stakeholder workshop was organised in Ghana onalg 16, 2012, at Ghana Technology
University College (GTUC) in Accra. 75 participamtgre offered the opportunity to discuss
a number of issues and listen to presentationdigidimg issues concerning secondary uses
of personal information. Letters were written tbgarticipants and participating institutions,

and detailing the theme, agenda and activitiethi®day.

The participants were made up of senior officiatsf national institutions involved in the
collection and storage of personal information hsas the Registrar of Births & Deaths, The
Passport Office, Driver and Vehicle Licensing AgeiDVLA), National Identification Au-
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thority (NIA), the National Health Insurance Authigr(NHIA), the Electoral Commission
(EC), the Ghana Revenue Authority (GRA). Also repreged were senior officials of the ma-
jor financial institutions, biometric and identitglated businesses, academic institutions, the
media, hon-governmental organisations involvedvi dght advocacy, and the general pub-
lic. Ghana was selected as the research settiraubedhe challenges faced by the economy
with respect to identification and secondary udgseosonal information are similar to those
of other developing countries. Notable challengedude unreliable civil registration sys-
tems, electoral issues due to unreliable voteristerg lack of identity management systems

interoperability, etc.

The workshop began with a statement from the Manisf Communication and a keynote
address by the President of GTUC, who chaired ¥bate To inform discussions, participants
were given background information and copies ofdiseussion questions during a presenta-
tion on privacy and identity management. The priedim highlighted the key concepts of
identity management, including major policy, teclagical and regulatory issues and related
IdMS research and practices in OECD countries. Wais followed by another presentation
on existing secondary uses of personal informdtondentity verification by financial insti-
tutions. After the presentations, participants stiaheir observations on the topic during the
discussion session. The facilitator’s role wasdegkthe discussion focused on the problem at
hand and prevent the participants from engagingersonality-oriented conversatigRa-
pamichail et al., 2007).

Participants were also made to discuss the issussdrand share their experiences and their
reservations. Where particular issues or questiveie sector-specific, the agencies con-
cerned were given the opportunity to respond tt sjuestions. Some of the discussion ques-

tions were:

1. What are the potential benefits and risks regartiegsecondary use of personal in-
formation?

2. Who has the right to access personal informatidd Ine government agencies and for
what purposes?

3. What are the evolving public trust issues with eg$fio secondary use of personal in-
formation?

4. Do citizens have the right to put constraints anube of their personal information?

5. What problems may develop as innovative technotogighance the ability and ease

of widespread personal data sharing for a secomquapose and commercial uses?
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6. What can be done to address issues arising froppiogriate use and/or exploitation
of personal information?
7. What regulations, legislation, and/or policies grdcedures are needed to address

these issues?

Characteristics | Academic/  Financial | Media Technology @ Identity Policy Security = Other Total
Research Institution Providers = Makers | Agencies

Number of 7 3 5 5 10 7 3 5 45
Participants

Female 1 0 1 1 1 1 1 2 8
Participants

Male 6 3 < 4 9 6 2 3 37
Participants

Figure 29 Characteristics of Workshop Participants.

4.4.4  Secondary Data Sources

This study draws from two major secondary sourdesvidence, in the form of scholarly
publications, industry reports, reports issued tgrnational agencies, and participation in
PhD courses. OECD Digital economy papers, stasistmm World Economic Forum, publi-
cations of European Union (EU) Privacy and Idenhktgnagement research consortia and
newspaper and organisational publications in Ghath Africa. These sources immensely
influenced the definition of research context, design of interview guide, focus group and
stakeholder workshop questions and in all publiceti during the study. The secondary
sources of evidence also impacts on the discussiotds@nalysis of the research findings and

the conclusions drawn.

Scholarly Publication: Although discussions on privacy and identity haeerbongoing for
many years, the concepts as used in digital identanagement is fairly new. There were
also not many studies on the application of IS ssst¢heory in the assessment of IdMS effec-
tiveness or success. This implied broadening tbpesof the research to cover the electronic
government, which like an umbrella domain withinigthnational identity management is
situated. In the course of the stutlyitnessed a dramatic increase in ldentity managgm
literature with respect to the technical developtmemd various proposed applications for

privacy enhancing.

However, | observed that not many research weregbeonducted on societal aspects of
identity management. For instaneesearch on Google scholar with the following paetars

“successful national identity management systerogs™successful identity management sys-

tems” revealed nothing butsuccessful e-itl brought only one hit. However, changing the
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parameters to “successful e-government” made 1H880 Similarly“national e-id” or “na-
tional electronic ID” revealed between 65 to 69 hits. Interestingly aeiplg the keyword
“successful” with “effective” as follows "effectivedentity management systems”, made 5

hits, all of which discussing effective IdMS withiime context of an organisation.

With effectiveness or success of an informatioriesysin general, it is interesting to find sev-
eral literature, that sought to clarify the depenideariable in IS Success, testing and re-
specification of the DeLone and McLean IS successeh(Eom & Stapleton, 2011; Mun,

Yun, Kim, Hong, & Lee, 2010; Petter et al., 2012afkey, Scott, & Acton, 2010; Tona,

Carlsson, & Eom, 2012; Urbach & Mdller, 2012). Swathdies have informed my under-
standing and the development of my trust framework.

Statistics and Official Reports: This study has also been influenced by variousrtefdny
OECD Digital Economy Papers and statistics fromouer international agencies like Euro

Barometer Survey, UNESCO, etc, and quasi statigigaey conducted in Ghana.

PhD CoursesandConferences:Participation in various PhD courses immensely teoad
my horizon of understanding of academic researcha@ademic writing. In particulacours-

es on the Political Economy of ICT and Techno-eooigs of ICT provided a very good his-
torical background on ICT development and the waflenstitutions and its implication on
contemporary developments in information and comuoation technology. Similarlythe
courses on Theory of Science and Academic writigglitative Research helped me to ap-
preciate the historical background of the variob8agophical paradigms and their implica-

tion on scientific research and practice.

Participation in the Academic Writing course alsoieéhed my understanding of the rudi-
ments of academic writing and publication of reskan academic journals and conferences.
| also learnt insightful lessons during my partatipn in various conferences and workshops.
Particularly, participating and presenting a papiethe world e-id congress gave me more
insight into various cutting-edge technologies #mel state-of-the-art on privacy—enhancing
IdMS and trusted Identities identity managementesys. | also had the opportunity to dis-

cuss pertinent issues with many of the participants

E-mails, Skype and Podcastin the course of the study exchanged several e-mail and
Skype conversations with various stakeholders & tesearchers. Given the distance bar-
rier, e-mail and Skype have proven to be a very goochmehcommunication and seeking
clarifications on pertinent questions and also & y®od means of keeping track of research
data. This is notwithstanding the context and undie nature which ensures convenient

interaction and their ability to offer asynchronansans of interaction.
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E-mail is also a very good means of obtaining dosutiations and reports from various or-
ganisations, as it is also a rich repository ohtiehal communication and thus allows writers
the flexibility to personalize their messages. Thuggests that e-mail can assist in a negotiat-
ed understanding between the email sender an@tifgant since the recipient can seek clari-
fications on a particular subject. This interactistearacteristic of e-mail and particularly,
Skype makes it somehow similar to face-to-face camuoation, whilst retaining its asyn-
chronous nature. Thus it allows writers to compasit and send it at their convenience
(Tidwell & Walther, 2002; Z. Wang, Walther, & Harzq 2009).

Project | Type of

Phase | Fieldwork | -ocation | Activity Approach Characteristics of Participant

A group of MBA students from

. IDMS . . West Africa, Young Adults in
Fieldwork . 501 Questionnaire A
1 1 Ghana | perception were circulated three major cities in Ghana - Ac-
Survey cra, Tema and Kumasi, and general
public.
Field work 20 open-ended Qualite-Interviewees included; key offi-

1 > Ghana | Interviews | tive interviews in ten | cials of credential issuers, financial

days institutions and general public.
Participants included; Credential
Field work Worksho ;tzk_lt_agcc):ldirczvr(;rl;hop issuers, financial institutions, IT

2 > Ghana 1 P secondar’ use of per- organsiations, academic institu-

sonal inf0¥mati0n P tions, Media, private businesses,
policy makers and NGOs.
Field work Expert 25 open ended inter- | Interviewees included all major

2 > Ghana Intgrviews views were arranged in stakeholders in the Ghanaian iden-
20 days tity ecosystem.

Second Stakeholder Participants included; Credential
workshop in GTUC issuers, financial institutions, IT
Field work Workshop | Accra which focused organsiations, a}cademlc_msutu—

3 > Ghana > on crafting a trusted tions, Media, private business and
identity policy quide- policy makers, NGOs, students
lines y policy g from various schools and the gen*

eral public
Participants included a blend of
Field work Focus 5 Focus group sections people from diverse background.
3 > Ghana Grou were organized in Group sizes ranged between 9 to
P Accra 11.Each group had both male and

female participants.

Table 12 Overview of Empirical Data Collection.

4.45 Data Interpretation

What we call our data are really our own constariof other people's constructions of what

they and their compatriots are up to (Geertz, 1973)
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The data collected from primary and secondary ssuveere mainly made up of text, statis-
tics, charts, voice and video recordings, notesiaragjes that transmit ideas and concepts. In
consonance with the overarching objective of thel\st data collection interpretation was
significantly informed by philosophical construgtm. This world view takes the position
that our knowledge of reality, including the domainhuman action, is a social construction
by human actors. In that sense, what | call my dathis study are in fact my own construc-
tions of other people’s constructions of what tlaey their compatriots are up to (Geertz,
1973, p. 9; Walsham, 2006). In his paper titlederpretive case studies in IS research”
Walsham, (1995) also observed that the qualityeskarchers’ construction of reality (data
collected) hinges on a good theory and an insiglthalysis (Walsham, 1995). Thus, the in-
terpretation of data and the drawn conclusion fedlavhat is described as the hermeneutic
circle (Heidegger, 1982; Warnke, 2011). Thus aneustdnding of the text as a whole is es-
tablished by reference to the individual parts singilarly understanding of each individual is

achieved with reference to the whole.

In this study, data is interpreted and analysethenlight of the theoretical underpinning pre-
sented in Chapter 3. Such an interpretivist postapies that texts are perceived as the me-

dia that transmit experiences, beliefs and judgesnaithe author on the interpreting subject.

Additionally, in my interpretation of the data athet phenomena, | see my role as an involved
researcher through participant observation andnaitction researcher (Walsham, 1995). The
data analysis and interpretation were partly cotetliduring the three phases of the research.
In interpreting transcripts of voice recording, eeand other written data, | observed the fact
that the literal meanings are within the text, viahis detached from emotions and communi-
cation mannerism (Gadamer, 1975, p. 392). Detaitelysis of the findings is presented in
Chapter 5.
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1& 2

Explore the factors
IDMS uses in develop-
ing countries

To understand the rela-
tionship between indi-
viduals’ intentions to
disclose personal infor-
mation, their actual per-
sonal information disclo-
sure behaviours.

To understand the major
issues involved in the
design of privacy-
enhancing IDMS and
contribute to improved
framework and design
principles.

To provide a means of
communicating identity-
related concepts to poli-
cy-makers, users and
technologists.

To understand the key
stakeholder concerns
regarding the collection,
storage and use of per-
sonal information and
how such concerns
should be addressed to
ensure trusted identities

To identify the key re-
quirements for crafting a

trusted identities ecosys-

tem

Davis

(Roger C. Mayer,
Davis, & Schoor-
man, 1995b)

(K. Cameron &
Jones, 2007)

(Roger C. Mayer
et al., 1995b)
(K. Cameron &
Jones, 2007)

(Pavlou, 2011b),
Stakeholder theory
(Crane & Ruebot-
tom, 2012; Don-
aldson & Preston,
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Figure 30 Theoretical References and Sources of Eldnce.
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Chapter 5 Findings and Contributions

The key findings, contributions and limitations this study are presented in this chapter
based on six research papers published in the eaidrthe study. Three of the papers were
published in peer reviewed academic journals aaddimaining three were published in pro-
ceedings of peer reviewed academic conferencessummary of the published papers is

shown in Table 13.

An overview of the papers is first presented, fokad by the level of publication, and the
overarching research question(s) that the papeesasis. The relevant research questions and
objectives in Chapter 1, to which a paper relagesso discussed. The findings from each of
the studies, a summary of contributions to researchpractice, and the major limitations of
each of the studies are also discussed. The faipare highlights of the main findings dis-

cussed in each of the papers presented in thisthes

Paper 1 discusses identification systems from #rspgective of a developing country focus-
ing on the major factors that influence effectivees of IdMS by citizens. The findings indi-
cate that although the introduction of identificatisystems by governments are usually man-
datory and are sometimes coercive in its introductcitizens’ trust in the system and the
institutions are sometimes a major preconditionit®take-off. This study did set the scene

for my further studies on trust and privacy as dbsd in sections of subsequent papers.

Papers Il and Il explore the factors affectingzens' attitude towards IdMS and their inten-
tions to disclose personal information, and iteetfion the development of privacy-enhancing
identity management policy. Various privacy enhagcidMS research and initiatives were
reviewed with respect to their implications forinatl identity management policy.

Paper IV discusses how to effectively communicateniity-related concepts to policy-
makers, technologists, credential issuers and atiageholders. The paper addresses the core
issues in relation to secondary uses of persofi@tnmation based on results from a stake-
holder workshop in Ghana and a series of intervidle paper also explains what constitutes
personal identity information and user concerngelation to secondary uses of personal in-
formation. Particularly, we observe the dimensioh&nformation privacy and how they in-
fluence citizens’ confidence in credentials anddergial issuers. It is at this stage that we
learn the privacy concerns from citizens, instdoél perspectives and the state-of-the-art in

trusted IdMS research and practices.

Paper V also discusses the key requirements fdédibgia trusted National Identity Manage-

ment Systems. The Privacy-Concern Trust modeltieduiced at this stage.
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Finally, paper 6 describes the requirements otrigted identity ecosystem, which is a criti-

cal enabler for effective uses of digital IdMS. Tielings show that, beyond the threshold

level of trust, societal information privacy conees low; and trust is high, thereby encourag-

ing further institutional cooperation and citizemsformational self-determination. The table

below presents a summary of the various reseapérppresented in the thesis.

Paper Author
(s)
1 Adjei &
Tobbin
5 Adjei &
Olesen
3 Adjei &
Olesen
4 Adjei &
Olesen
5 Adjei &
Olesen
Joseph
6 K.
Adjei

Title

Identification Sys-
tems in Africa; The
Case of Ghana

Analysis of Privacy-
Enhancing Identity
Management Systems

Keeping Identity
Private; Establishing
Trust in the Physical
and Digital World for
Identity Management
Systems

Secondary Uses of
Personal Identity
Information: Policies,
Technologies and
Regulatory Frame-
work

Building Trusted
National Identity
Management System
— Presenting Privacy-
Concern Trust Curve

Towards a Trusted
National Identities
Framework

Publication Level

Published in proceedings of the
12" International Symposium on

Information Science (ISI 2011), 9

11 March 2011, Hildesheim.
(Internationales Symposium fur

Informationswissenschaft, Hildes

heim, 9.—11. Marz 2011)

Published in Proceedings of
WWRF26-WG1-xx

Published in IEEE Vehicular

Technology Magazine Septembe

2011

Published iDigiworld Economic

Research Question Ad-
dressed

Research Question 1:
What underlying factors
motivate or inhibit IDMS
implementation

Research Question 1The
major issues involved in the
design of privacy-
enhancing IDMS and con-
tribute to improved frame-
work and design principles
for

Research Question 1 and
2: The major issues in-
volved in the design of
privacy-enhancing IDMS
and contribute to improved
framework and design prin-
ciples for these

Research Question 2 and 3:

Journal no. 88, 4th Q. 2012, p. 79. - What underlying factors

Published in Proceedings of Cen:

tric 2012

Accepted for publication in Info
Journal Emerald

Table 13 Summary of Published Papers.
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5.1 Paper Selection

A careful consideration is given to the paperscetébased on their relevance and contribu-
tions to addressing the various research objectivgned in Chapter 1. Together, the six
papers contribute to the theory building from alifaiive research background, in conso-
nance with the methodological paradigm approachetiis study, and presented in Chapter
4. The papers are also a reflection of my apprieciaf the trusted and citizen centric identity
management phenomena based on the applicatiorffefedit analytical methods and inter-

pretative cycles.

The papers are numbered from 1 to 6 in the ordesich the papers were written to aid ref-
erencing in the discussion of findings. The progji@s of the papers also provides an indica-
tion of the research progress and the hermeneiutie e- which is described in section 4.4.5
of chapter 4. Thus, the papers reveal how an utathelimg of the phenomenon of interest was
refined and enhanced during the research. Chromalbg some of the concepts and pro-

cesses are carried over in their refined form

5.2 Identity Management in Africa; The Case of Ghaa

Paper 1 is based on a preliminary quasi statistlatd collection collected during the early
stages of the study, and analysis of existingditee. Using IdMS in Ghana as a case study
this paper examined the effects of perceived usefsl and ease of use on IdMS effectiveness
and concluded that trust and privacy concern plajonrole in IdMS uses. The results also
showed that citizens perceptions and experiencesugduly affect IDMS uses. During this
initial phase, it also became apparent that userewvess of technology, institutional issues,
trust and privacy concerns are major factors afigatientity management effectiveness. The
paper also described at a conceptual level, wHetedations have to be taken into account to
come up with appropriate compromises in the implaaten of national identity manage-

ment systems.

5.2.1  Research Objective & Methods

This paper addressed my first research questiatessribed in Section 1.3.2 in Chapter 1,
under the phenomena of interest. The objectivetwadentify the key factors that determine
the effectiveness of national identity managemsgsitiesns. The goal was to outline the critical
factors that policy makers must consider in impletimg an effective and efficient IDMS.
The study was based on an extensive literatur@wgvnterviews and a quasi statistical sur-

vey about citizens' perceptions of identity manageinsystems.
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5.2.2 Research Findings

An interesting finding was that majority of the peadents prefer that identity cards be issued
to citizens free of charge as a means of univea@atrage and forgery prevention. Respond-
ents also believed that their interest would besm®red in deciding how identity data is used

which is consistent with Davis’ (1989) suggestibattthe design characteristics of a system
exert immediate effects on perceived usefulnessedisas indirect effects via perceived ease

of use. However, a follow-up interviews of sometled respondents revealed an opposite re-
sults which is an indication that respondent did adequately appreciate the survey ques-
tions. This outcome reinforced my resolve thatualitgtive research approach, using prob-

lem structuring methods will be the best approacthé study.

5.2.3  Contributions

This study contributes to IdMS research by enrigtonr understanding of the best approach
to engage citizens regarding their perceptionsatiomal IdMS. It also adds developing coun-
tries dimension to IDMS research. The study is alsamportant source of reference regard-
ing factors that affect citizen adoption of IDM$.also shows that beside perceived useful-
ness and ease of use, institutional cooperatiah panceptions of trust and privacy concerns

must be taken seriously.

5.3  Analysis of Privacy Enhancing Identity Managemet Systems

Following the results from the paper 1, this papeplored the literature on privacy, trust,
contemporary initiatives in that regard, and hovsibesses use identity information. This
study is an attempt to understand the relationsbtpreen individuals’ intentions to disclose
personal information, their actual personal infatioradisclosure behaviours, and how these
can be leveraged in the development of privacy-ecihg identity management systems.
Thus the concepts of privacy, trust, and the kgulegory and research initiatives on privacy
enhancing IDMS were also explored specifically tiasvs of Identity, the Fair information
practice principles (FTC, 2000; Rotenberg, 200hvtg, Kane, & Storey, 2006; Schwartz,
2000) and the Privacy by Design principles (Cavank2012) and OECD Guidelines on pri-
vacy (OECD, 2002, 2011a).

5.3.1 Research Objective & Methods

The objective of this study is to understand thgomdesign considerations for privacy-
enhancing IDMS and to contribute to an improvedngavorks and identity management sys-
tems design principles. To achieve these set gtegaper analysed the existing internation-

al privacy regulations and the proposed standardgast practices on trust and privacy. This
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study draws extensively on literature, testing dachonstration of various IdMS applications

as a means of gaining deeper insight into privatyaacing IdMS.

5.3.2  Findings

The study unravelled the fact that identity manageinsystems that facilitate anonymity and
pseudonymity may offer better promise of privacynifarly, it was established that linking
identities that do not share the same degree afyanity, or that contain different sets of at-
tributes may allow others to overcome pseudonynts discover the user’s identity. The
analysis also revealed that, controlling linkakiliéquire the segregation of different contexts

such that observers are unable to accumulate sendéta.

Moreover it was established that users' perceptbpsivacy and trust must be taken serious-
ly in order to adequately derive benefits of idgnthanagement systems. Lastly, the study
also highlights the need for more study on esthinigs trust in the physical world since the
mechanisms of establishing trust in the physicalldvare not necessarily the same as those
that are used online.

5.3.3  Contributions

This study provides important identity policy guides for practitioners and policy makers
by highlighting the identity practices in data ealion, use, and retention that can be left to
market forces and those that should be the subjegbvernment interventions. The study
also contributes to the discussions on the bestofvagsolving the “Privacy Paradox” and the
dilemma between privacy and identity assurances Khowledge is very important for identi-
ty policy formulation since it has implications fmstitutional cooperation and citizens’ abil-
ity to exercise informational self determinatiornub this study also contributes to IdMS re-

search by adding to existing knowledge of IdMS.

5.3.2  Limitations
The key limitations of this study were that thedst relied mainly only on secondary sources
and also did not explore how the principles andhtetogies specically address privacy and

trust issues. Subsequent studies such as papedsHadressed these limitations.

5.4. Keeping Identity Private

This study is an attempt to understand the relaligmbetween individuals’ intentions to dis-

close personal information, their actual personfdrmation disclosure behaviours, and how
these can be leveraged to develop privacy-enhamgamity management systems that users
can trust. Legal, regulatory and technological espef privacy and technology adoption are
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also discussed. The study draws on three streari®miture, namely technology adoption,

trust and privacy-enhancing IDMS. Thus this papex further improvement on paper 2.

5.4.1 Research Objective

The objective of this paper was to understand thgmnissues involved in the design of pri-
vacy-enhancing IDMS and contribute to improved fesarark and design principles. This
study is also important because it offered me f@odunity to summarize the literature that
is available on privacy enhancing IDMS. This is sistent with the fundamental principle of
all qualitative research approaches which is tda@rpmeaning and develop understanding of
the research topic (Aveyard, 2010). This conceppagler addresses our first research ques-
tion. The paper also based on the premise thagrdeg a privacy-enhancing technology is
not only a technological problem, but has theoadtisocial, and regulatory dimensions must
also be addressed. The research problem addrestasd paper iSwhat factors must be con-
sidered in designing privacy-enhancing IDMS thadr@ds both online and face-to-face iden-

tity management issues?”

5.4.2 Methods

This study also complements the previous study kvfocused on reviewing the central theo-
retical themes in privacy-enhancing IDMS, trust §RoC. Mayer et al., 1995b) and citizens’
acceptance of IDMS Technology (Fred D. Davis, 198%ese conceptual understandings
formed the basis of the analysis of key regulatang research initiatives on privacy-
enhancing IDMS. This is a conceptual papkerefore no empirical data were gathered but
rather, also formed the basis for subsequent relsear presented in subsequent studies. We
thus identified the key concepts and propositiomsciv were used to represent or describe
(but not explain) the process of keeping identitiyaie. In effect the propositions identified
in the models are logical statements rather thastespological relationships (Meredith,
1993). The paper begins with a reviewtlod related literature and then based on the under-
standing of the literature, made recommendationgalities, technological and regulatory

framework for keeping identity private.

5.4.3 Research Findings

The key regulatory and research initiatives ongmywenhancing IDMS such as the Laws of

Identity (K. Cameron & Jones, 2007), the FIP pites, and the PbD (Cavoukian & Carter,

2006) principles were examined. The findings intlicthat to ensure that national identity

management systems are privacy enhancing, thensysteist be useful, easy to use and must

observe privacy and trust requirements. We alserobd that adherence to such design prin-
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ciples and guidelines can contribute to resolvimg privacy paradox (Norberg et al., 2007)
and the dilemma between privacy and identity asm@rdC. H. Lee & Cranage, 2011). An-

other observation made in this study is the faat itlentity providers and policy makers un-

duly equate secrecy to privacy and thus fail tdresls legitimate concerns of key stakehold-
ers in identity management. It was also observatttie underlining reason driving privacy-

enhancing IDMS is to enable the users to proveedipate of their identity without giving

third parties the opportunity to access unwarramntggmation.

5.4.4  Contributions

An interesting aspect of the study lies specificall its contribution to theory developments
in privacy-enhancing IDMS, and technology adoptiorgeneral. The study also contributes
to the consolidation of the disparate and disjairttesign principles and guidelines in order to
empower users, protect their privacy, and suppoe-drained control of access to resources
online. By adding perceived privacy and trust asstwicts in acceptance of IdMS, the study
contributing to the ongoing discussion on effectiveeys of implementing privacy-enhancing
IDMS. The paper also clarifies the role of the glirtks and regulatory framework on privacy
enhancing IDMS. For instanceve offer key factors that need to be consideretthénimple-
mentation of privacy-enhancing IDMS. This papemrsimportant contribution to research
and the development of design guidelines for psn@thancing IDMS.

5.5 Secondary Uses of Personal Identity InformatiarPolicies, Technologies and

Regulatory Framework

This paper is based on the results of a stakehalddtshop and interviews in Ghana on sec-
ondary use of personal information. Although peadadentity information must primarily be
used for protecting and promoting the physical se&dindividuals, it has also become cen-
tral to the business models of the digital age tduks use for other secondary purposes, re-
sulting in various innovative identity managemeddi) solutions in OECD countries. None-
theless, developing countries were still not abladdress basic identification challenges such

as civil registration, real-time credential ver#imns, etc.

5.5.1 Research Objective

The objective of this paper is to provide a meadnsoonmunicating identity-related concepts
to policy-makers, technologists, privacy advocated users. The paper also addresses core
issues relating to what constitutes personal idemtformation and user concerns in relation

to secondary uses of information. The study propdise adaptation and application of exist-
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ing IdM research and experiences from OECD countoadeal with issues involved in using

personal information for secondary purposes in ldgweg countries.

5.5.2 Methods

This paper adopted a qualitative methodologicalr@ggh for data collection (Yin, 2008a,
2011a) resulting in a review of literature on tha&te-of-art on identity management, privacy
iIssues in secondary use of personal informatioe. gimary data for this paper consists of
responses of a series of interviews and a stakehuldrkshop organised in Ghana. Interpre-
tative Phenomenological Analysis (J. A. Smith, 20@dproach was applied in the data analy-
sis due to its reliability with respect to audigwal contents, which is very common in focus
group and workshop discussions. A stakeholder vinok®ffered participants the opportunity
to discuss a number of issues and listen to prasens highlighting issues concerning sec-
ondary uses of personal information. Ghana wastseleas the research setting because the
challenges faced by the economy with respect tatiitisation and secondary uses of personal
information are similar to those of other develagpitountries. Notable challenges include
unreliable civil registration systems, electoraluiss due to unreliable voters register, lack of

identity management systems interoperability, etc.

5.5.3 Research Findings

The discussions and interview responses revehtedded for a paradigm shift with respect
to ownership and control of personal informatidrwas observed both from literature and the
discussions and responses from the workshop aedvieivs that, individuals seek not just to
assert the identity and privacy of their physicaing, but an informational representation of
the chain of their life events that define who tleag. Thus a particular event of relevance
depends on those with whom the individual is irdéng which must lead to different enti-
tlements. In that regard, attention must be focusedccess to and control of personal infor-

mation rather than data ownership.

The workshop therefore recommended focus on da&saccontrol policies and practices as
the best approaches to risk management and maigtdr illegitimate secondary uses of per-
sonal information. Another interesting finding tleherged from the discussions and the re-
sponses is a lack of understanding and inabilitglifterentiate privacy from secrecy; and
secondly, inadequacy of safeguarding procedurdsaitidress user concerns in relation to
secondary uses of personal information. In esseasitteens would like to be able to assert
their identity with ease and confidence and heheg heed such assurances (Crosby, 2008a).
The workshop also observed that lack of clear wgrs on secondary uses of personal in-
formation could result in the erosion of publicstiu

Page | 103



5.5.4  Contributions

Central to effective uses of personal informatieran efficient civic registration system, a
regulatory framework that encourages institutiar@laboration, clear policies and guidelines
that provide assurance of citizens' privacy and etisctive application identity management
systems. This is what the paper attempted to lgghby using the stakeholder approach and
is considered its major achievement. Moreotee, use of the stakeholder workshop was as
an attempt to bring together users and researcbeldic and private sector organizations. It
is a key methodological contribution and also goese to (F. Bélanger & Crossler, 2011)
call for closer collaboration between researchdeselopers and users to ensure effective
uses of privacy enhancing identity management syste

The study has also helped to raise awareness ntuechnological developments in IdMS
and how developing countries can adapt and apphesaf the relevant principles. The study
has also shown that the application of digitahittg management is a process, rather than a
state. Thus, the integrity of the process hingeshow reliable were the initial processes of
registration, verification and enrollment, and hleard is it to duplicate or alter the credentials
used? (Wilton, 2008a).

5.5.5 Limitations

Like many qualitative research methodologies alkayation of our study is its lack of em-
pirical testing of the claims compared to quantieatesearch. Also given that certain societal
dynamics are peculiar to different countries, qarest be taken in generalizing the findings
from our study to other countries. However someéhef limitations are ameliorated by the

extensive review of related literature.

5.6 Building Trusted National Identity Management §stems — Presenting Privacy-

Concern Trust Curve

This paper discusses the effect of trust and infbion privacy concerns on citizens’ attitude
towards national identity management systems.sth aitroduces the privacy-concerns-trust
model, which highlights the role of trust in medigt and moderating citizens’ attitude to-

wards identity management systems.

5.6.1 Research Objective

The objective of the study is to explain to idgnpblicy makers and other key stakeholders
the requirement for achieving the trust threshtildlso shows how stakeholders information
privacy concerns regarding the collection, storage, and transmission of personal identity
information (Bennett & Raab, 2003a), should be adsied to ensure trusted identities. This
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study also draws on literature on trusted identityyative by the government of the United
States (Grant, 2011b).

5.6.2  Methods

This study entailed two main phases — an exploygtbase, which saw the development of
the model based on literature, and a qualitatisetaonfirmatory phase, which was used to
evaluate the model. The conceptual model on this bhsheoretical considerations is part of
an on-going research project that seeks to presegltable and valid instrument for measur-
ing trusted identities ecosystem. The exploratdmgse of the study was organized in line
with two-step approach for operationalizing constsuand identifying measures (Burton-
Jones & Straub, 2006). Due to the multi-stakehotdgure of trusted national identities, we
decided to adopt a research approach that enghgekety actors and hence a qualitative
methodological approach was deemed the most apatepneans for data collection from a
societal perspective (Creswell, 2007a; Yin, 201Y8¢ also applied interpretative phenome-
nological analysis (J. A. Smith, 2004) in data gsial because of its usefulness in understand-

ing the experiences of individuals.

5.6.3 Research Findings
The findings indicate that, beyond the thresholeelleof trust, societal information privacy
concern is low; and trust is high, thereby encoumgdurther institutional collaboration and

acceptance of citizens’ informational self-deteration.

Trust is what moderates and mediates citizens’apgivconcerns and citizens attitudes to-
wards IdMS. Thus, individuals are likely to engagdransactions, if their level of trust ex-
ceeds their personal privacy concern thresholdchvis reached, when the potential benefits
outweigh the risks. This threshold will always degeon the type of transaction and the
amount of identifiable information revealed. Fostamce, transactions requiring the revela-
tion of other attribute data (Wilton, 2008a) mightuire a lower trust threshold. Figure 35
Privacy concern Trust Model illustrates this point.

Thus, when positive steps (i.e., data minimisateme)taken to improve the IdMS, the moder-
ating effect of trust will cause citizens to revibeir attitude towards the 1dMS, leading to
more trust in the credential issuers and the tdolgyoand thereby moving threshold down-
wards, and to the right on the trust curve. Siryijaainy negative actions on the part of cre-
dential issuers will increase the privacy concénereby causing a move upwards and to the

left of the privacy trust curve.

Page | 105



The study also observed the need to move away &mrmndue focus on credentials towards
unique identification. This is due to the fact the¢dential usually encapsulates attributes and
entitlements and thus the tendency to equate socintents as representing the identity of a
person when in fact they might not be represendimgven context or might reveal more in-

formation than necessary.

5.6.4  Contributions

The key contribution of the study is the developthwdrthe privacy concern-trust curve which
clearly demonstrate the two steps towards estabésh of a trusted identity framework.
Identity relationships usually begin with a low é&\of trust and a high level of privacy con-
cerns. Once the the initial problems are identifeedtl addressed, it is possible to pass a
threshold level of trust, thereby reducing privaoncerns and paving the way for business
and interaction. This is the point at which sodiétast in Identity service providers is high
enough to encourage institutional collaborationirjSin C. Srivastava & Teo, 2005; Teo e al.,
2008), and citizens’ informational self-determinati(Deci, Connell, & Ryan, 1989b). We
also highlight the need for policy makers to catesgopersonal information in a way that will
encourage secondary uses of personal informatiolstvémsuring that sensitive personal in-

formation is released only to legitimate users.

5.6.5 Limitations

This study focused mainly on citizens’ attitudewaods identification systems in Ghana and
that poses a number of issues in terms of its géimability that will need to be tested. For
instance, there are peculiar dynamics pertainingviery country and for that mattehe in-
ferences drawn might not be representative foc@lintries. Moreover, the use of a qualita-
tive research approach also gives room for infeernbat are not tested empirically, as is the
case of quantitative research. In the futitrevill be interesting to examine quantitativelyeth
relationship between trust and privacy concernglation to citizens’ attitudes towards iden-
tity management systems.

5.7 Towards Trusted National Identities Framework

The study is an attempt to integrate some of tlewipus findings as a means of proposing
guidelines for establishing trust in an identityoggstem. The paper discusses the key con-
cepts of trust, personal information uses and m#édron privacy. A model of trusted identity

framework is introduced in this paper.
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5.7.1 Research Objective and Methods

The study examined the key requirements for crgféintrusted identities ecosystem by adapt-
ing DeLone and McLean information systems (IS) sgsamodel (Petter et al., 2008, 2012;
Urbach & Miller, 2012). Due to the multi-stakehald®ture of national identity manage-
ment, the study adopts a research approach thageaghe key actors and hence a qualitative
methodological approach was deemed the most apat®epneans for data collection (Cre-
swell, 2007a; Yin, 2011b). The study is based @ulte from two stakeholder workshops in

Ghana, focus group discussions and a series oViewes.

5.7.2  Research Findings

This paper mainly presented a reconstructed suabsbe research themes that were explored
during the stakeholder workshop, focus group dsioms and the interviews (E. Whitley &
Kanellopoulou, 2010a). Participants’ accounts @irtiexperiences and impressions clustered
around the following key thematic areas: Empowetm&ystem quality, institutional cooper-
ation, quality of service and information qualifor instancea lack of user involvement or
awareness usually affects the opinions and pemeptf a system (F. D. Davis et al., 1989).
Another interesting finding of the study is that fdMS to be effectivethere is the need for
institutional cooperation and user empowerment. rddeer the success must be redefined
with respect to IdMS since many of government idstredentials are coercive in nature and

thus ‘use’ might not be a good measure of IdMS ss&c

5.7.3  Contributions

This study has shown that to ensure trusted idesitieach stakeholder must be able to au-
thenticate and verify identities on common termd anderstanding. Thug is not enough to
focus on system quality but also institutional cex@tion and interoperability with respect to
technology, legal framework and standards on tipplguside. On the demand side, there is

the need for user empowerment in addition to seraid information quality.

The study has also shown that any attempt to ensstiéutional cooperation and collabora-
tion have the effect of enriching the trust withive identity ecosystem. In effect, through a
collaborative effort and societal empowermaehtis possible to realise trusted identities,
which have the effect of pushing the relationshgpnzen trust and privacy concern. This is
an interesting contribution to IdMS research, atehtity policy formulation
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5.7.4  Limitations

The major limitation of the paper lies in the félcat the relationshipship between trust and
privacy concern as presented in the privacy coneetrust curve is not tested empirically
using quantitative methods.
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Chapter 6 Discussions

This chapter re-examines and expound on the fisdingChapter 5 by piecing the major
themes together in the light of the research olestin Chapter 1, context and theoretical
framework in Chapters 2 and 3 respectively andd¢search methodology in Chapter 4. The
overarching goal of this exercise is to highlighe key factors that affect the effectiveness of
IdMS and to propose guidelines for ensuring trugtkshtity ecosystem. Exposition of the
emerged themes thus helps in focusing on those@mas from the study which specifically
impact on IDMS effectiveness or complement the taaaof guidelines for a trusted identity

ecosystem.

6.1. Emerging Themes

The findings from the various sources of evidenagegets the major factors that affect the
IDMS effectiveness, a prerequisite for the trugthhtity ecosystem. These include; a strong
emphasis on stakeholder involvement, effectivel eegistration systems, which is an im-

portant basis for identity formation and thus auoon identity and not credentials; system
and information quality, service quality and adimeeeto standards, regulatory and interoper-
ability framework. These emerging themes are degiat Figure 31. Subsequent sections of
this chapter elaborates on the themes and howirtiygact on IdMS effectiveness or how they

contribute to trusted identity ecosystem.

User
Involvement
Perceived
Ease of Us

Institutional
Collaboratiol
Information &
Service Quality

Perceived
Privacy
Civil
Reaisratior

Figure 31 Emerging Themes.

System
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Usefulnes
Interoperability

Frameworl

Requirements for
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Identity Ecosystem

Regulatory
Framework
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6.1.1. Trusted Identity Framework

These important teams were used to develop théettudentity framework as depicted in
Figure 32. Beyond system quality, information giyalvhich has been extensively explained
in the literature and in Chapter 3, Institutionabperation, user involvement and empower-
ment, perceptions on information privacy and trait the key requirements for a trusted
identity ecosystem. This will also ensure that tdgrcan be verified with a high degree of
certainty so that business transactions and smterhactions could be completed both online

and face-to-face with high a degree of confidence.

Figure 32 illustrates the relationships betweenntiagor factors that must be observed in de-
fining a trusted identity framework. The figureas adaptation of the updated DeLone and
McLean’s IS success model described in ChaptefiBus institutional cooperation, system
quality and information are key factors that infiage trustworthiness. Similarly, user empow-
erment, and service quality influence perceptioprofacy, since they have direct impact on
user consent and control, minimum disclosure, Btcis information quality has a direct im-
pact on both trust and privacy. The moderation rmediation effect of trust can either posi-
tively or negatively affect user concerns dependinghe level of trust as illustrat@d Figure

35.

Institutional Cooperation:

- Interoperable Regulations

- Interoperable Technologies

- Compliance with Standards Trust is positive expectation

and confidence in exchange
partners reliability, ability,

integrity and benevolence.

System Quality:
- Perceived Ease of Use

- Reliable Team

- Effective Policies/Processes Perceived Trust:
- Secure System - Positive Expectation
- Ability
- Integrity and Benevolence
Information Quality: 4 Trusted ldentities Ecosysten
- Timeliness - Trust Threshold
- Cost-Effective - Effective Primary
- Understandable ) 4 - Effective Secondary Uses
- Accuracy Perceived Privacy

- User Control,
- User Consent
- Minimum Disclosure

User Empowerment:

- Public Education

- User Awareness

- Assurance and Security

Trust framework within the context of identity ma@ement is to

ensure that identity can be verified with high @sgof certainty,

" " individuals and organizations can complete onlind tace-to-face

Service Quality: transactions with greater confidence, and theremiaximum
- Competent Personnel X 9 X i . : i i

- Responsiveness cooperation between identity and service providesiying parties

- Compliance o and the underline infrastructure.
- Empathy and Flexibility

Figure 32 Trusted Identities Framework.
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6.1.2  Stakeholder involvement

The absence of stakeholder involvement in idemiglcy formulation leads to a certain lack
of trust in institutionsKey stakeholder participation in identity policyrfioulation could be
very instrumental in courting users' trust and #fectiveness of the identity policy. Such
user involvements also provide a means for useduide important feedback on certain
decisions and actions of the identity providersemabling transfer of trust amongst them
(Pavlou & Gefen, 2004). The remarks of a focus grparticipants and respondents in an

interview do highlight the importance of such invahnent:

“l feel that | have contributed to the identity gl If my suggestions are implemented. Un-
fortunately, what they tell us at the beginningissially different from what the identity pro-
viders give to citizens. For instance, during tla¢ev registration, we thought we were going
to receive an innovative voter ID cards but we engle receiving a laminated card which can
easily be copied”. “We wertld by the EC that a biometric voting system isngeantro-
duced, in the endhe head of the EC said the voting system remaiasual and biometric
verification was only to complement the manual eyst “Even if | have any feedback, i do

not know how to inform them”.

In view of such remarkdhere is the need for the utilisation of effectalgannels of taking

constructive and positive feedback. By informing kéakeholders about their actions, identi-
ty providers can reinforce citizens’ trust in suehtitutions. A possible means of getting user
involvement is a dedicated feedback unit or Weé twittrack and respond to identity related
concerns and to inform citizens of latest developieThis scheme could be very instrumen-

tal in engendering citizens’ trust identity andvses providers.

Generally citizens might perceive identity policies as coexplconfusing and too technical

and thus additional considerations includes:

e Greater transparency in the enrolment processethartdansfer processes for identity
data are key issues to enabling them to make irddrohoices.

* Public education and awareness programs can hekuowers and citizens manage
their digital identities appropriately.

» Defining accountability and transparency measucessa multiple services in diverse

legal and technical regimes is an important iseugser empowerment.

6.1.3 Interoperability

A major issue that emerged from the finding of paf&is the requirement for interoperable

IDMS policies and standards. This was noted duttiegtwo workshops, focus group discus-
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sions and interview responses. The following remaybified such frustratioiWhy can't |
present my drivers’ license as proof of identityvioting in an election, if | misplace my voter
ID card; and why can’t | present my voter ID as pf@f my qualification to drive, if the po-
lice stops me whilst drivirgIn any case, all these documents bear my name et de-

tails and | have not travelled outside the country”

The policy, legal, business process and technicglication of an interoperability framework
includes:

- Policy level: The challenge for organisations v for each key actor being able to
articulate a clear set of IdM policies containingaegnmon set of elements which high-
light areas of compatibility and disparity.

- Legal level: Compatible internal and internatioregjulations and compliance obliga-
tions across organisations will facilitate legalenoperability. The legal issues also
include the need to address major contractual atdigs.

- Technical level: The challenge is to encouragedtheelopment and use of all types of
standards, in the broadest senses, without stiflomgpetition or undermining innova-
tion.

- Business process level: Issues also arise at thiedsas process level, where progress
towards the adoption by organisations of commorhous for IdMS to communicate
with each other may need to be considered.

In many developing countries, the interoperabtlibficies have been formulated and what is

necessary is their enforcement.

6.1.4. Ensuring Privacy

The information in an IdMS is mainly comprises efgonal information and thus any lapses
or insufficient privacy and data security controisthe use of the system could lead to ad-
verse consequences for data subjeckereas effective deployment of the IdMS could/@a
privacy protective role, particularly in the context social interactions. It is therefore impera-
tive that privacy considerations are made with eespo data collection, data usage and stor-
age, data minimisation, anonymity, pseudonymityrééeer users must be aware of the ex-
tent to which they can exercise control over hoeirtbersonal data is used and how to exer-

cise such controls. Some of the important infororaprivacy issues include:

- The potentially unlimited lifespan of digital idetyt information and the declining
costs of storage and processing raise issues iegdahg-term assurances of safe
storage and appropriate usage, and highlight theewat eliminating identity-related

personal information when it is no longer needed.
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- There is a risk that the greater availability oédmntials from high-level assurance
systems could increase their use in systems wikleridevel assurance needs. This
could increase the risk to personal data.

- Linking identities that do not share the same degfeanonymity, or that contain dif-
ferent sets of attributes may allow others to owere pseudonyms and discover the
user’s identity.

- Differences may arise as to which practices of titkemnd other data collection, use,
and retention can be left to market forces andetlibat should be the subject of gov-

ernment intervention.

To address such issudsis important to implement identity policies tHatilitate anonymity
and pseudonymity depending on the context. Clekcig® must also be implemented to ad-
dress issues regarding who has the right to deddeh data should be disclosed and the cir-
cumstances under which it might be encrypted. Ehjgarticularly important to the exercise

of informational self-determination.

6.1.5  Trust in Institutions

Trust in institutions emerged as a vital elememtddoption and usage of any government
initiatives since it is based on cognitive procegbat tend to discriminate trustworthy institu-
tions from others (J. D. Lewis & Weigert, 1985).rémark by one of the respondents below

reflects the general feelings of citizens:

“If the systems were to be run by qualified persnmdentity abuses like forged passports
and driving licenses will be minimised. The appwoiant of many of the key decision makers
in these organizations is based on factors otleer tjualification and experience. We only use

it because we have no option foralternative”.

Such statements clearly show a lack of trust iniisgtutions which issue credentials due to
the perception that personnel handling the credisndire unqualified and inefficient. Trust in
the institutions is also dependent on citizensvjanes experiences with policy enforcement as

recounted by another respondent;

“My brother sent me to withdraw foreign currencynrdance from abroad, when | got to the
bank the following day, | was told | had alreadylected the money. When | insisted that |
had not been to the bank, | was shown a voteriigerdrd bearing my name except the pic-
ture was different. | was advised to go to the tel@a commission for redress instead. It
turned out that the other card was forged and #mnk Ihad no means of verifying. So at the
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moment | do not trust the voter’s ID card or anlyestcredential for that matter since they can

easily be forged”.

This obviously implies a lack of confidence in itignservice providers. Citizens trusting
behavior in the identity and service providers Ulguatems from previous experiences,
knowledge and exchanges. Such interactions givzeng the opportunity to access the com-
petences, benevolence, and integrity of identityviglers which are the key measures of
trustworthiness (R. C. Mayer et al., 1995). Thesmts are clearly illustrated in a citizen’s

account ot his experiences at the premises of btitee@redential issuers;

........... I was scared when I read about the number of national identity cards
abandoned in the National Identification Authority (NLA) office, because, mine
was part of the million cards in the office. My inability to collect my card
wasn’t because I didn’t want it, but because of the hassles one has to go
through to obtain his/her card. Monday 3rd September, 2012 was my third visit
to the office. In the previous two occasions, I left because I could not wait to
follow the queue after an hour. As a staff of an international organization, one
is not allowed to stay for such long hours doing personal business. Today’s
story was different because it was only 20 persons eagerly waiting for their
cards no matter what happens. Unfortunately the problem today was because
the lights in the building went off. In the collection room were NIA staff who

have been responding to angry Ghanaians like myself as if they are glad the

Figure 33 My Experience at NIA Office: Sourcehttp://vibeghana.com/2012/09/03/

Where identity providers demonstrate technical Kedge and ability in successful imple-
mentation of IdMS, it increases the level of citizetrust (S. C. Srivastava & Teo, 2009).
Similarly, trust increases, if citizens have pesitperception of identity providers’ ability,
intergrity and benevolence by acting in honesty anthe interest of the citizens. Thus so
long as perceived government manipulation, and @bfi@uthority persist, lack of citizens’
trust in identity providers will continue. In thé@ve encounter, the ending of the stody shows

a frustrated citizens in shown below;
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......... I don’t have MUCH problem if the issue is just because of crowd, but if it is as a
result of lights off, then it’s “NOT-NOT-NOT”. What if there were people in the lift in the
building? Why do we have to let the system go off and takes about 25min to restart. Do we
want to frustrate people in the process of collecting their identity cards and at the expense of
their job? I like their building and I believe a lot of money went into it. In the same manner,
people should be responsible for every gadget in the building for it to function well. In
public structures like this, I cannot accept an excuse that there is lights off and accuse ECG.
If the Authority want people to come for the cards, then they have to check their current

system and make it more functional.............

Source http://vibeghana.com/2012/09/03/

Thus, identity providers must take steps to shealyasuch negative perceptions. For instance,
the introduction of biometric voter identity veaétion system in the 2012 election Ghana
resulted in two days of voting and several accaeatiof system manipulation. Such inci-

dences have the propensity to diminish the trugtdtizens have in the identity provider.

6.1.6  Focus on Identity and not Credentials

The processes of citizens identity formation and liedividuals are enrolled into identity
policies affect the effective of the resulting itlgnmanagement systems. Thus, where there
are weakness in the identity formation and enrotrpencesses, the reliability of the resulting
source documents (i.e. birth certificates) and iiseled credentials and the IDMS become
guestionable. This is reflected in a concern shaged workshop participant during a ques-

tion and answer session;

“Many of people are not issued with birth certifiea at birth and even for those
who the information might not be in a reliable dadse. Individuals have to apply
for such documents when they are already old omwhsuits them resulting in the
use of wrong or incurroct location and data-of-bst “If | am in doubt of the va-
lidity of the source document or can’t verify itstlaenticity, why will | trust the

agencies to operate in my interest?”.

A common misunderstanding on the part of credeigglers and policy makers which be-
came apparent during the workshop was the equatistrong credentials to effective IdMS.
Thus more resources are invested in the techn@ogynot how to ensure the reliability of
the information and to make it available to citigefihe following statements coming from
credential issuers were common during the worksdmog focus groupwe have introduced

biometric based ID cards that are difficult to fefg
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A distinct feature of a credential is that it enmalptes attributes and entitlements in a reliably
verifiable form. There is therefore the tendencedquate such documents as representing the
identity of a person when in fact they might notrepresented in a given context. For in-
stance, passports and driving licenses have lasttyribeen presented as foolproof docu-
ments loaded with the necessary information thatereable the holder to access services and
for authentication purposes. This is not withowtvavsacks, since it is susceptible to revealing
more information about the holder than is necessagny given authentication context. Us-
ing a passport for proof of age will no doubt revtba passport holder's name, place of birth
and citizenship, and a driver’s license used forilar purpose can also reveal your date of

birth and address.

There is, therefore, the need to move away frordesrgals towards unique identification.
Error! Reference source not found.provide a framework for addressing such conceimgus
the model of identity which categorises person&drmation into three interrelated dimen-
sions. A credential such as a passport or drivitenbe typically includes some attributes in
each of the three aspects of identity — the baiaitifier set (BIS), personally identifiable
information (PIl) such as height, eye colour; ang aector-specific data such as entitlement

to drive specific classes of vehicle, or visasgating entitlement to enter a specific country.

A focus on identity will also make it easier to erte policies appropriate to the data in ques-
tion, particularly when different sector-specifiatd items entail different policy controls. For
instance, entitlement to drive a vehicle may notphe of major privacy concern, whereas
credit status will, hence data security policieslddoe segregated to address such data. On
the other hand, since healthcare history and meedocaditions are very sensitive, a different
set of policies must apply, segregating identittadato sector-specific segments in order to
cater for discrete management policies by sectdr gata type. Thus, within a given data
segment, assertions of identity (‘the holder o$ ttiedential is XX’) may make one kind of
data security policy appropriate, while assertiohsther attributes may require quite differ-
ent policy treatment.

Basic Identifier Ser Personally Identifiable Information Other Attribute Data

Civil Registration Universal Identification System €7  Sector Specific
System — — |[dMS

Figure 34 A Model of Identity.
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6.2 Requirements for Trusted Identity Ecosystem

Trust is what moderates and mediates citizensapgiconcerns and attitudes towards IdMS.
Thus, individuals are likely to engage in transawdi if their level of trust exceeds their per-
sonal privacy concern threshold, which is reachdten the potential benefits outweigh the
risks. This threshold will always depend on theetg transaction and the amount of identifi-
able information revealed. For instance, transastrequiring the revelation of other attribute
data Error! Reference source not found) might require a lower trust threshold.

Thus, when positive steps (i.e., data minimisateme)taken to improve the IdMS, the moder-
ating effect of trust will cause citizens to revibeir attitude towards the 1dMS, leading to
more trust in the credential issuers and the tdolgyoand thereby moving down and to the
right on the trust threshold.

Privacy
Concern

High

Trust Threshold

Low

Trust
Low High

Figure 35 Privacy concern Trust Model.

Similarly, any negative actions on the part of erdl issuers will result in a diminishing
level of trust, thus, increasing citizens’ concamd thereby causing a move upwards and to
the left of the privacy-concern-trust curve. Thasted identity framework in the United
States, where the interest of all stakeholderfienidentity ecosystems is taken into account,

is a clear step taken by the US government to aserérust (Bertino, 2012; Grant, 2011b).

Trusted identity ecosystems also depend on thdadniély of choice to citizens. In a recent
European survey;raund two-thirds of Europeans use credit cards &adhk cards. When
respondents were asked which tgpedentials they use, 74% of respondents use @axtis
and bank cards (74%), and about two-thirds usematidentity cards or residence permits

(68%), government entitlement cards (65%), or dgvicense (63%). This is a clear indica-
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tion of user confidence in financial institutiors ghown in Figure 36 below. It also shows the

diminishing importance of certain credentials ideg to day transaction.

QB14. Which of the following do you currently use?

Credit cards and bank cards |, 74
National identity cards\ residence permit |EEEEEG—_——, 65
Government entitiement cards (e.g. BE : carte SIS, FR : I -
carte VITAL) .
Driving licence |G 532
Customer cards (loyalty cards, frequent fiyer cards) |INNNEGEGEGEGEEEEEEEEN (7o
Passport I ¢

Studentcard [l 5%

None (SPONTANEOUS) [ 2%
@ Euv27

Base: Whole sample

Figure 36 Major Credentials Used in the European Uion (TNS Opinion & Social, 2011).
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Chapter 7 Conclusion and Further Studies

This research was conducted in a space of thras yéathis period of time, | have engaged
in a number of discourses with industry practitiesnas well as academicians and | have also
read a substantial body of literature. Trusted titeriramework and privacy-concern-trust
curve are products of all these interactions.

While | have worked towards contributing to theand practice, | also acknowledge the fact
that attempting to encompass all the issues antiallelationships in the domain of identity
management will be a project in futility. Thus, @ssited by Feyerabend (1993:39) "we may
start by pointing out that no single theory evereag with all the known facts in its domain.
Therefore | do not suggest that my findings areoihly answers to the research questions that
| set out to answer, since there could be altareatiews upon which trusted IDMS is based.
Similarly, there could be other contextual facthvat | might have ignored which is a matter
of further research to develop, extend or dispriineclaims presented in this thesis. Hence,
within the context of reliability of the researcppaoach, verifying and confirming the re-
search outcomes, | can conclude that what | haeeepted are the competent and useful an-

swers to the research questions at this poinima.ti

The concepts of identity and digital identity asmtral to contemporary business transactions
and social interactions. The criticality of suclpt'enomenon emanates from identity service
providers’ utilitarian attitude towards issues etuarity, privacy and trust. Thus, IDMS de-
velopers and identity service providers especidlose in developing countries have the ten-
dency of addressing privacy and trust issues filoenperspectives of ease, personal data col-
lection and usage, whilst dealing with informatiorvacy the same way official secrecy is
treated. The result therefore is the equation ofexy to privacy although identity issues

transcend data collection and storage.

Identity policy makers and IdMS developers mustdfare take stepback from focusing on
credentials towards identity itself and the undedyrelationships that are present in the iden-
tity eco-system. Thushe need to also consider the context within whie IdMS and iden-
tity policies are implemented, and to analyse thpact of identity policies on the lived expe-

riences of data subjects (Rahaman & Sasse, 2010).

This dissertation has charted both historical amehpmenological paths to research and ad-
dresses such requirements in the formation of trugtentity policies regarding identity for-
mation and identity management systems. It alsbligigts the factors needed to be taken into

consideration in meeting the trust threshold.
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A multi-method qualitative research approach wapleyed to understand these factors. The
insights from the research are in this concludiegfien captured as crafting a trusted citizen-
centered identity policy.

7.1  Crafting a Trusted Identity Policy

The research questions 1, 2 and 3 sought answetd #ie major factors that contribute to
trusted IDMS that is privacy enhancing. The rededircdings suggested that contrary to the
assumptions that perceived usefulness and perceaslof use are the major determinants to
IS effectiveness, rather it is the perceptiongwsttand privacy that form the major determi-
nants. Thus, user empowerment and institutiondalgotations were major determinants of
the effectiveness of such systems. The proposalider empowerment is also grounded in
OECD privacy guidelines regarding user control aodsent principles, thus implying its
significance to the effective uses of IDMS. Usepeanences and exposure to technologies
(especially the Internet, credit card uses) and ausocial surroundings minimises the risk of

abuses of personal identity information.

The solutions to the research questions thus uoakershe need for a critical analysis of the
artifact and context of the study (Orlikowski & taw, 2001). In other words, the specificities
of artifacts and the process of their shaping neduk reflected in our conceptualizations and
in the theoretical and methodological apparatudiegphpo generate theory. This is very im-

portant in ideas and answers to key issues whidhhhberto stymied effective uses of IDMS.

The study has also opened an array of channelshveliow the flow of future research on

trusted identity management systems. The privaogem trust model and the trusted identiy
framework are novel ideas that give policy maketsetier understanding of steps that must
be taken to ensure effective uses of IDMS. Degsp#enumerous research initiatives on iden-
tity management in general and user centricityartipular, the concepts of trust and privacy
remain a dilemma, not just for users and servio@igers but for all stakeholders in the iden-

tity ecosystem. It seems there is a continued sargeoposed solutions that coarsely address
user requirements and then leaving out the fineagdaaspects of identity management which

is what will trigger an effective identity ecosyste

Addressing such fine-grain issues required a nstétkeholder approach using qualitative
research methods to research which is what thystought to achieve. This is not with-
standing the fact that the study could have equmbn approached objectively using quanti-
tative research approach. However, such an appmwaald have ignored certain tacit infor-
mation that can only be extracted from the mindpesiple who are engaged in conversation.
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Thus, such complexities in a phenomenon having iraator perspective required the in-
volvement of the key actors in the decision makinagcess and the analysis of the phenomena
in the context (Lee, 2001).

It is my hope that this pursuit as outlined in thesis and culminating in the development of
the privacy concern trust framework contributesextending human understanding of the

phenomena.

Another important strength of this research liethimapplication of stakeholder approach and
the adaptation of D&M IS success model to examiesffectiveness and bringing OECD
countries’ perspectives to bear on identity poficie developing countries. The study also

highlights key aspects of identity policies thatseto be disregarded in IDMS research.

Thus the study has offered a means of communic&ggglesign principles and guidelines to
IdMS developers and policy makers using diversa datlection and analysis, in an attempt
to demonstrate how such issues associated witloqedrenformation are not to be taken for
granted. The findings from the study highlights tlrgency that is required to be applied in
indentity policies. Interesting developing courdrigtand to lose the most if such remedial
actions are not taken to avert the fundamentaéssuidentity policies which have culminat-
ed to the fragmented nature of IdMS. For instaheeyear 2012 biometric based voter regis-
tration exercise in Ghana cost $82,326,497.00 aspaced to $12,437,000.00 in the year
2004, indicating an astronomical percentage ineredsabouts62%.In contrast to a country
like Denmark, where there is a relatively reliabildl registration system, such expenditure is
avoidable, since the electoral register is usugdlgerated from the CRS. Ironically, the high
enrolment cost in Ghana has also not improved truite system as it is exemplified in the
outcome of 2012 presidential elections in whichtfa first time in the country’s history, the
validity of the results declared is being challeshge the supreme court be some of the key

stakeholders.

The adaptation of the IS success model to the phenon of the trusted identity manage-
ment system, in addition to adding to existingusgtge of IS literature, has also brought to
the fore, context specific issues in developingntnes to understand their extent of influ-

ence especially in a substitution instead of complatary environment.

During the workshops and focus group discussiahiseovery was made to the fact that users
appreciate the benefits of legitimate secondarg wégersonal information and rather, the
challenge to effective uses of personal informatoises from policy makers and identity

providers’ attitude to such information, by treatiime privacy as part of official secrecy.
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It seems to me that researchers and developerscitlyphssume that sometimes all users
have attained a certain level of literacy and exyp®$o appreciate the supposed patch-work
meant to plug the gaping gap created by the lacknaflentity layer on the Internet. Such a
presumption is seen in many of the prescriptiorth s the laws of identity (Kim Cameron,

2005), and OECD privacy guidelines (OECD, 201 %aich attitudes if not checked will con-

tinue to discredit the relevance of the resultieghhologies in developing countries, although
the alarming growth in digital IdM technology inede sub-regions provide a great market

potential.

Another interesting aspect of this study is theoadting of a move away from undue focus
on physical verification of credentials towardseimet and mobile applications using identity
data for authentication purposes. This move widropp several opportunities for application
developers to develop cutting-edge solutions fairmsses since successful secondary uses

of personal information have the tendency to imprsust in the identity ecosystem.

Finally, the mechanisms of establishing trust ia ghysical world are not necessarily the
same as those that are used in the digital worlide@nHowever, since physical identity cre-
dentials are used in both worlds, there is the rieethore work on linking usage in order to
achieve more human integration. It is thus conduitiat researchers should develop identity
management systems that ensure that users canoieébrtable consuming services in the
physical and digital worlds (J. K. Adjei & Olese2)11). Thus individuals seek to assert not
their physical being as such, but rather an infeional representation of the chain of life

events that is defined by who they are.

7.2 Implications for Practitioners and Scholars

BCG estimates that two-thirds of the potential tdigidentity value — or about €440 billion in
2020 alone , is at risk if stakeholders fail toabsish a trusted flow of personal data. Identity
policy makers, identity providers, service provaledentity and security technology driven
organizations represent the audience who stangsad stead to benefit from the findings
and contributions of this study. Thus it should mearidentity policy makers and identity pro-
viders that for a national IDMS to be effective,aseres must be taken to ensure the attain-
ment of at least, the trust threshold. The minimewel of trust required for institutional col-
laboration, IDMS interoperability, user involvemearid legitimate secondary uses and com-

mercialisation of personal information.

Also, designers and policy makers must take corgpetific issues into consideration and
thus, offer citizens' IdMS that address their basiosactional and interaction needs which is
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their day-to-day “lived” experiences and socialgi@s (Rahaman & Sasse, 2010). More
specifically it is observed that countries with strong civijistration systems in the long run
benefit more from identity policies and compardingpend less in addressing identity issues

in interpersonal communication.

7.3 Further Studies and Limitations

Research in this area could be advanced by loakingveloping a model for mapping insti-
tutions’ trust threshold levels. Such a study Wwél very useful in finding out a particular or-
ganisation’s trust threshold and the measuremeimstifutional progress with respect to trust
that users have in them and the IdMS. A key prdpaosthis study is the need to strengthen
the civil registration system as a key measurensugng effective and trusted identity eco-
system. A study that evaluates the impact of CRS& puoplementation on trusted identity
ecosystem will also be a very interesting contrdoutto citizen centric IDMS research and
practice.

Further analysis of the demographic major factord ia the use of IdMS may increase our
understanding of the policies required to catersiorh specifics. For example, how does the
privacy practices of women differ from men and hawes the privacy practices of adult dif-
fer from the youth. This exercise is not static asdsuch my future endeavour will be, an
attempt to address such requirements using thedath and insight acquired during the

study.
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Paper 1

Identification Systems Adoption in Africa; The Case of

Ghana.

Joseph, Adjei & Peter, Tobbin
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Abstract

Several variations of lIdentity Management Systemasbaing implemented as an attempt to,
curtail incidences of crime and abuse of privacy] & give citizens easy and seamless ac-
cess to services. Despite the numerous perceivesfitse a number of challenges hinder suc-
cessful implementations and adoption in Africa.rdsconcepts of technology adoption and
fit-viability theory, this paper examines the aii factors affecting ldentity Management
Systems adoption. A framework for IdMS implememtatand successful adoption is devel-
oped based on the underpinning theories and vatidaith findings from a survey conducted
in Ghana. The proposed conceptual framework wollibdvaorganizations and policy makers
to determine the critical factors to be considerefiiture implementation of an identity man-
agement system.

1 Introduction

Identity management projects have lately becomejamissue capturing media attention and
driving how governments interact with citizens, iness operations and processes. The ar-
guments by governments for Identity Managementesyst(IdMS) implementations have
generally been to ensure high levels of securitfygiency, cost-effective provision of ser-
vices, promotion of commercial activity, and ensgrthe rights of citizens to informational
self determination (Beynon-Davies, 2007). The dewelent of IdMS that is capable of
achieving these goals can be a very complex praaedswill require the cooperation of a
number of stakeholders (Aichhlozer & Straul3, 2009)their paper on understanding com-
plex innovation, Aichhlozer & Strauf3, (2009) ardhat critical security and privacy systems

architecture can be very challenging. This iss@sgmts dilemma to policy makers leading to
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their preoccupation with technological featureshaf systems at the expense of analyzing the
wider societal implications of the systems impletagan (Lips et al, 2009), (Aichholzer &
Strauf3, 2009).

In spite of the numerous literature on IdMS impéatation, there is a dearth of literature on
factors affecting IdMS implementation and adoptitom developing countries’ perspective.
Using a survey conducted in Ghana, we analyze &etois affecting implementations and
from which a conceptual framework is developed fiture implementations of National
IdMS. The subsequent section discusses technolatpealopment in Africa and IdMS initi-
atives in Ghana. Section three discusses the oseaethodology and brief description of
Technology Acceptance Model (TAM) and Fit Viabilitheory as used in this paper. In sec-
tion four, we propose a framework for implementldy!S from developing countries’ per-
spective and description of the survey in Ghardhngnwith a discusion of the survey results.
In section five we present our conclusions and menendations for IdMS implementation
and adoption.

2 Technological Development in Africa

Many African countries are technologically laggioghind. This has been attributed to sever-
al years of primitive cultural practices, bad gaaerce, chaotic climatic conditions, poverty
and illiteracy. Historically, natural disastersndnark events and tribal body marks have
been used as means of identification and referpotds. These practices, which in the past
served their purposes, have in these last dayspad technological development proved very
slow and unreliable, leading to improper formsd#rtification and authentication, and incor-
rect demographic statistics. In Botswana, the figdiof (Uzoka & Ndzinge, 2009) indicated
that biometrics usage is at its infancy despiteféloe that industries may be aware of its abil-
ity to strengthen security and productivity. Theeggence of mobile phones and the tremen-
dous growth in cellular networks have made instartt reliable communication a reality in
Africa. Cell phone subscription in Africa rose frddd million in 2003 to 350 million in 2008
with a forecast average cell phone penetration08b &y 2012. In Ghana, 80% has already
been achieved (GBN, 2010), (Comninos et al, 2008 growth is driving a gradual shift in
Africa towards implementation of various biomedrisased identity management and elec-
tronic payment systems. Throughout Africa, govemts@re moving towards various nation-
al identity management programs with the enactrémaws. In Ghana, for instance, these
include the payment systems Act (ACT662) and Naiiddentification Act (ACT 707),
(NIA, 2010). The technological development has havenot come without challenges since
there are several accounts of identity frauds.ifstiance, in Ghana, policy makers, security

agencies and the private sector are bedevilled aviplarticular type of cybercrime popularly
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known in Ghanaian parlance as “sakawa”. 419 cybves have already become an interna-
tional issue in Nigeria (USDoS, 1997).

2.1 Identity & Identity Management Systems
Identity has several dimensions. Psychologicaltitiers the distinguishing characteristics of

an individual, whilst social identity refers to tpesitive self-concept of individuals such as
organizational membership, religious affiliationengler and age group (Tajfel & Turner,
1985). In information systems, identity consistgrafts, attributes, and preferences, by which
one may receive personalized services either gntinanobile devices, at work, or in many
other places (Liberty, 2004). Identity consists ldth physical and digital identity. In
(Bhargav-Spantzel, Camenisch, Gross, & Sommer, 20i@tal identity may be any kind of
characteristics associated to an individual and takg the form of user logins, identity at-

tributes (eye colour, date of birth, etc.) and idens (account number, vehicle license plate).

Identity management can mean different things tiem@dint people depending on the context
(Van Thuan, Identity Management Demystified, 200%3. such existing literature contains
several and sometimes overlapping definitions ehidy management (IdM) or Identity and
Access Management (IAM). In this study, IdM “consisf processes, policies and technolo-
gies to manage the complete lifecycle of user ideatacross a system and to control user’s
access to the system resources. In effect techyvblaged identity management refers to the
administration and design of identity attributegdentials, and privileges (Cavoukian, 2008).
Identity Management systems have been used throtidghistory to establish the basis for
trade and governance using different tokens arttht#ogies, seals, coded messages, signa-
tures, and jewelry, etc. (3G_Americas, 2009). IddBuld therefore be a reliable means of
identification and authentication of individuals ander to offer them authorized access to
resources. Depending on the situation and the xgrda individual may be represented by
different partial identities (Clauf3 & Koéhntopp, 200 IdMS helps in acquiring better
knowledge about individuals, which is essentiabuilding a certain level of trust. An effec-
tive IdMS ensures real-time identification and amtiication to distinguish one person from

the other. IdMS also assists in the protectiopofacy of parties to transactions.

2.2 Identity Management Initiatives in Ghana

In Ghana, several independent IdM initiatives ardean way. The National Health Insurance
Scheme has already rolled out a nationwide regjistrdy issuing identity cards to benefi-
ciaries. The National Identification Authority isliing out a biometric based national identi-
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fication system, and the Ministry of Interior hasroduced a biometric passport. Births and
death, voters register, business registrationsalssecurity, drivers and vehicle licensing are
other forms of registrations performed by varioosggnment agencies in different formats
and databases. The government has recently imptethdnometric based passports and
Drivers and Vehicle License. Adoption has been ssgftl with the main impediment being
delays in the issuance of passports or the drilicemses. To enhance commercial activity
and to reduce the unbanked and under-banked pmpuliat Ghana, a biometric based pay-
ment system (e-zwich card) was also implementedBéyk of Ghana (BOG) (Frempong,
2010) whilst the National Identification Authoritg in the process of rolling out national
identity cards. All commercial banks were directedeconfigure their existing POS termi-
nals and ATMs to make them e-zwich compatible (He2009). These two projects have
however failed to live up to expectation and eveough the goals seemed laudable from a
government point of view (France & Selormey, 2008¢cording to France & Selormey,
(2009) GhIPSS opted for biometric technology beeanfsits superior security in terms of
user authentication and its ability to combat adoshing.

3 Methodology

This is a country study research on identificaBgatems from developing countries’ perspec-
tive. The key question addressed in this papéhat factors influence adoption of Identity
Management Systems in Developing Countries?”. Bogdidata were gathered by consulting
related studies on Privacy and Identity Managensgatems adoption and implementation,
stakeholder interviews and self-administered quoasaires. Based on the literature review, it
became apparent that Davies, (1989) Technology#ianee Model (TAM), and Fit-viability
theory (Tjan, 2001) & (Liang et al, 2007) were x&et to the study since they offered better
constructs for this study. Opinions of typical Ghimm adults were used as the unit of analy-
sis. The guestionnaire was designed based on shés®f the initial interviews. A multiple-
item approach was adopted where each item was neglasn a five-point Likert scale, with
answers ranging from “strongly disagree” to “stgly agree”. The result of the analysis
forms the basis for the development of the con@gtamework. The research is significant
since it addresses identity management issuesnwitie@ context of developing countries,
scarcely represented in the IdM literature.

The items in the questionnaire were developed laptiy existing measures validated by
other researchers in IdMS, or by converting thenitedns of the construct into a question-
naire format. The questionnaire consisted of fiv@nrsections. The questions in section 1
were aimed at gathering demographic informatiorhsags gender, age group, occupation,

educational background and level of income. Secidacused on citizens’ perceptions and
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understanding of issues like privacy, security eodtrols in identification systems. Section 3
dealt with perceived usefulness and perceived elagse. Sections 4 and 5 then focused on
economic feasibility and transaction cost. In totiaére were 43 questions.

3.1  Technology Acceptance Model (TAM)

Factors affecting technology adoption and diffussbimnovation have been extensively stud-
ied with several theories and frameworks haven ameanfrom it within Information Systems
literature. Notable among them are innovation dgiffn theory (Rogers, Diffusion of
Innovations, 1983), technology acceptance modeMYMavis, 1989) and the unified theo-
ry of acceptance and use of technology (UTAUT) (ké&tash & Davis, 2000). In Davies
(1989) TAM for instance, what causes people tepcor reject information technology has
been mainly attributed to its perceived usefulra@gs perceived ease of use. External pressure
to adopt has also been identified as another faftecting technology adoption (Dass & Pal,
2009). Additional factors include complexities, quatibility, relative advantage and all of
these theories are aimed at deepening understaafithg factors affecting technology adop-
tion. In Davies, (1989), perceived usefulness diessrthe degree to which a person believes
that an innovation will boost their performancerdeesed ease of use on the other hand de-
scribes the degree to which a person believesatthgpting an innovation will be free of ef-
fort. Where a system is high in perceived usefudrims it requires a great effort from a user,
it is beleived that its benefits will be eroded thwe efforts required and thereby dissuading
users from using it. In effect users are more Jikel adopt systems which are easier to use
and offer some benefits. These studies have howeagily focused on developed countries.
Other factors like free riding, connectivity, afliteracy that are peculiar to developing coun-
tries will also be covered in this study.

3.2  Fit— Viability Model

Liang et al (2007) adapted Tjan’s (2001) two dimemnal fit-viability model for measuring
the extent to which a new technology will fit intiee core competence, structure, value and
culture of organization and how viable it could bretheir model, Liang et al (2007), defined
technology viability as the measure of the extenwvhich the organizational environment is
ready for the application, as well as its econofeasibility, technical infrastructure, and so-
cial readiness of the organization. Fit measuresettient to which the technology is capable
of meeting the requirement of task. They came with conclusion that organizations must
only pursue applications with good fit and stromgamizational viability. Economic feasibil-
ity is a key indicator used to measure an orgaioizat readiness to implement technology.
The two main criteria for measuring economic feidigjbare; cost benefit analysis (e.g. net

present value) and transaction cost analysis, whestacing cost can increase customer’'s
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willingness to use a technology (Spraakman, 199 high-transaction frequency on the other
hand reduces transaction costs and the usage aipfiieation. In effect transaction cost is
higher where there is lack of usefulness and ebgsen

4 IdMS Conceptual Framework

TAM has proven to be a very useful tool for undmmging and predicting user behaviour in
information system implementation since it seekglare administration and control of in-

formation directly into the hands of users. (Aicldeo & Straul3, 2009). The following con-

structs are therefore adapted from TAM:

Perceived Usefulness is the degree to which a person thinks thatgusaimparticular system

will enhance his or her performance. In the cas¢Sdhe focus must br on how users be-
lieve identification systems can enhance their waglay transactions and interactions. The
more of such beliefs, the greater the confidencesefrs in the system. In effect high per-

ceived usefulness will lead to high intention toeqat identification systems.

Perceived Ease of Usdt is the degree to which a person believes ulsatg a particular sys-
tem will be free of effort (Davis, 1989). In IdM ptementations, this consists of the enrol-
ment process, ability to gain access to differemvises, easy access to support services, etc.
In effect high perceived ease of use will encouragers to accept IdMS. Factors such as
network anonymization tools, minimum disclosure p#rsonal information, or password
managers that securely keep track of differentemadls will lead to a high perceived ease of
use. (Cavoukian, 2008)

External pressure (Dass & Pal, 2009). Where theeedertain level of force or users require
the system to transact business activities, adomfahe system is high. For instance pass-
ports are mandatory for international travels asrdliat matter citizens will be under pressure

to adopt a biometric passport.

Privacy: Privacy is the right of individuals to decide whiaformation about himself should
be communicated to others and under what circurostafWestin, 1970). It is about people’s
right to choose how they want to live their ligmd what things they want to keep private (De
Hert, 2008). In effect privacy refers to the claamright of individuals to exercise a measure
of control over the collection, use and disclosofe¢heir personal information. (Cavoukian,
2008). Users are more inclined to adopt identityagement systems which offer a high level

of privacy assurance.

Trust: Trust is the state of readiness for unguardedantem with someone or something.
(Tway, 1993). Trust can be influenced by perceptiohintentions and past experiences. In
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Ghana for instance many business people percemendtional identifications systems can be
used for tax purposes or political witch huntingl avill therefore find various means to avoid
it. Negative perception on trust can have a dieffeict on attitudes towards the system. Ther-

fore high reliability and privacy protection pokd will lead to high level of trust.

Fit-Viability : (Tjan, 2001) technology fit issues are qualitatigctors that determine to what
extent an investment fits with the organizatiornfeqesses, capabilities and culture. Fit issues
are therefore ‘internal’ factors. In developing oties, such internal factors are literacy rate,
the level of political tolerance, infrastructureiltaral norms etc. Viability issues deal with
expected return the system is able to generaté, asiche value-added potential of the sys-

tem.

Transaction Cost Many people are reluctant to pay for governnevices even if it di-
rectly affects their livelihood. Therefore any systrequiring high transaction cost is bound

to fail in developing countries unless there aralternatives.

4.1 IdM Adoption Survey in Ghana
In an attempt to determine factors affecting IdM#®g@ion we conducted a survey using

stakeholder interviews and questionnaires. Theatilage of the interviews was to acquire bet-
ter understanding of the issues involved in Nafiod&lS implementation, which will influ-
ence the design of the questionnaire. The intervamused on key stakeholders in the ongo-
ing National Identification project and the govermhelectronic payment systems (E-Zwich
Project). We also interviewed key officials of magmmmercial banks and trading merchants
and two groups of citizens; those who have acquinede-Zwich cards and those who have
not. An interview guide was designed to ensure isterscy and to ensure that researchers

focus on the IdMS related issues.

In the case of the questionnaire, a group of exezuasters in administration (EMBA) par-
ticipants of Ghana Institute of Management and ieudministration (GIMPA) were select-
ed. This group was selected because they repraggptcal group of opinion leaders whose
views on national IdMS was the unit of analysisdaidnally | found it to be very cost effec-
tive due to budgetary constraints and offered neeojbportunity to explain the rationale be-
hind the various questions. 250 questionnaires \adrainistered and 230 responses were
received and analysed. The following key constrstased in 4 above were used to develop

the questionnaire.

4.2 Results and Discussion
Based on employment positions, 95% of the candsdateupy managerial positions. Even

though National Identity (NID) Cards system enceurs lot of opposition in western coun-
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tries, particularly the US and the United Kingdo®®% of respondents believed that NID
cards must be compulsory for all Ghanaians andthi®atards can be forged. Another inter-
esting finding was that 80% of respondents prédfet tards be issued to citizens free of
charge as a means of universal coverage and fopgewention. Another interesting finding
from the survey was that the respondents were oraus in their responses to questions on
governance, policy and monitoring. For instanceytall believed that their interest would be
considered in deciding how identity data is usedctviis consistent with Davis (1989) sug-
gestion that the design characteristics of a syseent immediate effects on perceived use-

fulness as well as indirect effects via perceivaskeeof use.

Even though security is a major concern in the Westhis survey respondents rather be-
lieved that the system will be secure and for thatter their personal data will not be affect-
ed even though they believed there are some niskdvied due to lack of competent person-
nel to manage the databases. Concerning compliexttye use of the cards, majority of the
respondents did not think it would be very diffictd use. A further probe however indicated
that this belief stems from the fact that respotsi@ave all used ATM cards and thought the
NID cards even in its advanced form may not be langtdifferent. They also believed that
the introduction of the identity cards will not lEaany negative impact on users’ personal
information and that they were prepared to tradesoime privacy for convenience, security
and faster access to public service. Strangelyhaltespondents were willing to allow identi-
fication authorities to share their personal daith wther government agencies and private
businesses. The analysis showed that among thasedihnot want identifications systems
to reveal their identity 90% were business own&here IdMS are required for key business
activity to take place, adoption is usually higlg(gpassport and health insurance card).

5 Conclusion and Recommendation

This paper has identified factors influencing tldog@tion of IdMS and its implementation
from developing countries’ perspective. It has shdiat security issues, privacy and ano-
nymity, which are very critical to developed couedt are not the major concerns of those in
developing countries. Rather, costs of equipment,implications and political issues were
the key factors. On the other hand perception dfipal and taxation motives were seen as
key factors that can inhibit the sustainabilitytibé system. This implies that to achieve high
levels of IdMS adoption, policy makers must go beyperceived usefulness and ease of use.
Citizens must have confidence in the system wittamyt hidden motives. Again IdMS im-
plementations can be successful in Africa if they @ssociated with mandatory systems like
passports and driving licences. Therefore, poli@kens and businesses must be careful in

dealing with the inhibiting factors, if future IdM8plementations are to be successful.
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Abstract— Privacy has become a major issue for policy mak€his has been impelled by

the rapid development of technologies that fad¢diteollection, distribution, storage, and ma-
nipulation of personal information. Business orgations are finding new ways of leverag-

ing the value derived from consumer information. ba other hand, consumers have ex-
pressed concerns that their rights and abilityotatrol their personal information are violated.

Paradoxically, it appears that users provide paisdata freely and willingly, as it has been

observed on Facebook and other social networks Jtdy is an attempt to understand the
relationship between individuals’ intentions todliise personal information, their actual per-
sonal information disclosure behaviours, and hosgé¢hcan be leveraged to develop privacy-
enhancing identity management systems (IDMS) tlsatsucan trust. Legal, regulatory and
technological aspects of privacy and technology#do are also discussed.

Keywords—Privacy, Trust, Identity, Identity Management

INTRODUCTION

Incidences of cyber fraud and abuse of privacyhenimternet can have serious consequences
for electronic business and the users’ trust ifigoering online transactions. When security is
breached, it also endangers user privacy anditrusstitutions. Such security breaches have
contributed to a growing desire for efficient amusieeffective measures in the design and

administration of IDentity Management Systems (IDMS

Several governmental and business initiatives seghkace the administration and control of

identity information directly in the hands of indiuwals. These initiatives are aimed at curtail-

ing security breaches and abuses of privacy inrdalboost user confidence in online trans-
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actions and interactions. They require that indiaid be given the right to exercise control
over the collection, use, and disclosure of thenspnal information — their digital personae.
Previous researches have proposed Fair Inform&tiactice (FIP) principles, Privacy by De-
sign (PbD) and The Seven Laws of Identity (CameTdre Laws Of Identity, 2005), [2], and

[3]. These proposed frameworks and best practieek 80 balance an individual's right to
privacy with the organization's legitimate needctdlect, use, and disclose personal infor-
mation. Such attempts to give users the latitudbdo digital identities are generally referred

to as user-centric.

Unfortunately, researchers and developers of usatric IDMS have mainly focused on
making existing IDMS architectures interoperabldiilev privacy should actually be at the
core of the IDMS design. Again, there is the peticepthat even though individuals advocate
for their privacy, they have little or no resereas in releasing their personal information in

social networks (e.g. Facebook).

This so-called “privacy paradox” is what motivatag study. Furthermore, many of the cur-
rent initiatives are focused on online solutions aervices in the digital world, but identity
management also needs to take into account diffessinetween users’ behaviour in the phys-
ical and the digital world. The objective of thi®rk is therefore to understand the major is-
sues involved in the design of privacy-enhanciniyifoand contribute to improved frame-
work and design principles for these.

The paper analyses existing international privaagulations and the proposed standards and
best practices in view of Technology Acceptance 8idd@AM) [4]. The remaining part is
divided into five sections. Section Il containsid#gfons and concepts and gives a review of
research on identity management, privacy and tlas$ection Ill, some of the major frame-
works, initiatives and best practices are preseatelcompared. Section IV deals with priva-
cy enhancing technologies for authentication antthaization, in particular U-Prove and
OAuth. In Section V we present an updated framevwan# discuss the requirements and
guidelines for realizing privacy-enhancing identityanagement, and finally, Section VI

summarizes our findings and conclusions and giveeseecommendations for future studies.

IDENTITY MANAGEMENT, PRIVACY AND TRUST

The objective of this work is to understand theangsues involved in the design of privacy-
enhancing IDMS. This is based on the premise thaigding privacy enhancing technology

is not just a technological problem but theorefisakial and regulatory dimension must also
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be addressed. The research problem then is “Whairfamust be considered in designing
privacy-enhancing IDMS that address both online affithe identity management issues?”.
To address the research question we analysed tjog pravacy and data protection regula-
tions, research initiatives, privacy-enhancing texdbgies in the light of technology ac-

ceptance model.

Identity and Identity Management

Identity in information systems consists of trad#iyibutes, and preferences, based on which
an individual may receive personalized servicess€hservices could be online, on mobile
devices, or face-to-face (Liberty, 2004). In essemdentity has both physical and digital di-
mensions. Digital (or electronic) identity is thien@ an electronic representation of a real-
world entity or an online equivalent of an indivadlRoussos, Peterson, & Patel, 2003). Tra-
ditionally, IDMS are ran by organizations that gohtall mechanisms for authentication (es-
tablishing confidence in an identity claim’s trutlfd authorization (deciding what an indi-
vidual should be allowed to do), as well as anyirithe-scenes profiling or scoring of indi-
viduals [5].

In this study, we adopt the Van Thuan (2007) didin of IDMS as “consisting of
processes, policies and technologies used to mahageomplete lifecycle of user identities
across a system and to control the user accessgteystem resources by associating their

rights and restrictions”.

To ensure protection of privacy, security and psmn of trusted services, different variations
of IDMS were used throughout history to establish basis for trade and governance by
means of tokens and technologies, seals, codedagesss signatures, jewellery, etc.
(3G_Americas, 2009). There has been a tremendawgtfyiin online government services,
business transactions and social interactionsinglessign-on (SSO) (Aichholzer & Strauf3,
2009). Such activities require efficient and effeetuser identification and authentication,
making IDMS very challenging. Clarke (1994) positat identification isthe association of
data with a particular human being’Authentication is a process that results in aq@ebe-
ing accepted as authorized to engage in or persomme activity (Whitley, 2009). Lips (2008)
suggested a shift in focus towards analyses ofmMider societal implications of IDMS im-

plementation and related social design issues.

Concepts of Privacy
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Privacy refers to the claim or right of individudts exercise a measure of control over the
collection, use and disclosure of their personfdrmation. Westin (2003) described privacy
concern as customers’ apprehension over the atiqniaind use of their personal data.

Until recently, personal identity and privacy wesemething of which each human being
could exercise a reasonable degree of controMaih the advent of the Internet and high-
speed communication technologies, it has becomdluamon for users to assume physical
control over the collection and use of their pesdamformation since data can be mishandled.
For example in many instances, users have littleooinvolvement the dissemination of their
personal information. In essence, mishandled paisaformation puts individuals’ privacy

interests at risk.

It is for this reason that governments must proteeir citizens. Interestingly, many of the
present privacy legislations in Europe were drafiadhe basis of the Strasburg Convention
of 1981 [6]. Therefore, legislation does not adeegyaassist in resolving contemporary pri-

vacy intrusion cases.

Furthermore, what constitutes personal informatias comparatively widened due to in-
creased usage of digital media for business anthlsimteractions, e.g. user names, pass-
words, etc. Moreover, the concept of privacy hath lmollective and individual dimensions
[7]. Hence, privacy cannot be conceptualised asraumy from collective norms. This is
what informs the debate on whether privacy protecis best approached on the basis that it
is a private good or a common good [8]. The rigintd obligations of individuals in many
countries have therefore been weighed againstdltective security and public safety goals —
particularly in the USA and UK [8].

Concepts of Trust

Privacy concern has far-reaching effects on indiald’ attitudes towards IDMS. Where there
is the concern of vulnerability, people become appnsive towards the systems. According
to the Oxford Dictionary, trust is the belief tismebody or something is good, sincere, hon-
est, etc., with no intention to harm or trick. Téeare different research positions on what
constitutes trust and on the outcomes of trustIf®the literature, trust has been defined as
the confidence in an exchange partner’s reliabgitygl integrity [10]. This confidence pro-
vides the basis for customers to believe in the#ity and integrity of organizations. It is

one of the building blocks for information shariMdilne & Boza (1999) and Norberg et al.

Page | 155



(2007) examined how privacy concerns are relatddusi. They have suggested that increas-

ing trust can mitigate privacy concern.

In Mayer et al. (1995) trust is conceptually distifrom the behaviours that may or may not
reflect it. Without a clear distinction between thehaviours the difference between trust and
similar constructs is blurred. For instance, Magfeal. conceptualized trust e willingness

of a party to be vulnerable to the actions of aeotparty based on the expectation that the
other party will perform a particular action imp@utt to the trustor, irrespective of the ability

to monitor or control that other party.

Effectively, in a trustworthy relationship, indiwidls are motivated to share personal infor-
mation freely with no fear of exploitation. Hen¢ryst can influence both positive and nega-
tive behaviour of people. This claim is sharedl®sang & Fabre in [11]. They observed that
the basic ingredients of trust are: 1) dependendd® trusted party, 2) reliability of the trust-

ed party, and 3) risk in case the trusted partysdud perform as expected. This implies that

trust requirements have direct correlation witk ggposure.

In the study conducted by Mayer et al., three irtggdrcharacteristics of trust were revealed:
Ability, benevolence and integrity. Ability also pties competence or perceived expertise.
Consistency, fairness and reliability were alsodus® describe integrity whereas loyalty,
openness and availability were used to describevmdence. These trust characteristics are
adopted in this study as the constructs of trust.

The Privacy Paradox

In many privacy scenarios, commercial interest& seanaximize the value of consumer in-
formation. For instance, many websites that prouseful information also require users to
register in order to access the information. Evesugh individuals may be willing to part
with personal information in order to realize thergeived benefits, many express concern

about the violation of their rights and abilitydontrol their personal information.

If we had perfect identity, security would not be iasue, just as systems with perfect ano-
nymity will not present any privacy problem. In tgpof the complaints, common use of Fa-
cebook, Twitter, etc., indicates that consumerseqoiiten freely release personal data in their
interactions and business transactions [12]. Thieferred to as “The Privacy Paradox” [12],
[6]. Privacy paradox is the relationship betweedividuals’ intentions to disclose personal

information and their actual personal informatiasctbsure behaviours.
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An IBM 2008 survey suggests that individuals séede-off between the increased value of
services and the consequent erosion in their pyiya8]. Consumers are on the one hand
seeking for online experience devoid of fraud, geeaand more conveniently delivered. Yet,

there are fears that this could lead to an erosiarsers’ privacy. In essence, technology has a

dual nature: User empowerment and raising secamityprivacy concerns.

Technology Acceptance Model (TAM)

Factors affecting technology adoption have beeeresxtely studied in the Information Sys-
tems literature. Morris & Dillon (1997) posit thaser acceptance is “the demonstrable will-
ingness within a user group to employ informatiechihology for the tasks it is designed to
support”. Notable research on adoption and diffugibtechnology includes Innovation Dif-
fusion Theory (Rogers, 1983), TAM (Davis, 1989) dhd unified theory of acceptance and
use of technology (UTAUT) (Venkatesh & Davis, 2000)

Perceived
Usefulness
Behavioural Actual System
: —>
Intentions Use
Perceived Ease of
Use Perceived Ease of Use and Perceived Usefulness can

Influence User Behaviour
Behavioural Intentions Will Then Lead to Actual Us
of Technology

Fig. 1. Main elements of the Technology Acceptavicelel (Adapted fronj4]).

In Davis (1989) perceived usefulness (PU) and pezdecase of use (PEOU) were theorized
to be fundamental determinants of behavioural irdes to accept or reject information tech-
nology, cf. Fig. 1. Perceived usefulness essent@discribes the degree to which a person
believes that an innovation will boost their penfi@nce (Davis, 1989). Perceived ease of use
on the other hand describes the degree to whiarsop believes that adopting an innovation
will be free of effort. In effect, users are moilely to adopt systems, which are easier to use
and offer some benefits, since these two factansafi@ct the behavioural intention to consid-
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er using it and actually using the innovation. Bebaral intentions are formed on the basis

of an individual’s attitude, subjective norms, gredceived control of an outcome [14].

Perceived usefulness, perceived ease of use aadibahal intentions will have already been
proven to be a reliable means for determining adoptf technology [4], [15]. This study
introduces aspects of trust and privacy in thegtesif privacy-enhancing IDMS. This is
based on the premise that users will feel comftetalith systems that protect their privacy
and are more likely to release personal informateonly trusted third parties — the essence

of user centricity [16].
FRAMEWORKS AND INITIATIVES
Regulatory Framework on Privacy

Motivations for good behaviour can generally belyse based on the risk of data disclosure
and regulatory exposure. Regulation in this regam be categorized into national and inter-
national. The Fair Information Practice princip{€#P) are a set of such principles developed
in the 1970s, which has been adopted by many gmemhagencies, public interest groups,
and private companies around the world [5]. TheaDization for Economic Cooperation and
Development (OECD) issued a set of data protedigdelines, which are an adaptation of
FIPs. These guidelines focus on privacy as perstatal flows between member countries. It
addresses the collection and use of personal dath, as names, addresses, government-

issued identifiers, etc.

The OECD guidelines are very instructive for desigrprivacy-enhancing IDMS. The key

sections are as follows (OECD):

e (Collection limitation. Limits to the collection of personal data should exist. Personal data
should be collected by lawful and fair means and, where appropriate, with the
knowledge or consent of the data subject (the individual).

e Data quality. Personal data should be relevant to the purposes for which it is collected
and used. It should be accurate, complete, and timely.

e Purpose Specification Principle. The purpose for which personal data are collected must
be specified no later than at the time of date collection and subsequent use must be lim-
ited to the fulfilment of those purposes or such others as are not incompatible with the
original purpose and as are specified on each occasion of change of purpose.

e Use limitation. Personal information should not be disclosed or otherwise used for other
than a specified purpose without consent of the individual or legal authority.

e Security. Reasonable security safeguards against such risks as loss, unauthorized access,
destruction, use, modification and disclosure should protect personal data.
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* Openness. The existence of systems containing personal data should be publicly known,
along with a description of the system’s main purposes and uses of the personal data in
the system.

e Individual Participation. An individual should have the right: a) to obtain confirmation
from a data controller, or otherwise, any information relating to them within a reasona-
ble time. The cost of obtaining such information must be reasonable and in a form that is
readily intelligible to him.

* Accountability. The keepers of personal data should be accountable for complying with
fair information practices. These principles are the logical starting point for anyone de-
signing an identity management system.

There are also various country- (or region-) spedtdws on privacy that seek to protect pri-
vacy. In Europe for instance, many of the privaog data protection laws have been brought
together as a harmonized European Union (EU) dadtegiion directive. All EU member
states are required to comply. The Directive presithechanisms to track misuse of personal
data and protection against the misapplicationes$@nal data [18]. Unlike the FIPs, breach-

ing legislations and directives can result in poogi®n in courts.

The major defects of the regulatory framework tavefold. In the first place, FIPs
originated long before the World Wide Web and tigital age [5]. Hence, they are inade-
guate in dealing with modern privacy since acquisiand use of personal information occurs
in microseconds and usually with no direct involegrnof parties. Secondly, on the Internet,
there are no specific border demarcations, makimfifficult to enforce country- or region-
specific laws on privacy and data protection. Tifisecause culprits might not be nationals of
the countries, where the incidence occurred (eegWikiLeaks cases).

User-Centric Identity Management Systems

The focus on users’ quest for power to exercisermétional self-determination has resulted
in several user-centric and claims-based IDMSatiutes (PrimeLife, 2009), (FIDIS, 2007),

(Cameron, 2005). User-centric IDMS is an approachive users greater control over their
personal information. However, the notion of usentdcity does not imply a trade-off be-

tween security and usability, but rather a focususer’s privacy and trust. For instance, in
their Austrian IDMS study, Aichholzer & Straufd (B)Addentified equality of access, privacy
protection and user convenience as major factomsrmdening users’ acceptance of IDMS.
Cameron’s Seven Laws of Identity have thereforenlvéidely regarded as a guide for provid-

ing user-centric IDMS solutions. Generally, the $a@f identity prescribe the need for con-
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sistent user experiences in online transactiors, wsderstanding, user choices and control,

and minimum disclosure of user information to othlg intended parties.

Identity providers therefore act as trusted thiedtips to store user accounts and profile in-
formation and authenticate users (OECD, The Rol®igital Identity Management in the
Internet Economy: A Primer for Policy Makers, 2008grvice providers on the other hand
accept assertions or claims about users from thetitgt providers. Since identity providers
do not form a federation in a user-centric IDMS mldtiey are seen as operating in the inter-

est of users instead of the service providers (@fed “relying parties”).

A feature in user-centric IDMS, which makes themrenprivacy enhancing, is the fact that
users have the privilege of choosing what infororato disclose when dealing with service
providers in particular transactions and still Sfgtithe need to provide certain information
the transaction requires (OECD, The Role of Digltntity Management in the Internet
Economy: A Primer for Policy Makers, 2009), [20].

Privacy Research Initiatives

To address the inefficiencies of regulations disedsabove, a wide range of industry, aca-
demic, and governmental organizations in Europeegbiforces in a number of research pro-
jects, among thesePtivacy and Identity Management for Europe (Primeghd “Privacy
and ldentity Management in Europe Throughout LifanGeLife)” [21]. These projects have
developed working prototypes of privacy-enhanciDyl5, These EU initiatives provide very
good frameworks for building privacy-protecting II@ylalthough they do not cover US spe-

cific regulations.

Kim Cameron, Microsoft Identity Architect, and Ai@avoukian, Ontario’s Information Pri-
vacy Commissioner, have done a lot of research roragy, which is becoming industry
standard. In her paper, “7 Laws of Identity: Thes€#or Privacy-Embedded Laws in the Dig-
ital Age,” Cavoukian (2008) offered a unique intetation of Cameron’s Laws of ldentity.
Cavoukian further proposed seven foundational pyivarinciples, referred to as Privacy by
Design (PbD) principles. Her proposal was basethemotion that innovation, creativity and
competitiveness must be approached from a desighinly perspective [22]. In a separate
study, Peter Schaar posits that “PbD is adjuvanalfinds of IT systems designated or used
for the processing of personal data. It should leeuaial requirement for products and ser-
vices provided to third parties and individual cusers.” [3]. Table | provides a summary of

the seven laws of identity, the FIPs and Cavaoki&uD.
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TABLE |
MAPPING OF THELAWS OFIDENTITY, PRIVACY BY DESIGN AND THEFAIR INFORMATION PRACTICES

Seven Laws of Identity FAIR INFORMATION PRACTICES
(FIP)

PRIVACY BY DESIGN

1 — User Control and Consent:

Technical identity systems must

only reveal information identify- Privacy as the default
. . , Collection limitation

ing a user with the user’s con- setting

sent

2 — Minimal Disclosure for a

Constrained Use: The identity | Privacy as the Default

metasystem must disclose theata quality .
Setting

least identifying information

possible, as this is the most sta-

ble, long-term solution.

3 — Justifiable Parties: IDMSsPurpose Specification
must be designed so the disclo-

Privacy as the default

sure of identifying information .
setting

is limited to parties having a

necessary and justifiable place iHSe limitation.

a given identity relationship.

4 — Directed Ildentity:

A universal identity meta system
must support both “omnidirec- End-to-End Security

The seven laws of identity also describe the bfsis “unifying identity metasystem” that
can be applied to identity on the Internet. Thentilg Metasystem is an interoperable archi-
tecture for digital identity, which assumes thagrsswill have several digital identities based
on multiple underlying technologies, implementasioand providers (Cameron, The Laws Of
Identity, 2005). It ensures that not only are indlisals in control of their identity, but also
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organizations will be able to continue to use tlegisting identity infrastructure investments,
choose the identity technology that works bestth@m, and more easily migrate from old
technologies to new technologies without sacrificinteroperability with others (Cameron,
The Laws Of Identity, 2005).

The major informational privacy [23] emanating frahgital identities in the identity meta-
system are observability and linkability. Obsenliibis the possibility that others, including
communicating parties, service providers, eavesmapand third parties will gain infor-
mation. Linkability on the other hand describes pbssibility of linking different data or data

sets to an individual for further analysis.

PRIVACY-ENHANCING TECHNOLOGIES

The move to online services offers great promiséerms of both cost reduction and im-
proved user experience. However, the realizatiothisfpromise has been severely hampered
by the lack of trust on the Internet — specificatlye absence of a practical mechanism for
users to obtain and present strong, verified digientity information online. In some cases,
the information simply is not available in a digitarm; however, even when it is available,
the current set of identity technologies force adéroff between the level of identity infor-
mation assurance that can be achieved and the déywivacy given to users. Further, the
user‘'s experience for providing this informatioroiten inconsistent and difficult, and some-

times redundant.
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TABLE Il
ANALYSIS OFU-PROVEAND OAUTH IN THE LIGHT OF THEUSER CENTRIC SOLUTIONS

DESCRIPTION U-PROVE OAUTH

Purpose of the Applica-Designed for Electronic _ _ _
For information sharing on

tion Transactions and Communi-
. the internet
cation
Coverage Video, Photos and Contact
List
Minimal Disclosure
Trust Uses Cryptography Does not use Cryptography

User Control & Consent Does not allow profiling Users can grant3access

Privacy personal resources without

Perceived Trust sharing password

Pluralism of Operators OAuth works on Desktop

and Technoloai¢ Applications

Digital identity must embrace both being public d®ihg private by providing both anonym-
ity and pseudonymity. It always exists in a contextd we expect the context to have the
same degree of separation, which we are usedtteinatural world, even though space and

time no longer serve as insulation.

In a user-centric IDMS, the issue of distrust betwehe user and the relying party is ad-
dressed, because the identity provider acts asstetf third-party broker. This occurs because
individuals may have several identity providers &dthat matter, their information may not
be stored in one place. Users will naturally tiustkers they can control whereas relying par-
ties will not trust a broker if the claims assertgé actually self-vouched by the user [16],
(OECD, The Role of Digital Identity Management metinternet Economy: A Primer for
Policy Makers, 2009).

This is what the U-prove and OAuth technologieskdeeaddress by managing claims and
attributes so that relying parties are assured tti@tinformation is correct before engaging
with the user, without necessarily revealing thenity of the user. This approach will still

leave the user in control. U-Prove and OAuth endideuse of services with minimum dis-
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closure of personal information and fine-grainetedation of authorization between service

providers. Some of their features are summarizedrfollowing.

U-Prove

U-Prove is an advanced cryptographic software desigfor electronic transactions and
communications to overcome a long-standing dilerbetaveen identity assurance and priva-
cy already mentioned (OECD, The Role of Digital Nty Management in the Internet
Economy: A Primer for Policy Makers, 2009), (Micofts Connect, Microsoft U-Prove
Community Technology Preview R2, 2010). The tecbgyplis part of Microsoft’s drive to
promote an open identity and access model for iddals, businesses and governments,
based upon the principles of the identity metasggt@ameron, The Laws Of Identity, 2005).

The dilemma is addressed by enabling minimal d&o of identity information in electron-
ic transactions and communications. To ensure numindisclosure the U-Prove Agent soft-
ware acts as an intermediary between websites. alloiws users to share data in a manner
that protect their privacy, since they can now d®tw share or otherwise. U-Prove includes
a mechanism that separates the retrieval of infoomdrom trusted third parties from the
release of this information to the destination.sitkis implies that the organization issuing
the information is prevented from tracking wherendren information is used. The destina-

tion site is similarly prevented from linking useostheir activities.

OAuth

Open Authorisation (OAuth) is an open standardafghorization, which gives users the abil-
ity to grant third-party access to their resounsthiout sharing their passwords [25]. It also
provides a way to grant limited access (in scopeattbn, etc.). OAuth allows users to share
their private resources (e.g. photos, videos, abrists, bank accounts) stored on one site
with another site without having to hand out the®dentials, typically username and pass-
word. The concept of OAuth is based on the metapharvalet key of car, since it only gives
third parties a controlled (limited) access to tae [26], [25]. OAuth mimics the valet key
metaphor by providing sites with just enough infatimn to accomplish what the user has
requested, but not allowing third-party sites asdesany other user information. Precisely, it
only allows users to hand out to third parties tek@nstead of credentials) to their data host-
ed by a given service provider. The tokens couldra@ting a printing service access to pho-

tos without sharing username and password. OAWhvhich is the latest version, focuses
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on client developer simplicity (not user simpligitwhile providing specific authorization

flows for web and desktop applications, mobile pFgrand living room devices [25].

Table Il presents some of the main features of i and OAuth and compares them with

the privacy design principles discussed above.

IMPROVED FRAMEWORK AND GUIDELINES

The fact that present privacy laws are based ariples drafted many years ago, when the
web did not exist, shows that privacy legislatiazed to make a quantum leap to be in line
with the realities of today’s real life operatingveonment.In cyberspace, there are no clear
visual cues about the level of privacy availablg Existing privacy legislations and regula-

tions do not adequately deal with digital identggues, because laws are country- or region-

specific, and the FIPs are not laws.

Important privacy considerations are in relatiothwdata collection, data usage, storage, data
minimization, anonymity, pseudonymity, and the ekxt® which individuals have control
over their personal information. Generally, idgnsystems that facilitate anonymity and
pseudonymity may offer better promise of privacyeksence, to ensure privacy, risk of vul-
nerability, the lifespan of identity informationné the costs of processing, storage and dele-

tion are critical.

Linking identities that do not share the same degf anonymity, or that contain dif-
ferent sets of attributes may allow others to owere pseudonyms and discover the user’s
identity. Differences may arise as to which pragiof identity and other data collection, use,
and retention can be left to market forces andehbat should be the subject of government
intervention. Controlling linkability involves botimaintaining separate contexts so observers
cannot accumulate sensitive data and being cautibes identity information is requested to

keep track of information disclosure [5].

Since much of the literature on privacy enhancmtatives aims at introducing technologies
with the user in mind it was apparent that the ysiglis carried out in the light of Technology
Acceptance Model. For instance if privacy must béa core of the design [22], then obvi-
ously the original TAM must be extended to inclymi&vacy as a construct. Likewise, to ad-
dress the dilemma between identity assurance awacpy trust must also be added as a con-

struct.

We therefore propose to add Perceived PrivacyRerdeived Trust as constructs to

the original TAM, cf. Fig. 2. As shown in the diagn Perceived Usefulness, Perceived Ease
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of Use, Perceived Trust and Perceived Privacyafiict users’ behavioural intentions and in

the end their decision to conveniently use the IDMS

IDMS having privacy design flaws can generate aslveonsequences for consumers, includ-
ing the risk of identity theft. On the contrary,NI3 can play a privacy protective role, partic-

ularly in the context of social interactions.

TABLE IlI
FACTORS TO BECONSIDERED IN THE DESIGN OFPRIVACY -ENHANCING IDMS

ltem MEASUREMENT Description
CRITERIA
Perceived Usefulness Ease of Use Perceived usefulness describes the

Enhanced Security degree to which a person believes

that an innovation will boost their
Identity Fraud prevention

performance
Data Quality
Perceived Ease of Use User-Centricity Perceived ease of use describes
Universal Coveragethe degree to which a person be-

(Online/Offline) lieves that adopting an innovation

will be free of effort.
Perceived Privacy Best Practices Application of Laws, Regulations
and the laws of identity (see table
2)

Regulations, Privacy by

design

Perceived Trust Ability The group of skills, competes

-l = - —a Tl alo a1 —_—— =

Page | 166



On the basis of this extended theoretical framewedommendations for improved design of
privacy-enhancing IDMS can be derived. Table llaisummary of the major items, which
must be taken into consideration during the desigprivacy-enhancing technologies. For

Per ceived
Usefulness

[

Per ceived Ease of
Use

Actual System
Use

A 4

Behavioural
Intentions

Per ceived Privacy \
In the case of Privacy Enhencing IDMS, Privacy and

Trust can also affect user’'s behaviour in additiorPU

and PEOU.

Hence, PU, PEOU, Perceived Trust and Perceive@d&riv

Perceived Trust will influence Behavioural intention

Behavioural Intentions will then lead to actual wdethe

Privacy Enhancing IDMS -/

Fig.2. Technology Acceptance Model applied to pyjvanhancing identity managemerithe diagrar
shows that users’ privacy behaviour is influencgdbw easy it is to use the IDMS, and their periosst or
the system’s usefulness, privacy and trust conaiibers. This behaviour then influences the actyatesr

use.(Adapted froni4]).
instance, the concept of privacy will result inygtem having privacy as a default [22]. Simi-
larly, trust considerations will help in overcomitite “dilemma between identity assurance
and privacy (OECD, 2009), (Microsoft_Connect, 2010)

FINDINGS & CONCLUSION

This study analysed the concepts of privacy, traist, the key regulatory and research initia-
tives on privacy enhancing IDMS. Major frameworksluding the Laws of Identity, the Fair
Information Practices principles and the Privacylmssign principles were examined. As a
result, we found that perceived privacy and peextitrust should be added as constructs to
the Technology Acceptance Model, in order to adedyaepresent privacy-enhancing identi-
ty management for the benefit of users and semiogiders. This also aids in resolving the

“Privacy Paradox” and resolving the dilemma betwpgwacy and identity assurance.

The extensive amount of research in this areadthsi$ to the stage, where we now have a
fairly good understanding of design principles &t practices, and we also start to have
technologies available for development of serviaed solutions that can empower users,
protect their privacy and support fine-grained colndf access to resources online. This work

is therefore an important contribution to the fertdevelopment.
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One of the remaining issues is to explore how tlfieseeworks and technologies can address
privacy and identity management in the physicalldvoFhe mechanisms of establishing trust
in the physical world are not necessarily the sas¢hose that are used in the digital world
online. As it has been phrased “the Internet wal$ Wwithout a way to know who or what you
are connecting to” (Cameron, The Laws Of Iden2@05). Many of the recent initiatives are
aimed at establishing an “identity layer” on théemet. But since physical identity cards,
tokens etc. are use in both worlds we need moré& weolink the usage and achieve “human
integration” [1]. Users need to feel equally contdibie consuming services in the physical

and digital world.
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Paper 3

KEEPING IDENTITY PRIVATE:

ESTABLISHING TRUST IN THE PHYSICAL AND A DIGITAL WO RLD FOR
IDENTITY MANAGEMENT SYSTEMS

Joseph K. Adjei and Henning Olesen

pivacy has become a major issue for policy makehnss ias been impelled by the rapid de-
velopment of technologies that facilitate coliect distribution, storage, and manipulation
of personal information. This study is an attengptihderstand the relationship between indi-
viduals’ intentions to disclose personal informatitheir actual personal information disclo-
sure behaviors, and how these can be leverageedviEap privacy-enhancing identity man-
agement systems (IDMS) that the users can trugialleegulatory and technological aspects

of privacy and technology adoption are also disedss

Incidences of cyber fraud and abuse of privacyhenimternet can have serious consequences
in electronic business and the users’ trust inquaring online transactions. When security is
breached, it endangers users privacy and trushgtitutions. Such security breaches have
contributed to a growing desire for efficient anusieeffective measures in the design and

administration of IDMS.

Several government and business initiatives segiace the administration and control of
identity information directly in the hands of indivals. These initiatives are aimed at curtail-
ing security breaches and abuses of privacy totheger confidence in online transactions
and interactions. IDMS require that individualsdreen the right to exercise control over the
collection, use, and disclosure of their personfdrmation—their digital personae. Previous
researches have proposed the Laws of IdentityHdi}, Information Practice (FIP) principles
[2], and Privacy by Design (PbD) [3]. These progbfameworks and best practices seek to
balance an individual’s right to privacy with theganization’s legitimate need to collect, use,
and disclose personal information. Such attemptgite users the latitude to their digital

identities are generally referred to as user-centri

Unfortunately, researchers and developers of usatric IDMS have mainly focused on
making existing IDMS architectures interoperabldiilev privacy should actually be at the
core of the IDMS design. Again, there is the petiogpthat even though individuals advocate
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for their privacy, they have little or no resereas in releasing their personal information in
social networks (e.g., Facebook). This so-calladagy paradox [4] is what motivates our
study. Furthermore, many of the current initiatie@e focused on online solutions and ser-
vices in the digital world, but identity managemaeeds to take into account the differences
between users’ behavior in the physical and digitatlds. The objective of this article is to
understand the major issues involved in the desigmivacy-enhancing IDMS and contribute
to improved framework and design principles forsihe

Identity Management, Privacy, and Trust

The objective is based on the premise that degigaiprivacy-enhancing technology is not

only a technological problem, but theoretical, aband regulatory dimensions must also be
addressed. The research problem is then: “Whabrfachust be considered in designing pri-
vacy-enhancing IDMS that address both online afithefidentity management issues?” To

address the research question, we analyzed the prajacy and data-protection regulations,

research initiatives, and privacy-enhancing teabgiek in light of technology acceptance

model (TAM) [5].

Identity and Identity Management

Identity in information systems consists of trad#tributes, and preferences so an individual
can access protected resources and receive persohakrvices. These services could be
online, on mobile devices, or face to face [6]esisence, identity has both physical and digi-
tal dimensions. Digital identity is therefore aeatonic representation of a real-world entity
or an online equivalent of an individual [7]. Tradnally, IDMS are ran by organizations that
control all mechanisms for authentication (est&lntig confidence in an identity claim’s
truth) and authorization (deciding what an indigtlahould be allowed to do), as well as any
behind-the-scene profiling or scoring of individaig]. In this study, we adopt the Van Thu-
an definition of IDMS as consisting pfocesses, policies, and technologies used to neanag
the complete life cycle of user identities acrosystem and to control the user access to the
system resources by associating their rights astrictions.[9]

To ensure protection of privacy, security, and miow of trusted services, different varia-
tions of IDMS were used throughout history to eksalthe basis for trade and governance by
means of tokens and technologies, seals, codedagessssignatures, and jewelry [10]. There
has been a tremendous growth in online governnexmices, business transactions, and so-
cial interactions via a single signon (SSO) [1Q]cl® activities require efficient and effective
user identification and authentication, making IDM&ry challenging. Clarke posits that

identification is “the association of data withparticular human being” [11]. Authentication
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is a process that results in a person being aat@gtauthorized to engage in or perform some
activity [12]. Lips suggested a shift in focus todianalyses of the wider societal implica-
tions of IDMS implementation and the related sodedign issues [13].

Concepts of Privacy

Privacy refers to the claim or right of individudts exercise a measure of control over the
collection, use, and disclosure of their person&drmation. Westin described privacy con-
cern as customers’ apprehension over the acquisatiol use of their personal data [14]. Until
recently, identity and privacy were things in whigach human being could exercise a rea-
sonable degree of control [15]. With the adveniraérnet and high-speed communication
technologies, it has become an illusion for thesis® assume physical control over the col-
lection and use of private information since dada be mishandled. For example, in many
instances, the users have little or no involvemerihe dissemination of their details. In es-
sence, mishandled personal information puts indadisl privacy interests at risk. It is for this
reason that governments must protect their citiziensrestingly, many of the present privacy
legislations in Europe were drafted on the basishef Strasburg Convention of 1981 [15].
Therefore, the legislation does not adequatelystssi resolving contemporary privacy-

intrusion cases.

Furthermore, what constitutes personal informatias comparatively widened due to the
increased usage of digital media for business amthlsinteractions, e.g., usernames and
passwords. Moreover, the concept of privacy hak botlective and individual dimensions
[16]. Hence, privacy cannot be conceptualized daereumy from collective norms. This is
what informs the debate on whether privacy protecis best approached on the basis that it
Is a private or a common good [17]. The rights ahtigations of individuals in many coun-
tries have therefore been weighed against the ativde security and public safety goals—
particularly in the United States and the Uniteddtiom [17].

Concepts of Trust

Privacy concern has far-reaching effects on indiald’ attitudes toward IDMS. Where there
is the concern of vulnerability, people become appnsive toward systems. According to
Oxford Dictionary, trust is the belief that somelpaat something is good, sincere, honest,
etc., with no intention to harm or trick. There diferent research positions on what consti-
tutes trust and the outcomes of trust [18]. Inliteeature, trust has been defined as the confi-
dence in an exchange partner’s reliability andgrte [19]. This confidence provides the
basis for the customers to believe in the religbdind integrity of organizations. It is one of

the building blocks for information sharing. Milad Boza [20] and Norberg et al. [21] ex-
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amined how privacy concerns are related to truseyThave suggested that increasing trust

can mitigate privacy concerns.

In Mayer et al. [18], trust is conceptually distifiom the behaviors that may or may not re-
flect it. Without a clear distinction between beioas, the difference between trust and simi-
lar constructs is blurred. For instance, Mayer.et@ceptualized trust as the willingness of a
party to be vulnerable to the actions of anothetypaased on the expectation that the other
party will perform a particular action important tioe trustor, irrespective of the ability to
monitor or control the other party. Effectively, antrustworthy relationship, individuals are
motivated to share personal information freely withfear of exploitation. Hence, trust can
influence both the positive and negative behavairpeople [22]. Jgsang & Fabre, (2005)
observed that the basic ingredients of trust are

» dependence on the trusted party
* reliability of the trusted party
» risk in case the trusted party does not perforexaected.
This implies that trust requirements have a dicectelation with risk exposure. In the study

conducted by Mayer et al., three important charesties of trust were revealed:

* ability
* benevolence
e integrity.

Ability implies competence or perceived expertiSensistency, fairness, and reliability were
used to describe integrity, whereas loyalty, opeanand availability were used to describe
benevolence. These trust characteristics are adlaptéis study as the constructs of trust and
are therefore important factors that must be cameul in the design of privacy-enhancing
IDMS.

The Privacy Paradox

In many privacy scenarios, commercial interest& seanaximize the value of consumer in-
formation. For instance, many Websites that prousieful information make the users regis-
ter to access the information. Even though indialdumay be willing to part with personal
information to realize the perceived benefits, manpress concern about the violation of
their rights and ability to control their persomaiormation. If we had perfect identity, securi-
ty would not be an issue, just as systems withggédnonymity will not present any privacy
problem. In spite of the complaints, common us€afebook and Twitter indicates that con-
sumers quite often freely release personal datheim interactions and business transactions

[21]. This is referred to as the privacy paradoX][121]. The privacy paradox is the relation-
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ship between individuals’ intentions to disclosespeal information and their actual personal
information disclosure behaviors. The 2008 IBM syrwsuggests that individuals see a
tradeoff between the increased value of servicestlam consequent erosion in their privacy
[23]. Consumers are on the one hand seeking aneoekperience that is devoid of fraud,

cheap, and more conveniently delivered, yet, onother hand, there is fear that this could
lead to an erosion of users’ privacy. In esseresrtology has a dual nature: 1) user empow-

erment and 2) raising security and privacy concerns
Technology Acceptance Model

Factors affecting technology adoption have beeersktely studied in the information sys-
tems literature. Morris and Dillon posit that useceptance is “the demonstrable willingness
within a user group to employ information techngldgr the tasks it is designed to support”
[24]. Notable research on the adoption and diffasibtechnology includes innovation diffu-
sion theory [25], TAM [5], and the unified theory acceptance and use of technology [26].
In [5], perceived usefulness (PU) and perceive@ edsise (PEOU) were theorized to be fun-
damental determinants of behavioral intentions doept or reject information technology
(Figure 1). PU essentially describes the degreehich a person believes that an innovation
will boost their performance [5]. PEOU, on the aothand, describes the degree to which a
person believes that adopting an innovation willflee of effort. In effect, users are more
likely to adopt systems that are easier to useddiadl some benefits since these two factors
can affect the behavioral intention to considengdhe technology and actually using the
innovation. The behavioral intentions are formedtmnbasis of an individual’s attitude, sub-
jective norms, and perceived control of an outcd2¥g. PU, PEOU, and behavioral inten-
tions have already been proven to be a reliablenmfa determining adoption of technology
[5], [28]. This study introduces aspects of trusd goprivacy in the design of privacy-
enhancing IDMS. This is based on the premise thatsuwill feel comfortable with systems
that protect their privacy and are more likely étease personal information to only trusted
third parties—the essence of user centricity [29].
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PEOU and PU can influence user behavior.
Behavioral intentions will then lead to actual use
of technology.

FIGURE T The main elements of TAM. (Adapted from [5]).

Frameworks and Initiatives
Regulatory Framework on Privacy

Motivation for good behavior can generally be amatl based on the risk of data disclosure
and regulatory exposure. Regulation in this regaurd be categorized as national and interna-
tional. The FIP principles are a set of such pples developed in the 1970s, which has been
adopted by many government agencies, public irttgresips, and private companies around
the world [8]. The Organization for Economic Coad@n and Development (OECD) issued
a set of data-protection guidelines that are amptatian of FIPs. These guidelines focus on
privacy as personal data flows between member desntt addresses the collection and use
of personal data such as names, addresses, anthigeve issued identifiers. The OECD
guidelines are very instructive for the design o¥gcy-enhancing IDMS. The key sections

are as follows [30]:

e Collection Limitation: Limits to the collection of personal data should exist. Personal
data should be collected by lawful and fair means and, where appropriate, with the
knowledge or consent of the data subject (the individual).

e Data Quality: Personal data should be relevant to the purpose for which it is collected
and used. It should be accurate, complete, and timely.

* Purpose Specification Principle: The purpose for which personal data are collected
must be specified no later than at the time of data collection, and its subsequent use
must be limited to the fulfillment of those purposes or such others as are not incom-
patible with the original purpose and as are specified on each occasion of change of
purpose.
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* Use Limitation: Personal information should not be disclosed or otherwise used for
other than a specified purpose without the consent of the individual or legal authori-

ty.

e Security: Reasonable security safeqguards against such risks as loss, unauthorized ac-
cess, destruction, use, modification, and disclosure should protect personal data.

e QOpenness: The existence of systems containing personal data should be publicly
known along with a description of the system’s main purposes and uses of the per-
sonal data in the system.

* Individual Participation: An individual should have the right to obtain confirmation
from a data controller, or otherwise, any information relating to them within a rea-
sonable time. The cost of obtaining such information must be reasonable and in a
form that is readily intelligible to him.

* Accountability: The keepers of personal data should be accountable for complying
with the FIPs. These principles are the logical starting point for anyone designing an
IDMS.

There are various country- (or region-)specificdaam privacy that seek to protect privacy. In
Europe for instance, many of the privacy and datdegtion laws have been brought together
as a harmonized European Union (EU) data-protedimective. All EU member states are
required to comply. The directive provides the nattms to track misuse of personal data
and protection against the misapplication of pesbalata [31]. Unlike the FIPs, breaching
legislations and directives can result in prosecuin courts. The major defects of the regula-
tory framework are twofold. In the first place, BE’s were implemented long before the
World Wide Web and digital age [8], they are inadkt@ in dealing with modern privacy
since acquisition and use of personal informatiocucs in microseconds and usually with no
direct involvement of parties. Secondly, on thesiinét, there are no specific border demarca-
tions, making it difficult to enforce country- cegion-specific laws on privacy and data pro-
tection. This is because culprits might not bearatis of the countries where the incidence
occurred (e.g., the WikiLeaks cases). The CopemhBgeacy Workshop 2011 came up with
some recommendations, which were summed up in theeihagen Privacy Principles
(CPPs) [32]. Some of the key recommendations wezeneed for a mandatory privacy risk
assessment and privacy impact assessment. Anotherskggestion was the possible
measures taken to enhance privacy protection, whidhded the right to not be tracked and
traced without consent, the introduction of metadahen collecting data to aid data expira-

tion and deletion, and the right to have data ddlepon request (the right to be forgotten).
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User-Centric IDMS

The focus on users’ quest for power to exercisermétional self-determination has resulted
in several user-centric and claims-based IDMSatiites [1], [33], [34]. User-centric IDMS

is an approach to give users greater control dveir personal information. However, the
notion of user centricity does not imply a traddaétween security and usability but rather a
focus on users’ privacy and trust. For instanceheir Austrian IDMS study, Aichholzer and
Straul3 [35] identified equality of access, privgogtection, and user convenience as major
factors determining users’ acceptance of IDMS. Gamie seven Laws of Identity [1] have
therefore been widely regarded as a guide for drogiuser-centric IDMS solutions. Gener-
ally, the Laws of Identity prescribe the need fonsistent user experiences in online transac-
tions, user understanding, user choices and coranal minimum disclosure of user infor-

mation to only the intended patrties.

Identity providers therefore act as trusted thiadtips to store user accounts and profile in-
formation and authenticate users [36]. Service idexg, on the other hand, accept assertions
or claims about users from the identity provid&mce identity providers do not form a fed-
eration in a user-centric IDMS model, they are sagmperating in the interest of users in-
stead of service providers (also called relyingipsy. A feature in user-centric IDMS, which
makes them more privacy enhancing, is the factubats have the privilege of choosing what
information to disclose when dealing with serviceviders in particular transactions and still

satisfy the need to provide certain informationtfoe transaction required [35], [36].
Privacy Research Initiatives

To address the inefficiencies of regulations disedsabove, a wide range of industry, aca-
demic, and governmental organizations in Europeegiforces in a number of research pro-
jects [among these Privacy and Identity Managen@nEurope (Prime) and Privacy and
Identity Management in Europe Throughout Life (Rritfe)] [33] that have developed work-
ing prototypes of privacy-enhancing IDMS. These ialiatives provide very good frame-
works for building privacy-protecting IDMS, althdughey do not cover the U.S.-specific
regulations. Kim Cameron, Microsoft Identity Aratt, and Ann Cavoukian, Ontario’s In-
formation Privacy Commissioner, have done a lateskarch on privacy, which is becoming
an industry standard. In her article “7 Laws otmdty: The Case for Privacy-Embedded
Laws in the Digital Age” [2], Cavoukian offeredumique interpretation of Cameron’s Laws
of Identity. Cavoukian further proposed seven fatmhal privacy principles, referred to as
PbD principles. Her proposal was based on the ndkiat innovation, creativity, and compet-

itiveness must be approached from a design-thinkergpective [37]. In a separate study,
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Schaar posits that “PbD is an adjuvant for alldsrof IT systems designated or used for the
processing of personal data. It should be a crueglirement for products and services pro-
vided to third parties and individual customer§].[Table 1 provides a summary of the seven
Laws of Identity, the FIPs, and Cavoukian’s PbDe ®even Laws of Identity describe the
basis for a unifying identity metasystem that canapplied to identity on the Internet. The
identity metasystem is an interoperable architectar digital identity, which assumes that
users will have several digital identities basedmaritipleunderlying technologies, implemen-
tations, and providers [1]. It ensures that noyarke individuals in control of their identity
but also the organizations will be able to contitmeise their existing identity infrastructure
investments, choose the identity technology thaka/best for them, and more easily migrate
from old technologies to new technologies withadrgicing interoperability with others [1].
The major informational privacy [14] emanating frahigital identities in the identity meta-
system are observability and linkability. Obsenlipis the possibility that others, including
communicating parties, service providers, eavegayy and third parties,will gain infor-
mation. Linkability, on the other hand, describke possibility of linking different data or

data sets to an individual for further analysis.

TaeLe 1 Mapping of the Laws of Identity, the FIPs, and PbD.

Seven Laws of Identity FiIPs PbD

1) User Control and Consent. Technical identity systems must Collection limitation Privacy as a default setting
only reveal information identifying a user with the user’s
consent.

2) Minimal Disclosure for a Constrained Use: The identity Data quality Privacy as a default setting

metasystem must disclose the least identifying information
possible, as this is the most stable, long-term solution.

3) Justifiable Parties: IDMS must be designed so that the Purpose specification; Privacy as a default setting
disclosure of identifying information is limited to parties use limitation
having a necessary and justifiable place in a given identity
relationship.

4) Directed Identity. A universal identity metasystem must Security End-to-end security. Complete
support both omnidirectional identifiers for use by public life-cycle protection; proactive
entities and unidirectional identifiers for use by private and preventive

entities, facilitating discovery and prevent unnecessary
release of correlation handles.

5) Pluralism of Operators and Technologies: A universal Openness Visibility and transparency—
identity solution must utilize and enable the interoperation keep it open
of multiple identity technologies run by multiple identity
providers.

6) Human Integration: The identity metasystem must define Individual participation Privacy enhancing design; full
the human user to be a component of the distributed functionality

system, integrated through unambiguous human-machine
communication mechanisms offering protection against
identity attacks.
7) Consistent Experience Across Contexts: The unifying identity ~ Accountability and Visibility and transparency—
metasystem must guarantee its users a simple, consistent audit keep it open
experience while enabling separation of contexts through
multiple operators and technologies.

Privacy-Enhancing Technologies

The move to online services offers great promiséerms of both cost reduction and im-
proved user experience. However, the realizatiotmisfpromise has been severely hampered
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by the lack of trust on the Internet specificathye absence of a practical mechanism for users

to obtain and present strong, verified digital iatgrinformation online.

In some cases, the information is simply not aéaélan digital form; however, even when it
is available, the current set of identity technadsdgorce a tradeoff between the level of iden-
tity information assurance that can be achievedthadevel of privacy given to users. Fur-
ther, the users’ experience for providing this mation are often inconsistent and difficult
and sometimes redundant. Digital identity must emérboth being public and private by
providing both anonymity and pseudonymity. It alwagxists in a context, and we expect the
context to have the same degree of separationhwigcare used to in the natural world, even
though space and time no longer serve as insuldticen user-centric IDMS, the issue of dis-
trust between the user and the relying party isest#d, because the identity provider acts as
a trusted third-party broker. This occurs becamskviduals may have several identity pro-
viders, and for that matter, their information mayt be stored in one place. The user will
naturally trust brokers who can control, whereasrélying parties will not trust a broker if

the claims asserted are actually self-vouched éyider [29], [36].

This is what the state-of-the-art technologies faacheworks such as U-Prove, identity mixer
(IDEMIX), and open authorization (OAuth) technolegiseek to address by managing claims
and attributes so that the relying parties arerasistihat the information is correct before en-
gaging with the user, without necessarily revealimgidentity of the user. This approach will
still leave the user in control. U-Prove [38], IDE[39], and OAuth [40] enable the use of
services with minimum disclosure of personal infatimn and fine-grained delegation of au-
thorization between service providers. Some ofrtfeatures are summarized in the follow-
ing.

U-Prove

U-Prove [38] is an advanced cryptographic softwgesigned for electronic transactions and
communications to overcome a long-standing dilerbetaveen identity assurance and priva-
cy already mentioned [36], [38]. The technology&t of Microsoft’s drive to promote an
open identity and access model for individuals,ifmesses, and governments based on the
principles of the identity metasystem [1]. The dilea is addressed by enabling minimal dis-
closure of identity information in electronic traasions and communications. To ensure min-
imum disclosure, the U-Prove agent software actmnaatermediary between Web sites. This
allows the users to share data in a manner thapwatect their privacy, since they can now
choose to share or otherwise. U-Prove includes ehamesm that separates the retrieval of

information from trusted third parties releasingstimformation to the destination site. This
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implies that the organization issuing the inforroatis prevented from tracking where or
when the information is used. The destinationisit@milarly prevented from linking users to
their activities.

IDEMIX

IDEMIX [39] is an anonymous credential system deped at IBM Research that enables
strong authentication and privacy at the same tiPnwacy is guaranteed by solving the pri-
vacy dilemma and enabling sustainable secondargfusientities over the whole identity life
cycle by various partners without trust erosionENDX follows Ann Cavoukian, a proponent
of PbD, that the best way to protect sensitiverimfation is never to reveal it at all. Hence,
the desired goal of all privacy-enhancing techn@eds to mask sensitive personal infor-
mation during online transactions and thereby lful§ the privacy principle of data minimi-
zation. Presentation of traditional identity tokesugeh as passports and ID cards can reveal
vital and unwarranted information to third partsvirtue of it being on the token. Creden-
tials are fundamental concepts in IDEMIX implemeioia A credential in this case is a
means to establish a claimed identity, roles, wibates about oneself with an entity, typical-
ly as part of an access-control request. For itstaan IDEMIX identity card can serve as a
credential to establish that a user is above 18&y&aage as a requirement to access a gaming
site. In essence, by using anonymous credentlasuser can selectively reveal any of the
attributes contained in the credential without edwvey unnecessary personal information,
giving the opportunity for the relying parties toK the identity attributes. IDEMIX works by
allowing a computer user who has the appropriatevace to obtain an anonymous digital
credential or voucher (containing all the informatithe issuer is ready to reveal) from a
trusted third party such as a bank, insurance cagp& government agency. When a user
later wants to prove to a service provider a staterabout her, she employs IDEMIX to se-
curely transform the issued credential. The tramséal credential will only contain the subset
of the attested information that she is willingdisclose. The user can apply this transfor-
mation as many times as she wants, and still nbtteeacredentials can link to each other. As
consumers hand over personal details in exchangdofwnloading music or subscribing to
online newsletters, they leave a data trail beliad reveals pieces of information about the
size, frequency, and source of their online purebabat can be traced back to the user.
IBM’s IDEMIX software eliminates the trail by usiragtificial identity information, known as
pseudonyms, to make online transactions anonyntearsexample, the software allows the
people to purchase books or clothing without rewgatheir credit card number. It can con-

firm someone’s spending limit without sharing thbank balance or provide proof of age
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without disclosing his or her date of birth. “Ukd other IDMS that transmit parts of a user’s
true identity, systems built using IDEMIX softwangl help protect user privacy by sharing
only pseudonyms, so real identity information camer be intercepted or exposed,” explains
Jan Camenisch of IBM Research, the project leachaad designer (IDEMIX) [41].

OAuth

OAuth [40], [42] is an open standard for authoi@at which gives users the ability to grant
third-party access to their resources without sigatineir passwords [40]. It provides a way to
grant limited access (in scope and duration). OAaltbws the users to share their private
resources (e.g., photos, videos, contact listsk la@counts) stored on one site with another
site without having to hand out their credentiypjcally username and password. The con-
cept of OAuth is based on the valet key metaphoafoar since it only gives third parties a
controlled (limited) access to the car [40]. OAatmics the valet key metaphor by providing
sites with just enough information to accomplishaivtine user has requested but not allowing
third-party sites access to any other user infagnatPrecisely, it only allows the users to
hand out to third parties tokens (instead of cradkm) to their data hosted by a given service
provider. The tokens could be granting a printiegvice access to photos without sharing
username and password. OAuth 2.0, which is thetlatersion, focuses on client-developer
simplicity (not user simplicity) while providing sepific authorization flows for Web and
desktop applications, mobile phones, and livingwatevices [40].

Improved Framework and Guidelines

The fact that privacy laws are based on the priesigrafted many years ago when the Web
did not exist, shows that privacy legislation netmisnake a quantum leap to be in line with
the realities of today’s real-life operating envinoent. In cyberspace, there are no clear visual
cues about the level of privacy available [16].dfxig privacy legislations and regulations do
not adequately deal with the digital identity issubecause laws are country- or region-
specific, and the FIPs are not laws. Importantgay considerations exist in relation with
data collection, data usage, storage, data mintraizaanonymity, pseudonymity, and the
extent to which the individuals have control ovegit personal information. Generally, iden-
tity systems that facilitate anonymity and pseudboity may offer better promise of privacy.
In essence, to ensure privacy, risk of vulnerahilite life span of identity information, and
the costs of processing, storage and deletionrdreat

Linking identities that do not share the same degfeanonymity or that contain different sets
of attributes may allow others to overcome pseudwynd discover the user’'s identity.

Questions may arise as to which identity managemettices, i.e., data collection, use, and
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retention can be subjected to market forces anadhwbi them should be subjected to gov-

ernment interventions. Controlling linkability inlves both maintaining separate contexts

so that the observers cannot accumulate sensiéitee ahd being cautious when identity in-
formation is requested to keep track of informatiistlosure [8]. Since much of the literature
on privacy-enhancing initiatives aims at introdgciechnologies with the user in mind, it
was apparent that the analysis is carried ougint lof TAM. For instance, if privacy must be
at the core of the design [37], then obviously dhiginal TAM must be extended to include
privacy as a construct. Likewise, to address thardna between identity assurance and pri-
vacy, trust must be added as a construct. We thrergfropose to add perceived privacy and
perceived trust as constructs to the original TANb(@re 2). As shown in the diagram PU,
PEOU, perceived trust, and perceived privacy wWike users’ behavioral intentions and, in
the end, their decision to conveniently use the @NMDMS having privacy-design flaws can
generate adverse consequences for consumers,imggthe risk of identity theft. On the con-
trary, IDMS can play a privacy-protective role, fparslarly in the context of social interac-
tions. On the basis of this extended theoreti@ah#work, recommendations for the improved
design of privacy-enhancing IDMS can be derivedl@& is a summary of the major items,
which must be taken into consideration during tasigh of privacy-enhancing technologies.
For instance, the concept of privacy will resultairsystem having privacy as a default [37].
Similarly, trust considerations will help in overmng the dilemma between identity assur-

ance and privacy [36], [38].
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In the case of privacy-enhancing IDMS, privacy and
trust can also affect the user’s behavior in addition
to PU and PEOU. Hence, PU, PEOU, perceived
trust, and perceived privacy will influence behavioral
intention. Behavioral intentions will then lead to
actual use of the privacy-enhancing IDMS.

Ficure 2 TAM applied to privacy-enhancing identity management.
The diagram shows thatthe users’ privacy behavioris influenced
by how easy it is to use the IDMS and their perceptions on the sys-
tem’s usefulness, privacy, and trustconsiderations. This behavior
then influences the actual system use. (Adapted from [5]).

Design Guidelines for Privacy-Enhancing IDMS Privgmotection has been traditionally
based on laws, policies, and regulations with fine @& protecting the individual from large
entities such as corporations and governments [48¢ly, various privacy-enhancing initia-
tives on a national scale, such as CPPs by EuropPeaacy Association and the White
House’s National Strategy for Trusted IdentitiesCiyberspace [44], are aimed at enhancing
online choice, efficiency, security, and privacyege initiatives make provisions for protect-
ing one’s privacy from other individuals by addiegsissues such as hacking online stalking
and voyeurism [45]. On the other hand, there areowa industry-driven initiatives such as
Microsoft's U-Prove and IBM Research’s IDEMIX, whidhhave been greatly influenced by
Cameron’s Laws of Identity. Overall, governmentsl goolicy makers are yearning for the
application and compliance with the privacy inittas. From a design perspective, IDMS
developers have been preoccupied with the techisisaés by focusing on providing privacy
awareness instead of privacy being at the coreesigd [2], [45]. It is therefore imperative
that the design guidelines are proposed to ensateatl the fine-grain issues are considered
that will put privacy issues into perspective. Bdy can be perceived from normative, social,
and technical perspectives. In [45], the sociaspective of privacy focuses on what practices
relate to privacy, while the normative aspectsadreut whether a particular behavior is ethi-
cally (or legally) justified. The technical dimeasiof privacy must therefore focus on how

the ethical (or legal) and social understandingslzarepresented formally and implemented
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practically in an operational system [45]. In otiasards, the designers must address the ques-
tions regarding the criminal consequences whervidials’ privacy rights are violated. Our
proposed guidelines address these issues by loakitlgese questions, given that the three
perspectives of privacy are not mutually excludmne interdependent. From the social per-
spective, developers must include features thaamsensecurity and data quality, ease of use,
and the capability in offering both online and wi# a satisfactory user experience. From the
normative perspective, developers must be awaexisfing regulatory framework and pro-
vide users a level of assurance such that theragstan be trusted and are secure. From the
technical perspective, developers must considectmexts such as offline or online, com-
mercial or informational, and local or cross bordérese factors are summarized in Table 2

as PU, PEOU, perceived privacy, and perceived.trust

—
—

TaBLE 2 Factors to be considered in the design of privacy-enhancing IDMS.

Item Measurement Criteria Description
PU Ease of use, enhanced security, iden- Perceived usefulness describes the degree to which a person
tity fraud prevention, and data believes that an innovation will boost their performance.
quality
PEOU User centricity and universal cover- PEOU describes the degree to which a person believes that
age (online/offline) adopting an innovation will be free of effort.
Perceived privacy Best practices, regulations, and PbD Application of laws, regulations and the laws of identity.
Perceived trust Ability The group of skills, competences, and characteristics that enable a
person to have some influence within a domain or context [18].
Benevolence The extent to which the trustee is believed to want to do good to
the trustor irrespective of profit motives.
Integrity Integrity is the perception that the trustee will adhere to a set of

principles that the trustor subscribes to.

Privacy laws may be enacted based on technicalaalsconsiderations, while social interac-
tions may be altered due to changing laws and tdobg.

Conclusions

This study analyzed the concepts of privacy, traist] the key regulatory and research initia-
tives on privacy enhancing IDMS. Major frameworksluding the Laws of Identity, the FIP

principles, and the PbD principles were examineslaAesult, we found that perceived priva-
cy and trust should be added as constructs to &M, Tto adequately represent privacy-
enhancing identity management for the benefit @rsiand service providers. This aids in
resolving the privacy paradox and resolving therdiina between privacy and identity assur-

ance.

The extensive amount of research in this areadthsi$ to the stage, where we now have a
fairly good understanding of design principles &edt practices, and we also have technolo-
gies available for the development of services swoidtions that can empower users, protect
their privacy, and support fine-grained controlaatcess to resources online. This article is

therefore an important contribution to further depenent. The existing legal framework is
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not sufficient to secure the protection of privayd has to be improved. The CPP’s when
implemented will improve and strengthen the exgstprivacy legislations. Having had a
thorough review of privacy-enhancing policies, lelyjamework, and research and commer-
cial initiatives, it seems to us that underlinihg treason driving privacy-enhancing IDMS is
to enable the users to prove a predicate of tbeitity without giving third parties the oppor-

tunity to access unwarranted information.

One of the remaining issues is to explore how th@seeworks and technologies can address
privacy and identity management in the physicalldvoFhe mechanisms of establishing trust
in the physical world are not necessarily the sasi¢hose that are used in the digital world
online. As it has been phrased “the Internet wast lvithout a way to know who or what
you are connecting to” [1]. Many of the recentti@iives are aimed at establishing an identity
layer on the Internet. But since physical identidyds and tokens are used in both worlds, we
need more work to link usage and achieve humargratien [1]. The users need to feel

equally comfortable consuming services in the ptalsand digital world.
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Secondary Uses of Personal Identity Information: Placies, Technologies and Regulatory

Framework
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Abstract: Although personal identity information must printaribe used for protecting and
promoting the physical needs of individuals, it B become central to the business models
of the digital age due to its use for other secongarposes, resulting in various innovative
identity management (IdM) solutions in OECD couwgriNonetheless, developing countries
were still not able to address basic identificatatrallenges such as civil registration, real-
time credentials verifications, etc. This papercdsses a means of communicating identity-
related concepts to policy-makers, technologisedential issuers and other stakeholders by
addressing core issues relating to secondary ugeergbnal information. The results of a
stakeholder workshop in Ghana on secondary useersbpal information are presented by
stating the core issues and recommendations. Wgogeothe adaptation and application of
existing IdM research and experiences from OECDnhtras to deal with issues involved in

using personal information for secondary purposes.

Key words:. identity, identity management, personal inform@atisecondary use, trust, priva-

cy.

Technological advancements have paved the wayakir €asy and relatively cheap collec-
tion, aggregation and analysis of large volumesdaif by third parties, with little or no in-
volvement of the data subjett (MALHOTRA, KIM & AGARWAL, 2004; BELANGER &
CROSSLER, 2011). At the core of these developmientee commoditisation of personal
information, which has become a key component afleno business models. Parties in busi-

%" Data subject is the individual to whom personaadelates.
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ness transactions and social interactions usually an unique credentia®$ for proofs of
identity, which sometimes are unrelated to the prinpurpose of the credentials. Such sec-
ondary uses of personal information are necessawmgatious jurisdictions, because the ma-
jority of business transactions and social inteoast entail various forms of identity verifica-
tions and identity assurances. For instance, passpee primarily issued to aid border con-
trol, but sometimes might be required by banks arrental agencies as proof of identity.
Incidentally, such personal information usage gisesents complex ethical, technological
and policy challenges, which usually border on geiy trust and security. These challenges
have played a significant role in preventing acdesand expansion of personal identity in-

formation (or simply "personal information™) uses §econdary purposes.

Research consortiums and technology business gagamis in countries within the Organi-
sation for Economic Co-operation and DevelopmerEQD) have developed cutting-edge
solutions for addressing both offline and onlinehteological and regulatory issues in identity
management systems (IdMS), e.g. U-prove (Micro€snnect, 2010), OpenID (RECOR-
DON & REED, 2006), Idemix (IBM_Research, 2010), TbRid (Evry, 2010), etc. These
developments can aid successful or effective ubpgrsonal information for secondary pur-
poses. For instance, businesses can now instagtify the authenticity of credentials pre-
sented by clients, whilst maintaining the priva¢yh® holder. Government agencies can rely

on information in identity databases to offer taegesocial services to citizens.

In developing countries identification problems tone to persist, although many different
credentials and tokens are issued to citizens, o®e at a huge cost to the state. In Ghana,
for instance, several independent IdMSs have begemented resulting in the distribution
of many forms of credentials. National Identificati Cards, Birth and Death Registration,
National Health Insurance Cards, Biometric Passpdiometric Driver's Licences, Bio-
metric Voter's Identity Cards and Tax Identificatilumbers (TIN) are some of the widely

used credentials.

All the 1dM projects have focused on physical viegfion by the issuet® or their agencies in

fulfilment of their mandate, with little emphasis @econdary usage by third parties and

8 Credential is a generic term that can apply tdlpetper documents like Passports or Birth Certiisaand
non-paper based objects such as smartcards andakbas.
9 |ssuer is an agency that is legally authoriseidgoe credentials, such as the National Identificatuthority

or Passport Office.
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online or Internet-based transactions. Many ofgtggects are initiated by government agen-
cies with little private sector participation. Mokeer, there is a general lack of interoperabil-
ity and institutional co-operation contributing dafficulty in verifying the validity of key
source documents like birth certificates and idgrtiedentials, multiple registrations, imper-
sonation, etc. Coherent policies, standards antdrastices for secondary uses of personal
information have therefore become imperative assalt of the growing availability of tech-
nologies supporting secondary uses. Addressingriaey challenges ultimately requires a
national framework for secondary use of personfarimation that is in the interest of citi-
zens. The issues raised inspired this study tonisgaa stakeholder workshop to promote na-

tional discourse on secondary uses of personainrgtion and their attendant issues.

The objective of this paper is to provide a meansoonmunicating identity-related concepts
to policy-makers, technologists, privacy advocated users. The paper also addresses core
issues relating to what constitutes personal idemformation and user concerns in relation
to secondary uses of personal information. Theakste paper is structured as follows: The
subsequent section discusses the background fowthrk. We then proceed to a comprehen-
sive literature review discussing primary and seleoy uses of personal identity information,
the issue of identity, identification and identihanagement systems, and the major concerns
of secondary uses of personal identity informatunbsequently we introduce our methodol-
ogy for the study. The results from a stakeholderkshop in Ghana and follow-up inter-
views are presented, followed by a summary andudgon of the findings from the study.
We present our conclusions in the final sectionkingaa case for further studies in connec-

tion with commercialisation of personal identitydmmation.
Background

Research, development and implementation of identdnagement systems in OECD coun-
tries have progressively gone through many stemas$,various models have emerged. Cur-
rently, IdMS discussions in OECD countries have etbbeyond issues in relation to civil

registration coverage of births, silo and federdtd models to user-centric IdM, where

many of the research efforts are focused on ideassurance (EnCoRe, 2012; CROSBY,
2008). Moreover, many of the issues in connectidth wffline credential presentation and

verification have been largely addressed, leadmgnbre emphasis on electronic identity
management systems with attribute-based credefaiaéhhancing privacy and anonymity as
the research focus. Several pilot and real lifeitsmhs have been successfully tested (CA-
MENISCH, et al,, 2011).

Page | 192



On the contrary, many developing countries havkrgit been able to deal with fundamental
identification challenges, and undue emphasislistprimary usage of tokens by credential
issuers and on physical verification, with littom for identity assurance and real-time veri-
fication by third parties. Some of the identificatichallenges can be traced to the reliability
of source documents like birth and death registeGGhana, for instance, the birth registration
coverage is 71% according to WHO 2012 Health Stedi®keport (WHO, 2012). This situa-
tion hinders the reliability of identity tokens feecondary uses by businesses and government

agencies.

Existing 1dM initiatives in Ghana are heterogeneaund independently managed with little
involvement of other government agencies and thaa sector. The various identification
databases are all in silos and used primarily bycttedential issuers as a means of fulfilling
their main objective — e.g. voters' identity casdfor electoral purposes. If a citizen's status
changes (e.g. name change due to marriage), acitthen changes address, the necessary
changes have to be made with all the credentiaérssseparately. Moreover, Internet applica-
tions of such credentials have not been a priotitgreby all the credentials are mainly for
physical verifications. For instance, if a credahis presented for services, the service pro-
viders have no formal means of verifying its autiwty in real-time. There are opportunities
for application developers to collaborate with emeiial issuers to develop verification and
authentication systems for business. One such soasa local business that has developed
credential verification application for financiaistitutions based on the voter register. The
major challenge in this regard is lack of clearipes on secondary uses of personal infor-

mation.
Literature review

An important aspect of the study has been to revaiMrelated publications in research
journals, and IdMS research and development in OEGINtries. The key research works
studied were: OECD Digital Economy Papers on idgmtianagement, European Union re-
search projects on Future of IDentity in the Infation Society (FIDIS) (FIDIS, 2007), Pri-

vacy and Identity Management in Europe for Lifeirfiglife), and Attribute Based Creden-
tials for Trust (ABC4Trus$0) (CAMENISCHet al, 2011); the Kantara Initiative (WILTON,

2008); United Kingdom based research project onuiimg Consent and Revocation (En-
CoRe, 2012) and the US government's National $jydtm Trusted Identities in Cyberspace

30 http://www.abc4trust.eu/

Page | 193



(NSTIC, 2011). Our study also draws on key IdM gmtvacy-related articles fronMIS
Quarterly (BELANGER & CROSSLER, 2011; PAVLOU, 2011), The 8av.aws of Identity
(CAMERON, 2005), and Privacy by Design (CAVOUKIARQO08). The authors also listened
to and watched various podcasts on U-Prove (Midto€onnect, 2010), and ldemix
(IBM_Research, 2010) to understand the state-ohthén privacy-preserving identity man-
agement systems. Unfortunately, there were not ndil5-related research articles from
developing countries.

Identity, identification and identity management

The issue of identity has been widely researcheuwh flhe perspective of technical scientists,
psychologists, sociologists, etc. From a matherabperspective, Leibnitz defined identity

on the basis of whether two things can be distsiged from each other (WILTON, 2008;

FELDMAN, 1970). He postulated that two objects sigusimilar characteristics like shape,
extent, position in time and space, could be deeimédve or share the relationship of identi-
ty (FELDMAN, 1970). Likewise, in our day-to-day psigal interactions and on the Internet,
we leave our footprint in the form of pieces ofamhation about ourselves, which accrete in
various ways as we interact online. A person'stitiers regarded as a reflection of those
things, which are generally known about them bypgbeeple with whom they interact (WIL-

TON, 2008). Identity is therefore a part of a chafrevents from enrolment and credential

issue through to credential presentation and harprecess, rather than a state.

Identification on the other hand is the procesknging information with a particular person,
thus the action of being identified (CROMPTON, 2p0#identification is a process, then the
integrity of the identification process and its fuseess will depend on the following factors:
the reliability of the registration processes, fieation and enrolment; how difficult it is to
duplicate or alter credentials; and the difficultyverifying the link between the credentials
themselves and the person presenting them. To snehbtidentification criteria, an efficient
system for managing identity will be necessaryntitg¢ management therefore consists of the
processes and all underlying technologies for teatmn, management and usage of identi-
ties and their attributes. In effect, identity mgeaent unduly focuses on credential issuers
and identity service providers with its implication trust and misinterpretation of secrecy as

a means of privacy protection.

Measures aimed at working towards user satisfadéad to more focus on identity assur-
ance. ldentity assurance is a consumer/user lecepbthat enables data subjects to prove or

provide informational representation during a chafrevents that can define who they are
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without the need for them being physically pre@ROSBY, 2008). Identity assurance must
be a key element in identity management sincefér@fmutual benefits to identity service
providers and to citizens. An identity assurandeeste can address issues such as the amount

and type of data stored and the degree to whishformation is shared.

Personal identity information

Personal information has become central to thenlessi models of the digital age; to the
management of government and state institutiorgsi@people’s everyday lives and relation-
ships. Business organizations sometimes applyegiest aimed at personalising service de-
livery to customers by focusing on customer prefees in order to offer specialised services
(ALATALO & SIPONEN, 2001). Such practices could effcustomers convenience, effi-

ciency and personalisation, which can contributeefmeat of purchases. This inherently re-
quires collection of pieces of customers' persoiagh or attributes. Among others, this is one
reason why there is the need to take a closer &okhat constitutes personal information

(ANDRADE, KALTCHEVA & WEITZ, 2002).

Personal information is any information that spealfy identifies an individual (e.g. name,
telephone number, e-mail address, or account nypdoetheir location or activities, such as
information about his or her use of a website, whigectly linked to personally identifiable
information. In his Onion Model (WILTON, 2008), Wbin uses the layers of an onion as an
illustration to categorise personal informatiorpitiiree layers — the core, inner layer and the
outer layer. Information that can uniquely identéy individual and does not change over
time, (e.g. name, date of birth) was placed atctire. Information at the core is known as a
Basic Identifier Set (WILTON, 2008). The inner laymnsists of information that is capable
of being used for identification but susceptiblectmnge over time, such as address, height,
etc. The outer layer consists of information thanreot uniquely identify a person, except
when combined with some other information or aggteg overtime, such as a person's
transaction history and sector specific informatiiéee blood group and health status. In ef-
fect, personal information is any information désiag a natural person or information that
describes an identifiable individual (TRUBOW, 1992)

Primary and secondary uses of personal information

Information must generally be used for the purpafsprotecting, promoting, or meeting the
physical needs of an individual or to enable thdividual to participate in social interactions

or benefit from services. Such information usagesragarded as the primary purposes of
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collecting personal information. For instance, phienary purpose of a Voter ID card is for an
individual to vote in an election and that of agst is to facilitate border control. Many of
the data protection regulations mandate that patsaformation gathered for one purpose
may not be used for any other purpose without pleeific, informed consent of the data sub-
ject (TRUBOW, 1992). However, in order to conduasiness such as opening a bank ac-
count, banks sometimes require tokens like a paisapa proof of identity. Such a require-
ment by the bank is secondary to the original itnd@nof passports and voter IDs.

Culnan conceptualised secondary uses of persdioaination as having two dimensions: (1)
The information processing activity (acquisitiorsey or transfer) and (2) The relationship
between the consumer and the firm utilizing theinfation (existing customer or prospect)
(CULNAN, 1993). Secondary use of personal inforamrattherefore implies collection and

storage of information for purposes other thanioally intended by the issuer of the creden-
tial, whether legitimate or otherwise. Access td ase of personal information can in princi-
ple pose a number of complex challenges. In effecsecondary use of personal information
to be legitimate, there must be an "implied socaaltract” (tacit or explicit consent by service
provides to protect the interest of data subjdmt$yveen service providers and users (MILNE,
1993). Where there is a perception of breach oh summfidentiality, it affects the trusting

relationship that should exist between service ige¢ and data subjects (SOLOVE, 2006).
Given that technological developments make suchdes difficult to notice, secondary use
of personal information poses technological, poleyl regulatory concerns in relation with
the ability to collect, store, aggregate, link, arehsmit personal information for legitimate
purposes. Such challenges have generally beenrchedain information systems under in-

formation privacy.
Privacy, information privacy and privacy concerns

Privacy is a topic, which has been studied in mdiffgrent ways due to its many dimensions
(SMITH, MILBERG & BURKE, 1996). It has been des@ibas a condition or a state in
which an individual can be more or less inaccesdiblothers, either on the spatial, psycho-
logical or informational plane (WHITLEY & KANELLOPOLOU, 2010). From psychology
literature, WESTIN (1967) described privacy as dbdity of individuals to control the terms
under which personal information is acquired anedugrom a sociological viewpoint, priva-
cy has been defined as individuals' ability to peledently dispose of their roles according to
their right of self-determination, and then to haeafidence that third parties respect the in-
tended separation of their roles (BISKUP & BRUGGENM, 1988). Defining privacy as an

individual's personal space, CLARKE (1999) catexgipersonal space into four dimensions
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— privacy of the person (concerned with the intggsf the Individual's body), privacy of per-
sonal behaviour, personal communications, and gyiwd personal data. Recent research has
merged personal communication and data privacywtat is referred to as information pri-
vacy, due to the increased digitalization of infation and communications (BELANGER &
CROSSLER, 2011; PAVLOU, 2011). Hence, informatigivacy refers to the claims of in-
dividuals that their personal data should genenmatiybe available to others, and that, where
data are possessed by another party, the individuat be able to exercise a substantial de-
gree of control over the data and their use (BELARG CROSSLER, 2011).

Information privacy concerns are related to factfecting a person's willingness to render
personal information (DINEV & PAUL, 2006), engageonline transaction activity (PAV-
LOU, LIANG & XUE, 2007), and the attitude towarde\vggrnment regulation (MILBER®@t
al., 2002). Although individuals express privacy cems, many are willing to trade-in their
privacy for convenience. This so-called privacygoxx (NORBERG, HORNE & HORNE,
2007; ZALLONE, 2010; ADJEI & OLESEN, 2011) also fians the need for a more meas-
ured treatment of personal information. Thus, imfation privacy is not about secrecy, which
is an intentional concealment of information ang @disposition toward the sharing of po-
tentially inaccurate information (TRUBOW, 1992). OB guidelines (OECD, 1980), and
other national data protection laws address varaspects of information privacy concerns,
such as; (1) The existence of record systems cdnkept secret; (2) an individual must be
able to "find out what information about him isanrecord and how it is used"; and (3) an
individual must be able to "correct or amend a réadf personally identifiable information
(SOLOVE, 2006).

BELANGER & CROSSLER (2011) observed that developnadprivacy tools and technol-
ogies is usually done in isolation of the actuarasand for that matter their input are not re-
flected in the systems design. The research appradapted in this study is to address such
concerns and to ensure active user involvemeneaorslary uses of their personal infor-
mation.

Figure 1 — Privacy and dimensions of privacy
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Figure 1 outlines the dimensions of privacy. Infatimn privacy is related to personal com-
munication privacy and data privacy. Major souroésoncern are during data collection,
data processing and data dissemination. Informatrwacy concerns affect individuals' will-
ingness to provide information, their transactictivaties and responses to government regu-

lations.

Stakeholder workshop and interviews

This study adopted a qualitative methodologicalrapgph for data collection (YIN, 2009)
resulting in a review of literature on the stateadfon identity management, privacy issues in
secondary use of personal information. The Inteégbree Phenomenological Analysis
(SMITH, 2004) approach was applied in the dataymmaldue to its reliability with respect to
audio-visual contents, which is very common in ®oguoup and workshop discussions. The
issue of concern and for that matter the subjeth®fstudy was to find out what needs to be
done in order to trigger successful or effectiveoselary uses of personal information within

the context of an economy.

Stakeholder workshop

A stakeholder workshop was organised in Ghana onalg 16, 2012, at Ghana Telecom
University College (GTUC) in Accra. 75 participamtgre offered the opportunity to discuss
a number of issues and listen to presentationdigidimg issues concerning secondary uses
of personal information. Letters were written tbthk participants, and detailing the theme,
agenda and activities for the day. The participargse made up of senior officials from na-

tional institutions involved in the collection astbrage of personal information, such as Reg-
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istrar of Births & Death, The Passport Office, rivand Vehicle Licensing Agency (DVLA),
National Identification Authority (NIA), National ehlth Insurance Authority (NHIA), Elec-
toral Commission (EC), Ghana Revenue Authority.oAlgpresented were senior officials of
the major financial institutions, biometric and mdiey-related businesses, academic institu-
tions, the media, non-governmental organisationslwed in civil right advocacy, and the

general public.

Ghana was selected as the research setting bataudieallenges faced by the economy with
respect to identification and secondary uses o$qmal information are similar to those of
other developing countries. Notable challengesuthelunreliable civil registration systems,
electoral issues due to unreliable voters regiséek of identity management systems in-
teroperability, etc. The workshop began with aestent from the Minister of Communica-
tion and a keynote address by the President of GMJ© chaired the event. To inform dis-
cussions participants were given background inféionaand copies of the discussion ques-
tions during a presentation on privacy and idemtignagement. The presentation highlighted
the key concepts on identity management, includiagpr policy, technological and regulato-
ry issues and related IdMS research and practic€@EICD countries. This was followed by
another presentation on existing secondary usegrgbnal information for identity verifica-

tion by financial institutions.

After the presentations participants shared thiegeovations on the topic during the discus-
sion session. Participants were also made to distigsissues raised and share their experi-
ences and their reservations. Where a particutarei®r questions were sector-specific, the
agencies concerned were given the opportunity $pamd to such questions. Some of the

discussion guestions were:
What are the potential benefits and risks regarthegsecondary use of personal information?

Who has the right to access personal informatidd hg government agencies and for what

purposes?

What are the evolving public trust issues with eg$pgo secondary use of personal infor-

mation?
Do citizens have the right to put constraints anube of their personal information?

What problems may develop as innovative technotogighance the ability and ease of wide-

spread personal data sharing for a secondary paigrascommercial uses?

What can be done to address issues arising froppiogriate use and/or exploitation of per-

sonal information?
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What regulations, legislation, and/or policies gmdcedures are needed to address these is-

sues?
Interviews

A series of expert and stakeholder interviews wareducted after the workshop to offer
stakeholders the opportunity to elaborate on sofrtbeoconcerns raised by participants. It
also offered interviewees the opportunity to clagbme of the points raised during the work-
shop and to solicit for further information. Inteewees included the officials of identity issu-
ers, policy makers, journalists, private businesseslved in identity verification, and identi-

ty card manufacturers.
Transcription and coding

Transcripts of the workshop discussions and thenmgws, in the form of audio-visual re-
cordings, interview notes and summary of the disicussession were produced by the au-
thors. The transcription mainly focused on speedres statements made rather than who
said what. This was meant to maintain speaker anidpyNo attempt was made either to
identify speech patterns, since that was not thad®f our research. Each of the transcripts
was coded on the basis of the introductory backgtaef the various speakers, since each of
the participants and interviewees were told toomhtice themselves before speaking. This
served as a basis for coding and sub-categorisafitime transcript. This style of coding and
categorisation aided to consolidate the transaniptanalytically distinct segments that could
be examined together both within and between grabp$ covered the same concept
(SMITH, 2004; WHITLEY & KANELLOPOULOU, 2010). Fornstance, statements like
"Sorting out accurate birth register can reducetipial registration”, were felt to convey the
same ideas as "many people present fraudulent dertificate for IdIMS enrolment”. Hence,

these two sets of codes were merged.

Results from the workshop and interviews

The organisation of the workshop, the presentatiapgplication demonstrations, and ques-
tions and responses, prompted a lively discusditimeokey issues, the available opportunities
for secondary uses, and the major challenges. Thé/sis was also based on the major
themes from the literature involving constant skdhcough the codes and categories for con-
tradictory and distinct claims and statements fribi@ transcript (WHITLEY & KANEL-
LOPOULOU, 2010).
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The workshop enumerated many important issues iassdavith secondary uses of personal
information. The issues were discussed from ussromal and business perspectives. How-
ever there were areas where there existed commpoélopinions among participants. For
instance, many of the participants were of the iopirthat "organisations that make a con-
scious effort to maintain customer's privacy willreturn gain customer loyalty". Highlights

of the discussion are summarised in the following:
User perspective

From the user perspective, privacy and securifyes$onal information, risk and cost associ-
ated with privacy abuses, government interventiolicigs and programs were of major con-
cern. As an example, there are instances wherer&op will go to a bank to withdraw remit-
tances only to find out to their amazement thatttzeroperson had already withdrawn the
funds with that individual's personal details andhstimes fraudulent credentials”. The panel
discussed privacy implications of a real life sgemavhere an identity issuer has authorised a
private entity to operate a system for financiatitations to verify the authenticity of creden-
tials, presented by customers. The key challengesdl time electronic information ex-
change were cost of bandwidth and power fluctuatishich are common in developing
countries. Wilton's Onion model of Identity (WILTQIR008) was also used to discuss, how
personal information can be segregated to avokhbility. It was observed that for users'
interest to be served there was the need for engppbasdentity assurance (CROSBY, 2008;
WHITLEY & KANELLOPOULOU, 2010)

Business perspective

Major discussion topics included the growing conuradization of personal information
where there were several varied opinions. It becapparent that efforts should be made by
government agencies to promote effective seconasey. Panellists observed that there were
not many opportunities for secondary uses in Gharsatuation that is common in many de-
veloping countries, and hence the need for creatfaa taxonomy of secondary uses of per-
sonal information. Two industry viewpoints provokeéidlogue, one from the credential issu-
ers, who think that third party verification is nibeir core business, and a second from the
financial institutions, who need such verificatitmconduct transactions. Tables 1, 2 and 3

outline business, the key roles and responsilslitie
National perspective

The panel discussed the growing use of IdMS faionat security, public health, social secu-

rity, child protection and payment processing. Bhean only be realised if policy makers and
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credential issuers will see personal informatiohasmatter of secrecy but something that, if
well managed, can facilitate business transactan a knowledge economy. Options for

adaptation of various OECD research initiativeseasiscussed including roles and responsi-
bilities of key stakeholders as shown in table2 and 3. For instance, the rules for obtaining
user consent secondary uses, addressing civiknraids issues, etc. There were diverse opin-
ions regarding the most effective and practicalragghes to accomplish this, and hence this
is a subject for further discussion.

Table 1 — Typical secondary use scenario:

key stakeholders, their interests and responsibiliés

Typical Trans-|Businesses Consumers

actions

Identity Issuer

Online transac-
tions

Business need informatio
on customers and their
transaction history

rConsumers would like to appl
for jobs or make online pay-
ment and to ensure privacy
protection

yMust ensure that
credentials held by
the right person

Transaction Businesses want prior | Consumers would like to knowMust ensure real-time

Negotiation knowledge of customer |if the seller or the transaction |gredential verifica-
preferences. genuine. tion.

Identity Verifi- |Businesses want proof tha€ustomers need assurance th&nforce minimum

cation customers are legitimate.| their privacy is not abused disclosure and data

security policies

Payment Con-
firmation

Businesses want assuran
that customers are credit
worthy

cost to avoid any hidden char
es.

ceustomers need a proof of tot

alould like to issue
jeredentials that are
easy to use

Payment Assur
ance

Businesses want assuran

that customers will pay on

due date.

deesires protection against dis
closure of payment details an
unauthorised deductions

-Must ensure that
jsystems are secure
from abuse.

Order Fulfil-
ment/ Delivery

Businesses need protecti
against customers' unjust
fied cancellation of order.

pdustomers would like to ensu
that goods and services are d
livered.

&ust ensure that
zredential infor-
mation is reliable.

Major findings and discussion

The discussion revealed the need for a paradigfhstih respect to ownership and control
of personal information. The "identity" an indivalseeks to assert is not their physical being
as such, but rather an informational representatidhe chain of life events that is defined by
who they are. The particular events of relevangeedéd on with whom the individual is deal-
ing and will lead to different entitlements. In thhagard, attention must be focused on access
to and control of personal information rather tltlta ownership. Focusing on data access
and controls will ensure that appropriate polid@ssecondary uses of personal information
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will be developed since focusing on data ownershprts attention from needed policies and
practices. The workshop therefore recommended fooudata access, control policies and
practices as the best approaches to risk managemeémhitigation for secondary use of per-

sonal information.
Table 2 provides a summary of some of the key resendations.

Table 2 — Recommendations for secondary uses of genal information

Issues discussed Recommendation

Policy on secondary uses Implement transparentipsland practices for secondary uses of
personal information, taking advantage of availaiggearch and
technologies.

Access to personal information| Focus on data aces$sontrol policies and practices for second-
ary use of data and not data ownership or secrecy.

Trusted identities Ensure reliable civil regisiati

Benefits and challenges associaterease public education on benefits of secondaeyof personal
ed with secondary use of infomformation.
mation

Available secondary uses Create a taxonomy of slagruses of personal information and
clarify its societal, public policy, legal, and keical implications

Privacy and trust emerged as two major issueslyfitack of understanding and inability to
differentiate privacy from secrecy; and secondhgdequacy of safeguard procedures that
address user concerns in relation to secondaryafgasrsonal information. In essence, citi-
zens would like to be able to assert their identitth ease and confidence and hence they
need such assurances (CROSBY, 2008). The workdts®nad that lack of clear regulations
(e.g. uses of data obtained via coerced or contgpelbmsent) could result in the erosion of
public trust. A taxonomy for identifying possiblecendary uses of personal information is
therefore required in order to clarify societalpfsci policy, legal and technical issues arising

from secondary use of personal information.
Policy considerations

"As long as we persist with a‘itentury notion of national sovereignty, an 18thtoey ju-
diciary and 18' century law enforcement, the S2¢entury will belong to organised crime."
(Jeffrey RobinsoA?)

31 Jeffrey Robinson: writer on money laundering arghaized crime.
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Addressing the issues raised requires clearly défpolicy initiatives. The following section
outlines requirements for appropriate policies tovmle high-level guidance for secondary

uses of personal information, user empowermentirggcand privacy protection.
Interoperability

Policy issues in relation to IdMS interoperabilitgve legal, business process and technical
implications. The challenges are for credentialéss and service providers to articulate clear
sets of policies containing a common set of eles)d@ntenable comparison of those policies
across organisations, to highlight areas of corbpiyi and to facilitate policy interoperabil-
ity. At the legal level, there is the need for riegory interoperability among various creden-

tial issuers in order to minimise regulatory conxgiies (OECD, 2011).
Information privacy and user empowerment

Many of the digital IdM solutions and privacy radtprinciples like user control and consent,
anonymity, (un)linkability, minimum disclosure, eimplicitly assume a certain level of user
literacy. This is not always the case for all ug€@AMERON, 2005; OECD, 1980). Public

education and awareness programs will play a nrajerin empowering users and fostering

trust.
Security and trust

There is a need for the development of consistelntips to ensure availability, confidentiali-

ty and integrity of personal identity data storew @xchanged since these are where user
concerns emanates from. Inherent challenges irrélgerd are the constant availability of the
systems and accuracy. Greater transparency inrteéneent and system use will increase

citizens’ trust in institutions.

Table 3 summarizes the identified responsibilibéshe various stakeholders in order to pro-

mote the secondary use of personal information.

Table 3 — Stakeholders responsibilities in promotig secondary use of personal information

Principles and guide- |Credential issuers

lines

Service providers Policy makers

The Laws of Identity &
Privacy by Design (PbL
Guidelines, etc.

Review existing IdMSs t
ensure trusted identities

Mevelop easy to ug
privacy  enhancin
applications

s@rivacy audit of existin
gnainstream IdMS

Privacy Research Initi
tives

hAdopt and adapt attribu
based privacy enhanci
credentials

minimun
applica

(Bevelop
hgdisclosure
tions

Empower users by pr
imoting awareness pr
grammes

OECD Guidelines an

d Implementation  of

in- Focus obDP &

Review policies to ern
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Data protection laws teroperability policies Traigi sure process interopefa-
bility

Institutional Specificldentify conflicting areas | Report  conflictingeview laws to ensure
Laws laws legal interoperability

Conclusion and further research

Central to effective uses of personal informatieran efficient civic registration system, a

regulatory framework that encourages institutiar@laboration, clear policies and guidelines

that provide assurance of citizens' privacy and efiective application systems. This is what

the paper attempted to highlight by using the stalder approach and is considered its major
achievement. The study has also helped to raisecaess of current technological develop-
ments and in IdMS and how developing countries adapt and apply them. This call has

been guided by the fact that application of Digits@ntity management is a process, rather
than a state, the integrity of which depends om heliable were the initial processes of reg-
istration, verification and enrolment, and how ha&dt to duplicate or alter the credentials

used? (WILTON, 2008).

Moreover, the use of the stakeholder workshop 8aanaattempt to bring together users and
researchers, public and private sector organizsititins a key methodological contribution
and also a response to BELANGER & CROSSLER's (2@all)for closer collaboration be-
tween researchers, developers and users to erffeotive uses of privacy enhancing identity

management systems.

Like many qualitative research methodologies alkayation of our study is its lack of em-
pirical testing of the claims compared to quantieatesearch. Also given that certain societal
dynamics are peculiar to different countries, qarest be taken in generalizing the findings

from our study to other countries.

A follow-up stakeholder workshop that combines foaroup discussions to recommend
practical solutions for secondary uses of persamfarmation for commercial purposes is
planned in the last quarter of 2012.

References

ADJEI J. K. & OLESEN, H. (2011): "Keeping IdentiBrivate",Vehicular Technology Mag-
azine, IEEE6(3), 70-79.

Page | 205



ALATALO, T. & SIPONEN, M. T. (2001): "Addressing ¢éhpersonalization paradox in the
development of electronic commerce systems", ERussifResearch Forum (eBRF), Tampere,
Finland.

ANDRADE, E. B., KALTCHEVA, V. & WEITZ, B. (2002): Advances in Consumer Re-
search" Self-disclosure on the Web: the impact of privaalycy, reward, and company repu-
tation, 29(1), 350-353.

BELANGER, F. & CROSSLER, R. E. (2011, DecemberYyiv&cy in the Digital Age: A Re-
view of Information Privacy Research in Informati8gstems”MIS Quarterly35(4), 1017-
1041.

BISKUP, J. & BRUGGEMANN, H. H. (1988): "The Persdhéodel of Data: Towards a Pri-
vacy-Oriented Information SystenComputers & Security7, 575-597.

CAMENISCH, J., KRONTIRIS, I., LEHMANN, A., NEVEN, G PAQUIN, C., RANNEN-
BERG, K. & ZWINGELBERG, H. (2011): "Architecture foAttribute-based Credential
Technologies — Version 1", ABCA4Trust.

CAMERON, K. (2005): "The Laws of |Identity", from edtityblog
http://www.identityblog.com/stories/2005/05/13/TlatsOfldentity.pdf.

CAVOUKIAN, A. (2008): The case for privacy-embeddesvs of identity in the digital age,
Technical report.

CLARKE, R. (1999, February). "Internet privacy cents confirm the case for intervention”,
Communications of the ACM2(2), 60-67.

CROMPTON, M. (2004): "Proof of ID Required? Gettiltgntity Management Right", Aus-
tralian IT Security Forum.

CROSBY, S. J. (2008, March): "Challenges and Opmities in Identity Assurance. From
HM Treasury".

http://www.hm-treasury.gov.uk/media/6/7/identitysasance060308. pdf

CULNAN, M. J. (1993): " 'How Did They Get My NameZn Exploratory Investigation of
Consumer Attitudes toward Secondary Information"USBS Quarterly 17(3), 341-363.

DINEV, T. & PAUL, H. (2006): "Privacy Concerns ahévels of Information Exchange: An
Empirical Investigation of Intended e-Services YseService Journald(3), 25-60.

EnCoRe - Ensuring Consent and Revocation (2018)./fAtww.encore-project.info

EVRY, C. (2010): "Proof-of-age scheme prepares xpaad across Wiltshire"Wiltshire
Times

http://www.wiltshiretimes.co.uk/news/inyourtown/tghire/8239556.Proof _of age scheme
prepares_to_expand_across_Wiltshire/

FELDMAN, F. (1970): "Leibniz and 'Leibniz' Law' The Philosophical Review9(4), 510-
522.

FIDIS. (2007): "Future of Identity in the Informati Society", Deliverable-Report. D13.6:
Privacy modelling and identity.

IBM_Research (2010): "IDEMIX (Identity mixing) Prexgt Overview".
http://www.zurich.ibm.com/pri/projects/idemix.htrretrieved 2012, 28February

MALHOTRA, N. K., KIM, S. S. & AGARWAL, J. (2004): Internet Users' Information Pri-
vacy Concerns (IUIPC): The Construct, the Scald,aCausal Model'lnformation Systems
Research15(4), 336-355.

Page | 206



Microsoft_Connect (2010): "Microsoft U-Prove ComntynTechnology Preview R2", Mi-
crosoft Connect. https://connect.microsoft.comidis

MILNE, G. R. (1993): "Direct Mail Privacy-EfficiencTrade-Offs within an Implied Social
Contract Framework'Journal of Public Policy & Marketingl2(2), 206-215.

NORBERG, P. A., HORNE, D. R. & HORNE, D. A. (2007T:he Privacy Paradox: Personal
Information Disclosurelntentions versus Behaviofdie Journal of Consumer Affajré1(1),
100-126.

NSTIC (2011): "National Strategy for Trusted Idé&e8 in Cyberspace: Enhancing Online
Choice, Efficiency, Security, and Privacy April 201 Washington: The White House.
http://www.whitehouse.gov/sites/default/files/rseewer/NSTICstrateqy 041511.pdf (re-
trieved June 28, 2012)

OECD

- (1980): "From Guidelines on the Protection ofvRcy and Transborder Flows of Personal
Data". http://www.oecd.org

- (2011): "From Digital Identity Management for Nedl Persons: Enabling Innovation and
Trust in the Internet Economy - Guidance for Goweent Policy Makers".
http://dx.doi.org/10.1787/5kg1lzgsm3pns-en

PAVLOU, P. A. (2011): "State of the Information ¥acy Literature: Where are we now and
whee should we goMIS Quarterly 35(4), 977-988.

PAVLOU, P. A., LIANG, H. & XUE, Y. (2007): "Underanding and Mitigating Uncertainty
in Online Exchange Relationships: A Principal-Agé&tdrspective"MIS Quarterly 31(1),
105-136.

RECORDON, D. & REED, D. (2006): "OpenID 2.0: a Rdatn for User-centric Identity
Management”, Second ACM workshop on Digital idgntitanagement (DIM'06) (pp. 11-
16), New York, USA: ACM.

SMITH, H. J., MILBERG, S. & BURKE, S. (1996): "Infmation privacy: Measuring indi-
viduals' concerns about organizational practice8S Quarterly 20(2), 167-196.

SMITH, J. A. (2004): "Reflecting on the developmaitinterpretative phenomenological
analysis and its contribution to qualitative resbain psychology"Qualitative Research in
Psychology1(1), 39-54.

SOLOVE, D. J. (2006): "A Taxonomy of PrivacyJniversity of Pennsylvania Law Review
154(3), 477.

TRUBOW, G. (1992): "Personal privacy and secondag-dilemma (social aspects of auto-
mation)", Software, IEEE9(4), 73-74.

WESTIN, A. F. (1967)Privacy and FreedormNew York: Athenaeum.

WHITLEY, E. A. & KANELLOPOULOU, N. (2010): "Privacyand Informed Consent in
Online Interactions: Evidence from Expert Focus psy, Thirty First International Confer-
ence on Information Systems. St. Louis: AlSeL.

http://aisel.aisnet.org/icis2010_submissions/126

WHO (2012):World Health Statics 2012. Franc&/HO Library Cataloguing-in-Publication
Data.

WILTON, R. (2008): "ldentity and privacy in the dig age", International Journal of Intel-
lectual Property Management, 2(4), 411 428.

YIN, R. K. (2009):Case Study Research: Design and Meth@d=d., Vol. 5), UK: Sage.

Page | 207



ZALLONE, R. (2010): "The Privacy Paradox or How ¢édrned to Have Rights that Never
Quite Seem to Work", AAAI Spring Symposium Serigg, 199-202, Palo Alto, California.

Page | 208



Paper 5

Building Trusted National Identity Management Systens:
Presenting the Privacy Concern-Trust (PCT) Model

Joseph Kwame Adjei & Henning Olesen

Center for Communication, Media and Information Aremogies (CMI)
Aalborg University Copenhagen
A. C. Meyers Vange 15, DK-2450 Copenhagen, Denmark
e-mail: {adjei,olesen}@cmi.aau.dk

Abstract—This paper discusses the effect of trust and médion privacy concerns on citi-
zens' attitude towards national identity managemeydgtems. We propose the privacy-
concerns-trust model, which shows the role of tinsinediating and moderating citizens’
attitude towards identity management systems. Véptad a qualitative research approach in
our analysis of data that was gathered througlriassef interviews and a stakeholder work-
shop in Ghana. Our findings indicate that, beydrathreshold level of trust, societal infor-
mation privacy concern is low; hence, trust is hitjiereby encouraging further institutional

collaboration and acceptance of citizens’ inforimadil self-determination.

Keywords-1dentity Management; PCT Curve; Privacy Concern; Trust; Trusted | dentities.
Introduction

Although digital Identity Management (IdM) is fundantal to electronic government, glob-

ally, its implementation and adoption by citizerssially presents complex issues for its many
stakeholders. The complexity has been attributetthéofact that it transcends technological
issues as well as policy, legal, institutional, @wdnomic aspects of society. The complexity
is also compounded by the rate, at which standamdgechnological solutions become obso-
lete; the flexibility and ease of collection, usissemination of data; and the increased link-
ability of information to the data subject. Thisses the potential for privacy concerns [1].

Ironically, previous privacy research has shown thdividuals disclose personal information
in exchange for some economic or social benefijestilto the "privacy calculus”, an assess-
ment that their personal information will subsedlyebe used fairly, and that they will not
suffer negative consequences [2]. Moreover, whedeviduals can exercise some degree of
control over data collection and use; informati®icollected in the context of an existing rela-
tionship; the information collected or used is velet to the transaction; and they believe the

information will be used to draw reliable and vaiiderences about them; citizens are less
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likely to raise concerns. Unfortunately, this isially not the case. These phenomena often

occur without direct involvement or control of thata subjects.

Governments in many countries have implemented donme of identity management as a

critical enabler of government to citizens’ intdrans, and in the facilitation of business

transactions. Unfortunately, the costs of impleragaihs are usually not matched by the ben-
efits and citizens’ adoption of the expected orrovement in public services. This makes it
difficult for governments to justify the implemetita, since it often leads to embarrassment
[3, 4].

In spite of its use being lower than expected, titlemanagement can play a leading role, if
the factors that affect its takeoff are properlyli@dsed. Trusted identities ecosystems have
been found to be very critical to the success gitali IdMS. This research focuses on under-
standing the key stakeholder concerns on informatiovacy in regards to the collection,
storage, use, and transmission of personal idemtitymation [5], and how such concerns

should be addressed to ensure trusted identities.

The rest of the paper is organized as follows;ndnet section discusses the theoretical back-
ground for trust and privacy concerns, followedabgescription of our research design and
methods. We then discuss our findings from theettakler workshop and the interviews. We

present our conclusions and recommendations ftrdustudies in the final part of the paper.
Theoretical Background

The growing deployment of innovative systems follembing, processing, and sharing per-
sonally-identifiable information place data subgett a vulnerable situation and has a pro-
pensity to undermine confidence in identity manageinsystems. A 2012 Europe-wide sur-
vey [6] revealed that online users are naturallyceoned about risks in online transactions,
and that users are not in control of their persamf@armation disclosed on the Internet. The
survey also revealed that users employ a variebfftiie and online methods to protect their
identity; 62 % of users better understand how tutqmt their identity in the offline transac-

tions using data minimization techniques, whilst®@ust national institutions and banks
more than Internet service providers and e-shopsSéch observations cannot be true in

many developing countries.

In developing countries many of the electronic gowgent projects are viewed with suspi-
cion with very low level of trust in the institutis that manage credentials. The source docu-
ments required for proofs of identities, i.e., trd@gistration systems are often unreliable [7]

due to several instances of multiple registratimnd enrollments of unqualified people. Busi-
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nesses, usually, have difficulties in verifying tagthenticity of credentials individuals pre-
sented for access to services. Credentials canamyrmstances only be verified manually,
resulting in undue delays and customer frustratgh its attendant privacy information im-

plications.

Information Privacy Concerns

The issue of privacy is generally based on cogmiperceptions rather than on rational as-
sessments. Privacy concern has been used as aikagypconstruct by researchers [8, 9].
Smith et al. [10] developed the concern for infotiora privacy (CFIP) model for operational-
izing privacy concerns based on data collectiorgrey secondary use, and unauthorized ac-
cess to information or invasion. Collection, usé &tansmission of personal information by
identity providers and relying parties must in piple be based on tacit or explicit consent by
service providers to protect the interest of datlajects [2]. Citizens, therefore, become ap-
prehensive, when their interests are not obsemethe perceived risk of the abuse exceeds

the benefits derived from such implied social cacts.

These tensions between organizational use of parsoiormation and societal information
privacy concern are very topical in privacy reshdil]. Previous studies have defined pri-
vacy asthe ability of an individual to exercise some asgof control of the access that others
have to their personal informatidt2]. Privacy is at risk, if individuals are unaliteexercise
control over their personal information during sbdnteractions and business transactions
(Solove, 2006; Clarke R. , 1999), and it is themrefdisheartening for privacy-aware citizens
to find out that inaccurate, out-dated, excessiv@relevant data about them are stored by
others.

Information privacy concerns can be categorised as

e Jllegitimate use of information [10], and
* Secondary use of personal information without the consent of the data subject, for
purposes outside the primary reason for data collection [1].

Therefore, it is imperative that organizations depanformation practices that address the
perceived risks and citizens concerns in orderrtgpept an innate trust (Mayer, Davis, &

Schoorman, 1995; Adjei & Olesen, 2011). Althouglvary concerns are almost always
measured at an individual level of analysis, satiebncern (overall privacy concerns of a
nation) should reflect the concerns of its citizansl organizations [17, 18]. Various govern-
mental interventions like regulations and contiars implemented to address societal infor-

mation privacy concerns. Although Bélanger & Cres$l7] and others have discussed the
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Figure 1: Qualitative relationship between privacy concern and trust.

privacy concern, there is still a need to clahibw privacy concern and trust affect each other

within the context of identity manageméitiis is one of the objectives of this study.
Trust

Trust plays an important role in societal discosraed attitudes towards electronic identifica-
tion systems. Due process requires that organimépply best practices in data acquisition
and also strive to prevent illegitimate access btyers to personal data in their custody.
Bhattacharya et al. [19] describes trust as hawingultidimensional construct and defined
trust as an expectancy of positive or nonnegatiteames that one can receive based on the
expected action of another party in an interactbaracterized by uncertainty [19]. Broadly,
trust is considered as a firm belief in the relighi competence, qualification, ability,
strength, integrity, truthfulness, honesty, singend loyalty of the other party to transaction

or interaction [20].

In their study on “an alternative model of trus¥layer et al. [15] modelled the concept of
trust by categorizing the key attributes of trugtivimess as the trustees’ ability to fulfil the
trusting action, the benevolence of trustees’ itid@s, and their integrity [15, 21]. Their defi-
nition was based on one person’s beliefs abouthleacteristics of another person. In effect,
trustworthiness can be operationalized using thase attributes of the trustee. Ability signi-
fies competence or perceived expertise, businegssesand judgement. Consistency, fairness
and reliability describe integrity, whereas loyalopenness and availability signify benevo-
lence (Mayer, Davis, & Schoorman, 1995; Adjei & §da, 2011). These attributes are im-
portant determinants of the success of IdMS, sihcan affect the usage behaviours of the

systems.
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A trust relationship is made up of three elementse-truster, the trustee, and the context in
which trust is conferred [20]. Trusters are thé&eits and relying parties, the trustees are the
credential issuers and service providers, and ¢inéegt is an IdMS or the electronic identity

card scheme.

Perception of trust can be either due to the tddgyoor the institutions [22]. A low citizens
trust in credentials issuers and IdMS will be aonalisincentive to accept the IdMS, since
there is lack of identity assurance [23]. Such latkust can lead to unfavourable outcomes
of the IdMS. Likewise, a low trust in credentiasirs coupled with a high trust in the tech-
nology leads to a situation, where citizens migtgé technology as a competitive tool against
the unpredictable and sporadic results. In suateaasio the IdMS will be viewed with suspi-
cion and cynicism by the citizens [24, 22].

Relationship Between Trust and Privacy Concern

Various studies have established a relationshiywd® trust and people’s willingness to for-
go their privacy concerns [25, 26]. What is nott@er is the nature of the relationship be-
tween privacy, trust and societal attitude towaidkEntity management systems. Trust is
known to be a mediator between privacy concernshatdviour [26, 27]. Thus, trust (the

mediator) is what explains the effect that privaoycern (independent or predictor variable)
has on societal attitude (the dependent or criteviariable). For instance, a correlation be-
tween income and cancer might be explained by eeledion between income and smoking
(the mediator), and then between smoking and cafiters, according to mediation models,

privacy has little or no direct effect on behaviomstead any effect can be explained by the

links between privacy and trust, and then betwagst and behaviour.

The relationship between privacy concern and tastalso be explained using the concept of
moderation [28]. Moderators are variables thatcaffee directions and strengths of a rela-
tionship between an independent and a dependeabieaf28]. Thus, in the case of privacy
and trust, where there is high trust, privacy comexerts an influence on behaviour, while in
low trust environments privacy concern may haveegligible impact on behaviour, since
behaviour is limited by the lack of trust. Thisdjexplains mediator and moderator relation-
ships between privacy concerns, trust and citizattsldes towards national identity man-

agement systems.
Modelling Identity

Wilton [29] described digital identity as the retmiship of idenenrollmenteen a person at the

time of enrolment, and a person at the time ofentthation [29]. Thus, identity is not just a
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shapshot of a person, but part of a process frawllerent and credential issue of credential
presentation, authentication and revocation [29heW such a process is not followed or
abused, citizens become concerned and lose conédarthe system or the identity service

providers.
Privacy Concern-Trust Curve

Generally, societal interactions and businessiogiships begin from a low level of trust (dis-
trust) and high privacy concern. With disclosurevadre information, strong institutional co-
operation and user awareness, users are ablertmsexesome degree of user control over their
personal information, resulting in the establishtnana certain level of trust. Thus, citizens
become more empowered and revise their negativeepigons about the IdMS and identity
service providers. This establishment of trust ceduthe initial privacy concerns. Thus, a
high privacy concern is associated with low levitrast, and reduction in privacy concern
results in an increase in trust. In other words,rttediating and moderating effect of trust can

result in either a negative or positive societatuate changes towards IdMS.

The qualitative relationship between trust and amywconcern is shown in Fig. 1. A certain
threshold level of trust must be overcome, befbeeditizens are ready to open up for interac-
tion. The figure also shows that absolute trustesp privacy concern is not possible within a
trusted identities environment, and hence the caareonly asymptotically approach the two
axes. The purpose of the trust framework thereforfer society to establish the framework
that can overcome the trust threshold. Beyondléwsl, trust and privacy is adequate to en-
courage more collaboration, creation of new idgHidsed services, institutional collabora-

tion, etc.
Research Design and Methods

This study entailed two main phases — an exploygtbase, which saw the development of
the model based on literature, and a qualitatisetaonfirmatory phase, which was used to
evaluate the model. The conceptual model on this bhsheoretical considerations is part of
an on-going research project that seeks to presegltable and valid instrument for measur-
ing trusted identities ecosystem. The exploratdmgse of the study was organized in line
with two-step approach for operationalizing constistand identifying measures [30]. Due to
the multi-stakeholder nature of trusted nationahidies, we decided to adopt a research ap-
proach that engages the key actors and hence #@atjual methodological approach was
deemed the most appropriate means for data calfeétbm a societal perspective [31, 32].

We also applied the concepts of Interpretative Bivemological Analysis [33] in our data
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analysis because of its usefulness in understantiengxperiences of individuals. The over-
arching research question wagat are the key requirements for crafting a tregtidentities

ecosystem”.
Stakeholder Workshop

Given the societal level of analysis, a stakeholdenkshop was organized in Accra, Ghana.

All the major stakeholders involved in the collecti storage, use and issue of identity were
represented, including Registrar of Births & Dedthe Passport Office, Driver and Vehicle
Licensing Agency (DVLA), National Identification Alority (NIA), National Health Insur-
ance Authority (NHIA), Electoral Commission (EC)h&a Revenue Authority, financial
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Secondary Data Uses Identity Verification

ted Identit
Access to Services ——— Eyhersln?pe
, ' Associated -
Better Relationships With

Authentication

Address

Information Privacy

Could
Lead to

Efficiency

Better Interaction

Empowerment

Fiaure Il: Dimensions of Trusted ldentitv Manaaemmalicie:
institutions and identity-related businesses, amécienstitutions, national institutions and

non-governmental organisations involved in civijht advocacy, and the general public. The

identification challenges in Ghana are consideodakttypical of many developing countries.

During the workshop participants were offered tippartunity to discuss a number of pre-
pared questions and scenarios. To inform discussparticipants listened to presentations on
various aspects of trust, privacy and secondarg o$g@ersonal information. The presenta-
tions also highlighted the key concepts of trustihtities and the policy, technological and
regulatory implications as well as related IdMSegrsh and practices in OECD countries
[34, 35]. The ideal situation as illustrated onuUfey 2 was used to explain the benefits of
trusted identities.

Some of the discussion questions were:
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1. What are the potential benefits and risks regardhngysecondary uses of personal infor-
mation?

2. What are the major challenges in relying on exgstinedentials presented for access to ser-
vices?
How can institutional cooperation be encouragecegithe conflicting regulations?

4. What attributes do citizens look for before trugtorganizations with respect to secondary use
of personal information?

5. What can be done to address issues arising froppirapriate use and/or exploitation of per-
sonal information?

6. What regulations, legislation, and/or policies areeded to address the evolving challenges

Interviews

A series of stakeholder interviews were conductefbrie and after the workshop. The pre-
workshop interviews were made to identify the kesues and challenges from different per-
spectives. This helped in choosing and phrasingltbeussion questions for the stakeholder
workshop. The follow-up interviews were conductedtarify some of the points raised dur-
ing the workshop to solicit for further informatiolmterviewees included the officials of iden-
tity issuers, policy makers, journalists, privatesimesses involved in identity verification, and

identity card manufacturers.
Transcription and Coding

Although raw data can sometimes be of interesésearch they do not usually help the read-
er to understand the world under scrutiny and @aents’ views without a systematic analy-
sis to illuminate the situation under investigat[B6]. Transcripts were thus initially coded to
aid meaningful analysis. Data coding, which is mpartant part of analysis, involves subdi-
viding data into chunks of varying-sized words, g#&s, sentences or whole paragraphs, and
assigning categories [37]. Thus, codes are labelallocating units of meaning to descriptive
or inferential information compiled during a studyne of the key objectives of our coding
approach is to identify relevant examples of therq@mena and analysis of the phenomena to

discover distinct patterns, differences and comriies[37].

Transcript of the workshop discussions and thevrgess, in the form of audio-visual record-
ings, interview notes and summary of discussiosieas, were produced by the authors. The
introductory background of speakers and intervieweere, however, included for coding
and analysis purposes. This was meant to mainpgaker anonymity. No attempt was made

to identify speech patterns, since that was notdbes of our research. The nature of the dis-
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cussions and interviews was such that initial cgduould not have been helpful since partic-
ipant interviewees were from diverse backgrounds, epinions were varied. Each of the
transcripts was coded on the basis of the backgrofithe various speakers, since each of the
participants and interviewees were told to intradtleemselves before speaking. This served

as basis for coding and sub-categorization ofrdestript.
Discussion of Findings
Societal Concerns

Comments and statements made by participants dtivenmterviews and workshop revealed
a number of societal concerns and the various ssuwnt them. Some of the concerns are

listed below:

“The identity agencies are only there to please their political party and not because they

are skilled”.

e “If the electoral commission knew what they are doing, why will they opt for a biometric
system without a means of verification”?

* “The information on the National Identification Authority website is so scanty that | have
no idea what is going on.”

e “l wonder if the officials of the identification agencies read our emails or even if the
emails get to the organisations in the first place, because they never respond to emails
sent to addresses they have provided”.

* “If I have a problem, | have no idea how to reach them by phone or on the Internet, ex-
cept if | walk to their head office”

* “I'do not know the use of all the information collected by many of the identification
agencies. For instance, | do not understand, why my actual date of birth is stated on my
driving license, when they could have simply stated that | am over eighteen or qualified
to drive.”

e “Since one can present different documents as proof of identity during voter registration

or drivers’ license acquisition, it gives room for multiple registrations.”

Such comments show the need for societal assuthatéheir opinions are taken seriously.
In a situation, where citizens do not get respof@ethe concerns raised, it gives the impres-
sion that citizens are not involved in decisiorat ttoncern them. It is therefore important to
empower citizens in order to generate commitmedt@mtributions. In essence, when citi-
zens’ opinions are taken seriously, they feel thay are involved in decision-making and

empowered, resulting in increased trust [38, 39]

Moreover, recruitment of unqualified personnel shawlack of ability and integrity, which

are all key attributes of trustworthiness [15, 40jis is also manifested in comments like
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* “l always read stories in the dailies about impeanstion and people making fake documents espegialiy-
ports and birth certificates; many of the officialse involved”.

However, citizens would like to have informatiosalf-determination - a sense of freedom to
do what is interesting, personally important, asgghologically vitalizing [41]. Such con-

cerns lead to distrust in government institutiond therefore very critical that the system for
tracking vital source documents like birth and naaye certificates is improved. The key as-
pects of the civil registration that need to be enafficient include, birth, marriage and death

registration.
Segregation of Personally Identifiable Information

Article 7.1 of the United Nations Convention on Rights of the Child states thdhe child
shall be registered immediately after birth andlshave the right from birth to a name, the
right to acquire a nationality, and as far as pdmsj the right to know and be cared for by his
or her parents”.The birth certificate for instance contains theegi name, surname (or fami-
ly name), gender, date of birth, place of birthd dather and mother names. Given the im-
portance of the birth certificate in the establisimnof the core identity, its abuse in the form
of multiple registration and registration of illéigiate people defeats its usefulness. If the
birth registration system were to be strengthenechuld act as the basic document that all

residents must rely on for initial registration.

The information on the birth certificate represetits ‘Basic Identifier Set’ (BIS) — infor-
mation that can help identify a person and doeschahge over time [29]. Hence, the birth
certificate can be a very useful document in adiingsissues of multiple registrations, espe-
cially when individuals are made to use the nuntbeyughout life. In that case, enrolment of
foreign nationals who reside in the country shdaddbased on travel documents as part of the

processing of residence permit.

Certain transactions requiring proofs of additiomébrmation might require credentials that
show the individual’'s Personally Identifiable Infieation (PIl) — additional information that is
useful for identifying a person but may change diee, such as addresses, marital status,
physical characteristics like height, hair/eye coJoor complexion [29]. The PII provides
additional information that can typically not beufa in the BIS. For border control purposes
passport may be preferred more than a birth ceatéi In other sector-specific transactions
and interactions, other attribute data are necgssaeffective identity verification. This kind

of data is information that on its own might notdi®e to identify a person, but will provide
important traces when linked to either the BIS brdata, or when such data are aggregated

over time and space (e.g. healthcare records,etaxnr information, driver’'s and vehicle li-
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cence, banking and insurance information. Givenstiraetimes sensitive nature of such in-
formation, e.g. health records, it might requireiidnal level of security to avoid linkability
to the BIS and PII. In essence, other attributa da¢ identity-related, albeit ‘sector-specific’,

Strong Focus on Identity and not Credentials

A common misunderstanding on the part of credeigglers and policy makers during the
workshop was the equation of strong credentialsfticient identity management systems.
This became apparent from statements ‘ike have introduced biometric based ID cards

that are difficult to forge”.

There is, therefore, the need to move away frordesrgals towards unique identification. A
credential such as a passport or driving licenpe@lly includes some items from each of the
three aspects of identity — the BIS, PIl such dghteeye colour, and some sector-specific
data such as entitlement to drive specific clas$e®hicle, or visas indicating entitlement to

enter a specific country. This is illustrated og.R.

A distinct feature of a credential is that it ensalptes attributes and entitlements in a reliably
verifiable form. There is therefore the tendencgdgoiate such documents as representing the
identity of a person when in fact they might notrbpresentative in a given context. For in-
stance, passports and driving licences have hisibyibeen presented as foolproof docu-
ments loaded with the necessary information thaterable the holder to access services and
for authentication purposes. This is not withowtvadvacks, since it is susceptible to revealing
more information about the holder than is necessaany given authentication context. Us-
ing a passport for proof of age will no doubt rdvea passport holder's name, place of birth
and citizenship, and a driver’s licence used farilgir purpose can also reveal your date of
birth and address.

A focus on identity will also make it easier to erde policies appropriate to the data in ques-
tion, particularly when different sector-specifiatd items entail different policy controls. For
instance, entitlement to drive a vehicle may notpbé& of major privacy concern, whereas
credit status will, hence data security policieslddoe segregated to address such data. On
the other hand, since healthcare history and medaocalitions are very sensitive, a different
set of policies will apply. Graphically, one mighink of this as the ability to segregate iden-
tity data into sector-specific segments and caterdiscrete management policies by sector
and data type (cf. Fig. 3). Thus, within a givetadsegment, assertions of identity (‘the hold-

er of this credential is XX’) may make one kind ddta security policy appropriate, while
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assertions of other attributes (‘the holder of ttiedential has been treated for Repetitive

Stress Injury’) may require quite different polizgatment.
Application of Privacy Enhancing Tools

Various privacy-enhancing and minimal disclosuehtmlogies have been tested that address

the requirement not to reveal unnecessary detattansactions.

For instance, the touch2ID biometric applicatiolowas users to prove their age without stor-
ing or revealing extra details about the individi4&]. Similarly, the ABC4Trust project has
released and tested guidelines for implementingate-based credential technologies focus-

ing on trust, based on Idemix and U-prove technebf3, 44, 45].

In an online context disclosure of excess datalmamvoided. Credentials can realistically
encapsulate just those data items, which serveniguaely identify the holder (such as the
BIS), as long as they provide a way of linking lte rest of the holder’s personal data, which
may be held elsewhere. In other words, the optmn axists to make use of the distributed
nature of networked computing, so as to allow moare flexible ‘placement’ of identity

data of different types. This is valuable in temhgolicy control, because it makes it possible

Basic Identifier Se Personally Identifiable Information Other Attribute Data
Civil Registration Universal ldentification System <€ - - Sector SpeCifiC
System — — ldMS
Figure IlI: Personal Information and how it candegregated

to apply controls at the place where the data i@, mather than trying to enforce it wherever

the credentials are verified.
Encouraging Trusted Environment

Trust is what moderates and mediates citizensapgivconcerns and attitudes towards IdMS.
Thus, individuals are likely to engage in transatdi if their level of trust exceeds their per-
sonal privacy concern threshold, which is reachdtken the potential benefits outweigh the
risks. This threshold will always depend on theetg transaction and the amount of identifi-
able information revealed. For instance, transasti@quiring the revelation of other attribute

data might require a lower trust threshold. Thulsemvpositive steps (i.e., data minimisation)
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are taken to improve the IdMS, the moderation ¢iéctrust will cause citizens to revise their
attitude towards the IdMS, leading to more trusthe credential issuers and the technology
and thereby moving down and to the right on thstttbreshold. Similarly any negative ac-
tions on the part of credential issuers will inGg@she privacy concern and thereby causing a
move upwards and to the left on the privacy trusve. The trusted identities framework in
the United States, where the interest of all stakkdrs in the identity ecosystems are taken

into account, is a clear step taken by the US gowent to increase trust [35].
Conclusions and Future Research

This paper discussed the issues and challengesiassbwith accountable management of
personal identifiable information and the provismihmore user control over personal infor-
mation. The findings from this study suggest tiébrimation privacy concerns can affect the
posture of society in relation to attitudes andfgrences for regulatory environments and
willingness to accept a particular identity managetrsystem [8, 18, 46, 26]. We also high-
lighted the relationship between information privamncern and trust from a societal per-

spective, and its effect on trusted identity manag@ systems.

Our findings show that the unreliable civil regaion system can be a major reason for such
concerns. Given that the civil register is in mamstances a key source document for creden-
tial acquisition, its unreliability leads to allids of credential abuses. Hence, governments
especially in developing countries must focus oengithening the civil registration system in

order to avert such abuses of personal identityrimétion.

Our work clearly shows the two steps towards esfatvlent of a trusted national framework,
which are typical for the situation in many devehgpcountries. Initially, trust is low and
privacy concerns are high, because of poor impléatiens, but once the initial problems are
identified and addressed, it is possible to meehrashold level of trust, thereby reducing
privacy concerns and paving the way for effectiusibess transactions and societal interac-
tion. This is the point at which societal trustldentity service providers is high enough to
encourage institutional collaboration [22], andzeibs’ informational self-determination [41].
We also highlight the need for policy makers teegatise personal information in a way that
will encourage secondary uses of personal infolnatihilst ensuring that sensitive personal
information is released only to legitimate people.

This study focused mainly on citizens’ attitudewaods identification systems in Ghana and
that poses a number of issues in terms of genaldlity that will need to be tested. For in-

stance, there are peculiar dynamics pertaining/éoyecountry and for that matter the infer-
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ences drawn might not be representative for aleliging countries. Moreover, the use of a
gualitative research approach also gives roomnfi@rénces that are not tested empirically, as
is the case of quantitative research. In the fuitunell be interesting to examine quantitative-
ly the relationship between trust and privacy consén relation to citizens’ attitudes towards

identity management systems.
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Paper 6

Towards a Trusted National Identities Framework

Adjei, J. K. (2013). Towards a trusted national idatities framework.

Info, Emerald, 15 (1), 48—60.
1 INTRODUCTION
Identity assurance and management play a critidalin modern business transactions, socie-
tal interactions as well as national security aadibr control. Its criticality is compounded by
the interdependence of communication networks gdanvergence with information tech-
nologies in cyberspace. This presents challengasicplarly to policy makers, law enforce-
ment agencies and business executives in addreabgirggowing trend of identity fraud, other
forms of identity abuses and misuse of personakimétion. The issue of trust is thus brought
to the fore owing to its importance in communicat{&iffin, 1967), institutional collabora-
tion (Farrell and Knight, 2003), implementationsgfif-managed systems (Lawler, 1992) and
in user empowerment (Smith, 2004). Trust is thlkew foundation of an effective identity
ecosystem and is shaped by the confidence placke isystems that create and manage user
identities (NSTIC, 2011; Grant, 2011).

Trust is also an important step in the provisiondehtity assurance (EnCoRe, 2012; Crosby,
2008) to citizens and in instilling discipline ihet use of personal information. In a trusted
identities ecosystem all stakeholders can effelstizellaborate with the assurance of a cer-
tain degree of trust and informational self-detevamion in their interactions and business
transactions (NSTIC, 2011; Grant, 2011). The owdriag question then isvhat are the key

requirements for crafting a trusted identities gism?”

This paper addresses this research question udimgtad identities framework by adapting
concepts from the DeLone and McLean informatiortesys (IS) success model (DeLone &
McLean, 2003). The IS success model has been dpplievaluate the contributing factors to
information systems success at the individual aratganisational levels of analysis (Urbach
and Miller, 2012; Petter, et al., 2008). Howeveusted identities ecosystem is a multi-
stakeholder issue and hence has societal levelabysis. We therefore introduce institutional
co-operation and user empowerment to the DeLoneMgldcean IS success model as addi-

tional independent variables.

The paper is organised as follows. The paper begithsa brief background to the study and
a discussion of the key concepts of trust, persmfi@atmation uses and information privacy.
A conceptual model of trusted identities framewlsubsequently introduced followed by
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the research design and methods. The results aondsdion of the findings, which includes
the privacy concern—trust curve and its implicatonthe trusted identities framework, is then
presented. The last section presents our conckigsioth opportunities for further research.

2 BACKGROUND

A Trusted Identities Ecosystem is a digital idgnahvironment where individuals, organiza-
tions and services can trust each other becaupardltipants in the ecosystem follow estab-
lished standards for digital identity verificatiand authentication (NSTIC, 2011; Grant,
2011). The aim of an identity ecosystem is to pevbetter and more reliable assurances for
digital identities both physically and online. Inrasted identity ecosystem, users have a high
degree of assurance that their identity (businessal, health records) will be secure with a
certain degree of physical and digital anonymitysNC, 2011). “To craft such an environ-
ment, entities relying on claims information must d&ble to determine what assertions they
require, the validity of the assertions and whether certified or supported with information

about the credential or claim issuer.”

The US government is spearheading a scheme tosadaitgch claims issuers would be des-
ignated as trustworthy as part of its “Nationalagtgy for Trusted Identities in Cyberspace,;
Enhancing Online Choice, Efficiency, Security, d@wivacy” (NSTIC, 2011) through an ac-
creditation process. A key part of their strategthie recommendations for a series of trust
frameworks through interoperable policies. Thetstrp does not describe how a trust frame-
work could be crafted to make the identity ecosysseiccessful. The strategy although laud-
able also focuses mainly on internet-based tramsectis evidenced in its definition of an
identity ecosystem (NSTIC, 2011). The strategy Wh an attempt at democratisation of
personal information use (Bradwell, 2010) seemddaie and governments in other countries
might want to emulate it. However, many developogntries were still not able to deal with
fundamental identification challenges. Primary usietokens and credentials are for physical
verification, by the credential users in pursuittiogir core objectives, with little room for

identity assurance and real-time verification byctiparties.

The identification challenges could in part be éhdo the unreliable civil registration sys-
tems which are a key source for identity documdfs.instance, in Ghana, birth registration
coverage is only 71% according to WHO’s 2012 He8lttistics Report (WHO, 2012) which
indicates that close to a third of the nation’sydapon are not registered. This challenges the
reliability of identity tokens for secondary usestiusinesses and government agencies. Ex-
isting identity management systems also remainrbgémeous and independently managed
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identity silos with little involvement of users asdrvice providers (Adjei and Olesen, 2011).
Changes of address, update of personal detailss{@igame change owing to marriage), can-
not be handled seamlessly without going througlh éadividual identity provider. Elections
and landed property acquisitions are usually char@ed by controversy because of the lack
of trust in the identity authentication and vegtion. Such instances have resulted in a rela-
tively low and declining level of citizens’ trush icredential issuers and service providers

(Hardin, 1993).

TABLE |
KEY CONCEPTSAND STAKEHOLDERSIN IDENTITY ECOSYSTEM

Con- - - - .-,
Description of Activities
cepts/Stakeholders

Data Subjects (e.g.Trustees in the trust framework. To be issued aigitentities and credentials to
citizens) complete transactions.

Identity Providers Responsible for the processgslved in enrolling subjects in the system and
issue of credentials. Referred to as trustorsertrtiist model.

Attribute Providers Oversee the processes involuecteating, validating, and keeping up the at-
tributes associated with identities. Could be eithestors or trustees in the trust
model.

Relying Parties Make transaction decisions basetherreceipt of credentials. Trustees in the
trust model.

Credential Credential is a generic term that caulyafm both paper documents like Pass-

ports or Birth Certificates, and non-paper base@ab such as smartcards and
other tokens.

Claims A claim is a statement that a person, omgdiuin, etc (data subject) makes
about itself or another subject e.g. name, datertf citizenship, etc.

3 LITERATURE REVIEW

3.1 Trust
The concept of trust has been studied from diffepemnspectives such as sociology, psychol-
ogy, economics and political sciences butiéingness to take risks may be one of the

few characteristics common to all trust situati@ghshnson-George and Swap, 1982; Mayer,
et al., 1995). In the context of using personahidy information, parties are likely to act and
react willingly. This is in line with the defindn of trust asthe willingness of a party to be
vulnerable to the actions of another party basedh@nexpectation that the other will perform
a particular action important to the trustor, irrgsctive of the ability to monitor or control
that other party”(Mayer, et al., 1995)This presupposes that in the identity managemment p
cess, data subjects are perceived to be in a alleeposition and trust is what will induce

parties to engage in transactions irrespectivehefuulnerability levels. Thus, trust is the
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probability that a party to a transaction will atia way that is beneficial or at least not detri-
mental to the interest of the other party for kher to cooperate (Gambetta, 1988). The
above definitions make the differences betweenigtaguility and trust unclear and hence the
need to situate trust in its proper context. Aliffothe two are a means of reducing uncertain-
ty, trust goes beyond predictability and hence c&dn of uncertainties. Otherwise those who
can consistently ignore the desires and intentafrisustors and act in their own self-interest
can be deemed to be trusted, because of theircpabdity (Mayer, et al., 1995).

3.2 Trustworthiness

Trustworthiness can be better explained by referdncthe three main actors in a trusting
relationship — trustor, trustee and context (Krgri€89; FIDIS, 2009). In this studyustors

are the citizens (or virtual citizens since truah @lso be a matter between virtual persons
(Cofta, 2008)). Theérusteesare the credential issuers and relying partiestia@dontextis the
identification scheme. Trustworthiness is basedthan attributes exhibited by the trustees
within the context. Mayer et al, (1995) identifiddee important characteristics that help in
building the foundation for the development of astrframework (Mayer, et al., 1995). Abil-
ity, integrity and benevolence have been identiisdhe key characteristics of trustees in the
trust development process. Ability signifies congpees, perceived expertise, business acu-
men and judgement that enable the trustee to mdlemce within a particular domain. Be-
nevolence on the other hand connotes the extemhitch the trustee can be assured of going
beyond the profit motive to serve the interesthef trustor. Essentially, benevolence suggests
that the trustee will behave in a desirable matm&ards a set objective, irrespective of their
personal preferences (Rosen and Jerdee, 1977Qritytes premised on the trustor having a
positive perception that the trustee will adhera teet of acceptable principles. Thus adher-
ence to a set of moral principles accepted by riln&tdr defines personal integrity. The con-
cept of trust and trustworthiness thus has multhsional constructs of ability, integrity and
benevolence. Ability is characterised by competerggerceived expertise; integrity signify-
ing consistency, fairness and reliability; wheréaglty, openness and availability describe
benevolence (Mayer, et al., 1995; Adjei and Oleg2€d,1). Therefore a trust relationship can
be negatively affected when the trustee consistgtivides wrong information, refuses to
provide or delays in the delivery of personal infation to a legitimate recipient, or provides
legitimate information to the wrong persons. Henasers’' perception of trust towards an
identity management system (IdMS) is an importagtexninant of its success as they can

affect the usage behaviors of the systems.

3.3 Personal Information Uses and Privacy
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Personal information comprises information thatecsfically identifies an individual (e.g.
name, date of birth, address, telephone numbern) adaress, or account number, their loca-
tion, or activities on the Internet that can beédid to that persofWilton, 2008). Thus it is
any information describing a natural person ordemiifiable individual (Trubow, 1992). Per-
sonal information uses have become central to tisebss models of the digital age, such as
the management of government institutions; andetapfe’s everyday lives and relationships
(Bradwell, 2010). Such practices could offer usemvwenience, efficiency and personalisation
but inherently requires collection of pieces ofadaubjects’ personal attributes. Although
such practices can be regarded as an “implied Iscmmract” (Jos P. H., 2006) between ser-
vice providers and users, there are a number optmntegal, privacy and trust issues regard-
ing collection, storage and use of information porposes other than the primary intention
(Milne and Gordon, 1993). To feel private, datajscts must be able to trust credential issu-
ers and service providers to prevent access bythed to follow best practices and appli-
cable laws in legitimate data acquisition. It isréfore a discomfort for a privacy-aware indi-
vidual to find out that inaccurate, outdated, esbes and irrelevant data about them are
stored by others (Raab, 2005).

Privacy in effect is the claim to or the right oidividuals to exercise a measure of control
over the collection, use and disclosure of thenspeal information (Adjei & Olesen, 2011;
Paviou P. A., 2011). However the Internet and a@lilgformation technologies continue to
make the idea of assuming physical control overctikection and use very elusive given that
data can easily be mishandled (Adjei and Olesehl gMloreover, the concept of privacy has
both collective and individual dimensions (Rega@02) given the privacy implications in
accessing, storage, use and data sharing of dafarmation privacy. Clarke defined infor-
mation privacy specifically as “the interest anivdual has in controlling, or at least signifi-
cantly influencing, the handling of data about tBeimes” (Clarke R. , 1994). Hence, infor-
mation privacy refers to the claims of individutiat their personal data should generally not
be available to others, and that, where data assgssed by another party, the individual
must be able to exercise a substantial degreentfatmver the data and their use (Bélanger
and Crossler, 2011).

Information privacy concerns in effect refer to faetors affecting a person’s willingness to
render personal information (Dinev and Paul, 20@8)gage in online transaction activity
(Pavlou, et al., 2007), and to comply with governimegulations — such as enrolling in na-

tional IdMS programs or acceptance to be profidderg, Smith, & Burke, 2000; Pavlou P.

Page | 229



A., 2011). Generally, individuals are less liketygerceive information practices as privacy-
invasive when (Culnan M. J., 1993; Clarke R. , 1982Ichinsky, et al., 1981):

¢ information is collected in the context of an existing relationship;

e they perceive that they have the ability to control future use of the information;

¢ the information collected or used is relevant to the transaction; and

¢ they believe the information will be used to draw reliable and valid inferences about
them.

Hence users are likely to avoid using an IdMS dréhis a perception that their personal in-
formation will be subjected to various forms ofyacy abuses. It is therefore imperative that
users are given privacy assurances in IdMS impléatiens. Such assurances could lead to
enforcement of privacy regulations, user educagioth secure and trusted systems. The more
individuals value privacy, the less control theygeéve to have over their personal infor-

mation and this will have a negative implicationtarst (Stone, et al., 1983).

4 TRUSTED IDENTITIES FRAMEWORK

“When the agencies have vague or inconsistentg@a is usually the case), what the workers do witaped by the
circumstances they encounter at the job, the Iselinl experiences they bring to the job, or theresi pressures on the
job” (Wilson, 1989)

Many user-centric, privacy enhancing identity mamragnt systems models have been pro-
posed (Microsoft_Connect, 2010; IBM_Research, 200RTIC, 2011). A key aspect of these
proposals is the need for user trust and trust dveonks to ensure the cooperation of all
stakeholders within the identity ecosystem. We psapa conceptual model for a trusted iden-
tities framework based on the Delone and Mcleasu&ess model (see Figure I) since it has
been used extensively to evaluate information systeuccess (DeLone & McLean, 1992;
DeLone & McLean, The DeLone and McLean model obinfation systems success: a ten-
year update, 2003). Many of its applications arthiwiorganisational or individual levels of
analysis. Since national identities go beyond iitlial organisations within the ecosystem to
become a societal issue, we adapted the modeldyiring the definition of the dimensions
and excluded those that are not applicable to setduidentities framework within a societal

context. The following constructs are proposed:

» System quality must not only consider performanuaracteristics, functionality, and
ease of use of the system but also the skill sgteopeople, availability of documenta-
tion and the reliability of the processes. Thisnidine with the definition of infor-
mation systems, which is the combination of tecbgg] people, procedures and pro-
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cesses (O'Brien and Marakas, 2010). For instahtlke isystem has all the attributes
as described in (DeLone & McLean, 2003) with ndls#tipersonnel to run it or inef-
fective processes, the performance of the systanbeaaffected as well as the trus-
tee’s relationship with the trustor.

Information is said to be of good quality whensituseful, timely, cost effective, relia-
ble and understandable. These are critical factodentity management systems, and
play a prominent role in affecting how all the sth&lders in the identities ecosystem
trust the system and each other (Schaupp, et08lg; Petter, et al., 2008).

User empowerment: this includes the extent of paeticipation in decision making,
the user’s ability to exercise a degree of conkar their personal information or in-
formational self-determination, and to have coniicke that third parties respect their
privacy (Biskup and Briggemann, 1988). Previougassh found that individuals
who believe they can exert more control over evesush as the secondary use of per-
sonal information, are less likely to perceive tliagir privacy is being invaded
(Tolchinsky, et al., 1981). When users are involeedl empowered they are more
likely to have positive attitudes toward secondafgrmation use and hence will also
have a lower concern for privacy. Deci et al (19B8Yye posited that self-determined
individuals experience a sense of freedom to dot whanteresting, personally im-
portant, and vitalizing (Deci, et al., 1989). Usenpowerment therefore leads to state
of belief in individuals that they can influencethystem of which they are an integral
part.

Institutional cooperation: This describes the atpet key stakeholders working to-
gether to ensure interoperable laws, technologiesems and standards. This type of
collaboration also leads to effective communicataod compliance with standards
with the identities ecosystem.

Service quality is used to measure the overall sipgpat users receive from service
providers. Key aspects of service quality; resparsess, reliability, empathy, compe-
tence (DeLone & McLean, 2003; Urbach & Miller, 2p12

Use, user satisfaction and net benefits: The tiuskentities framework describes how
stakeholders in the identity ecosystem (societadllef analysis) trust each other and
not necessarily the use of the credentials or sesvby the service providers systems.
Hence the use, user satisfaction and net benefiertBions are not necessary in that
respect since they are usually organisational #seoc(DelLone & McLean, 2003;
Petter, DelLone, & McLean, 2008; Urbach & Miller,12). Instead we consider per-
ceived trust and perceived privacy which then keailusted identities.
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Where there is a positive perception of trust ammebpy among the stakeholders in an
identity ecosystem, and the services they providean engender collaborative envi-
ronment and more innovative use of personal inftiondor secondary purposes.

FIGUREI
DELONEAND MCLEAN IS SUCCESSVIODEL (DELONE AND MCLEAN, 2003)

Information

quality Intention to use | use
A

System
Y f— - Net benefit

quality
A
. User satisfaction
Service

quality

Figure Il describes the trusted identities framdwanstitutional cooperation has a positive
influence on trustworthiness. Interoperable lawshhologies, policies and standard are typi-
cal examples of institutional cooperation. Alseicstenforcement of regulation and ability to
seek redress are also signs of institutional catjoer. Systems quality and information quali-
ty have also a positive relationship with trustworess. Usefulness and ease of use (Dauvis,
1989; DelLone & McLean, 2003) skilled and reliabiedential issuers signify their abilities
whilst information signifies integrity on the pant the identity and relying parties. These are
the attributes of trustworthiness (Mayer, et a893; Adjei and Olesen, 2011). User empow-
erment, information quality and service quality édkie potential of minimizing societal pri-
vacy concerns. Positive societal privacy concerassmns that identity and service providers
are benevolent — which is an attribute of trustivoktss. Trustworthiness and positive privacy

concerns result in a trusted identities ecosystem
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FIGUREII
TRUSTEDIDENTITIES FRAMEWORK
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5 RESEARCH DESIGN AND METHODS

This study comprises two main phases — an explgratoase, which saw the development of
the model based on literature and a qualitativedasnfirmatory phase which was used to
evaluate the model. The conceptual model on this bhshe theoretical consideration is part
of an ongoing research project that seeks to presegliable and valid instrument for meas-
uring trusted identities ecosystems. The exployapiiase of the study was organised in line
with the two-step approach (Burton-Jones and StraQb6) for operationalising constructs
and identifying measures. Owing to the multi-stakeéar nature of trusted national identities,
we decided to adopt a research approach that endglageéey actors and hence a qualitative
methodological approach was deemed the most apgt®pmeans for data collection
(Creswell, 2007; Yin, 2011) by means of stakehoid&rviews and a workshop/forum. We
also applied the concepts of Interpretative Phemmhogical Analysis (Smith, 2004) in our
data analysis because of its usefulness in undelista the experiences of individuals. The
overarching research question Wasat are the key requirements for crafting a tregtden-

tities ecosystem”.

Stakeholder Workshop

The stakeholder workshop was organised in Accraan@hduring which participants were
offered the opportunity to discuss a number of greg questions and to listen to presenta-
tions on issues ranging from secondary issues k#opal information and trusted national

identities. The workshop convened on January 1622M an auditorium at Ghana Telecom
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University College (GTUC), Accra. Accra was choseainly because the identification chal-
lenges in Ghana typifies many developing countnigs respect to secondary uses of person-
al information, privacy concern and trust. The vabrdp brought together all the major na-
tional institutions involved in the collection astbrage of personal information, such as the
Registrar of Births and Death, The Passport Offiggyer and Vehicle Licensing Agency
(DVLA), National Identification Authority (NIA), N#&onal Health Insurance Authority
(NHIA), Electoral Commission (EC), Ghana Revenudahduity, financial institutions, bio-
metric and identity-related businesses, acadensttutions, national institutions and non-
governmental organisations involved in civil righidvocacy, and the general public. To in-
form discussions participants were given backgranfarmation and copies of the discussion
guestions during a presentation on privacy andtifeanagement. The presentation high-
lighted the key concepts on identity managemertuding major policy, technological and
regulatory issues and related IdMS research anttipea in OECD countries (OECD, 2009;
NSTIC, 2011; OECD, 2011). Participants were givepies of the prepared questions and
key issues raised. The facilitator asked questamtsinvited participants to speak about the
issues and share their experiences and any resexvdahey might have. Where particular
issues or questions were sector-specific, the aggoncerned were given the opportunity to

respond to such questions. Discussion questiohsded:

1. What are the potential benefits and risks regarding the secondary uses of personal
information?

2. What are the major challenges in relying on existing claims and credentials pre-
sented for access to services?

3. How can institutional cooperation be encouraged given the conflicting regula-
tions?

4. What are the evolving public trust issues with respect to secondary use of person-
al information?

5. What problems may develop as innovative technologies enhance the ability and
ease of widespread personal data sharing for secondary purpose and commercial
uses?

6. What can be done to address issues arising from inappropriate use and/or exploi-
tation of personal information?

7. What regulations, legislation, and/or policies are needed to address the evolving
challenges?

Interviews

A series of stakeholder interviews were conductefbrie and after the workshop. The pre-
workshop interviews were used in identifying they kesues and challenges from different

stakeholder perspectives. It helped in choosing@mdsing the discussion questions for the
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stakeholder workshop. Follow-up interviews were dimied to clarify some of the points
raised during the workshop and to solicit furthg@ormation. Interviewees included officials
of identity issuers, policy makers, journalistaypte businesses involved in identity verifica-

tion, and identity card manufacturers.
Transcription and Coding

A transcript of the workshop discussions and theruews, in the form of audio-visual re-
cordings, interview notes and a summary of disamssessions were produced. The introduc-
tory background of thepeakers and interviewees were included for codimjanalysis pur-
poses. This was meant to maintain speaker anonyhityattempt was also made to identify
speech patterns, since that was not the focus rofesgarch. The nature of the discussions
and interviews were such that initial coding woulgk have been helpful since participant
interviewees were from diverse background and opmiwere varied. Each of the transcripts
was coded on the basis of the background of theuwaispeakers since each of the partici-
pants and interviewees were told to introduce tledves before speaking. This served as the
basis for coding and sub-categorisation of thestapt.

6 FINDINGS

The workshop generated a significant amount ofaresedata and for the purposes of this
paper; a subset of the data is presented so asitttaim narrative coherence (Mcadams,
2006). Thus, this paper mainly presents a recottslusubset of the research themes that
were explored during the discussions and the ety (Whitley and Kanellopoulou, 2010).
The participants’ accounts of their experiences iamaressions clustered around the follow-
ing key thematic areas: Empowerment, system quatisyitutional cooperation, and the qual-

ity of service and information quality.

Participants were offered the opportunity to shiaer knowledge and impressions of identity
management in general or a particular credentidiack of user involvement or awareness
usually affects the opinions and perceptions ofsiesn (Davis, 1989). Examples of state-
ments included:I“do not know how the biometric based voter idgra#rd will be verified”;

“if I lose my national identity card | am not sun®w and who to report to and how | can get
another card”; “I do not know what the National Idgty authority is trying to achieve. For
instance how is it different from my voter ID camdmy driving license? Do | have carry the

card or | can only mention the card number and ggtved”. These are all legitimate com-
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ments that clearly show a lack of awareness andicpabucation. Hence statements of this

nature were categorised under user empowermenki\atin, 1998).

Statements suggesting ease of use and usefulhessperience of the credential issuers and
the reliability of the system were all grouped unttee common heading “system quality”.
Typical comments here includéed:think biometric based voter identity cards caeljp weed
out ghost names on the electoral registét’think with a biometric based voting systems the
issue of long queues just to vote will be a thihthe past’ “I think national ID will make it
easy to prove your citizenship or resident statnsesall must have oneThese were expres-
sions that indicate a perception of ease of useveder, many of the statements in this re-
gards portrayed lack of reliability of the systdfor instance: Prompt verification of my cre-
dential require Internet or mobile connectivity, vhas this going to be possible given that in
my village there is no Internet connection and mthebile connectivity is very poar™*the
technology used to store information on the NIDdcigra two dimensional barcode and so it
will be difficult to store additional informationnothe card for secondary use purpds&3b-
viously this shows that for a system to be of éertmality it is not just a question of the per-
ceived usefulness and ease of use but also tlabiiei of the system is also very critical.
Trust in institutions emerged as vital elementgdoption and usage of any government initi-
atives. As one of the respondents remarked:

“If the systems were to be run by qualified persanidentity abuses like forged passports
and driving licenses will be minimised. The appwoiant of many of the key decision makers
in these organisations are based on factors dtla@r qualification and experience. We only

use it because we have no option for alternative”.

Such statements clearly show a lack of trust ininls@tutions which issue credentials due to
the perception that personnel handling the credisndire unqualified and inefficient. Trust in
the institutions is also dependent on previous Be&pees with policy enforcement as re-

counted by another respondent;

“My brother sent me to withdraw foreign currencynigance from abroad, when | got to the
bank the following day, | was told | had alreadylexted the money. When | insisted that |
had not been to the bank, | was shown a voteriigerdrd bearing my name except the pic-
ture was different. | was advised to go the elettoommission for redress instead. It turned
out that the other card was forged and the banknbadeans of verifying. So at the moment |
do not trust the voter’s ID card or any other creié for that matter since they can easily be

forged”. This obviously implies lack of confideniteidentity service providers.
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We also noted from the discussions that one saufrtiee distrust is as a result of lack of in-
teroperability as chided by a participatw/hy can’t | present my drivers’ license as prodf o
identity for voting in an election, if | misplaceymoter ID card and why can't | present my
voter ID as proof of qualification to drive if thpolice stops me whilst driving?. They all bear

my name and other details”.

A key reason for the lack of trust is the unreliigpiof important source documents like the
birth certificate. This assertion is consistenatstatement made by a participant with national
security background;f‘l am in doubt of the validity of the source downt or can't verify its

authenticity, why would | want to accept a secogdanurce as evidence”.

Lack of citizens’ trust in IdMS technology also yplemportant role in trusted identities eco-
systems, especially in relation to payment systéres, et al., 2008). This is in relation to a
remark by an interviewee with regard to the e-z#idsiometric based payment system in
Ghana:“l have confidence in agencies of the Bank of Ghdna | think there is something
wrong with the e-zwich technology — how can | mak& withdrawal using my fingerprint
details in a world where many of the available ASMre not biometric based?Another
stated“assuming | transfer money to my parents in théage, how will they withdraw or
receive the money when there is no e-zwich ternninle area, and it will cost them about a
third of the money sent in transport to go and digtw the money in the district capital
where there is no internet connection and the pbetine network is nothing to write home
about?” Such comments are indicative of a perceived lackudt in the technology even
when the agencies issuing the credentials aremoutity.

The security aspect of the IdMS technology has etsdributed to a lack of trust in the tech-
nology even where credential issuers are truststitutions. For instance a major issue that
resulted in a long debate and citizen’s’ apprel@mnswards the biometric based voter identi-
ty card system was when it became apparent theg theuld be no verification of identity.
This raised the issue thaft there will be no electronic verification cardssgms then what is
the point of enrolling citizens into a card thatneedt be verified”,as remarked by a social

commentator.

32 e-zwich (GNA, 2012) is a biometric-based paymgstems in Ghana that was aimed at making citizdogta
card based payments and also to offer a platfomthi® unbanked and less banked to be part of thkifg
system. The system is still operating but has simtéreen able to take-off as expected.
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A factor that can inculcate citizens’ confidencddiS technology is cyber and privacy laws
and their enforcement. For instance in Ghana, pyiyaotection act was only passed into law
on the 18 of May 2012, which obviously implies that prior teat, there was no specific in-
formation privacy law. Citizens’ trust in IdMS teublogy will be enhanced if measures are
taken to create awareness and public educatiorn #imsystem. This claim is in line with the
following comments by interviewee&ye have no idea how identity verification will bene

on the Election Day, think the electoral commissbould tell us how they will go about.it”
“If I do not know how they are going to verify mgritity how can | trust such a systen-
other participant's comment was even clearer thdigipants had no clue as to what is going
on. “How can laminated voter identity card store biomedetails, are they going to use the
number on the card to verify or what7his clearly shows that in implementing the bionaeet
voter identification systems the implementing agefaded to adequately educate the public.
6.1 Privacy Concern -Trust Curve (PCTC)

The above analysis of the trust framework impliest society begins from a position of high
privacy concern and thus distrust in identity mamagnt systems and service providers. As
society begins to be more involved and understhadsystems and there is more regulatory
and technological interoperability, users are ablexercise some control over the presenta-
tion, authentication and verification of claims arddentials. Society becomes more empow-
ered and also changes its negative perceptiong #imunstitutions. This reduces the initial
privacy concerns and increases trust. By implicaidnigh privacy concern is associated with
a low level of trust, and reduction in privacy cent can lead to an increase in trust. This
relationship is represented in the privacy condeust curve in Figure Ill. The figure also
depicts that absolute trust with zero privacy consemight not be possible within a trusted
identities framework and that is why the curve lmes asymptotic the closer we move to the
further extremes of the curve. The purpose of thst framework therefore is for society to
work towards what we calbrivacy concern—trust equilibriumThe privacy concern—trust
equilibrium is the point where trust and privacyagequate enough to encourage more col-

laboration, creation of new identity based serviets.
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FIGUREIII
PRIVACY CONCERN-TRUSTCURVE (PCTC)
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7 CONCLUSION

This study has shown that to ensure trusted idesitieach stakeholder must be able to au-
thenticate and verify identities on common termd anderstanding. Undoubtedly, it is not
enough to focus on system quality but also instihal corporation and collaboration with
respect to interoperable technology, legal framé&vemd standards on the supply side. On the
demand side, there is the need for user empowemwtanh will result in informational self-
determination in addition to service and informatguality. The study also makes a profound
contribution to the trusted identities literatuneibtroducing what we have termed as privacy
concern—trust curvilinear model for measuring tbeapof equilibrium between privacy con-
cern and trust. The study has also shown that #egnpt to ensure institutional cooperation
and collaboration have the effect of enriching tiiust within the identities ecosystem. In ef-
fect, through a collaborative effort and societalpewerment it is possible to realise trusted
identities, which have the effect of pushing thlatrenship between trust and privacy concern
towards equilibrium. It is at this equilibrium wieemajority of the benefits of trusted identi-
ties ecosystems can be realised.

It is however important to test empirically how lisic this is and whether the relationship
between privacy concern and trust is a straiglg-¢incurvilinear. Since our preliminary eval-
uation of the trusted identities framework was dase qualitative analysis, it will be interest-

ing to evaluate the causality as noted in the frastework quantitatively.
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Appendices

Stakeholder Workshop Invitation Letters and Prograns
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* GHANA TELECOM UNIVERSITY COLLEGE

Jaroaary 9,2012
Dear Sc/MhTadam,

INVITATION TO STAKEHOLDER WORKSHOP

Ghuna Telecom Uraversity College i corgmctionwith Aalbarg Universty , Devenark | is pleased
to Dovite you to 4 one day stakeholder’s womkshop on the fene "Secondary Use and
Canmerdalization o Pesomal Infoomatven: Tedhnology, Polides and Regulatory
Framewark". The details are as followrs:

Date: Mnday 16® January, 2012
Tane: 9:00arm - 12: (0pm
Venue: Video Conference Centre, Ghana Tdecan University College, Tesano Campus

Secondary uses of personal rfonnationhave become nece ssary i various jarisdictions be caase
majorky of business and social ¥eeractions extalls variows fonns of iderddy wverfficatiors and
iderddy asaurances. This undoubtedly mxplies that secandary use of personal fonration can
promcte or facibtate effective public services, busiess activities, and new busiess
opportirities. Mciderdally, this personal ir{onnm usage also preserts complex ethical,
techmological and social challenges | which usaally borders an presacy,trust and security. Sach
negative side effects have played significant role i mpeding access to and the expansion of
secadary use of personal fonration.

Ik Ghana, sswveral dependert Idertity Maagemert (IDR) kdthtives are under way. This
mchade s National Idexdity Card System, Natioal Headh Ieurance Scheme , Bianetric Passport,
Bimetric Drivers” Licence, Biometrk Voters” Iderdity Cards, etc . It is howrever yot clear what
steps bushwesses go through i order to take advardage of such ¥f axation for secondary and
comprercial uses. hibreover, may o the ID projects n Ghana have focus on physical
wer ficationowith 1tk emphask an onding or ternet based autherdicatiors.

The objpctire of the workshop is to bring key stakeholders together and to iderefy the major
poliy, tedmobgical, regulitory and comanercil issues peoled m the use of persoral
rfonnation. The programwill take the fonn of plenary and romdtable dscussions during which
ovited partic pads will be given the opportimity to ask questions and address the ¥sues from
their perspe ctine.

The outcorxe of the vrodkshop willhelp researchowrodk i Iderdity Mnagemert and Conanercial
uses of Personal kfonration. Your put is therefore aitic alto the succe ss of the warkshop.

We lodk forvrard to vrelcoming you.
Yours smeerdy,

o ARAAAA

Dr. Robert favnush Bafforr
Ve Frealed, GTUC

Frivate Il Bag 100, Acara Nexth. Td: (30- 22142 /22146 /221 456 /22049 7 Fax:030-2223531
Exall: ifo@ ghac eda gh Website ip /Avvay ghac eda gh
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November 6, 2012
The Head of IT

Central University College

Accra

Dear Sir,

INVITATION TO STAKEHOLDER WORKSHOP

Ghana Technology University College (GTUC) in caormgtion with Aalborg University,
Denmark, is pleased to invite you to a one dayedtakler's workshop on the theme "Best
Practices in Crafting Trusted Identity Managemeygt&ns". This is a follow-up on a previ-
ous workshop in January which addressed the teafiwal, regulatory and policy implica-
tions on secondary uses and commercialisation &opal identity information. The details
are as follows:

Date: Tuesday 6th November, 2012
Time: 9:00am — 4:00pm

Venue: Ghana Telecom University College, Tesano iesm

Governments in many countries have implemented donme of identity management sys-
tems as a critical enabler of government to ciszémeractions, and in facilitation of sensi-
tive transactions and activities like electiongyss-border control, online banking, accessing
electronic health records, etc. Unfortunately, ¢hisrthe tendency to equate identity creden-
tials to “identity of a person” resulting in thesige of various forms of credentials to citizens
for specific purposes. Many of the Identity creda@stfocus on physical verification with
little emphasis on digital and Internet-based autibation, which reduces the expected im-
provement in public services and societal intecedti

The objective of the workshop is to bring key staMders together to identify the major is-
sues involved in crafting trusted identities tham delp in removing the barriers that preclude
key stakeholders from easily adopting digital idkg@tion technologies that are secure and
trusted and for commercial purposes.

The program will take the form of plenary sessidngng which invited participants will be
given the opportunity to ask questions and addessges from their perspective. This will be
followed by focus group discussions. The outcomthefworkshop will help policy formula-
tion and research work in trusted identity manageraed Commercial uses of Personal In-
formation. Your input is therefore critical to teeccess of the workshop.

We look forward to welcoming you.
Yours Sincerely,
DR. GILBERT ARYEE

DIRECTOR OF RESEARCH, GTUC

Page | 244



GHANA TECHNOLOGY UNIVERSITY COLLEGE
PROGRAM- RESEARCH SEMINAR

Date: Tuesday,®November, 2012

Time: 9:00am — 3:00pm

Venue: Eva Von Hirsch Auditorium

Theme: Best Practices in Implementation of Trustedtity Management Systems

9:00am — 9:15am Arrival and Registration
9:15am — 9:20am Opening Prayer
9:20am — 9:30am Opening Remarks

Dr. Gilbert Aryee, Director of Research, GTUC

9:30am — 9:40am Remarks
National Identification Authority
Dr. William Ahadzie, Executive Secretary, NIA

9:40am — 9:50am Remarks by The Electoral Commissio
9:50am — 10:05am Keynote Address

Dr. Robert Awuah Baffour, President, GTUC
10:05am — 10:20am Group Picture and Snack Break
10:20am — 10:40am Presentation

Joseph Kwame Adjei, PhD Fellow, CMI, Aalborg
10:40am — 10:50am Q&A

10:50am — 11:10am Presentation
Registrar, Birth & Death Registry

11:10am — 11:30am Presentation,
Victoria Boateng, National ICT Authority (NITA)

11:30am — 11:50am Presentation
Mr. Thomas Baafi, CEO, B-Systems

11:50am — 12:30pm Question and Answer Session
12:30pm — 1:30pm Lunch

1:30pm — 2:30pm Group Discussion

2:30pm — 3:00pm Group Presentation

3:00pm — 3:05pm Closing Remarks,

Dr. Gilbert Aryee, Director of Research, GTUC

3:05pm Closing Prayer
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SAMPLE LIST OF SECOND WORKSHOP PARTICIPANTS

NAME

ORGANIZATION

TEL NO I

-MAIL ADDRESS

Enock Kyei

Ministry Of Foreign
Affairs

02776021172

enokyei@yahoo.com

Kweku William
Halm

Registrar General’s De-
partment

0202728931

kwekuhalm@yahoo.com

Divine Akuoko

Dataspace Consulting

0243104(

D2flvine.barrack@agmail.com

Mawutodzi Information Service 0244773085 abissath@gmail.com
Abissath Department

Frank Kwasi Information Service 0277406979 asante fk@hotmail.com
Asante Department

E. L. Asiedu Ghana Post 02449952&lasiedu@yahoo.com

Gilbert Aryee

Ghana Telecom Univel
isty College

-0202698320

garyee@GTUC.edu.gh

Henry Myers-
Aboagye

National ldentification
Authorit Y

0208135079

hmaboagye@qgmail.com

Joana Nyarko-
Mensah

Ministry Of Foreign
Affairs

0261174036

maameafrifa@yahoo.com

Salim Ibrahim

Ministry Of Foreign
Affairs

0242859565

salinkoex@gmail.com

Godson Lazekpag

Ssnit

02020154

S@ladzekpo@SSNIT.org.g

Danny Ham-
mond

Ministry Of Defence

024295800

Odnahammond@gmod.gove.gh

Amevor Prince
Albert

Ministry Of Defence

024401249

2princeogy@yahoo.com

Kwame Ofosu
Obeng

Ghana Institute Of Joun
alism

-0244749885

obeng_ofosu@yahoo.com

Goerge Tudzi

MWRWH

020819224

®vangelsys@yahoo.com

Alex Q. Papafio

Ecobank

02611287

palgp7 @gmail.com

Magmus Awuah

Ghana Revenue Au-
thority

0243346776

magmus.awuah@gra.gov.gh

Dennis Okyere

Bsystems Ltd

024723572

glennis@bsystemslimited.com

Victor A. Sackey

Mofa Passport Office
Ridge

0243571052

vaswoa@yahoo.com

Kingsley A. Ad-
do

Birth & Death

024421583

Dkingaddo@yahoo.com

Seth Bosompem
Kissi

02446428171

swagahs@gmail.com

Veronica Boat-

eng

NITA

0202050187

veronica.boateng@nita.gov.gh
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NAME ORGANIZATION TEL NO EMAIL ADDRESS
Tweneboah Ko- | GIMPA 0245349741 stkoduah@gimpa.edu.gh
duah

Kevin Philip Bsystems 0244857028evinquansah@gmail.com
Quansah

Salomey Births & Deaths 0208257824braimah_s@ymail.com
Braimah

Andy Fosu Ghana News Agency 0244293247

Comfort Fetrie Ghana News Agency 0244293247

J. Gambo M.E.R.Taz - koranza@gmail.com
Sebasting A. Ministry Of Foreign 0244284300 syevugah@yahoo.com
Yevugah Affairs

Veronica Adjei

Brookes Institute

02766341

bnikay25@hotmail.com

Participant

Electoral Commission

Francis Akwasi-
Kuma

Ghana Revenue Au-
thority

0244262111

fkuma@agra.gov.gh

Kwasi Aboagye

Ministry of Lands And
Natural Res.

0208628730

kwasiaboagye1988@yahoo.cq

Frank Oye

Margins Group

02007212

Of8ankoye@qgooglemail.com

Joseph Tetteh

Ministry of Communic

tion

00208161609

joseph.tetteh@moc.gov.gh

Emmanuel Fi-
agbenu

Ghana Multimedia Inc.
(Gmic)

0244289856

e.flagbenu@yahoo.com

Daniel Moham-
med

Data Link University

024456921

1danblow000@yahoo.com

Dorgbetor Solo-
mon

Data Link University

020825915

Usdorgbetor@gmail.com

Emmanuel N. Births & Deaths 0244161894emmabotchway@yaho0.co.uk
Botchway

F. Agyenim GTUC 0202698369ingaddo@yahoo.com

Nancy Essien NCCE 024499888wagahs@gmail.com

Cephas Adjei MOE 0244888566 veronica.boateng@nita.gov.gh
Mensah

Tweneboah Ko- | GIMPA 0244667590 stkoduah@gimpa.edu.gh

dua

Farouk ClO, Ghana Commercial
Bank

Reporter Ghana News Agency

Reporter Ghana News Agency
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