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Building Trusted National Identity Management Systens:
Presenting the Privacy Concern-Trust (PCT) Model
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A. C. Meyers Veaenge 15, DK-2450 Copenhagen, Denmark
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Abstract—This paper discusses the effect of trust and infona-

tion privacy concerns on citizens’ attitude towardsnational

identity management systems. We introduce the privgy-

concerns-trust model, which shows the role of trusin mediat-

ing and moderating citizens’ attitude towards idenity man-

agement systems. We adopted a qualitative researelpproach

in our analysis of data that was gathered through aeries of
interviews and a stakeholder workshop in Ghana. Oufindings

indicate that, beyond the threshold level of trustsocietal in-
formation privacy concern is low; hence, trust is fgh, thereby
encouraging further institutional collaboration and acceptance
of citizens’ informational self-determination.

Keywords-ldentity Management; PCT Curve; Privacy Con-
cern; Trust; Trusted | dentities.

l. INTRODUCTION

Although digital Identity Management (IdM) is funda
mental to electronic government, globally, its iepkenta-
tion and adoption by citizens usually presents dermissues
for its many stakeholders. The complexity has batbrib-
uted to the fact that it transcends technologgsliés as well
as policy, legal, institutional, and economic aspe&d soci-
ety. The complexity is also compounded by the rate,
which standards and technological solutions becotrso-
lete; the flexibility and ease of collection, udéssemination
of data; and the increased link-ability of inforioatto the
data subject. This raises the potential for privaopcerns
[1].

Ironically, previous privacy research has showrt tha
dividuals disclose personal information in exchafayesome
economic or social benefit subject to the "privaajculus”,
an assessment that their personal information sulbse-
quently be used fairly, and that they will not suffiegative
consequences [2]. Moreover, where individuals caaraise
some degree of control over data collection and uder-
mation is collected in the context of an existietationship;
the information collected or used is relevant te ttansac-
tion; and they believe the information will be ugeddraw
reliable and valid inferences about them; citizans less
likely to raise concerns. Unfortunately, this isialy not the
case. These phenomena often occur without direcivie-
ment or control of the data subjects.

usually not matched by the benefits and citizedspgion of
the expected or improvement in public servicess Thakes
it difficult for governments to justify the implemtation,
since it often leads to embarrassment [3, 4].

In spite of its use being lower than expected, tithen
management can play a leading role, if the fadtwas affect
its takeoff are properly addressed. Trusted idestiécosys-
tems have been found to be very critical to thecesg of
digital IdIMS. This research focuses on understantlie key
stakeholder concerns on information privacy in rdgao the
collection, storage, use, and transmission of peisdentity
information [5], and how such concerns should bédressed
to ensure trusted identities.

The rest of the paper is organized as follows; rtbet
section discusses the theoretical background fest tand
privacy concerns, followed by a description of oesearch
design and methods. We then discuss our findiraya the
stakeholder workshop and the interviews. We preseint
conclusions and recommendations for further stutliehe
final part of the paper.

Il.  THEORETICAL BACKGROUND

The growing deployment of innovative systems for co
lecting, processing, and sharing personally idiextié in-
formation places data subjects in a vulnerableagan and
has propensity to undermine confidence in identignage-
ment systems. A 2012 Europe-wide survey [6] revedbat
online users are naturally concerned about riskeniline
transactions, and that users are not in contrdheir per-
sonal information disclosed on the Internet. Thevey also
revealed that users employ a variety of offline amiine
methods to protect their identity; 62 % of userddreunder-
stand how to protect their identity in the offlitransactions
using data minimization techniques, whilst 90 ¥strna-
tional institutions and banks more than Internetise pro-
viders and e-shops [6]. Such observations cannatugein
many developing countries.

In developing countries many of the electronic gove
ment projects are viewed with suspicion with vew llevel
of trust in the institutions that manage credestialhe
source documents required for proofs of identitigs, civil
registration systems are often unreliable [7] dueseveral

Governments in many countries have implemented somi@stances of multiple registrations and enrolménirguali-

form of identity management as a critical enabfegavern-
ment to citizens’ interactions, and in facilitatioh business
transactions. Unfortunately, the costs of impleratons are
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fied people. Businesses, usually, have difficulireverify-
ing the authenticity of credentials individuals ggeted for
access to services. Credentials can in many instamay be
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verified manually, resulting in undue delays andtomer
frustration with its attendant privacy informatiamplica-
tions.

A. Information Privacy Concerns

The issue of privacy is generally based on cogmigier-
ceptions rather than on rational assessments.dyroancern
has been used as a key privacy construct by rdwrar{8,
9]. Smith et al. [10] developed the concern fooiniation
privacy (CFIP) model for operationalizing privacgncerns
based on data collection, errors, secondary usg,uanu-
thorized access to information or invasion. Coitett use
and transmission of personal information by idgnpitovid-
ers and relying parties must in principle be basedacit or
explicit consent by service providers to proteetititerest of
data subjects [2]. Citizens, therefore, become edmrsive,
when their interests are not observed, or the peadeisk of
the abuse exceeds the benefits derived from supkiein
social contracts.

These tensions between organizational use of palrsen
formation and societal information privacy concare very
topical in privacy research [11]. Previous studiese de-

struct and defined trust as an expectancy of pesdr non-
negative outcomes that one can receive based omxthe
pected action of another party in an interactioarabterized
by uncertainty [19]. Broadly, trust is consideresl a firm
belief in the reliability, competence, qualificatioability,
strength, integrity, truthfulness, honesty, sirtgerand loy-
alty of the other party to transaction or interactj20].

In their study on “an alternative model of trudttayer et
al. [15] modelled the concept of trust by categngzhe key
attributes of trustworthiness as the trustees'itghbid fulfil
the trusting action, the benevolence of trusteetntions,
and their integrity [15, 21]. Their definition wédmsed on
one person’s beliefs about the characteristicsofieer per-
son. In effect, trustworthiness can be operatiaedliusing
these three attributes of the trustee. Ability Bige compe-
tence or perceived expertise, business sense dgdment.
Consistency, fairness and reliability describe gnitg,
whereas loyalty, openness and availability sigti@nevo-
lence [15, 16]. These attributes are importantrdetents of
the success of IdMS, since it can affect the uatpaviours
of the systems.

A trust relationship is made up of three elementhe-

fined privacy aghe ability of an individual to exercise some truster, the trustee, and the context in whicht isisonferred

degree of control of the access that others haubei per-
sonal information[12]. Privacy is at risk, if individuals are
unable to exercise control over their personal rindion
during social interactions and business transactib8, 14],
and it is therefore disheartening for privacy-aweiteens to
find out that inaccurate, out-dated, excessiver@avant
data about them are stored by others.
Information privacy concerns can be categorised as
» lllegitimate use of informatiofiL0], and

[20]. Trusters are the citizens and relying partiles trustees
are the credential issuers and service provided tlze con-
text is an IdMS or the electronic identity card extie.
Perception of trust can be either due to the tdogyoor
the institutions [22]. A low citizens trust in ciettials issu-
ers and IdMS will be a major disincentive to accep
IdMS, since there is lack of identity assurance].[Zich
lack of trust can lead to unfavourable outcomethefldMS.
Likewise, a low trust in credential issuers coupleith a

» Secondary use of personal information without thehigh trust in the technology leads to a situatiwhere citi-
consent of the data subject, for purposes outgide t zens might use technology as a competitive toolinag#he

primary reason for data collectidgd].

Therefore, it is imperative that organizations depen-
formation practices that address the perceived @sid citi-
zens concerns in order to project an innate triSt 16].
Although privacy concerns are almost always measatan
individual level of analysis, societal concern (@leprivacy
concerns of a nation) should reflect the concefrissciti-
zens and organizations [17, 18]. Various governaienter-
ventions like regulations and controls are impleteénto
address societal information privacy concerns. dlth
Bélanger & Crossler [17] and others have discusisegri-
vacy concern, there is still a need to clahifw privacy con-
cern and trust affect each other within the contextientity
managementiThis is one of the objectives of this study.

B. Trust

Trust plays an important role in societal discosiraad
attitudes towards electronic identification systenidue
process requires that organizations apply besttipeacin
data acquisition and also strive to prevent iliegitte access
by others to personal data in their custody. Bohtteya et
al. [19] describes trust as having a multidimensioton-

Copyright (c) IARIA, 2012.  ISBN: 978-1-61208-232-5

unpredictable and sporadic results. In such a siceriae
IdMS will be viewed with suspicion and cynicism Kye
citizens [24, 22].

C. Relationship Between Trust and Privacy Concern

Various studies have established a relationshipdet
trust and people’s willingness to forgo their pdyaoncerns
[25, 26]. What is not certain is the nature of tkationship
between privacy, trust and societal attitude towadentity
management systems. Trust is known to be a mediator
tween privacy concerns and behaviour [26, 27]. Thust
(the mediator) is what explains the effect thavgey con-
cern (independent or predictor variable) has onesaicatti-
tude (the dependent or criterion variable). Fotanee, a
correlation between income and cancer might beaimed
by a correlation between income and smoking (theiane
tor), and then between smoking and cancer. Thusrdiag
to mediation models, privacy has little or no direffect on
behaviour; instead any effect can be explainedhleylinks
between privacy and trust, and then between tndbahav-
iour.
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The relationship between privacy concern and tcast
also be explained using the concept of moderat8]. [
Moderators are variables that affect the directiasd
strengtsh of a relationship between an independadt a
dependent variable [28]. Thus, in the case of psivand
trust, where there is high trust, privacy concexerts an
influence on behaviour, while in low trust enviroemts pri-
vacy concern may have a negligible impact on bethayi
since behaviour is limited by the lack trust. Thiady ex-
plains mediator and moderator relationships betvpesacy
concerns, trust and citizens attitudes towardsonatiiden-
tity management systems.

D. Modelling Identity

Wilton [29] described digital identity as the rédsiship
of identity between a person at the time of enrolthand a
person at the time of authentication [29]. Thuentity is not
just a snapshot of a person, but part of a protess enrol-
ment and credential issue to credential presentasiothen-
tication and revocation [29]. When such a processoi fol-
lowed or abused, citizens become concerned andclosée
dence in the system or the identity service pragide

E. Privacy Concern-Trust Curve

Generally, societal interactions and businessioelstiips
begin from a low level of trust (distrust) and highvacy
concern. With disclosure of more information, styamstitu-
tional cooperation and user awareness, users krécedxer-
cise some degree of user control over their peftsoftama-
tion, resulting in the establishment of a certawel of trust.

Privacy Concern (Y)

<4— Privacy-Trust Curve
High -----1

Trust Threshold

I

Low F---=rq-mrmmem -|., [
I
|

- Trust (X}
High

Figure 1. Qualitative relationship between privacy concerd tost.

strument for measuring trusted identities ecosystéhe
exploratory phase of the study was organized ia iiith
two-step approach for operationalizing construots identi-
fying measures [30]. Due to the multi-stakeholdature of
trusted national identities, we decided to adopesearch
approach that engages the key actors and hencalitatje
methodological approach was deemed the most apatepr
means for data collection from a societal perspectB1,
32]. We also applied the concepts of Interpretafilee-
nomenological Analysis [33] in our data analysisdiese of
its usefulness in understanding the experienceaddfidu-
als. The overarching research question Welsat are the

Thus, citizens become more empowered and revise thecey requirements for crafting a trusted identigessystem”.

negative perceptions about the IdMS and identityvice
providers. This establishment of trust reducesitfi&l pri-

vacy concerns. Thus, a high privacy concern is Gistsml
with low level of trust, and reduction in privacgrcern re-
sults in an increase in trust. In other words, rediating
and moderating effect of trust can result in eitheregative
or positive societal attitude changes towards IdMS.

The qualitative relationship between trust and guow
concern is shown in Fig. 1. A certain thresholcelesf trust
must be overcome, before the citizens are readypém up
for interaction. The figure also shows that absohlutist or
zero privacy concern is not possible within a edsidenti-
ties environment, and hence the curve can only ptin
cally approach the two axes. The purpose of that frame-
work therefore is for society to establish the feavork that
can overcome the trust threshold. Beyond this Jexgdt and
privacy is adequate to encourage more collaboraticea-
tion of new identity-based services, institutioallabora-
tion, etc.

1.  RESEARCHDESIGN ANDMETHODS

A. Stakeholder Workshop

Given the societal level of analysis, a stakeholderk-
shop was organized in Accra, Ghana. All the majakes
holders involved in the collection, storage use msde of
identity were represented, including Registrar afttB &
Death, The Passport Office, Driver and Vehicle hgirg
Agency (DVLA), National Identification Authority (M),
National Health Insurance Authority (NHIS), Eletbr
Commission (EC), Ghana Revenue Authority, finanicisti-
tutions and identity-related businesses, acadamtiutions,
national institutions and non-governmental orgainsa
involved in civil right advocacy, and the generabfic. The
identification challenges in Ghana are considecelet typi-
cal of many developing countries.

During the workshop participants were offered thpar-
tunity to discuss a number of prepared questiodssaenar-
ios. To inform discussions, participants listenegitesenta-
tions on various aspects of trust, privacy and isgary uses
of personal information. The presentations alsdligbgted
the key concepts of trusted identities and thecgptiechno-

This study entailed two main phases — an exployatorlogical and regulatory implications as well as tethldMS
phase, which saw the development of the model based research and practices in OECD countries [34, B%.ideal

literature, and a qualitative based confirmatorggeh which
was used to evaluate the model. The conceptuallnadée
basis of theoretical considerations is part of afgoing re-
search project that seeks to present a reliablevahd in-

Copyright (c) IARIA, 2012.  ISBN: 978-1-61208-232-5

situation as illustrated on Figure 2 was used tolaéx the
benefits of trusted identities.
Some of the discussion questions were:

21



CENTRIC 2012 : The Fifth International Conference on Advances in Human-oriented and Personalized Mechanisms, Technologies, and Services

nomena and analysis of the phenomena tp discoséndti
patterns, differences and commonalities [37].

Transcript of the workshop discussions and ther4nte
views, in the form of audio-visual recordings, miew
notes and summary of discussion sessions, were@eddy
the authors. The introductory background of spesleard

Transparency

Convenience

Cost Reduction

Benefits

Secondary Data Uses

interviewees were, however, included for coding andly-

Identity Verification

Access to Services [«

> Authentication

sis purposes. This was meant to maintain speakeryamity.

Better Relationships With

Associatel B Address

Information Privacy

No attempt was made to identify speech patternsesihat

was not the focus of our research. The nature efdthcus-
sions and interviews was such that initial codinguisl not
have been helpful since participant intervieweesewem
diverse backgrounds, and opinions were varied. B&c¢he
transcripts was coded on the basis of the backgrofinhe
various speakers, since each of the participants iater-

Efficiency

Better Interaction

Empowerment

Figure 2. Dimensions of Trusted Identity Management Systems.

viewees were told to introduce themselves befoealdpg.
This served as basis for coding and sub-categmmizaf the

DISCUSSION OFFINDINGS

Comments and statements made by participants during
the interviews and workshop revealed a number ofetal
concerns and the various sources of them. Someeofdn-

“The identity agencies are only there to pleaseirthe

political party and not because they are skilled”.
“If the electoral commission knew what they arendpi
why will they opt for a biometric system without a

1. What are the potential benefits and risks regardingtranscr'pt'
the secondary uses of personal information? V.
2. What are the major challenges in relying on exigtin )
credentials presented for access to services? A. Societal Concerns
3. How can institutional cooperation be encouraged
given the conflicting regulations?
4. What attributes does citizens look for before ingst
organizations with respect to secondary use of percerns are listed below:
sonal information? .
5. What can be done to address issues arising from in-
appropriate use and/or exploitation of personal in-*
formation?
6. What regulations, legislation, and/or policies are means of verification”?

“The information on the National Identification Autr-

needed to address the evolving challenges? .

B. Interviews

A series of stakeholder interviews were conductfdre
and after the workshop. The pre-workshop intervievese
made to identify the key issues and challenges fiiffarent
perspectives. This helped in choosing and phrasiagdis-
cussion questions for the stakeholder workshop. fotaw-
up interviews were conducted to clarify some of ploénts
raised during the workshop to solicit for furthefarmation.
Interviewees included the officials of identityusss, policy
makers, journalists, private businesses involveddentity
verification, and identity card manufacturers.

C. Transcription and Coding

Although raw data can sometimes be of interestein
search they do not usually help the reader to steed the
world under scrutiny and participants’ views with@usys-
tematic analysis to illuminate the situation undesmestiga-
tion [36]. Transcripts were thus initially codedd@ mean-
ingful analysis. Data coding, which is an importaatt of
analysis, involves subdividing data into chunksvafying-
sized words, phrases, sentences or whole paragrapts
assigning categories [37]. Thus, codes are lalbelalfocat-
ing units of meaning to descriptive or inferentidbrmation
compiled during a study. One of the key objectioéur
coding approach is to identify relevant examplethef phe-

Copyright (c) IARIA, 2012.  ISBN: 978-1-61208-232-5

ity website is so scanty that | have no idea wiafoing
on.”

« “I wonder if the officials of the identification agcies
read our emails or even if the emails get to thgaoi-
sations in the first place, because they neveraedpo
emails sent to addresses they have provided”.

* “If I have a problem, | have no idea how to reatlerm
by phone or on the Internet, except if | walk teitth
head office”

* “l do not know the use of all the information caiied
by many of the identification agencies. For ins&nic
do not understand, why my actual date of birthtasesl
on my driving license, when they could have simply
stated that | am over eighteen or qualified to driv

» “Since one can present different documents as pobof
identity during voter registration or drivers’ licse ac-
quisition, it gives room for multiple registratiois

Such comments show the need for societal assuthatce
their opinions are taken seriously. In a situatiwhere citi-
zens do not get responses for the concerns réiggdes the
impression that citizens are not involved in dexisi that
concern them. It is therefore important to empoergeens
in order to generate commitment and contributidnses-
sence, when citizens’ opinions are taken seriousby feel
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that they are involved in decision-making and emged,
resulting in increased trust [38, 39]

Moreover, recruitment of unqualified personnel shaw
lack of ability and integrity, which are all keytrébutes of
trustworthiness [15, 40]. This is also manifestadcom-
ments like
* ‘Il always read stories in the dailies about impense

tion and people making fake documents especialig-pa

ports and birth certificates; many of the officiaee in-
volved”.

However, citizens would like to have informatiosalf-
determination - a sense of freedom to do whatterésting,
personally important, and psychologically vitaligirj41].
Such concerns lead to distrust in government utgiits and
therefore very critical that the system for trackimital
source documents like birth and marriage certifisas im-
proved. The key aspects of the civil registratioat tneed to
be made efficient include, birth, marriage and leagistra-
tion.

B. Segregation of Personally Identifiable Information

formation, driver's and vehicle licence, bankingdansur-
ance information. Given the sometimes sensitiveireabf
such information, e.g. health records, it mightuies addi-
tional level of security to avoid linkability to¢hBIS and PII.
In essence, other attribute data are identityedlatlbeit
‘sector-specific’,

C. Strong Focus on Identity and not Credentials

A common misunderstanding on the part of credergial
suers and policy makers during the workshop wastha-
tion of strong credentials to efficient identity nagement
systems. This became apparent from statements“like
have introduced biometric based ID cards that aiféicdilt
to forge”.

There is, therefore, the need to move away frordesre
tials towards unique identification. A credentialck as a
passport or driving licence typically includes soiitems
from each of the three aspects of identity — th®, Blll such
as height, eye colour, and some sector-specifia slath as
entitlement to drive specific classes of vehicleyisas indi-
cating entittement to enter a specific country.sTis illus-

Article 7.1 of the United Nations Convention on thetrated on Fig. 3.

Rights of the Child states thdhe child shall be registered
immediately after birth and shall have the righarfr birth to
a name, the right to acquire a nationality, andfasas pos-
sible, the right to know and be cared for by hisher par-
ents”. The birth certificate for instance contains theegi
name, surname (or family name), gender, date tf,lptace
of birth, and father and mother names. Given theoitance
of the birth certificate in the establishment of ttore iden-
tity, its abuse in the form of multiple registratiand regis-
tration of illegitimate people defeats its usefakelf the
birth registration system were to be strengtheieauld act
as the basic document that all residents mustarelfor ini-
tial registration.

The information on the birth certificate represetite
‘Basic Identifier Set’ (BIS) — information that cduelp iden-
tify a person and does not change over time [28hde, the
birth certificate can be a very useful documeraddressing
issues of multiple registrations, especially whedividuals
are made to use the number throughout life. In ¢hate, en-
rolment of foreign nationals who reside in the doyishould
be based on travel documents as part of the pioges$
residence permit.

Certain transactions requiring proofs of additiomdbr-
mation might require credentials that show theiildial’'s
Personally Identifiable Information (PIl) — additil infor-
mation that is useful for identifying a person nay change
over time, such as addresses, marital status, galygiarac-
teristics like height, hair/eye colour, or compt@xi29]. The
Pl provides additional information that can typiganot be
found in the BIS. For border control purposes pagsmay
be preferred more than a birth certificate. In ptkector-
specific transactions and interactions, otherkatté data are
necessary for effective identity verification. Thiad of data
is information that on its own might not be ablddentify a
person, but will provide important traces when déidko ei-
ther the BIS or PIl data, or when such data areezgged
over time and space (e.g. healthcare records,etaxnrin-
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A distinct feature of a credential is that it ensislptes at-
tributes and entitlements in a reliably verifialidem. There
is therefore the tendency to equate such docunasntspre-
senting the identity of a person when in fact thaght not
be representative in a given context. For instapassports
and driving licences have historically been presgrts fool-
proof documents loaded with the necessary infoonatiat
can enable the holder to access services and foergica-
tion purposes. This is not without drawbacks, siihée sus-
ceptible to revealing more information about thédbothan
is necessary in any given authentication contesing a
passport for proof of age will no doubt reveal tressport
holder's name, place of birth and citizenship, andriver’s
licence used for similar purpose can also reveal gate of
birth and address.

A focus on identity will also make it easier to emke
policies appropriate to the data in question, paldrly when
different sector-specific data items entail differgolicy
controls. For instance, entitlement to drive a gkghinay not
be part of major privacy concern, whereas crediustwill,
hence data security policies could be segregatetidoess
such data. On the other hand, since healthcareryiand
medical conditions are very sensitive, a differgett of poli-
cies will apply. Graphically, one might think ofishas the
ability to segregate identity data into sector-#fpeseg-
ments and cater for discrete management policiesebtor
and data type (cf. Fig. 3). Thus, within a givetadsegment,
assertions of identity (‘the holder of this credainis XX’)
may make one kind of data security policy appragriarhile
assertions of other attributes (‘the holder of thisdential
has been treated for Repetitive Stress Injury’) meguire
quite different policy treatment.

D. Application of Privacy Enhancing Tools

Various privacy-enhancing and minimal disclosurehte
nologies have been tested that address the rearitert to
reveal unnecessary details in transactions. Fdarine, the
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Basic Identifier Sel ‘ ’ Personally Identifiable Information ‘ ’ Other Attribute Data

Civil Registration
System

i¢-4  Sector Specific

ldMS

Universal Identification System

Figure 1. Personal Information and how it can liregated.

touch2ID biometric application allows users to maheir
age without storing or revealing extra details aliba indi-
vidual [42]. Similarly, the ABC4Trust project hasleased
and tested guidelines for implementing attributsedohacre-
dential technologies focusing on trust, based @mia and
U-prove technologies [43, 44, 45].

In an online context disclosure of excess data lman
avoided. Credentials can realistically encapsujlage those
data items, which serve to uniquely identify thédieo (such
as the BIS), as long as they provide a way of tigkio the
rest of the holder’s personal data, which may Hd kése-
where. In other words, the option now exists to enake of
the distributed nature of networked computing, Stoaallow
much more flexible ‘placement’ of identity data different
types. This is valuable in terms of policy conttodcause it
makes it possible to apply controls at the placereitthe
data is held, rather than trying to enforce it vetver the cre-
dentials are verified.

E. Encouraging Trusted Environment

Trust is what moderates and mediates citizens’apyiv
concerns and attitudes towards 1dMS. Thus, indafsiare
likely to engage in transactions, if their leveltafst exceeds
their personal privacy concern threshold, whicheiached,
when the potential benefits outweigh the risks.sTthiresh-
old will always depend on the type of transactionl &he
amount of identifiable information revealed. Fostance,
transactions requiring the revelation of otheritaite data
might require a lower trust threshold. Thus, whesite
steps (i.e., data minimisation) are taken to imprthe IdMS,
the moderation effect of trust will cause citizeosrevise
their attitude towards the 1dMS, leading to morestrin the
credential issuers and the technology and therebying
down and to the right on the trust threshold. Simyjl any
negative actions on the part of credential issudlisncrease
the privacy concern and thereby causing a move gsva
and to the left on the privacy trust curve. Thestied identi-
ties framework in the United States, where ther@steof all
stakeholders in the identity ecosystems are takém ac-
count, is a clear step taken by the US governneeinictease
trust [35].

V. CONCLUSIONS ANDFUTURE RESEARCH

This paper discussed the issues and challengesatssb
with accountable management of personal identdiaht
formation and the provision of more user controéroper-
sonally information. The findings from this studyggest
that information privacy concerns can affect thetpe of
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society in relation to attitudes and preferencesdgulatory
environments and willingness to accept a particidantity
management system [8, 18, 46, 26]. We also higtdijthe
relationship between information privacy concerml amst
from a societal perspective, and its effect ontéaisdentity
management systems.

Our findings show that unreliable civil registratigys-
tem can be a major reason for such concerns. Ghagrthe
civil register is in many instances a key sourceudeent for
credential acquisition, its unreliability leads @b kinds of
credential abuses. Hence, governments especialtievwel-
oping countries must focus on strengthening thé w@gis-
tration system in order avert such abuses of pafsdentity
information.

Our work clearly shows the two steps towards establ
ment of a trusted national framework, which areidgpfor
the situation in many developing countries. Inlgiatrust is
low and privacy concerns are high, because of popte-
mentations, but once the initial problems are idiedt and
addressed, it is possible to pass a threshold lefvélust,
thereby reducing privacy concerns and paving thg fea
business and interaction. This is the point at tvtsocietal
trust in Identity service providers is high enoughencour-
age institutional collaboration [22], and citizeriaforma-
tional self-determination [41]. We also highlightetneed for
policy makers to categorise personal informatioraimay
that will encourage secondary uses of personalrirdton
whilst ensuring that sensitive personal informatisnre-
leased only to legitimate people.

This study focused mainly on citizens’ attitudewaods
identification systems in Ghana and that posesmabeu of
issues in terms of generalizability that will ndecbe tested.
For instance, there are peculiar dynamics pertgitonevery
country and for that matter the inferences drawghtnnot be
representative for all developing countries. Momowhe
use of a qualitative research approach also givem rfor
inferences that are not tested empirically, adhés dase of
guantitative research. In the future it will beeirgsting to
examine quantitatively the relationship betweersttrand
privacy concerns in relation to citizens’ attitudesvards
identity management systems.
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