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Shortly after the world was thrown into a pandemic in 2020, Dr. Rob Knight’s 

research was reshaped.1 Dr. Knight is the founding director of the Center for 
Microbiome Innovation at the University of California, San Diego.2 Before the 
Covid-19 pandemic, Dr. Knight’s research largely focused on microbiome 
research that evaluated the potential uses of microbial cells found on human skin 
as evidence in criminal investigations.3 By utilizing lessons learned as director 
of the Center, he adjusted his focus onto finding SARS-CoV-2 among students 
at the University of California, San Diego.4 In December 2020, Dr. Knight began 
monitoring the excess wastewater emitted from student dormitories.5 In this 
small pilot program, Dr. Knight managed to single out one student who had the 
virus in a dorm of around 500, long before he had any symptoms, and about a 
week earlier than clinical signs would have been expected.6 

In addition, using a swabbing technique that he had previously developed with 
the Center, Dr. Knight began swabbing classroom floors to find evidence of 
SARS-CoV-2.7 After the end of a class period, researchers would enter and swab 
the middle part of the floor of the room, theorizing that any SARS-CoV-2 
aerosol particles that might have been floating in the room would eventually 
settle down to the floor.8 The swab samples were then tested to determine 
whether anyone in the classroom was infected with the virus.9 Once the 
“environmental signal of SARS-CoV-2” was noticed, the combined testing of 
students who had been in the room would be used to determine which student 
had the virus.10 The “process of finding the virus and then linking it back to a 
specific person” is the precise intention that Dr. Knight had when designing the 
                                                           
 1 See The Forensic Microbiome: The Invisible Traces We Leave Behind, NAT’L INST. 
JUST. (June 7, 2021), https://nij.ojp.gov/topics/articles/forensic-microbiome-invisible-traces-
we-leave-behind. 
 2 People, KNIGHT LAB, https://knightlab.ucsd.edu/wordpress/?page_id=47 (last visited 
Dec. 14, 2023). 
 3 See The Forensic Microbiome, supra note 1. 
 4 See id. 
 5 See id. 
 6 See id. 
 7 See id. 
 8 See id. 
 9 See id. 
 10 See id. 
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Center for Microbiome Innovation.11 
The basis of Dr. Knight’s research, and that of other scientists who work in 

this field, is that “each human carries a distinct microbial signature” living in, 
on, and around them, naturally shedding into the surrounding environment and 
depositing on objects they touch.12 A cartoonish example can be seen in the 
Charles Schultz character Pig Pen, first published in 1954 in the comic strip 
“Peanuts.”13 Pig Pen is a dirty young boy who is portrayed as being perpetually 
surrounded by a cloud of dirt and dust, wherever he goes.14 

With that image in mind, replace dirt with bacteria, fungi, and viruses, and a 
visual representation of a microbiome starts to unfold.15 The microbial ecologist 
Dr. Jack Gilbert noted that “by the time children learn to walk, they are 
enveloped, inside and out by a massive, invisible kaleidoscope of 

microorganisms, 100 trillion or so.”16 These microbes live all over the body, 
from inside mouths and nasal passages to on the skin and even in the digestive 
system.17 Dr. Yong Jin Lee, a microbiologist from Albany State University, 
theorized that the variability of these microorganisms living with an individual 
creates a signature that could be used “to identify a person.”18 He found that the 
microbial traces left by a human touching an object “can be linked to the 
individuals who touched [the object] and, in turn, serve as trace evidence for 
forensic identification.”19 

The human DNA deposited from touching an object is often extremely low, 
                                                           
 11 See id. 
 12 See id. 
 13 See id.; see also Pigpen, PEANUTS, https://www.peanuts.com/about/pigpen (last 
visited Dec. 14, 2023). 
 14 Pigpen, PEANUTS, https://www.peanuts.com/about/pigpen (last visited Dec. 14, 
2023); The Forensic Microbiome, supra note 1. 
 15 Id. 
 16 Lydialyle Gibson, Microbial Me, UNIV. CHI. MAG., July–Aug. 2015, at 28, 31. 
 17 The Forensic Microbiome, supra note 1. 
 18 Id. 
 19 Id. 
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even below the detection level of typical DNA analysis technologies, while the 
same object touched by a human might have significantly higher levels of 
deposited microbial cells.20 This new science has relevant impacts because of its 
“potential use of skin microbiome profiling . . . to assist in criminal 
investigations, such as robberies, homicides, and sexual assaults.”21 

Nonetheless, with any developing science in the realm of criminal 
investigations and the collection of evidence, many constitutional legal barriers 
make it harder to ensure that United States citizens’ privacy is maintained. 
Questions arise like, does the use of forensic microbiome and the collection of 
it violate rights protected by the Fourth Amendment? If they do not, what will 
be the process for forensic microbiome evidence to be admitted into court? 
These are questions this paper seeks to answer. 

No doubt the human microbiome is a promising area of forensic science with 
significant potential applications in criminal investigations. As outlined below, 
the collection and testing of microbiome evidence does not violate the Fourth 
Amendment. Even in the few instances where privacy concerns are present, 
police obtaining a warrant would alleviate these concerns. That said, as the court 
would evaluate this emerging technology today using the Daubert test, it would 
not be admissible in court. However, with further development in sequencing 
technologies and standardizing methods of gathering and testing, the court will 
find microbiome evidence admissible, and with more public microbiome 
experience, the public and therefore juries will accept microbiome evidence as 
convincing in exonerating and convicting suspects in court. 

Throughout this paper, the aim is to determine whether the Fourth 
Amendment would prevent forensic microbiome from being used in 
investigations and then to show the process admitting microbiome evidence for 
use in a court of law. First, Part I outlines what the science of forensic 
microbiome is, considering its past use so far and the future of the science. Next, 
Part II focuses on the legal concerns that might prohibit the use of forensic 
microbiome in investigations by governmental agents. Lastly, Part III outlines a 
path in which forensic microbiome evidence can be admissible in a court of law, 
using the history of DNA acceptance in court and by juries as an analogous 
example of how the courts and juries can accept forensic microbiome evidence. 

I. WHAT IS THE FORENSIC MICROBIOME 

To understand what exactly a forensic microbiome is, it is first prudent to 
                                                           
 20 Id. 
 21 BRUCE BUDOWIE, OFF. JUST. PROGRAMS, HUMAN MICROBIOME SPECIES AND GENES 
FOR HUMAN IDENTIFICATION 6 (2018). 
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understand the more fundamental aspects of its foundational science. This part 
will start first with what a microbiome is and specifically elaborate on the human 
microbiome and its significance. Next, this part of the paper will discuss the 
historical use of forensic microbiomes, the state of the science today, and its 
potential future use, especially for investigative purposes. 

A. The Human Microbiome 

Biome, the root of the word microbiome, is a term that was coined hundreds 
of years ago.22 Although the use of the term has changed over time, today, it is 
generally used to explain a biogeographical unit that contains a biological 
community impacted by the climate of the region it is found.23 While the term 
biome is used mainly to describe large areas, a microbiome is a mix of organisms 
that live together on the micro scale.24 Any small biogeographical area can 
define a microbiome, from a laptop keyboard, a toilet seat, a pond, to the human 
skin, all can be considered a specific microbiome unit.25 Most specifically, for 
this paper, the discussion will mainly be on the human microbiome. 

The human microbiome is a combination of all the microbiota that resides on 
and in the human tissue or biofluids of an individual.26 The normal human 
microbiota contains between 10-100 trillion microbial cells that are both 
benefiting from humans and humans benefiting from them.27 The microbiome 
is therefore defined as the catalog of these microbes and the genes that make up 
the microorganisms.28 Generally speaking, the microorganisms that are part of 
the human microbiome consist of a collection of bacteria, viruses, archaea, 
fungi, and protists that populate every part of the human body.29 

The amount of microorganisms living in and on the human body is 

                                                           
 22 Ladislav Mucina, Biome: Evolution of a Crucial Ecological and Biogeographical 
Concept, 222 NEW PHYTOLOGIST 97, 97 (2019). 
 23 See id. at 97; Timo Conradi et al., An Operational Definition of the Biome for Global 
Change Research, 227 NEW PHYTOLOGIST 1294, 1294 (2020). 
 24 See Conradi, supra note 23; The World’s Biomes, UC MUSEUM PALEONTOLOGY, 
https://ucmp.berkeley.edu/exhibits/biomes/index.php (last visited Dec. 14, 2023); see, e.g., 
Allan Konopka, What Is Microbial Community Ecology?, 3 ISME J. 1223, 1223 (2009). 
 25 See, e.g., id. at 1223–24. 
 26 See Julian R. Marchesi & Jacques Ravel, The Vocabulary of Microbiome Research: A 
Proposal, MICROBIOME, July 1, 2015, at 1 (The term microbiota refers to the different 
microorganisms that inhabit a particular microbiome at a given time.). 
 27 Luke K. Ursell et al., Defining the Human Microbiome, 70 NUTRITION REVS. 538, 538 
(2012). 
 28 Id. (explaining that the terms microbiota and microbiome have often been seen as 
interchangeable). 
 29 Rob Stein, Finally, a Map of all the Microbes on Your Body, NPR (June 13, 2012, 
3:48 PM), https://www.npr.org/sections/health-shots/2012/06/13/154913334/finally-a-map-
of-all-the-microbes-on-your-body. 
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enormous.30 To put it in perspective, there is approximately the same order of 
magnitude of microorganisms living on and in a given human body as there are 
human cells in a body.31 That said, the types of microorganisms that colonize 
humans differ in how they interact with their host.32 Some microorganisms that 
live with humans do so in a commensal way, meaning that they co-exist with 
humans without harming them but also do not benefit them either.33 On the other 
hand, some have a more mutualistic relationship where both humans and 
microbes benefit from the relationship.34 Although there are some 
microorganisms that are thought to play a more opportunistic role—living in a 
mutualistic way until they get the chance to infect or harm humans—the normal 
microbiota consists generally of those microorganisms that are expected to be 
present and that, under normal circumstances, do not cause disease but benefit 
the host.35 

The study of the microbiome has its roots all the way back to the 1680s, when 
Antonie Van Leeuwenhoek compared the differences between his oral and fecal 
microbiota.36 During his studies, Mr. Leeuwenhoek discovered that not only was 
the microbiome different from separate parts of his own body, but the 
microbiome was different from the same part of the body of different 
individuals.37 Since these early experiments, scientists have developed 
techniques that have helped them gain insight into why these differences exist 
and how to use them in different scientific aspects.38 

In summary, our bodies are covered, inside and out—including our skin, 
biofluids, lungs, saliva, and gastrointestinal tract—with microorganisms that 

                                                           
 30 Ron Sender et al., Are We Really Vastly Outnumbered? Revisiting the Ratio of 
Bacterial to Host Cells in Humans, 164 CELL 337, 337–38 (2016). 
 31 Id. 
 32 See Eamonn M. M. Quigley, Gut Bacteria in Health and Disease, 9 
GASTROENTEROLOGY & HEPATOLOGY 560, 562 (2013). 
 33 See id. 
 34 See id at 560. 
 35 See id.; see also Claire L. Boulangé et al., Impact of the Gut Microbiota on 
Inflammation, Obesity, and Metabolic Disease, 8 GENOME MED. 1, 3 (2016) (noting that 
multiple studies have been performed with mice born without a microbiome that compared 
how they differ from a normal mouse with a normal healthy microbiome); see id. at 3–4 
(finding that a mouse that lived germ-free without a microbiome had defects in its immune 
system and ability to intake energy from food); see id. at 1, 3 (concluding that these mice 
were less healthy and required more food to maintain weight compared to a mouse with a 
healthy microbiome); see also id. at 3, 8 (indicating the lack of a microbiome affected the 
mouse’s overall brain development); see id. at 1, 8 (indicating that the microbes that live 
with us are not just inconsequential happenstances; rather, they play an essential role in 
human health and development). 
 36 Ursell, supra note 27 at 1. 
 37 Id. 
 38 Id. at 1–2. 
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help facilitate the health of humans. They help digestion, build our immune 
systems, and fight off pathogens.39 All these organisms combined are called the 
human microbiome.40 This coverage of unique microorganisms, as discussed 
below, is constantly being bled off into our surroundings—around thirty million 
bacterial cells being shed every hour—and whenever something is touched, 
microorganisms hop from our skin to our surroundings, potentially making the 
human microbiome a great tool in criminal investigations.41 

B. Forensic Microbiome 

Although the science and use of forensic microbiome is new in the field of 
forensic sciences, the use of microbial forensics can be traced back to 2001.42 
Just one week after the September 11th terrorist attacks, anthrax attacks began 
across the U.S.43 “Letters containing deadly bacterial spores were sent to several 
news media offices and to two U.S. senators.”44 It was reported that twenty-two 
people were infected; seventeen later recovered, and five passed away.45 These 
attacks became the birth of microbial forensics. Even though the technology at 
the time was limited, the need was present for the start of a new category of 
investigatory forensics.46 

The FBI obtained samples of the anthrax used in the attacks and traced the 
specific strain to a scientist working at a government lab in Maryland.47 In 2011, 
the National Academy of Sciences reported that the FBI had used the microbial 
profile of the spores from the strikes to lead them to the suspected scientist.48 
While the public was mainly focused and worried about the anthrax attacks, few 
knew or understood that these events were creating a new field of forensic 
sciences.49 Fast forward to today, and microorganisms are not just a bioterrorism 
tool but a significant asset in forensic investigations with even more applications 
on the horizon.50 
                                                           
 39 See id. 
 40 See Quigley, supra note 32; see generally The Forensic Microbiome, supra note 1. 
 41 The Forensic Microbiome, supra note 1; Ed Yong, Can the Microbes You Leave 
Behind Be Used to Identify You?, NAT’L GEOGRAPHIC (May 11, 2015); 
https://www.nationalgeographic.com/science/article/can-the-microbes-you-leave-behind-be-
used-to-identify-you; Jarrad T. Hampton-Marcell et al., The Human Microbiome: An 
Emerging Tool in Forensics, 10 MICROBIAL BIOTECHNOLOGY 228, 228. 
 42 See The Forensic Microbiome, supra note 1. 
 43 See id. 
 44 See id. 
 45 See id. 
 46 See id. 
 47 See id. 
 48 See id. 
 49 See id. 
 50 See id. 
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1. History of Forensic Microbiome 

Advancements in sequencing technology gave rise to DNA profiling, 
allowing authorities to seize on the biological variations of DNA in the human 
population to “accurately identify and discriminate among people.”51 According 
to the National DNA Index System, CODIS (a DNA database that as of 2022 
contains more than fifteen and a half million profiles) has assisted in almost 
625,000 investigations.52 Still, this remains a fraction of the total crimes that are 
committed throughout the U.S.,53 with many crimes still going unsolved each 
year despite the prevalence of DNA testing.54 For example, in 2019, there were 
nearly one million burglaries reported, with only 14.1 percent ending with an 
arrest.55 One explanation for this phenomenon could be because burglaries are 
not generally prioritized compared to other higher-profile crimes, and not 
enough DNA evidence can be found at the scene.56 For this reason, there is a 
need to expand possible evidence-gathering techniques and new forms of 
evidence to gather.57 Because of this dilemma, researchers have begun to 
explore the forensic possibilities of the microorganisms that reside in and on all 
bodies, but the research is still new and yet to be implemented.58 

In recent years, the development of next-generation sequencing technology 
and the increase in the prevalence of bioinformatics have greatly expanded our 
knowledge of the human microbiome.59 In October 2007, the Human 
Microbiome Project was launched to explore the “composition and distribution 
of microbial communities in different regions of the human body and [build] a 
database of microbial genome sequences.”60 Other large-scale projects have also 
been created and have kickstarted the development of microbiome research into 
a period of rapid progress.61 These crucial developments in the science of the 
human microbiome have led some organizations to realize its importance in 
forensic investigations. 

                                                           
 51 Hampton-Marcell, supra note 41, at 228. 
 52 CODIS-NDIS Statistics, FBI, https://le.fbi.gov/science-and-lab-resources/biometrics-
and-fingerprints/codis/codis-ndis-statistics (last visited Dec. 14, 2023). 
 53 Percent of Offenses Cleared by Arrest or Exceptional Means: By Population Group, 
2019, FBI, https://ucr.fbi.gov/crime-in-the-u.s/2019/crime-in-the-u.s.-2019/tables/table-25 
(last visited Dec. 14, 2023). 
 54 Hampton-Marcell, supra note 41, at 228. 
 55 Percent of Offences Cleared, supra note 53. 
 56 Hampton-Marcell, supra note 41, at 228. 
 57 Id. 
 58 Id. 
 59 Jun Zhang et al., Application of Microbiome in Forensics, 21 GENOMICS, PROTEOMICS 
& BIOINFORMATICS 97, 97 (2023) (China). 
 60 Id. 
 61 Id. 
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Before the advent of next-generation sequencing technology, scientists 
involved in forensics could not possibly work with microbes obtained at a crime 
scene because sequencing techniques required to characterize the microbiota 
“were either too slow and costly or required culture-dependent techniques.”62 
With the roll-out of next-generation sequencing technology, forensic scientists 
can now accurately, rapidly, and comprehensively determine the DNA makeup 
of all microorganisms in a sample and avoid contamination and data deviation 
caused by microbial culture problems that have plagued the science for 
decades.63 These new sequencing technologies are making forensic microbiome 
evidence used for identification purposes possible today. 

2. Current State of Forensic Microbiome 

Despite these advances in this unique and new science, it is still not currently 
being used for criminal investigations, despite promising results.64 One of the 
reasons this might be the case is that crime labs have historically been known to 
resist change.65 Bruce Budowle, a geneticist at the University of North Texas 
Health Science Center, commented on the current state of forensic microbiome 
and the resistance of forensic labs, stating, “They have limited resources, they 
don’t have the time to do research, and it takes a lot of effort and resources to 
have a technology validated and put into operations.”66 Despite this, Dr. 
Budowle also recognized the advances in microbial DNA sequencing 
technology making microbial forensics possible, claiming that “we are just 
starting to see the inroads that might go into crime labs today” more than a 
decade after the technology was first developed.67 Dr. Budowle predicts that 
twenty years from now, microbiome researchers will be looking back and 
saying, “[W]e were in the stone ages in 2020. It’s just the way things are.”68 

The future of forensic microbiome is bright. The present application of the 
science might still be new, with nearly no cases of the human microbiome 
making an impact on criminal investigations.69 Years ago, scientists were 
apprehensive about implementing DNA identification processes, and today, it 

                                                           
 62 Id. 
 63 Claus Børsting & Neils Morling, Next Generation Sequencing and Its Applications in 
Forensic Genetics, 18 FORENSIC SCI. INT’L: GENETICS 78, 83 (2015) (Den.). 
 64 See generally The Forensic Microbiome, supra note 1. 
 65 See id. 
 66 See id. 
 67 See id. 
 68 See id. 
 69 See Manuela Oliveira & António Amorim, Microbial Forensics: New Breakthroughs 
and Future Prospects, 102 APPLIED MICROBIOLOGY & BIOTECHNOLOGY 10377, 10385 
(2018). 
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has become a staple in crime scene forensics.70 So too can microbiome evidence. 
Next, this paper will look at the possible future applications of forensic 
microbiome. 

3. Future of Forensic Microbiome 

As breakthroughs in microbiome research methods continue to increase—
especially those including next-generation sequencing technology—the 
significance of the human microbiome in forensic applications will continue to 
increase.71 Gathering and analyzing the human microbiome can aid in many 
aspects of crime scene forensics.72 Microbiome data can aid in the identification 
of individuals, provide inferences on geolocations, and identify human 
characteristics, to name a few.73 

Traditionally, the human genome has been the primary source when analyzing 
genome evidence, yet the human genome is not the only genome of humans.74 
As already mentioned, microbes cover the entire human body, and each of these 
microbes contains unique genomic signatures.75 

In 2014, scientists at Harvard University tested the microbiome of 242 
people’s saliva, skin, feces, and other body parts.76 The test was meant to 
compare the uniqueness and stability of each of these volunteers’ 
microbiomes.77 The results of the study showed that strain-level microbial 
features that were common on humans were, in fact, enough to identify 
individuals.78 With the technology of the time, they were able to identify 30 
percent of individuals after thirty days, to even 300 days, with only a few false 
positives.79 Other studies done in 2018 and 2019 used a particular set of methods 
to identify specific markers in a microbiome and found that profiles generated 
from a foot, hand, and manubrium could identify an individual with 92 percent 

                                                           
 70 See generally NAT’L RSCH. COUNCIL & COMM. ON DNA FORENSIC SCI.: AN UPDATE, 
THE EVALUATION OF FORENSIC DNA EVIDENCE (1996). 
 71 Zhang, supra note 59, at 97–98. 
 72 Id. at 98. 
 73 Id. 
 74 August E. Woerner et at., Forensic Human Identification with Targeted Microbiome 
Markers Using Nearest Neighbor Classification, 38 FORENSIC SCI. INT’L: GENETICS 130, 
130 (2019). 
 75 See id. at 131. 
 76 See Eric A. Franzosa et al., Identifying Personal Microbiomes Using Metagenomics 
Codes, 112 PNAS E2930, E2937 (2015), 
https://www.pnas.org/doi/full/10.1073/pnas.1423854112. 
 77 See id. at 2930. 
 78 See id. at 2936. 
 79 See id. at 2930. 
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to 100 percent accuracy.80 With further advancement of technology, it is 
reasonably foreseeable that future tests could result in even higher identification 
when using microbes. 

One study done in 2019 showed the potential use of the microbiome in sexual 
assault cases.81 This study showed that it is possible to detect sexual contact 
using the microbiome.82 It was found that for women who were sexually 
assaulted, over 10 percent of their microbiome in the relevant area were 
deposited by the assaulter.83 In this case, it may or may not be enough to find 
the assailant, but if that person is already known, this information can confirm 
that the sexual contact occurred.84 This is an application of forensic microbiome 
that could be implemented in such cases today. 

That said, individual identification from body surface microbiome is still in 
its infancy and needs time before it can be implemented in forensics.85 Yet 
studies and the development of new technologies are making it possible for not 
only touch microbiome to be used in identification, but also breath microbiome 
to be used and tested in forensic investigations.86 

Along with outright identifying individuals, analyzing microbiome materials 
found at crime scenes has the potential to provide more general information as 
well. One application is geolocation.87 Another application may come through 
the identification of human characteristics like sex, race, age, diet, health, 
medications, and even if someone is HIV positive.88 These forms of 
identification and insights are possible because part of one’s individual 
microbiome is influenced by his or her environment.89 Therefore, even if a 
microbiome gathered at a crime scene does not give investigators enough to 
identify the person, it can give meaningful information about that person.90 This 
is especially true since research has found that, even when an item has been 
touched by multiple people, the microbiome on the item takes on the 
characteristics of the last person who touched it.91 This means that investigators 
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can identify or glean information like sex, race, and age of the last person who 
touched an item at a crime scene.92 

Microbial forensics has come a long way since its forced creation back in 
2001, and since then has mainly focused on bioterrorism investigations.93 Yet 
forensic microbiome evidence has shown promise in broadening microbial uses 
in investigations by giving identification leads to investigators.94 This science 
has been shown to be able to produce insights into a person’s race, sex, health, 
age, and geolocation, but it also has shown promise in personal identification, 
just as DNA evidence does.95 Microbiome evidence has the potential to someday 
be even more helpful than DNA evidence because of the other insights it can 
give and because humans shed their microbiome much easier than they do their 
DNA, whether that is through touch or even breathing.96 Despite current hurdles 
to its use in forensic investigation, it seems clear that someday, the microbiome 
will be a staple in the field of investigation.97 Next, this paper will discuss the 
potential legal concerns with using forensic microbiome in investigations. 

II. LEGAL CONCERNS OF FORENSIC MICROBIOME 

As discussed above, forensic microbiome analysis involves the testing of 
microbial DNA found on the skin, saliva, and feces.98 This means that any 
results from microbial DNA tests may reveal sensitive information about an 
individual, such as diet, health status, lifestyle habits, and medications.99 As 
such, there are potential Fourth Amendment concerns about the privacy 
protections of individuals. This section will focus on potential Fourth 
Amendment problems pertaining to investigative agents’ ability to gather and 
test human microbial evidence, including whom the Fourth Amendment covers, 
whom it restricts, and what the restrictions are on governmental agents’ use of 
microbiome evidence. 
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A. The Fourth Amendment 

The Fourth Amendment of the United States Constitution is one of ten 
amendments that make up the Bill of Rights.100 In particular, the amendment 
protects an individual right not to be subject to “unreasonable searches and 
seizures” by government agents.101 There are generally three critical limitations 
on the protections that the Fourth Amendment provides.102 First, the Fourth 
Amendment only protects the rights of people who are citizens or noncitizens 
with substantial connections to the United States; second, the Fourth 
Amendment only applies to government agents; and lastly, the Fourth 
Amendment only applies to violations of a person’s privacy rights or liberty 
interests.103 If evidence is collected or tested in violation of the Fourth 
Amendment, it will be excluded as evidence in court.104 

1. Who the Fourth Amendment Protects 

This first requirement is relatively simple. In a 1990 case brought before the 
United States Supreme Court, the Court considered whether a non-resident who 
entered the United States involuntarily had protected rights under the Fourth 
Amendment.105 In United States v. Verdugo-Urquidez, the Court concluded that 
the Fourth Amendment did not extend to non-residents of the United States who 
entered the United States involuntarily.106 Yet such applications have been 
applied very narrowly, and this holding has not been applied to non-citizens who 
voluntarily entered into the United States.107 Therefore, unless a person in the 
United States entered involuntarily as a non-citizen or is residing outside the 
United States without connections to the United States, this first part of the 
Fourth Amendment requirement is fulfilled.108 

The applications to forensic microbiome are reasonably straightforward. In 
this paper particularly, the focus on forensic microbiome is applied more broadly 
on how it could be used in investigations and not narrowly on individual cases. 
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More likely than not, an investigation using forensic microbiome in the United 
States might implicate citizens or non-citizens that are in the United States 
voluntarily. For these reasons, this first prong or requirement will almost always 
be implicated when using forensic microbiome. 

2. Who the Fourth Amendment Restricts 

The next requirement for the Fourth Amendment is that such acts need to be 
performed by a state actor or otherwise directed by a state actor.109 According 
to the Federal Law Enforcement Training Centers, state actors are generally 
those that act in an official capacity on behalf of the Federal or a state 
government.110 This, of course, is not limited to law enforcement but could apply 
more broadly to other government employees as well.111 In any event, if a non-
state actor were acting per request or under the direction of a state actor, it would 
trigger this factor of the Fourth Amendment.112 

Broadly speaking, applying this part of the Fourth Amendment analysis 
should be straightforward. For investigations, state agents would be the ones 
collecting the evidence, including microbiome evidence. In most cases, this 
situation would likely include crime scene evidence gathering. That said, there 
are cases in which a state actor might not take part in microbiome collection, and 
the Fourth Amendment would still apply. For example, if the police were to go 
to a person who lives with a suspect and asks them to get a sample of the 
suspect’s microbiome for them. When they obtain a microbiome sample of the 
suspect, that person would have been acting under the orders of a government 
agent and would implicate the Fourth Amendment. 

In any event, the uniqueness of the human microbiome can avert this 
requirement. There is one particular aspect about the human microbiota that is 
unique for people living together.113 Studies have shown that cohabiting 
individuals share many of the same microbiota, even if not family.114 In 
application, this means that someone living in the same house as a suspect might 
be able to turn over their own microbiome evidence without implicating the 
Fourth Amendment and still be able to give useful evidence to police. For 
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example, instead of the police asking the person living with a suspect to collect 
the microbiome of the suspect, the police could ask if that person would 
voluntarily give a sample of their own microbiome. Using this sample, the police 
and forensic scientists can then glean valuable information about the 
microbiome of the suspect and potentially connect evidence from a crime scene 
to the suspect.115 

This is a possible application that could bypass Fourth Amendment-protected 
rights because a state actor would not be searching for and seizing the 
microbiome evidence, but rather using evidence given with consent by someone 
other than the suspect. But in general, the gathering of microbiome evidence 
would most likely be done by a state actor. For these reasons, it would be likely 
that in most cases—with few exceptions—this second prong or requirement will 
be implicated when gathering forensic microbiome evidence. 

3. Restrictions on the Use of Microbiome Evidence 

The Fourth Amendment, in particular, protects individuals from two distinct 
government actions. unreasonable searches and seizures.116 These are 
considered violations of one’s privacy rights or possessory interests.117 A search 
occurs when the government intrudes on a person’s reasonable expectation of 
privacy.118 This includes physical searches, such as entering and searching a 
person’s home or searching someone’s belongings, as well as electronic searches 
of phones or computers, such as hacking a personal computer or intercepting 
phone calls.119 A seizure occurs when the government interferes with a person’s 
possessory interest in their property.120 This would include the taking of property 
by a government agent, such as seizing a car, arresting a person, or even 
preventing someone from accessing their property, as occurs when a person is 
detained.121 

Privacy rights and possessory interests are implicated when collecting 
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microbiome evidence, whether at a crime scene or from an individual. Testing 
this evidence is a search because the testing of a collected sample provides 
important information about someone.122 That information might be very 
private—as discussed above—like medication and health information.123 
Gathering that evidence is a seizure because the officers have collected 
something from a person and are now the ones that possess the sample.124 That 
being said however, there would be no need for a warrant when microbiome 
evidence is collected at a crime scene because it would be considered abandoned, 
and other collections from a person that would generally require a warrant might 
be permitted under established exceptions to the warrant requirement.125 Still, 
important information about a person is hidden in the human microbiome and, 
when analyzed, might produce sensitive and private information. So, when the 
suspect is known, analyzing a microbiome sample would require a warrant. 
Next, this paper will discuss how Fourth Amendment searches and seizures 
apply to forensic microbiome. 

a. Searches and Seizures 

As mentioned above, an analysis of one’s microbiome can be a treasure trove 
of information.126 With all this information becoming available after an analysis 
of the human microbiome, the question arises whether that analysis would be a 
search under the Fourth Amendment. 

Under the Katz test, a search occurs when the government intrudes upon a 
person’s reasonable expectation of privacy.127 Therefore, the main question with 
a search is whether a person has a reasonable expectation of privacy regarding 
what is being searched by state actors.128 Here, the question is whether 
individuals have a reasonable expectation of privacy regarding the information 
found when analyzing one’s microbiome. Next, this paper will compare what 
similar information has and has not been considered to implicate a strong enough 
privacy right to warrant protection under the Fourth Amendment. 

b. Privacy Rights and Possessory Interests 

When a police department analyzes abandoned or shed DNA evidence for 
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criminal investigative purposes, two state actions might trigger the Fourth 
Amendment.129 First, the collection of the DNA material may be a seizure under 
the Fourth Amendment.130 Second, the analysis of the DNA may be a search 
under the Fourth Amendment.131 Courts have generally rejected the collection 
of DNA material from discarded items as being a seizure under the Fourth 
Amendment.132 Judges have concluded that the individual “abandoned the item 
upon or in which the DNA-laden cells were found,” and therefore, the individual 
retained “no expectation of privacy in the item or that which it was in or on.”133 
This means that when DNA is found at a crime scene, the courts recognize it as 
abandoned. For that reason, the individual no longer has any possessory rights 
in their DNA, and police can freely search and seize it. 

The same can be said for the collection of microbiome evidence. Because of 
the rate that microbes are shed throughout the day, when a microbiome sample 
is left on an object—or in the air—the person from whom it came no longer has 
possessory rights in the deposited microbiome. 

The second possible action applies even more to forensic microbiome 
evidence. Would the testing of DNA, blood, or urine and the information derived 
from it be considered a search under the Fourth Amendment? In 1989, a case 
that sought to answer this question was brought to the United States Supreme 
Court.134 In Skinner v. Railway Lay Executives’ Ass’n, the court was considering 
whether the testing of blood, breath, and urine samples of railroad employees 
constituted a search under the Fourth amendment.135 In reference to the testing 
of a blood sample, the Court in Skinner explained that the “chemical analysis of 
the sample to obtain physiological data is a further invasion of the tested 
employee’s privacy interests.”136 Justice Kennedy, who delivered the opinion, 
continued by saying that “[i]t is not disputed . . . that the chemical analysis of 
urine, like that of blood, can reveal a host of private medical facts about an 
employee, including whether he or she is epileptic, pregnant, or diabetic.”137 He 
then concluded by declaring that the analysis of samples like blood and urine 
constitutes a search.138 Just to make sure that his point was clear, Justice 
Kennedy concluded his opinion in Skinner by stating that “[b]cause it is clear 
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that the collection and testing of urine intrudes upon expectation of privacy that 
society has long recognized as reasonable . . . these intrusions must be deemed 
searches under the Fourth Amendment.”139 

If government analysis of urine samples taken from workers in a heavily 
regulated field of work who have “diminished privacy interests,” like railroad 
employees, amounts to a search under the Fourth Amendment, it can also be said 
that analysis by officers in an investigation of microbiome is equally a search.140 
Professor D. H. Kaye summed this up in 2001 by saying that “all forms of DNA 
sampling” should be considered a search because DNA sampling is similar to 
urine analysis in the sense that its testing can reveal “private medical facts.”141 
This logic should also be extended to gathered microbiome evidence because it 
also reveals private medical facts. 

It is important to make clear that the Supreme Court has not considered all 
DNA analysis a search or seizure under the Fourth Amendment. Generally 
speaking, the logic above stands, and officers must obtain a warrant before 
collecting and then testing DNA samples from individuals.142 In any event, the 
Supreme Court has recognized certain exceptions to the warrant requirement for 
DNA analysis.143 In Maryland v. King, the Court held that collecting and testing 
DNA samples from arrestees was constitutional.144 The court reasoned that this 
is allowable under the Fourth Amendment because when an individual is 
arrested for a serious offense, collecting a DNA sample is a reasonable way to 
identify the arrestee and prevent future crimes.145 This holding would likely 
extend to the collection of microbiome evidence from arrestees because, like 
DNA, the reasoning for collecting the sample would be for identification and the 
prevention of future crimes. 

It is also important to note that in the analysis of urine and other blood 
samples, the requirement to have a warrant only seems to apply when officers 
know the identity of the individual they are testing.146 This means that because 
of the sensitive information that might be gleaned from an analysis of 
microbiome evidence, similar applications of the Fourth Amendment would 
apply. Therefore, when microbiome evidence is collected from a crime scene 
and investigators do not know the specific person who deposited the sample, the 
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police can test and analyze the microbiome material for any insightful evidence; 
this is the case because such evidence is considered abandoned by the owner of 
the microbiome, and therefore he or she no longer has any possessory interest in 
the material.147 In addition, because the information found would not give any 
private information, such as health information, for any specific individual, there 
would not be a privacy concern either. 

On the other hand, when the police gather microbiome evidence from an 
individual when they know whom it belongs to, the subsequent analysis of the 
evidence would signify a search under the Fourth Amendment. Accordingly, 
such analysis could not be performed without a valid warrant. An example of 
such a situation might look like an officer asking someone to come in for 
questioning and then, from that interaction, gathering a microbiome sample from 
the person without them knowing. Because the police would know the person to 
whom the evidence belongs, analyzing that sample would give officers 
important information about that person’s health and other personal information. 
Therefore, without a warrant or a search incident to a valid arrest, the police 
would not be able to test microbiome samples in these situations because, 
although the suspect would not have a possessory interest in the sample, the 
suspect would still retain a privacy interest. 

B. Conclusion on the Fourth Amendment Applications of Forensic 
Microbiome 

In summary, the three requirements of a search and seizure under the Fourth 
Amendment are first, that the individual whose rights were violated was a citizen 
of the United States;148 second, the person violating those rights is a state 
actor;149 and third, an unreasonable search or seizure was performed.150 

The Fourth Amendment is triggered by all three events in some microbiome 
evidence-collecting and analysis situations. The collection of a microbiome 
sample, either directly or indirectly, from a non-arrested suspect would trigger 
the Fourth Amendment because there are strong privacy interests that need to be 
protected. 

Yet in most cases, the Fourth Amendment would not be triggered because one 
or two of the three triggering events would not be present. First, when the police 
collect a microbiome sample that was shed at a crime scene, the police would 
lack knowledge of the identity of the person to whom it belongs. The Fourth 
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Amendment would not be triggered because the sample would be considered 
abandoned, and therefore there would be no possessory rights to the sample; 
because the identity of the person from whom the sample came is unknown, 
there would be no privacy rights either. Second, collection of a microbiome 
sample obtained directly from a lawfully arrested individual may be acceptable 
under a recognized exception to the warrant requirement and therefore would 
not trigger the Fourth Amendment. Lastly, in a potential work-around, 
information could be gathered from a member of the same household of a 
suspect, in which case the Fourth Amendment would not be triggered because 
the sample would be given with consent; even though the information gleaned 
might give insight into the suspect, the sample itself would not be from the 
suspect, and, therefore,  the collection would not trigger the Fourth Amendment. 
That said, the privacy concerns surrounding the testing of the human 
microbiome for investigations are constitutionally alleviated when the police 
have a warrant to obtain the information. 

III. ACCEPTING FORENSIC MICROBIOME EVIDENCE INTO COURT 

In the summer of 1985, a fifteen-year-old schoolgirl from Narborough, 
Leicestershire, England, was returning home from school and chose to take a 
shortcut along a known footpath.151 She vanished, and it was not until a few days 
later that her body was found with signs indicating rape and murder.152 A year 
later, another young girl went missing and was found similarly with signs 
indicating rape and murder.153 Shortly after finding the second body, the police 
arrested a seventeen-year-old boy with learning difficulties, suspecting him of 
committing the crime because he appeared to have some nonpublic knowledge 
of the incident.154 They also suspected that he was the same individual that 
committed the murder of the fifteen-year-old girl of a year earlier.155 

Meanwhile, not far from Narborough, Dr. Alec Jeffreys, a geneticist at the 
University of Leicester, made a remarkable and somewhat accidental discovery 
in DNA identification during an unrelated experiment.156 The police soon 
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reached out to Dr. Jeffreys to help with the rape and death investigation of the 
girl from Narborough.157 Through this new method of DNA analysis, Dr. 
Jeffreys and the police connected the two crimes; they discovered that the same 
person committed them, but that the person they had in custody was not the 
perpetrator.158 It was not until the summer of the next year that DNA evidence 
was again used to identify the actual killer of the two girls; however, it was not 
used in court during the trial due to the killer’s confession.159 

This case marked the first use of DNA identification in a criminal 
investigation, and, although the case was tried in England, it is the predecessor 
to all other DNA evidence used in courts today in the United States.160.In this 
section, this paper will discuss the historical acceptance of DNA as evidence in 
court, compare the future trajectory of forensic microbiome to the history of 
forensic DNA, review the history of jury acceptance of DNA as reliable 
evidence, and compare the process that forensic microbiome will likely go 
through to that of DNA. 

A. DNA’s Acceptance into the U.S. Courts as Evidence 

Not long after the advent of DNA testing for identification in 1985, a man in 
Florida was convicted of rape and became the first person in the United States 
“to be convicted as a result of DNA evidence.”161 Such evidence became more 
prevalent in criminal cases in the late 1980s and into the 1990s, especially for 
rape and murder trials.162 Yet during some trials, “[j]uries confronted with the 
novel technology sometimes hesitated to convict based on genetic evidence.”163 
One famous example was during the O.J. Simpson trial in 1995, when it was 
widely publicized that the jury members questioned the reliability of the DNA 
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evidence from blood found at the murder scene.164 Still, DNA has become an 
accepted form of evidence relied upon by courts and juries across the U.S.165 
Next, this paper will look into how DNA was first accepted into the United States 
court system by looking at the first case that used DNA evidence. Andrews v. 
State, on appeal at the District Court of Appeal of Florida, Fifth District, 
demonstrates how the courts first analyzed and accepted new forensic 
technologies into evidence.166 

1. Andrews 

In the early morning of February 21, 1987, Tommy Lee Andrews entered the 
victim’s home and raped her without letting her see his face.167 After the attack, 
the police did a physical examination that “revealed the presence of semen in 
the victim.”168 The police first identified Andrews from fingerprints lifted from 
a missing screen of the victim’s window.169 The state later presented DNA 
identification evidence linking Andrews to the crime. The DNA test compared 
Andrews’ DNA they sampled with “the DNA found in the vaginal swab.”170 At 
trial, Dr. Baird from Lifecodes Corp., the company that analyzed the DNA, 
testified “that the percentage of the population which would have the DNA 
bands indicated by the samples would be 0.0000012%.”171 In other words, there 
was a one in 839,914,540 chance that the bands in Andrews’ blood would have 
also been found in another person’s blood.172 

In determining whether the new DNA evidence should have been accepted, 
the court looked first to the seminal case Frye v. United States in their 
determination.173 In Frye, the D.C. Circuit Court considered the admissibility of 
lie detector test results.174 The court in Frye held that when a new scientific 
technology was in the “twilight zone [of] the evidential force,” meaning when a 
new scientific technology is on the line between the “experimental and 
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demonstrable stages,” the technology must “be sufficiently established to have 
gained general acceptance in the particular field in which it belongs.”175 The 
court then found that lie detector devices had “not yet gained such standing and 
scientific recognition among physiological and psychological authorities as 
would justify the courts in admitting expert testimony” and, therefore, were not 
generally accepted.176 

In Andrews, fearing that the Frye test was “too inflexible as well as 
inconsistent with modern evidence codes” and that Frye had not yet been 
adopted in Florida specifically, the court decided to look to another case.177 
United States v. Downing gave a “relevancy approach” rather than the “general 
acceptance approach” found in Frye, and the court decided to accept that 
approach instead, although Frye had been the more dominate test in the U.S. for 
many years.178 In Downing, the defendant’s case preceded to a jury trial without 
expert testimony from a psychologist.179 They found that the district court erred 
in not allowing the testimony.180 In doing so, the circuit court adopted a rule that 
“[w]here a form of scientific expertise has no established ‘track record’ in 
litigation, the court may look to other factors that may bear on the reliability of 
the evidence.”181 Factors to consider include “the novelty of the new technique,” 
how it relates to “more established modes of scientific analysis,” whether there 
is “a specialized literature dealing with the technique,” the “qualifications and 
professional stature of expert witnesses,” and the “nonjudicial uses to which the 
[new] scientific technique are put.”182 

Following the adoption of the rule in Downing, the court concluded that “it 
seems clear that the DNA . . . results would be helpful to the jury.”183 This court 
looked at the factors and concluded that not only did DNA have an “extensive 
nonjudicial use . . . tending to show the reliability of the technique,” it had also 
been used for “approximately ten years” with a “well established procedure, 
performed in a number of laboratories around the world.”184 After these factors 
favored admittance of the DNA test results into evidence, this case became the 
first in the United States where DNA contributed to convicting an individual of 
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criminal activity.185 

2. Following Andrews 

After the landmark decision in Andrews, other states began to follow the 
direction of Florida and adopt DNA evidence as an essential evidentiary tool in 
court.186 In 1988, the FBI established a DNA analysis unit and began to provide 
DNA analysis services to police and law enforcement agencies across the United 
States.187 Having the federal government head and accept the new technology 
helped to standardize methods and ensure that results from DNA tests were more 
reliable than before.188 

In 1994, Congress passed the DNA Identification Act, which provided 
funding for states to establish their own DNA analysis laboratories and develop 
DNA databases.189 The Act also authorized the creation of a national DNA 
database which is maintained by the FBI and, as discussed above, contains 
millions of DNA profiles today.190 Even though the courts and juries today are 
receptive to the use of DNA evidence, early on there was fear and 
misunderstanding as to the reliability of the testing and chain of custody methods 
for DNA samples.191 

Even so, the acceptance of DNA evidence in the United States has been 
gradual. States and courts have, over time, adopted the new technology and 
refined the rules and procedures used.192 Today, DNA evidence is widely used 
and accepted as a valuable tool in both criminal investigations and trials, and it 
has been advantageous in numerous complex cases that could only have been 
solved after court recognition of DNA identification technology as evidence. 
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3. Daubert 

It is not much of a stretch to say that the acceptance of DNA as evidence into 
the United States criminal court system had its difficulties. The process mainly 
included district courts deciding how to accept this new technology before the 
Supreme Court ever made an official ruling for how lower courts should evaluate 
new technologies.193 With respect to DNA evidence, circuit courts were split 
over which test to use, some deciding to apply the Frye test, others accepting the 
Downing test, and still others deciding on other grounds.194 It was not until 1993, 
in Daubert v. Merrell Dow Pharmaceuticals, Inc., that the Supreme Court came 
out with a definite answer to how courts should evaluate the use of new 
technologies as evidence.195 

In Daubert, the plaintiffs were two minor children that were born with very 
serious birth defects.196 Their parents claimed that antinausea drugs created and 
distributed by the defendant were the cause of the birth defects.197 The 
defendants submitted affidavits from a physician and an epidemiologist, who 
were well credentialed and claimed that the drug did not cause birth defects, 
citing “more than 30 published studies involving over 130,000 patients.”198 In 
contention with this expert, the petitioners brought forth the testimony of eight 
equally credentialed experts who concluded that the drug could cause birth 
defects, citing studies that had not been published or subjected to peer review.199 
The district court granted summary judgment for the defendant and did not allow 
the introduction of the experts’ testimony into evidence.200 The court based this 
decision on the standard that expert testimony needed be based on a finding that 
is “‘sufficiently established to have general acceptance in the field to which it 
belongs.’”201 The Court of Appeals affirmed but decided to apply Frye, 
concluding that the testimony could not be included because it was based on a 
scientific technique that was not “generally accepted” as reliable in the relevant 
scientific community.202 

The Supreme Court granted certiorari and overruled Frye because the rigid 
“general acceptance” requirement for admission of scientific evidence conflicted 
with the Federal Rules of Evidence that superseded it.203 Rule 702 of the Federal 
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Rules of Evidence provides that expert testimony is admissible when such 
testimony “‘will assist the trier of fact to understand the evidence or to determine 
a fact in issue.’”204 The Court then turned to Rule 104 to determine whether 
scientific knowledge should be admissible as expert testimony in court.205 Rule 
104(a) states that when a trial judge is “[f]aced with a proffer of expert scientific 
testimony, then, [she] must determine at the outset [pursuant to this rule], 
whether” it is “scientifically valid” and “that reasoning or methodology properly 
can be applied to the facts at issue.”206 The Court concluded that such a 
determination should include factors such as, but not limited to, (1) whether the 
scientific methodology “can be (and has been) tested;” (2) “whether the theory 
or technique has been subjected to peer review and publication;” (3) the 
consideration of any “known or potential rate of error” and the existence of 
standards controlling the techniques used; and (4) whether it has reached 
“general acceptance” as laid out in Frye.207 Based on this newly pronounced 
standard for accepting new technologies, the Court remanded the case to the 
Ninth Circuit for proceedings consistent with their updated rule.208 

This test stands as the guidepost for courts when determining if evidence 
based on new scientific technologies is admissible in court. It is important to 
recognize that the factors enumerated in the opinion were not meant to be a 
definitive checklist but meant to serve as a flexible framework that must be 
applied case-by-case.209 The goal of the Court was to ensure that the expert 
testimony is reliable and relevant to the issues in the case and that rulings are not 
based on bad science or unsupported speculation.210 The ruling in Daubert has 
since been very influential in determining what scientific evidence is admissible 
in court in many more cases.211 That said, although Daubert was a federal court 
case and thus binding on the federal courts, the state courts may still have their 
own standards for the admissibility of scientific evidence.212 

For the purposes of this paper, the standard set by the Supreme Court for 
determining the admissibility of forensic microbiome evidence will be treated 
as the standard despite the possibility that state courts may adopt alternative 
standards. The Daubert rule has been adopted widely enough that it is 
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dispositive for this paper.213 Therefore, its application to microbiome evidence 
and possible admissibility will be essential. 

B. DNA’s Acceptance by Juries 

The discovery of DNA was not the start of a sudden rise in the testing of DNA 
for criminal investigations. DNA was discovered in the 1860s, yet it was not 
until over one hundred years later, in 1984, that Dr. Jeffreys discovered a process 
for accurately identifying individuals based on their unique DNA.214 This started 
the process of DNA evidence acceptance in courts. That process continued in 
the United States with the Andrews case.215 After Andrews, DNA evidence 
became more widely accepted by courts and the federal government, as 
discussed above. 

Despite all this, court admissibility did not stop public doubt. An important 
step in the acceptance of new technology in court is its ability to convince a jury 
that it provides reliable and important results in determining innocence or guilt 
of someone at trial. At first, juries and the public as a whole had minimal 
knowledge of DNA testing and, for that reason, did not trust it.216 There were 
concerns with the reliability of how DNA evidence was collected, and the public 
was unsure how the science would produce correct information.217 Simply put, 
the public was afraid of something new that they did not know enough about yet. 

One of the last steps toward acceptance of DNA evidence in court was more 
public awareness of the technologies involved in the DNA profiling process. 
This general acceptance led juries to trust the evidence as convincing in court. 
Four particular things happened that helped with this. advancements in 
technology, improvements in gathering and testing protocols, television shows 
showing off DNA technology, and nationally publicized court cases that 
involved DNA evidence. 

First, technological advances helped improve the public’s perception of DNA 
evidence; this is the case for a couple of reasons. Advances in DNA profiling 
technology meant that the processes used were more reliable than before, and 
the higher degree of confidence a test has, the easier it is for a jury to think the 
tests are reliable.218 Such advances also decrease the cost of the tests, making 

                                                           
 213 Id. 
 214 Robin McKie, Eureka Moment that Led to the Discovery of DNA Fingerprinting, THE 
GUARDIAN (May 23, 2009, 7:01 PM), https://www.theguardian.com/science/2009/may/24/ 
dna-fingerprinting-alec-jeffreys. 
 215 Michelle Hibbert, DNA Databanks: Law Enforcement’s Greatest Surveillance Tool?, 
34 WAKE FOREST L. REV. 767, 773 (1999). 
 216 See id. at 805. 
 217 See id. 
 218 See EDWARD CONNORS ET AL., CONVICTED BY JURIES, EXONERATED BY SCIENCE: CASE 



28 THE CATHOLIC UNIVERSITY Vol. 32.1 
 JOURNAL OF LAW & TECHNOLOGY 

DNA profiling more available to the public.219 A great contemporary example 
of this is companies that do DNA historical profiling, like 23andMe, because 
they give the public the opportunity to see how DNA profiling can be useful and 
fun.220 As DNA profiling becomes more relevant to everyone, and not just used 
in niche criminal cases, it becomes more trusted by the public and by juries in 
court. 

Second, improvements in gathering and testing protocols helped improve the 
public perception of DNA evidence.221 This is rather straightforward; as the 
police collect DNA evidence and then test it with better and more well-
documented protocols, DNA can be more trusted by the public. In the O.J. 
Simpson trial, the jury was concerned about a potential taint of the DNA 
collected by the police.222 If the DNA collection process had been more 
persuasively documented at the time of the trial, this case may have been decided 
differently. As these protocols have improved, such worries have been 
alleviated, and DNA has become more trusted by the public and juries in court. 

Third, television shows like CSI have helped improve the public perception 
of DNA evidence.223 Just as companies like 23andMe have made DNA profiling 
more accessible to the public, television shows have also changed the public’s 
views on DNA evidence.224 Shows like CSI, NCIS, and Law and Order have 
shown forensic scientists and investigators using sophisticated laboratory 
techniques to analyze DNA and link it to suspects of a crime.225 Such 
representation has likely helped to demystify the science behind DNA analysis 
and make it more accessible to the public. Television shows depict what goes 
into making the DNA results reliable and consistent. Because of this, jury 
members have taken what they have learned on television and applied it in the 
courtroom, and as a result, now accept DNA evidence more readily.226 

Lastly, high-profile, nationally publicized court cases that have exonerated or 
convicted suspects have helped improve public perception of DNA evidence. 
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Many high-profile court cases have shown the public that DNA can prove both 
innocence and guilt. Some major cases promoted by the Innocence Project have 
used DNA evidence to prove that convicted individuals in prison were not, in 
fact, the perpetrators of crimes.227 At the same time, other cases such as those 
involving Amanda Knox, the Green River Killer, and the Golden State Killer are 
examples of high-profile cases that used DNA evidence, at least in part, to 
convict an individual of a crime.228 Seeing the beneficial use of DNA evidence 
in these cases has likely improved public and juror perception of DNA evidence. 

In summation, the process of accepting DNA evidence, both by the courts and 
by the public, was a bumpy one. Even still, over time, DNA has become a 
reliable source of evidence in criminal trials. Forensic Microbiome evidence will 
likely to take this path, at least in some ways. The rest of this paper will focus 
on comparing the path that DNA evidence took to becoming accepted in court 
to the path microbiome evidence will likely take to becoming accepted in court. 

C. Possible Path for Microbiome Evidence 

Forensic microbiome’s process to acceptance into the legal system as 
evidence will be its own unique path yet it will likely have a similar path to the 
one DNA evidence took. One reason for this could be that microbiome evidence 
has many similarities with DNA evidence, such as similar techniques and 
applications. For this reason, DNA evidence has paved the path for microbiome 
evidence so that when the technology is ready, it can be accepted more readily. 
That said, it likely will take at least a similar path to that of DNA, and for that 
reason, this paper will compare these paths in this section. 

1. The First Step 

The human microbiome was likely discovered in the 1680s.229 Nearly 350 
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years later, scientists are discovering and inventing new techniques that give a 
greater understanding of the implications of the microbes that live on every 
human body. It was not until recent studies that scientists discovered that 
microbiomes were distinct and had the potential to identify individuals with high 
accuracy.230 This finding is still new, and its reliability and application are still 
being studied. 

The question for many has been whether the technologies now in use are the 
best to test microbiome samples with reasonable accuracy. Unlike DNA testing, 
where scientists sequence and analyze one DNA molecule from an individual 
and compare that to other samples found at crime scenes, forensic microbiome 
requires the sequencing of thousands of DNA or RNA molecules, each from 
different microbes found within a single individual’s microbiome.231 That 
information gives scientists a mosaic of the type of microbes in a sample and 
allows them to compare that mosaic with that of a suspect or to derive 
information from it, like health, race, age, and geolocation.232 Such mass 
production of information was thought to be impossible for many years.233 
However, today microbiome DNA is analyzed through a process called high-
throughput sequencing, or next-generation sequencing, that allows scientists to 
sequence large quantities of microbial DNA in a relatively short amount of time 
and at a reasonable cost.234 

Whether next-generation sequencing technology is the method scientists have 
been waiting for to use forensic microbiome is still yet to be seen, but the 
technology is moving in the right direction. As this technology evolves, the next 
step will be documenting the process and making it available to crime labs 
throughout the United States in order to start analyzing the data. Nonetheless, it 
is likely that the technology is now feasible through next-generation sequencing, 
and arguably, the first step to microbiome evidence becoming admissible in 
court has already happened. 

2. Path Through the Courts 

It is hard to anticipate the exact path that microbiome evidence will take as it 
becomes admitted into courts, but the path DNA took, and the rule set out in 
Daubert are analogous and can be used to predict the future for microbiome 
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evidence. In Daubert, the Court said that the admissibility of new technological 
evidence should be analyzed on a case-by-case basis.235 The court then gave 
factors to consider when making that determination.236 The court concluded that 
such a determination should include factors such as, but not limited to, (1) 
whether the scientific methodology “can be (and has been) tested;” (2) “whether 
the theory or technique has been subjected to peer review and publication;” (3) 
consider any “known or potential rate of error,” and the existence of standards 
controlling the techniques used; and (4) whether it has reached “general 
acceptance.”237 

It would be expected that the decision of whether microbiome evidence 
should be admissible in court would first start in a state trial court or a federal 
district court. From there, the district court might get it wrong. At a similar time 
or a later date, another state or federal court might be trying to answer the same 
question and decide on whether forensic microbiome was admissible, possibly 
deciding differently from the other court. Even with this, the question may or 
may not make it to the Supreme Court. Next, this paper will consider how the 
factors in Daubert might apply to microbiome evidence and then assess the 
potential admissibility of the science today and the possible steps forensic 
microbiome science would need to take to become admissible in court. 

The first factor concerns scientific methodology and whether the new 
technology has been tested and can be tested.238 The development of forensic 
microbiome science is still new. Although studies have been performed, the 
number of studies is still low. The studies performed thus far are promising, and 
the evidence suggests that the scientific methodology is repeatable.239 However, 
the science is still young, and before the courts can confidently say that forensic 
microbiome satisfies this particular factor, more studies and documentation 
would need to be developed. In order to satisfy this factor, the science would 
need to be more than just a hypothesis and would need to be distinguished as a 
science rather than merely another “field[] of human inquiry.”240 Although it is 
progressing along that path, the courts are unlikely to say that microbiome 
evidence is at that point now, but will likely get there soon with more research 
and testing standards that are repeatable. 

The second factor concerns whether the techniques used by a new evidentiary 
science have undergone peer review and publication.241 Again, the science is 
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new, and the development of the techniques and applications of forensic 
microbiome is still ongoing. That said, experimental findings have been reported 
in a number of peer-reviewed scientific journals, and research has been reported 
to the National Institute of Justice from multiple different sources.242 In Daubert, 
the accepted science allowed in court relied on over 30 peer-reviewed articles.243 
It is hard to identify an exact number of existing peer-reviewed articles, but there 
are more than thirty peer-reviewed articles that speak to the reliability of human 
identification using the human microbiome.244 However, not all authors agree 
on the correct methodology that should be applied to produce the most reliable 
results.245 For this reason, this factor is unlikely to be accepted by the courts at 
this point. However, with the emergence of more peer-reviewed articles that set 
out an agreed-upon testing standard, a court would potentially consider this 
factor to be satisfied. With the recent publication of additional studies and 
articles on the subject, it is plausible to say that forensic microbiome is not too 
far from acceptance. 

The third factor directs courts to consider any known or potential error rate 
and if any standards control the techniques used.246 The question considers the 
reliability of the technology processing the microbial DNA and the reliability of 
the information produced by the process. On top of demonstrating how reliable 
it is to use the information produced by the technology to compare two samples 
for identification, studies have indicated that human microbiomes are highly 
particularized.247 There remains a question of how the microbiome will change 
over time and at what rate it will change.248 It is not yet clear what role this 
information would play in microbiome identification, but the questions are 
significant—if a microbiome changes too much it would become unreliable for 
identification. However, the techniques used in next-generation sequencing 
technology are relatively established, at least as it pertains to grouping and 
identifying the microbiome communities present.249 Accordingly, the question 
                                                           
 242 See Hampton-Marcell et al., supra note 41; Zhang et al., supra note 59; Børsting & 
Morling, supra note 63; Oliveira & Amorim, supra note 69; Woerner et al., supra note 74; 
Franzosa et al., supra note 76; Williams & Gibson, supra note 81. 
 243 Daubert, 509 U.S. at 582. 
 244 See generally Hampton-Marcell et al., supra note 41; Zhang et al., supra note 59; 
Børsting & Morling, supra note 63; Oliveira & Amorim, supra note 69; Woerner et al., 
supra note 74; Franzosa et al., supra note 76; Williams & Gibson, supra note 81. 
 245 See generally Hampton-Marcell et al, supra note 41; see Zhang et al., supra note 59; 
Børsting & Morling, supra note 63; Oliveira & Amorim, supra note 69; Woerner et al., 
supra note 74; Franzosa et al., supra note 76; see Williams & Gibson, supra note 81. 
 246 Daubert, 509 U.S. at 584. 
 247 Zhang et al., supra note 59, at 97–98. 
 248 See Paula Carolina Luna, Skin Microbiome as Years Go By, 21 AM. J. CLINICAL 
DERMATOLOGY S12, S16 (2020). 
 249 See Sam Behjati & Patrick S. Tarpey, What Is Next Generation Sequencing?, 98 



2023 Forensic Microbiome Evidence and the Fourth Amendment 33 

then becomes whether there is a settled process and settled rate of error in the 
application of that data to either identify another person or to use that 
information to glean traits. If scientists can answer these questions and set up 
consistent standards, the courts may be willing to consider this factor satisfied. 

The final factor in determining the admissibility of new technological 
evidence concerns whether the new scientific technology is generally 
accepted.250 This is a challenging factor to assess at this point because of the 
novelty of microbiome identification research. With the information presented 
by the scientific community at the time of this paper, the science seems 
promising, and many scientists believe that a human microbiome can be used to 
identify an individual.251 Because of the known uniqueness of human 
microbiomes, few scientists doubt the possibility of this particular application of 
the human microbiome.252 For this reason, a court would be more likely to accept 
this factor than others. Nonetheless, given the novelty of this forensic science, a 
court may prefer to wait for further studies to develop a standard that applies to 
all forensic microbiome analysis. Accordingly, a court will look for more 
general acceptance of specialized studies before it confidently accepts this 
factor. 

In consideration of each of the Daubert factors, it seems clear that at its 
current stage, microbiome evidence would not yet be accepted in court. 
However, the science seems close to a point where it could be accepted. Further 
development of the science is necessary and could be presented in the form of 
more published studies and papers that show the reliability of the science, 
specifically in the identification of an individual. The other prerequisite 
necessary is standardization of the collection, testing, and analysis of the human 
microbiome for identification purposes. Despite the promising results, a 
standard for performing the analysis has yet to be developed. As standards 
develop, this science will likely take a giant leap forward, and United States 
courts, using the Daubert rule, will quickly accept microbiome evidence. 

3. Path to Being Accepted by Juries 

A significant portion of the public still may not know that the human 
microbiome exists or how it affects them every day. Despite this, the research of 
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the human microbiome “has gone from being a relatively niche corner of 
microbiology to one of the most-talked-about areas in science.”253 This is likely 
due to a rise of probiotic use and the connection of the gut microbiome to 
digestive health.254 That said, outside of probiotics, many members of the public 
likely do not know much about the microbiome science. On the other hand, it 
would be hard to find an American that has never heard of DNA before. Lack of 
public understanding of the human microbiome is likely to be a massive hurdle 
for jury acceptance of microbiome evidence in court. Juries may have trouble 
accepting something they do not understand, and they are unlikely to understand 
microbiome evidence as it stands right now. This next part will discuss ways 
that forensic microbiome evidence can become more accepted by the public so 
that juries trust the evidence in court. This paper will analogize what helped 
DNA become accepted by the public to show a possible path for the new forensic 
microbiome evidence to be accepted by the public and, as a result, juries in court. 

First, technological advances can help improve public awareness of the 
human microbiome. Like DNA, advances in microbiome sequencing technology 
would mean more reliable results and a greater number of uses that the general 
public can benefit from. Because the human microbiome is unique and can 
provide important health information, advancements in its technology would 
enable it to be used by anyone to gain additional personal health insight.255 
Comparable to getting one’s blood drawn, individuals could get their 
microbiome drawn by a doctor or test it themselves at home—and drawing a 
microbiome would be less painful than drawing blood, because it would not 
require needles.256 As testing of the human microbiome improves, its public use 
will likely become more common, and as a result, the testing of microbiome for 
forensic purposes will become more familiar to the public. As it becomes more 
familiar to the public, juries will be able to understand the science better, and 
they will be more likely to trust identification results from the microbiome 
evidence. 

Second, as gathering and testing protocols are developed and standardized by 
federal and local law enforcement agencies and such protocols are publicized, it 
will likely help increase the public’s perception of forensic microbiome evidence 
in court. Because the public is more likely to trust something accessible to them, 

                                                           
 253 Diana Crow, Microbiome Research in a Social World, 172 CELL 1143, 1143 (2018). 
 254 See Peera Hemarajata & James Versalovic, Effects of Probiotics on Gut Microbiota: 
Mechanisms of Intestinal Immunomodulation and Neuromodulation, 6 THERAPEUTIC 
ADVANCES IN GASTROENTEROLOGY 39, 42 (2013). 
 255 See generally Erika Check Hayden, The Rise, Fall and Rise Again of 23andMe, 550 
NATURE 174 (2017). 
 256 Except drawing your microbiome would be less painful because it would not require 
needles. 
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keeping the science a secret would be counterproductive. It would be wise to 
promote microbiome evidence as a new and exciting crime-fighting tool so that 
the public can better grasp it before it is widely rolled out. Showing off this new 
tool would include describing the methods used when gathering and analyzing 
microbiome evidence. The disadvantage that DNA evidence had in court, as 
compared to what microbiome evidence will have, is that by the time the DNA 
techniques were discovered, it was not a few years later that it was being used 
in court. In contrast, scientists have known for a while now that they have the 
techniques to use the human microbiome to identify individuals.257 Federal and 
local governments should start sharing information about the science to inform 
the public of the upcoming technology so that it does not come as a surprise. 
This begins by first creating the proper protocols and methods to gather and test 
a microbiome. As those methods are created and shared, the public perception 
of forensic microbiome evidence will be high enough that juries will confidently 
rely on the identification results of the science in court. 

Third, popular television shows implementing and showing the use of 
forensic microbiome in fictional practice can help increase the public perception 
of forensic microbiome evidence in real courts. Fictional media could have a 
similar impact as it had with DNA evidence.258 However, with DNA evidence, 
depictions in popular culture worked as an ex-post way to change the public’s 
perception of the evidence, whereas here, microbiome evidence could be used 
in a more futuristic application to show what is coming. Many shows use more 
futuristic methods in their crime-fighting depictions; therefore, implementing 
forensic microbiome evidence gathering and testing into popular crime-fighting 
shows can be a post-ante way to get ahead of possible concerns with the science. 
This way, when a microbiome sample is eventually admitted as forensic 
evidence, the jurors will already be familiar with the science. 

Lastly, once microbiome evidence is accepted in court, high-profile, 
nationally publicized court cases showing how the evidence can effectively 
exonerate or convict suspects can also improve juror perception, similar to what 
happened with DNA evidence. Popular television can only go so far; people 
need to see it in real life to believe how effective the new technology can be. For 
these reasons, before microbiome evidence can really be accepted by the public, 
high-profile court cases that admit the science will need to be publicized so that 
juries are comfortable accepting the evidence. 

Other events are likely also important to the public acceptance of microbiome 
evidence. These may include things like Congressional acts that standardize 
                                                           
 257 See Hampton-Marcell et al., supra note 41; Zhang et al., supra note 59; Børsting & 
Morling, supra note 63; Oliveira & Amorim, supra note 69; Woerner et al., supra note 74; 
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 258 See Alldredge supra note 223, at 117. 
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practices and allow federal agencies to start gathering databanks with 
streamlined information. Federal efforts to advance forensic microbiome would 
go a long way toward ensuring that the technologies are up to date so that when 
applied, applications of the technology will be consistent throughout the United 
States. Advancements in technology, standardizations of gathering and testing 
methods, television depictions, high-profile cases, and federal action can help 
ensure that juries in the United States are ready to accept microbiome evidence 
in court. 

CONCLUSION 

There is no doubt that forensic microbiome evidence is a promising new area 
of science that can transform criminal investigations and will likely be in use in 
the near future. It is helpful because microbiome evidence may be found in 
situations and at scenes where DNA evidence cannot be found. As outlined 
above, the collection and testing of microbiome evidence is unlikely to violate 
the Fourth Amendment, and even when privacy concerns are present, a warrant 
would alleviate these concerns. That said, if evaluated today, the emerging 
technology would likely not be admissible in court, but with further development 
in sequencing technologies and standardization of gathering and testing 
methods, courts will find microbiome evidence admissible, and with more public 
use of the technology, juries will accept microbiome evidence as convincing in 
the exoneration and conviction of suspects in court. 
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