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Abstract

In Brazil, legal requirements for public information access, as mandated by Law n° 12.527/2011, have
amplified the role of the open data portals in disseminating data of collective and general interest. Despite
legal provisions, there are persistent difficulties in presenting data in first-class semantic formats, which
ultimately creates obstacles for digital citizens to fully exercise their newfound rights to information
access. These obstacles can be addressed by building semantic data warehouses to enhance the use of
open data through computational ontologies. In this paper, we demonstrate the use of a well-founded
legal ontology for representing data from legal decisions extracted from a Brazilian judicial organ website.
We focused our approach on a specific type of appeal in the Brazilian legal system, the Request for
Standardization (RS) of interpretation of federal law, which seeks to standardize the understanding of the
Appeals Panels of Federal Special Courts. Employing web scraping techniques, we built a complete ETL
(Extract, Transform, Load) process to triplify data on RS appeals and their rulings. We used a gUFO-based
OWL renderization of a previously developed OntoUML ontology (called OntoRS) to transform the
extracted data into a suitable RDF format and populate a Virtuoso triple store. Thus, the OntoRS ontology
allowed us to perform SPARQL queries to obtain new insights, metrics and small RDF graphs.
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1. Introduction

In today’s data-driven world, citizens are increasingly interested in accessing valuable insights
mined from vast amounts of data. In Brazil, Federal Law n° 12.527/2011 regulates access to
public information which is now considered a key citizen’s right with the corresponding state’s
duty. This law has made a significant contribution to enhancing transparency by mandating
proactive disclosure of data of collective and general interest (referred to as active transparency).
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For example, the Open Data Portal' is considered as a central point of reference for Brazilian
public data on any subject, aiming to standardize data access, reuse and interoperability. To
better explore the potential of knowledge encoded in data and in order to be able to use some
reasoning mechanisms, a usual practice is to provide semantic data warehouses by enriching
open data through computational ontologies [1]. Despite the efforts of the National Open
Data Infrastructure to establish standards and formats and stimulate government open data
distribution [2], the vast majority of the public agencies are struggling to expose this data
through first-class semantic formats [3]. During the last decade, a substantial number of works
emerged from different areas to offer solutions for transforming data into open formats (e.g.,
concerning academic output [4], patient data [5], epidemiology [6] or public budgets [7]).

An important source of public data is the judicial system. This is a particularly sensitive
information domain, as access to information by citizens is directly related to their exercising of
fundamental rights, such as the right to due process enshrined in the Brazilian constitution. In
addition, access to judicial information is relevant to all actors of the judicial system, including
lawyers, judges, clerks, etc. The judicial system in Brazil is highly digital, mainly in its federal
sphere, with a significant number of digital-born documents and processes. Therefore, there
is a lot to gain from openly exposing existing judicial process data in semantic formats. This
entails not only the extraction of data from legal (web-based) systems, but also its representation
in domain-adequate and easily processable formats. Despite the potential benefits, there are
also significant challenges, as legal process data is highly specialized, often expressed with
impervious jargon. Therefore, a successful approach requires interdisciplinary teams and the
use of ontological analysis methodologies.

In this paper, we face these challenges in the case of data concerning a specific type of appeal
in the Brazilian legal system, which is part of a specialized procedure in Federal Special Courts
that is considered particularly verbose and nontransparent. A Request for Standardization (RS)
of interpretation of federal law is a petition that seeks to standardize the understanding of the
Appeals Panels of Federal Special Courts. As an appeal, its objective is to reform the judgment
handed down by the Appeals Panel or by the National Uniformization Panel (TNU) [8]. This type
of appeal was the subject of [9], in which the authors presented a multi-viewpoint conceptual
model of an RS by combining a structural perspective modeled with an ontology-driven concep-
tual modeling language (OntoUML) with a dynamic perspective modeled in a business process
notation (BPMN). Here, we go one step further and describe an ETL (Extract, Transform, Load)
process that uses as target an operational version of the aforementioned OntoUML Request
for Standardization (RS) ontology. We perform the ‘triplification’ of knowledge extracted from
judgments available in an unstructured format in the official TNU jurisprudence website?. For
that, we crawled the TNU web site supported by classical web scraping techniques. Once the
data was extracted, we transformed it into a suitable RDF format according to the operational
ontology and populated a Virtuoso® triplestore. Thus, we were able to perform SPARQL queries
to obtain new insights, metrics and small RDF graphs.

This paper is further structured as follows: in Section 2, we discuss the current state of affairs

Thttps://dados.gov.br/
Zhttps://www.cjf.jus.br/jurisprudencia/tnu/
*https://virtuoso.openlinksw.com/
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concerning open legal data in Brazil; in Section 3, we present the conceptual structures that
underpin our data transformation; in Section 4, we describe the procedure for data extraction
and triplification; in Section 5, we show some SPARQL queries performed on top of our triple
store; in Section 6, we discuss works closely related to ours; and finally, in Section 7, we conclude
our paper and draw some perspectives.

2. Problem statement

In the scope of the Federal Special Courts in Brazil, the Law n° 10.259/01* established the role
of a National Uniformization Panel (TNU), in its article 14, with the competence to eliminate
differences of interpretation in matters of substantive federal law. Its creation integrating the
federal structure took place in 2008. Currently, its functioning is governed further by its own
regiment, Resolution n° 586/ 19°. In this work, we deal with the Request for Standardization of
a law interpretation, which is the appropriate appeal against the judgment handed down by
an Appeals Panel and directed to the TNU. The jurisprudence formed by the decisions handed
down by this panel (the TNU) are available on its own website®, allowing (unstructured) access
to citizens and interested jurists, such as law clerks and lawyers. Unlike other judicial bodies
such as the Superior Court of Justice (STJ)’, there is no open API for the TNU. This means users
cannot explore data to its full potential and are limited to parameterizing predefined queries at
the website and processing query results manually. As a consequence, data users would have
to resort to technical workarounds such as web scraping to perform more sophisticated data
processing. A number of technical barriers stand in their way, including captchas, which hinder
automated access. While captchas are usually indented to offer resilience to cyberattacks, they
also hinder legitimate access to public data as mandated by law.

In addition to these technical barriers, there are also potential legal barriers to data access.
This is because web scraping faces the delicate balance between open access to information
and privacy [10]. In other countries, for example in the United States, as far as we are aware,
there is no statute designed to specifically address web scraping [11], its legality can vary
depending on the jurisdiction and some specificities about the data (e.g. copyright laws, data
protection regulations, and any applicable intellectual property rights, trademark infringement,
false advertising, or dilution by tarnishment [12]). In 2018, the GDPR (General Data Protection
Regulation) was approved in the European Union (EU). Inspired by this, the Brazilian Congress,
which already had some discussions on data protection laws on the agenda, sanctioned in
August 2018 the General Data Protection Law (LGPD) (Federal Law n° 13.709/2018). Fortunately,
the LGPD allows the handling and extraction of data for academic and research purposes, which
is the case of this work.

*https://www.planalto.gov.br/ccivil_03/leis/leis_2001/110259.htm
Shttps://www.cjf.jus.br/cjf/corregedoria-da-justica-federal/turma-nacional-de-uniformizacao
®https://www.cjf.jus.br/jurisprudencia/tnu/

"https://dadosabertos.web.stj.jus.br/dataset/
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3. Reference Ontology and its Implementation

Our approach is based on a reference ontology for this domain developed in OntoUML, an
ontologically well-founded UML profile whose primitives reflect ontological distinctions of
the Unified Foundational Ontology (UFO [13]). We extend here the legal reference ontology
presented in [9] (dubbed OntoRS) to represent the analysis of the Granted and Admitted RSs by
the TNU. We also obtain a gUFO-based [14] operational implementation of OntoRS in OWL
that is used further for data triplification.

Figure 1 shows the fragment of the reference ontology that is relevant for the purpose
of this paper. The classes in green are types of relators, i.e., reified relationships accord-
ing to the UFO that can change qualitatively in time while retaining their identity. This
includes an overall Judicial Process including the Petitions that are part of it, such as the
subkind of Appeal which is the focus of our attention here, the Request for Standardizing
the Interpretation of a Federal Law (RS). The ontology covers the decisions that are handed
for an RS (and are modeled as types of events). The analysis of the admissibility of an RS is
made in accordance to the aforementioned internal regulations of the TNU (Res n° 586/19)
[9]. When an RS that was filed against an Appellate Decision on SFCA (Special Federal Court
Appeal) is considered a Granted and Admitted RS, it is received by the Minister-President
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Figure 1: Request for Standardizing on TNU Legal Ontology (OntoRS).
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of TNU, that analyses the RS and renders a Monocratic Admissibility Decision for it. Ac-
cording to the Monocratic Admissibility Decision, the RS is considered either: (i) Not Heard
RS by Minister-President, (ii) Suspended RS by Minister-President, (iii) Not Entertained RS
by Minister-President, (iv) RS Granted to Revoke Decision by Minister-President, (v) Not
Granted RS by Minister-President or (vi) Granted and Admitted RS by Minister-President. If
the analysis of the RS culminates in a decision that grants and admits the appeal within the
scope of TNU (vi), the appeal is distributed to a TNU Rapporteur (that is a Federal Judge TNU
Member, that is a member of the TNU Appeal Panel). The TNU Appeal Panel comprises 12 federal
judges from the Appeals Panels of the Special Federal Courts, with 2 federal judges from each
Tribunal Regional Federal (TRFs) Region in Brazil®. A judgment session takes place in which the
TNU Rapporteur and other TNU Members present their votes. A Prevailing Opinion on RS then
arises as part of the Appellate Decision on RS. According to the judgment of the TNU Appeal
Panel, the RS may have been judged as: (i) Not Heard RS by TNU, (ii) Suspended RS by TNU, (iii)
Not Entertained RS by TNU, (iv) RS Granted to Revoke Decision by TNU, (v) Not Granted RS by
TNU, or (vi) RS Granted and Indicated to affect theme by INU, in which case, the TNU Appeal
Panel chooses this RS as a representative of the overall controversy and declare it a binding
precedent.

In order to validate the presented Legal Ontology, it is possible to correlate the classes with
the norms in force in Brazil that gave rise to them [9]. LexML norm fragment identifiers [15]
were used for this purpose. Furthermore, the most specific norms, in this case, the TNU bylaws,
were reviewed and studied. Interviews were conducted with law clerks who work directly with
the admissibility of appeals at the TNU presidency as well as those who work with admissibility
at the TRF courts of the 2nd and 4th regions, in the end of May 2023.

Along the modeling process, the OntoUML plugin for the Visual Paradigm tool was employed
to check for model wellformedness according to the UFO taxonomy rules. Further, the tool
provided for a transformation of the reference ontology into an operational OWL Ontology,
reusing gUFO [14] (a lightweight implementation of the Unified Foundational Ontology) by
specializing and instantiating its elements. The ontology was found consistent using the HermiT
reasoner (version 1.4.3.456) in Protégé. Figure 2 shows the resulting taxonomy as anchored in
the gUFO notion of Relator.

4. Extraction and Triplification

This section presents the ETL process which starts with data extraction from the TNU website?
as summarized in the Figure 3. The website presents a search form with some mandatory
parameters (e.g. dates, identifiers, keywords). To prototype a first extraction, we chose a given
range of dates (August 20th, 2022 to January 1st, 2023) which retrieved all judgments (Appellate
Decision on RS) in this specific period. Simple HTTP requests could in principle retrieve the
search results. However, the TNU website prevents such requests, possibly as a means of
preventing denial-of-service attacks on the server.

Therefore, to overcome this obstacle, we opted to simulate user interaction through the

8Each Tribunal Regional Federal court in Brazil is assigned to one of six “regions”.
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Figure 2: Taxonomy of Appeals in Protégé anchored in the gUFO notion of Relator.

Selenium libraryg. With this tool, a so-called headless browser navigates the content of Web
documents, selecting elements of the document’s tree structure by using criteria (e.g. ID, name,
class, link, etc.) as specified by an xpath expression. In Selenium, as shown in Listing 1, the
methods find_element and send_key respectively find the element using xpath and send the data
to simulate form filling.

p
‘ navegador.find_element('xpath', '//*[@id="formulario:j_idt25_input”]').send_keys(”20/08/2022”)

Listing 1: Methods to find and send data.

Once we managed to automatically fill out the form, we had to properly extract the full
contents of the decisions (“inteiro teor do acordao”). For that, we picked up from the syllabus (i.e.
a brief summary of the decision) an access link to the full decision. We used the beautifulsoup
library'? which allows browsing through an HTML page and searching for specific elements.
Then, a list is built with the respective links of the full decisions, enabling the automation of
the entire process as described in Listing 2.

*https://pypi.org/project/selenium/
https://pypi.org/project/beautifulsoup4/
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Figure 3: Overview of the ETL process: from web scraping to SPARQL queries in the triplestore.

p
‘ soup = BeautifulSoup(navegador.page_source, 'html.parser"')
‘ linksInteiroTeor = []

‘links = soup.findAll( 'a', attrs = { 'target' :

'_blank'} )

Listing 2: Gathering full decision links.

However, when trying to access these URIs, we were faced with a captcha, a little test
confirming the human nature of the user generally used to avoid an overload of requests.
In our case, the captcha necessarily contained a sequence of four digits (letters or numbers)
presented to the user via an image or a sound. We opted to interpret the sounds by building a

method distinguish the various numbers and letters. We employed the pydub'! and the diff1ib
libraries'? in the process. We omit here the details of the procedure we followed in order to

prevent malicious exploits. For our purposes here, it suffices to say that significant expertise
and programming effort was required in the process. Our extraction was designed not to cause
denial of service because we performed the treatments sequentially, one at a time, outside
business hours and with low speed and frequency. Breaking the captcha is carried out only

https://github.com/jiaaro/pydub
https://docs.python.org/3/library/difflib.html
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for academic purposes and, with the interest of the organizations involved, access would be
possible without this type of artificial barrier.

After retrieving the correct sequence of digits, we used again some Selenium methods to
insert the captcha code and access the inner contents of the judgments as exhibited in Listing 3.
This serves as the basis for the next step of the ETL process.

‘navegador.find_element('Xpath', '//*[@id="txtInfraCaptcha”]").send_keys(CaptchaCode)
‘navegador.find_element('xpath', '//*[@id="sbmConsultar”]"').click()
‘ soup = BeautifulSoup(navegador.page_source, 'html.parser"') ‘

Listing 3: Methods to access “inteiro teor”.

We carried out the extraction in two ways: (i) picking up metadata from the syllabus, and
(ii) downloading the inner contents of the judgment in HTML format. Finally, we performed a
sequence of RDF serializations necessary to our transformation phase as illustrated in Listing 4.

g = Graph()

‘ors = Namespace('http://purl.org/nemo/ontors#")

‘tnu = Namespace( 'http://purl.org/nemo/tnu/")

‘numProcesso = soup.find('span', {'data-sin_numero_processo': 'true'}).text.strip()
‘processofURI = URIRef (tnu[numProcesso])

‘g.add((processofURI, RDF.type, ors.JudicialProcess))

&

Listing 4: Creation of an RDF triple instantiating a process.

We used the RDFLib library’® to transform the extracted legal data identified through their
specific markups and represented by using the vocabulary of the ontology in gUFO presented
in the previous section. In the next session, we will present some kinds of SPARQL queries
demonstrating the possible implications of our resemantization process.

5. Querying legal data

In order to present the potential applications of data stored in terms of the operational ontology
in the triplestore, we show here four kinds of SPARQL queries returning insights about the
legal data extracted from TNU’s portal.

5.1. Basic SPARQL query

Supported by the vocabulary of our ontology, we are able to query the TNU’s data through
Virtuoso’s endpoint. In Listing 5, we present a basic SPARQL query (with PREFIX declarations
omitted for brevity) to retrieve the names of all TNU rapporteurs in the triplestore.

Bhttps://rdflib.readthedocs.io/
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‘SELECT ?rapporteurLabel
‘WHERE { “?rapporteur rdf:type ors:Rapporteur ; ‘
‘ rdfs:label ?rapporteurLabel . } ‘

Listing 5: Basic SPARQL query.

5.2. Reasoning-based SPARQL query

Loading a gUFO renderization of OntoRS in Virtuoso, the queries can benefit from semantic
reasoning by using subsumption inferences for instance. In Listing 6, we present a reasoning-
based SPARQL returning the complete set of URIs representing parties in a legal process
(instances of Party). Because of subsumption inferences, instances of Appellant and Appellee
are retrieved with this query.

|SELECT  ?party
‘WHERE { ?party rdf:type ors:Party . }
K

N

Listing 6: Reasoning-based SPARQL query.

5.3. Metrics-valued SPARQL query

Aggregate functions in SPARQL can be used to perform lightweight data analysis tasks. We
take here as an example an analysis of the state of registration of the lawyers filing appeals to
the TNU. In Brazil, a lawyer’s main registration with the Brazilian Bar Association (OAB) must
be made at the Sectional Council in which the lawyer intends to establish his/her professional
domicile (0OABRegistrationState in the ontology). The query described in Listing 7 retrieves the
percentage of lawyers in the triplestore registered in each state as depicted in Figure 4.

SELECT ?state
COUNT (?attorneyCounsel) AS ?count
CONCAT (STR( (ROUND ( (COUNT (?attorneyCounsel)*100/?totalCount)*100))/100),”%”) AS ?percentage
WHERE { ?attorneyCounsel rdf:type ors:AttorneyCounsel ;
ors:0ABRegistrationState ?state .
{ SELECT COUNT(?attorneyCounsel) AS ?totalCount
WHERE { ?attorneyCounsel rdf:type ors:AttorneyCounsel . } } }
GROUP BY ?state ?totalCount
ORDER BY DESC(?count)

Listing 7: Metrics-valued SPARQL query.
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state count percentage state count percentage
Rt 28 2a% "RN" [ 4.,20%
"MG" 15 18.71% "BA™ 4 2.86%
"R5" 14 1a% "PAT 4 2.86%
"sC 14 1% "MT" 4 2.86%
"PB" 1@ 7.14% "Go" 3 2.14%
"PE" k] 6.43% "CE" 3 2.14%
"RI" 9 6.43% "SE" 1 8.71%
"Ms" 8 5.71% RESS 1 2.71%
"PR™ 8 5.71% "To" 1 8.71%

Figure 4: Results of the SPARQL query in Listing 7 printed from Virtuoso’s Conductor interface.

5.4. Graph-valued SPARQL query

In SPARQL, CONSTRUCT queries can return a single RDF graph specified by a graph template.
The result is an RDF graph substituting variables in the graph template by queried values and
combining the triples into a single RDF graph by set union.

In Listing 8, we present a graph-valued SPARQL query returning a set of triples formed by
the instances of the AttorneyCounsel class linked to the values of the Brazilian states through
the data property OABRegistrationState.

‘CONSTRUCT { ?attorneyCounsel ors:0ABRegistrationState ?state . } ‘
‘WHERE { ?attorneyCounsel rdf:type ors:AttorneyCounsel ; ‘
‘ ors:0ABRegistrationState ?state . } ‘

Listing 8: Graph-valued SPARQL query.

Figure 5 shows a portion of the RDF graph produced by the query in Listing 8 visualized
through the pydot library'*.

Finally, note that the complete workflow used for the ETL process, including the algorithms
used during the extraction phase, the ontology OntoRS and the SPARQL queries aforemen-
tionned are available in a public repository'°.

Yhttps://pypi.org/project/pydot/
Bhttps://github.com/MelissaZor/ONTOBRAS2023
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tnu: AttorneyCounsel/CE007576

ors:0ABRegistrationState
tnu: AttorneyCounsel/CE033535 S

ors:0ABRegistrationState

ors:OABRegistrationState_
tnu: AttorneyCounsel/CE015581
tnu:AttorneyCounsel/CE018950
tnu:AttorneyCounsel/P1000261
tnu:AttorneyCounsel/P1012065
tnu:AttorneyCounsel/ES018446

Figure 5: RDF graph produced from the SPARQL query in Listing 8

ors:OABRegistrationState

ors:OABRegistrationState

6. Related Work

In the domain of the open linked data, ETL has emerged as a category of processes [16] employed
to gather data directly from operational systems, and remodel it through standardized formats to
perform automated reasoning in powerful data warehouses [17]. Among the range of techniques
used to perform data extraction, browser simulation provides the crawler the ability to simulate
interaction behavior of a real user (see [18] for example). The reader is referred to [19], for a
large review about the state-of-the-art of artificial intelligence-based approaches supporting
unstructured information repositories browsing in legal domain.

In Brazil, the authors in [20] extracted information from public acts available in the Official
Gazettes to support process of continuous auditing. Then, some SPARQL queries were built
to infer conditions of non-compliance with the legislation. In [4], the authors propose an
approach to support exposure and interoperability of public data from governmental publishers.
A prototype application was built by providing a SPARQL endpoint to access scholar data from
Lattes platform, the well known Brazilian information system managing user contents about
science, technology, and innovation.

With respect to legal data, an ETL based framework can be materialized through search
engines inputting legal argument in order to browse legal claims [21, 22] in documents. Having
a well founded ontology-based knowledge representation allows to support effective tools for
legal research [23]. Such approaches are recognized to improve the convenience of legal texts
structured storage and avoid a lot of manual labor by professionals in the judicial field [24].
For instance, the authors in [25] present a framework to extract and classify named-entities
and relations in Portuguese criminal reports from police investigations. A graph database
representation in Neo4] is used to visualize the relations extracted from the documents. In [26],
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the authors propose a framework supported by the identification of recurring linguistic patterns
to extract metadata from Greek Supreme Courts decisions (e.g. names of judges and lawyers,
litigant parties, etc). Then, Akoma Ntoso [27] schema was adopted to semantically enrich the
legal open data. This aforementioned schema is largely used to support the representation of
different kinds of legal knowledge bases (e.g. for laws [28]).

7. Final Considerations

The significance of access to information in Brazil was facilitated by Law n° 12.527/2011, and the
role played by open data portals in disseminating data of collective and general interest. However,
the challenge of presenting data in semantic formats has limited the digital citizen’s ability to
fully exercise their newfound rights. In this paper, we proposed a solution to overcome these
obstacles through the implementation of a semantic data warehouse, leveraging computational
ontologies. By employing a well-founded legal ontology and employing web scraping techniques,
we implemented an ETL (Extract, Transform, Load) process involving triplifications of legal
decisions from a Brazilian judicial organ website, with an specific focus on the Request for
Standardization (RS) of interpretation of federal law. By using a gUFO renderization of the
OntoUML ontology OntoRS, the extracted data was transformed into a suitable RDF format and
populated into a Virtuoso triple store. The OntoRS ontology proved instrumental in enabling
SPARQL queries, which in turn yielded new insights, metrics, and small RDF graphs. Overall,
this research demonstrates the practicality and value of employing semantic data approaches,
specifically in the legal domain, to enhance the utilization of open data. By bridging the gap
between data accessibility and data comprehension, these methodologies contribute to a more
informed and empowered digital citizenry by fostering ethical transparency. In future work,
we intend to pair conceptual modeling and machine learning to bridge the gap between the
Information Retrieval and Semantic Web in the Brazilian legal domain.
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