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Abstract. Phishing attacks are common these days. If successful, these attacks
cause psychological, emotional, and financial damage to the victims. Such dam-
ages may have a long-term impact. The overall objective of this Ph.D. research
is to contribute to mitigating phishing victimization risks by exploring phishing
prevalence, user-related risk factors, and vulnerable target groups and by design-
ing (1) guidelines for social website developers focused on internet user vul-
nerabilities and (2) recommendations for users to avoid such attacks. The Ph.D.
research acknowledges that phishing attacks are technical in nature, while the
impact is financial and psychological. Therefore, an interdisciplinary research
approach focusing on empirical research methods from social sciences (i.e.,
focus groups and surveys) and computer science (i.e., data-driven techniques
such as machine learning) is adopted for the research. In particular, we aim to
use a machine learning model for data analytics and quantitative and qualitative
research design for psychological analysis. The research outcome of this Ph.D.
work is expected to provide recommendations for internet users and organizations
developing social-media-based software systems through more phishing aware
development practices.
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1 Introduction

Information and Communication Technology (ICT) is ubiquitous in life today as people
increasingly rely onmultiple ICT components (e.g., mobile devices, personal computers,
and intelligent appliances) in day-to-day life. Specifically, by July 2022, the number of
internet users has reached 5.3 billion [1]. However, the widespread digital communica-
tion poses several risks and has important implications, including common cyber threats,
namely social engineering attacks (phishing), ransomware, and mobile security attacks.
Due to the rising number of cyber-attacks, computer privacy and cyber security have
become a global concern [2, 3]. As per Statista, a market and consumer data provider
[4], in the 2nd quarter of 2022, 5.18 million data records were exposed worldwide.
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The Ph.D. research in this paper is concerned with one of the prominent types of
cybercrime, namelyphishing, which compromises personal information, including bank-
ing and credit card details, passwords, and individual files. Lastdrager [5] defined phish-
ing as ‘a scalable act of deception whereby impersonation is used to obtain information
from a target”. Each year an increasing number of phishing attacks is reported. Accord-
ing to the Anti-PhishingWorking Group (APWG), more than one million phishing cases
were reported in the first three months of 2020, which was the highest number of attacks
in one quarter until now. It was followed by 384,291 cases reported in March 2022,
which was the highest number of attacks in one month thus far [6].

Despite the concerted efforts of government institutions and private organizations
to limit phishing victimization, overcoming phishing attacks is still considered to be
extremely challenging because of the rapidly evolving technological capabilities avail-
able to attackers, and the types of the attacks themselves, e.g. email, social media, mobile
phone. So far, many studies have been published on phishing detection and its coun-
termeasures [7, 8]. These mostly focused on technical aspects of overcoming phishing
attacks. Unlike prior publications and leveraging the author’s background in psychol-
ogy, this PhD work is interested in the human factors that play a significant role in
successful phishing attempts. Our PhD research interest is motivated by the observation
of Abroshan et al. [9] that human behavior is one of the most important factors deter-
mining the success rate of phishing attacks. Moreover, our research is also motivated
by the observation [10] that people can quickly disclose confidential information even
when they are being warned or nudged by an awareness campaign. While many national
surveys and studies have been conducted on phishing prevalence, on its causes, and on
the countermeasures to reduce their success rate [3, 8, 11, 12], a steep rise in phishing
attacks is still being reported each year.

The present PhD research initiative is set out to help both public and private insti-
tutions tackle and reduce the impact of phishing attacks. To this end, there are two
significant areas that we aims to work on:

First, exploring and understanding of phishing prevalence, risk factors, and vulner-
able target groups. Developing more profound knowledge of victims will enable us to
propose and design robust countermeasures. Furthermore, this knowledge would serve
as foundation to create recommendations to make internet users more aware about their
risky behavior, i.e., sharing credentials with strangers and its consequences in future.

Second, developing specific guidelines for ‘attentive’ software systems that man-
age the user’s attention for risky behavior, based on known risk factors and phishing
techniques. Such guidelines are expected to be helpful to software developers while
designing software in the best interest of users’ security and privacy.

The context of this Ph.D. work includes both user victimization and repeat victim-
ization (i.e., becoming victim more than once) due to phishing. We deliberately include
repeat victimization, because on one side scholars acknowledge its importance [13],
while on another side, it is an under-researched phenomenon [14]. As per Milani et al.
[15], in 2018, ten percent of repeated data breach events were reported. Moreover, Wit-
tebrood & Nieuwbeerta [16] indicated that previous victimization and routine activity
increase the chance of repeat victimization.While the literature on cybercrimehasmainly
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focused on cyber victimization generally [17, 18], little attention has been given so far
to studying the phenomena of repeat phishing.

This doctoral paper is structured as follows: Sect. 2 provides background on (repeat)
phishing and its causes. It summarizes literature on phishing prevalence and its socio-
demographic vulnerabilities. Section 3 presents the motivation of this Ph.D. project.
Section 4 formulates the research goal and identifies research questions to support this
goal. Section 5 describes (i) the interdisciplinary research method to answer the research
questions and (ii) the research design that will be implemented to achieve the results.
Section 6 discusses findings that have been obtained so far and sheds light on work
implemented these days. Finally, Sect. 7 summarizes our progress and our immediate
next steps and plans in the long run.

2 Background

Users’ insufficient awareness, advances in phishing email technology, and human errors
are prominent reasons behind successful phishing attacks [9]. Existing empirical studies
[19, 20] indicate the following user vulnerability factors, among others, for phishing
attacks: user age and gender, level of education, duration of internet usage, dispositional
(e.g., individual aspects) and situational (e.g., environment and others) aspects, phishing
awareness and victim personality factors. Furthermore, studies also highlighted person-
ality factors, e.g., those included in the Big Five Personality Theory, behind successful
phishing [21, 22]. These authors reported that narcissistic, female users are more fre-
quently tricked through phishing attacks and possess a higher level of conscientiousness,
than male users. Moreover, a few people are targeted more often by phishing attacks,
significantly if they have fallen victim to a phishing attack in the past. Although there
is a consensus among scholars that a few internet users are at risk of repeat exploitation
by offenders, little so far has been done to consolidate the published knowledge on the
prevalence of repeat phishing and its risk factors among individuals and organizations.
The current Ph.D. research intends to bridge this gap of knowledge. To this end, we
expect our Ph.D. work to bring two contributions: the first is a framework for under-
standing the human factors involved in victimization and repeat victimization due to
phishing, and the second is to design (1) guidelines for developers to help them design
software systems in such away that leads to users avoiding victimization due to phishing,
and (2) recommendations for users to prevent (repeat) victimization due to phishing.

3 Research Goal and Questions

This Ph.D. project is meant to add up to the collective efforts of scholars work-
ing towards protecting users against phishing attacks. In line with this, the PhD
project’s goal is twofold: (1) using acquired knowledge on user vulnerabilities that takes
socio-demographic and cultural differences into account, provide recommendations for
increasing privacy awareness to people; and (2) based on the knowledge acquired on user
vulnerabilities and phishing techniques, provide guidelines for developers of ssoftware
systems that manage the user’s attention for risky behavior and recommendations for
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users to avoid victimization. To achieve our research goal, we designed the following
research questions (RQs) for this Ph.D. work:

RQ1: What are the prevalence, sociodemographic correlates, and risk factors of users’
vulnerabilities toward phishing, according to published literature?
RQ2:What is the prevalence of repeat phishing victimization in relation to sociodemo-
graphic and the users’ vulnerabilities, according to publicly available data sources?
RQ3: Are there cultural differences in security and privacy awareness across countries?
RQ4: What guidelines and recommendations can be designed to minimize the vulner-
ability of internet users to phishing attacks, based on a combination of the knowledge
acquired in answering RQ1, RQ2 and RQ3, insights obtained from a focus group dis-
cussion with phishing victims, and a model developed using the previous results and
tested against real-world phishing attacks?
RQ5: To what extent are these guidelines usable and useful in practice?

Fig. 1. The scope of this PhD research: a Mind Map

Figure 1. Shows a mind map that is grounded on our RQs and puts together the
inputs and outputs of this Ph.D. work and the research activities. As Fig. 1 indicates,
phishingwill be explored fromdifferent perspectives andby employingdifferent research
techniques. The area in green, following the line labeled Systematic literature review
SLR (Victims)means that the phishing victimization phenomenon will be examined in
order to know the prevalence and risk factors of phishing and repeat phishing. In another
perspective labeled asData Analysis (Victims), in orange, phishing will be investigated
through data analysis of secondary data belonging to a more significant population, i.e.,
the Dutch population. It is planned that at the end of the study, we will be able to know
the figures of prevalence and sociodemographic vulnerability of phishing and repeat
phishing. It will also help us understand the Dutch population’s awareness of the privacy
and security of their confidential data.
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In the Privacy & Security (Victims), a cross-cultural study will be conducted in
two countries, i.e., the Netherlands and Pakistan, that will give us approximate figures
of privacy awareness about both countries. Furthermore, in the area labeled Guidelines
(Developers) Recommendations (Users), in blue color, we indicate that based on the
results of the empirical work to be done until that point (i.e. the studies that the author
will do to answer RQ1, RQ2 and RQ3), we plan to create two artefacts. First of all, a set
of guidelines will be designed for software developers that highlight the risk factors of
phishing victims. The intention behind these guidelines is to be considered by developers
for implementation while designing social media websites, in order to minimize user
vulnerability to phishing attacks. Moreover, a case study will be designed with software
professionals to validate the usefulness of proposed guidelines. Second, a set of recom-
mendations will be developed for users that emphasize the victimization risk factors and
help users to avoid phishing attacks in the future. In addition, these recommendations
will be shared with educational and professional institutions in the Netherlands and
Pakistan to specific audiences as part of actions to increase the awareness of phishing
attacks among people.

4 Research Methodology

As this Ph.D. work happens at the intersection of multiple disciplines (information
systems, psychology and crime science), this research project adopts interdisciplinary
research methodology. Below, Fig. 2 explains the research methodology concerning
these disciplines and the specific research techniques that are planned to be applied
in order to get the answer for each RQ. We will address our RQ1 and RQ2 by using
two approaches: a systematic literature review (SLR) and an analysis of secondary data
using machine learning (ML). The systematic literature review is conducted by using
Siddaway’s practices [23] designed for systematic reviews. The systematic literature
review explores the prevalence of (repeat) phishing and the socio-demographics of vic-
tims. In this systematic literature review, we complemented findings from published
peer-reviewed studies with results reported in several national surveys on the prevalence
of phishing and victim demographics. At the time of writing this doctoral paper, the
systematic literature review is in the stage of being finalized for submission to a journal.
Through the systematic literature review, we learned that there are no exact figures in
the literature about the prevalence of (repeat) phishing. As we didn’t find any concrete
answer to the vulnerable demographics of phishing victims, we plan to continue with
a data-driven approach. We will analyze secondary data using ML methods to predict
prevalence and user vulnerability concerning users’ demographic and particular risky
behavior.

ForRQ3, wewill design a quantitative study using themethod of survey research [24]
to uncover the privacy awareness and sensitivity toward user confidential information.
Moreover, wewill perform a cross-cultural study between two countries, Pakistan (PAK)
and the Netherlands (NL), to account for possible (cultural) differences in phishing
victimization. (Note that in the leftmost side of Fig. 1, NL and PAK indicate the two
countries.)

For RQ4, we plan two pieces of research that build upon each other. First, we will
conduct qualitative research [24] inwhich focus groupswill be used to gather information
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from phishing victims. Our focus will be to discover why users become victimized
through phishing. What are the commonly observed behaviors that become the reason
for their victimization?Moreover,what could be the psychological tricks and information
that, if people know before attacks, even if they are aware of cybercrime, will help them
to avoid such attacks? Our plan is to analyze the results by using content analysis [24].

Fig. 2. Methodological overview of the Ph.D. Project

Second, based on the previous study’s results, we will make a model using risky
behaviors and information to avoid attacks and test that model on random internet users
using a surveymethod. The data of this studywill be analyzed by usingmachine learning
techniques.

Our second study results will serve two purposes: (1) we will make guidelines (e.g.,
use of password strength indicators and use brief terms of services) for software develop-
ers to guide their software development processes that account for users’ vulnerabilities.
These guidelines are expected to be helpful while designing software for internet users.
(2) we will make recommendations for internet users to avoid victimization and will
share these with public and private institutions interested in and responsible for cre-
ating and maintaining users’ awareness to avoid phishing victimization. For example,
the school boards. We expect that the research to be done in order to answer RQ4, will
provide foundation for these organizations to come up with educational measures and
policies that are helpful for users when dealing with phishing attacks.
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Finally, for answering RQ5, we plan to design empirical evaluation research process
with software practitioners that will help us understand the extent to which the proposed
guidelines are useful and usable. For example, we will evaluate how easy developers
can interpret and apply the guidelines, and how effective the developed software is
in mitigating phishing attack risks. For this, we will do a perception-based evaluation
with practitioners from companies that develop, e.g., social media platforms or social
media based software systems (such as blogging sites and social review sites). We will
ground our perception-based evaluation study on the UTAUT theoretical model [25]
that has been suitable to contexts such as the one of this Ph.D. work and that has been
operationalized by means of evaluation questions that address the usefulness and utility
aspects of any IT-related artefacts, including guidelines such as ours.

5 Current Results

Thus far, our performed systematic literature review has uncovered the following
research challenges concerning phishing victimization: (1) aggregating finding from
various empirical studies about phishing victims is hard due to the diversity of research
methods employed and types of phishing analyzed; (2) while literature acknowledges
the urgent need to investigate repeat phishing victimization, only a few studies focused
on this phenomenon and the related risk factors; (3) findings from empirical studies
are inconclusive regarding the human factors responsible for phishing victimization. An
example of the latter is that survey research on sociodemographic vulnerability indicates
that male users are more victimized than female users through phishing attacks, while
case study research indicates the opposite. As current literature is very limited to draw
any conclusions, we plan further empirical studies to explore phishing phenomena so
that we are able to come up with some meaningful solutions (e.g., recommendations and
guidelines) able to protect more individuals from victimization.

6 Conclusion and Progress of the Research

The phenomenon of phishing victimization and repeat victimization is only partly under-
stood as it has been researched until now in a fragmentary way, either from technical
standpoint or holistically from cybercrime standpoint, while the risks due to human fac-
tors evaded the scholar’s attention. To the best of our knowledge, this PhD research is
one of the first initiatives that addresses this gap and creates a model for understanding
the phishing victimization risks due to human factors as well as proposes guidelines for
developers to help design software systems that reduce or prevent phishing victimization
of users. Unlike existing works, this Ph.D. research takes the perspective of individual
users and their contexts. Until now, we completed a systematic literature review on the
prevalence of repeat victimization and its social demographics. Currently, we are work-
ing towards getting authorized access to secondary data from a large public organization
in the Netherlands, in order to measure the prevalence of phishing and to analyze the
sociodemographic vulnerability of phishing victimization among the Dutch population.
It is a specialized government institution that keeps the records of millions of Dutch
citizens about phishing victimization.
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In parallel, we are thinking over strategies to collect phishing victimization data
from Twitter. The purpose of the Twitter data is to check people’s vulnerability based
on their social demographic. We plan to take the social profile of people who claim
phishing victimization. The data acquisition task through Twitter is in progress, with
50% completion at the time of writing this paper.
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