Letters

Mobile apps and children’s
privacy: a traffic analysis of
data sharing practices among
children’s mobile i0S apps

Despite policy recognition of children’s
vulnerability online, children’s apps (or
parental apps involving children’s data)
may share user data with third parties,
which may be used to create detailed,
long-term profiles of children, gener-
ating privacy risks.! > These risks have
attracted policy attention from the
Federal Trade Commission; Apple Inc.
subsequently stipulated that apps devel-
oped for children may not send person-
ally identifiable or device information
to third parties and should not include
third-party trackers or advertising.

We conducted a cross-sectional study
of top user-rated mobile apps labelled
for children under 12 years available
in the Apple App store in Australia,
Canada, the UK and the USA as of July
2022  (https://kids-apps.healthprivacy.
info). We aimed to (1) Characterise
their data sharing practices through
analysing their network traffic; (2)
Identify the third parties who received
the information transmitted from these

apps. Building off previously reported
methods,® we created a parent/child
dummy profile and measured network
traffic analysis during simulated app
use to identify transmission of 21
prespecified types of user data and its
network destinations. For identified
data recipients, we examined their
websites to categorise data recipients’
main activities.

We purposively sampled 25 of 6264
apps identified by an App Store crawling
program because they were highly rated
by users (84% or 21/25 rated >4.4/5.0),
had a privacy policy (96%, 24/25) and
represented a variety of store categories
including Productivity, Lifestyle, Utili-
ties and Social Networking (32%, 8/25),
Education (28%, 7/25), Entertainment
(20%, 5/25), and Games (20%, 5/25),
and Medical, Health and Fitness (12%,
3/25).

All sampled apps (100%, 25/25) shared
user data with varying degrees of sensi-
tivity outside the app (table 1). Almost
half of the apps (44%, 11/25) transmitted
at least one piece of data to third parties
considered to be personal information
under the European Union’s General Data
Protection Rules.

Included apps transmitted user data
to 165 unique hosts (median 10, IQR
5-17). Forty hosts (24%, 40/165) were
associated with the app’s developer or

its parent company. One hundred and
thirty-eight hosts (84%, 138/165) were
third parties including those providing
infrastructure-related services (19%,
31/165), such as cloud services, and
analysis services (65%, 108/165), such
as advertising or analytics for commer-
cial purposes (table 2). Amazon.com,
Inc., Apple Inc. and Google LLC
accounted for over a third of the unique
hosts (58/165, 35%) in our traffic anal-
ysis and received data from all apps in
the study as either a first party or third
party (table 2). Despite Apple Inc.’s
guidelines, 18 apps (72%) transmitted
data to analysis-related third parties not
associated with Apple Inc.

Children’s commonly
shared with third parties, suggesting
there are privacy risks in using chil-
dren’s apps.* Thus, an industry self-
regulatory approach to addressing
children’s privacy risks in apps may
be limited. The implications of data
sharing may manifest across aspects of
childhood including those related to
education, entertainment and health,
and extend into adulthood. Privacy
regulation should require transparency
and accountability of data sharing
practices from developers and third
parties and promote user control over
data sharing.
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Table 1

Proportion of apps sharing user data and type of destination (n=25)

No. of apps sharing with their
developers (%)

User data type

related third parties (%)

No. of apps sharing to infrastructure-

No. of apps sharing to analysis-related
third parties (%)

Data considered Device IDt 5 (20,

‘personal data"™*

(20)
Email addresst 6 (24)
Name/last namet 6 (24)
Birthday 6 (24)
IMEI number 0
Password 2 (8)
Host name 0
Fine grain location 2(8)
Local IP address 2(8)
Coarse grain location 1(4)
Personal factors 2(8)
Personal conditions 1(4)
Gender 2(8)

Data not considered 0S version 15 (60)
‘personal data’ Device name 11 (44)

Country 3(12)
Time zone 6 (24)
Connection type 4(16)
Phone information 1(4)
Browsing 1(4)
Jailbrokenness 0
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*Considered personal data under the General Data Protection Rules (GDPR), that is, ‘any information relating to an identified or identifiable natural person’.

tUnique identifier.

IMEI, international mobile equipment identity; IP, internet protocol; OS, operating system.
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Table 2 Categorisation of all third parties (n=108) and third parties excluding Apple Inc./Google LLC/Amazon.com, Inc. (n=79) performing

analysis-related services

N (%) third parties

Excluding Apple,
Main activity ~ All Amazon, Google Description Examples
Advertising 38 (35.2%) 35 (44.3%) Includes services that provide ad attribution to tie each user to the ads they interact with; buying Adjust; Amazon Ads; AppsFlyer;
and selling of ad space; ad serving and ad management; and analytics that enable ad targeting ~ Google Marketing Platform;
and personalisation. Mintegral; Awin; Quantcast;
Singular; Tapjoy
Analytics 36 (33.3%) 27 (34.1%) Freemium services; in exchange, companies retain the right to collect, aggregate and Apple Cookie Tracking;
commercialise de-identified end-user data; companies provide services to app developers Bugsnag; Mixpanel; Crashlytics;
including error and bug reporting, and analysis of user numbers, characteristics and behaviours; ~ Nominatim; Iterable; Instapage;
some also offer the ability to understand users’ behaviours across devices and platforms and New Relic
integrate with advertising data to target marketing activities.
User 12 (11.1%) 10 (12.7%) Freemium services; in exchange, companies retain the right to collect, aggregate and Apple Game Centre; Google Help;
engagement commercialise de-identified end-user data; these software integrations allow developers to Zendesk; Optinmonster; Gravatar
analyse how users navigate an app, features users find most engaging and provide push
notifications to increase user engagement.
Social media 5 (4.6%) 4 (5%) Integration with social media platforms, allowing apps to share users’ data with social media Facebook Graph API; Pinterest;
or to import social media data into the app; this could include a Facebook login, status updates  YouTube
related to the app, sharing content via social media, or finding a list of contacts who have also
installed the app; this integration also allows for cross-platform advertising
Customer 4 (3.7%) 1(1.3%) Customer identity and access management software is a type of identity technology that allows ~ Google Sign in Service; Amazon
identity organisations to securely manage authentication and authorisation of customer identities. Cognito Authentication; Google
and access Identity
management
Device 4(3.7%) 0 Services that allow organisations to verify the credentials of an incoming request from a device ~ Apple Verification for Legal
verification/ID or external system, so that certain functionalities may be reserved for known, trusted, and Phone Access; Apple Check
legitimate users. Device Warranty; Apple
Verification for Permission to
Use App
App store 3(2.8%) 0 An app store is a digital storefront designed to allow visitors to search, review, and purchase Apple iTunes; Google Play;
media and apps offered for sale electronically. iTunes Search API
Privacy 2 (1.9%) 0 Services that allow users to manage their privacy settings when using particular programmes Apple Ad Privacy for User; Privacy
or applications, such as opting out of advertisements, granting permission to collect user Manager Google Chrome
information when engaging with ads, and cookie tracking.
Subscription 2 (1.9%) 1(1.3%) Services that allow app developers to manage purchases and subscriptions within their app and ~ Google Play Developer API;
services/in-app collect data on revenue generated from these purchases. Qonversion
purchases
Geofencing 1(0.93%) 0 The use of GPS or RFID technology by organisations to create a virtual geographical boundary,  Apple Geofencing
enabling software to trigger a response when a mobile device enters or leaves a particular area.
Unknown 1(0.93%) 1(1.3%) Third parties that may have a broad range of capabilities and uses, with no indication of the NA

specific use within the context of this study.

AP, application programming interface; GPS, global positioning system; RFID, radio frequency identification.
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