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Abstract. [Context and Motivation] Our lives are being transformed
by context-aware software applications with important social, environ-
mental, and economic implications. [Question/Problem] Experts rec-
ognized that quality attributes, e.g. security, are the cornerstone to get
healthy social implications of these applications. However, do end-users
(service consumers) perceive these attributes as so important? [Method-
ology] To answer this question, we designed a survey, to understand how
end-users perceive security of context-aware software applications and
how the users’ personality traits might influence their perceptions. To this
end, we did a web-based survey that embeds two animated-demonstration
videos in order to present i) the functionality of a context-aware mobile
app, and ii) some vulnerabilities of the mobile app. It involved 48 sub-
jects divided in two groups: subjects with software engineering (SE) back-
ground (Group A) and subjects without any SE background (Group B).
[Results] Our study found that the importance of confidentiality and
integrity is more clearly perceived by subjects with SE backgrounds
(Group A). Accountability is more difficult to be perceived by subjects.
And this difficulty can be even more pronounced for subjects without any
SE background (Group B). Our findings suggest that importance prefer-
ences on security are influenced by personality types. For instance, open-
minded people have a higher propensity to perceive the importance of con-
fidentiality and integrity. Whilst, people with a high level of agreeableness
hold quite different perceptions regarding the importance of authenticity
and accountability. Analyzing the level of association between personality
and the perceived importance on security, we found that the importance
perceptions on confidentiality are influenced by the personality of subjects
from Group B. And, the changes (positive an negative) in the importance
perception on confidentiality are very strongly influenced by personality,
even more so by the personality of subjects from Group B.
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1 Introduction

Context-aware software applications are transforming our daily lives with
important social, environmental, and economic implications, for example, in
domains such as transportation, health-care, telecommunication and banking.
It is expected that in the near future software-intensive systems will behave
autonomously thanks to the continuous sensing and monitoring.

Given the complexity of this kind of systems, and the social implications behind
emerging wearable sensing technologies, Condori-Fernandez and Lago [10] inves-
tigated how quality attributes can contribute to the social, technical, economic
and environmental sustainability dimensions from a developer perspective. These
authors found that experts recognized that security quality attributes are the cor-
nerstone to get healthy social implications of software-intensive systems. Even
though the efforts made in conceiving secured software millions of dollars in losses
are still the result of attacks on systems harming directly service consumers. Many
security breaches occur in software due to errors in analysis, design and implemen-
tation [3,4]. Hence, security in software engineering (SE) is a critical issue that is
clearly gaining more emphasis in the recent years [17,20]. However, to incorpo-
rate security in the software development is especially challenging because soft-
ware designers/architects must consider not only security software mechanisms
but also interactions among people, organizations, hardware, and other software
systems, as it is described by Dalpiaz et al. in [13]. Despite the efforts made by
the security engineers to consider both social and technical aspects, there is still
a gap to be filled: we still understand relatively little about the end-user’s behav-
ior in adopting security, even more when software applications are used massively.
Specifically, there is no published research on the possible relationships between
personal attributes traceable to personality traits, and the ways in which end-users
act and react when facing security issues in context-aware applications.

To address this gap of knowledge, it is necessary to investigate security from
an end-user perspective, i.e., how end-users perceive the importance on security
of context-aware software applications. So, the present research makes a step in
this direction. We start from the hypothesis that end-users perceive the impor-
tance of software functionalities in different ways due to their different profiles
(e.g. educational backgrounds, ages, genders, personality traits) [9,21]. Further-
more, although there is a substantial evidence in the literature about factors such
as personality traits that influence end-users perceptions on technology acceptance
(e.g. [24,27]), there is not yet enough empirical research on how personality and
certain contextual factors (e.g. educational background) of end-users can influence
the perceived importance of security implementation (i.e., security policies and
security software technology) for context-aware software applications. Moreover,
regarding to security, it becomes more challenging to be studied because, as West
indicated [29], security is hard to be appreciated by end-users due to: end-users do
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not think they are at risk, safety is an abstract concept, security is considered as a
secondary task and losses perceived disproportionately to gains.

In this paper, we aim to investigate this phenomenon trough a survey ques-
tionnaire, by focusing on four specific quality attributes related to security such
as confidentiality, authenticity, accountability and integrity. To this end, we did a
web-based survey that embeds two animated-demonstration videos. Two exper-
iments were conducted with SE experts who were attendees of REFSQ [11] and
students from the Education department of the Universidad Nacional de San
Agustin (Peru). In total, our study involved 48 subjects. Our study found that
the importance of some security attributes (i.e. accountability) was more diffi-
cult to be perceived by end-users than others. And this difficulty was even more
pronounced for end-users without any SE background, which is reflected in the
variability of their answers (perceptions). Also our findings suggest that impor-
tance preferences on security are influenced by personality types and educational
background. However our empirical results cannot be conclusive, therefore we
call for more studies on this topic.

From a methodological perspective, our study highlights the importance of i)
taking into account of personality tests for complementing the characterization
of end-users and, in turn, get a better understanding on user perceptions about
security, and ii) employing animated-demonstration videos as a medium to help
in the importance recognition of security. Although the idea of using positive
and negative scenarios in the user reactions assessment of interactive products
was already considered in previous studies (i.e., [6,23]), as far we know, the use
of these artifacts in the context of security is novel.

The remainder of this paper is organized as follows. Section 2 introduces
our study design. Sections 3 and 4 present our results and threats to validity,
respectively. Section 5 discusses some related empirical research publications.
Finally, Sect. 6 describes our next steps and conclusion.

2 Study Design

This section first presents a realistic scenario which serves as a motivating exam-
ple for our work. We then present our research questions and research goal. Next,
we describe the participant selection, we then present the formulated hypothesis,
variables and metrics. Finally we introduce the survey implementation and the
survey validation and conduction!.

2.1 Motivating Scenario Example

Frank lives in a city where the amount of parking spaces per motor vehicle
is becoming scarce. Given the difficulty of finding a parking space, Frank uses
a mobile application called happyParking. The application uses multiple input

! The artifacts used in this study were published in the following link: https://osf.io/
wupd6/?view_only=30d712fec72243098fabd6bfee357567.


https://osf.io/wupd6/?view_only=30d712fee72243098fabd6bfee357567
https://osf.io/wupd6/?view_only=30d712fee72243098fabd6bfee357567

6 N. Condori-Fernandez et al.

sources of 1) external contextual information to provide a certain degree of prob-
ability of finding a parking spot in different locations; and ii) internal contextual
information (i.e. emotional states) for assessing quality of User Experience (UX).
happyParking is built based on a context-aware quality assurance framework.

For example, by knowing the current situation of other circulating cars, hap-
pyParking can recommend the fastest route by avoiding congested hot spots.
However, despite the reduced time for finding a public parking space, some-
times Frank was not fully satisfied with happyParking because i) the navigation
information was overloaded and difficult to interpret, or ii) space of the avail-
able parking spot was not large enough for Frank’s car, or iii) the closest space
recommended by happyParking was meanwhile taken.

In this situation, interacting with happyParking was annoying and stressful
for Frank. This emotional information is derived from physiological data collected
through wearable sensors of the E4-Wristband? device at runtime. Exploiting
this emotional information, happyParking is able to measure the actual quality
of UX, and consequently increase awareness of potential issues with the software
services (e.g. finding a closest space), what could eventually lead to actions
addressing the issue.

2.2 Goal and Research Questions

The goal of the study presented in this paper is tounderstand perceived impor-
tance with respect to security attributes from the viewpoint of service consumer?,
in the context of the smart parking happyParking. From this goal, the following

research questions are derived:

RQ:: How do service consumers perceive the importance of security of a
context-aware software intensive system?

RQs: Does the personality influence on the importance perceived of security
of context-aware software applications?

To answer these RQs we planned and executed a survey with volunteer par-
ticipants as potential service consumers of happyParking. Our survey design
draws on the methodological guidelines of Kitchenham and Pfleeger [16], and
Molleri et al. [19].

2.3 Participant Selection

Considering the importance of modeling the diversity in users for identifying
right subjects [26], we considered the educational background. This results in
two groups: Group A consists of subjects at University education level, with
background in SE. Group B includes subjects at University level with back-
ground in Education without an SE background.

2 https://www.empatica.com/en-eu/research/ed/ .
3 We refer to end-users as to service consumers, as the applications usually provide
services to their users.
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2.4 Hypothesis, Variables and Metrics

We identify as a hypothesis that the personality influences the perceived impor-
tance of security attributes of software applications. From this hypothesis, we
identified the following variables:

Response variables: the perceived importance of security, which is defined in
terms of authenticity, confidentiality, accountability, and integrity attributes, is
measured by means of i) four items formulated in 5-points ordinal scale (from
“not at all important” to “extremely important”); ii) ranking ten domain-specific
items, where at least five of them should be rated.

Factors: as the main functionality and some vulnerabilities of the happyParking
app are illustrated through animated-demonstration videos. In this study, we
identified the videos as a factor that could affect the response variables.
Personality is another important factor identified in our study. To measure it,
we use the Big Five Inventory questionnaire (BFI) [14], which is a self-report
inventory designed to measure the so-called Big Five dimensions: Extraversion,
Agreeableness, Conscientiousness, Neuroticism, and Openness to experience.

2.5 Web-Based Survey Implementation

We implemented a web-based survey using the Qualtrics tool. Figure 1 presents
the process of survey execution. The survey takes 35 min and it is composed of
two parts:

A pre-questionnaire: aiming to collect demographic and personality informa-
tion. The demographic part consists of nine questions (e.g., sex, age, educational
degree, domain expertise).

The Personality test based on “The BFI questionnaire” that consists of 44
items for measuring five dimensions: Extraversion, Agreeableness, Neuroticism,

I—)[ Analysis and Interpretation Report of results

Experimenter :-)[ Data collection I
Tasks H x x x H
[ M Ll oy
Subject [ L
Tasks
5
>
X i First ranking on  Second ranking on Ranking on
bemographic and Personality h H ‘ Ing
ed{cational background results security attributes security attributes security req|
Answering Answering | | || First video- Answering Second video- Answering
(2 min) (10 min) demo (1 min) (8 min) demo (1 min) (13 min)
Pre-questionnaire Online questionnaire

Fig. 1. An overview of the survey conduction
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Openness, and Conscientiousness. However, for the purpose of reducing the aver-
age duration of the survey, we considered only those items related to the following
dimensions:

i) Agreeableness: it refers to a person’s tendency to be compassionate and
cooperative toward others. Low Agreeableness is related to being suspicious,
challenging, and antagonistic towards other people. Agreeableness is com-
posed of the nine following items: A1-Tends to find fault with others, A2-Is
helpful and unselfish with others, A3-Starts quarrels with others, A4-Has a
forgiving nature, A5-Is generally trusting, A6-Can be cold and aloof, A7-Is
considerate and kind to almost everyone, A8-Is sometimes rude to others,
A9-Likes to cooperate with others.

41) Neuroticism: it refers to the extent to which a person’s emotions are sen-
sitive to the environment, thus identifying individuals prone to psychological
distress, anxiety or excessive urges. Those who have a low score in Neuroticism
are calmer and more stable. Neuroticism is composed of the eight following
items: N1-Is depressed, blue, N2-Is relaxed, handles stress well, N3-Can be
tense, Nj-Worries a lot, N5-Is emotionally stable, not easily upset, N6-Can
be moody, N7-Remains calm in tense situations, N8-Gets nervous easily.

#i1) Openness: it refers to the extent to which a person is open to experi-
encing a variety of activities. People low in Openness tend to be more con-
servative and close-minded. Openness is composed of the ten following items:
01-Is original, comes up with new ideas, O2-1s curious about many different
things, 03-Is ingenious, a deep thinker, O4-Has an active imagination, O-
Is inventive, O6-Values artistic, aesthetic experiences, O7-Prefers work that
s routine, O8-Likes to reflect, play with ideas, O9-Has few artistic interests,
010-1s sophisticated in art, music, or literature.

According to [22], these constructs (dimensions) were found as the most rele-
vant for understanding the personality characteristics in the context of software
technology. All of the scale items were in the Five-point Likert Response Format
(where the lowest point of 1 means “strongly disagree” and the highest point of
5 means “strongly agree”).

The online questionnaire: it gathers service consumer perceptions on security
attributes of context-aware applications. To do that, two 1-minute animated
demonstration videos were added to the survey. As shows in Fig. 1, the online
questionnaire consists of two sub-parts:

i) First one: items (i.e., definitions of security attributes) formulated to
measure the first perceptions about the importance of security attributes
according to the first video?.

* happyparking.mp4 file in the OSF repository link (see Sect. 2).
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i1) Second ome: questions for re-evaluating the importance of security
attributes (after watching the second video®) are formulated. Finally, a set
of security requirements to keep quality of the case study high should be pri-
oritized by subjects®. It helps us to confirm the importance provided in the
second round, however the analysis of these requirements is not part of this

paper.

2.6 Survey Validation and Conduction

Survey validation: a pilot study that used our survey design was performed
in October 9, 2018 in the MEGSUS workshop at ESEM 2018 [18]. Therein, we
collected feedback from seven subjects working on topics of software sustainabil-
ity. Their feedback was used to improve the questionnaire design regarding: i)
the clarity and relevance of the questions, and ii) the duration of the survey.
The completing process of the survey took about 40-60 min. In this version,
all items of the BFI dimensions were considered, which demanded more than
20 min. In order to reduce this time, we shortened the BFI questionnaire by con-
sidering items from three dimensions only (instead the total of five dimensions)
as explained.

Survey Conduction

A. Data collection: considering the characteristics of our target audience,
we planned our data collection in three stages. The first two collection stages
were already conducted whilst the third one is planned for future work. They
are described as follows:

First stage: the survey was conducted as part of the Live Study track of the
International Working conference on Requirements Engineering: Foundations
for Software Quality (REFSQ). Voluntary researchers and practitioners with
background in Requirements Engineering completed this survey, which was
opened from 18 March until 3th April 2019. General instructions were given
during one of the plenary sessions of REFSQ [11].

Second stage: the survey was conducted with Students from the Educa-
tion department of the Universidad Nacional de San Agustin (Peru) in June
18, 2019. With the purpose of avoiding some internet connection issues, the
collection was carried out using the paper and electronic forms for the data
collection. All subjects gave an informed consent before performing the study.
The averaged actual time of executing the survey took about 35 min.
Regarding the third collection stage, we plan to conduct the survey with
teenagers and elderly people with basic educational background.

This new data will be independently analyzed and compared to our results
obtained from the first two stages.

5 happyparking-vulnerabilities.mp4 file in the OSF repository.
6 SecurityRequirements.pdf file in the OSF repository link.
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B. Data validation: it ensures that the survey questionnaire is completed
and contains consistent data. In this paper, we focus on the analysis of the
data collected from the two first stages of data collection described above.
Overall, 20 subjects accepted to participate in Stage 1, whereas 33 Subjects
participated in Stage 2. However, incomplete questionnaires were discarded
(four were from the first stage, and only one from the second stage). Moreover,
verifying the target group of all subjects involved in both stages, by means of
some demographics (i.e., educational background), we identified four subjects
involved in Stage 2 were categorized as Group A because of their mixed
background in Education and SE. Therefore, we found that 20 subjects were
categorized as Group A and 28 as Group B.

3 Results

As mentioned, data collected from a total of 48 subjects was used in our anal-
ysis. The demographics are presented in Tablel. We note that the subjects
from Group B (with background in Education) are younger than the subjects in
Group A (with Software Engineering background). We can also see that Group A
tends to use the mobile phone with less frequency than Group B. The mobile fea-
ture most used were camera, and text messaging for Group A, whereas internet
browsing/apps was for Group B. Moreover, Group A included men and women
subjects, whereas over 90% of subjects from Group B were female.

Table 1. Demographics of subjects from Group A and B

Characteristics Group A Group B
Age 20-70 years old 2028 years old
Sex 35% female, 65% male | 93% female, 7% male
Background Software engineering Education
Frequency of mobile | 15% <30 min 11% >30min and <1h
usage (per day) 20% >30min and <1h | 18% >1h and <2h
55% >1h and <2h 21% >2h and <3h
10% >2h and <3h 50% >3h
Mobile feature most | Camera, text messaging | Internet browsing/apps (>2h)
used (each <30 min)

In the following, we proceed to analyze the gathered data through the survey
in order to answer our research questions.

3.1 RQ;i: How Do Service Consumers Perceive the Importance of
Security of a Context-Aware Software Intensive System?

To answer RQ1, we analysed the frequency distribution per security attribute
regarding the perceived importance, which is measured in a 5-points ordinal
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Table 2. Comparison between answers on perceived importance of security attributes:
20 Subjects of Group A and 28 Subjects of Group B. Where: 1st Vid = first video,
2nd Vid = second video, NI = not at all important, SI = slightly important, MI =
moderate important, VI = very important and EI = extremely important.

Confidentiality | Authenticity Accountability |Integrity
1st Vid|2nd Vid|1st Vid|2nd Vid|1st Vid|2nd Vid 1st Vid|2nd Vid
Group A |NI 0 1 3 1 3 2 1 0
SI 2 0 2 1 6 2 0 0
MI 2 1 2 3 5 4 2 3
VI 5 6 8 6 4 6 8 4
EI 11 12 5 9 2 6 9 13
% VI+EI| 80% 90% 65% 75% 30% 60% 80% 85%
Group B | NI 0 5 0 4 0 6 0 4
SI 3 3 4 6 2 2 3 4
MI 10 5 7 5 12 6 11 6
VI 9 10 12 9 11 8 10 9
EI 6 5 5 4 3 6 4 5
% VI+EI| 54% 54% 61% 46% 50% 50% 50% 50%

scale. Table 2 presents the importance of security attributes perceived by subjects
from Group A and B. As this measure was taken in two different moments, we
added two columns to each security attribute: “lst Video” columns represent
number of subject’s answers about how a security attribute is perceived after
watching the first video (main functionalities of happyParking), whereas “2nd
Video” columns represent the number of answers to the same question but after
watching the second video (happyParking with security breaches).

From this data, we can see that most of the security attributes were more
clearly perceived as important by subjects from Group A than by subjects from
Group B. Particularly, Integrity and Confidentiality were deemed extremely
important security attributes by subjects from Group A. Interestingly, we
noticed that the importance of both attributes could be perceived from the
beginning (first video), whereas the importance for other security attributes, like
authenticity or accountability, was most hardly perceived. For instance, most
of the subjects from Group A realized the importance of accountability only
after watching the second video. We can also observe that after watching the
second video more subjects from Group A rate all security attributes as very
and extremely important. It may also be the fact that the second video, which
exhibits a scenario in which security breaches can damage service consumers,
helps subjects to understand the value of keeping security attributes high.

The variation in the perceptions of the importance of security attributes
seems to be even broader in case of subjects with non-technical background, i.e.
different from SE, such as subjects from Group B. Another interesting observa-
tion was that subjects from Group B tend to perceive the importance of security
attributes from the beginning but with not so much intensity such as it was with
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the subjects of Group A. For example, as shown in Table2 for Group B, about
35% of subjects perceived confidentiality, accountability, and integrity as secu-
rity attributes with a moderate importance level. And, only around 50% of sub-
jects from Group B perceived confidentiality and integrity as very or extremely
important in contrast to the 80% of subjects from Group A.

Moreover, more or less 14% of subjects from Group B changed their per-
ceptions after watching the second video, by considering the security attributes
as not all important. This unexpected result may be due to the lack of ade-
quate understanding on the security attributes definitions by subjects with a
non-technical background. Another possible explanation for this may be related
to the socio-cultural issues, e.g. vulnerabilities illustrated in the video could
not have been considered as so critical in comparison with actual vulnerabilities
experienced in real-life. Overall, we consider that this combination of results pro-
vides some support for the conceptual premise stated by West [29]: “security is
hard to be appreciated because end-users do not think they are at risk” or “losses
perceived disproportionately to gains”.

In response to RQ1: Confidentiality and integrity are more clearly per-
ceived as important by service consumers with technical (SE) background.
Whilst accountability is more difficult to be perceived as important by ser-
vice consumers, even more pronounced for those without any SE background.
Moreover, after watching a dangerous scenario in which security vulnerabili-
ties were exploited, service consumers with SE background reassert their per-
ception on the importance of security attributes (confidentiality, authenticity,
accountability, integrity). Contrary to service consumers without SE back-
ground, where some of them (around 18%) perceived security attributes as
not at all important.

In order to understand better these results, in the next sub-section, we will
investigate how personality traits influence subjects’ answers in this study.

3.2 RQ3: Do the Personality Influence on the Importance Perceived
of Security of Context-Aware Software Applications?

To answer RQ2, our analysis consists of three steps: 1) characterizing each sub-
ject by means of three personality dimensions; 2) analyzing the influence of
personality on the perceived importance of security attributes; 3) analyzing the
personality’s influence on change in security perceptions.

Stepl: characterizing each subject by means of three personality
dimensions. To characterize each subject through the three personality dimen-
sions (i.e. agreeableness, neuroticism, openness), we have first calculated the
scores self-reported by means of the personality test. To do this, for each dimen-
sion (construct), the scores of the corresponding items were added. Then, in
order to make comparable our dimensions, each result was normalized to a com-
mon ratio scale with values between 0 and 1. Next, for each subject, we chose
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Fig. 2. Personality distributions of subjects from Group A and B

the maximum value of these normalized values. If this value was greater than
0.75 we labeled it as high level of the personality. Otherwise, if this value was
greater than 0.5 we labeled it as a moderate level, else the subject will not be
characterized by any personality trait studied in this paper. Analysing our data
set we found that all subjects were characterized by high or moderate levels of
personalities. Notice that two subjects from Group B presented the same maxi-
mum value for two different dimensions. To analyse both personality dimensions,
we have duplicated the entries related to these subjects. This is the reason why
we have 50 Subjects in total (instead of 48) for the analysis of RQs.

Figure 2 depicts the personality distributions of the subjects from Group A
and B. We observe that Group A tends to have a greater level of openness and
a lower level of neuroticism than Group B. Both groups seem to have a similar
level of agreeableness, however Group B contains three subjects who are outside
of the range. On the other hand, Table 3 introduces the percentages of subjects
from Group A and B who are characterized by a personality in two levels: high
and moderate values. From this table we notice that both groups have equivalent
percentages of subjects characterized by the Neuroticism personality. Moreover,
Group B has a slightly greater percentage of subjects who were characterized by

Table 3. Percentages of subjects characterized by a personality trait

Groups | Values Personality traits
Agreeableness | Neuroticism | Openness
A High 20 0 45
Moderate | 10 10 15
% Total |30 10 60
B High 30 6.67 40
Moderate | 6.67 3.33 13.33
% Total | 36.67 10 53.33
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the agreeableness personality than Group A, but a lower percentage of subjects
characterized by the openness personality. In general, we can say that the sub-
jects of our study tend to be more open-minded (Columns 5) and cooperative
toward others (Columns 3).

For the rest of our analysis, we do not differentiate between subjects char-
acterized by high or moderate levels of personality types. However, we should
keep in mind that the characterization of subjects using personality test is not
trivial. For instance, from Table 3, we notice that 35% of subjects from Group A
were characterized as a certain personality type using moderate values. In the
case of Group B, this percentage is around 23%. It reflects the variability of
personality tendencies presented by service consumers. Moreover, the fact that
people could present different combinations of personality types increases the
difficulty of characterization. As mentioned, we considered only the type of per-
sonality with highest value. However for future work, a deep analysis of users
characterization will be needed.

Step2: analyzing the influence of personality on the perceived impor-
tance of security attributes. To investigate whether personality types influ-
ence on the perceived importance of security attributes, we firstly analyzed the
distribution of our data set” (see Table4). From this table, we can see that
subjects with a high level of openness have a higher propensity to perceive
the importance of certain security attributes like confidentiality and integrity.
However, subjects hold quite different perceptions regarding the importance of
authenticity and accountability.

This variability is even greater for those subjects with a high level of agreeable-
ness (who are assumed to be kind, considerate, likable, helpful, and cooperative).
It isinteresting to note that most of these kind of respondents from Group B consid-
ered security attributes like confidentiality, accountability and integrity as not at
all important (see Table 4, Column 9, on the right). It is somewhat surprising since
this perception was after watching the second video (scenarios with vulnerabilities
of the mobile app). A possible explanation for this might be that the mobile app
such as happyParking could have been perceived as so useful that security was not
considered as important. The first part of this observation seems to be consistent
with other research which found that “individuals with a high level of agreeableness
have a higher propensity to perceive smart phone technology as more useful” [22].
However, further research needs to be carried out in order to get a better under-
standing whether the importance of security can be more difficult perceived by
people with a high level in agreeableness.

The relationships between our categorical variables (personality type in a
nominal scale and perceived importance in a ordinal scale) were analyzed by
means of cross-tabulation. Then, in order to determine the strength of associ-
ation between both variables, we used the Cramer’s V measure®, whose value

" You can find the data set (SecurityPerception.csv file) in the OSF repository.
8 According to [1], the strength of association is interpreted as follows: >0.25 very
strong; >0.15 strong; >0.10 moderate; >0.05 weak; >0 to 0.05 no relationship.
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Table 4. Frequency distribution about the perceived importance of security attributes.
Where: NI = not at all important, SI = slightly important, MI = moderate important,

VI = very important and EI = extremely important.

Personality Group | First video Second video
dimension NI SI| MI| VI|EI|NI SI|MI| VI EI
Confident. | Agreeableness | A 0 |01 |1 |4 |0 |00 |2 |4
B O |15 |4 |1 4 |03 |1 |3
Neuroticism | A 0 |{0/0O |1 |1 |0 (O 0 |1 |1
B o201 /0 1 1|0 |1 |0
Openness A 0o |21 |3 |6 |1 |01 |3 |7
B 016 (4 |5 1 3|2 |8 |2
Authent. | Agreeableness | A 0 (0|1 |3 |2 |0 |0 0 |2 |4
B 0 (214 |4 |1 |2 (4|2 |2 |1
Neuroticism | A o |01 |1 |0 |0 (O 1 |O |1
B 0O |[1]0 |2 |0 |1 |1 |1 |0 |O
Openness A 3 12/0 |4 |3 |1 |12 |4 |4
B 0 3/3 |6 412 |22 |7 |3
Account. | Agreeableness | A 0o (0|3 |2 |1 |0 |0 0 |3 |3
B 0 |15 |5 |0 4 |1 ]2 |2 |2
Neuroticism | A 0 |(2/0 |0 |O |0 |1 1 |4 |5
B o |1}1 |1 |0 |1 |1 |0 |O |1
Openness A 3 /412 |2 |1 |2 |13 |3 |3
B 0 1|7 |5 3 |2 |14 |6 |3
Integrity | Agreeableness | A 0 (0|0 (4 |2 |0 |0 |1 |1 |4
B 0 2/6 (3 /0 (3 |22 |3 |1
Neuroticism | A o {01 |1 |0 O (O 0 |1 |1
B o /01 |1 |1 /1 |1]0 |1 |0
Openness A 1 /0|1 (3 /7 /0 0|2 |2 |8
B 0 (24 |6 |4 |1 |2 4 |5 |4

varies between 0 and 1. The Cramer’s V values calculated from our data set
are presented in Table5. As we can notice from this table, the p-values suggest
non-significant results to reject the null hypothesis (i.e., that variables are inde-

pendent). According to our first descriptive data analysis (Fig.2), three data
points were located outside the whiskers of the box plot. Considering these data

points as outliers, we recalculated the Cramer’s V values. For this, we obtained
one significant result, which is related to personality types of Group B and the
confidentiality attribute (first video). We obtained 0.04 as p-value and 0.5 as
Cramers’V value, so it suggests a very strong association between service con-
sumers’ personality types and the importance perception on confidentiality. The
complete results are not shown for space limitation reasons.
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Table 5. Cramer’s V measure to evaluate the association between personality traits
and security attributes

First video Second video
Conf. Authent. | Account. Integr. | Conf. Authent. | Account. Integr.
Total | p-value 0.35 0.56 0.15 0.60 0.43 0.63 0.40 0.66
Chi-square | 6.69 6.76 12.10 6.42 8.01 6.19 8.36 5.87
Cramer’s V| 0.26 0.26 0.35 0.25 0.28 0.25 0.29 0.24
GrpA | p-value 0.84 0.34 0.20 0.25 0.94 0.70 0.24 0.84
Chi-square 2.71 9.00 10.94 7.85 1.81 5.56 10.42 1.41
Cramer’s V| 0.26 0.47 0.52 0.44 0.21 0.37 0.51 0.19
GrpB | p-value 0.09 0.67 0.55 0.50 0.15 0.60 0.59 0.72
Chi-square |11.05 4.08 4.94 5.37 12.06 6.42 6.52 5.38
Cramer’s V| 0.43 0.26 0.29 0.30 0.45 0.33 0.33 0.30

Step3: analyzing the personality’s influence on change in security per-
ceptions. To investigate whether personality type influence on changes in the
importance perceived by service consumers, we firstly calculated the delta val-
ues (i.e., perception_valuesecond video — PeTCEPtioN_value first video). Then, the
Cramer’s V values were calculated to analyze the level of association between the
different (positive and negative) delta values and personality types (see Table 6).
From this table, we notice that the positive and negative delta values of the
importance on confidentiality are very strongly influenced by the subjects’ per-
sonality traits (the p-values are 0.02 and 0.05, and the Cramer’s values are 0.84
and 0.54, see Column 3 and 7). It does not depend on the subjects’ education
background. This result is even more clear for the positive delta values whose
p-values is 0.02 and the Cramer’s V value is = 0.84 (see Column 3).

Table 6. Cramer’s V measure to evaluate the association between personality traits
and changes in security perceptions (delta)

Positive delta Negative delta
Conf. | Authent. | Account. | Integr. | Conf. | Authent. | Account. | Integr.
Total | p-value 0.02 |0.74 0.87 0.51 0.05 |0.25 0.29 0.33
Chi-square |7.76 |0.61 1.23 1.33  ]9.48 |5.40 4.99 4.62
Cramer’s V |0.84 0.21 0.19 0.33 0.54 10.42 0.46 0.42
GrpA |p-value 0.32 |0.55 0.69 0.30
Chi-square |1.00 |1.20 2.25 2.40
Cramer’s V |0.50 |0.39 0.34 0.63
GrpB | p-value 0.03 |1.00 0.46 1.00 |0.07 |0.32 0.29 0.36
Chi-square |7.00 |0.00 1.56 0.00 8.61 |4.67 4.99 4.37
Cramer’s V |1.00 |0.00 0.47 0.00 0.54 |0.41 0.46 0.43

Analysing each group, we notice that Group A does not have enough neg-
ative variations to calculate the chi-square and Cramer’s V values. It could be
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explained by the fact of the subjects from Group A, having a SE background,
understand better the importance of security attributes. So, their perceptions
could not be changed in a negative way. Regarding Group B, we note that the
positive variations of perceptions on confidentiality are perfectly associated to
the subjects personality types (the p-value is 0.03 and the Cramer’s V value is
1.0). And, the negative variations of perceptions on confidentiality could be very
strongly associated to the subjects personality types if we accept the p-value
= 0.07 (the Cramer’s V value is = 0.54). For the rest of the calculated Cramer’s
V values, we obtained non-significant results to reject the null hypothesis.

In response to RQ2: Open-minded service consumers have a higher propen-
sity to perceive the importance of confidentiality and integrity. Whilst, service
consumers with levels of openness or agreeableness hold quite different impor-
tance perceptions on authenticity and accountability. Moreover, according to
Cramers’V values, the importance perceptions on confidentiality are influenced
by the personality of service consumers without SE background. And, the (pos-
itive or negative) changes in the importance perception on confidentiality are
also very strongly influenced by the personality of service consumers without
SE background.

4 Threats to Validity

Internal validity: As the survey was conducted with two different target audi-
ences, we translated the original instruments (questionnaires, personality test
and videos) from English to Spanish. To mitigate any error in the translation,
Spanish native speakers reviewed the instruments used in our study. Another
potential threat is regarding the unequally sized gender groups, which can impact
on our results.

Construct validity: We mitigated the threat related to the following two social
factors by implementing specific actions: (i) regarding Hypothesis guessing, we
did not reveal the research goal before conducting the survey, and (ii) regard-
ing Ewvaluation apprehension, we made the completion of both personality test
and online questionnaire anonymous as some people are afraid of being evalu-
ated. Regarding the threats related to the design of the study: the most impor-
tant is mono-operation bias; as we included only one treatment (happyParking
app), the study could be under-representing the identified constructs (perceived
importance on security). To mitigate this threat, we carefully selected the soft-
ware domain (IoT systems for the smart parking sector in which security and
privacy are crucial [2]), which we think it is representative enough for measuring
our response variables. Also we considered other relevant factors as personality,
which was measured by means of the BFI questionnaire, defined and validated in
the psychology field [14]. Moreover, the BFI model has been widely used in the
SE field (e.g., the analysis of developers’ personalities in the Apache ecosystem
pre-sented by Calefato et al. [8]). For our analysis, we focused especially on a
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sub set of constructs that have an effect on the Technology acceptance [22] (i.e.
agreeableness, neuroticism, openness). However, our current analysis is limited
in considering only one personality type by subject (the maximum value of the
three personality dimensions). Further work is needed to characterize individuals
by considering other levels of personality dimensions. For example, a subject can
be high in openness, but moderate in agreeableness, and low in neuroticism.

Regarding the questions in ordinal scale (importance level) we added the
option: “No opinion” to avoid forcing respondents in choosing one of the other
levels of importance.

External validity: concerns the generalization of the findings beyond the vali-
dation settings. As our sample corresponds to a selective proportion of end-users
(48 subjects) of a context-aware software application (i.e., happyParking mobile
app), our results can not be generalized. This threat is partly reduced by the fact
that the survey was first conducted with volunteer attendees from REFSQ 2019,
then replicated in Peru with volunteer education students.

5 Related Work

The 2015 mapping study of Cruz et al. [12] on empirical research on personality
types in SE, indicated a broad array of contexts in which SE researchers ana-
lyzed the role and the effect of personality, e.g. pair programming, individual
performance team process, team effectiveness, leadership performance, software
process allocation, and SE education. Although this mapping study covers a 40
years long period of research publication activity, very few papers were found on
the topic of linkages between personality types and security engineering.

For instance, Shropshire et al. [25] propose a method for identifying those
individuals in an organization that are most likely to commit IT security infrac-
tions, based on some dimensions of their personality. However, the authors just
motivate and propose an empirical research design, without reporting how it
is executed in a study with real-world subjects. Furthermore, Uffen et al. [28]
empirically investigated the relationship between personality traits and attitudes
towards security risks of security executives. These authors hypothesized rela-
tionships between the construct of the five-factor model (FFM) and technical
and non-technical dimensions (e.g. culture, compliance, organization, strategic
management) of information security management. Next, Bansal empirically
examined the relation of the FFM constructs and concerns of security and pri-
vacy on websites [5]. This study found that neuroticism, conscientiousness and
extraversion are positively related with concerns for security. Personality traits of
agreeableness and openness are significantly associated with concern for privacy.
Moreover, Junglas et al. [15] used protection motivation theory to look into any
possible relationship between privacy concerns and agreeableness, conscientious-
ness, and openness. These authors found that personality traits affect the concern
for privacy in location-based services. Finally, Bulgurcu et al. [7] investigated how
personality influences employees’ intention to comply with the requirements of
an organization’s security policies. The authors’s empirical design is grounded
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on the theory of planned behavior and the rational choice theory and inves-
tigates the possible relationships between the constructs of these theories and
individual intention to comply with the requirements of the information security
policies. Using data of 110 practitioners in a company, this study shows that the
individual intention to comply is significantly influenced by attitude, normative
beliefs, and self-efficacy to comply.

To the best of our knowledge, our approach is the first designed to analyse
empirically end-users (i.e., service consumers who are outside of a company) per-
ception on security attributes of context-aware software applications. Moreover,
our approach differs from previous works on the methodology employed to col-
lect end-users perceptions on the importance of security attributes. In particular,
none of these approaches used contra-version scenarios to analyse users profile
(user’s personality types and educational background) in perceiving security.

6 Conclusions and Further Work

In this paper we studied how end-users perceive security attributes of context-
aware software applications. To do that, we performed a survey in two stages:
firstly, it was with voluntary participants of the REFSQ conference. Secondly,
it as with volunteers of education students of the Universidad Nacional San
Agustin (Peru). The survey allowed us to understand how a selective proportion
of end-users (48 subjects) perceives security in two different scenarios of a mobile
app (with and without security vulnerabilities), and how the users personality
types affect these perceptions and changes in them.

From this sample of potential service consumers, the results showed that
subjects’ educational background influenced their perception on security. After
watching the second video, Group A (subjects with SE background) considered
security attributes more important, whilst Group B (subjects with education
background) deemed them less important. This phenomenon could be traceable
to the use of technical terms in security, which were probably better understood
by software engineers than educators.

The research has also shown that subjects with a higher level of openness
would have a much better perception on the importance of confidentiality and
integrity. However, the importance of security attributes like accountability and
authenticity was not appreciated by subjects from Group B with a highest level
of agreeableness. Considering the Cramer’s V values, we found a significant very
strong association between personality traits of subjects from Group B and the
importance perception on confidentiality. We also obtained that users personality
types is very strongly associated to the changes in the importance perception on
confidentiality. This conclusion is even more clear for subjects from Group B.

For the next step of our study we plan to replicate the survey with a broader
group of participants, and consider other variables such as gender and the fre-
quency of mobile apps usage.
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