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ABSTRACT:

As blockchain is increasingly gaining popularity, interest in corporate use is also gaining traction.
One area blockchain has seen an increased amount of use are systems involving management
of sensitive information, such as user data systems. In this thesis commissioned by a stake-
holder, blockchain is implemented in user data system as a proof-of-concept prototype aiming
to prove that the implementation can enhance data security and transparency in user data sys-
tems.

The first half of the this will build a theoretical framework. First, fundamental theory of block-
chain is examined, which includes an overview of blockchain’s architecture and its security fea-
tures. This includes architecture and functionality on general level, consensus methodology, and
other security algorithms such as hashes. Second, already existing blockchain solutions that
could benefit in designing the proof-of-concept prototype are explored, which included a patient
data system, and an Internet-of-Things system. Patient data system’s case provided a solution
of implementing blockchain as a separate component in the patient information system, while
Internet-of-Things’ solution provided insight of storing functional data in the blockchain, while
keeping the actual raw data in a separate database with a restricted access. These solutions
formed an adequate foundation; however, the solutions couldn’t be applied as-is, which lead to
the need of applying and designing a new solution.

The latter half of reports the implementation process of blockchain. First, the research method
used in this thesis, constructive research approach, is demonstrated - constructive research ap-
proach aims to create a practical solution for a real-life problem. The prototype’s primary re-
quirement is that it should be able to record a log of activity in the user data system, telling who
did what and to whom, and without revealing any confidential information. The prototype is
implemented in a test environment using a separate database for storing the actual user data,
and blockchain for storing data about activity happening in the user data system. The proto-
type’s validity was tested using software testing methods, more specifically integration testing
and user acceptance testing.

The research will benefit the stakeholder with a working example showing a potential way of
implementing a blockchain solution in a commercial software. The research aims to prove that
with the implemented blockchain solution can adequately help monitoring actions committed
by users, enforcing honest usage, and helping spot malicious activity, and this way improving
transparency and security. The research has also value in scientific community with its practical
approach demonstrating how could a blockchain system be implemented in sensitive user data
systems, and what are its potential benefits in security. The next step for the study is evaluating
the actual value of the implementation in the commercial software, or proof-of-value research.
KEYWORDS: blockchains, data security, transparency, confidentiality
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TIVISTELMA:

Lohkoketjujen kasvaessa suosiota myos kiinnostus yrityskdyttoa kohtaan on ollut kasvussa. Yksi
osa-alue missa lohkoketjujen kayttd on ndhnyt kasvua ovat luottamuksellista tietoa kasittelevat
jarjestelmat, kuten kayttajatietojarjestelmat. Tassa sidosryhméan toimeksiantamassa tutkiel-
massa implementoidaan lohkoketju kayttajatietojarjestelmadn osana konseptitodistusproto-
tyyppia (proof-of-concept), joka pyrkii todistamaan lohkoketjun kykya tietoturvan ja lapinaky-
vyyden kehittdmisessa kayttajatietojarjestelmissa.

Tutkielman ensimmainen puolisko luo teoreettisen viitekehyksen. Ensimmaisena tutustutaan
lohkoketjujen perusteisiin, johon kuuluu sen arkkitehtuurin seka tietoturvaominaisuuksien tar-
kastelua. Tama sisaltaa yleisen tason katsauksen toiminnallisuudesta, yhteisymmarrysmetodo-
logiasta sekd muista tietoturva-algoritmeista, kuten tiivisteistd (hash). Taman jalkeen syvenny-
tdan olemassa oleviin lohkoketjuratkaisuihin, jotka voisivat hyodyntaa konseptitodistusproto-
tyypin suunnittelemisessa. Tarkasteltavina toimivat esimerkit potilastietojarjestelmasta seka
esineiden internetista. Potilastietojarjestelman tapauksessa perusteltiin lohkoketjun implemen-
toimista erillisena komponenttina, kun taas esineiden internetin tapauksessa esitettiin toimin-
nallisen datan sailyttamista lohkoketjussa, kun taas raakadata sdilytetdan erillisessa tietokan-
nassa rajatulla paasylla. Nama esimerkit loivat hyvan pohjan, mutta eivat ole sovellettavissa pro-
totyyppiin sellaisinaan.

Tutkielman toinen puolisko selostaa prototyypin kehitysprosessia. Aluksi esitelladn kaytetty tut-
kimusmenetelma, eli konstruktiivinen tutkimusmenetelma, jonka ominaispiirteend on luoda
kdytannon ratkaisu oikean eldman ongelmaan. Prototyypin ensisijaisena vaatimuksena on pys-
tya kirjata aktiviteettilokeja kayttajatietojarjestelmassa, kertoen kuka teki mitakin ja kenelle,
kuitenkaan paljastamatta luottamuksellista tietoa. Prototyyppi implementoitiin testiymparis-
toon kayttaen erillista tietokantaa itse kadyttajatietojen tallentamiseen, kun taas lohkoketjua
kaytettiin kayttdjatietojarjestelman aktiviteettilokien tallentamiseen. Prototyypin toimivuus
varmistettiin ohjelmistotestausmetodeilla, tarkemmin ottaen integraatiotestauksella ja hyvak-
symistestauksella.

Tehty tutkimus tulee hyédyttamaan sidosryhmaa toimivalla prototyypilld esittelemalld potenti-
aalisen tavan lisata lohkoketjutoteutus kaupalliseen ohjelmistoon. Tutkielma pyrkii todistamaan
lohkoketjutotetuksen tuomaa hyotya kayttdjien tekemien muutosten tarkkailussa, taten kan-
nustaen rehelliseen kayttoon ja samoin auttaa tunnistamaan haitallisen toiminnan, joka kaiken
kaikkiaan johtaa kehittyneeseen tietoturvallisuuteen ja lapindkyvyyteen. Tutkielmalla on myos
tieteellista arvoa esitellen kayttajatietojarjestelmien tietoturvan kehittamista lohkoketjutoteu-
tusta hyodyntaen. Jatkotutkimusmahdollisuutena on arvioida toteutuksen varsinainen tuoma
lisdarvo kaupallisessa ohjelmistossa.
KEYWORDS: lohkoketjut, tietoturva, lapinakyvyys, luottamuksellisuus
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1 Introduction

Blockchain, popularised by cryptocurrencies and especially Bitcoin, has received atten-
tion extensively, which has resulted in blockchain technology rapidly increasing in ap-
pearance in various fields (Zheng et al., 2017). Rapidly increased use of blockchain tech-
nology also raises many concerns such as scalability and security, but also intrigue in how

it could be used to enhance and optimise data security in commercial systems.

This study will concentrate on implementing blockchain as a way to make handling of
user data more secure and transparent. Blockchain’s viability in doing so is demonstrated
in the study through a proof-of-concept prototype. The prototype is not tailored to any
specific commercial product but is a general prototype built on a test environment sim-

ulating a real-life use-case. Ultimately, the research is commissioned by a stakeholder.

To better understand what is being worked with, basic theory of blockchains is first ex-
amined answering questions: What is blockchain? How does it work? What are its basic
components? Blockchain’s data security is validated by examining its security features,
what makes it secure. Different pre-existing applications are also explored; examples
where sensitive user data and transparency are in the centre of the solutions are inves-

tigated, which will help building an adequate foundation for designing the prototype.

The next step is to build the prototype as a part of constructive research methodology,
a research approach aiming to create practical solutions to real-life problems built on
top of a properly acquired prior knowledge of the field. The requirements for the proto-
type set by the stakeholder includes three main requirements: 1. the prototype should
record a log of activity using blockchain; 2. the log should contain information of three
aspects: ‘who did’, ‘who it was done to’, and ‘what was done’; and 3. the prototype

should not reveal any confidential information.

The prior research and use-case examples of blockchain used in patient data systems

and Information-of-Things will work as the foundation for the research solution. They



provide insight especially on software architectural questions of the prototype, while
emphasising adequate practices for handling confidential data. The outcome of the
study will potentially help building better data security strategies for implementing
blockchains in information systems handling confidential data with the research ques-
tions ‘How can blockchain technology be used to enhance security and transparency in

user data systems?’ and ‘How can blockchain be implemented in commercial software?’.

As blockchain and data security are broad fields, there are naturally some limitations to
be acknowledged. Due to the scale and time constraints of the study, the theoretical
framework will be restricted to general level — the architecture of blockchain will be ex-
plored in a level enough to provide a general understanding what is blockchain, and se-
curity aspects that are commonly found between different blockchain technologies are
examined. This means that deeper understanding of hashing algorithms and algorithms
will not be covered, as they necessarily do not provide a significant benefit in designing
the prototype. The prototype itself will also not be tailored to meet commercial product
standards but shall be a general level proof-of-concept prototype aiming to prove that

the technology works.

This thesis is divided into six chapters. Chapter 2 will examine blockchain’s architecture
and its security features — the crucial components of a blockchain and its functionality
will be investigated and blockchain’s security and transparency for actual commercial
use will be confirmed by inspecting blockchain’s security features. Chapter 3 will review
some pre-existing applications of blockchain in different industries. The industries rele-
vant to especially this study include healthcare, and loT systems. The aim of the chapter
is to explore references for the practical research, what can be used and what to take
into consideration. Chapter 4 demonstrates the research methodology used in this paper,
or in other words, research process overview. Chapter 5 works as a report of required
specifications and how the prototype is designed and constructed and the steps for con-
ducting the tests, while Chapter 6 evaluates the results and discusses considerations for

the future. Chapter 7 will discuss conclusions of the conducted research.
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2 Blockchain, Security, and Trust

With the sudden rise in popularity of cryptocurrencies, consequently blockchain has also
seen popularity and a rise in use in many industries according to Zheng et al. (2017).
They summarise blockchain to be a decentralised public network which anyone can join,
and where transactions are stored. They also mention security challenges to have been
relevant since. In this chapter, crucial theory, components, and general security features

of blockchain will be explored.

There are varying definitions of key characteristics of blockchain. Studies mention char-
acteristics as key ones that are not mentioned in other studies, though there are a few
general concepts that are a common theme in these studies, albeit are referred to with
different terms. Some of the commonly mentioned characteristics include decentralisa-

tion and security, among others.

First commonly mentioned characteristic includes decentralisation, which means that
data is handled among all participants instead of having a single organisation control the
system (Liu et al., 2020). This means that all the peers who actively participate in main-
taining the system, or commonly known as nodes, will have a copy of the blockchain

stored in their individual devices.

Second characteristic is data integrity, which refers to that the data in blockchain is vir-
tually permanent — as data is stored in the blockchain, deleting, or tampering the stored
data later is nearly impossible (Panicker et al., 2016). Essentially, there is only ‘one truth’

in the transaction history, reducing the risk of fraud in the network.

Third common characteristic mentioned is security. Cryptographic methods are used for
ensuring security in a blockchain network (Yaga et al., 2018). Some of these applications
include using a generated address for each user allowing anonymity, and for validating

transactions (Zheng et al., 2017).
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2.1 Architecture of Blockchain

According to Laurence (2017, p. 10-11) blockchain’s main components are block and
chain, and network. These main components again can consist of many other subcom-
ponents. In this section, these components are given a general overview of, explaining

each component’s role in the blockchain.

The first main components of blockchain are block and chain. Vaguely put, a block is a
list of transactions, where a transaction can be thought of as an action of transferring
data from one user to another (Laurence, 2017, p. 10). Blocks in a blockchain are math-
ematically connected to each other by containing a hash (data transformed into an al-
ternative form) created from preceding block’s data — the blocks essentially refer to each

other with these hashes, and this way create a chain.

A block can be divided into block header and block body as seen in Figure 1 (Zheng et al.,
2017). A block body is fairly simple in structure; it mainly consists of a list of transactions
to date, and possibly other data depending on the specific blockchain implementation
(Yaga et al., 2018). On the other hand, Zheng et al. (2017) describe a block header to
contain:

1) Block version, which ‘indicates which set of block validation rules to follow’.

2) Merkle tree root hash, which is a hash value of the Merkle tree root of all the
transactions in the block. In summary, Merkle tree is a list of hashed data linked
to each other, creating a tree-like data structure (Yaga et al., 2018).

3) Timestamp, for when the block was validated and created in UNIX time.

4) nBits, which is the ‘target threshold’ of a block hash. In other words, it deter-
mines the difficulty of the target hash (Bitcoin Project, 2018). Relevant in block-
chains where ‘Proof-of-Work’ algorithm is used.

5) Nonce, which is a 4-byte field used for mining, or creating new blocks; it is a ran-
dom number which miners try to find, as it is used to generate the hash of a new
block. This is also relevant in blockchains where ‘Proof-of-Work’ algorithm is used

(Liu et al., 2020).
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6) Parent block hash, which is a hash that refers to a preceding block.

Block Header
Merkle
Block Tree Time- nBits Monce Féall:;?::t
Version Root stamp Hash
Hash
Transaction Counter
TX TX TX TX TX TX
| |
[ |

-

Transactions

Figure 1. Block Structure (adapted from Zheng et al., 2017).

The other main component in a blockchain is network. Laurence (2017, p. 10) summa-
rises a network in the context of blockchain to be a network of full nodes. Full nodes, or
more familiarly nodes, are devices, such as computers, that maintain the blockchain net-
work. She adds that each node maintains a copy of a complete record of all the transac-
tions in the blockchain, and that operating a node is ‘difficult, expensive, and time-con-
suming’, which is why blockchain algorithms usually offer different reward incentives for

participating nodes, such as cryptocurrency like Bitcoin.

In a blockchain network, nodes play a crucial role in maintaining the integrity and secu-
rity (Park et al., 2019). They validate transactions through a consensus process, propa-
gate transactions to other nodes. Nodes participating in maintaining the blockchain net-

work contributes to decentralised nature of blockchain technology.
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A notable component in blockchain networks is smart contract. In blockchain, various
tasks can be automated using smart contracts (Mohanta et al., 2018). They are pro-
grammes tailored to do specific tasks and executed automatically in decentralised man-
ner on the blockchain platforms. Smart contracts work by ‘if-then’ logic, meaning that
the programmes trigger when a transaction of a certain condition set in is met (Wang et
al., 2019). Like transactions, smart contract executions are also verified using consensus
method, and this way ensure that the automated system is mutually trusted (Geng et al.,
2021). Smart contracts have been utilised for many tasks, such as for tracking pharma-
ceutical supply chains and for automating interaction between devices in Internet-of-

Things systems.

2.2 Transactions and Consensus in Blockchain

Transactions are an essential part of blockchain. Transactions is a term for the action of
data exchange between users. They go through a unique process in blockchains called
consensus, where they are validated and injected into a blockchain permanently inside

a block, and virtually cannot be mutated afterwards (Zheng et al., 2017).

2.2.1 Transactions Process in Blockchain

In blockchains, committing transactions relies on the network, where nodes are in
charge of validating the transactions. A typical transaction process in blockchains follows

the steps seen in Figure 2.
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Figure 2. Overview of transaction process in blockchain (adapted from Laurence, 2017,

p. 13).

Following the steps in Figure 2, Xie et al. (2020) give a general overview of the general

steps of the transaction process:

1)

2)

3)

4)

5)

6)

A user requests a transaction, which can be for example sending virtual currency
to another user.

The transaction is sent to all participating nodes in the blockchain network, which
each node will collect into a block (Nakamoto, 2008).

The nodes in the network validate the transaction against the validation rules of
the blockchain; in case the transaction does not meet the validation rules, it can
be discarded, as described in Figure 2.

The validated transactions are then encrypted into hashed forms and then stored
into a block.

The block is added to the blockchain, or ‘chained’, as other nodes validate the
created hash.

The transaction is validated and a virtually permanent part of the blockchain, and

it cannot be altered in any way.

2.2.2 Consensus Protocols

The main purpose of consensus system is to prevent malicious activity in the blockchain,

as summarised by Yaga et al. (2018). Consensus protocols relies on the maintaining
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nodes in the network to publish new blocks. In other words, in consensus process, mu-
tually distrusting parties work together on deciding whether a new block shall be added

to the chain or not.

Yaga et al. (2018) mention that there are many different distinct consensus protocols in
different blockchain algorithms depending on many variables. A couple common proto-
cols they mention are Proof-of-Work (PoW) and Proof-of-Stake (PoS). Other commonly
mentioned protocols include Delegated Proof-of-Stake (DPoS), and Practical Byzantine
Fault Tolerance (PBFT) (Mingxiao et al., 2017; Zheng et al., 2017). Each protocol has its
advantages and disadvantages, and dependent on the specific blockchain implementa-

tion’s specifications and requirements which protocol to use.

The most popular consensus protocol is Proof-of-Work (PoW) (Chang & Wuthier, 2020).
In PoW, nodes participate in solving hashes mathematically. It relies on computational
power for solving the hashes, as the solving process is based on brute-force search by
manually iterating nonces to find the correct hash. Additionally, the difficulty of the
hashes is proportional to the number of nodes participating in mining. Once the correct
hash is solved, the transaction is verified and added to the blockchain (Sriman et al.,
2021). PoW is commonly used in public blockchains (see Chapter 2.3.2), such as crypto-

currencies like Bitcoin and Ethereum.

In Proof-of-Stake (PoS) on the other hand, validating nodes are randomly chosen based
on how much of digital assets do they own and are willing to ‘stake’ as collateral; the
more digital assets one possesses and is willing to pledge coins to be used for verifying
transactions, the more likely they are chosen to be validators to mine the next transac-
tion (Lin, 2023). This protocol is more energy efficient than PoW and is often transitioned

into after using PoW.

In Delegated Proof-of-Stake (DPoS), a variation of PoS, instead of randomly chosen vali-

dators, each node in the network can vote a set of validators by staking for a specific
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node (Kumar R, 2021). The chosen validators take turns in validating transactions and
creating new blocks, and dishonest validators can easily be voted out. DPoS has a benefit

of greater efficiency of validating new blocks over PoS and PoW (Kumar R, 2021).

Practical Byzantine Fault Tolerance (PBFT) attempts to solve challenges concerning
achieving consensus in the presence of faulty and malicious nodes, ensuring consistency
(Xie et al., 2020). The nodes are divided into ‘primary nodes’ and ‘backup nodes’, where
both have distinct roles in a three-phase protocol: 1) the primary node creates a request,
such as a transaction, and sends it to the backup nodes; 2) the backup nodes broadcast
their agreement of the request to all other nodes in the network; 3) the backup nodes
broadcast a commit message in the network, ultimately confirming the request. This
protocol resists malicious and faulty nodes by tolerating a certain number of faulty nodes
in the network, requiring two-third majority of nodes to agree on the request, digital
signatures and message authentication, and isolation of faulty nodes, to ensure con-
sistent decision-making and consensus process in the network (Xie et al., 2020). PBFT is

commonly used in permissioned blockchain networks (see Chapter 2.3.2).

2.3 Security and Trust in Blockchain

As a rapidly emerging technology, blockchain brings a lot of potential, but also concerns
in terms of security and trustworthiness. In the paper’s context, trustworthiness covers
transparency and traceability. Blockchain’s common security questions are examined,
and potential commonly agreed solutions overviewed. Transparency and traceability are
defined and how blockchain meets the definitions. Before implementing to a system
containing sensitive information, it is necessary to understand whether the blockchain

itself is secure.

2.3.1 Blockchain Security and Challenges

Cooper et al. (2023) mention common security features for blockchain including consen-

sus mechanism, and different cryptographic techniques featured in blockchain’s
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architecture. A general overview of these techniques will be examined and discussed
how do they contribute to blockchain’s security. Challenges to be considered will also be

examined.

Many features in blockchain architecture involve cryptography — a couple fundamental
parts of blockchain are important contributors for blockchain security, which include

Hash Chained Storage, and Digital Signature (R. Zhang et al., 2019).

Hash Chained Storage is formed by a hash pointer, and a Merkle tree (R. Zhang et al.,
2019). Hash pointer is a piece of data which contains information of where the data is
located in the blockchain, more specifically to the previous block, and, and also contains
the hash of the data element that is being pointed to. They state that hash pointers can
be used to check data integrity by showing whether the data has been tampered with or

not.

Merkle tree is a binary search tree where nodes are linked to each other using hash
pointers (Szefer & Biedermann, 2014). They state that a Merkle tree enforces data integ-
rity thanks to how it works — visualised in Figure 3, when a user tries to tamper data in
any node in the tree (for example, Node 5), the parent node’s data (Node 2) will also
have to be changed, and similarly its parent node again up until the tree’s root node, as
in data of Node 2 goes to Root Node. This is where a hash pointer exposes tampering, as
the hash pointer of the root does not match with the stored hash pointer, meaning that

the tampered data is not valid (Kabir et al., 2021).
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Root Node

Hash of Node 2 or Node 3

Mode 2 Mode 3

Hash of Node 4 or Node 5 Hash of Node & or Node 7

Mode 4 Mode & Mode 6 Mode 7

Figure 3. Merkle tree diagram (adapted from Szefer & Biedermann, 2014).

Digital signature is created using a cryptographic algorithm to verify the authenticity and
integrity of data (Babiker, 2022). Digital signature is based on asymmetric public-key
cryptography, which means that a sender encrypts the data using their own private key,
which the recipient can verify using a public key by the sender. This way a transaction’s
validity can be verified, detecting any potential harmful transactions. The cycle of a dig-
ital signature architecture is visualised in Figure 4. First, a message digest, which is
formed by applying a hash function on the message, essentially creating a hash (Sheldon
et al., 2002). The sender then encrypts the message using a private key and the message
digest sends a transmit to the receiver. Then using the sender’s public key, the receiver
decodes the digital signature. The signer certificates the transmission, which if successful
will decode the transmission, and finally create a new message digest using a different

hash function than when the sender creates a hash function.
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Figure 4. Digital Signature Algorithm (adapted from Sheldon et al., 2002).

In theory, consensus is an important process to ensure data integrity, as parties in the
network participate in choosing whether a block is added to the chain or not, as sum-
marised by Saqib & AL-Talla (2023). Due to the nature of common agreement of consen-
sus mechanism, it prevents any malicious activity, and this way enforces security and
correctness of the system. Additionally, it ensures reliability and immutability for the
blockchain system, as committed transactions cannot be simply deleted or altered like

in a conventional centralised database (X. Zhang et al., 2022).

As blockchain is an emerging technology, there are naturally many security questions
and challenges to be addressed. In an investigation conducted by AlFaw et al. (2022)
some common vulnerabilities and challenges involving cryptographic functions and con-
sensus mechanism are examined. These observations will give a good idea of what to

take into consideration in security features when implementing a blockchain solution.
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First set of vulnerabilities are related to choices of cryptographic functions and the level
of their implementation in blockchain technology. In case of Bitcoin as an example, a
cryptographic digital signature algorithm called Elliptic Curve Digital Signature Algorithm
(ECDSA) had exploitable vulnerabilities — due to error in implementation of the algorithm,
an attacker was able to create a valid digital signature without knowing the private key,

which allowed malicious validation of transactions (Campbell, 2019).

Another potential future vulnerabilities of cryptographic functions in blockchain are also
relevant. Cryptographic functions used in blockchain architecture (such as SHA256-algo-
rithm used in Bitcoin) have become more breakable due to rapidly increased processing
power and advanced cryptanalysis, which can lead to vulnerability for attacks (Campbell,
2019). Especially advancements in quantum computing forces us to evaluate the crypto-

graphic function’s validity in the future.

Another vulnerabilities AlFaw et al. (2022) discussed are related to users addresses. In
Bitcoin’s example, identity fraud is possibly due to credentials not being authenticated.
This leads to vulnerability for example to a man-in-the-middle attack, where the original

intended Bitcoin address is changed to a different address.

The second set of vulnerabilities involves the consensus mechanism. The consensus
mechanism’s principles can also be its own vulnerability — Hague and Rahman (2020)
found out that a single party can abuse the consensus mechanism and seize control of
the blockchain by retaining more than 50% of the computing power in the blockchain

network. They clarify that this vulnerability is present especially in PoW protocol.

Other vulnerabilities related to consensus mechanism AlFaw et al. (2022) found are Fin-
ney attack and Race attack. They define a Finney attack to be a process where an attacker
can cause an asset to be spent twice, or being double-spent, by being disguised as a
miner and conducting a transaction in a stealth mode and finally selling digital asset to

a merchant who accepts the transaction despite it not being validated. In Race attack a
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blockchain that relies on PoW as its consensus protocol, an attacker can abuse the time
lag between a transaction’s issuance and validation causing double-spending without

the need of verifying the transaction (Rathod & Dilip, 2018).

Different potential solutions and improvements for these vulnerabilities have been pro-
posed. For hash functions, it is advisable to actively look for potential stronger alterna-
tive algorithms as computing power keeps improving — Tomovic¢ et al. (2015) compared
different hashing algorithms in context of security in cloud computing, though their find-
ings have potential benefit in the context of blockchain security too. They examined po-
tential replacements for SHA256 algorithm, used for example in Bitcoin, such as SHA512,

or Whirlpool, which is relatively new and lacks practical implementation.

New principles overall can also be used as a potential solution. Peng et al. (2022) re-
searched a potential alternative blockchain variation called redactable blockchain, which
allows modification of the content of blocks, as opposed to conventional blockchain prin-
ciple. This is allowed by using an alternative hashing technology called chameleon hash-
ing, where a hash function has a trapdoor accessible using a secret trapdoor key. They
emphasise redactable blockchain’s ability to discard harmful or invalid blocks afterwards,

which in theory solves vulnerabilities involving double-spending and frauds.

As for vulnerabilities in especially PoW consensus protocol, one way of improving its
overall security is to adjust network-layer parameters - Gervais et al. (2016) noticed in
their double-spending security comparison that Ethereum needs at least 37 block con-
firmations to match the security level of Bitcoin with 6 block confirmations, which sug-

gests that Ethereum is more vulnerable to double-spending attacks.

Other proposed methods to improve consensus mechanism’s robustness are to increase
hashing power of nodes, which decreases chances of malicious actors catching up, to
utilise Byzantine Fault Tolerance algorithms in the consensus protocol, which has a tol-

erance of malicious actors of certain percentage, or to implement a permissioned



22

blockchain, where each participant in the blockchain can select their own consensus

node according to the rules (Hasan et al., 2023; Nijsse & Litchfield, 2020).

2.3.2 Transparency and Traceability in Blockchain

One of blockchain’s characteristics is transparency; each user can see what data is being
collected and how they are accessed (Zyskind et al., 2015). According to Dutta et al.
(2020), blockchain is transparent due to how data is recorded and stored in the network
— the data is stored in a ‘public ledger’, a network accessible by all of its users, which
allows anyone to view the transaction history and verify the integrity of the blockchain,
which. Other features they mentioned that contribute to transparency in blockchain are
consensus protocol, which ensures that all the users are able to participate in validating
transactions, decentralisation, which allows all the users in the network to have the same
information real-time enforcing validity, and immutability, which ensures that the data
virtually cannot be altered once recorded, ensuring that the full transaction history can
be traced. With the combination of these features in blockchain, Dutta et al. (2020) state

that blockchain is transparent and ‘trusted’.

For traceability, Mitani and Otsuka (2020) state that there isn’t a single agreed definition
for traceability. According to their findings, some researchers’ definition focus on the

o

objects” moving between players’, while Mitani and Otsuka (2020) themselves refer to

o

transparency as a change of “’state” of the amount of an asset held’ between a time
interval. In general, despite varying definitions existing, a general concept of traceability
can be concluded from their observations, which can be summarised as the ability to
track the actions happening in the network, for example, movement of a digital asset
from one user to another. Mitani and Otsuka (2020) emphasise that a transparent and
tamper-proof record of transactions is important for blockchain to be traceable. Addi-
tionally, Mitani and Otsuka (2020) emphasise traceability is one enabler of transparency

in blockchain, and is especially important in some industries, such as supply chain man-

agement.
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Depending on the specific blockchain application, traceability and transparency can be
limited by variable amount. This means that the access of which users can access the
transaction history and validate them vary depending on the privacy level. Mingxiao et
al. (2017) classify blockchains into three different categories depending on their access
level: public blockchain, private blockchain, and permissioned blockchain. A public block-
chain is ‘completely open and decentralized’ which anyone can access and contribute to,
and where all transactions can never be changed or revoked. Private blockchain relies on
nodes of the highest value in the network for transaction validation, though the owner
of the blockchain has the highest authority to change the information. Permissioned
blockchain also relies on designated nodes for consensus process but are chosen by mu-
tually untrusted members instead of a single high authority. Additionally, Mingxiao et al.
(2017) state that private blockchains are applied in for example in closed networks, such
as intranets, while permissioned blockchains see use in semi-closed networks, such as

enterprise settings.

It is important to find a balance between transparency and privacy especially in an en-
terprise setting where a supervising adversary wants only authorised users to access the
blockchain, but at the same time wants to achieve high transparency. One way to achieve
high transparency while maintaining adequate privacy is to utilise fully homomorphic
encryption and zero-knowledge proof, as demonstrated by Mitani and Otsuka (2020) in
their research. To summarise, traceability can still be achieved in a private setting by
encrypting the data with homomorphic encryption, where data can be processed with-
out decrypting it first and can be validated without revealing any data. This allows that a
blockchain can function by its principles without revealing any private sensitive infor-

mation, such as trade secrets.
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3 Existing Blockchain Solutions

In this chapter, research and case studies are examined especially in terms of overall
implementation, such as technology choices and how they affect the system, and how
data security questions are handled. The specific industries examined are Internet-of-
Things (loT) and healthcare, as the stakeholder’s use-case involves management of sen-
sitive user data between mutually unknown parties in a commercial system, and moni-
toring their actions, which are both relevant in healthcare and loT systems respectively.
The example in healthcare industry provides insight on implementing blockchain in al-
ready existing information systems which also handle sensitive data, such as patient data,
while research on loT systems give insight on how to utilise the blockchain; what espe-
cially should be stored in the blockchain and what not, and how should the information

for blockchain be generated.

3.1 Prior Research

Since the release of Bitcoin, research on blockchain technology has seen rapid rise. When
searching for publications with keyword ‘blockchains’, around 21,000 results were found
on the database of Institute of Electrical and Electronics Engineers (IEEE) alone as of De-
cember 2024. The top topics at the time after ‘blockchains’ with around 9,600 results
were ‘data privacy’ with around 4,500 results, ‘Internet of Things’ with around 3,700

results, and cryptocurrencies with around 3,100 results.

Different ways of implementation for blockchain have been researched vastly. Some
common applications include already mentioned loT and healthcare sector. Some of the
examined fields also include security challenges that are relevant also when designing

the proof-of-concept prototype.



25

3.1.1 Research on Blockchain in Health Information Systems

Esposito et al. (2018) discuss gradual transition of healthcare data moving to cloud stor-
age. There are several benefits on moving health information systems to a cloud plat-
form. Some of the benefits include having complete medical history of a patient available
real-time and regardless of geographical location, flexibility in data handling with how
cloud systems are capable of handling big data, and interinstitutionality, where patient
data can be accessed by different providers. However, the transition raises its own con-

cerns, a major one being security and privacy.

Healthcare data is sensitive, and must be protected not only from external attackers, but
also from unauthorised access even from inside the ecosystem, as stated by Esposito et
al. (2018). They discuss the necessity of proper balance between security measures and
privacy, and accessibility. There is also a challenge with regulations, as GDPR set by the
European Union creates challenges with data permanence, which is one property of
blockchain — GDPR lets individuals request their personal data to be erased from data
systems, which is an important aspect to be taken into consideration. An example of
Azaria et al. (2016) proves that with careful permission management and security
measures, it is possible to maintain relatively high accessibility while enforcing proper

privacy and security from unwanted parties.

3.1.2 Research on Blockchain in Internet of Things

As |oT, or a system where devices are connected to each other, is an emerging concept,
Chanson et al. (2019) examined blockchain technology as a potential way to protect sen-
sor data and ensure user privacy in the system. They showed concern in how risky it is
to share sensor data with third parties — with third parties involved in data processing,
unintentional access by malicious adversaries is a major security risk in loT systems,
which can in worst case scenarios affect global systems very rapidly. In their research
guestions they assess fundamental security challenges in the context of loT sensor data,

and the value of blockchain technology for sensor data protection systems.
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Chanson et al. (2019) see blockchain as a potential security solution for loT systems. They
emphasise blockchain’s key properties, such as decentralisation and consensus principle,
as useful for mitigating data security issues arising in the loT. They saw the potential of
decentralisation, which is especially valuable for large systems where there might be
conflicting interests between peers, allowing high security even in those situations. This
is further enforced by consensus principle, which ensures data integrity in the system.
However, there are some aspects to be considered when implementing blockchain into
such systems, the biggest issue being privacy. Chanson et al. (2019) state that permis-
sionless blockchain’s would not be suitable for IoT systems that handle highly sensitive
data, meaning that proper privacy measures would have to be taken into consideration.
There is also another challenge for permissionless blockchains, which are restrictions.
One has to take into account permissionless blockchains’ scalability and potential pro-

hibitive transaction costs.

3.2 Practical Solutions

As the blockchain has seen an emerging amount of interest in recent years, use in various
industries of blockchain have been steadily increasing. Mettler (2016) examined differ-
ent general examples where blockchain technology has been researched. As Bitcoin is
assumed to be the first mainstream blockchain application, financial sector has strongly
been intrigued on the concept of ownership of digital goods. Besides that, Mettler (2016)
discussed different examples of blockchain applications in music industry, mailing sys-
tems, and healthcare, which Mettler (2016) discusses especially. Some notable fields of
blockchain for healthcare include health management and patient information systems.
In this case, especially the case of patient information systems is emphasised, as it cor-
relates with the stakeholder’s case where sensitive user information is being handled,
and an implementation of 10T solution in a pharmaceutical supply chain, where data of

different actions are the primary information being.
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3.2.1 Implementations of Blockchain in Patient Information Systems

It has been proven that blockchain can potentially be used for patient information man-
agement. One such use-case of blockchain being used for handling sensitive information
mentioned by Mettler (2016) is the case of Estonia’s digital health infrastructure. He
summarises that Estonia together with a company Guardtime implemented a block-
chain-based healthcare platform, where all the information of medical treatments per-
formed in Estonia are accessible by Estonian citizens, healthcare providers, and
healthcare insurance companies. Mettler (2016) states that this vast example proves that

a blockchain can be used to operate a public health infrastructure.

A more extensive example case of healthcare data management is a proposed solution
called MedRec, as researched by Azaria et al. (2016). Like with Estonia’s case, MedRec is
also used for logging and accessing medical records. As sensitive information is being
handled, security and credibility is something to be paid careful attention to. These se-

curity concerns are tackled by careful choice of certain blockchain properties.

When it comes to authentication in MedRec, a permissioned blockchain is used, which
means only authorised parties can access the system (Azaria et al., 2016). These can be
enforced by using smart contracts, which allow patients to control access to their medi-
cal information. Confidentiality is ensured by encrypting the medical records and storing
them in a distributed manner between users, where each provider and patient has their
own database. These encrypted databases are only accessible through a key available
only to authorised parties. This kind of modular design in MedRec integrates with exist-
ing data storage solutions, promoting interoperability and making the system highly con-

venient and adaptable.

A typical blockchain requires miners to operate. Azaria et al. (2016) proposed two incen-
tives for mining in MedRec, where the first is based on Ethereum incentivising model,
and the second is more oriented for medical researchers and healthcare authorities. In

Ethereum’s incentivising model, transactions require digital asset ‘Ether’, which can be
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earned by mining. This way care providers are incentivised to participate in mining to
fund their activities in the blockchain network. The second model is based on setting
‘bounties’ on blocks containing records of desired type, which are then mined, ultimately

rewarding the miner with the data in the block.

3.2.2 Implementation of Blockchain in a loT-based Logistics System

Another field of application for blockchain is IoT data management. As loT systems con-
sists of a network of numerous individual sensor devices, blockchain can benefit by gen-
erally enhancing the systems’ security, but also providing data integrity and traceability
for crucial sensor data (Kale & Rathod, 2023). One example of blockchain-powered loT

systems being implemented includes pharmaceutical industry.

Bocek et al. (2017) introduced a blockchain-powered loT solution for pharmaceutical
supply chains. Fraud is a major problem with pharmaceutical supply chains, where block-
chain is seen as a potential solution to. Some examples they mention for fraud detection
include Blockverify, which introduces blockchain as a way to avoid counterfeit and forged
pharmaceuticals, which cause a large number of deaths annually. They described block-
chain to enable tracking and verification of ownership of the goods, as every change will
be recorded in the blockchain. For identity management, Bocek et al. (2017) summarise
that identification information can be stored in the blockchains, some examples being
UniqID, which manages biometric data such as fingerprints, or SolidX, which is an iden-
tity management software for location access, authentication, fraud prevention, and

anti-phishing, to name a few.

Bocek et al. (2017) examined more in-depth one real-life example of blockchain applica-
tion in a pharmaceutical supply chain created by a start-up called Modum.io AG. To meet
new EU regulations regarding logistics of pharmaceuticals created a demand for special-
ised services to meet the regulatory requirements. These include requirements to mon-
itor temperature constantly, and requirement to include a serial number in every phar-

maceutical package. Modium.io AG together with University of Zirich developed a
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blockchain application to monitor temperature of each parcel during the shipment of

the products, while reducing operational costs in the supply chain.

The system works by having loT devices monitor the temperature of each parcel (Bocek
et al., 2017). Especially in this case, there is a legal obligation to keep track of tempera-
ture history as well as possible, which is why blockchain’s feature of data integrity comes
in handy. The smart contract in this solution executes when a new shipment of drugs is
delivered, which executes an action that checks that the shipment complies with the

temperature regulations.

Just like in the MedRec example, Modium.io AG’s solution also consists of separate da-
tabase for sensitive data, and a separate blockchain component for functional data - the
database stores user data and raw temperature data communicated by the end users,
and the blockchain contains measurement results of whether the temperature complies
with regulations (Bocek et al., 2017). The blockchain used in the solution is Ethereum, as
it provides smart contract functionality, is cost-effective over developing and maintaining
a proprietary blockchain, and is easy to implement thanks to its wide adoption and in-

teroperability.

There were some things to take into consideration in the reported iteration by Bocek et
al. (2017). Some of them concerned usability of the solution, such as including improving
user experience for the end users. The major improvement points regarding the block-
chain, however, were mainly performance related — one concern Bocek et al. (2017)
noted was that the Ethereum clients were not stable, so server capacity had to be in-
creased to prevent denial-of-service attacks on the Ethereum blockchain. Other concern
shown was about smart contract’s functionality. As Ethereum is computationally costly
to run, modifications to the smart contract can increase the running costs to a point

where the contract couldn’t be deployed anymore.
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3.3 Key Takeaways

To be able to design a prototype revolved around blockchain, prior research and case
studies were investigated. Especially scenarios that correlate with the stakeholder’s use-
case were examined, them being healthcare industry with patient data, and loT systems.
The main key takeaways are summarised in Table 1, briefly describing the research topics
of the examined research that had high emphasis, and the key takeaways that benefit

this study.

The key takeaways from blockchains in patient data systems were how blockchain can
be used to manage confidential data, and especially in settings where a proper software
architecture has been long existing already. For example, Esposito et al. (2018) explored
the idea of healthcare data being migrated to cloud using blockchain, while Azaria et al.
(2018) proposed an actual blockchain implementation, where the blockchain would pro-

mote seamless data access between different health institutions.

Discussions on blockchain technology for protecting sensor data in loT systems saw po-
tential in one of blockchain’s main principles, decentralisation. Chanson et al. (2019) pro-
posed how in large loT systems consensus principle would mitigate the risk of malicious
activity thanks to the nature of consensus principle ensuring that mutually untrusting
parties can trust the system. However, Chanson et al. (2019) pointed out that blockchain

would not be suitable for storing sensitive data due to privacy reasons.

A more detailed case study on how blockchain is utilised in blockchain introduced block-
chain as a component for functional data. Bocek et al. (2017) introduced a blockchain-
based supply chain management system, where the loT sensors would update on the
shipment’s status. A smart contract was used on delivery validating the shipment, which
results were propagated to a blockchain system — simply put, the raw data from loT sen-
sors was kept in a conventional database, while the blockchain stored activity related

data, which in this case is whether a shipment is valid or not.
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Even though the solutions in practical examples investigated work as an adequate start-
ing point, they cannot be directly applied to the prototype in the study. As the objective
of the prototype is to be able to make user data systems more secure and transparent
by monitoring activity instead of handling the user data itself, the healthcare systems’
principle of migrating patient data to the blockchain is out of question, not to mention
that the user data in this particular case should be kept confidential outside of any un-

necessary exposure, which was also pointed out by Chanson et al. (2019).

The solution in 10T system’s case had a more fitting solution where the data storage was
divided depending on what type of data was to be stored: raw data, which is potentially
confidential, was saved in a centralised database, while more functional data was saved
in the blockchain. However, this solution also cannot be utilised without modifications.
The first notable difference is that in the prototype in the study does not involve loT
systems. Qutside that, the functional data saved differs with the objective of the proto-
type — the loT solution’s blockchain was used to validate whether the shipment meets
regulations, while the prototype in this study is designed to log activity related to user

data.
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Research

Research Topic

Key takeaway(s)

Esposito et al. (2018)

Moving healthcare data to
cloud using blockchain,

and possible security risks.

Consider the balance be-
tween transparency and
privacy when using block-

chain for storing data.

Chanson et al. (2019)

Blockchain as a potential
way to enhance security

and privacy of loT systems.

Blockchain is not suitable
for highly sensitive data;
consider what to store in

blockchain.

Azaria et al. (2016)

Enhancing accessibility of

medical records using

blockchain.

Blockchain should be im-
plemented as a separate
component alongside a

centralised database.

Bocek et al. (2017)

Enhancing shipment integ-
rity in pharmaceutical sup-
ply chains using a block-

chain-based loT system

Blockchain should be used
to store functional data,
while a database should be

used for storing raw data.

Table 1. Examined prior research and use-cases and key takeaways summarised.
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4 Research Approach

This study is conducted using constructive research methodology. The primary aim of
constructive research methodology is to develop practical solutions for real-world
problems., or ‘constructions’, while simultaneously contributing knowledge to the whole
field of study (Kasanen et al., 1993). In this study, a proof-of-concept prototype is created,

and its functionality demonstrated and evaluated.

Constructive research methodology combines theoretical background with practical ex-
perience, which allows for solutions that are both theoretically robust and practically
applicable (Oyegoke, 2011). The research process combines rigorous theoretical and em-
pirical validation on proposed solutions by demonstrating their effectiveness through
testing, justification, and validation. This way the process ultimately aims for innovation

by creating solutions for relevant practical problems and can also have commercial value.

The practical solution in constructive research methodology doesn’t exclusively have to
be an actual usable product. Some other forms the solution can take are design and
concepts (Crnkovic, 2010). In other words, the solution could also be an idea that fills a
knowledge gap in more theoretical problems, or an analysis of use and performance,

which aims to help researchers understand and improve systems.

This research approach is especially suitable for this research problem, as it is a real-life
problem in the field of software engineering where a stakeholder wants a practical re-
search and demonstration validated by theoretical background of whether blockchain

can be used for enhancing security and transparency in user data systems.

According to Lukka’s (2001) model, constructive research methodology can be divided
into seven main steps. Constructive research starts by looking for a relevant problem,
which the research attempts to find a practical solution to. The takeaways of the research

should also contribute to the field of study. This is the first step of the methodology.
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As constructive research aims to solve a practical problem, a stakeholder is usually
needed (Lukka, 2001). The stakeholder should contribute an equal amount of effort in
completing the research as the researcher. The stakeholder ought to provide the re-
searcher with a research team, while the researcher has to be able to convince the stake-

holder that the research is worth the effort. This is the second step of the methodology.

The third step in the methodology in Lukka's (2001) model is to acquire proper practical
and theoretical background of the topic. A proper prior knowledge of the problem has
to be obtained through literature review, exploring research and solutions that have pos-
sibly covered topics that are relevant to the research problem. This is to ensure that the
researcher understands what has and has not been done in the field already, but also for
the researcher to be able to recognise and analyse the theoretical contribution of the

solution in the field of study.

The fourth step is to design the solution, or also known as a construction (Lukka, 2001).
This step is critical for the research, as it is not worthwhile to keep on with the research
if a unique and innovative solution cannot be designed — only applying already existing
solutions to the solution is not constructive. The design process should be done together

with the stakeholder and can be done iteratively.

After designing the solution, it should be implemented and tested (Lukka, 2001). This
step is what makes constructive research methodology distinct from other methodolo-
gies. The solution is tested against the stakeholder’s requirements, which are usually in
commercial standards. This can also be called ‘market testing’, and is the fifth step of the

research methodology.

As the sixth step of the methodology, the test results are evaluated (Lukka, 2001). The
results are examined and reflected upon the requirements, whether they meet them or
not. If not, then naturally the reasons why the results didn’t meet the requirements are

discussed, and can the unsatisfactory results be avoided in other settings.
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The final step is to recognise and analyse the theoretical contribution of the research
(Lukka, 2001). In this step, the researcher should conclusively be able to evaluate their
contributions to the whole knowledge of the field of study. This can be done, for example,
by reflecting the findings to prior knowledge. The contribution can be in form of innova-
tion, or entirely new construction, which brings new knowledge to the field of study by
its originality, or by creating a dependence on prior knowledge by applying and improv-

ing prior knowledge into the specific research problem.

The procedures done in this study are reflected to corresponding steps described by

Lukka (2001) in Table 2.
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Procedure

Corresponding Procedure in this Study

Find a relevant practical problem

A real-world case commissioned by a
stakeholder — design a blockchain appli-

cation to track any changes in user data.

Look for a stakeholder

As the research is commissioned by the
stakeholder, the stakeholder therefore

exists.

Acquire proper practical and theoretical

background

Literature review done about blockchain
(Chapter 2) and investigation about ap-
plications in loT and medical record han-

dling (Chapter 3).

Design a solution

A proposed design was created based on
knowledge acquired from prior designs

(Chapter 3).

Implement and test the construction

A prototype application was created
based on the design, simulating what the
design potentially could be used for. The

prototype’s functionality was demon-

strated to the stakeholder.

Evaluate the solution

The stakeholder saw the prototype as a
sufficient proof of the design’s potential

in solving the research problem.

Recognise and analyse the contribution

The research contributed to blockchain
research related to implementation in

enterprise systems.

Table 2. Procedures of the study briefly reflected to Lukka’s (2001) procedure descrip-

tions.




37

5 Execution

This chapter gives an overview of the development process of the proof-of-concept pro-
totype. The overview begins with defining specifications, following with a reflection of
prior knowledge, and applying it into a design. Finally, the creation process of the proto-

type and testing procedures are documented.

5.1 Motivation and Requirements

The primary motivation for the prototype is that in a system owned by the stakeholder,
potentially a massive amount of users is being managed in a distributed manner; the
stakeholder’s system is to be sold to different institutions and customers internationally,
which creates a need for the administrating users to be able to track user activity in the
system. This means that the requirements of the prototype are also set by the stake-

holder, as the prototype will primarily benefit the stakeholder’s system.

The main requirement of the prototype set by the stakeholder is to be able to prove to
customers that any actions done in the user data system can be tracked. The require-
ments are summarised in Table 3. The first requirement (Requirement no. 1) is to imple-
ment the blockchain prototype which tracks activity in a user data system. The second
requirement (Requirement no. 2) is related to the prototype’s functionality; the block-
chain prototype should give a detailed enough description of the activity. The infor-
mation should contain three important points of information: ‘who did’, ‘who it was
done to’, and ‘what was done’. The final requirement (Requirement no. 3) is a compli-
mentary requirement related to security, and correlates partly with the second require-
ment. When developing the prototype, an important remark to keep in mind is that the
prototype should not reveal any confidential information when in use. Particular atten-
tion must be given to the design of activity logs to align with specified requirements,

while also considering architectural solutions.
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Requirement no. Description
The prototype should record a log of ac-
' tivity using blockchain
The log should contain information of
2 three aspects: who did, who it was done
to, and what was done
The prototype should not reveal any con-
: fidential information

Table 3. Main requirements of the prototype summarised. The requirement numbers
are on the left column and the description on the right one. The requirements
are not in any specific order.

5.2 Design

The design process was started with evaluating the optimal way of implementing a block-
chain system by reflecting on prior research. One major factor to be taken into consider-
ation is that the stakeholder’s system has a pre-existing user data system, which cannot
be migrated completely into a blockchain-only system. Another factor to take into con-
sideration that it is not necessary to store any user data in the blockchain, other than a

description of committed activity in the user data system.

Research and case studies on healthcare patient systems had a lot of emphasis on con-
fidentiality, and implementation on pre-existing patient data systems. Restricted access
was also mentioned. As patient systems have been running as-is, simply migrating eve-
rything was not an adequate solution in the studies — not to mention that there were
many security challenges if the actual confidential patient data as its entirety would was
to be stored in the blockchain system. This led to a design where the blockchain would

be implemented as a separate component.
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The prototype’s scenario has a similar setting as in patient system cases. One require-
ment is that the user data itself shouldn’t be exposed, as the focus is on what’s happen-
ing to the data instead of the data itself. The prototype should also be integrated to a
pre-existing software, meaning that if blockchain is to be used as an integral part of the
entire architecture instead of being a separate independent component, it would mean
that the whole pre-existing software would have to be reconstructed. This leads to a
conclusion where similarly to the prior research blockchain shall be implemented as a

separate component in the architecture.

Second major point as mentioned is to consider what should be stored in the blockchain.
The user data is confidential and should not be exposed to anyone outside authorised
access, and thus it is out of question that the user data itself should be stored in the
blockchain, as even though the blockchain would have restricted access, data perma-
nence and its distributed nature can cause unnecessary challenge. In the investigated
case where blockchain was used for loT system in pharmaceutical supply chain, a data-
base was used to save raw data, and the blockchain was used to save data related to the
shipments’ status during the logistical cycle. The data was generated to the blockchain

using smart contracts, which triggered when a shipment was completed.

The model of pharmaceutical supply chain’s loT system’s of separating raw data to a con-
ventional database and functional data to a blockchain network fits this prototype well.
The raw data, which in the prototype’s case would be the confidential user data, would
be stored in a database managed by the stakeholder, which allows the stakeholder to
have complete control of who can access the user data as desired. Similarly, the block-

chain should contain functional data.

The prototype is required to be able to track any changes happening in the user data
system, or more specifically who edited whose data — naturally, to be able to properly
utilise this kind of data, it should be stored somewhere. The blockchain is an ideal place

to store this kind of data due to the persistency and permanency of data that are some
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key attributes of blockchain, and the data being saved benefiting from these attributes,
as the data is used to track what has happened in the user data systems. A smart contract
should be implemented to automate the generation of data. The smart contract would
trigger when a change in user data system is committed, creating a virtually eternal log

of the transaction.

An additional concern is related to the blockchain itself. Prior research brought up eval-
uations whether to use a pre-existing blockchain or create a proprietary one, and it is a
relevant question for this prototype too. Many factors lead to greatly favouring to use a
pre-existing blockchain technology, and especially Ethereum. First, all prior research that
were examined and mentioned which mentioned which technology they used men-
tioned using Ethereum. A notable feature of Ethereum is also the support for smart con-
tracts, which are an important part of this implementation. Second, creating a proprie-
tary blockchain would create a lot of security concerns to pay attention to; the proprie-
tary blockchain should have at least the researched or equivalent security features to be
able to be trusted in security standpoint. This creates a lot of additional work to the
development process. As the primary goal of the prototype is to utilise blockchain tech-
nology to a perform specific task, and not the creation of blockchain itself, using a pre-

existing blockchain, and especially Ethereum, is the preferable choice.

These points led to a conclusion that principles applied in healthcare and loT systems
found in prior research were an adequate foundation — healthcare systems in the prior
research also relied on already existing systems, and similarly cannot simply be migrated,
and additionally contain sensitive data that cannot afford to be compromised by storing
them in a system where data is virtually permanent. 1oT systems in the other hand, have
showed a way of how to utilise blockchain in the system: in the loT solutions, a database
was used to store raw data, while blockchain was used to store functional data, enforced
by smart contract. There were also evaluations whether to use a pre-existing blockchain
technology or to create an own one. A major factor to choose a pre-existing blockchain

technology Ethereum over creating a proprietary one included having to pay careful
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attention to the security level of the blockchain, which would create a significant addi-

tional work outside the scope of the prototype.

After reflecting to these points a general design was created, as seen in Figure 5. The
whole solution itself can be considered to fulfil Requirement no. 1. Overall, the block-
chain network wouldn’t disrupt or change the overall architecture of the already existing
system, but instead, is implemented as a separate component. Smart contracts are im-
plemented in the backend, or a software layer that interacts with components not seen
by the user such as database, meaning that when a database call is created, the smart
contract would trigger and store a description of the database transaction in the block-
chain, leaving a trace of who did, what did, and to whom (Requirement no. 2). Confiden-
tiality is also ensured, as the log will be implemented so that any user data is not revealed

and will not be needed due to the nature of the design (Requirement no. 3).
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Figure 5. A simplified flowchart of how the blockchain system would be implemented.

5.3 Implementation

The implementation process is divided into two major phases, the first being preparation
and second being the actual implementation. The preparation phase consists of building
of a test environment. The second step consists of the implementation of more precise
planning how the blockchain should be implemented in the test environment. The sec-
ond phase also includes a brief evaluation of which blockchain technology should be

used, and how should it be utilised.

To safely prototype the design without the fear of interfering the development of the
production software, a test environment was created. The test environment consists of

a locally run database, which includes dummy user data, along with simplified backend
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(layer that communicates with the database) and frontend (the layer that communicates
with the user, as in user interface) tailored to simulate a user data management system
in a commercial software. The test environment uses a PostgreSQL database, JavaScript-
based React user interface, and a .NET Entity Framework backend. The architectural di-

agram can be seen in Figure 6.

Frontend
(User Interface)

AN

Show user data End user updates
to end user user data
(/r BECHEM
4 ™
Get Users Update Users
(Fetch all the (Update
users in existing users
database) in database)

'x\__h—.z’ k,,—,,j/;'

|
Database
(User data is stored here)

Figure 6. Basic structure of the test environment. All the components are hosted locally.
Frontend contains the user interface, where the end user can manage user
data, while backend communicates between the user and the database.
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Implementation of the blockchain component was then started after creating the test
environment. As designed, a local Ethereum blockchain was created for prototyping pur-
poses using tools called ‘Truffle’ and ‘Ganache’. Truffle and Ganache deploy a simulated
blockchain to run locally on a personal device for development purposes, opposed to
blockchain’s principles of being a decentralised network. This allows safe testing and de-
bugging of blockchain applications. Ganache provides a user interface tool, which is use-
ful for development purposes, as it shows simulated users’ addresses, deployed smart
contracts and transactions, to name a few. In this prototype it will be used as a tool es-
pecially for inspecting transactions, as the main functionality of the implementation re-

volves around them.

Next, a separate application programming interface (API) was created for the sole devel-
opment and deployment of smart contracts. To summarise, an API is a boundary be-
tween different components in a programme; an example of this is a backend compo-
nent, which communicates between the user interface and database (Garrod & Alrdich,
2014). APIs ensure modularity and that data can also be accessed from external sources
outside the organisation (IBM Cloud Education, 2020). This kind of solution is ideal for
this prototype, as we want to keep the blockchain implementation as a separate compo-
nent instead of fully integrating it into the primary application. Using the API, smart con-
tracts are deployed to the blockchain and can with little modifications be called from the

backend functions.

A single smart contract was created in this prototype: a smart contract for tracking
changes in database. In the test environment’s database, there is a table called ‘Users’,
with columns, or in other words values to be saved, ‘Id’ (which is in GUID form, a 128-bit
random series of characters), ‘Email’, and ‘Login’. The smart contract is programmed to
save a description of the database transaction in the blockchain in a following form: ‘User
[GUID] changed a value of user [GUID]: [changed fields]’. In this form, the users are only
identifiable by authorised parties, theoretically eliminating potential security risks in

case the information falls into wrong hands. It is worth noting that in this
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implementation the description is formed in the backend instead of the smart contract
itself, though due to the programmable nature of smart contract, it is not entirely out of
boundaries to be able to make the smart contract form the description in the smart con-

tract itself instead of backend, further improving modularity.

After creation of the smart contract, it is connected to the backend code, where the
function handling a query for editing information of a particular user will call the smart
contract when the conditions are met. To put it simply, when a user requests a change
of information in for another user, the function checks which fields are changed, and
creates a description for the smart contract to be saved in the blockchain (Figure 7). After
the smart contract is connected to the backend successfully, the prototype will undergo

testing whether it meets the expectations.
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Figure 7. A flowchart of how smart contract is implemented.

5.4 Testing

To validate the functionality of the prototype, it must be tested. As the prototype is a
piece of software, the best way to test it is by using software testing principles. Software
testing ensures quality, reliability, and security of the software — software testing verifies
the correct functionality of the software under various conditions and meets perfor-

mance and security requirements (Spadini, 2021).
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For software testing, there are many different methods. For this case, methods called
integration testing and user acceptance testing are used. Integration testing intends to
test the behaviour of the whole programme by combining individual components into
one comprehensive group (Weikle et al., 2019). In user acceptance testing, the overall
behaviour of the software is tested from end-user standpoint (Suman & Sahibuddin,
2019). Feedback will be given on whether it meets all the requirements set by the cus-

tomer, which in this case is the stakeholder.

First, integration testing is conducted to ensure that the prototype works, which is fol-
lowed by the user acceptance testing conducted together with the stakeholder. The in-
tegration testing will be conducted by testing the functionality of the components and
their communication between each other by using the prototype how they’re intended;
some key aspects to keep an eye out for are whether the frontend successfully com-
municates with the backend, the smart contract triggers upon a database change, and a
transaction is completed successfully and can be seen in Ganache. Integration testing

will enforce especially the Requirement no. 1.

As mentioned, user acceptance testing will be conducted together with the stakeholder.
After the functionality is confirmed through integration testing, the functionality is then
demonstrated to the stakeholder. The functionality simulates real life use, which is to
simply change user data as a user using the software. The user acceptance testing pri-
marily looks out for Requirement no. 2 but will also confirm that the prototype complies

with Requirement no. 3.

To begin the integration testing of the prototype, all the components are first launched
locally, which includes the database, backend, frontend and then the blockchain network.
The test is run to simulate a real-life usage as closely as possible, meaning that other
user’s data is changed using a user interface (Figure 8), and the transactions can be in-

spected using a separate piece of software, which in this case is Ganache (Figure 9). A
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in the scope of the prototype to develop a functional login system.

Logged in as: e2dbb964-d271-4cbi-b080-64a806483410

D Email Login Edit
855a3696-1769-434 3-8212-5749d18dd70d jane smith@mail.com jane smith =
120cd004-8690-4832-bc10-871498433214 robert jones@mail.com robert.jones =
2b803c88-5040-4404-935f-cc4bb0a74edd susan.white@mail.com susan.white =

91353ddd-4ae2-477 c-85a0-8186100ect7e
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michael brown@mail com

linda.martin@mail.com

michael brown
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Edit User

Email

jane smith@mail.com

Login

jane.smith

Figure 8. A rudimentary user interface to simulate editing of user data.

The rudimentary user interface contains the bare functionality needed to demonstrate
the prototype (Figure 8); it contains a list containing user data from a database, and a

pop-up where the data can be edited. Ganache contains a lot of different tools, but the
most important tool for testing this prototype is smart contract inspector, which shows

all the transactions that has happened using the smart contract (Figure 9).
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Figure 9. A view of a specific smart contract ‘DatabaseTracker’ in Ganache. The smart
contract tracks changes in user data.

The testing process is replicated a few times to prove that the system works indefinitely.
The process is repeated each time with slightly different variations. In the first iteration,
only the ‘Login’ field of another user is changed. In the second iteration, only the ‘Email’
field of another user is changed. In the third iteration of the test, both fields ‘Login’ and
‘Email’ of another user are changed. These same iterations are repeated for the stake-

holder as a user integration test, assuming that the integration tests are successful.

After these changes were committed, Ganache should be showing the transactions,
which it did. In Figure 10, Figure 11, and Figure 12, details of the transactions of all three
different test iterations can be seen. The figures contain a lot of different information,
but the information relevant to this test is the field ‘Inputs’, which shows the description
of the tracked change in database, where the first series of characters is the editor’s

identifier, the second is the target’s identifier, following with the changed fields listed.
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The first test scenario was to change only the field ‘Email’ of another user. The results
can be seen in Figure 10, where Ganache’s transaction inspector’s ‘Input’ field indicates
us that a user has changed an email of another user; in ‘Input’ field a description can be
seen, which indicates that which user did something and to which user, and which fields

were changed. This verifies that the prototype works.

TX DATA
0xb68217bcOBEOBEEOEERRENCAORRE0OARANOEAAEEREAEOANERAEOAROAREA0EENEEREA02EEA00AREREEAAREOEAANEOOEANCANEARDOAERANORAAERREAREE
0000000000067 7557365722065326462623936342d643237312d346362662d623039362d363461383036343833346630206564697465642074686520666T
6c6C6T77696e672064617461206T6620757365722030666533646538322d626465302d343766632d383133352d3330616661353330373632663220456d61
606CcH00000000000000000

CONTRACT

CONTRACT ADDRESS

DatabaseTracker 0xf582d0Fc74cFBA3CBFaad9AB26D9d26FACEbL5B4D
FUNCTION

trackChange(transaction: string)

INPUTS

User e2dbb964-d271-4cbf-b090-64a8064834f0 edited the following data of user 0fe3de82-bde0-47fc-8
135-30afab30762f: Email

EVENT NAME

DatabaseChange

CONTRACT TXHASH LOG INDEX BLOCK TIME
DatabaseTracker 8x103fc%aka5cc835bb132af1ddd8dba225665das 2] 2024-62-21 89:18:21

1587b26dab6a0f17767d8142b

Figure 10. Test case, where the user has changed field ‘Email’ of another user.

The second test scenario was to change the field ‘Login’ of another user. Just like in the
first test case, we can see the results in the ‘Input’ field in Figure 11, which indicates that

‘Login’ of the user has been changed.
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CONTRACT ADDRESS
DatabaseTracker 0xf582dOFc74cFBd3CBFaa9AB26D9d26FAC6b45BAD

FUNCTION
trackChange(transaction: string)

INPUTS

User e2dbb964-d271-4cbf-b090-64a8064834f0 edited the following data of user 128b3084-e436-4755-9
ble-91806e%9ac38b: Login

Figure 11. Transaction details for changing the field ‘Login’ of another user.

In the third and final test scenario both ‘Email’ and ‘Login’ of another user was changed,
and the results can be seen in ‘Input’ field in Figure 12 verifying that the prototype suc-

cessfully records a log of the activity.

CONTRACT ADDRESS
DatabaseTracker 0xf582dOFc74cFBd3CBFaa9AB26D9d26FAC6b45BAD

FUNCTION
trackChange(transaction: string)

INPUTS

User e2dbb964-d271-4cbhf-b090-64a8064834f0 edited the following data of user 0fe3de82-bde@-47fc-8
135-30afa530762f: Email, Login

Figure 12. Transaction details for changing both fields 'Login' and 'Email' of another user.
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6 Results

This chapter introduces the final design and implementation of the prototype and eval-
uates whether the test results were successful and satisfy the requirements of the stake-
holder; the prototype and the test results will be reflected to the requirements of the
prototype. As the level of implementation is only proof-of-concept prototype, there oc-
curred points of improvements to be considered for further implementation, which are

discussed in the latter part of the chapter.

6.1 Final Prototype

The final prototype’s architecture is described in a diagram as seen in Figure 13. A change
is made from the frontend (or User Interface), which then propagates the data to the
backend, which has two key components: database connectivity for handling the user
data between the database, and a smart contract for detecting activity related to user

data, which then creates a transaction of activity log to the Ethereum Blockchain.

Frontend (UI)

7

Backend
.
Database Smart
Connectivity Contract | ‘
</ User Activity Log
User Data
Ethereum Blockchain
Database for User Data for User Activity

Logaing

Figure 13. Architectural diagram of the final prototype.
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The final prototype meets with the requirements — as the primary requirement of the
prototype was that it should give a detailed description of who did what, and to whom,
or in this specific scenario, who edited whose data, and more specifically what data. The
prototype meets these requirements with the component: a smart contract which de-
tects any changes happening through the backend, and finally creates a virtually perma-

nent log of the activity in the blockchain.

Additional remarks on top of the primary requirement included that the actual user data
should remain confidential, or in other words, should not be accessed by anyone than
authorised parties. This is ensured in the prototype by keeping the user data in a cen-
tralised database with restricted access, while the blockchain only stores data related to
user activity, and in a manner that even if the data leaked from the blockchain, the in-
formation would not reveal any confidential info thanks to the format the activity is
logged as — the only identifying information shown in the blockchain is user identifier in
encrypted form, which is only useful to users who have authorised access to the actual

user data system, which again is separate from the blockchain component.

To summarise, the design choices are reflected with requirements in Table 4. As con-
firmed in the testing process, the prototype works as intended, fulfilling Requirement no.
1. The main components included the Ul, backend for communication with database,
which also triggers the smart contract, the database itself, and a blockchain network —
as seen in integration testing, all the components work as intended, and the end-user
can see a transaction record when inspecting the blockchain after a change is done using
the Ul, as expected. Upon inspecting the transaction data, we can see the three required
aspects: who did, what did, and to whom (Requirement no. 2), albeit in a manner where
any outsiders will not be able to extract any confidential information out of the log itself.
The only piece of information that could potentially be used to access any kind of confi-
dential information are the user identifiers used in the description; only authorised users
who have access to the user data system will have any use for the identifiers in shown in

the log (Requirement no. 3).
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Requirement
Description Corresponding Feature(s)
no.
A smart contract creates a trans-
The prototype should record a | action to an Ethereum blockchain
! log of activity using blockchain upon user data change using the
ul.
The smart contract is configured
The log should contain infor- so that the transaction data to
mation of three aspects: who | the blockchain contains a detailed
2 did, who it was done to, and description with the wanted in-
what was done formation: ‘User A changed data
of User B: [fields changed]’
The only identifying piece of in-
The prototype should not reveal | formation revealed is a user iden-
3 any confidential information tifier string, which is not much of
use for outsiders.

Table 4. Requirements reflected with design choices. The left-most column stands for
requirement number, middle column describes the description, and the right-
most summarises the corresponding feature(s).

6.2 Test Results

To summarise, the tests conducted to the prototype included integration testing to verify
the intended functionality, and user acceptance testing to verify that the prototype also
works in a desired manner in end user’s standpoint. The integration testing process
therefore verifies primarily Requirement no. 1 (Table 3), while the user acceptance test-

ing process primarily verified Requirement no. 2 and Requirement no. 3.

The steps for testing documented in Chapter 5.4 were identical for both testing pro-

cesses, albeit slightly different aspects of the results were evaluated in the respective
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test. When observing the testing steps in integration testing standpoint, the prototype
works in a desired manner. First, a change in user data using the Ul is successfully prop-
agated to backend. Second, as the backend has to be able to communicate with the da-
tabase in order to further commit the transaction to the database in order for the trans-
action in to appear in the blockchain. As a transaction can be successfully seen in the
blockchain, it is safe to assume that the prototype works as intended, verifying Require-

ment no. 1 is satisfied.

For user acceptance testing, especially the transactions in the blockchain are the aspects
to be examined. The user acceptance testing process was conducted with the stake-
holder, who also verified whether the functionality works as desired. The same steps
were conducted as in the integration testing process. The transactions could be success-
fully examined in the prototype, and they contained the required information, ‘who did’,
‘who it was done to’, and ‘what was done’, verifying that Requirement no. 2 is satisfied.
Additionally, the only identifying information available in the transactions were the par-
ties’ unique user identifiers, which rendered useless for parties who don’t have access
to the actual user data system. With this result, the Requirement no. 3 is satisfied. In
conclusion, all the main requirements were verified to be satisfied in the testing process

and thus also satisfied the stakeholder.

6.3 Points of Improvements and Future Prospects

There were a few aspects pointed out by the stakeholder for the future utilisation of
prototype into an actual commercial product. First point of consideration are security
standards — in this case, further implementation should consider the security standard
IEC62443-3-3 along with the rest of the commercial system. This standard was intention-

ally ignored in this prototype, as it is out of scope for a prototype of this scale.

Another point of improvement pointed out is that in case this prototype is to be imple-
mented in a commercial product the transactions should be presented in a more user-

friendly format; one way to implement this is to create an audit log viewer. The scope of
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transactions could also be expanded to include, for example, addition, deletion, and
viewing transactions. On the other hand, it is also worth to consider what kind of things
are worth tracking. However, thanks to the prototype’s modularity, adding and removing

actions to track should be a relatively straightforward process.

Finally, as the simulated blockchain network in this prototype is suitable only for devel-
opment use, yet another remark upon implementation to a commercial product is to
research alternatives suitable for a release product. The stakeholder showed concern
that the blockchain logs shouldn’t be openly accessible, so a viable blockchain develop-

ment tool should be investigated.
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7 Conclusions

As the popularity of blockchains is ever rising through the popularity of cryptocurrencies,
potential applications in commercial use have also gained interest. Blockchain solutions
have become increasingly common in different industries, which also leads to interest in
how do blockchains work, and how can they be implemented in commercial software.
These lead to forming of research questions, which were: ‘How can user data systems’
be enhanced using blockchain technology?’ and ‘How can blockchain be implemented

in commercial software?’.

For the first question, this study first aimed to give a fundamental understanding of
blockchain’s architecture and inner workings, which was followed by discussion of its
data security and whether it can be trusted to be used in commercial software. For the
second question, an overview of already existing solutions was given. Practical research
through a proof-of-concept prototype for a stakeholder was conducted; an implementa-
tion of blockchain was designed and developed to demonstrate how blockchain could

be implemented in a pre-existing software as a way to enhance data security.

The study first gave an overview of fundamental theory of blockchain. A blockchain is a
form of decentralised storage with its strengths lying in persistency, anonymity, and au-
dibility. Blockchain can be roughly described as a ‘list of transactions’, a transaction being
records of exchanges of assets, such as data, between users. Blockchain can be roughly
divided into three main components: blocks, that contain transactions as data, chain,
which are hashes that connect the blocks together, forming a chain of blocks, hence the
name, and network, as the name implies, is a network of full nodes, or computers main-
taining the blockchain network by each storing a copy of the blockchain and collectively
validating more transactions and blocks into the chain through a process called consen-
sus. Consensus process is what enables trust between users that are unknown to each
other, with there being many different protocols — one protocol is based on calculating
hashes in a brute-force manner, while other is based on random selection of validators

among the network of nodes.
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Blockchain security was overviewed and discussed. A comprehensive understanding of
blockchain’s data security was obtained through many viewpoints on what blockchain’s
security challenges and best practices. Blockchain’s security is based on cryptograph-
ically encrypted data, and data integrity is maintained through collective validation of
transactions with varying advantages and disadvantages between different protocols.
When implementing a blockchain, one should also consider the privacy level of the data
being managed by the blockchain; is the data something for the public to be seen, or
confidential with restricted access. For each solution, a balance between privacy and
transparency will have to be considered. Especially for commercial products aiming for

the European market, regulations are also something to be taken into consideration.

Different pre-existing solutions were explored from healthcare and Internet-of-Things
(loT) systems’ standpoint. Esposito et al. (2018) discussed whether blockchain could gen-
erally be used in healthcare data systems, while Azaria et al. (2016) looked more into a
specific patient data system implementation. The key takeaways from Esposito et al.
(2018) especially considering this study were the idea of implementing the blockchain
as a separate component in the blockchain alongside conventional databases. They also
brought up a challenge of privacy regulations; GDPR regulations is one thing to consider
when considering utilising blockchain in systems involving user information. The use-
case of Azaria et al. (2016) introduced a practical take of theory of Esposito et al. (2018);
their use-case utilised a blockchain as a separate independent component among all the
already existing patient systems, while adequately encrypting the stored data in the

blockchain, mitigating the risk of malicious use.

On the other hand, Chanson et al. (2019) considered the potentials and challenges of
implementing blockchain in 10T systems, while Bocek et al. (2017) introduced an loT sys-
tem used in pharmaceutical supply chains. Chanson et al. (2019) discussed how block-
chain could secure loT systems thanks to its decentralised nature, as loT systems could
potentially contain a large amount of mutually untrusting parties. However, they made

a remark of how one should consider what to store in the blockchain, as it is not suitable
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for storing sensitive information. These points are concretised in the case of Bocke et al.
(2017). In their use-case, blockchain was implemented as a separate component along-
side a conventional database — raw data to be hidden from the public was stored in the
database, while functional data, information about shipments’ validity, was stored in the

blockchain.

Reflecting the results of this study with prior research of Esposito et al. (2018) and Chan-
son et al. (2017), and case studies of Azaria et al. (2016) and Bocek et al. (2017), the
research objectives correlated. Both case studies and this study aimed to implement
blockchain to improve some aspects in information systems, albeit the use-case differs
enough to justify the design of a prototype. In the case of Azaria et al. (2016), the objec-
tive of the blockchain system was to use it for logging and storing health information in
the blockchain, enhancing accessibility, while in the case of Bocek et al. (2018) block-
chain was used for validation shipment integrity in a supply chain. As the point of the
blockchain in this study was to enhance data security and transparency in user data sys-
tems, there is a knowledge gap between the case-studies and this study, creating the

need for a new solution.

A proof-of-concept prototype was designed and developed based on prior knowledge.
The prototype was built on a test environment, which simulated a real-life use-case of
user data management. The stakeholder set requirements for the prototype, which were:
1. the prototype should record a log of activity using blockchain; 2. the log should contain
information of three aspects: ‘who did’, ‘who it was done to’, and ‘what was done’; 3.
the prototype should not reveal any confidential information. Based on these require-
ments, the blockchain prototype was implemented as a separate component in the soft-
ware architecture, containing activity logs propagated to the blockchain by a smart con-
tract. The prototype didn’t reveal any identifying information as required, and through

software testing the set requirements were satisfied, which also satisfied the stakeholder.
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Due to the limitations of the study, there naturally occurred points of improvements and
possible future research problems. For further implementation in commercial software,
proper security standard protocols must be met, and user-friendliness has to be consid-
ered. Suitable technologies for deploying the blockchain should also be explored upon
further development, as the tools used in this study were suitable only for prototyping
and testing purposes. There was also a gap in the theoretical knowledge. Even though
research on security features used blockchain’s architecture and use-case studies on spe-
cific fields such as healthcare, Internet-of-Things, and supply chain management are
abundant, research on blockchain’s security benefits or use-case studies of blockchain

as a way to improve data security in user data systems or equivalent were scarce.

In conclusion, implementing blockchain can enhance security and transparency in user
data systems depending on the implementation. Blockchain brings many benefits over a
centralised database for logging user activity — blockchain’s built-in data integrity ensures
that the logs are permanent and trustworthy, as they are virtually impossible to tamper
with, and they don’t depend on the centralised storage’s integrity. The activity logs en-
force honest use and helps detecting malicious activity in user data systems. Additionally,
thanks to the blockchain implementation’s modularity, the activity logs can be easily tai-

lored and scaled depending on the needs of a stakeholder.
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