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1 � Editorial

Wireless networks play a key role in IoT applications, often 
with wireless sensor networks as ad hoc local area networks 
with self-healing routing, recent low-power wide-area net-
work technologies enabling new application fields and/or 
more efficient architectures, and mobile networks offering 
the possibility of extending applications to remote areas. 
Wireless networks also enable innovative and interesting 
applications ranging from smart-homes and smart-cities to 
precision agriculture and advanced healthcare. The wide-
spread acceptance of these new services can be improved 
by designing techniques, promoting ubiquity and security, 
the definition of new protocols, new and more efficient sen-
sors, and developing frameworks and architectures. All these 
contributions can not only simplify the development of IoT 
applications, but also system design, deployment, resilience, 
monitoring, and maintenance, taking into account power 
requirements and physical assembly, frequently in adverse 
environments. Although there are wireless networks and IoT 
technologies that enable high impact and diverse applica-
tions, there are many opportunities to innovate and foster 
future applications.

This special issue features six selected papers of high 
quality. The first paper, “EIPSO: an Energy efficient Indoor 
Positioning System based On game theory”, proposes a new 
indoor 3D localization algorithm with improved energy 
efficiency. To achieve that, authors apply a non-cooperative 
game theory approach which considers link quality and bat-
tery levels to optimize the transmit power of anchor nodes. 

Experimental results point to an improvement of more than 
40% of the network lifetime while maintaining a positioning 
accuracy level above 90%.

Extending the life of machinery is decisive for both 
businesses cost effectiveness and for a world with finite 
resources and limited materials recycling. Predictive main-
tenance is key to that, and the second paper, “Low-Cost 
Industrial IoT System for Wireless Monitoring of Electric 
Motors Condition”, proposes a system for real-time moni-
toring of electric motors. It is an IoT system for Industry 4.0 
that features vibration and temperature wireless sensors and 
a cloud information system that helps to prevent failures in 
electric motors.

The third paper (“A Comprehensive Study of Security 
and Cyber-Security Risk Management within e-Health 
Systems: Synthesis, Analysis and a Novel Quantified 
Approach”) addresses the Risk Management issues within 
a susceptible area, e-Health, exposed to the emerging risks 
from the ongoing digital transformation. The evolution 
of the IoT paradigm is analysed along with its impact on 
e-Health applications, giving place to the so-called IoMT 
(Internet of Medical Things). The impact of security risk 
is noticeable, and the lack of trust may easily jeopardise 
highly relevant applications. The authors describe a study 
of Risk Management platforms used to address those issues 
in typical IT environments and show their limitations in 
IoMT. They identify several issues, not only technical but 
also legal, organisational, and even personal (lack of skills), 
derive some requirements, and propose a framework for Risk 
Management within e-Health systems. They propose a quan-
tifiable approach based on well-defined Risk Management 
standard methods, using a reference architecture to deploy 
within an e-Health system. They also provide some possible 
use cases with detailed implementation details, particularly 
patient monitoring (covering an example from the Covid-19 
pandemic situation).

The proliferation of mobile devices and their need to 
keep connected to the Internet has brought some attention to 
Mobile Adhoc Networks (MANET). One of the most critical 
functions of this type of network is routing, which is also the 
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main target of malicious activities. Disrupting the routing 
function with MANET may cause severe damage to appli-
cations relying on it. In the fourth paper ("Efficient Mobile 
Ad Hoc Route Maintenance Against Social Distances Using 
Attacker Detection Automation"), the authors analyse the 
main threats against the MANET routing protocols and 
the security controls available. After, they propose a new 
method to detect attackers, the Attacker Detection Auto-
mation of Bee Colony Optimization (ADABCP) method. 
They also describe some experiences aiming to compare the 
performance of the proposed solution, which shows some 
improvements over the other referred solutions in terms of 
communication overhead and energy consumption (despite 
the rising number of packets).

In the fifth paper, titled “Efficient Tree Aggregation and 
Processing Time for Wireless Sensor Networks “, the authors 
propose an algorithm for data aggregation in a Wireless Sen-
sor Network structured as a tree, that takes into account the 
position of the parents, the number of leaves and the depth 
of the tree, in order to compute the optimal data aggregation 
time for each node in a tree towards the sink node in a WSN. 
The goal is to maximize data aggregation gain (traffic reduc-
tion due to aggregation) and to improve network perfor-
mance, not failing to provide data within a given maximum 
acceptable delay. After enumerating the base assumptions, 
the algorithm called “Efficient Tree-based Aggregation and 
Processing Time” (ETAPT) is detailed, illustrated with one 
example, and then evaluated by simulation using QualNet 
5.0. Results show that ETAPT provides a higher data aggre-
gation gain, with lower energy consumption and end-to-end 
delay, when compared to two other related algorithms called 
“Aggregation Time Control” (ATC) and “Data Aggregation 
Supported by Dynamic Routing” (DASDR).

The sixth and last article, titled “Performance Improve-
ment of Kötter and Kschischang Codes and Lifted Rank 
Metric Codes in Random Linear Network Coding”, presents 
a novel network coding scheme (referred to as NEC-CRC) 
that aims to improve the correction capabilities of KK and 
LRMC in mesh networks, when intermediate nodes apply 
random linear network coding. The goal is to prevent error 
propagation using error detection codes (CRC) to detect and 
remove wrong packets from the linear combinations. The 
authors first describe the problem, followed by an overview 
of KK and LRMC codes. The proposal is then detailed and 
evaluated using a simulator called NCS-EC (Network Cod-
ing Simulator with Error Correction). NEC-CRC was tested 
for transmission over coded networks where each link was 
modelled as a CBS or a GE channel, and a significant per-
formance improvement was achieved compared to network 
error correction (NEC) without error detection.
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