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Research

AbstrACt
Objectives The objective of this review was to assess the 
benefit of using electronic, mobile and telehealth tools for 
vulnerable patients with chronic disease and explore the 
mechanisms by which these impact patient self-efficacy 
and self-management.
Design We searched MEDLINE, all evidence-based 
medicine, CINAHL, Embase and PsychINFO covering the 
period 2009 to 2018 for electronic, mobile or telehealth 
interventions. Quality was assessed according to 
rigour and relevance. Those studies providing a richer 
description (‘thick’) were synthesised using a realist 
matrix.
setting and participants Studies of any design 
conducted in community-based primary care involving 
adults with one or more diagnosed chronic health 
condition and vulnerability due to demographic, 
geographic, economic and/or cultural characteristics.
results Eighteen trials were identified targeting a 
range of chronic conditions and vulnerabilities. The data 
provided limited insight into the mechanisms underpinning 
these interventions, most of which sought to persuade 
vulnerable patients into believing they could self-manage 
their conditions through improved symptom monitoring, 
education and support and goal setting. Patients were 
relatively passive in the interaction, and the level of patient 
response attributed to their intrinsic level of motivation. 
Health literacy, which may be confounded with motivation, 
was only measured in one study, and eHealth literacy was 
not assessed.
Conclusions Research incorporating these tools with 
vulnerable groups is not comprehensive. Apart from 
intrinsic motivation, health literacy may also influence 
the reaction of vulnerable groups to technology. Social 
persuasion was the main way interventions sought to 
achieve better self-management. Efforts to engage 
patients by healthcare providers were lower than 
expected. Use of social networks or other eHealth 
mechanisms to link patients and provide opportunities 
for vicarious experience could be further explored in 
relation to vulnerable groups. Future research could also 
assess health and eHealth literacy and differentiate the 
specific needs for vulnerable groups when implementing 
health technologies.

bACkgrOunD  
Chronic conditions result in significant 
personal and social burden.1 Electronic and 
telehealth tools are increasingly common-
place, can be provided at relatively low 
cost2 and incorporate personally relevant 
health information.3 For those vulnerable 
and underserved community members with 
chronic or long-term conditions, electronic 
applications may enhance the reach of health 
services and the provision of tailored need-
based services.4 5 The growing impetus to use 
these technologies is largely underpinned 
by their potential to intervene in the course 
of healthcare and influence the way people 
deal with their health issues.6 There is also 
an expectation that health technologies will 
engage consumers in appropriate self-care 
and self-management,7 which within the 
health delivery sphere, shifts the responsi-
bility solely from the clinician to one that 
is jointly shared by the health provider and 
patient.

Electronic health (eHealth) tools incor-
porate many opportunities for patients to 
increase their engagement through focused 
disease-specific learning, options to receive 
regular feedback and frequent reinforce-
ment (eg, peripheral monitoring devices).8 

strengths and limitations of this study

 ► The use of a comprehensive search and systematic 
process to identify both quantitative and qualitative 
data.

 ► The use of Rameses and Preferred Reporting Items 
for Systematic Reviews and Meta-Analyses report-
ing standards.

 ► Incorporation of theory and mapping against a theo-
retical framework and realist matrix.

 ► Limited data identified due to a lack of detailed con-
text provided in the published studies.

http://bmjopen.bmj.com/
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Additional inbuilt support functions that assess progress, 
provide goal setting and problem solving, aim to increase 
the patient’s skill and confidence in managing their health 
problems.9 Supplementary motivational interviewing and 
cognitive behavioural components can also be provided 
via the internet, mobile device or telephone.10

The claims made by health-related apps, websites and 
other electronic tools remain largely unverified, and more 
specifically, little is known about their value for vulnerable 
and marginalised groups. Within the Innovative Models 
Promoting Access-to-Care Transformation (IMPACT) 
programme, we aimed to assess, via a systematic review 
and realist synthesis, the perceived benefit of using elec-
tronic tools to enhance the engagement of vulnerable 
patients with chronic disease. We used realist method-
ology as a way of unpacking the complexity surrounding 
eHealth interventions.11 This methodology explains the 
interplay between context, mechanisms and outcomes12 
where mechanisms are not activities within the inter-
vention, but the responses by people that are triggered 
by changes in context.13 In this review, we specifically 
sought to explore mechanisms related to patient self-effi-
cacy and self-management. The impact of these tools on 
access to healthcare more broadly is the topic of a future 
manuscript.

research question
The objective of this review was to assess the benefit of 
using electronic, mobile and telehealth tools for vulner-
able patients with chronic disease and to explore the 
mechanisms by which these tools impact patient self-effi-
cacy and self-management.

Our population of interest included adults with one or 
more diagnosed chronic health conditions. We used the 
definition of chronic disease provided by the National 
Public Health Partnership14 framework, a seminal Austra-
lian resource setting out a strategic framework for the 
prevention and control of chronic non-communicable 
diseases in Australia. This framework identified 12 
chronic conditions.

The definition of vulnerability was based on the IMPACT 
study definition: Indigenous/first nation people, cultur-
ally and linguistically diverse groups including recently 
arrived refugee groups, those experiencing socioeco-
nomic hardship and disadvantage (unemployed, low 
income, those in public housing and homeless) and 
geographic disadvantage (living in a rural and remote 
area). For these population groups, these demographic, 
geographic, economic and/or cultural characteristics 
impede or compromise access to community-based 
primary healthcare.

There are many and varied definitions of eHealth, 
mHealth and telehealth used across the health sector.1 
For the purpose of this review, we defined these in the 
following ways:

 ► eHealth, is the general transfer of health resources 
and healthcare by electronic means through the 
internet and telecommunications.15

 ► Mobile health (mHealth) is the delivery of healthcare 
services via mobile/wireless communication devices 
such as smartphones and tablets.

 ► Telehealth describes the use of telecommunication 
techniques (voice, data and images) for providing tele-
medicine (remote clinical service delivery), medical 
education and health education over a distance.16 
Telehealth encompasses long-distance clinical health-
care, patient and professional health-related educa-
tion, public health and health administration.

MethODs
Our processes were based on standard systematic review 
methodology.17 Realist synthesis similarly follows the 
stages of a traditional systematic review except the 
appraisal of evidence is theoretically driven and intent on 
explaining why the intervention works or does not work.18 
Reporting was guided by the Rameses publication stan-
dards for reporting realist synthesis19 and the Preferred 
Reporting Items for Systematic Reviews and Meta-Anal-
yses statement.20

We searched MEDLINE, all evidence-based medicine, 
CINAHL, Embase and PsychINFO covering the period 
1 January 2009–12 February 2018. Our basic search 
strategy (box 1) was modified for use in each database.

The criteria for study selection are described in detail 
in table 1. We did not exclude studies based on design 
as we wanted to collect a richer understanding of the 
interventions.

Included studies required a description of the e/m/
telehealth intervention and/or its components. Inter-
ventions that did not offer broader patient involvement 
through coaching/skill improvement components and 
ongoing skill development were excluded, including 
those programmes used solely for simple self-moni-
toring of symptoms. Inpatient hospital-based services 
were excluded, as were those not presenting evaluative 
data and those involving primarily children or adolescent 
populations.

We also selected only studies originating in Organ-
isation for Economic Cooperation and Development 
(OECD) countries.

study selection process
Title and abstract screen were undertaken by at least two 
authors (SP, AP and LT). For citations requiring full-text 
review, SP, AP and LT reviewed a subset of papers, with 
final inclusion determined through joint discussion and 
review.

Data extraction and study variables
Data were collected using a five-page data collection 
form within an Access database incorporating the 
Reach, Efficacy, Adoption, Implementation, Main-
tenance (REAIM) framework,21 the Template for 
Intervention Description and Replication (TIDieR) 
framework,22 the Place, Race, Occupation, Gender, Reli-
gion, Education, Socioeconomic status, social capital 
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(PROGRESS) framework23 and several predefined 
variables including study type, country of origin, the 
procedures, activities and/or processes used in the 
interventions, supportive activities, recipients and the 
personnel involved in delivery of the intervention 
and reported study outcomes. All data extraction was 
conducted by two authors.

Quality appraisal
Within realist synthesis, there is no accepted process for 
assessing quality. Pawson et al12 argues that quality should 
not determine inclusion, but a realist synthesis should 
provide a ‘quality filter’,24 which assesses the contribution 
of data to rigour (whether the method used to generate the 
data is credible and trustworthy) and relevance (whether it 
contributes to theory building and/or testing).19

We used a method described by O’Campo et al25 
due to recognition that the most useful study informa-
tion may not be within the reports of studies with the 
highest quality. Studies were classified against the criteria 
(table 2) by one author (SP) and confirmed by a second 
author (AP). Rigour was assessed as ‘high’, ‘moderate’ 
or ‘weak’ and plotted on a continuum from 0 to 7. One 
point was allocated for each positive response and studies 
graded as high (7 points), moderate (4–6 points) and low 
(0–3 points). Relevance was assessed based on ‘thick’ or 
‘thin’ descriptions of the intervention components and 
their mechanisms. One point was allocated for each ‘yes’ 
answer and studies considered thick (3–4 points) or thin 
(0–2 points).

realist synthesis
At the core of realist synthesis is to make explicit the 
underlying assumptions as to how an intervention is 
supposed to work and to then map the evidence in a 
systematic way to test and refine this theory.26 We devel-
oped a linear logic model to explain the engagement 
of primary care providers and patients in the use of 
mobile, telehealth and eHealth tools (figure 1). We 
explored known theories associated with patient self-ef-
ficacy and self-management and extracted data against 
a realist matrix using those included studies that had 
been assessed as providing a ‘thick’ description of 
the intervention. The matrix comprised documented 
results from each study plus relevant author discus-
sion that attempted to place their results into context. 
Realist matrices are a complementary approach to 

box 1 Continued

55.  exp child/or adolescent/
56.  54 not 55
57.  editorial.pt.
58.  case reports.pt.
59.  letter.pt.
60.  57 or 58 or 59
61.  56 not 60
62.  limit 61 to (English language and yr=‘2009 -Current’)

box 1 search strategy conducted 12 February 2018 and 
modified for each database

search terms
1.  telemedicine/
2.   ehealth. mp.
3.  E  health. mp.
4.  electronic  health. mp.
5.  internet  health. mp.
6.   mhealth. mp.
7.  m  health. mp.
8.  mobile  health. mp.
9.  mobile health  devices. mp.

10.  social media/
11.  telephone/
12.   telehealth. mp.
13.  tele  health. mp.
14.   telehomecare. mp.
15.  text messaging/
16.  exp therapy, computer-assisted/
17.  1 or 2 or 3 or 4 or 5 or 6 or 7 or 8 or 9 or 10 or 11 or 12 or 13 or 

14 or 15 or 16
18.  exp medical records systems, computerized/
19.  17 not 18
20.  primary health care/
21.  exp family practice/
22.  exp general practice/
23.  exp physicians, family/
24.  practice nurse.mp.
25.  pharmacists/
26.  nutritionists/or physical therapists/
27.  aboriginal health worker.mp.
28.  audiologist.mp.
29.  diabetes educator.mp.
30.  exercise physiologist.mp.
31.  occupational therapist.mp.
32.  osteopathic physicians/
33.  podiatrist.mp.
34.  home care services/
35.  20 or 21 or 22 or 23 or 24 or 25 or 26 or 27 or 28 or 29 or 30 or 

31 or 32 or 33 or 34
36.  chronic disease/
37.  long term illness.mp.
38.  long term condition.mp.
39.  multimorbidity.mp.
40.  multi morbidity.mp.
41.  myocardial ischemia/
42.  stroke/
43.  lung neoplasms/
44.  colorectal neoplasms/
45.  exp depression/
46.  diabetes mellitus, type 2/
47.  arthritis/
48.  pulmonary disease, chronic obstructive/
49.  osteoporosis/
50.  asthma/
51.  renal insufficiency, chronic/
52.  dental caries/
53.  36 or 37 or 38 or 39 or 40 or 41 or 42 or 43 or 44 or 45 or 46 or 

47 or 48 or 49 or 50 or 51 or 52
54.  19 and 35 and 53

Continued
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outcome chains and other programme logic models. A 
realist matrix focuses on the causal mechanisms at work 
in a programme or project,27 and it helps to map the 
factors from a programme that may be contributing to 
outcomes by reflecting on:

 ► Agency: whose actions exactly are causing the change 
to occur?

 ► Context: what are the external variables or ‘moder-
ators’ that affect outcomes? Including the impact 
of the social and political situation, broad social or 
geographic features and different population profiles.

 ► Resources: what resources have been provided or are 
available?

 ► Mechanism: how are the resources and the thing/
person being changed interact?

 ► Outcome: what is the anticipated change relating to 
self-efficacy and self-management under the specified 
conditions?

Patient and public involvement
Our research question was formulated through a collab-
orative process with the South-Western Sydney Local 
Innovative Partnership comprising policy makers, health-
care providers and field experts involved in service provi-
sion to key vulnerable communities. We did not involve 
patients directly in this process.

results
From 1540 records initially identified, 1111 duplicates were 
removed, and a further 869 were excluded after title and S
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Table 2 Quality appraisal

Assessment of 
rigour

1.  Is there a clear statement of the aims of 
the research?

2.  Did the study include an appropriate 
comparison group?

3.  Did the study use appropriate eligibility 
criteria to obtain its target group?

4.  Did the study use standardised 
methods for selecting/putting people 
into the study and state how they did 
this?

5.  Did the study provide details about 
sample size?

6.  Did the study have a comparatively long 
study period (≥6 months)?

7.  Is the methodology appropriate for what 
they were trying to achieve?

Assessment of 
relevance

1.  Is the intervention programme 
description detailed?

2.  Did the study describe factors that 
affected programme implementation?

3.  Did the study consider reasons for the 
results that they achieved?

4.  Did the study discuss reasons for 
programme success or failure?

Based on: O’Campo et al.25
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abstract screening. Eligibility was frequently difficult to 
assess from the title and abstract, so 243 citations under-
went a brief full-text review, resulting in 192 exclusions. We 
identified nine additional related publications that were 
also eligible. Fifty-nine citations underwent data extraction. 
Thirty were excluded on the basis that they described 
simple telemonitoring only, did not provide data related 
to the intervention, were of an incorrect publication type 
or contained a population not meeting our definition of 
vulnerable. Twenty-nine citations relating to 18 separate 
studies were ultimately included (figure 2).20

Randomised controlled trials (RCTs) and cluster RCTs 
were the predominant study types. Two studies compared 
alternative interventions.28 29

Appraisal of studies for rigour and relevance
Generally, studies were of moderate to high rigour (15/18 
studies), and 12/18 studies provided additional valuable 
contextual information (tables 3–6).

Assessment of self-efficacy and self-management from study 
reported outcomes
Studies predominantly assessed a range of clinical and 
functional outcomes. Several proxy outcomes (that might 
reasonably be used to make assumptions about the effect on 
self-efficacy and self-management) were included such as 
feasibility, satisfaction and acceptability (tables 3–6). Several 
studies reported positive changes in health behaviour 
(improved lifestyle indicators), increased compliance and 
adherence to lifestyle goals and satisfaction with services.

From our logic model, we anticipated that access to reli-
able electronic tools, supported through a healthcare envi-
ronment, would enhance patients’ ability to obtain, process 
and understand relevant health information (health 
literacy), thereby improving efficacy and their capacity 
to self-manage their chronic condition. The information 
provided by the studies was inconclusive as to whether 
this was achieved. Only one study29 actively assessed health 

literacy and tailored their intervention accordingly. No 
studies assessed e-health literacy.

Overall satisfaction with the use of eHealth and tele-
health tools by patients was generally positive. Satisfaction 
was directly related to the participant’s perceived relevance 
of the tools and the level of positivity in the relationship 
with the intervention provider. In two studies,30 31patients 
expressed high levels of satisfaction from their interac-
tion with nurses, which promoted better understanding of 
their condition. Others showed high levels of willingness 
among patients to use telemonitoring equipment (95%) 
and recommend it to others (90%) or pay for telehealth 
services32 and a sense that equipment helped them to 
monitor and improve their health.33

theoretical basis for the interventions
For most studies, the choice of intervention had no docu-
mented theoretical basis. Interventions developed from 
either a supporting rationale or belief in the benefit of 
the intervention. These broad principles or frameworks 
surrounded equitable access, evidence-based medicine, 
quality improvement, cost effectiveness, better disease 
management (chronic care and transitional models) and 
the improvement of health literacy. Only two associated 
studies specifically commented on the theoretical basis 
underpinning their intervention.34 35 This incorporated 
motivational interviewing ‘grounded in social cogni-
tive theory constructs of self-efficacy, social support and 
outcome expectancies, which emphasized the building of 
participant skills in behaviour change strategies’.

theory mapping
We used theory to explore how electronic, mobile and 
telehealth interventions might influence an individu-
al’s response (through learning and behaviour change) 
towards self-efficacy and self-management. Self-efficacy and 
self-management are interwoven concepts. Self-efficacy 
is the sense of patient confidence in their ability to exert 

Figure 1 Logic model.
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control over their own motivation, behaviour and social 
environment, and self-management is active participation 
by the patient in their own healthcare.

The theory of self-efficacy stems from social cognitive 
theory and describes the interaction between behavioural, 
personal and environmental factors in relation to health 
and chronic disease.36 Confidence in the ability to perform 
specific health behaviours will subsequently influence which 
behaviours patients will engage in36–38 and is an important 
driver of sustained behaviour change.8

The components of self-efficacy theory that influences 
actions are performance accomplishments, vicarious expe-
rience, social persuasion and physiological and emotional 
states.39 From our matrix (table 7), the study interventions 
used a range of resources designed to increase patient 
skill mastery such as assessment and feedback,34 goal 
setting,28 29 34 35 40 41 workbooks,29 34 35 websites and training 
to use tools.33 41 42 Additional resource materials that 
encouraged participation or guided participants through 
the intervention process were frequently provided and 
translated.32 43

Mastery with the ‘technology divide’ was inbuilt in some 
interventions but not all. Self-efficacy can be enhanced by 

observing and interacting with those who have had similar 
experiences (ie, via vicarious experience). When we observe 
others succeed through sustained effort (eg, lose weight), 
this raises our beliefs that we too possess the capabilities to 
master the activities needed for success in that area.

Within the included studies vicarious experience was not 
overtly targeted with the exception of the study by Cher-
rington et al,40 which used peer community health workers 
(with diabetes or caring for someone with diabetes) to link 
patients with diabetes to primary care via a web application 
and telephone coaching.

The largest concentration of effort within the interven-
tions related to social persuasion or those activities where 
people are led, through suggestion, into believing that they 
can achieve a task. This was provided through motivational 
interviewing to manage expectations,35 40 behavioural acti-
vation approaches28 33 40 41 44 and counselling.29 44 Activities 
were purposefully designed to provide encouragement 
(eg, goal setting), were easily attainable and focused on 
achievements and rewards.35 Physical and/or psychological 
morbidities were common among the populations, and due 
to the negative judgements and emotional reactions that 
go hand in hand with these conditions, significant effort 

Figure 2 PRISMA flow chart. PRISMA, Preferred Reporting Items for Systematic Reviews and Meta-Analyses.
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within the interventions targeted cognitive behavioural 
pursuits, reframing and increasing positive experiences and 
pleasurable activities.

Contextual factors identified
There was extensive contextual heterogeneity among the 
interventions (table 8). Patients were enrolled from a 
range of primary care settings (general practice, commu-
nity health, supported veteran programmes, outpatient 
programmes, community home care and US federally 
funded health centres/Medicaid). The interventions were 
overwhelmingly home based and some unsupervised. 
Interventions targeted populations with a range of chronic 
conditions and vulnerabilities (older age >55 years, low 
socioeconomic status, difficulties with accommodation 
(previously homeless persons in supported accommoda-
tion, and rural communities with a mixture of lower socio-
economic and underserved populations). Studies largely 
were artificial environments where intervention providers 
were put in place specifically for the period of the research. 
In some studies, it was not possible to know the degree to 
which routine clinical/service staff were incorporated into 
the delivery of the intervention. Some services ‘tagged’ 
interventions onto existing service structure, and in many 
cases extra services and staff were temporarily employed 
to conduct interventions. Only one study32 had a system of 
‘organisational readiness’ where significant time had been 
spent developing a mental health service that could provide 
depression treatment to patients.

Interactions involved a range of primary care providers 
(nurses, counsellors, diabetes educators, pharmacists and 
lay/peer workers). Although providers were predominantly 
nurses operating in a variety of roles, there was no evidence 
that this was associated with a different outcome to that of 
other providers. Surprisingly, general practitioners (GPs) 
(or their equivalents) did not deliver any of the interven-
tions so no conclusions could be drawn about their role in 
delivering or negotiating these interventions with patients. 
Interventions were additional to the care of the GP or 
compared with the usual care provided by the GP. In some 
cases, enhanced usual care was used and in others the GP 
was peripheral to the main intervention activity in that they 
prescribed medications or reviewed guidelines with the 
patient or participated in dialogue with the intervention 
staff over management.

Nine studies were subcategorised as providing a purely 
telehealth intervention, seven combined eHealth elements 
with telehealth, one was a mix of mHealth and eHealth and 
one was predominantly mHealth (tables 4–7). All but one 
study provided a telephone-based service. Interventions 
were all multicomponent and designed to address one or 
more health disparity for underserved populations. In addi-
tion to telephone or video support, interventions provided 
a varied range of additional components including but 
not limited to: in home devices with prompts (6 studies), 
self-management education (15 studies), brief counselling 
(7 studies), ancillary patient devices (eg, pedometers, BP 
cuffs and blood glucose monitors) (6 studies), paper or S
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electronic patient information resources (9 studies), medi-
cation management (7 studies), stepped care (2 studies) 
and bilingual providers (4 studies).

Mechanisms
Within realist synthesis, a mechanism is a response that is 
triggered by changes in context.13 Given the contextual 
heterogeneity, it was not possible to clearly identify these 
reactions.

The level of an individual’s ‘motivation’ or ‘activa-
tion’ was one possible mechanism prompting patients to 
respond either positively or negatively to the situations 

in which the intervention was employed.35 44 Feelings of 
‘being supported’,32 40 44 having ‘a sense of purpose’,44 
experiencing ‘a sense of achievement’44 and the sharing 
of experiences33 are interwoven reactions that may serve 
to motivate people. It was difficult to know how the level 
of rapport/interaction between patient and provider 
contributed in these instances, although it was highlighted 
as an important contributor in some studies28 33 42 44 and 
is a well-recognised enabling factor in self-efficacy and 
self-management programmes generally.

One study suggested that patients with limited 
motivation should be excluded from these types of 

Table 5 mHealth studies

Study, country
Vulnerability/
chronic disease

Intervention 
description

Components and delivery of the 
intervention

Outcomes 
assessed

Rigour/
relevance

Wayne, 2015,41

Canada61
Low SES 
community 
(multiracial) with 
type 2 diabetes.

Cloud-based 
platform for 
mobile phone/
software-
based health 
management 
plus 
smartphone-
based health 
coaching 
technology.

Participants received a Samsung 
Galaxy Ace II mobile phone 
running on Google Android Ice 
Cream Sandwich (Android 4.0.2) 
with a data-only carrier plan.
Patients received a user account 
with the Connected Wellness 
Platform (CWP) provided by 
NexJ Systems, which supported 
participants in health-related goal 
setting and progress monitoring. 
This allowed individual tracking 
of key metrics, (blood glucose 
levels, exercise frequency/
duration/intensity, food intake 
(via photo journaling) and mood). 
HC primarily focused on planning 
to reach health targets, exercise 
(frequency, duration and intensity) 
and modifying diet to to reduce 
carbohydrate intake.
Communication with the HC 24/7 
via secure messaging, scheduled 
phone contact, and/or during 
inperson meetings. Health data 
from the CWP were immediately 
visible to HCs through a secure, 
web-accessible portal.
Participant data and software-
enabled communication required 
two-way certificate-based 
authentication and passwords 
that were stored in encrypted 
columns. Based on patient’s 
goals, HCs used the 24 hours/day 
logging function to guide healthy 
lifestyle choices, while providing 
support when clients diverged 
from intended health goals and 
routines.
Concurrent exercise education 
programme with trainers and 
blood glucose testing before and 
after exercise sessions.

HbA1c levels, 
weight, 
BMI, waist 
circumference, 
psychometric 
assessment 
(satisfaction, 
QoL and 
mood).

High/thick

BMI, body mass index; QoL, quality of life; SES, socioeconomic status; HF, heart failure, HbA1c, glycated haemoglobin.
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interventions,35 instead of providing efforts to ‘kick start’ 
motivation. Intuitively being motivated to seek assistance 
is a major driver in this process, but it is also a complex 
reaction in this type of population. Low levels of health 
literacy can affect the degree to which a person is moti-
vated to act and equally low motivation can be construed 
as low health literacy. Only one study measured and/or 
categorised participants by their health literacy level.29 It 
is therefore not possible to comment how the levels of 
health literacy (or eHealth literacy) influenced partici-
pant response.

Other contributing factors
Despite a strong underlying certitude around the value 
of the interventions to produce improvements in patient 
self-efficacy and self-management, we identified from the 
studies a tendency for the intervention provider to be the 
dominant player within the interaction, and the patient a 
more passive participant.

Studies reported several barriers to the use and uptake 
of tools by patients. These included a general unease 
or mistrust with the use of technology42 43 and a pref-
erence for face-to-face contact on the part of patients32 
and pressures of added workloads,44 reduced time and 
inadequate skills on the part of clinicians to take on addi-
tional roles.34 We found less age-related barriers in this 
review with elderly populations equally satisfied if inter-
ventions were well designed, user friendly and supported. 
We anticipated that the most significant enabling factor 
would be patient training. However, overall, we found the 
information relating to patient education and training to 
be sparse.

DisCussiOn
We identified 18 studies testing a variety of electronic, 
mobile and eHealth interventions with vulnerable popu-
lations. The included studies provided limited insight 
into the relationships between context, mechanisms and 
self-management outcomes related to these interventions. 
We identified a wide range of contextual factors and vari-
ation in the outcomes reported. Predominantly, the inter-
ventions sought to persuade patients into believing they 
could self-manage their conditions by encouraging goal 
setting, providing rewards for achievement, enhancing 
the patient’s responsibility for symptom monitoring and 
providing education and additional support. Within this 
review, patients were viewed by providers as relatively 
passive, and the level of patient response directly aligned to 
their intrinsic level of motivation. Health literacy, which can 
often be confounded with motivation, was only measured 
in one study, and eHealth literacy was not assessed.

The provision of these tools to patients with chronic 
disease assumes that they directly impact on a patient’s level 
of health literacy and subsequently their capacity to self-
manage their health conditions. The studies in this review 
however reported poorly on self-management and literacy 
outcomes, and we therefore do not know if the intensive S
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educational or behavioural activation components of the 
interventions identified were ultimately effective. Using 
tools to assess baseline health literacy and eHealth literacy 
levels may therefore be beneficial particularly if the inter-
vention is tailored to individual needs and abilities. It 
would be highly valuable if future research could unpack 
this further since the mechanisms around this were largely 
unclear from this review, and the inter-relationship between 
these factors is highly complex. This is particularly true for 
those patients with competing physical and/or psycholog-
ical morbidities.

These findings have implications for future implementa-
tion. Some studies have reported variable uptake and poor 
maintenance, leading some to suggest that these interven-
tions be only offered to those with high levels of intrinsic 
motivation.35 An alternative would be to concentrate efforts 
on identifyingthe specific needs of vulnerable groups, and 
highly tailoring interventions to these needs to be more 
effective. This would seem to be indicated since we found 
reasonable levels of satisfaction and acceptance when 
patients perceived the intervention to be relevant to their 
needs, and adequately supported. We found no evidence 
of negative patient consequences from any of the interven-
tions. Acceptance of health technology may also be related 
to a participants’ understanding of their condition and 
their overall interest in their own health or health literacy. 
There was also some evidence to suggest that the level of 
acceptance was not consistent for all participants who fall 
into the ‘vulnerable’ category. It is possible that this relates 
to the many and varied contextual factors providing influ-
ence at a given time, such as competing health, social and 

cultural issues, although this could not be elaborated from 
this review.

Although these tools have been widely studied in the 
general population, we generally found a lack of studies 
involving vulnerable participants, particularly in groups 
speaking English as a second language. Most studies were 
conducted in the USA where social disadvantage was the 
major focus.

The strength of this review is a comprehensive search, 
the use of systematic processes to identify both quantitative 
and qualitative data and the use of Rameses publication 
standards as a basis for our reporting.19 We also incorpo-
rated a realist matrix and mapped our results according to 
self-efficacy theory to both determine and understand the 
mechanisms by which eHealth and telehealth influences 
self-efficacy and self-management for vulnerable patients 
with chronic disease. This withstanding, we found the realist 
component of this review challenging. The major draw-
back for this approach in our experience was the limited 
descriptions of context and mechanisms provided gener-
ally within published studies. The limited quantity of usable 
data inhibited our ability to effectively identify why these 
types of interventions worked (or did not work) differently 
across the varying primary healthcare contexts. Others 
have commented that the iterative and flexible methods 
required for realist reviews are at odds with the inflexible, 
structured processes inherent when conducting system-
atic reviews generally.13 Berg and Nanavati45 in a review of 
published realist reviews found that limitations frequently 
cited include the scarcity of detail around the mechanisms 
by which an intervention was expected to work and the 

Table 8 Characteristics of included studies

Study characteristic Number Study characteristic Number

Design Setting

  RCT 9 General practice 6

  Cluster RCT 2 Community health 2

  Quality improvement 1 Supported veteran programme 1

  Observational 2 Outpatient programme 1

  Descriptive evaluation 1 Community home care 6

  Qualitative 1 Federally funded health centres/Medicaid 2

  Cohort 2

Intervention Geographical area

  Telehealth 9 USA 15

  eHealth and telehealth 7 Australia 2

  mHealth 1 Canada 1

  mHealth and eHealth 1

Chronic condition Vulnerability

  Depression 7 Older age (>55 years) 3

  Diabetes 6 Low SES 12

  Multimorbidity 5 Homeless/supported accommodation 1

Rural/low SES/underserved communities 2

RCT, randomised controlled trial; SES, socioeconomic status.
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diversity of contexts within studies that hamper generalis-
ability. Developing the necessary skill set within the team, 
and sourcing appropriate guidance to perform a realist 
synthesis were also challenging. We chose to use a realist 
matrix and narrative summary because it provided a more 
structured process that we could follow. Others have also 
highlighted difficulties with incorporating realist methods, 
arguing that few studies incorporate it successfully while 
maintaining transparent and systematic methods because 
‘best practice’ is under developed46 and there is currently 
little uniformity in practice.45

COnClusiOns
Although electronic, mobile and telehealth interventions 
have been widely assessed in several disease-specific groups 
covering the general population, specific research with 
vulnerable groups is much less comprehensive. Within the 
studies, the level of reported success was variable, but the 
reasons for this variation were not clear. Apart from intrinsic 
motivation, health literacy may be a factor influencing the 
reaction of vulnerable groups to technology. Symptom 
monitoring and management, goal setting, behavioural 
activation and motivational counselling were able to be 
successfully delivered by telephone or other modalities, 
but efforts to engage patients by healthcare providers were 
lower than expected.

Social persuasion and goal setting were the dominant 
components by which studies sought to achieve better 
self-management. Other theoretical aspects that underpin 
self-efficacy such as vicarious learning and interaction with 
similar people were less used but may warrant further 
research.

We would also encourage in future research some assess-
ment of both health and eHealth literacy if including 
vulnerable populations, and further work to differentiate 
specific requirements for these groups that might differ 
to the general population when implementing health 
technologies.
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