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environments is critically relevant and important to protect data and ensure
customer and organizational trust through the development of strong security
policies. The study aims to develop and implement effective strategies and
interventions that will help ensure that corporate data and resources are protected
when employees use personal mobile devices in an environment where both on-
premises and cloud-based resources are present. The methods used include
analytical, deduction, modeling, statistical, and synthesis methods. This research
identified specific vulnerabilities of potential threats to BYOD mobile devices in a
hybrid environment and developed security strategies that include
recommendations for creating a security policy and using a mobile device
management system. The research led to the development of specific technical
solutions, such as recommendations for mobile device configuration. This included
educating employees and managers about security rules and the importance of
adhering to security policies, and updated lists of current BYOD security threats
and challenges given the changing threat environment. The practical value of the
work lies in providing practical relevance to organizations by providing robust
protection of sensitive data and resources, increasing employee comfort and
confidence in the security of personal devices, easing IT departments’ tasks of
device management and threat detection, and increasing customer and partner
confidence in a security-layer organization.
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1. Introduction

The trend of using personal mobile devices for the workplace continues to grow and stay relevant. This means
that more and more sensitive corporate data and information are being transferred via mobile devices, making
security in this area more critical. Research is needed to identify new threats and develop defense techniques.
The challenge of enhancing Bring Your Own Device (BYOD) mobile security in a hybrid environment involves
several complex and relevant issues faced by organizations and information security professionals. The main
aspects of the issues are quite numerous.

This work is licensed under a Creative Commons Attribution License (https://creativecommons.org/licenses/by/4.0/ ) that allows others @ G)
to share and adapt the material for any purpose (even commercially), in any medium with an acknowledgement of the work's authorship
and initial publication in this journal.
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The research may include analyzing threats, developing security policies, and technology solutions, training
employees, and monitoring the effectiveness of security measures in a hybrid environment [1-3]. Completing
this task will provide the implementation of effective security strategies and practices, helping to reduce the
risks associated with employees using their own mobile devices for work purposes. BYOD mobile device
security management will help organizations use resources more efficiently and reduce the burden on the
information technology (IT) department. Overall, completing the task of enhancing BYOD mobile device
security in a hybrid environment will enable organizations to provide a more secure and reliable working
environment, which in turn will contribute to more successful operations and reduce potential risks. The result
of properly configured security measures will be a reduction in security incidents and associated costs.

According to [4], the variety of devices and operating systems is very large, employees use different mobile
devices (smartphones, tablets, laptops) with different operating systems, and managing such diversity requires
the development of universal security strategies. This is what makes the topic of BYOD mobile device security
relevant, as it is becoming an integral part of modern business. As stated by [5], there is currently a large lack
of control over devices in a BYOD environment. Organizations do not always have full control over employee
devices, which leads to the risk of data leakage if the device is lost or compromised. This lack of control creates
significant risks to the security and privacy of an organization’s data [6-7]. Currently, the use of Mobile Device
Management (MDM) solutions allows organizations to remotely manage mobile devices, including the ability
to lock, delete data, and configure security policies. Also, differentiating data between personal and work areas
on devices helps isolate corporate data and improve data control.

[8] note that mobile devices often connect to public Wi-Fi networks, which may not be secure. This creates the
risk of data interception and Man-in-the-Middle attacks. Attackers intercept and analyze network traffic between
a mobile device and a Wi-Fi access point. This allows them to interfere with and even modify data exchanges,
resulting in the leakage of sensitive data such as passwords, banking details, and personal information [9-10].
According to [11] applications installed on mobile devices may contain vulnerabilities that can be exploited by
attackers to attack corporate networks. Many users do not update applications on their mobile devices, which
leaves open vulnerabilities that have been fixed in newer versions. Additionally, there is a risk of installing
malicious apps that may have been downloaded from unreliable sources. BYOD organizations lack effective
management of apps on employees’ mobile devices. This means that employees can install apps without
transparent security checks [12]. Some apps can access device data and resources without proper verification,
posing a huge risk to data privacy and security.

As argued by [13], security incidents such as data leakage and virus attacks occur in hybrid environments and
cause serious damage to the organization. To avoid such incidents, regular updates of antivirus software and
firewalls on mobile devices and servers are required to help prevent virus attacks. Monitoring mobile devices
used in a BYOD environment and the applications installed on them helps identify potential threats and
vulnerabilities. Security incidents can cause serious damage to an organization, and it is therefore important to
take proactive steps to prevent and respond to them. In a hybrid environment, it is especially important to pay
attention to security, as the combination of enterprise and cloud resources creates additional security challenges.

Following [14], exploring the topic of enhancing BYOD mobile security in a hybrid environment is important
for several reasons. The first is that many organizations are subject to data security regulations such as the
General Data Protection Regulation (GDPR) and the Health Insurance Portability and Accountability Act
(HIPAA). Learning about the topic helps you comply with these regulations and avoid legal repercussions. The
second is reputation protection. A data leak or compromise of mobile device security can damage an
organization’s reputation and cause customer and partner dissatisfaction [15-17]. There must be a balance
between security and convenience; employees want to be comfortable using their devices for work, and overly
strict security policies can cause dissatisfaction and reduce productivity.
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The study aims to develop and evaluate the effectiveness of strategies and methods for securing BYOD mobile
devices in organizations operating in a hybrid environment. This objective involves analyzing and developing
methods that will help to reduce the security risks associated with employees using their own mobile devices
for work, as well as improve the protection of sensitive data and resources of the organization. Research into
BYOD mobile security in hybrid environments plays an important role in securing organizations and protecting
their data. This enables researchers and engineers to develop new methods and solutions that contribute to a
more robust and secure BYOD environment.

2. Research method

To study the problem of enhancing the security of BYOD mobile devices in a hybrid environment, various
methods of scientific cognition were applied, which conducted comprehensive analyses and developed effective
strategies and solutions. The analytical method in this study was used to thoroughly analyze the data and identify
patterns and trends in BYOD mobile security in a hybrid environment. This method helped in structuring the
information, highlighting key factors, and analyzing the security level in depth. The analytical approach
facilitated a more accurate understanding of threats and risks, which in turn enabled the development of effective
strategies to improve mobile device security. The modeling method was used in this study to identify which
specific functions and mechanisms contribute to security in the context of employees using their own mobile
devices. The modeling provided insight into how these functional elements interact and what benefits they bring
to the overall security management system.

The deduction method was used in this study to draw logical conclusions about the general principles of BYOD
mobile security in a hybrid environment based on known facts, data, and previously established rules. This
method allowed for systematizing information, highlighting common patterns, and formulating security
strategies based on logical reasoning. The static method was used to validate existing security measures and
identify potential vulnerabilities at the level of configuration and security policies. This involved scrutinizing
current security settings, configuration settings, and policies without actually applying them to the working
environment. Using a comparative method, different security strategies, technology options and policies were
compared. This identified the strengths and weaknesses of different approaches to securing BYOD mobile
devices in a hybrid environment.

The synthesis method was used to provide theoretical modeling of the integration of multi-factor authentication,
data encryption, and event monitoring systems. This theoretical approach enabled the creation of integrated and
comprehensive security strategies for BYOD mobile devices in a hybrid environment. By applying the case
study method, case studies of security incidents and successful implementations of BYOD security strategies in
various organizations were examined. Through the functional analysis method, identified functional
components and capabilities of the BYOD system that may be vulnerable to security threats, and analyzed each
functional component for potential vulnerabilities and security threats. This method helped organizations to
consider security aspects at the functional component level in a more detailed and systematic way and
effectively protect them in BYOD systems.

To assess the effectiveness and convenience of the BYOD mobile application, tests were conducted for target
groups. The tests were conducted based on employees of one of the companies using the application. It involved
36 employees (20 men and 16 women aged 22 to 48 years). They were asked to answer the following questions,

¢

implying “yes”, “average”, and “no” answers:

o Does the app perform basic tasks quickly?

e Are accounts and access rights easy to set up and manage?
¢ Do you feel your data is well protected when using the app?
o Are there any perceptions of risk in terms of data security?
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3. Results

To ensure that BYOD mobile devices can be used comfortably in a hybrid environment, their security needs to
be improved. Employees are increasingly using their mobile devices for work purposes, making BYOD a
relevant model. Organizations need to ensure the security of corporate data residing on these devices. As the
number of mobile devices in the workplace increases, so does the number of potential threats. Cybercriminals
are actively targeting mobile devices to gain access to sensitive data and sensitive information. Companies are
increasingly utilizing hybrid IT environments, including cloud-based resources, which creates additional
challenges for securing data transferred between mobile devices and corporate resources. Devices contain
sensitive information, and the loss or compromise of these devices will result in serious data breaches that can
severely damage an organization’s reputation. Protecting data and securing mobile devices helps to maintain
the trust of customers and partners [18-20]. In this research, a strategy for enhancing BYOD mobile security in
a hybrid environment has been developed using a multi-factor approach (Figure 1).
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The existing threat and risk assessment included analyzing current security levels, identifying vulnerabilities
and risks, and considering the characteristics of the hybrid environment. The study identified potential threats
associated with the use of BYOD mobile devices in a hybrid environment, such as the possibility of data loss,
attacks on public Wi-Fi networks, and malicious applications. Specific security aspects in a hybrid environment
due to the combination of cloud and on-premises resources were considered. Network scans were conducted to
identify vulnerabilities, and malware detection tools were used. Implemented an intrusion detection system
(IDS) for real-time anomaly tracking [21]. The assessment identified threats such as weak passwords, vulnerable
points in the network, and potential attacks. This became the basis for developing more accurate security
measures.

The strategy identified specific objectives, including risk mitigation, protection of sensitive data, legal
compliance, and security enhancement. These goals were formulated considering the specifics of the hybrid
environment and focused on securing BYOD maobile devices. Developed key performance indicators (KPIs) for
each goal, set security metrics, and implemented a KPI monitoring system. Specific goals were set that were
measurable and analyzable. This provided a clear assessment of the effectiveness of the strategy. Decided to
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implement multi-factor authentication, mobile device management systems, and technical tools to
comprehensively secure BYOD mobile devices in a hybrid environment. Implemented technical tools including
firewalls, Security Information and Event Management (SIEM), and MDM systems to secure BYOD mobile
devices in a hybrid environment to meet the unique needs of the organization. These methods provide
comprehensive protection against various threats, creating multiple barriers to potential attacks. Employee
training programs covering security principles and the use of new authentication methods have been developed
to enhance staff training in securing BYOD mobile devices in a hybrid environment [22-23].

Developing online security courses, conducting simulations of phishing attacks, and training using MDM and
multi-factor authentication (MFA). Training of staff not only raised their awareness but also gave them practical
skills in using new security techniques. Implemented procedures for regular audits and event monitoring to
ensure that potential threats were promptly identified and responded to. Automated audit processes using tools
to check compliance with security policies and installed a system to monitor network changes. Regular audits
ensured continuous monitoring and enabled prompt response to security changes. Developed a mechanism for
systematic updating of the strategy, which allows adapting to new threats and changes in information security
of BYOD mobile devices in a hybrid environment. KPIs such as reduced security incidents, increased employee
awareness, and successful implementation of new security practices were utilized. Continually updating the
strategy ensures that the strategy adapts to new threats and maintains a high level of security. The results of the
performance evaluation indicate successful risk mitigation and a stable level of security for BYOD mobile
devices in a hybrid environment [24-25].

Properly configured security measures help employees be more productive knowing that their mobile devices
are secure. Public Wi-Fi and Man-in-the-Middle networks pose serious risks to mobile devices. Improved
security also reduces the likelihood of successful attacks [26]. Considering these factors, improving the security
of BYOD mobile devices in a hybrid environment is a necessary and critical task for organizations. Security
must be embedded into the corporate culture and infrastructure to ensure that data and business processes are
protected [27]. It is also important to note that this research and the development of methods and
recommendations to improve security, impacts the result of data protection, legal compliance, and improved
employee productivity. These improvements contribute to more sustainable and successful organizations in
today’s information-driven world where security is critical.

Developing and evaluating the effectiveness of a strategy to secure BYOD mobile devices in organizations
operating in a hybrid environment is a key research objective [28-29]. Strategy development is the creation of
a specific plan of action and a set of practices that have been used and implemented previously to secure BYOD
mobile devices. This strategy included technical solutions, security policies, and employee training. The main
goal of all the work is to provide a high level of security for mobile devices that are used by employees as part
of BYOD. This means protecting data, applications, and networks from threats and attacks. Given that
organizations operate in a hybrid environment where employees may use their devices on both corporate and
external networks, the goal is to create a strategy that ensures security in both environments. The ultimate goal
is to improve the level of security in organizations operating in a hybrid environment involving BYOD mobile
devices. This means reducing risk, protecting sensitive data, and complying with legislation. The research and
strategy development under this objective was aimed at improving security and confidence in data protection in
organizations where BYOD mobile devices play an important role.

The development of security policies was of paramount importance in this study. These policies were formulated
and implemented to ensure robust protection of data and resources related to employees’ use of their mobile
devices in a hybrid environment. The policies included technical security measures such as password
requirements, data encryption, and deletion of remote devices. Rules were established for access to corporate
resources and use of mobile devices, including conditions for their use as part of BYOD. Policies included
requirements for security training for employees when using BYOD mobile devices. Policies were developed
to manage security events and incidents, including procedures for responding to potential attacks or data
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breaches, and also considered compliance with legal requirements and security standards in a hybrid
environment. The developed security policies became the basis for ensuring the reliable protection of data and
resources of the organization working with BYOD mobile devices in a hybrid environment. Testing was
initiated in the methodology and the results of the testing are summarized below in graphical form (Figure 2).
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Figure 2. Results of BYOD testing on the target group

The majority of survey participants believe that the level of BYOD mobile security in their organization is quite
high. However, it is worth noting that some respondents have an “average” opinion. This may indicate that there
are some shortcomings or weaknesses in the security system. By surveying the employees of one of the
organizations and analyzing the statistics of security incidents, it was found that users identified several main
security threats, including device loss, malicious applications, attacks on public Wi-Fi networks, and Man-in-
the-Middle attacks. These threats are typical and require attention from the organization. The majority of
respondents recognize that employees within the organization need additional training on security when using
BYOD mobile devices. This emphasizes the importance of training and awareness amongst staff regarding
secure practices and security policies. The lack of strict security policies or their lack of enforcement may be
the reason for the middle opinion among some respondents. This indicates the need for more stringent policies
to be developed and implemented, as well as enforced by employees.

It is important to note that the topic of BYOD mobile device security is generating interest among respondents,
which may confirm a willingness to further improve security strategies and practices. Overall, the survey results
emphasize the importance of continually monitoring and improving BYOD mobile device security in a hybrid
environment. Working to increase employee awareness, tighten security policies, and threat management
training is an integral part of securing the field. Overall, the survey results emphasize the importance of
continuously monitoring and improving BYOD security in a hybrid environment. Addressing employee
awareness, tightening security policies and training in threat management is an integral part of providing
security in the field [30]. Based on these results, more effective security strategies and training for employees
began to be developed, and measures were taken to comply with security policies and legal requirements.

The study enabled the selection and successful implementation of technical solutions, in particular MDM mobile
device management systems. These solutions provided the organization with the ability to effectively monitor
and manage mobile devices used by employees as part of the BYOD strategy in a hybrid environment. MDM
systems have become a central element of security in the BYOD context [31]. The study looked at various
MDM platforms and selected those that best meet the needs of the organization such as Mobilelron, AirWatch
by VMware, and Microsoft Intune. With MDM, hundreds and even thousands of mobile devices can be managed
from a single console. This made it easier for the IT department to monitor and maintain the devices. MDM
allowed security policies to be set and applied to all devices simultaneously, including password, encryption,
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and data wipe requirements. If a device was lost or stolen, MDM provided the ability to remotely wipe data,
which helped protect sensitive information. In summary, the implementation of MDM systems following the
study significantly improved the security of BYOD mobile devices in a hybrid environment and provided greater
protection for the organization’s data and resources.

Selecting and implementing technical tools such as firewalls and SIEMs have proven to be important steps to
improve the security of BYOD mobile devices in a hybrid environment. Firewalls help monitor and filter
network traffic, block potentially malicious connections, and provide protection from external threats. SIEMs
play a key role in detecting anomalies and potential threats in an organization’s information environment. They
collect, analyze, and correlate event data from a variety of sources to identify and respond to unusual activity.
SIEM also integrates with other security systems, which enhances the BYOD security monitoring capability of
mobile devices [32]. As a result of implementing firewalls and SIEM systems, an organization provides an
additional layer of protection and monitoring of mobile devices, reducing risks and increasing the security of
its information environment. These technical tools play an important role in ensuring data integrity and
confidentiality in a hybrid environment.

The implementation of MFA methods is one of the effective ways to provide an additional level of security at
login, including access to corporate resources from BYOD mobile devices [33-34]. MFA requires the user to
provide multiple forms of identification, which significantly increases security. The choice of MFA methods
for an organization includes something the person knows (password or PIN), something they have (mobile
device, smart card, or USB key), and something they are (fingerprint, retina). Training employees is an integral
part of the process of how to use MFA and why it is important for security. Developing an MFA policy will
determine when and for which resources it is mandatory. Multi-factor authentication adds an extra layer of
protection when accessing corporate resources from BYOD mobile devices, as it will be much more difficult
for an attacker to complete all authentication steps, this is an important security component in a hybrid
environment.

Employee training plays an important role in ensuring safety during this study. During the research process,
educational programs and courses were developed to raise awareness and educate employees on the security
rules for using BYOD mobile devices in a hybrid environment. These programs included training on security
basics, proper authentication methods, threat detection and response procedures, and training on the proper
handling of sensitive information and corporate data [35]. In addition, employees are provided with information
on the importance of adhering to security policies and standards, as well as the latest trends in cybersecurity.
The main objective of this training is to make employees more vigilant and responsible in security matters and
reduce the risk of possible security incidents. Employee training as part of the study contributed to improved
security, as well-trained employees serve as the first line of defense in preventing threats and complying with
security policies in a hybrid environment.

This study actively conducted regular auditing and monitoring of BYOD mobile device security systems in a
hybrid environment. These processes are the systematic and continuous monitoring of events and incidents in
an organization’s information environment to identify anomalies and potential security threats. Regularly
conducted security audits are done to assess the effectiveness of practices, identify vulnerabilities, assess
compliance with security policies and procedures, and ensure compliance with legal requirements and security
standards. It has assessed how effective current security practices and measures are, identifying which practices
are working well and which require improvement or revision. This has allowed organizations to focus on areas
that need additional protection. Helped identify vulnerabilities and weaknesses in information systems and
security policies. This is important to address potential threats before they are exploited by attackers. Regular
auditing and system monitoring were important components of securing BYOD mobile devices in a hybrid
environment, as they enabled the identification and remediation of security issues, as well as maintaining
compliance with standards and legislation [36-38].
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In this study, special emphasis was placed on constantly updating the security strategy for BYOD mobile devices
in a hybrid environment. This means that the strategy is not limited to one-off solutions, but constantly adapts
to changing conditions and new threats in cyberspace. This comprehensive security strategy has enabled the
organization to significantly improve the security of BYOD mobile devices in a hybrid environment. Thanks to
it, the risks of data breaches and cyberattacks have been significantly reduced and employee productivity has
been preserved.

4. Discussion

Improving BYOD mobile security in a hybrid environment is a key challenge for many organizations that allow
their employees to use personal mobile devices for work purposes. This study analyzed the current environment,
including the types of devices used by employees, and identified existing security threats and risks. This is an
important step as understanding the current state allows for the development of effective strategies. In addition,
specific objectives such as risk mitigation, protection of sensitive data, and legal compliance were identified.
This helps to focus on key security aspects and develop appropriate measures [39].

According to the results of [40], analyzing the current security levels of BYOD mobile devices in a hybrid
environment, included and identified several existing vulnerabilities and risks. The results contained the
development of a security strategy that provided a set of measures and policies to secure BYOD mobile devices.
The study evaluated the effectiveness of the selected security methods, the results indicated that the methods
successfully mitigated risks and protected data. This study focused on improving the security of BYOD mobile
devices, and both studies identified vulnerabilities and risks in this area. Both studies also developed security
strategies and used different methods to mitigate risks and ensure data protection.

[41] determined that when investigating the security of BYOD mobile devices in a hybrid environment in an
organization, the data must be representative of the employees using such devices in that organization. They
must be reliable and accurate, which means that the data collection methods must be reliable, and the procedures
standardized and homogeneous, errors in the data can skew the results of the study. Data are required to contain
enough information to answer the research questions, this includes a variety of variables and metrics that allow
analysis and conclusions to be drawn. The data should be adequately analyzed and interpreted to arrive at
conclusions and recommendations that can be used. The amount of data also affects the statistical significance
of the results and the ability to detect trends and patterns. However, it is more important that the data are suitably
prepared and analyzed concerning the objectives of the study. This shows that there are overlaps with the work
carried out by these authors, for example, the importance of methodology and quality data preparation was
emphasized to produce information that can be used to develop BYOD mobile device security. However, in this
paper, the emphasis was on providing data to employees rather than training them to help them better understand
security threats and practices that can help them avoid threats, which will enable them to be more vigilant and
cautious when using their mobile devices.

The attack modeling method is studied in [31]. This is a technique that is used to create controlled attack
scenarios to assess system vulnerabilities, test its defenses, and train employees to respond to such threats [42-
43]. He chose an attack scenario, a Structured Query Language (SQL) injection on an application, to test how
resilient the application is to such attacks and modelled it. To do this, he created conditions close to a real-world
environment, which included creating and installing fake applications. The SQL injection is run, and its effects
are monitored, this includes monitoring the system response as well as the user response when the experiment
is run with their participation. The results of the attack simulation were analyzed, Researchers assessed what
vulnerabilities the system had and how the system reacted to the attack. With unauthorized access to the
application database, an attacker can modify, delete, or extract data. An SQL injection vulnerability could be
exploited to execute malicious SQL queries via user input. This method helps prevent real security incidents
and protect sensitive data in a hybrid BYOD environment. But, for more correct operation, it is necessary to
implement all the attack modeling techniques such as Session Hijacking, Buffer Overflow, and Denial of Service
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(DoS). Therefore, there are differences with this paper in that the author did not consider all attack variants and
the study was rather narrow.

[44] evaluated the effectiveness of such authentication methods as biometrics. It is an important aspect of
securing BYOD mobile devices in a hybrid environment. Researchers conducted a comparative study of
authentication methods such as password input (in biometrics it is a fingerprint scanner and facial recognition)
and evaluated their advantages and disadvantages. The results of the study allowed a more accurate analysis of
the characteristics and effectiveness of the different authentication methods. This allowed the organization’s
security policies and measures to be improved and updated, considering the use of multiple authentication
methods, instead of being limited to a single method. Comparing the results of this study and the researchers’
study showed that biometrics methods such as fingerprint scanners and facial recognition have certain
advantages such as higher security and user-friendliness compared to traditional password methods.

[45] showed through their work that proper, regular updating of security strategy and techniques is very
important to ensure the security level of BYOD mobile devices in a hybrid environment. In the rapidly changing
world of information technology, new threats are constantly emerging, and the security strategy must be flexible
and able to adapt to these changes [46-48]. Regularly updating security strategies and practices helps an
organization to be prepared for new challenges and improve the protection of sensitive data and resources [49].
However, what has not been pointed out and discussed in this paper is that at this point, security strategies also
have their complexities and challenges that are important to consider. Some of them contain many different
aspects. By comparing the researchers’ findings with this study, a common conclusion can be drawn about the
importance of constantly updating and adapting the security strategy in BYOD mobile organizations. This
allows for an effective response to changing conditions and new threats, ensuring that data and resources are
securely protected [50].

As noted by [19], the implementation of technical solutions is an important step that ensures the security of
BYOD mobile devices in a hybrid environment. The following technical solutions can improve the security.
MDM systems provide the ability to manage mobile devices from a centralized console, allow configuring
security policies, manage applications, perform remote data reset, and more, which facilitates the control of
employee devices. A general focus on technical solutions and their important role in securing BYOD mobile
devices can be highlighted. The study also focuses on MDM systems. Both studies confirm that technical
solutions play a key role in creating a secure environment for BYOD mobile devices.

Implementing and combining these technical solutions helps to create a more secure BYOD environment and
reduce the risks of data breaches and cyber threats. However, it is also important to remember to regularly
update and monitor these solutions to ensure their effectiveness.

5. Conclusions

The main challenges in improving the security of BYOD mobile devices in hybrid environments are, the
diversity of devices and operating systems, lack of control, public Wi-Fi networks, application vulnerabilities,
security incidents in hybrid environments, balance between security and convenience, lack of employee training,
and budget constraints, these challenges are and will continue to be relevant and need further research. In this
paper, various methods, analyses, and recommendations have been reviewed and presented to address the
pitfalls in the processes of improving BYOD mobile device security in a hybrid environment.

The study analyzed the current situation, identified threats and risks, and developed and implemented a security
strategy. The research allowed the following conclusions to be drawn regarding the proposed strategy for
improving the security of BYOD mobile devices in a hybrid environment. The strategy included a wide range
of measures, from risk assessment and selection of key security methods to technical solutions and staff training,
providing an integrated approach to security. The introduction of staff training on security principles and the
use of new authentication methods helped foster a secure culture among staff. The selection and implementation
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of technical tools such as MDM systems, firewalls, and SIEMs support effective device management and real-
time response to events. Regular auditing and monitoring procedures ensure the rapid identification of potential
threats and provide the ability to adjust strategy in response to changing situations. A mechanism for continually
updating the strategy ensures flexibility and adaptability to new challenges, which is especially important in a
rapidly changing information security environment.

The results of the study revealed several important points. A comprehensive security strategy was developed
and successfully implemented, including security policies, multi-factor authentication, technical means, and an
event monitoring system. The implementation of multi-factor authentication and a mobile device management
system significantly reduced risks and improved security when using BYOD mobile devices. The event
monitoring system enabled continuous monitoring of events and incidents, identifying anomalies and potential
threats. Employee training on the rules of security when using BYOD mobile devices increased staff awareness
and responsibility.

Employee training was an important part of the strategy. Understanding security principles and using multi-
factor authentication became mandatory parts of the workflow. Employees were trained on security principles
and the use of multi-factor authentication as an integral part of their workflow. This has created a more secure
and informed work environment where employees are better able to understand and respond to potential security
threats. Research has enabled validated analysis and authentication methods to successfully secure BYOD
mobile devices. By constantly updating the strategy and monitoring events, security can be adapted to changing
conditions and new threats, ensuring that data and resources are well protected. This confirms the importance
of relevance and continuous improvement of security practices in a dynamic cyber environment.

In summary, achieving the goal of enhancing BYOD mobile security in a hybrid environment is a success and
a solid foundation for enhancing BYOD mobile security in a hybrid environment, ensuring protection from
advanced threats and compliance with security standards. The organization now has an effective security
strategy that protects data and increases the confidence of employees, customers, and partners in the security of
information.
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Abbreviations and acronyms

BYOD Bring Your Own Device
MDM Mobile Device Management
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HIPAA Health Insurance Portability and Accountability Act
IT Information Technology

IDS Intrusion Detection System

KPI Key Performance Indicator

SIEM Security Information and Event Management

MFA Multi-Factor Authentication

SQL Structured Query Language

DoS Denial of Service
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