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interconnected systems, the significance of cybersecurity for upholding sustainable
development has become paramount. The Sustainable Development Goals (SDGS)
were adopted by the United Nations in 2015 as a universal call to action to end
poverty, protect the planet, and ensure that by 2030, people enjoy peace and
prosperity. As we draw closer to the critical year of 2030, the insights of this paper
gain urgency in light of ongoing efforts to achieve the SDGs. This review paper
takes an innovative stance by examining how cybersecurity challenges align with
each SDG. The novelty of this study is that, it not only highlights the interconnected
nature of cybersecurity within each goal but also identifies and categorizes the top
five emerging threats that could impact the 17 goals. By pinpointing potential risks,
it calls for further research and strategies to counter these cyber threats that might
hinder the progress towards the SDGs. This research work serves as valuable
guidance for researchers, policymakers, and practitioners, offering a
comprehensive understanding of the intricate relationship between cybersecurity
and sustainable development.

© The Author 2024, Keywords: Cybersecurity, Cyberattacks, Sustainable Development Goal,

Published by ARDA. Information System, Industry Revolution 4.0

1. Introduction

The 2030 agenda for Sustainable Development lays out a comprehensive framework comprising 17
interconnected Sustainable Development Goals (SDGs) aimed at addressing pressing global challenges [1].
These goals encompass a number of significant objectives including reducing the poverty, ensuring quality
education, promoting gender equality and combating climate change among others. While the pursuit of these
SDGs is critical for the well-being of both current and future generations, the increasingly digitalized nature of
modern society introduces new complexities and vulnerabilities [2]. The rapid proliferation of digital
technologies, the Internet of Things (IoT), machine learning, big data, cloud computing and the integration of
cyber-physical systems have undeniably revolutionized various sectors and transforming the ways we live and
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work. However, this digital evolution has fostered a setting vulnerable to exploitation malicious actors.
Cyberattacks ranging from data breaches and ransomware attacks to sophisticated state-sponsored cyber
operations pose significant threats to the stability and progress of the global community's pursuit of the SDGs.

Cybersecurity vulnerabilities have the potential to disrupt critical infrastructure, compromise personal data and
diminish trust in technological advancements. Therefore, acknowledging and addressing these cybersecurity
challenges within the context of each SDG is important to ensure a comprehensive and resilient approach for
sustainable development. This review paper aims to explore the cybersecurity challenges within the framework
of the SDGs. By exploring into the specific threats and vulnerabilities that intersect with each goal, it seeks to
provide a comprehensive overview of the potential risks that could compromise the progress. Moreover, this
paper aims to serve as a catalyst for further research, encouraging scholars, researchers and practitioners to
collaborate in formulating effective strategies to mitigate cyber threats and defend the pursuit of sustainable
development. In doing so, this paper contributes to a depth understanding of the challenges associated with the
SDGs and emphasizes the need for a multidisciplinary and integrated approach to address the complex interplay
between cybersecurity and sustainability.

2. Research methodology

The aim of this study is to explore the relationship between cybersecurity challenges and the attainment of the
SDGs. There are two research questions in this study:

1. What potential disruptions do the security threats pose to the progress of each SDG?
2. How do the evolving cybersecurity threats intersect within the 17 SDGs?

Based on these research questions, two objectives have been formulated. The first objective of this study is to
identify and categorize emerging cybersecurity threats that intersect with each SDG. The second objective is to
categorize and analyze the top five evolving threats within the context of the SDGs, aiming to raise awareness
and promote proactive strategies for mitigating their impact. To achieve the first objective of this study, the
articles on cybersecurity issue in each SDG from year 2016 to 2023 were reviewed. Keywords of cybersecurity
issue/challenges and each of the goals were searched in the electronic databases in the Web of Science, Scopus
and Google Scholar. After locating approximately 296 papers related to the approaches, a deep topic filtering
was conducted. Consequently, 199 publication articles that satisfied the requirements were selected. The second
objective was achieved by identifying how the top five evolving threats could affect the 17 SDG areas. The
keywords of the evolving threats and the SDG area were searched within the Web of Science, Scopus and
Google Scholar. From this, the goals which were vulnerable to the five attacks could be identified.

3. Results and discussion

Cybersecurity is the practice of safeguarding digital systems, networks, and data from malicious activities which
has emerged as an imperative shield against cyberattacks that range from the theft of sensitive information to
large-scale cybercrimes. As technology becomes increasingly and rapidly expanding, the protection of digital
assets and the assurance of online privacy have risen to the forefront of global concerns. The interconnectedness
of our digital lives, spanning from personal devices to critical infrastructure, underscores the pressing need for
robust cybersecurity measures [3]. This study identified several cybersecurity challenges on each of the SDGs
to deliver a clear understanding of how digital security connects to sustainable development as can be seen in
Table 1. It discovers where vulnerabilities might exist in reaching each SDG, showing areas that could be at
risk from cyber threats. Recognizing how cybersecurity interacts with the SDGs is crucial for an all-
encompassing approach that considers both digital safety and overall development. Table 1 summarizes the
findings of cybersecurity challenges across each SDG, offering a comprehensive overview of potential
vulnerabilities and risks that could hinder the attainment of these goals.

Table 1. Cybersecurity Concern on Each SDG
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SDG

Key Challenge

Cybersecurity Concern

SDG 1: No
poverty

Digital exclusion

No proper access on digital technologies face exclusion from
opportunities and resources [4]. The study in [5] highlights a
significant digital gap among urban residents, particularly those with
low incomes. Moreover, low digital literacy persists due to minimal
interaction with digital resources, resulting in low internet and social
media usage within this demographic [6].

Digital identification system

Many poverty alleviation programs rely on this system to target
beneficiaries and deliver services efficiently [7].The adoption of
Aadhaar, India's biometric population database, within the national
food security program showed that datafication can enhance the
effectiveness of anti-poverty schemes but also resulted in data injustice
and exclusion of entitled households [8]. A large-scale experiment in
India's subsidized food program found that requiring biometric
authentication did not reduce leakage but increased transaction costs
and reduced benefits for beneficiaries who had not previously
registered an 1D [9].

Digital Platform -

Governments use digital platforms to distribute social assistance and
safety net benefits [10]. Aid agencies, governments, and donors are
investing in the digitization of beneficiary identification and
registration systems to facilitate the delivery of shock-responsive
social protection and move towards government provision of
assistance as discussed in [11].

SDG 2: Zero
hunger

Supply Chain Vulnerabilities

The supply chains [12] are increasingly digitized and connected,
making them vulnerable to cyberattacks that could disrupt the flow of
agricultural products, leading to food shortages and increased food
insecurity. The study in [13] discusses that the food industry is
experiencing an increase in cyber-security threats, which might result
in business interruptions. The COVID-19 lockdown in India
highlighted the vulnerability of food supply chains, both rural and
urban, and the negative impact on farm-to-market arrivals [14].

Data Privacy and AgTech

Ensuring the privacy and security of this data is essential to prevent
unauthorized access, data breaches, and potential misuse that could
affect the overall agricultural sector and contribute to food insecurity
[15]. Technical architectures and sharing design patterns, like the Open
Ag Data Alliance framework, can also support different sharing
models while ensuring data privacy [16].

Agri-Financing

Ensuring the cybersecurity of these systems is crucial to prevent
financial losses and protect the economic livelihoods of farmers who
rely on these platforms [17]. The adoption of mobile banking
technology has been found to influence the level of agricultural credit
demand, highlighting the importance of technology adoption in
accessing financial services for farmers [18]. Furthermore, the
development of digital finance has been shown to significantly
promote agricultural green total factor productivity (AGTFP), which
is crucial for sustainable agricultural development [19]
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SDG Key Challenge Cybersecurity Concern
SDG 3: Good | Digital Health Data Security The integration of electronic health records and telemedicine
health  and introduces a wealth of sensitive patient data, making it crucial to secure
well being health information from unauthorized access, data breaches, and

identity theft [20]. The blockchain implementation by the healthcare
companies [21] to gather comprehensive patient records, including
sensitive data like social security numbers, making it crucial to secure
health information from unauthorized access and data breaches.

IoT Medical Devices and
patient safety concern

Medical devices such as wearable health trackers and remote
monitoring devices, are vulnerable to cyberattacks which compromise
patient safety, privacy, and data integrity [22]. The paper [23]
mentions that wearable medical devices connected to the 10T can
improve the quality of care for patients, but they also pose threats and
vulnerabilities that require attention and mitigative actions. [24]
discusses the inadequate security and privacy precautions in loMT
devices, which can lead to patient health data leakage and cyberattacks
on medical devices, compromising patient safety and data integrity.

Data Integrity

Ensuring the accuracy and integrity of medical data is essential to
make informed medical decisions [25]. The criticalness of data
integrity issues in healthcare and the need for research in this field was
highlighted in [26]

Ransomware Threats

Hospitals and healthcare organizations are increasingly targeted by
ransomware attacks [27], which disrupt critical medical services and
compromise patient care until ransoms are paid. Ransomware attacks
have a significant impact on emergency department workflow, acute
patient care, and the personal wellbeing of healthcare providers [28]

Lack of Cyber Awareness

Healthcare professionals might lack awareness of cybersecurity
practices, leading to unintentional vulnerabilities, like falling victim to
phishing attacks or inadvertently exposing patient data [29]. The paper
[30] states that levels of awareness and education on cybersecurity
were universally poor among the healthcare organizations surveyed,
indicating a lack of cyber awareness among healthcare professionals.

Regulatory Compliance

Adhering to privacy and healthcare regulations in a digital health
environment is complex and demands effective cybersecurity
measures to avoid legal and financial consequences [31].The
importance of governing and understanding digitally stored healthcare
information [32]

Securing Telemedicine

As telemedicine becomes more prevalent, securing online patient-
doctor interactions and medical consultations is vital to protect patient
privacy and confidentiality [33]. The paper discusses the importance
of security and privacy in telecare medicine information systems [34].
[35] discusses the need for regulations to provide legal protection for
patients who use telemedicine services to prevent data misuse and
cybercriminal attacks.

60



SEI Vol. 6, No. 1, April 2024, pp.57-86

SDG

Key Challenge

Cybersecurity Concern

Long-term Data Protection

Medical records contain sensitive information that might be relevant
for a patient's lifetime; ensuring the security of this data over the long
term is a significant challenge [36]. The challenge of long-term data
protection and the need for protection schemes that can ensure the
integrity and confidentiality of sensitive information, such as medical
records, over extended periods of time [37]

SDG

Quality
education

Digital Learning Platforms

The integration of digital technologies in education introduces
vulnerabilities in online learning platforms, requiring robust security
to protect student data and prevent disruptions [38]. According to [39],
e-learning platforms collect and store large amounts of sensitive
information, making them attractive targets for cybercriminals.
Additionally, [40] found that the use of security and cyber security
countermeasures had a significant effect on students' frequent use and
participation in the e-learning system.

Secure Online Assessments -

Conducting secure online exams and assessments is challenging due
to the potential for cheating and the need to prevent unauthorized
access to exam content [41]. Studies have highlighted the common
challenges faced in online assessments, including cheating and
plagiarism, issues faced by teachers in making and conducting online
assessments, concerns raised by students, and technical and financial
issues faced by institutions [42]. The integrity of online university
assessments has been examined, revealing concerns such as students
cheating and resource unavailability, hesitancy to adopt online
assessment systems, and fear of losing examination integrity [43]

Remote Learning Security

Ensuring the security of remote learning environments, including
video conferencing and collaboration tools, is crucial to prevent
unauthorized access and protect students' online safety [44]. The paper
discusses the adoption of emergency remote learning during the
COVID-19 pandemic and the security risks associated with it. It
emphasizes the need for proactive measures to mitigate these risks and
presents a security framework for remote learning environments [45]

Educational Content
Protection

Online educational content, including textbooks and proprietary
resources, needs cybersecurity measures to prevent unauthorized
distribution and piracy [46]. Content protection techniques, including
encoding, scrambling, and authentication, are essential for ensuring the
security and integrity of digital content [47]

SDG
Gender
equality

Online  Harassment and
Cyberbullying

The digital landscape can amplify online harassment and
cyberbullying, disproportionately affecting women and discouraging
them from participating in online spaces [48]. The digital landscape
amplifies these issues, disproportionately affecting women and
discouraging their participation in online spaces [49]. Studies have
shown that cyber violence and harassment in cyberspace have
detrimental effects on women's social, economic, and psychological
well-being [50]
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Data Privacy and Consent

Women's data privacy and consent can be compromised due to
inadequate awareness, lack of control over personal data, and potential
misuse of their information [51]. The existing techniques of consent
processing are not transparent and may lead to data fiduciaries
misusing the collected data for purposes other than specified in the
consent [52]. Human-centric loT-based systems often lack
mechanisms for managing resources and data in the user domain,
which can lead to problems related to transparency [53]. Data openness
can generate significant social and economic benefits, but it also comes
with risks to privacy and data protection, including risks to individuals
and organizations [54].

Online  Recruitment and

Trafficking

Cybercriminals can exploit digital platforms for recruitment into
human trafficking networks, particularly targeting vulnerable women
and girls [55]. Cyberbullying against women and girls, facilitated by
the internet and mobile technologies, negatively affects their well-
being and hinders gender equality [56]. Additionally, the internet-
enabled platform economy has led to an increase in online mediated
gig work opportunities, which can create human rights and
sustainability concerns, particularly for gig workers who lack job
security and employment benefits [57]. Furthermore, indicators of
labor trafficking are prevalent in online job advertisements,
highlighting the potential for exploitation in the labor market [58].

SDG 6:
Clean water
and
sanitation

Data Integrity for Water

Quality Monitoring

Ensuring the accuracy and reliability of data from sensors that monitor
water quality is crucial to making informed decisions about water
treatment and distribution [59]. The importance of accurate sensors in
measuring water quality to ensure safe water [60].

Water
Disruption

Infrastructure

Cyberattacks targeting water treatment facilities or distribution
networks could disrupt water supply, potentially compromising public
health and sanitation [61]. Deliberate contamination of water sources
as part of a terrorist attack can have serious medical, public health, and
economic consequences [62]. While no immediate correlation was
found between disruptions to water, sanitation, and hygiene (WASH)
and waterborne diseases in northeast Syria, further research is needed
to explore the impact of conflict-associated damage to WASH
infrastructure [63].

Cross-border Water

Management

Shared water resources require international cooperation; ensuring the
cybersecurity of data exchanged between countries is essential for
equitable water management [64]. Sustainable water management
solutions have been found to have a significant impact on local
communities and contribute to the fulfillment of SDG 6 [65]. The
approach applied in stakeholder management within the Adriatic
region also highlights the importance of stakeholders' contribution in
addressing relevant issues and options for sustainable cross-border
drinking water resources management, reinforcing SDG 6 targets [66].

Emergency Response Systems

Securing communication and data systems used for emergency
response in water-related disasters (floods, droughts, etc.) is crucial to
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effective crisis management [67]. The use of substitute
communications solutions, such as analog two-way radio or unsecured
internet access, during disasters can pose risks to NGOs and
individuals due to reduced or unknown security properties [68][69].
These substitute solutions are often used when existing
communications infrastructure is impaired or overwhelmed [70].

SDG 7:
Affordable
and clean
energy

Energy Infrastructure Attacks

Cyberattacks targeting power plants, renewable energy installations,
and distribution networks could lead to power outages and disruptions,
impacting both energy availability and affordability [71]. The attacks
result in power outages and disruptions, impacting the availability and
affordability of energy [72]. Recent high-profile cyberattacks on
energy infrastructures, such as the security breach of the Colonial
Pipeline and attacks on Ukraine's power grid, have highlighted the
vulnerability of energy grids to cyber threats [73].

Data Privacy in Energy Usage

Smart meters and 1oT devices collect data on energy consumption
patterns; protecting this data is crucial to maintaining user privacy and
preventing unauthorized access [74]. The paper [75] discusses the
privacy concerns in smart metering and proposes a mechanism called
UPriv-AC to protect customer privacy. It mentions that the
interception of a third malicious entity or the data misuse by the utility
could expose customer privacy.

Renewable Energy Facility
Security

Cybersecurity measures must be in place to safeguard renewable
energy facilities like solar farms and wind turbines, which are digitally
controlled and could be targeted by attackers [76]. A study
demonstrated the impact of cybersecurity technologies on a virtualized
wind energy site, showing that encryption and intrusion detection
systems can effectively detect and quarantine adversaries, preventing
physical impacts to the power system [77]. Another research proposed
a cyber-attack detection model using synchrosqueezed wavelet
transforms and convolutional neural networks to safeguard roof-PV
generation systems from cyber threats [78].

Critical Infrastructure

Protection

Ensuring the security of critical energy infrastructure, such as power
substations and transmission lines, is essential to prevent large-scale
disruptions to energy supply [79]. The power sector in India is at risk
due to increasing cyber incidences, and vulnerabilities in centralized
systems can have a wide impact on the operation of the entire power
system [80]. The failure of security systems in protecting power grids
can lead to blackouts and other disruptions, as seen in the case of
Ukraine [81].

SDG 8:
Decent work
and
economic
growth

Automation and Job

Disruption

The rise of automation and Al-driven technologies could lead to job
displacement, impacting economic growth and requiring strategies to
retrain and reskill the workforce [82]. [83] highlights how automation
can result in unemployment and underemployment, as well as
deskilling of workers. [84]emphasizes that while job loss may occur,
automation also creates new jobs and expands demand for existing
ones.
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Cyber Threats to Economic
Infrastructure

Attacks on critical economic infrastructure, such as financial systems
and digital payment networks, could disrupt economic activities and
stability [85]. The integration of digital technology in economic
transformation introduces new risks and threats, necessitating
governments to identify and minimize these risks to ensure the security
of the national economy during the digital economic transformation
[86]. The efficiency of measures developed to minimize risks and
eliminate threats to national economic security depends on the quality
and precision of the policies implemented [87].

Digital Supply Chain

Vulnerabilities

The digitalization of supply chains can introduce vulnerabilities that
cyber attackers might exploit to disrupt production, affecting economic
growth and stability [88]. The use of digital and electronic
technologies in the supply chain has opened up various security threats
and risks, widening the attack surface on the entire end-to-end supply
chain [89]. Recent cybersecurity breaches have highlighted the
economic, political, and social effects of such attacks, emphasizing
that cybersecurity is now a supply chain issue [90]

Small Business Cybersecurity

Small and medium-sized enterprises (SMEs) might lack the resources
to implement robust cybersecurity measures, leaving them susceptible
to cyberattacks that could hinder economic growth [91].The literature
highlights that SMEs may struggle to comply with cybersecurity
regulations and lack the expertise to ensure regulatory compliance
[92]. Moreover, SMEs working together as part of a supply chain may
be reluctant to share cybersecurity information, hindering their ability
to address cybersecurity challenges collectively [93]. The specific
threat of malware is emphasized, as non-compliance with adequate
cybersecurity infrastructure leaves SMEs more vulnerable to malware
attacks.

SDG 9:
Industry,
innovation
and
infrastructure

Critical Infrastructure

Vulnerabilities

The integration of digital technologies in critical infrastructure, such
as transportation and energy systems, introduces new points of
vulnerability that cyber attackers could exploit [94]. The
interconnected and interdependent nature of critical infrastructure
systems, along with the lack of specialized mechanisms for
knowledge-sharing in the field of industrial control systems (ICS)
vulnerability management, further exacerbates the problem [95].

0T Security

The proliferation of loT devices in industrial settings introduces
potential entry points for cyber attackers seeking to compromise
operational technology (OT) systems [96]. These devices, which are
often small and have limited security mechanisms, can be vulnerable
to attacks, putting the entire network at risk [97]. Implementing loT
solutions in industrial environments requires a comprehensive threat
model and the application of information security controls and risk
management frameworks to mitigate associated risks [98].

Intellectual Property Theft

Industries reliant on innovation are vulnerable to cyberattacks that aim
to steal trade secrets and intellectual property, hindering
competitiveness and growth [99]. The theft of intellectual property has
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been a devastating challenge for the United States, with foreign
countries targeting critical intangible assets [100].

Ransomware
Industry

Impact on

Ransomware attacks targeting industries can halt production processes
and disrupt supply chains, leading to financial losses and economic
consequences [101]. These attacks can halt operations, disrupt critical
infrastructure, and cause downtime, resulting in decreased productivity
and revenue [102] [103] [104]

Smart
Vulnerabilities

Manufacturing

The adoption of smart manufacturing and digital twins could lead to
data breaches that impact the integrity of production processes and
product quality [105]. The interconnected systems rely on accurate and
trustworthy data from various parties, and any errors or inaccuracies
in the data can have significant consequences [106]. Additionally, the
increasing security threats, such as advanced persistent threats (APTS),
pose a risk to the normal operations of smart manufacturing systems
[107].

Lack of
Standards

Cybersecurity

A lack of consistent cybersecurity standards in industrial environments
can lead to fragmented security measures, making it easier for
attackers to exploit weaknesses [108]. The increasing incidents of
high-level damage caused by attackers using prepared and targeted
methods, despite compliance with international information security
standards and statutory requirements [109]. Industrial vulnerability
assessment reports have highlighted these vulnerabilities, which occur
due to limited or ill-defined security policies [110].

Human-Machine Interface

Security

Ensuring the security of interfaces between humans and machines,
especially in industries like healthcare and transportation, is crucial to
prevent unauthorized control and manipulation [111]. In collaborative
automation systems, security and safety assessments are increasingly
important, as improperly deployed systems can hide security threats
and raise safety issues [112]. Additionally, in the telehealth system,
machine learning can provide reliable protection against potential
threats by continuously authenticating 10T devices and detecting
insider attacks [113].

SDG 10:

Reduced
inequalities

Cyber Threats to Social

Services

Vulnerabilities in digital platforms used for social assistance and
support programs can disproportionately affect vulnerable
populations, disrupting their access to essential services [114].
Cyberattacks targeting civil society groups can disrupt their activities
and steal private information, which can hinder their ability to provide
social services [115]. Additionally, the rise of online platforms has led
to an increase in cyber social threats, including hate speech,
misinformation, and gender-based stereotyping, which can further
perpetuate inequalities and marginalize certain communities [116].

Online Discrimination and
Bias

The use of Al and algorithms can perpetuate biases and discrimination,
deepening social inequalities in areas like job recruitment, lending, and
resource allocation [117]. Examples of biases and discrimination in Al
applications to healthcare have been identified based on race, ethnicity,
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gender, disability, and other factors [118]. In online two-sided markets,
such as ride-sharing and freelance labor platforms, biases and
discrimination against certain social groups have been observed,
leading to unequal hiring opportunities and lower expected payoffs for
minority workers [119].

SDG 11:
Sustainable

cities and
communities

Smart City Vulnerabilities

The integration of 10T devices and digital technologies in smart cities
introduces new attack vectors that could be exploited by
cybercriminals to disrupt critical services and compromise citizen
safety [120]. The use of Information and Communication Technology
(ICT) in smart cities has contributed to a rise in safety threats, criminal
use of information, and security and privacy challenges [121]. The
increased deployment and use of digital infrastructure and processes
in the name of sustainability and optimization is the focus of critical
literature on smart cities [122].

The collection and utilization of data for smart city operations can raise
concerns about citizen privacy, requiring strong data protection
measures [123]. Empirical evidence supports this, as studies have
highlighted the need for privacy-preserving access control systems in
smart city environments [124]. The development of sensor
technologies and the Internet of Things (10T) in smart cities has led to
the generation of large amounts of data, making cybersecurity and
privacy crucial issues [125].

Critical urban infrastructure, such as transportation systems and
utilities, could be targeted by cyberattacks, leading to disruptions in
services and affecting the quality of life for residents [126]. The
integration of emerging technologies in smart cities, such as connected
and automated vehicles (CAVSs), increases the risk of cyberattacks on
the transportation domain [127]. These cyberattacks can compromise
the decision-making capabilities of autonomous systems, leading to
complicated CAV accidents.

Data Privacy in Urban
Systems

Cyber Attacks on
Infrastructure

Safety of  Autonomous
Vehicles

As cities integrate autonomous vehicles, securing their communication
and control systems becomes critical to prevent accidents and
disruptions [128]. Studies have identified the security vulnerabilities
and recommended mitigation techniques associated with different
sensors, controllers, and connection mechanisms in autonomous and
connected vehicles [129]. Cyber-attacks pose a significant risk to the
performance and operations of autonomous vehicles, impacting both
intra-vehicle systems and inter-vehicle systems [130].

Protection of Public Wi-Fi

Public Wi-Fi networks are common in cities, and securing them is
essential to prevent unauthorized access, data breaches, and potential
cyber threats to users. [131] Empirical evidence has demonstrated that
people who access public Wi-Fi networks are more likely to engage in
risky behavior and expose their personal accounts to potential threats
[132].
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SDG 12: | E-Waste and Data Security The proliferation of electronic devices raises concerns about the
Responsible disposal of electronic waste (e-waste) and the need to ensure data

Consumption
and
Production

security when disposing of digital devices [133]. Improper disposal of
e-waste result in the loss of resources and adverse impacts on health
and the environment [134]

Sustainable
Vulnerabilities

Manufacturing

Smart manufacturing and automation introduce cybersecurity risks
that could impact the quality and sustainability of products [135]. The
integration of digital systems with critical industries and their
accessibility from the internet creates opportunities for cyber attacks
[136]. The lack of a recognized methodology for cybersecurity
decision-making in Industry 4.0 is a significant barrier to the
development of sustainable manufacturing [137]. Additionally, the
slow introduction of sustainable machine tools hampers the smart
sustainability transition in the machine tools industry [138].

Digital Greenwashing

Misleading claims about environmentally friendly products can
undermine responsible consumption efforts; verifying the accuracy of
such claims requires reliable data protection [139]. Zhang et al. found
that digital transformation (DIT) can curb greenwashing behavior by
enterprises, and government subsidies, resource slack, and public
pressure positively moderate the relationship [140]. Ramtiyal et al.
studied the impact of greenwashing by corporations on consumers'
sustainable purchase behavior and found that corporate greenwashing
has a negative effect on sustainable consumer behavior [141]. Another
study by Ho and Forster showed that greenwashing perceptions
significantly negatively affect green purchasing intentions,
highlighting the detrimental effects of greenwashing in advertising on
product sales [142].

Energy-efficient Tech and

Data Privacy

Using energy-efficient technologies can improve sustainability, but
data privacy concerns must be addressed in connected devices and
systems [143]. In the context of the Internet of Things (IoT), a
framework has been developed to examine the energy cost of
privatizing data while still ensuring utility and privacy for users [144].
Similarly, in the case of demand response implemented with
blockchain, a system has been devised to preserve privacy using
Secure Multiparty Computation (SMC) algorithms and a blockchain-
based architecture [145]. Furthermore, in the medical and healthcare
systems, a privacy-aware energy-efficient framework has been
proposed to secure patient information and minimize communication
costs [146].

SDG 13:
Climate
action

Cyber Threats to
Environmental Monitoring

Attacks on systems that monitor climate and environmental data could
compromise our ability to track and respond to climate change
effectively [147]. In the paper by Abhijith et al., they discuss the
importance of water quality monitoring sensors in water distribution
systems (WDS) [148]. These sensors communicate over a
cyberinfrastructure layer and are exposed to cyber-attacks. Similarly,
Yang et al. propose a data sharing scheme for environmental
monitoring using attribute-based encryption and cloud computing
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technology [149]. This scheme ensures the confidentiality, integrity,
and verifiability of monitoring data, protecting it from malicious
attacks. Furthermore, in the paper [150], it is mentioned that cyber-
related hazards, including attacks on environmental monitoring
systems, can be affected by mental formations such as the Finite Pool
of Worry, which may lead to inaction.

Renewable Energy Facility
Security

Securing renewable energy facilities such as solar farms and wind
turbines is essential to preventing disruptions in clean energy
generation [151]. Empirical evidence from a study on a cyber-physical
wind energy site demonstrated the effectiveness of cybersecurity
technologies in preventing physical impacts and disruptions to the
power system [152]

Smart
Resilience

Transportation

As transportation becomes more connected and automated, ensuring
the cybersecurity of smart transportation systems is vital for reducing
carbon emissions [153]. As studies have shown the vulnerabilities and
potential cyber-attack incidents in the transportation sector [154]
[155]. The deployment of Internet of Things (IoT) in transportation
applications has also highlighted the importance of cybersecurity
measures such as secure data code, two-factor authentication, and end-
to-end encryption [156]. Additionally, the presence of connectivity
and complex interactions in connected transportation systems
necessitates the resilience against cyber-attacks, which can be
achieved through the fusion of physical and social signals for cyber-
attack detection [157].

SDG 14: Life
Below Water

Marine 10T Vulnerabilities

The deployment of 10T devices for marine monitoring introduces
vulnerabilities that could be exploited to compromise marine
ecosystem data and disrupt conservation efforts [158]. Empirical
evidence supporting this includes the fact that the main consequences
of unprotected connected devices in seaports are unauthorized access,
theft of important information, and loss of information control [159].
Additionally, the implementation of Greengrass loT at maritime
environments involves running machine learning models at the edge,
which requires the devices to make their own decisions and withstand
intermittent network connectivity, posing potential security risks
[160]. Furthermore, reliable and low latency communication
techniques are crucial for reconstructing monitored phenomena in a
timely manner, and the proposed architecture for underwater loT
includes analog biodegradable sensors and a correlation-aware Hybrid
Automatic Repeat Request technique, both of which address security
and energy efficiency concerns [161].

Data Integrity for Ocean

Monitoring

Ensuring the accuracy of data collected from sensors and devices used
to monitor marine ecosystems is vital to make informed decisions for
ocean conservation [162]. Karandikar et al. propose a solution called
DataSafe, which utilizes docker and blockchain technology to enhance
data standardization and integrity [163]. Subramanian et al. highlight
the importance of automated mechanisms, such as the ADvanced Data
REception and AnalysiS System (ADDRESS), for reliable data
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reception, analysis, and dissemination in ocean observation programs
[164].

Illegal and

Cybercrime

Fishing

Cybercriminals could exploit vulnerabilities in maritime tracking and
enforcement systems, contributing to illegal fishing and damaging
marine life [165]. Empirical evidence suggests that illegal fishing is
prevalent globally and impacts the health of oceans, the sustainability
and profitability of fisheries, and even acts to destabilize geopolitical
relations [166]. While there is minimal evidence of organized crimes
being directly linked to illegal fishing, violations of worker's rights,
forced labor, and modern slavery are commonly associated with illegal
fishing activities [167].

Cyber Threats to Aquaculture

The aquaculture industry's adoption of digital technologies introduces
new attack vectors that could affect fish farming operations and
environmental sustainability [168]. These threats arise from the
increasing reliance on computers and internet access in fish farming,
making the industry vulnerable to cyber-attacks [169]. The use of loT
and smart technologies in farming environments has also exposed the
industry to cybersecurity vulnerabilities and potential attacks [170].

Pollution Monitoring Security

Systems that monitor marine pollution and plastic waste must be
protected from cyberattacks that could compromise their accuracy and
integrity [171]. The Internet of Things (IoT) has transformed
traditional monitoring systems into high-tech solutions, but it also
introduces vulnerabilities that can be exploited by attackers [172]. To
address this challenge, researchers have developed secure 10T-WSN
architectures for environmental monitoring, such as the proposed
SIAEM system, which includes a Dynamic Security Scheme Manager
(DSSM) to increase security [160].

SDG 15: Life
on Land

Environmental
Vulnerabilities

Monitoring

The use of digital technologies and sensors for land ecosystem
monitoring introduces vulnerabilities that could be exploited to
compromise data accuracy and integrity [173].Pricope et al. discuss
the challenges of operationalizing the integration of biophysical
indicators of land degradation with climatic and socio-economic
indicators, which can impact the accuracy and integrity of monitoring
data [174].

Data Protection for

Biodiversity Tracking

Ensuring the security of data collected from biodiversity tracking
systems is crucial to making informed decisions for land ecosystem
conservation [175]. The increasing accessibility of large-scale
biodiversity genomic datasets and the need for comprehensive data
management practices highlight the importance of data security [176].
Additionally, the detection of species of concern in molecular
biodiversity data requires stringent quality control standards to ensure
the suitability of the data for decision-making [177].

Wildlife
Cybercrime

Trafficking and

Cybercriminals could exploit weaknesses in systems tracking wildlife
populations and conservation efforts, contributing to illegal wildlife
trafficking [178]. Haas proposes a cybersecurity-based solution

69



SEI Vol. 6, No. 1, April 2024, pp.57-86

Key Challenge

Cybersecurity Concern

involving a confederation of criminal investigators to collect
intelligence on wildlife cybercriminals and recommend actions to law
enforcement [178]. Smart et al. discuss the potential of DNA marker
systems and emerging molecular technologies to aid in the rapid
identification of species and individuals involved in wildlife
trafficking [179]

SDG
SDG 16:
Peace,
Justice and
Strong
Institutions

Cyber Attacks on Governance

Systems

The increasing reliance on digital technologies in governance systems
introduces vulnerabilities that could be exploited to disrupt public
services and compromise democratic processes [180]. Empirical
evidence supports this, as studies have shown that cyber-attacks have
a significant impact on e-governance and can damage public trust
[180]. These attacks pose a threat to the security and integrity of data,
with the potential to manipulate information and undermine the
governance system [181]. Organizations globally, including Nigeria,
have been found to have inadequate data governance strategies in
place, leaving them vulnerable to cybercrime incidents [182].

Data Privacy and Human

Rights

Ensuring data privacy in government systems is essential to prevent
unauthorized access that could infringe upon citizens' human rights
and civil liberties [183]. Martirosyan et al. [184] discuss the use of
nontraditional data sources, such as social media, by national statistical
offices to fill data gaps and involve citizens in the production of
statistics. They highlight the challenges of representativity and quality
assurance based on statistical standards used by NSOs. Similarly, the
authors [54] explore the use of citizen reports on social media
platforms to complete official records on human rights violations in
Mexico. They emphasize the challenges and opportunities of migrating
local knowledge from online communities to address institutional
failures. Furthermore, [185] emphasize the need for privacy, data
rights, and cybersecurity in the deployment of new technologies to
achieve sustainable development goals.

Cyber Threats
Processes

to Legal

Attacks targeting legal institutions and processes could compromise
access to justice, impact fair trials, and undermine the rule of law
[186]. The escalation of cyberattacks on critical infrastructure, such as
the 2021 Colonial Pipeline ransomware attack, highlights the
vulnerability of critical systems and the potential cascading
consequences on national security and the economy [187].
Additionally, the increasing frequency and sophistication of
cybercrimes necessitate strong international cooperation and
harmonization of laws to effectively address the challenges [188]. The
interconnectedness of critical infrastructure and the transnational
nature of cyberattacks further emphasize the need for collaborative
efforts in cybersecurity [189].
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Election Security

Ensuring the cybersecurity of election processes is vital to prevent
manipulation, disinformation, and foreign interference that could
undermine democratic institutions [190]. Election systems in the
United States are diverse, making it challenging to develop a national
picture of cybersecurity risk. Each state and jurisdiction needs to
evaluate and prioritize risk in the systems it oversees [191]. Spreading
false information about elections has the potential to undermine
confidence in the electoral process and suppress voter turnout,
particularly among marginalized communities [192]. Election
misinformation poses a threat to democratic processes in the United
States, with 64% of election officials reporting that spreading false
information had made their jobs more dangerous [193]

Secure Digital ID Systems

Developing secure digital identity systems is crucial for citizen access
to government services while protecting against identity theft and
misuse [194]. The implementation of digital identity programs without
thorough consideration of cybersecurity and privacy increases the risk
of cyberattacks and security vulnerabilities [195].

SDG 17:

Partnerships
for the goals

Global Data Sharing Security

Collaborative efforts among nations require secure data sharing to
achieve the SDGs, while addressing concerns about data privacy,
ownership, and misuse [196]. Empirical evidence shows that the need
for secure and integrity-preserved data sharing has become
increasingly important in the emerging era of changed demands on
healthcare and increased awareness of the potential of data [197].
Within the context of the big data age, data sharing is gradually rising
with the embodiment of data value. However, security problems such
as centralized deployment, malicious theft, and tampering greatly
affect the security of data [198]. Significant empirical evidence reveals
that about 2.7 zettabytes of data in the digital universe are being
threatened by cybercrime incidents that are on the rise globally. Only
67% of organizations globally deployed data governance or data
intelligence solutions, highlighting the importance of leveraging good
security measures for Sustainable Data Governance (SDG) [181].

International  Development
Project Security

Digital platforms used for international development projects must be
secure to prevent disruptions that could hinder progress towards the
SDGs [199]. A study by Humayun et al. [200] identified secure
software development (SSD) practices critical for global software
development (GSD) projects. The study found that 16 out of 36
security practices were critical for GSD projects, highlighting the
importance of incorporating security in the different phases of the GSD
life cycle.
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Innovation Ecosystem | Promoting innovation for sustainable development demands secure
Security environments for collaborative research and development [201].

Multi-stakeholder partnerships, managed by non-profit organizations,
play a crucial role in facilitating sustainable development and
collaborative innovation processes [202]. The Water Joint
Programming Initiatives (JPIs) address water challenges in the context
of the UN Sustainable Development Goals (SDGs), emphasizing the
importance of research, innovation, and implementation of sustainable
solutions [203].

From the review, a number of challenges on each SDG have been identified which was illustrated in Figure 1.
From the analysis, SDG 3 (Good Health and Well-being) and SDG 9 (Industry, Innovation, and Infrastructure)
face significant security challenges. SDG 3 deals with healthcare, where the increasing use of digital health
technologies and medical devices can expose sensitive patient data and medical systems to cyber threats [204].
Therefore, ensuring patient privacy, data integrity, and reliable healthcare services becomes crucial. Meanwhile,
SDG 9 encompasses various industries and technological advancements in IR 4.0, introducing vulnerabilities
in critical infrastructure, supply chains and innovation processes. As industries become more interconnected,
the potential for cyberattacks on manufacturing processes, transportation systems and energy networks also
rises [205]. Apart from that, SDG 10 which focused on Reduced Inequalities appeared to have less number of
security challenges compared to some other goals. However, the security challenges on this area are possibly
not much explored; it is important to recognize that while the number might be fewer, but the underlying issues
related to inequality and its intersection with technology and cybersecurity are still important. Above all,
balancing innovation with cybersecurity measures becomes imperative to prevent disruptions and promote
sustainable development.

9
8

7

=

Number of security challenges
+a

SDG 5DG SDG SDG SDG SDG SDG SDG SDG SDG SDG SDG SDG SDG SDG SDG SDG
1 2 3 4 5 6 7 8 9 0 11 12 13 14 15 16 17
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Figure 1. Security Challenges on Each SDG

4. Cyberattacks in SDGs

Cyberattacks not only pose immediate threats to individuals' digital identities and financial well-being but also
extend their influence to the stability of nations and the integrity of democratic processes. The significance of
cybersecurity is growing, impacting individuals, entities and entire countries. Malicious online activities
including cyberattacks have the potential to jeopardize confidential data, interrupt public services and inflict
economic damage. The work in [206] has identified five evolving threats in cybersecurity, which are
ransomware attacks, 10T attacks, cloud attacks, phishing attacks and cryptocurrency and blockchain attacks.
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These attacks are indeed vulnerable to the SDGs; each of these threats has the potential to impact various aspects
of the 17 goals, depending on their scope and consequences. Taking motivation from this work [206], our aim
is to discover the vulnerabilities associated with these five threats within the framework of the SDGs. An
overview of how each threat could be vulnerable to the SDGs are explained as followed:

1. Ransomware Attack: This attack can disrupt critical services and organizations, impacting SDGs related to
infrastructure, healthcare, and economic stability. For instance, if a healthcare facility is targeted and its
operations are disrupted, this could affect SDG 3 (Good Health and Well-being) by hindering access to
medical services [207]. Additionally, these attacks could also impact SDG 9 (Industry, Innovation, and
Infrastructure) by disrupting critical industrial systems, hindering manufacturing processes and supply
chains, thus impeding economic growth and innovation [208]. Moreover, SDG 11 (Sustainable Cities and
Communities) could be affected through attacks on smart city infrastructure, potentially disrupting essential
services and diminishing residents' quality of life as mentioned in [209].

2. loT Attack: Attacks targeting loT devices can compromise data privacy and security, potentially affecting
SDGs related to innovation and industry. As 10T devices are increasingly used in sectors like agriculture
(SDG 2)[210], energy (SDG 7)[211] and infrastructure (SDG 9)[212], their compromised security could
hinder progress in these areas. In addition, SDG 6 (Clean Water and Sanitation) might be impacted due to
compromised loT sensors monitoring water quality [213], leading to inaccurate data and affecting decisions
on water treatment and sanitation. Similarly, SDG 11 (Sustainable Cities and Communities) could suffer
from vulnerable 10T devices in smart cities, compromising urban services and overall resilience in creating
sustainable and inclusive cities [214].

3. Cloud Attack: This threat can lead to data breaches and service disruptions, impacting SDGs related to data
privacy, information access, and industry innovation. Loss of valuable data could affect SDG 8 (Decent
Work and Economic Growth), especially in industries relying heavily on cloud services [215]. Moreover,
in the context of SDG 4 (Quality Education), cloud service disruptions could hinder access to online
education platforms and digital learning materials, thereby affecting educational quality and inclusiveness
[216]. Additionally, SDG 13 (Climate Action) could be impacted by data loss or breaches in cloud-stored
environmental monitoring data, hindering accurate tracking of climate change progress [150].

4. Phishing Attack: It can compromise personal information, leading to identity theft and fraud, which could
impact several SDGs. For instance, these attacks might affect SDG 16 (Peace, Justice, and Strong
Institutions) by enabling fraud and facilitating illegal activities [217]. Moreover, SDG 5 (Gender Equality)
could be influenced by these attacks, as cyberbullying and online harassment resulting from phishing attacks
could disproportionately affect women and discourage their full participation in online spaces [218].

5. Blockchain Attack: Attacks on blockchain technology can disrupt secure transactions and data integrity,
affecting SDGs related to financial inclusion, innovation, and information security. Blockchain's role in
enhancing peace, justice and strong institutions (SDG 16) could be compromised if blockchain systems are
attacked [219]. In addition, SDG 10 (Reduced Inequalities) might encounter challenges, as attacks on
blockchain systems supporting transparent and secure transactions could undermine efforts to reduce
inequalities by compromising trust and accountability [220].

Figure 2 depicts these vulnerabilities within the context of SDG. From the figure, it can be seen that each threat
intersects with multiple SDGs, highlighting which goals are vulnerable to the five attacks. This visualization
emphasizes the urgency of addressing cybersecurity issues as an integral part of achieving the SDGs. By
recognizing the potential vulnerabilities that these threats pose to various aspects of sustainable development,
researchers can be able to develop robust strategies to protect the critical systems and ensure the continued
progress towards achieving the SDGs by year 2030.

In reflecting upon the cybersecurity challenges identified across the various SDGs, it becomes evident that the
diversity and complexity inherent in these goals necessitate a nuanced approach to cybersecurity. Each SDG,
with its unique challenges and objectives, requires a cybersecurity strategy that is as specialized and
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multifaceted as the goal itself. For example, the cybersecurity measures suited to SDG 3 (Good Health and
Well-being), which must safeguard sensitive health data against breaches, differ significantly from those needed
for SDG 9 (Industry, Innovation, and Infrastructure), where the focus is on protecting industrial control systems
and innovation ecosystems from cyber threats. This diversity underscores the imperative for tailored
cybersecurity solutions that not only address the specific vulnerabilities and threats facing each SDG but also
support the overarching aim of sustainable development. It is clear that a one-size-fits-all approach to
cybersecurity falls short when confronted with the broad spectrum of objectives covered by the SDGs.

Ransomware attack
loT attack

Phishing attack
Cloud attack

Blockchain attack

Figure 2. Security Vulnerabilities within SDG

5. Conclusions

As a conclusion, this review paper has provided an insightful analysis of the alignment between cybersecurity
challenges and the 17 Sustainable Development Goals (SDGs). By identifying and categorizing emerging
threats such as ransomware attacks, 10T vulnerabilities, cloud breaches, phishing exploits and blockchain
compromises, the paper sheds light on potential risks that could hinder progress towards the SDGs. This
comprehensive review underscores the significant relationships between cybersecurity and each SDG,
highlighting the need for proactive measures to counter these threats. The novel findings of this study emphasize
the urgency of addressing cybersecurity concerns to ensure the successful achievement of the SDGs by 2030. It
is evident that no aspect of sustainable development is immune to cyber threats, and neglecting cybersecurity
could compromise the progress. The interconnected nature of these challenges demonstrates the need for a
multidisciplinary and integrated approach that considers both digital security and broader development
objectives. Cybersecurity is a global issue that requires international cooperation. Future efforts should focus
on strengthening global frameworks and treaties on cybersecurity, promoting cross-border collaboration in
cyber threat intelligence, and establishing international norms and standards for cybersecurity that support the
SDGs. Apart from that, while the analysis has centered on the cybersecurity threats that pose risks to achieving
the SDGs, the dual nature of cybersecurity as both a challenge and an opportunity for sustainable development
is also recognized. Future research could fruitfully explore how proactive cybersecurity measures not only
mitigate risks but also actively contribute to the realization of the SDGs by safeguarding digital innovations that
support economic, social, and environmental progress. This broader perspective underscores the multifaceted
role of cybersecurity in shaping a sustainable future.
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